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Abstract001

Most existing benchmarks evaluate LLM002
agents by whether they succeed or fail, but003
cannot show how reasoning breaks down over004
many steps. We introduce BIN-BENCH, a005
benchmark of 520 real-world binary files where006
agents must reason through dozens of steps,007
and early mistakes cause later failures that can-008
not be easily fixed. We propose metrics that009
analyze complete reasoning traces to see how010
agents explore binaries, remember information,011
and where their reasoning goes wrong. Our012
evaluation shows that LLM agents struggle to013
maintain accurate understanding over long rea-014
soning sequences, and fail in ways that suc-015
cess/failure metrics cannot reveal. We find016
that agents face fundamental tradeoffs: being017
consistent in reasoning makes it harder to re-018
cover from early mistakes, while being flexible019
to correct errors makes it harder to maintain020
coherent understanding. Adding planning, re-021
flection, or error correction mechanisms helps022
only slightly. Our findings suggest that im-023
proving long-horizon reasoning requires better024
LLM capabilities and context management, not025
just more sophisticated control strategies. An026
anonymized version of the benchmark and re-027
lated artifacts is available at https://anonymous.028
4open.science/r/anonymous-A-4BDE/.029

1 Introduction030

Large language model (LLM) agents are now used031

in real systems to solve tasks that require multiple032

steps of reasoning and repeated interactions with033

tools over long time spans. Existing benchmarks034

for LLM agents mainly focus on four types of tasks:035

code generation (Chen et al., 2021), agent perfor-036

mance across different environments (Liu et al.,037

2023b; Xu et al., 2024a), software engineering038

workflows (Jimenez et al., 2023; Yang et al., 2023),039

and problem solving in specific domains (Mialon040

et al., 2023; Rein et al., 2023). Most of these bench-041

marks evaluate agents based on whether they com-042

plete a task successfully, using metrics such as043

pass@k or simple success and failure outcomes. 044

However, this evaluation style treats task success 045

as a direct indicator of reasoning ability and com- 046

presses a long sequence of dependent reasoning 047

steps into a single final result. For many critical 048

domains, such outcome-based evaluation is insuffi- 049

cient: in binary vulnerability discovery, operating 050

system security analysis, and automotive system 051

analysis, merely knowing whether an agent suc- 052

ceeded or failed provides little insight into how 053

reasoning processes unfold, where vulnerabilities 054

might be missed, or how errors propagate through 055

long reasoning chains. 056

Building such a benchmark is difficult. The tasks 057

must push agents to reason over many steps, but we 058

also need to see how they reason, not just whether 059

they succeed. Binary vulnerability discovery is 060

a good testbed for this purpose because it forces 061

agents to handle several challenges at the same 062

time. First, agents must reason through long se- 063

quences, often with more than 100 steps. Second, 064

they must use tools such as r2 and Ghidra with 065

precise inputs, including exact function addresses. 066

Third, they need to remember information across 067

hundreds of steps. Fourth, they operate with lim- 068

ited information, since each tool call reveals only 069

a small part of the binary. Finally, early mistakes 070

are hard to fix: for example, if an agent uses the 071

wrong function address at the beginning, this error 072

can cause serious problems later. Such benchmark 073

provides a new perspective to evaluate LLM agents: 074

whether agents succeed by reasoning carefully, or 075

by chance; and how reasoning quality degrades 076

over long tasks under partial observability and irre- 077

versible errors. 078

We introduce BIN-BENCH, a benchmark that 079

evaluates LLM agents on real binary analysis tasks. 080

As shown in Figure 1, agents work directly with 081

binary files from embedded devices. In each task, 082

agents need to understand how a program works, 083

identify security problems, and track how untrusted 084
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extract real-world binary files
source: NETGEAR, Tenda, TP-Link, D-Link

type: network daemons, utilities, drivers

Task Description

• Identify security issues
• Trace data flows (from untrusted
inputs to dangerous operations)

Multi-step interaction
through toolsTools:

• r2 (Radare2)
• Ghidra

Interactive Loop：

Tool Invocation → Observation →
Reasoning → Next Action

Note:
• Partial Observability
• Long-Horizon

• Tool invocations: (a₀, a₁, ..., aₜ)

• Observations: (o₀, o₁, ..., oₜ)

• Reasoning states: (c₀, c₁, ..., cₜ)

Metrics:

• Exploration strategies
• Commitment dynamics
• Temporal dependencies
• Reasoning stability
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Binary File LLM Agent Execution-Oriented
Reasoning Trace

Figure 1: BIN-BENCH uses 520 real binary files from embedded devices. Agents analyze each binary through many
tool interactions (r2, Ghidra), and we evaluate their complete reasoning traces to see how they explore, remember
information, and where reasoning breaks down.

input reaches risky operations. Agents interact with085

binaries using tools such as r2 and Ghidra, where086

each tool call reveals only a small amount of infor-087

mation. We record and analyze the full reasoning088

traces to observe how agents explore the program,089

what information they keep in memory, and where090

they make mistakes.091

We evaluate several widely used agent methods092

on BIN-BENCH, including ReAct and its variants,093

across a range of current LLMs. These models in-094

clude both open-source LLMs that run locally and095

commercial API-based LLMs, covering different096

sizes and architectures. Across all settings, we ob-097

serve the same pattern: agents struggle to maintain098

an accurate understanding when reasoning over099

long sequences of steps. Many of these failures are100

not visible from simple success or failure scores.101

We also observe a clear tradeoff in agent behav-102

ior. When agents try to stay consistent with earlier103

decisions, they often fail to correct early mistakes.104

When they try to be more flexible, they lose track105

of the overall reasoning context. Adding planning,106

reflection, or error correction brings only limited107

improvements. Overall, these results suggest that108

the main limitation is not the choice of control109

strategy, but the agents’ ability to remember and110

manage information over long tasks.111

Our contributions are twofold. First, we intro-112

duce BIN-BENCH, a benchmark with 520 real bi-113

naries designed to test long-horizon reasoning in114

LLM agents. Second, we propose metrics that an-115

alyze full reasoning traces, rather than only final116

success or failure. Our trace-level evaluation re-117

veals how agents explore, commit to decisions, and118

retain information over long tasks.119

2 Bin-Bench120

BIN-BENCH is a benchmark built on real-world121

binaries extracted from firmware images of em- 122

bedded devices. Agents interact with binaries ex- 123

clusively through standard analysis tools such as 124

r2 and Ghidra, where each tool invocation reveals 125

only limited information. 126

2.1 Task Overview 127

BIN-BENCH focuses on long-horizon, tool-based 128

reasoning under realistic constraints. Solving a task 129

typically requires hundreds of sequential tool in- 130

teractions. Agents must accumulate and maintain 131

information over time, including function bound- 132

aries, control flow, and data dependencies, while 133

operating under partial observability: no single tool 134

call reveals the full program structure. Importantly, 135

early mistakes—such as using an incorrect function 136

address—often propagate through subsequent steps 137

and are difficult to recover from, making reasoning 138

errors effectively irreversible. 139

Unlike language-only reasoning tasks, we pro- 140

duce execution-oriented reasoning traces that cap- 141

ture tool actions, observations, and intermediate 142

reasoning states. These traces reveal how agents 143

explore programs step by step, enabling direct in- 144

spection of the reasoning process beyond final out- 145

comes. 146

2.2 Benchmark Construction 147

We construct BIN-BENCH through a multi-stage 148

pipeline to ensure realistic analysis conditions and 149

preserve diversity. Table 1 summarizes key statis- 150

tics of BIN-BENCH. 151

Stage I: Firmware collection and binary ex- 152

traction. We collect firmware images from em- 153

bedded devices produced by vendors such as NET- 154

GEAR, Tenda, TP-Link, and D-Link. From these 155

images, we extract executable binaries commonly 156

found in embedded systems, including network 157
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Table 1: BIN-BENCH corpus statistics: where K is the
combination of baselines and LLMs.

Statistic Value

Total binaries 520
Architectures ARM, MIPS, x86

Binary types Network daemons, utilities
drivers, services

Format ELF32
Reference traces 520 ×K

services, system utilities, and device management158

programs. The resulting binaries span multiple159

architectures, including ARM, MIPS, and x86.160

Stage II: Quality filtering and deduplication.161

We apply multiple filtering criteria to ensure bina-162

ries represent realistic analysis challenges: (1) each163

binary must be a complete, executable ELF file, (2)164

binaries must exhibit sufficient complexity (con-165

taining multiple functions and realistic control flow166

structures), and (3) binaries must be analyzable167

using standard tools (r2, Ghidra) without requir-168

ing specialized hardware or proprietary formats.169

We deduplicate binaries by filename to avoid over-170

representation of popular binaries while preserving171

diversity across different program types. This dedu-172

plication strategy ensures we evaluate LLM agents173

across functionally distinct binaries rather than mul-174

tiple instances of the same program. After filtering175

and deduplication, we obtain 520 distinct binaries.176

Stage III: Reference trace generation. For177

each binary, we generate a reference analysis trace178

that records a complete step-by-step reasoning pro-179

cess, typically involving dozens of tool invocations.180

Each trace logs the sequence of tool commands,181

observations returned by the tools, and the corre-182

sponding reasoning context. These traces reflect183

realistic exploration patterns and serve as the basis184

for trace-level evaluation.185

2.3 Comparison with Existing Benchmarks186

Table 4 (Appendix A) compares BIN-BENCH with187

representative agent benchmarks. Existing bench-188

marks such as SWE-bench and AgentBench primar-189

ily emphasize task completion in settings where190

agents have access to complete information or191

can recover from errors through re-sampling. In192

contrast, BIN-BENCH explicitly evaluates long-193

horizon reasoning under partial observability and194

irreversible errors. None of the existing bench-195

marks simultaneously cover all these dimensions,196

leaving a gap in evaluating reasoning stability over197

extended tool-based interactions. BIN-BENCH is198

designed to fill this gap. 199

3 Metrics over Analysis Traces 200

BIN-BENCH evaluates LLM agents in long- 201

horizon binary analysis tasks where agents interact 202

with binaries through tools (r2, Ghidra). Unlike tra- 203

ditional benchmarks where failures appear immedi- 204

ately (e.g., a program crashes), binary analysis fail- 205

ures are often invisible until much later. Errors ac- 206

cumulate gradually: an agent might make a wrong 207

assumption early on, and this mistake silently prop- 208

agates through hundreds of reasoning steps before 209

the agent realizes something is wrong. We call this 210

phenomenon state drift: the agent’s internal un- 211

derstanding of the program becomes increasingly 212

disconnected from the actual binary state. 213

To capture this gradual degradation, we intro- 214

duce trace-level metrics that analyze the entire rea- 215

soning process, not just the final outcome. These 216

metrics examine how agents reason, act, and ob- 217

serve over time, asking questions like: Does the 218

agent remember information from earlier steps? 219

Does it maintain consistent beliefs? Does it follow 220

a coherent strategy? By focusing on the reasoning 221

process, we can identify problems long before they 222

lead to explicit failures. 223

State Fidelity (Primary Metrics). The core 224

challenge in binary analysis is maintaining accu- 225

rate knowledge about the program state over long 226

reasoning sequences. For example, an agent might 227

discover a function address at step 10, but needs 228

to use that same address again at step 50. Can the 229

agent remember it? Or does it need to rediscover 230

the information, wasting steps and potentially mak- 231

ing errors? 232

Dependency Distance measures how far back 233

in the trace an agent must look to find information 234

needed for the current action. If an agent frequently 235

needs to look back 50 or 100 steps, it shows good 236

long-term memory. If it only looks back a few 237

steps, it suggests the agent is forgetting earlier in- 238

formation and relying only on recent observations. 239

Reasoning–Action–Observation (RAO) Consis- 240

tency checks whether the agent’s reasoning, actions, 241

and observations form a coherent cycle. Specifi- 242

cally: Does the agent’s stated reasoning lead to 243

appropriate tool commands? And when the tool 244

returns results, does the agent actually use those 245

results to update its understanding? 246

Decision Stability (Supporting Metrics). Be- 247

yond maintaining accurate state, agents must also 248
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follow coherent strategies rather than constantly249

changing direction. In long-horizon analysis,250

agents that frequently abandon their plans or oscil-251

late between different approaches often struggle to252

make progress.253

Phase Structure examines how agents move be-254

tween different types of analysis activities. For255

instance, an agent might start with reconnaissance256

(scanning the binary), then move to decompilation257

(reading function code), then to cross-reference258

analysis (tracing function calls). A well-structured259

trace shows clear progression through these phases.260

An unstable trace shows frequent back-and-forth261

switching without sustained focus, suggesting the262

agent lacks a coherent strategy.263

Hypothesis Persistence measures how agents264

form and maintain analytical hypotheses. For ex-265

ample, an agent might hypothesize that “function266

X contains a buffer overflow vulnerability” and267

then spend several steps investigating this hypoth-268

esis. If the agent frequently forms hypotheses269

but quickly abandons them, it suggests unstable270

decision-making.271

Error Propagation (Diagnostic Metric). We272

also analyze how early mistakes evolve over time.273

In binary analysis, once an agent makes an incor-274

rect decisoin, it may continue building on that de-275

cision for many steps. The agent might repeatedly276

execute the same sequence of commands, hoping277

for different results, creating an ineffective loop.278

Error Propagation detects these repetitive pat-279

terns by identifying short command sequences that280

recur multiple times. For example, if an agent281

repeatedly executes “decompile function A, then282

decompile function B, then decompile function A283

again,” this suggests the agent is stuck in a loop284

and unable to recover from an earlier error. High285

loop severity indicates that agents are unable to286

break out of unproductive patterns, wasting compu-287

tational resources without advancing the analysis.288

Overall, our metrics focus on the reasoning pro-289

cess rather than just the final outcome. By exam-290

ining observable behaviors in the trace, we can291

identify systematic weaknesses in long-horizon rea-292

soning that would be invisible if we only looked at293

whether the agent eventually succeeded or failed.294

4 Experimental Setup295

4.1 Agent Interface and Execution Traces296

Each task instance in BIN-BENCH consists of a bi-297

nary file and an analysis task. The agent is provided298

Table 2: LLMs used in evaluation.

Model Params Arch.
DeepSeek-Coder-V2-Instruct 16B Dense
GPT-OSS-20B 20B MoE
Phi-4 14B Dense
Qwen3Max (qwen3-max) – Commercial
GPT-5.2 (gpt-5.2) – Commercial

with the binary file path and a natural language task 299

description that requires understanding program 300

behavior, identifying potential security issues, and 301

tracing data flows from untrusted inputs to sensitive 302

operations. 303

Agents interact with binaries exclusively through 304

standard binary analysis tools, including radare2 305

(r2) and Ghidra. No source code, symbols, or 306

external documentation are available. Each tool 307

invocation reveals only local information (e.g., dis- 308

assembly output or function metadata), requiring 309

agents to incrementally integrate fragmented obser- 310

vations over multiple steps. 311

The agent produces an execution-oriented rea- 312

soning trace, consisting of: (1) reasoning states 313

(from the thought field), (2) tool actions (com- 314

mands issued to r2 or Ghidra), (3) observations 315

(tool outputs), and (4) their temporal ordering. This 316

trace serves as the primary object for evaluation. 317

4.2 Backend LLMs 318

We evaluate all baselines using 5 LLMs (Table 2) 319

spanning different parameter scales, architectures, 320

and deployment modes. The model set includes 321

both locally deployed open-source LLMs and com- 322

mercial API-based LLMs, allowing us to analyze 323

how model capabilities interact with agent reason- 324

ing strategies under partial observability. All mod- 325

els use identical decoding configurations (tempera- 326

ture = 0.0, default top_1 and max_tokens). 327

4.3 Baseline Agent Methods 328

We evaluate four executable LLM-based agent 329

baselines designed to operate over long interaction 330

horizons with explicit tool usage (Appendix B). 331

Each baseline produces a complete reasoning trace 332

and follows a common ReAct-style reasoning– 333

action–observation backbone. Baselines differ only 334

in their agent-level decision strategies, which shape 335

how agents explore, commit to hypotheses, and re- 336

vise earlier decisions. 337

ReAct (Yao et al., 2022). A single-agent ReAct- 338

style system that performs linear analysis without 339

explicit revision or backtracking. The agent follows 340
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a reasoning–action–observation loop, serving as a341

minimal baseline.342

ReAct + Reflexion (Shinn et al., 2023).343

This variant augments ReAct with periodic self-344

reflection. The agent reviews past decisions every345

10 steps or when stagnation is detected, and may346

revise its analysis strategy based on accumulated347

observations.348

ReAct + Plan-and-Execute (Liu et al., 2023a;349

Yao et al., 2023). This baseline introduces an ex-350

plicit planning phase before execution. The agent351

generates a high-level analysis plan (e.g., identify-352

ing entry points or data-flow goals) and then exe-353

cutes the plan step by step, resulting in structured354

traces with early commitment to exploration paths.355

ReAct + Self-Correction. This variant adds ex-356

plicit error detection and correction after each step.357

The agent identifies errors in tool usage, interpre-358

tation, or reasoning assumptions and attempts to359

correct them in subsequent actions, enabling analy-360

sis of error recovery dynamics.361

5 Experimental Results362

We evaluate four baseline agent methods instanti-363

ated with 5 LLMs on BIN-BENCH using the trace-364

level metrics extracted in Appendix C. Detailed365

trace analysis experiments are in Appendix E. Ta-366

ble 3 reports mean performance across all metrics,367

grouped by model and baseline.368

Across all settings, we observe that current369

agent methods struggle to maintain stable reason-370

ing over long interaction horizons under partial371

observability. While different reasoning strategies372

exhibit distinct behavioral patterns, none consis-373

tently achieves strong performance across all trace-374

level metrics. Supplementary experiments are in375

Appendix F. Below, we analyze these results by376

focusing on how different strategies manage long-377

horizon dependencies, commitment, and error re-378

covery.379

5.1 Overall Performance on Trace-Level380

Metrics381

Table 3 summarizes performance on five trace-level382

metrics. Differences across baselines indicate sys-383

tematic variations in how reasoning strategies man-384

age long-horizon reasoning. Among them, RAO385

Consistency and Dependency Distance directly re-386

flect an agent’s ability to preserve and reuse state387

over long reasoning horizons.388

Across models, RAO Consistency remains rel-389

atively stable across baselines, typically ranging 390

between 0.48 and 0.56. This suggests that most 391

agents can locally maintain coherent reasoning– 392

action cycles. In contrast, Dependency Distance 393

varies substantially across strategies, indicating that 394

long-range state preservation is the primary bottle- 395

neck. 396

Self-Correction consistently achieves the highest 397

Dependency Distance across most models, indicat- 398

ing that explicit error detection enables agents to 399

reuse earlier observations over longer horizons. In 400

contrast, Plan-and-Execute shows the lowest De- 401

pendency Distance, reflecting early commitment 402

to high-level plans that limit the accumulation of 403

contextual information over time. Self-Correction 404

also reflects agents’ ability to maintain context over 405

extended horizons, deferring tool invocations un- 406

til sufficient information accumulates, rather than 407

committing early to potentially incorrect paths. 408

Importantly, higher Dependency Distance does 409

not correspond to faster convergence or fewer steps. 410

Instead, it reflects an agent’s ability to defer de- 411

cisions, accumulate information, and later act on 412

observations made far earlier in the trace. This dis- 413

tinction is critical in binary analysis, where prema- 414

ture commitment often leads to irreversible errors. 415

This property stems from the inherent constraints 416

of binary analysis: agents can only observe par- 417

tial information through tool-mediated interactions, 418

while the global program state is too large to main- 419

tain in full. 420

5.2 Effects of Reasoning Strategies 421

Table 3 shows that introducing additional con- 422

trol mechanisms—planning, reflection, or self- 423

correction—yields only modest improvements over 424

the ReAct baseline. The variance in performance 425

across baselines is small. 426

Planning improves Phase Structure but consis- 427

tently reduces Dependency Distance, indicating 428

that early structural commitments constrain long- 429

horizon exploration. Reflexion slightly reduces 430

Hypothesis Persistence, but does not significantly 431

improve overall state stability. Self-Correction im- 432

proves long-range dependency usage but often in- 433

creases Error Propagation, reflecting repeated cor- 434

rection attempts that introduce new inconsistencies. 435

Overall, these results indicate that control mecha- 436

nisms primarily shift how agents trade off between 437

commitment and flexibility, rather than fundamen- 438

tally improving long-horizon reasoning. 439
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Table 3: Performance comparison across baseline methods and models on core trace-level metrics. Models are
grouped by deployment type: open-source (local deployment) and commercial (API). Values are mean scores.

Model Baseline
RAO

Consistency
Dependency

Distance
Phase

Structure
Hypothesis
Persistence

Error
Propagation

DeepSeek-
Coder-V2

ReAct 0.58± 0.19 41.68± 16.66 0.61± 0.49 7.12± 8.54 0.69± 0.31
ReAct+R 0.64± 0.21 76.57± 33.44 0.51± 0.50 1.85± 4.54 0.66± 0.34
ReAct+P 0.59± 0.23 43.50± 15.48 0.60± 0.49 9.44± 10.21 0.81± 0.19
ReAct+SC 0.36± 0.34 64.62± 51.17 0.92± 0.28 0.05± 0.09 0.39± 0.45

GPT-OSS-
20B

ReAct 0.56± 0.20 31.94± 16.52 0.66± 0.48 2.11± 3.88 0.15± 0.26
ReAct+R 0.54± 0.25 65.98± 35.05 0.68± 0.47 0.16± 0.11 0.20± 0.33
ReAct+P 0.62± 0.17 31.61± 19.14 0.83± 0.38 2.61± 4.66 0.17± 0.29
ReAct+SC 0.64± 0.18 89.66± 38.95 0.74± 0.44 0.12± 0.05 0.26± 0.33

Phi-4
(14B)

ReAct 0.48± 0.19 26.73± 17.81 0.57± 0.50 3.34± 5.25 0.30± 0.36
ReAct+R 0.45± 0.20 25.75± 15.59 0.41± 0.50 0.13± 0.07 0.18± 0.30
ReAct+P 0.39± 0.18 25.96± 13.67 0.59± 0.50 2.73± 4.33 0.40± 0.37
ReAct+SC 0.48± 0.18 48.69± 15.77 0.37± 0.49 0.11± 0.05 0.30± 0.33

Qwen3Max

ReAct 0.53± 0.11 19.19± 10.50 0.45± 0.50 1.11± 0.80 0.00± 0.00
ReAct+R 0.50± 0.11 33.55± 15.58 0.46± 0.50 0.41± 0.60 0.00± 0.00
ReAct+P 0.48± 0.11 17.17± 8.73 0.49± 0.50 1.35± 0.95 0.00± 0.00
ReAct+SC 0.54± 0.11 39.28± 17.12 0.52± 0.50 0.15± 0.03 0.00± 0.00

GPT-5.2

ReAct 0.55± 0.10 21.50± 11.20 0.47± 0.49 1.25± 0.85 0.00± 0.00
ReAct+R 0.52± 0.10 36.20± 16.30 0.48± 0.50 0.45± 0.55 0.00± 0.00
ReAct+P 0.50± 0.10 19.80± 9.50 0.51± 0.50 1.42± 0.98 0.00± 0.00
ReAct+SC 0.56± 0.10 42.15± 18.50 0.54± 0.49 0.18± 0.04 0.00± 0.00

5.3 Backend LLMs’ Effects440

Table 3 reveals mixed patterns when comparing441

open-source and commercial models across trace-442

level metrics. Commercial models (Qwen3Max,443

GPT-5.2) achieve slightly higher RAO Consis-444

tency (typically 0.50–0.56) compared to most open-445

source models (DeepSeek-Coder-V2: 0.36–0.64,446

GPT-OSS-20B: 0.54–0.64, Phi-4: 0.39–0.48), sug-447

gesting that larger model capacity improves lo-448

cal reasoning coherence. However, this advan-449

tage does not consistently translate to better long-450

horizon performance: Dependency Distance varies451

substantially (open-source: 25.75–89.66, commer-452

cial: 17.17–42.15), with some open-source mod-453

els (e.g., GPT-OSS-20B with ReAct+SC: 89.66)454

achieving higher dependency distances than com-455

mercial alternatives. Similarly, Error Propaga-456

tion shows no clear pattern favoring commercial457

models—commercial models consistently score458

0.00 (indicating no error propagation), while open-459

source models show more variation (0.18–0.81).460

These metrics suggest that increased model461

capacity improves local reasoning stability, but462

does not resolve the core challenge of maintain-463

ing coherent global state over long horizons un-464

der partial observability. No single model con-465

sistently dominates across all metrics, indicating466

that model choice alone is insufficient to overcome 467

long-horizon reasoning failures in binary analysis. 468

5.4 Metric Patterns and Error Manifestations 469

Tables 3 and Appendix D allow us to examine how 470

different trace-level metrics correspond to concrete 471

failure behaviors during long-horizon binary analy- 472

sis. Once an error is introduced early in the reason- 473

ing process, it often affects many subsequent steps. 474

Rather than treating errors as isolated outcomes, 475

we analyze how errors emerge, propagate, and per- 476

sist across extended reasoning traces. Across all 477

models and strategies, we observe recurring metric 478

patterns that consistently align with specific forms 479

of reasoning breakdown. 480

Consistency vs. Irreversibility. Table 3 shows 481

that higher RAO Consistency often co-occurs with 482

higher Error Propagation scores, particularly for 483

open-source models. Those metrics reflect a pat- 484

tern: Consistency ↑ → Irreversibility ↑. In many 485

traces, agents that maintain strong internal consis- 486

tency tend to commit early to specific assumptions, 487

such as function roles or data flows. When these 488

assumptions are incorrect, the agent continues to 489

build upon them, making later correction difficult. 490

From a trace perspective, this behavior appears as 491

severe error propagation, even though the agents’ 492

reasoning remains locally coherent throughout the 493
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task.494

Flexibility vs. State Coherence. In contrast,495

some strategies exhibit lower error propagation by496

revising assumptions more frequently. However,497

these traces often show reduced consistency across498

reasoning steps. These metrics reflect another pat-499

tern: Flexibility ↑ → State Coherence ↓. Frequent500

corrections can disrupt the agent’s internal state,501

leading to fragmented or unstable reasoning trajec-502

tories. Repeated loops and partial restarts observed503

in such traces suggest that lower propagation scores504

do not necessarily imply better overall understand-505

ing, but rather a different failure mode centered on506

state incoherence.507

Non-Deterministic Error Patterns. Across all508

models and baselines, we observe substantial vari-509

ance in metric values, even under fixed experimen-510

tal settings. The same strategy may succeed in511

some runs while failing in others, with different512

tradeoffs between consistency, flexibility, and er-513

ror persistence. This non-deterministic behavior514

is amplified by binary complexity, where different515

program structures expose different weaknesses in516

long-horizon reasoning. As a result, no single met-517

ric captures a dominant failure mode across all runs.518

This suggests that long-horizon binary analysis re-519

mains highly sensitive to early decisions, especially520

under partial observability and irreversible tool ac-521

tions.522

Overall, these metric patterns highlight that long-523

horizon binary analysis involves inherent tradeoffs524

between consistency, flexibility, and error persis-525

tence. By exposing how these tradeoffs manifest in526

full reasoning traces, our metrics provide a more527

detailed view of agent behavior than success-based528

evaluation alone.529

5.5 Qualitative Analysis530

We analyze the 88ip binary, which contains three531

exploitable vulnerabilities and was successfully an-532

alyzed by all four baselines, enabling direct com-533

parison of how metrics (internal reasoning charac-534

teristics) manifest as errors (observable failures).535

The 88ip binary is a 32-bit ARM ELF executable536

that processes command-line arguments and per-537

forms network operations.538

Metrics Analysis. The trace exhibits a critical539

metric pattern: low RAO Consistency, meaning540

the agent fails to effectively incorporate observa-541

tion results into subsequent reasoning. This man-542

ifests in the trace as a disconnect between tool543

outputs and reasoning updates. For example, at544

step 11, the agent analyzes fcn.0000a1c4 and 545

receives decompilation output showing multiple 546

doSystemCmd calls with param_4 (argv[3]) as ar- 547

guments. However, the agent’s subsequent rea- 548

soning does not integrate this finding: the thought 549

focuses on tracing register values rather than recog- 550

nizing that param_4 is user-controlled and passed 551

directly to doSystemCmd, which constitutes a com- 552

mand injection vulnerability. 553

This low integration continues throughout the 554

trace. At step 26, the agent’s thought states: "Now 555

need to confirm that param_4 is indeed argv[3]. 556

Let’s examine main function again to verify the 557

call." This reveals that the agent is re-verifying in- 558

formation it should have already integrated from 559

earlier observations—a clear sign. The agent can- 560

not maintain a coherent understanding of function 561

arguments across reasoning cycles, causing it to 562

repeatedly revisit the same analysis questions. 563

Error Manifestation (Observable Failures). 564

The agent repeatedly revisits the same function 565

(fcn.0000a1c4 at steps 11, 26, and 31) because it 566

cannot maintain a coherent understanding of the 567

function’s behavior across multiple observations. 568

Each revisit introduces state inconsistencies: at 569

step 11, the agent analyzes the function and iden- 570

tifies doSystemCmd calls; at step 26, it re-verifies 571

basic function arguments; at step 31, it re-examines 572

the same doSystemCmd calls. The agent cannot 573

determine which analysis state is correct—the ini- 574

tial understanding, the first revision, or subsequent 575

revisions. 576

The trace reveals this inherent error: despite find- 577

ing all three vulnerabilities, the trace requires 133 578

steps because the agent must repeatedly re-analyze 579

the same functions due to state inconsistencies. 580

Each revision introduces new state drift, as the 581

agent’s error detection mechanism triggers correc- 582

tions, but the corrections themselves are based on 583

inconsistent state representations. This creates a 584

cycle where error detection mechanisms trigger re- 585

visions, but the revisions themselves introduce new 586

inconsistencies, preventing the agent from converg- 587

ing to a stable analysis state. 588

This case study demonstrates how trace-level 589

metrics reveal the internal reasoning characteristics 590

that cause observable errors, providing actionable 591

insights for improving LLM reasoning capabilities 592

beyond simple performance rankings. 593
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6 Related Work594

Reasoning Benchmarks for LLM Agents. A595

growing body of work evaluates LLM-based agents596

in interactive environments. Benchmarks such as597

SWE-bench (Jimenez et al., 2023; Miserendino598

et al., 2025) and AgentBench (Liu et al., 2023b)599

focus on task completion in software engineering600

or multi-task settings. More general agent bench-601

marks (Liu et al., 2023b; Xu et al., 2024a; Song602

et al., 2024; Xie et al., 2024; Rawles et al., 2024;603

Trivedi et al., 2024; Snell and Abdulhaim, 2022;604

Barres et al., 2025; Yoran et al., 2024; Wu et al.,605

2025; Wei et al., 2025; Chen et al., 2025b) evaluate606

agents across diverse environments and tasks, typi-607

cally reporting success rates or completion scores.608

While these benchmarks provide broad coverage,609

they primarily emphasize whether agents succeed,610

rather than how they reason over long interaction611

horizons. Most settings allow agents to recover612

from mistakes through retries, replanning, or re-613

sampling, and do not explicitly model irreversible614

errors or long-term state drift. As a result, they615

are not designed to capture how reasoning quality616

evolves across extended sequences of interdepen-617

dent decisions.618

Code generation benchmarks such as Hu-619

manEval (Chen et al., 2021) and MBPP, as620

well as programming agent benchmarks (Yang621

et al., 2023; Bytedance-Seed-Foundation-Code-622

Team et al., 2025; Huang et al., 2024; Liu et al.,623

2025a; Jain et al., 2024; Zhang et al., 2024; Feng624

et al., 2024; Bogomolov et al., 2024; Lee et al.,625

2024; Yang et al., 2024), evaluate correctness, cov-626

erage, or pass@k metrics. General AI bench-627

marks (Mialon et al., 2023; Rein et al., 2023; Wang628

et al., 2024; Hendrycks et al., 2021; Chen et al.,629

2025a) similarly focus on domain-specific problem-630

solving accuracy. These benchmarks abstract away631

the internal reasoning process and collapse multi-632

step reasoning into outcome-level scores.633

In contrast, our benchmark targets long-horizon,634

tool-grounded reasoning under partial observability635

and irreversible actions. Our work complements636

prior benchmarks by focusing on reasoning stabil-637

ity and error evolution across extended interaction638

traces.639

LLM-assisted Binary Analysis. LLMs have640

been applied to binary analysis and vulnerability641

discovery (Pearce et al., 2023; Deng et al., 2023;642

Liu et al., 2025b). Existing evaluations typically643

measure vulnerability detection accuracy, exploit644

success rates, or code coverage (Alam et al., 2024; 645

Chauvin, 2024; Zibaeirad and Vieira, 2024; Yong 646

et al., 2025). Related efforts on binary dataset con- 647

struction (Liu et al., 2024) focus on data collection 648

rather than reasoning evaluation. 649

Our benchmark differs by treating binary analy- 650

sis as a setting for studying long-horizon reasoning 651

rather than as a domain-specific detection task. By 652

analyzing full reasoning traces, we examine how 653

agents explore binaries, maintain state, and prop- 654

agate errors over time. These properties are not 655

captured by existing binary analysis benchmarks 656

but are relevant to other tool-grounded reasoning 657

domains. 658

Anti-Shortcut Benchmarks. Recent work high- 659

lights the importance of benchmarks that reduce 660

shortcut learning. Examples include code evalua- 661

tion benchmarks designed to mitigate dataset con- 662

tamination (Zheng et al., 2024; Xu et al., 2024b), 663

tool-use benchmarks that restrict direct answer ac- 664

cess (Li et al., 2023), and retrieval-augmented gen- 665

eration benchmarks that evaluate retrieval qual- 666

ity (Chen et al., 2024; Friel et al., 2024). 667

Most anti-shortcut benchmarks focus on prevent- 668

ing specific forms of shortcut behavior. In contrast, 669

our benchmark enforces constraints at the execu- 670

tion level: tool actions are observable, observations 671

are causally linked to actions, and early mistakes 672

affect future reasoning. This design limits the abil- 673

ity to bypass reasoning through superficial patterns 674

and complements existing anti-shortcut evaluation 675

efforts. 676

7 Conclusion 677

We present a trace-level benchmark for evaluat- 678

ing long-horizon reasoning in LLM-assisted binary 679

analysis. The benchmark includes 520 real-world 680

binaries with reference execution traces, together 681

with metrics that characterize how agents explore, 682

commit to hypotheses, and manage context over 683

extended tool-mediated interactions. By analyzing 684

complete execution traces rather than final success 685

or failure, the benchmark enables systematic diag- 686

nosis of reasoning behaviors—such as premature 687

commitment, state drift, and context loss—that are 688

hidden by scalar performance metrics. 689

Our results show that current agent methods 690

struggle to maintain stable internal state under par- 691

tial observability and irreversible actions, and that 692

common control mechanisms provide only limited 693

improvements. 694
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Limitations695

While BIN-BENCH helps us understand how LLM696

agents reason through long binary analysis tasks,697

there are several limitations to keep in mind.698

Dataset. We tested agents on 520 binary files,699

all taken from embedded devices like routers and700

network equipment. These are real-world binaries,701

but they may not represent all types of programs702

that agents might need to analyze. For example,703

we did not include desktop applications, mobile704

apps, or server programs. Also, all our binaries are705

“stripped,” meaning they have no debug information706

(like function names or variable names). This is707

common in real analysis, but not always the case.708

Metrics. Our metrics look at how agents rea-709

son step by step, but they don’t directly tell us710

whether agents found all the vulnerabilities or un-711

derstood the program correctly. Instead, we focus712

on whether agents remember information, stay con-713

sistent, and follow coherent strategies. This helps714

us see where reasoning breaks down, but it might715

not perfectly match whether agents actually suc-716

ceed at the task. Some of our metrics also use rules717

and thresholds that we chose (like deciding what718

counts as a “hypothesis” or an “exploration phase”).719

These choices could be improved with more val-720

idation. Future work could compare our metrics721

against expert human analysis to see if they really722

capture reasoning quality.723

Agents and LLMs. We only tested four dif-724

ferent agent methods (ReAct and three variations)725

with five different LLMs. There are many other726

ways to build agents that we did not try, such727

as having multiple agents work together, or us-728

ing specialized reasoning strategies. We also only729

used general-purpose LLMs, not models that were730

specifically trained for binary analysis. Addition-731

ally, we used fixed instructions (prompts) for all732

experiments. Different ways of writing instructions733

might lead to different results.734

Toolset. Agents in our benchmark can only use735

two tools: r2 and Ghidra. These are standard binary736

analysis tools, but there are other tools available737

(like IDA Pro or Binary Ninja) that we did not738

include. Using different tools might change how739

agents reason or what they can discover. We also740

assume that agents always get the full output from741

tools. In practice, tool outputs might be cut off or742

filtered, which could make reasoning harder.743

Applicability. Binary analysis has some special744

characteristics: it requires reasoning over many745

steps, agents only see part of the program at a time, 746

and early mistakes are hard to fix. These same 747

challenges appear in other tasks where agents use 748

tools over long periods. However, our specific find- 749

ings might not apply to all such tasks. Future work 750

could test whether similar patterns appear in other 751

domains, like controlling autonomous vehicles. 752
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errors. None of the existing benchmarks simultane- 1017

ously cover all these dimensions, leaving a gap in 1018

evaluating reasoning stability over extended tool- 1019

based interactions. BIN-BENCH is designed to fill 1020

this gap. 1021
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Table 4: Capability coverage comparison across agent benchmarks. SWE-bench focuses on software engineering
tasks; AgentBench and OSWorld evaluate general agent capabilities; GAIA tests general AI assistants; Intercode
targets interactive coding.

Dimension SWE-bench AgentBench OSWorld GAIA Bin-Bench

Long-horizon reasoning (>50 steps) Not Supported Partial Partial Partial Supported
Tool-grounded state transitions Partial Supported Supported Supported Supported
Stateful (non-textual) context Not Supported Not Supported Not Supported Not Supported Supported
Partial observability Not Supported Partial Supported Supported Supported
Irreversible errors Not Supported Not Supported Not Supported Not Supported Supported

Component Specification

Base Class BaseAgent (provides tool interface,
context/history management)

LLM the LLM client
Max Iterations 50 /100
Context Window Full conversation history (no com-

pression)
Error Handling 3 retries with error feedback, fallback

on failure
Tool Interface Radare2Tool (r2, Ghidra, r2ghidra

plugin)
Output Format Structured JSON (JSONL traces)

Table 5: Common Infrastructure and Configuration

B Appendix: Baseline Implementation1022

Details1023

This appendix provides detailed implementation1024

specifications for all baselines evaluated in our1025

benchmark. Table 5 shows the common infrastruc-1026

ture and configuration for all baselines. Note: LLM1027

hyperparameters (temperature, top_p, max_tokens)1028

are identical for all baselines.1029

B.1 Output Schema1030

Table 6 compares output schemas and implementa-1031

tion mechanisms across all baselines.1032

B.2 Baseline-Specific Implementation Details1033

ReAct (Minimal Baseline): Standard reasoning-1034

action-observation loop without additional mecha-1035

nisms.1036

Execution Flow: (1) Reasoning: Generate1037

thought describing observations and next action.1038

(2) Acting: Select tool action or finish. (3) Ob-1039

serving: Receive tool output and proceed to next1040

iteration.1041

ReAct + Reflexion: Augments ReAct with re-1042

flection mechanism via prompt injection after tool1043

execution. Schema: reflection field defined but1044

not in required array. Enforcement: Reflection1045

prompt automatically injected into conversation his-1046

tory after each tool execution Reflection enforced1047

through prompt injection (observable in traces); 1048

enables backtracking and hypothesis correction. 1049

ReAct + Plan-and-Execute: Incorporates ex- 1050

plicit planning phase before each action via re- 1051

quired field in output schema. Schema: plan field 1052

included in required array. Enforcement: Schema 1053

validation level—missing plan triggers retry mech- 1054

anism. 1055

ReAct + Self-Correction: Adds error detection 1056

and correction mechanisms via system prompt in- 1057

structions. Trigger: After each action. Agent must 1058

detect errors in tool selection, result interpretation, 1059

reasoning logic, and assumptions. Correction: Ex- 1060

plicit error identification and correction for subse- 1061

quent actions 1062

B.3 Error Handling 1063

All baselines implement identical error handling, 1064

listed by Table 7. 1065

B.4 Trace Format 1066

All baselines produce JSONL traces with the fol- 1067

lowing fields: 1068

Trace Structure: User input → Assistant re- 1069

sponses (with thought/plan/reflection) → Tool ex- 1070

ecution results → Reflection prompts (Reflexion) 1071

→ Error feedback (on parsing failure) → Final re- 1072

sponse. 1073

C Appendix: Metric Definitions 1074

This appendix provides concrete definitions and 1075

computation procedures for all metrics used in our 1076

evaluation. All metrics are computed automatically 1077

from structured reasoning traces, without manual 1078

annotation. 1079

C.1 Core Metrics 1080

C.1.1 RAO Consistency 1081

Definition. This metric measures whether an agent 1082

follows a coherent reasoning loop: whether stated 1083

intentions lead to appropriate actions, and whether 1084

12



Field/Mechanism ReAct ReAct + Reflexion ReAct + Plan-Execute ReAct + Self-Correct

thought Yes Yes Yes Yes
reflection No Yes No No
plan No No Yes No
action Yes Yes Yes Yes
action_input Yes Yes Yes Yes
status Yes Yes Yes Yes

Enforcement Schema Prompt injection Required field System prompt
Trigger N/A After tool execution Before each action After each action

Table 6: Output Schema and Implementation Comparison.

Mechanism Specification

Max Retries 3
Retry Trigger JSON parsing failure
Error Feedback Includes parsing error, raw response

preview, schema reminder
Fallback After 3 failures, terminates

Table 7: Error Handling Mechanism

observations from those actions are reflected in1085

subsequent reasoning.1086

Computation. Each reasoning trace is seg-1087

mented into consecutive cycles of thought →1088

action → result → next thought. For each cy-1089

cle, we apply the following checks: (1) whether the1090

action targets the objective mentioned in the pre-1091

ceding thought; (2) whether the result contains1092

information relevant to that action; (3) whether the1093

next thought references or uses information from1094

the result. Each check is recorded as a binary1095

indicator. The consistency score is computed as the1096

average of these indicators across all cycles in the1097

trace.1098

Interpretation. High scores indicate that agents1099

consistently translate intentions into actions and1100

incorporate observations into later reasoning. Low1101

scores indicate breaks in the reasoning loop, such1102

as actions that do not follow stated goals or obser-1103

vations that are ignored.1104

C.1.2 Dependency Distance1105

Definition. This metric measures how far back1106

in a trace an agent can reuse previously observed1107

information when taking later actions.1108

Computation. For each action that refers to a1109

specific program property (e.g., function address,1110

architecture detail), we locate the earliest prior1111

result in which that property first appears. The1112

dependency distance is defined as the number of1113

steps between the current action and that earlier1114

observation. We report the maximum dependency1115

distance observed in a trace, as well as the distribu- 1116

tion of distances across all such references. 1117

Interpretation. Larger distances indicate that 1118

agents retain and reuse information over longer 1119

horizons. Smaller distances suggest reliance on 1120

only recent observations. 1121

C.1.3 Phase Structure 1122

Definition. This metric captures whether an agent’s 1123

exploration follows a clear progression of analysis 1124

phases rather than frequent, unstructured switch- 1125

ing. 1126

Computation. We assign each command to a 1127

semantic category based on its function: recon- 1128

naissance (e.g., metadata queries), navigation (e.g., 1129

seeking addresses), decompilation, cross-reference 1130

analysis, and inspection. Using a sliding window 1131

of w steps (default w = 10), we identify the domi- 1132

nant category in each window. A phase transition 1133

is recorded when the dominant category changes 1134

between adjacent windows. We compute the total 1135

number of transitions and the average duration of 1136

each phase. 1137

Interpretation. Traces with fewer transitions 1138

and longer phase durations indicate more structured 1139

exploration. Frequent transitions indicate unstable 1140

or unfocused behavior. 1141

C.1.4 Hypothesis Persistence 1142

Definition. This metric measures whether agents 1143

form hypotheses during analysis and whether those 1144

hypotheses guide behavior over multiple steps. 1145

Computation. We detect hypothesis statements 1146

in thought fields using simple lexical cues (e.g., 1147

“likely”, “suspect”, “assume”). For each detected 1148

hypothesis, we record the step where it first appears 1149

and track how long it remains active, defined as 1150

being referenced again in later thought fields or 1151

implicitly guiding subsequent actions. We report 1152

the distribution of hypothesis lifetimes across the 1153

trace. 1154
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Interpretation. Longer hypothesis persistence1155

indicates sustained strategic reasoning. Short-lived1156

or frequently abandoned hypotheses indicate unsta-1157

ble reasoning or difficulty integrating new observa-1158

tions.1159

C.1.5 Error Propagation1160

Definition. This metric measures how errors in-1161

troduced during reasoning or tool use affect later1162

steps, and whether agents detect and correct those1163

errors.1164

Computation. We identify error events such as1165

invalid tool parameters, misinterpretation of tool1166

outputs, or incorrect inferences. For each error, we1167

track whether the agent explicitly acknowledges or1168

corrects it in later thought fields or actions. Er-1169

ror propagation distance is defined as the number1170

of steps between the introduction of an error and1171

its correction, or until the trace ends if it is never1172

corrected.1173

Interpretation. Short propagation distances in-1174

dicate effective error detection and recovery. Long1175

distances indicate that errors persist and influence1176

later reasoning, leading to compounding failures.1177

C.2 Implementation Notes1178

All metrics are computed using deterministic, rule-1179

based procedures over structured traces. No model1180

inference or manual annotation is required dur-1181

ing evaluation. The full implementation, includ-1182

ing parsing rules and aggregation logic, will be1183

released with the benchmark.1184

D Appendix: Design Implications1185

Table 8 maps observed patterns from trace-level1186

metrics to concrete agent design decisions, illus-1187

trating how metric signals translate into actionable1188

system interventions.1189

E Appendix: Trace Analysis Experiments1190

Trace Length Distribution. Figure 2 shows1191

the distribution of trace lengths (reasoning steps)1192

across all 520 binary analysis tasks for each base-1193

line method. The trace length directly reflects how1194

many tool invocations agents require to complete1195

binary analysis, providing insight into exploration1196

efficiency and reasoning complexity.1197

Across all baselines, trace lengths exhibit sub-1198

stantial variation, with median values ranging from1199

42 to 50 steps and means ranging from 45.3 to 55.81200

steps. ReAct achieves the highest median trace1201

ReAct ReAct+R ReAct+P ReAct+SC
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Figure 2: Distribution of trace lengths (reasoning steps)
across 520 binary analysis tasks for each baseline
method. Box plots show median (center line), quar-
tiles (box edges), and outliers (points). Dashed lines
indicate mean values. ReAct+Self-Correction shows the
lowest median trace length (42.0 steps) but completes
only 72.1% of tasks, while ReAct achieves 100% com-
pletion with a median of 49.5 steps.

length (49.5 steps, mean: 55.8±31.2), indicating 1202

that the minimal baseline requires more steps to 1203

complete analysis tasks. ReAct+Self-Correction 1204

shows the lowest median trace length (42.0 steps, 1205

mean: 45.3±20.5), suggesting that explicit error de- 1206

tection and correction mechanisms enable more ef- 1207

ficient exploration. However, this efficiency comes 1208

at a cost: ReAct+Self-Correction successfully com- 1209

pletes only 375 out of 520 tasks (72.1%), compared 1210

to ReAct’s 520 completions (100%), indicating that 1211

self-correction may prematurely terminate analysis 1212

on complex binaries. 1213

The standard deviations (20.5–31.2 steps) reveal 1214

substantial variability in trace lengths across dif- 1215

ferent binaries, reflecting the inherent diversity in 1216

binary complexity and analysis difficulty. This 1217

variability highlights that binary analysis is not a 1218

uniform task: some binaries require extensive ex- 1219

ploration (up to 291 steps for ReAct), while others 1220

can be analyzed more efficiently (minimum 1–8 1221

steps depending on baseline). 1222

Notably, ReAct+Plan-and-Execute completes 1223

only 459 tasks (88.3%), with a median trace length 1224

of 47.0 steps (mean: 51.7±25.1). The early commit- 1225

ment to high-level plans may limit exploration flex- 1226

ibility, causing agents to abandon analysis when 1227

initial plans prove insufficient. In contrast, Re- 1228

Act+Reflexion achieves near-complete coverage 1229

(519 tasks, 99.8%) with similar trace length statis- 1230

tics (median: 48.0, mean: 55.0±27.6), suggesting 1231

that periodic reflection helps agents adapt strategies 1232

without significantly increasing exploration steps. 1233

Result Length Distribution. Figure 3 shows the 1234

14



Table 8: Design implications derived from trace-level metric patterns. Each row maps a metric signal to its design
implication and concrete system intervention.

Metric Signal Related Metric Design Implication Actionable System Intervention

Early error onset Error Propagation
Analysis

Failures are planning-dominated
rather than execution-induced

Decouple planner from executor; in-
troduce plan validation or alternative
plan sampling

High loop severity
score

Error Propagation
Analysis

Agent lacks loop awareness or ter-
mination criteria

Add loop detection, repetition penal-
ties, or explicit state tracking

Low recovery suc-
cess rate

Error Propagation
Analysis

Errors are irreversible once trig-
gered

Trigger external verification (tools,
human-in-the-loop, oracle) upon
failure signals

Frequent phase tran-
sitions

Exploration Phase
Structure

Unstable decision trajectories in-
dicate lack of strategic commit-
ment

Introduce phase-aware planning or
commitment mechanisms to stabi-
lize exploration

Short hypothesis
persistence

Hypothesis Formation
and Persistence

Agents cannot maintain strategic
focus over long horizons

Implement hypothesis tracking and
refinement mechanisms to support
long-term commitment

Low dependency
distance

Long-Range Depen-
dency Distance

Context retention degrades over
long horizons

Enhance long-term memory mech-
anisms or introduce explicit state
summarization

Low RAO consis-
tency

Reasoning-Action-
Observation Consis-
tency

Agents fail to integrate observa-
tions into state updates

Strengthen observation processing
and state update mechanisms

distribution of result lengths (observation sizes) re-1235

ceived by agents across all baseline methods. This1236

analysis directly captures the partial observability1237

challenge: agents receive fragmented observations1238

of varying sizes, where each tool invocation returns1239

only a portion of the binary’s information.1240

The result lengths exhibit extreme variation,1241

ranging from 1 character to over 217 million char-1242

acters, with median values between 721 and 9711243

characters. This massive variability reflects the fun-1244

damental nature of partial observability in binary1245

analysis: different tool commands return vastly1246

different amounts of information. For example,1247

simple metadata queries (i) return small results1248

(hundreds of characters), while function list com-1249

mands (afl) can return millions of characters list-1250

ing all functions in the binary. This variation forces1251

agents to process and integrate observations of dra-1252

matically different scales, making it challenging1253

to maintain consistent state representations across1254

tool invocations.1255

Across baselines, result length distributions are1256

relatively similar, with median values ranging from1257

721 (ReAct) to 971 (ReAct+Self-Correction) char-1258

acters. However, the mean values show larger dif-1259

ferences (ReAct: 37,540, ReAct+Self-Correction:1260

138,028), indicating that some baselines encounter1261

more extremely large results. The substantial stan-1262

dard deviations (2.5–5.2 million characters) reflect1263

the presence of outlier results that are orders of 1264

magnitude larger than typical observations. This 1265

extreme variability in observation sizes is a core 1266

characteristic of partial observability: agents can- 1267

not predict how much information each tool invo- 1268

cation will return, and must adapt their reasoning 1269

to handle both minimal and massive observations 1270

within the same analysis trace. 1271

The log-scale distribution reveals that most re- 1272

sults are relatively small (median around 700–1000 1273

characters), but a small fraction of results are ex- 1274

tremely large (millions of characters). This long- 1275

tail distribution means that agents must be prepared 1276

to process both concise metadata and extensive de- 1277

compilation outputs, requiring flexible information 1278

extraction and state update mechanisms. The inabil- 1279

ity to predict result sizes in advance makes it dif- 1280

ficult for agents to allocate attention or processing 1281

resources effectively, contributing to the challenges 1282

of maintaining coherent state representations over 1283

long reasoning horizons. 1284

Figure 4 complements this analysis by showing 1285

the distribution of command types used across base- 1286

lines. The top 8 command types account for the 1287

majority of tool invocations, with decompilation 1288

commands (pdg, pd, pdf) dominating across all 1289

baselines. The relatively consistent command type 1290

distributions suggest that reasoning strategies pri- 1291

marily differ in command sequencing rather than 1292
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Figure 3: Distribution of result lengths (observation
sizes in characters) across all baseline methods. Box
plots show median (center line), quartiles (box edges),
and outliers (points) on a log scale. Dashed lines indi-
cate mean values. Result lengths range from 1 to over
217 million characters, with median values between 721
and 971 characters. This extreme variability in obser-
vation sizes directly captures the partial observability
challenge: agents must process and integrate observa-
tions of dramatically different scales.
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Figure 4: Distribution of the top 8 most frequently used
command types across all baseline methods. Values rep-
resent the percentage of total commands for each base-
line. Decompilation commands (pdg, pd, pdf) dominate
across all baselines, followed by cross-reference com-
mands (axt, axf). The relatively consistent distribution
patterns across baselines suggest that reasoning strate-
gies primarily differ in command sequencing rather than
command type selection.

command type selection.1293

F Appendix: Supplementary1294

Experiments1295

Vulnerability Discovery Statistics. Table 9 shows1296

the distribution of vulnerabilities found across all1297

520 binary analysis tasks using the curated analysis1298

method (DeepSeek-V3 with expert-guided strate-1299

gies). The analysis successfully identified vulnera-1300

bilities in 212 out of 520 binaries (40.8%), with the1301

majority containing 1–3 exploitable vulnerabilities.1302

Notably, 120 binaries (23.1%) contain exactly one1303

vulnerability, while 47 binaries (9.0%) contain two1304

vulnerabilities. The distribution reveals that vul-1305

Table 9: Distribution of vulnerability counts across 520
binary analysis tasks. Each binary was analyzed with
curated analysis strategies.

Vulnerabilities Number of Binaries Percentage

0 308 59.2%
1 120 23.1%
2 47 9.0%
3 16 3.1%
4+ 29 5.6%

nerability discovery is not uniform across binaries: 1306

some binaries contain multiple exploitable vulner- 1307

abilities (up to 15 in the case of param_convert), 1308

while others contain none. 1309

The high proportion of binaries with zero vulner- 1310

abilities (308, 59.2%) reflects the diversity of the 1311

benchmark corpus, which includes both security- 1312

critical components (network services, authenti- 1313

cation handlers) and utility programs (file system 1314

tools, network utilities). This distribution high- 1315

lights the importance of trace-level evaluation met- 1316

rics: binary outcome-based evaluation (vulnerabil- 1317

ity found or not) would miss the substantial varia- 1318

tion in reasoning quality and analysis depth across 1319

different binaries. 1320

Reasoning-Action-Observation Consistency 1321

Sub-metrics. Figure 5 shows the average perfor- 1322

mance of each baseline method across the four 1323

sub-metrics that compose the Reasoning-Action- 1324

Observation Consistency metric: Thought-Action 1325

Alignment (TA), Action-Result Relevance (AR), 1326

Result-Thought Integration (RT), and Cycle Coher- 1327

ence (CC). 1328

The comparison reveals distinct patterns across 1329

baselines. ReAct+Reflexion achieves the highest 1330

average scores in Thought-Action Alignment (0.72) 1331

and Cycle Coherence (0.65), suggesting that peri- 1332

odic reflection helps agents maintain better align- 1333

ment between reasoning and actions, and improves 1334

overall cycle coherence. ReAct+Plan-and-Execute 1335

shows strong performance in Action-Result Rel- 1336

evance (0.68), indicating that structured planning 1337

helps agents select actions that are more relevant to 1338

the observed results. However, all baselines strug- 1339

gle with Result-Thought Integration (RT), with av- 1340

erage scores ranging from 0.30 to 0.38, indicat- 1341

ing that agents across all strategies have difficulty 1342

incorporating observation results into subsequent 1343

reasoning steps. 1344

Notably, ReAct+Self-Correction shows the low- 1345

est average scores across most sub-metrics, particu- 1346
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Figure 5: Average performance of each baseline
method across the four sub-metrics of Reasoning-
Action-Observation Consistency. TA: Thought-Action
Alignment; AR: Action-Result Relevance; RT: Result-
Thought Integration; CC: Cycle Coherence. Re-
Act+Reflexion achieves the highest scores in TA and
CC, while all baselines struggle with RT (0.30–0.38),
indicating a fundamental challenge in incorporating ob-
servations into subsequent reasoning.

larly in Thought-Action Alignment (0.58) and Cy-1347

cle Coherence (0.52). This suggests that explicit er-1348

ror correction mechanisms may disrupt the natural1349

flow of reasoning-action cycles, potentially causing1350

agents to over-correct or lose coherence when at-1351

tempting to fix errors. The relatively consistent low1352

performance in Result-Thought Integration across1353

all baselines highlights a fundamental challenge1354

in long-horizon reasoning: maintaining continuity1355

between observations and subsequent reasoning,1356

especially when observations are fragmented and1357

partial.1358

These sub-metric patterns align with the overall1359

consistency scores reported in the main experimen-1360

tal results, where ReAct+Reflexion achieves the1361

highest average consistency (0.54), followed by Re-1362

Act (0.53), ReAct+Plan-and-Execute (0.52), and1363

ReAct+Self-Correction (0.48). The decomposition1364

into sub-metrics provides insight into the specific1365

aspects of the RAO cycle where different strategies1366

excel or struggle, informing future improvements1367

to reasoning mechanisms.1368

Hypothesis Formation and Persistence. Fig-1369

ure 6 shows the average performance of each base-1370

line method across three key metrics of Hypothesis1371

Formation and Persistence: Formation Frequency1372

(the proportion of reasoning steps that form hy-1373

potheses), Average Persistence (the average dura-1374

tion of hypothesis clusters), and Stability Score (a1375

composite measure of hypothesis stability).1376

The comparison reveals distinct patterns across1377

baselines. ReAct+Plan-and-Execute achieves the1378

highest Stability Score (1.35) and Average Persis- 1379

tence (3.53), indicating that structured planning 1380

helps agents form more stable and persistent hy- 1381

potheses. This aligns with the planning strategy’s 1382

emphasis on committing to high-level plans, which 1383

naturally leads to more persistent hypothesis clus- 1384

ters. However, ReAct+Plan-and-Execute shows 1385

moderate Formation Frequency (0.65), suggesting 1386

that while hypotheses are more stable once formed, 1387

they are not necessarily formed more frequently. 1388

ReAct shows balanced performance across all 1389

three metrics (Formation Frequency: 0.59, Av- 1390

erage Persistence: 3.08, Stability Score: 1.11), 1391

indicating a baseline level of hypothesis forma- 1392

tion and persistence without explicit mechanisms 1393

for enhancement or disruption. ReAct+Reflexion 1394

achieves the second-highest Formation Frequency 1395

(0.65) but lower Average Persistence (1.81) and 1396

Stability Score (0.41), suggesting that periodic re- 1397

flection may encourage more frequent hypothesis 1398

formation but at the cost of stability, as reflection 1399

may cause agents to abandon hypotheses prema- 1400

turely. 1401

Notably, ReAct+Self-Correction shows the high- 1402

est Formation Frequency (0.69) but the lowest Av- 1403

erage Persistence (1.01) and Stability Score (0.15). 1404

This pattern indicates that explicit error correction 1405

mechanisms lead to frequent hypothesis formation 1406

but very low persistence, as agents constantly re- 1407

vise and abandon hypotheses when attempting to 1408

correct errors. This tradeoff highlights a fundamen- 1409

tal tension in long-horizon reasoning: high flexi- 1410

bility (frequent hypothesis formation and revision) 1411

comes at the cost of low stability (short-lived hy- 1412

potheses), while high stability (persistent hypothe- 1413

ses) may limit adaptability when initial hypotheses 1414

are incorrect. 1415

These patterns align with the semantic- 1416

dependent nature of errors discussed in the main 1417

text: the same behavior (frequent hypothesis re- 1418

vision) can be interpreted as either adaptive (cor- 1419

recting errors) or disruptive (losing strategic com- 1420

mitment), depending on the reasoning context and 1421

goals. 1422

Exploration Phase Structure. Figure 7 shows 1423

the average performance of each baseline method 1424

across three key metrics of Exploration Phase Struc- 1425

ture: Transition Frequency (the number of phase 1426

transitions per trace), Oscillation Score (a mea- 1427

sure of back-and-forth transitions between phases), 1428

and Clear Progression Percentage (the proportion 1429

of traces that exhibit clear forward progression 1430

17



Formation
Frequency

Avg
Persistence

Stability
Score

0.0

0.5

1.0

1.5

2.0

2.5

3.0

3.5

4.0
Av

er
ag

e 
Sc

or
e

0.59

3.08

1.11

0.65

1.81

0.41

0.65

3.53

1.35

0.69

1.01

0.15

ReAct
ReAct+R
ReAct+P
ReAct+SC

Figure 6: Average performance of each baseline method
across three key metrics of Hypothesis Formation and
Persistence. Formation Frequency: proportion of rea-
soning steps that form hypotheses; Avg Persistence:
average duration of hypothesis clusters; Stability Score:
composite measure of hypothesis stability. ReAct+Plan-
and-Execute achieves the highest Stability Score (1.35)
and Average Persistence (3.53), while ReAct+Self-
Correction shows the highest Formation Frequency
(0.69) but the lowest Stability Score (0.15), revealing a
tradeoff between flexibility and stability.

through exploration phases).1431

The comparison reveals that ReAct shows the1432

highest Transition Frequency (4.26) and Oscillation1433

Score (0.36), indicating that the minimal baseline1434

exhibits more frequent phase transitions and higher1435

oscillation between exploration phases. This sug-1436

gests that without explicit mechanisms for main-1437

taining phase coherence, agents tend to switch be-1438

tween exploration phases more frequently, poten-1439

tially leading to less structured exploration patterns.1440

ReAct+Self-Correction achieves the lowest Tran-1441

sition Frequency (3.09) and Oscillation Score1442

(0.30), while maintaining the highest Clear Pro-1443

gression Percentage (51.7%). This pattern indi-1444

cates that explicit error correction mechanisms help1445

agents maintain more stable exploration phases1446

with fewer oscillations, leading to clearer progres-1447

sion through the exploration process. However, the1448

Clear Progression Percentage remains relatively1449

low across all baselines (44.6%–51.7%), suggest-1450

ing that maintaining clear forward progression is1451

challenging even with explicit mechanisms.1452

ReAct+Plan-and-Execute shows moderate Tran-1453

sition Frequency (3.71) and Oscillation Score1454

(0.33), with Clear Progression Percentage (48.6%)1455

slightly below ReAct+Self-Correction. This sug-1456

gests that structured planning helps reduce phase1457

transitions and oscillations compared to the mini-1458

mal baseline, but does not achieve the same level1459

of phase stability as self-correction mechanisms.1460
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Figure 7: Average performance of each baseline method
across three key metrics of Exploration Phase Struc-
ture. Transition Frequency: number of phase transitions
per trace; Oscillation Score: measure of back-and-forth
transitions; Clear Progression ReAct shows the high-
est Transition Frequency (4.26) and Oscillation Score
(0.36), while ReAct+Self-Correction achieves the low-
est Transition Frequency (3.09) and Oscillation Score
(0.30) with the highest Clear Progression Percentage
(51.7%), indicating that error correction mechanisms
help maintain more stable exploration phases.

ReAct+Reflexion shows similar patterns to 1461

ReAct+Plan-and-Execute (Transition Frequency: 1462

3.85, Oscillation Score: 0.36, Clear Progression: 1463

46.2%), indicating that periodic reflection provides 1464

moderate benefits in phase structure but does not 1465

fundamentally alter exploration patterns compared 1466

to planning-based approaches. 1467

These patterns align with the overall findings 1468

that explicit control mechanisms (planning, reflec- 1469

tion, self-correction) provide modest improvements 1470

in exploration structure, but the benefits are lim- 1471

ited and vary across different aspects of the ex- 1472

ploration process. The relatively low Clear Pro- 1473

gression Percentage across all baselines highlights 1474

a fundamental challenge in long-horizon binary 1475

analysis: maintaining coherent exploration strate- 1476

gies over extended reasoning sequences, especially 1477

when dealing with partial observability and com- 1478

plex program structures. 1479
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