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Abstract

We study the extent to which standard machine learning algorithms rely on exchangeability and
independence of data by introducing a monotone adversarial corruption model. In this model, an
adversary, upon looking at a “clean” i.i.d. dataset, inserts additional “corrupted” points of their
choice into the dataset. These added points are constrained to be monotone corruptions, in that
they get labeled according to the ground-truth target function. Perhaps surprisingly, we demon-
strate that in this setting, all known optimal learning algorithms for binary classification can be
made to achieve suboptimal expected error on a new independent test point drawn from the same
distribution as the clean dataset. On the other hand, we show that uniform convergence-based algo-
rithms do not degrade in their guarantees. Our results showcase how optimal learning algorithms
break down in the face of seemingly helpful monotone corruptions, exposing their overreliance on
exchangeability.

Keywords: Semi-random Models, Monotone Adversary.

1. Introduction

Understanding the structures that allow for generalization from seen to unseen data is perhaps the
core pursuit of learning theory, and the fact that it proposes approaches addressing this accounts for
both its theoretical and practical significance. A key assumption at the heart of the most basic results
on generalization is that of independence, or the closely related assumption of exchangeability in
the data. Given this, a natural question to ask is: how central is this assumption to the problem of
generalization? This question has been studied in various guises such as in the context of domain
adaptation, transfer learning, and more generally in the context of robustness. In this paper, we
explore this question by studying a minimal model that violates exchangeability, while maintaining
the “quality” of data, allowing us to isolate the role of these assumptions in generalization.

One motivation for the model comes from trying to understand the modern machine learning
dogma of “more data is better”, even when the additional data is not directly representative of the
target distribution. Further, machine learning practice often involves sophisticated data curation
techniques that adaptively select data points based on preliminary analysis of the data. Though
these practices have shown great empirical success, their theoretical understanding is still limited.
As we will see, these can break exchangeability in the data; in addition, standard techniques in
machine learning do not suffice to show that such practices do not hurt generalization, even when
the additional data is supposedly “clean”. The key point that we want to convey using our model is
that this seemingly innocuous dependence in the data can in fact provably break several approaches
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to generalization such as leave-one-out and ensemble methods. On the other hand, we show that
arguments based on uniform convergence are in fact robust to these perturbations, and perhaps hint
at the success of loss minimization in modern machine learning.

To model this setting, we introduce the monotone adversary model (Definition 5), where a
dataset is entirely labeled honestly, but may comprise of both representative as well as non -
representative data. Here, a dataset S is prepared as follows: suppose the target ground-truth is
some hypothesis h* belonging to a class of hypotheses H, and the representative marginal distribu-
tion of the data is D. First, n clean points are drawn i.i.d. from D and added to S. Thereafter, a
so-called “monotone adversary”, who has complete knowledge about h*, H as well as D, looks at
these n points, and adds m corrupted points of their choice to S. The combined dataset of n + m
points is then entirely labeled by h*, shuffled randomly, and presented to the learning algorithm.
The objective of the learning algorithm is to output a hypothesis h that has low error with respect to
the representative data distribution D.

We focus on the case when the hypothesis class H comprises of binary hypotheses, although
the model can be defined more generally. In this case, the learnability of H is governed by the
VC dimension d (Vapnik and Chervonenkis, 1971) of the class. In particular, the optimal expected
error in the standard setting with n i.i.d. points is ©(d/n) Haussler et al. (1994); Ehrenfeucht et al.
(1989). Naturally, this is the benchmark to try and achieve in the presence of a monotone adversary.

1.1. Our Contributions

Our first main result shows that a natural perspective on generalization given by the leave-one-
out principle, which is at the heart of several learning algorithms, can be completely broken by
a monotone adversary. An instantiation in the binary classification setting is the celebrated One-
inclusion Graph (OIG) algorithm (Haussler et al., 1994), which attains the optimal expected error
(up to a factor of 2 (Li et al., 2001)) in the standard setting: we show that this algorithm can be
forced to suffer constant error under monotone adversarial corruptions, even for learning a class of
VC dimension 1. Our result shows that exchangeability is indeed necessary in the strongest possible
sense for the guarantees of the algorithm.

Theorem 1 (Leave-one-out/OIG Lower Bound (Informal)) There exists a monotone adversary
setting for learning a binary hypothesis class of VC dimension 1 with n clean points and n. corrupted
points where the OIG algorithm suffers expected error 1 /4.

Another reason as to why the OIG lower bound above is significant is that recent work has
brought to light several natural learning settings, such as partial concept classes (Alon et al., 2022)
and multiclass classes (Brukhim et al., 2022), where the OIG algorithm is the only known way
to obtain a learner that attains any vanishing expected error at all. Thus, our result suggests that
learnability in these settings might be fragile to strong violation of exchangeability in the data.

A different class of optimal learning algorithms in the binary setting are ensemble/voting based
algorithms. These algorithms construct carefully chosen subsets of the training dataset, obtain a
hypothesis from the underlying class H for each subset that is consistent with that subset (i.e., an
Empirical Risk Minimizer for the subset), and use the majority vote of these hypotheses to make
their final predictions. This class includes the first optimal learning algorithm by Hanneke (2016),
as well as the more recent optimal algorithms based on Bagging (Larsen, 2023) and Majority-of-
Three (Aden-Ali et al., 2024). Our next result shows that any majority voting algorithm can be made
to be suboptimal in the monotone adversary model.
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Theorem 2 (Majority Voting Lower Bound (Informal)) For any majority voting algorithm that
uses subsets of size at least t, there exists a monotone adversary setting for learning a binary hy-
pothesis class of VC dimension d with n clean points and 2n [t corrupted points where the algorithm
suffers expected error Q(dlog(n/d)/n).

We note that all the three optimal majority voting algorithms mentioned above satisfy ¢t = Q(n),
and hence the lower bound holds for these algorithms with just a constant number of corrupted sam-
ples. Theorem 1, in conjunction with Theorem 2, establishes the fragility of all known techniques
for achieving optimal algorithms, to monotone adversarial corruptions.

A key point to note here is that the lower bound above does not prove that the majority voting
algorithm does not have a vanishing error rate; rather, it just shows the suboptimality of the rate.
In fact, on the positive side, this suboptimality occurs just due to the fact that the algorithms are
using empirical risk minimization. That is, we show that the ERM principle is robust to monotone
adversarial corruptions. The intuition here is that however the adversary may try to thwart the learn-
ing algorithm, they cannot make the ground-truth hypothesis A* look bad on the training dataset by
virtue of not being able to corrupt the labels. By exploiting this observation and instantiating stan-
dard uniform convergence, we can show that in any monotone adversary model with 7 clean points
and an arbitrary number of corrupted points, every Empirical Risk Minimizer (ERM) on the training
dataset (comprising of both the clean and corrupted points) attains expected error O(d log(n/d)/n).
Therefore, the suboptimality that an adversary can enforce in the monotone adversray model is at
most a log(n/d) factor.

Theorem 3 (ERM Upper Bound (Informal)) In any monotone adversary setting for learning a
binary hypothesis class of VC dimension d with n clean points and an arbitrary number of corrupted
points, every ERM attains expected error O(dlog(n/d)/n).

We note that the upper bound above is the best that we can hope for ERMs, since there exists a
matching lower bound for ERMs in the setting where there are no corrupted points at all (Haussler
et al., 1994; Auer and Ortner, 2007). The key takeaway from these results is that even though the
ERM principle might not be optimal, it naturally comes with guarantees that are robust to certain
forms of misspecification in the data, and perhaps hints at the success of loss minimization, as
opposed to more sophisticated techniques, in modern machine learning practice.

Finally, to emphasize the point that lack of exchangeability is indeed the key obstacle in obtain-
ing optimal expected error, we show that if the monotone adversary is constrained to be oblivious,
i.e., the corrupted points are specified independently of the clean points, we can recover optimal
expected error O(d/n) using the OIG algorithm.

Theorem 4 (Oblivious Adversary OIG Upper Bound (Informal)) In any oblivious monotone ad-
versary setting for learning a binary class of VC dimension d with n clean points and an arbitrary
number of corrupted points, the OIG algorithm attains expected error O(d/n).

Our results are summarized in Table 1.

1.2. Future Directions

Before proceeding to formally describe all our results, we will outline a host of intriguing open
questions that remain unsolved from our study of the monotone adversary model .
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Algorithm # Corrupted Points Error
One-inclusion Graph n (1)
(Theorem 17)
Lower Bounds O(dlog(n/d)/n)
Majority Voting over t-sized subsets 2n/t (Theorem 16)
ERM Arbitrary Ofdlog(n/d)/n)
(Theorem 12)
Upper Bounds Od/n)
One-inclusion Graph Arbitrary (oblivious) (Theorem 13)

Table 1: Summary of our results in the monotone adversary model with n clean points.

The foremost question that is still open is with regards to the optimal expected error that can be
achieved for learning a class of binary hypotheses of VC dimension d from n clean points in the
presence of a monotone adversary. While the upper bound above for ERM (Theorem 3) shows that
an expected error of O(dlog(n/d)/n) can always be achieved, we have not been able to obtain any
algorithm that shaves the log factor. Similarly, while Theorem 1 and Theorem 2 show lower bounds
for popular optimal learners, we have not been able to show a general lower bound that precludes
all learners from getting error O(d/n).

Open Question 1 What is the optimal expected error that can be achieved in the monotone adver-
sary model for learning a binary hypothesis class of VC dimension d with n clean points?

A good place to start here is the setting where the number of corrupted points is small (like con-
stant or ©(d)). The primary obstacle that we have faced in our numerous efforts towards resolving
this question is the lack of a clean technical tool that allows us to deal with the lack of exchange-
ability in the dataset. A central ingredient in the analysis of optimal majority voting algorithms is
that even if one subset of the dataset results in a poor ERM, it is unlikely that several ERMs trained
on disjoint subsets of the data are simultaneously all bad, simply by independence of the different
subsets. The adversarial corruptions preclude this attractive property by potentially correlating dis-
joint subsets of the dataset. It is tempting to try to reduce from an adaptive to an oblivious monotone
adversary by using subsampling as in Blanc and Valiant (2025); however, such reductions typically
incur polynomial sample size blowups, whereas we can’t even afford a log factor. It is also not clear
how techniques like stable sample compression schemes (Bousquet et al., 2020) may be made to
work, since conditioning on any candidate compression set renders the rest of the samples to be not
i.i.d. We believe there might be mileage in trying to apply the notion of a randomized stable com-
pression scheme (da Cunha et al., 2024) for an optimal expected error bound, but despite several
attempts, have so far been unable to succeed. Proving a general lower against arbitrary learners also
appears challenging; it is worth noting that for all the lower bound instances we construct, simple
learning rules like taking the majority of all hypotheses in the class attain zero expected error.

Moving beyond the question of optimal expected error for VC classes, one might ask: what
can one say about Littlestone classes? The Littlestone dimension dj, of a binary class character-
izes online learnability of binary classes (Littlestone, 1988; Ben-David et al., 2009), and is at least
the VC dimension d of the class. A standard online-to-batch analysis (Chapter 5.10 in Blum et al.
(2020)) allows converting any online learner with mistake bound M to a learner that has expected
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error O(M /n) in the setting with n i.i.d. examples with no corruptions. Since the Standard Opti-
mal Algorithm (SOA) has mistake bound dj, for binary classes having Littlestone dimension d,,
this gives a way to obtain a learner with expected error O(dy,/n), which might be better than the
O(dlog(n/d)/n) guarantee of ERM in certain cases. Unfortunately, standard online-to-batch anal-
yses also seem to go awry in the presence of monotone corrupted samples.

Open Question 2 s it possible to obtain an expected error O(d,/n) for learning a binary hypoth-
esis class having Littlestone dimension dp, in the monotone adversary model with n clean points?

Finally, one can even go beyond binary hypothesis classes, and consider the settings of partial
binary classes (Alon et al., 2022) and multiclass classes (Brukhim et al., 2022). Even the broader
question of obtaining a learner than attains any vanishing error rate as n gets large is open in
these settings for the monotone adversary model. Namely, since the uniform convergence principle
ceases to hold in these settings (Daniely et al., 2015; Alon et al., 2022), the ERM guarantee for
binary classes no longer applies. In the standard i.i.d. setting with only clean points, the learning
algorithm that is the primary workhorse in these settings is the OIG algorithm. Since we are unable
to analyze this algorithm at all in the (adaptive) montone adversary setting even in the binary case,
it is not clear how to show a guarantee for this algorithm in the partial or multiclass settings.

Open Question 3 Is it possible to obtain any expected error that goes to zero as n grows, for
learning any learnable partial binary class or multiclass class in the monotone adversary model
with n clean points?

A final direction to explore is computational. Though we showed that ERM achieves non-trivial
learning rates (in the bounded VC dimension setting), there are natural learning problems such
as learning convex bodies over Gaussian space and learning monotone functions over the uniform
distribution on the hypercube where ERM does not achieve a non-vacuous rate (due to unbounded
VC dimension). Nevertheless, computationally efficient learning algorithms exist in these settings,
though they rely on relevant distributional assumptions. In such settings, it is not clear whether
computationally efficient learning algorithms can be developed for monotone adversaries.

Open Question 4 Can we develop techniques to handle monotone adversaries in distribution-
dependent computational learning settings?

It appears to us that the resolution of the open questions above would involve novel technical
tools beyond those available in the standard toolkit.

1.3. Related Work

The study of models in statistical learning beyond independence is a rich area with a long line
of work, which is beyond the scope of this paper to survey in its entirety. Perhaps the strongest
model considered is online learning or mistake-bounded learning (Littlestone, 1988; Cesa-Bianchi
and Lugosi, 2006) where the data is assumed to be arbitrary. Unfortunately, under such weak
assumptions, learnability is characterized by notions such as Littlestone dimension (Littlestone,
1988) or sequential Rademacher complexities (Rakhlin et al., 2015), which tend to be significantly
larger than their counterparts in the statistical case. Though there has been a surge of work towards
understanding relaxations on the arbitrariness of data (Haghtalab et al., 2022; Haghtalab et al.;
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Block et al., 2024; Shetty, 2024; Montasser et al., 2025; Goel et al., 2023, 2024), these models don’t
directly capture the monotone adversary problem that we consider. Perhaps the most important
difference is that they focus on regret while we focus on test error on the clean distribution. Another
related line of work is transfer learning (Hanneke and Kpotufe, 2024) which studies how learning
under one distribution transfers to another distribution. Though this line of work gives bounds that
transfer from one distribution to another, to the best of our knowledge, it does not give meaningful
guarantees in the monotone adversary model that we consider. Perhaps the most closely related
model and an inspiration for our work is that of Goel et al. (2023), where they study an online
setting with arbitrary corruptions injected in, but where the learner is allowed to abstain from making
a prediction. Our data generating process is essentially an offline analogue of their setting in the
unknown distribution case, where the statistical rate remains open. A similar offline analog is also
studied by Blum et al. (2021); Gao et al. (2021); Hanneke et al. (2022); Chornomaz et al. (2025),
where unlike in our case, the adversary’s corruptions are allowed to depend on the test point as well.
This makes the problem significantly more challenging, allowing for lower bounds to established.

The choice of the name “monotone adversary” is from the long line of work on semirandom
models in theoretical computer science and learning theory (Feige, 2021; Awasthi and Vijayaragha-
van, 2017), where they were presented as a means of understanding the robustness of algorithms
to small perturbations of the data assumptions. A salient example of this is the study of recovery
thresholds for community detection where an adversary is allowed to add edges within the commu-
nity and remove edges across communities (Moitra et al., 2016). Perhaps surprisingly, such changes,
which one would expect to make the recovery problem easier, make the recovery problem harder.
Our model can be seen as an analogue to this phenomenon in the context of learning, where the fact
that the “adversarial” points are consistently labeled should make the learning problem easier, but as
we show, this is not the case. More broadly, our work relates to the theme of understanding learning
and statistical inference under robustness to adversarial perturbations which has seen a recent surge
of interest through a computational lens (Diakonikolas and Kane, 2023).

2. Preliminaries
2.1. The Monotone Adversary

Definition 5 (Monotone Adversary) Let D be a distribution over X. Let H be a hypothesis
class known to the learner, and let h* € H be the target hypothesis. Forn > 1,m > 0, let
A= A(D,h*) : X" — X™ be a (possibly randomized) monotone adversary that has knowledge
of D, H and the target hypothesis h*. We denote by Advp p+ 4(n,m) the output of the follow-
ing random process: first, x1,...,x, ~ D are drawn i.id. from D: these are the clean sam-
ples. The adversary then takes x1,...x, as input and generates A(x1,...,Tp) = T1,...,Tm:
these are the monotone corrupted samples. The final output is a uniformly random permutation of

((x1, h*(x1)), ..y (T, B (x0)), (Z1, B (Z1)), - -, (T, B (T)))-

Given as input a sample S ~ Advp px 4(n, m), the aim of a learner is to output a hypothesis h
that minimizes the expected error on a new test point drawn from D, i.e.,

errp pr(hg) == E [1[h(z) # h*(z)]] = Pr [h(z) # h*(2)]. (D

We note some salient features of this model. First, the entire dataset comprises of only honest
labels. Second, even if the adversary can compose the corrupted points as a fully adaptive function
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of the clean points, the benchmark for the learning algorithm is its error on a new test point drawn at
random from the representative data distribution; in this sense, the test point is not in control of the
adversary. Third, the introduction of the honestly labeled corrupted points nevertheless completely
breaks independence and exchangeability in the data. In particular, if we condition on the corrupted
points, the distribution of the clean points is no longer i.i.d. from the representative distribution.

2.1.1. OBLIVIOUS MONOTONE ADVERSARY

We also consider a more benign version of the monotone adversary that still has complete knowledge
of h*,H and D, but cannot look at the clean points while preparing the corrupted points—we term
this adversary an oblivious monotone adversary, and will explicitly qualify it thus to distinguish it
from the more powerful adaptive adversary described above.

Definition 6 (Oblivious Monotone Adversary) Let D be a distribution over X. Let H be a hy-
pothesis class known to the learner, and let h* € H be the target hypothesis. For m > 0, let
A = AD,h*) : 0 — X™ be a (possibly randomized) oblivious monotone adversary that has
knowledge of D, H and the target hypothesis h*. We denote by 0bliAdvp px 4(n,m) the output
of the following random process: first, x1,...,x, ~ D are drawn i.i.d. from D. The adversary
A generates T, . .., Ty, independently without seeing 1, ..., x,. The final output is a uniformly
random permutation of ((x1, h*(x1)), ..., (xn, K (zn)), (Z1, R (Z1)), - -, (T, B (Ti))).

2.2. Learning Algorithms
The most natural learning algorithm is an Empirical Risk Minimizer.

Definition 7 (Empirical Risk Minimizer) An Empirical Risk Minimizer (ERM) is a learning al-
gorithm that takes as input a training set S = ((z1,h* (1)), ..., (xn, h*(zN))) and produces a
hypothesis hg € H with hg(z;) = h*(x;) for all (z;, h*(x;)) € S.

The following is a textbook result for the ERM algorithm.

Theorem 8 (ERM Sample Complexity (Chapter 5.6 in Blum et al. (2020))) Let H be any bi-
nary hypothesis class over X having VC dimension d. Let D be any distribution over X, and
let h* € H be the target hypothesis. With probability at least 1 — & over the draw of S =
((x1,y1)s .., (xN,YN)), where x1,...,xN are drawn i.id. from D and y; = h*(x;) for every
i, it holds that every hg € H that is an ERM with respect to S satisfies

dlog(N/d) + log(1/6)

eITp p* (hs) < 100 N . (2)

A majority voter uses ERM as a base learning algorithm in order to output a majority vote.

Definition 9 (Majority Voter) A majority voter is a learning algorithm that takes as input an
ERM algorithm and a training set S = ((z1,h*(x1)),...,(xN,h*(zN))). As a function of N
alone, it then produces a list L = L1, ..., Ly, where each L; is a sequence of indices Eil, . 7%‘ €
{1,...,N}. It then constructs the training sets S; = ((xfﬁ’h*(xeﬁ))’ s (@ B (2 ) corre-
sponding to the indices in L;. Finally, it runs the ERM algorithm on each S; to I;roduce izypotheses
hi, ..., hy and outputs the final classifier h(x) = maj(hi(x),. .., hi(x)) where maj(-) denotes a
majority vote. We say that the majority voter uses sub-samples of size t if each list L; has at least t
distinct indices.
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We observe that previous optimal learners given by Hanneke (2016), Bagging (Larsen, 2023)
as well as Majority-of-Three (Aden-Ali et al., 2024) all fall in the category of majority voters, with
Hanneke’s algorithm having & = N'°843 and sub-samples of size at least N/2, Bagging having
k = O(log(N/6)) and sub-samples of size (2(V) (with probability 1—exp(—2(V))), and Majority-
of-Three having & = 3 and sub-samples of size N/3. We also note that the analysis of previous
majority voters crucially needs sub-samples of size (V).

We will also discuss a qualitatively different learning algorithm, known as the One-inclusion
Graph algorithm.

Definition 10 (One-inclusion Graph (Alon et al., 1987; Haussler et al., 1994)) The One-inclusion
Graph (OIG) algorithm takes as input a training set S = ((z1, h*(z1)), ..., (xN, h*(zN))), and
outputs a hypothesis h (not necessarily in H). For any x € X, h(x) is obtained as follows. First,
the algorithm constructs a graph G, whose vertex set V is the set of projections (distinct labelings)
by members of H onto (x1, ..., TN, ), so that every vertex can be identified by a unique pattern in
{0, 1}V A vertex u connects to vertex v by an edge in the “direction” i € [N + 1] if u; # v;,
and u; = vj for every j # i. An orientation o of the edges in G maps every edge e in the graph
to one of the two vertices it is connected to. The out-degree of a vertex u in the orientation o is the
number of edges connected to it which o maps to the other end-point of the edge (which can be at
most N + 1, one for every direction i € [N + 1]). The OIG algorithm constructs any orientation
o of G which minimizes the largest out-degree of any vertex in the graph'. Consider potentially the
two vertices of the form (h*(z1),...,h*(xn),0) (the “Overtex”) and (h*(z1),...,h*(xn), 1) (the
“I vertex”) in G (at least one of these vertices exists because h* € H). If only the 0 vertex exists,
set h(x) = 0; otherwise, if only the 1 vertex exists, set h(z) = 1. Otherwise, if both the vertices
exist, consider the edge e in direction N + 1 connecting them. Set h(x) = 0 if o orients e towards
the 0 vertex, and h(x) = 1 if it orients it towards the 1 vertex.

The following is a well-known structural result about orientations for one-inclusion graphs that
are induced by hypothesis classes of VC dimension d.

Theorem 11 (Bounded out-degree of OIG (Haussler et al., 1994)) Let H be a binary hypothesis
class over X having VC dimension d. Then, foranyn > 1 and S = (x1,...,x,), there exists an
orientation of the one-inclusion graph of the projection of H onto S, such that the out-degree of
every vertex in the orientation is at most d.

3. Upper Bounds

First, we observe that the optimal expected error that a learning algorithm can achieve upon re-
ceiving a training dataset drawn from Advp j» 4(n, m), where h* belongs to a hypothesis class H
having VC dimension d, is O(d/n). This follows from the €2(d/n) lower bound on the expected
error that any learning algorithm must suffer, even in the case when there are no corruptions, and
the input solely comprises of n i.i.d. draws from D (Ehrenfeucht et al., 1989).

The following result shows that the ERM algorithm achieves an expected error rate of O(d log(n/d)/n),
even in the presence of a monotone adversary.

1. There may be multiple orientations that minimize the out-degree; it suffices to consider any of these. In this sense,
the one-inclusion graph algorithm is really a class of algorithms.
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Theorem 12 (Monotone Adversary ERM Upper Bound) Let 1 be any binary hypothesis class

over X having VC dimension d. Let D be any distribution over X, and let h* € H be the target

hypothesis. Let A be any monotone adversary. With probability at least 1 — 0 over the draw of

S ~ Advp px a(n, m), it holds that every hg € H that is an ERM with respect to S satisfies
dlog(n/d) + log(1/6)

E€ITp ph* (hS) < 100 n . (3)

Proof Let IT denote the uniformly random permutation that acts on the clean+corrupted data before
being fed to the learner as input. For a sample S ~ Advp j» 4(n, m), upon conditioning on II, the

clean data points exist as the data points S’ = (x4, ¥i,), - - -, (Zi,, ¥i, ) in S, for some fixed distinct
indices i1, .. .,14,, and the corrupted dataset S” corresponds to S \ S’. Furthermore, under this
conditioning, ;,, ..., x;, are ii.d. draws from D, with y;, = h*(x;;) for every j € [n] (note that

we are not conditioning on the corrupted data points). Now, observe that any ERM hg with respect
to all of S is also an ERM with respect to S’. This is because the labels on the corrupted points are
still given by h*, and hence any ERM with respect to .S must label all points in S according to h*,
including S’. Letting ¢ := 100d10g(”/d)n+10g(1/5)

, we thus have that

Pr [3ERM hg s.t. errp p+ (hg) > €] = IHE LP& [3 ERM hg s.t. errp px(hg) > € ’ HH

S~Advp px 4 (n,m)
< IHE |:S]/?§// |:E| ERM hS’ S.t. errnh*(hgl) > € ‘ H]:| :IE |:E/I‘ [E' ERM hS’ S.t. eITp p* (hsl) >¢€ ‘ H}:|

<.

The first inequality follows from our above reasoning, which implies that if there exists an ERM
with respect to S that has large error, then there exists an ERM with respect to S’ that has large
error. The concluding inequality follows from Theorem 8, together with the fact that the conditional
distribution of data points in S’ is i.i.d. from D and labeled by h*. |

Note that the expected error rate in Theorem 12 is optimal for ERM, even in the weaker case of
oblivious adversaries. In particular, there exist hypothesis classes, where for any ERM, there exists a
data distribution D for which the ERM, trained on 7 i.i.d. samples from D without any corruptions,

suffers expected error 2 (M) (Haussler et al., 1994; Auer and Ortner, 2007).

Nevertheless, for oblivious adversaries, it is possible to get an improved error rate using different
algorithms; in particular, the following theorem shows that the OIG algorithm gets an expected error
of O(d/n). This is essentially because the corrupted points added by an oblivious adversary do not
depend on the clean points, and hence the distribution of the clean points is i.i.d. from D, even when
we condition on the corrupted points. Note that this is not at all the case in the setting of an adaptive
adversary that adds corrupted points as a function of the clean points.

Theorem 13 (Oblivious Monotone Adversary OIG Upper Bound) Let H be any binary hypoth-
esis class over X having VC dimension d. Let D be any distribution over X, and let h* € H be the
target hypothesis. Let A be any oblivious monotone adversary. Then, for S ~ 0bliAdvp p+ a(n,m),
the hypothesis hs ouput by the OIG algorithm on S satisfies

d
E errp p+(hg)] < )
SNDbliAdvpyh*ﬁA(mm)[ D+ (hs)] < 1

“
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Proof Let us again condition on the uniformly random permutation I1 that acts on the clean+corrupted
data before it is given to the learner. For a sample S ~ 0bliAdvp px 4(n,m), upon conditioning
on II, the clean data points exist as the data points S’ = (zi,,¥i,),- - -, (%4, ¥i,,) in S, for some
fixed distinct indices 41, . . ., iy, and the corrupted dataset S” corresponds to S\ S’. Let us further
condition on the corrupted points in S”. Since S” was specified by an oblivious adversary, it is
independent of S’. Thus, conditioned on both II and S”, the distribution of S’ is that of n i.i.d.
draws from D labeled by h*. We have that

_ 1
errp e (hs)] = &, [g [errnh*(hs) ‘ 1L, S H .

S~0bliAdvp p+ 4(n,m

By our reasoning above, and writing out the definition of errp 4+ (hs), the inner expectation is equal
to

E[errp,h*(hs) ‘H,S”} - E L@D[ lhs(z) # h*(x ‘H S”H

. ) n
lev---vxanD

S/:((Iil 7h*($i1 ))7’(x’bn h* (xln)))

Now, let 4,41 stand for a separate index, e.g., i,+1 = n+ m + 1. Let j ~ [n + 1] be a uniformly
random index drawn from [n + 1]. Then, recalling that S = (S’, S”) and using exhangeability, we
have that the expectation above is equal to

E E |1hs (@) # h* (i, ‘H,S”
B Bl e 5]
S:((xil7h*(xi1))7"'7(min+17h‘*(min+1)))

1 n+1
. * 1
_n+1 E pn Z]l S// "I,'Z])#h .’Ez] ’H S

Ty iy, |
S:((xil Jh* (I’Lj ))v'~-7(xin+1 Jh* (Iin+1 )))

In the above, S_;, is shorthand for S\ (z;,,h*(x;,)). We will argue that for every fixed S,
the summation inside the expectation is at most d, which will give us the desired result. Let
S" = (xp,,...,xg,), and observe that conditioned on IT and S”, we can further upper bound
the summation as

n+1 n+1 m
Z Uhgs_, sny(i,) # B )) < 30 Mg, on(s) # WG]+ 30 Mhgg s, (o) # B (e,
j=1 j=1 ’

But now observe that in order to make a prediction in any of the summations above, the OIG al-
gorithm constructs the same graph, because the combined set of training+test points is the same,
namely (S, S”). Furthermore, by definition of the OIG algorithm which predicts on a point accord-
ing to the orientation of the edge in the direction of that point, the summation above is precisely
equal to the out-degree of the vertex that is the projection of A* in this graph. From Theorem 11, we
know that the out-degree of every vertex in the orientation that the algorithm constructs is at most
d. This concludes the proof. |

We remark that the guarantee above holds for any one-inclusion graph algorithm, i.e., no matter
how it orients the one-inclusion graph, so long as the orientation minimizes the max out-degree.
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4. Lower Bounds

In this section, we present our lower bounds which show how optimal learning strategies in the
standard i.i.d. setting may become suboptimal with monotone adversarial corruptions. We will
require using the following auxiliary lemma that is based on the coupon collector problem. For
completeness, we give a proof in Section A.

Lemma 14 (Coupon Collector) Consider a set of r = cn/log(n/d) elements 1, ..., x,, where
¢ > 0 is a sufficiently large constant, n > cd and d > 1. Then for a set S of n i.i.d. uniform samples
from x1, ..., x,, it holds with probability at least 1/2 that there are at least d elements x; not in S.

4.1. Lower Bounds against Majority Voting Strategies

Recall that one class of optimal learners in the standard i.i.d. setting with no adversary is based on
majority voting among ERMs. This includes the algorithms given by Hanneke (2016), Bagging
(Larsen, 2023) and Majority-of-Three (Aden-Ali et al., 2024). In this section, we prove a lower
bound generally against the class of majority voting strategies, showing that a monotone adversary
may force such strategies into obtaining suboptimal error.

We first prove a lower bound for majority voting invoked with some ERM, i.e., where we ex-
plicitly design an adversarial ERM strategy that causes suboptimal error. Note that an optimal error
bound of O(d/n) holds for the above mentioned voting algorithms regardless of which ERM algo-
rithm they use as the base learner. With our adversarial ERM, the lower bound we prove holds for
these algorithms even with a constant number of adversarial samples m = O(1).

The adversarial ERM is however quite unnatural, and is explicitly designed to force a failure
of majority voters. We therefore also consider a more natural ERM strategy, in which a uniformly
random consistent hypothesis from H is returned as the base learner. Here, a hypothesis is consistent
if it correctly labels all training samples. We extend the previous lower bound to this case as well,
still needing only a constant number of adversarial samples for the optimal algorithms mentioned
above.

We now formally state our first lower bound.

Theorem 15 (Majority Voting Lower Bound for Fixed ERM) For any d > 1 and n > cd for
sufficiently large constant ¢ > 0, there exists an ERM E, a hypothesis class H of VC dimen-
sion d over a finite domain X, a target h* € H and a distribution D over X, such that for any
majority voter with sub-samples of size at least t, there is a monotone adversary A that uses n
clean and m = 2n/t adversarial samples, such that the expected error of the majority voter on
S ~ Advp px a(n, m) and base learner E is Q(dlog(n/d)/n).

Proof Letr = cn/log(n/d) for a sufficiently large constant ¢ > 0 and assume r > d (which is the
case for n > cd). We define the input domain X = {z1,..., 2., 91,..., Y }. We think of each y;,
d

instead, as yr, corresponding to a d-sized subset 7" of {1, ..., r}. The hypothesis class A contains
every hypothesis predicting 1 on precisely d of the r points in {z1, . .., x, } and 0 elsewhere. Finally,
‘H also contains the target hypothesis h* which is the constant 0 function on the entire domain X’
Note that the VC dimension of  is d. The distribution D is uniform over {z1,...,x,}.

We now define the adversary A(D,h*). On a clean sample C' ~ D", it checks if there is a
subset 7" of d indices in {1, ..., r} for which z; ¢ C, Vi € T If so, it picks an arbitrary such 7" and
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outputs m copies of the sample y7 (recall each yr corresponds to a d-sized subset of {1,...,r}).
Otherwise, it simply adds m copies of the sample x;.

We next define an ERM. On any labeled sample S, it checks if S contains any point y7. If so,
it obtains the d-sized subset T of {1,...,7}. If S does not contain any x; for i € T, it then outputs
the hypothesis in H predicting 1 on z; for every ¢ € T" and 0 elsewhere. In all other cases, it outputs
h*. Note that this is a valid ERM as its output hypothesis correctly predicts the label of all samples
in its input.

We finally lower bound the expected error of any majority voter that is given input S ~
Advp px a(n,m), when m is chosen to be sufficiently large as a function of n and the majority
voter’s sub-sample size ¢t. Here, we observe that if more than half of the subsets S1,...,.S; con-
structed by the majority voter from .S contain at least one copy of an adversarial sample yr, corre-
sponding toaset T' C {1,...,r}, then the majority voter predicts 1 on z; for every ¢ € T, resulting
in an error of |T'|/r = Q(dlog(n/d)/n). We thus show that this event happens with constant prob-
ability. Recall from Definition 9 that the lists L; of indices that determine the subsets Sy, ..., Sk
are determined by the majority voter as a function of the size of the input set S alone (n + m in our
case), and hence, the lists are independent of the random shuffling in Advp p+ 4(n, m). So, if the
adversary added m adversarial samples yr to the initial input, then the probability that a sub-sample
S; contains no adversarial samples is (7)/("*™) < (n/(n + m))! < exp(—mt/(n + m)). For
m > 2n/t, this is at most e~!. Thus, conditioned on the initial clean sample C' ~ D" satisfying
that there are at least d indices in {1,...,r} for which z; ¢ C, Vi € T, we get that the expected
number of sub-samples S; with no adversarial sample is at most k/e. By Markov’s inequality, we
get that with a constant probability, more than k/2 sub-samples contain an adversarial sample yp
and thus the error is Q2(d log(n/d)/n). Therefore, all that remains to show is that there are at least
at least d indices in {1,...,7} for which z; ¢ C, Vi € T with constant probability. This follows
immediately from our choice of r and Lemma 14. |

We next consider the ERM strategy in which a uniformly random consistent hypothesis from H
is returned on a given input sample. Denote this ERM by Eiang.

Theorem 16 (Majority Voting Lower Bound for Random ERM) Foranyd > 1 andn > cd for
sufficiently large constant ¢ > 0, there exists a hypothesis class H of VC dimension d over a finite
input domain X, a target h* € ‘H and a distribution D over X, such that for any majority voter with
sub-samples of size at least t, there is a monotone adversary A that uses n clean and m = 2n/t

adversarial samples, such that the expected error of the majority voter on S ~ Advp px a(n,m)
and base learner E,qq is Q(dlog(n/d)/n).

Proof Our proof extends the proof of Theorem 15 and we only explain the modifications. We thus
assume that the reader has read the proof of Theorem 15.

First, we expand the universe by adding 1000 additional points {z1,...,z1000}. The target
hypothesis is still the constant 0 function. For each subset 1" of d indices among {1,...,r}, we
will first specify a template hypothesis h7 that determines labels on all points except 21, . . ., Z1000-

Concretely, hp(z;) = 1ifi € T, and hp(z;) = 0 otherwise. We set hr(yr) = 0 for the yp that

corresponds to 7" (see the previous proof), and set A(y7) = 1 otherwise. Finally, we add 1000 near-

identical copies of hy to 7. The copy hr ; takes the same values as hr on {x1, ..., Zp, Y1, . ., Y }.
d

On the points 21, ..., 21000 it takes the value 1 on z; and 0 elsewhere. In all, # comprises of all the

12
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hr ; functions across all T" and j, together with ~*. Observe that the VC dimension of H is at most
d+2.

We still consider the distribution D to be uniform over {z1,...,z,}, and employ the same
adversarial strategy as in the proof of Theorem 15. Following the analysis there further, there
is a constant probability that more than 51%/100 of the sub-samples Sy, ..., Sk contain a copy
of an adversarial sample yr with ground-truth label O; so, we condition on this event. Since
hp(yr) = 1 for any T" # T, the only hypotheses in H consistent with these sub-samples are
h* and hr 1, ..., hri000. Thus, for each of these (at least 51k/100 many) sub-samples, Eiang re-
turns a hypothesis predicting 1 on all of 7" with probability 1000/1001. In particular, if we consider
the first 51k/100 of these sub-samples, the expected number of hypotheses returned by Fr,ng that
predict 1 on all of T is at least 510k /1001. So, by Markov’s inequality, with a constant probability,
we have that at least k£/2 many of the returned hypotheses predict 1 on all of 7', meaning that the
expected error of the majority vote is at least 2(d log(n/d)/n) as required. [ |

4.2. Lower Bound against One-Inclusion Graph Algorithms

We now turn to proving lower bounds for OIG algorithms. Since the predictions made by an OIG
algorithm depend critically on the orientation of the edges chosen by the algorithm, we need to
define which orientation strategy we will prove lower bounds against. In the standard i.i.d. setting,
any orientation with maximum out-degree of ¢ gives an expected error of O(¢/n) (Haussler et al.,
1994). Combined with Theorem 11, it follows that for a class of VC dimension d, we can compute
an orientation with max out-degree d, and thus obtain an optimal expected error of O(d/n).

In light of the above, we consider the following natural orientation strategy: for a one-inclusion
graph G with vertex set V, let 7 be the smallest achievable maximum out-degree, i.e.

7 = min max out-degree(v),
o veV o
where out-degree, (v) denotes the out-degree of v under the orientation o. We consider the orien-
tation strategy OF, , that picks a uniformly random orientation o among all orientations that satisfy
maxyey out-degree, (v) = 7, i.e. an optimal max out-degree. For this orientation strategy, we

show:

Theorem 17 (Lower Bound for OIG) For any n > c for sufficiently large constant ¢ > 0, there
exists a hypothesis class H of VC dimension 1 over a finite input domain X, a target h* € H and
a distribution D over X, such that for the OIG algorithm with orientation strategy O}, ., there is a
monotone adversary that uses n clearn and m = n adversarial samples, such that the expected error
of the OIG algorithm is at least 1/4. Furthermore, for any 1 < k < ¢~ 'n, there is a monotone
adversary that uses n clean and m = cn/log(n/k) adversarial samples, such that the expected
error of the OIG algorithm with orientation strategy O, is Q(klog(n/k)/n).

Choosing e.g., k = n'~¢ for an arbitrarily small constant ¢ > 0 gives an adversary that uses
O(n/log(n)) adversarial samples and causes the OIG algorithm with orientation strategy Of, ; to
suffer an expected error of Q(n~¢).

Proof We start by presenting the lower bound with an adversary that uses n adversarial samples
and then generalize it to cn/log(n/k) samples.
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Consider the domain X = {z1,..., 2T, Y1,...Y2n}. Let H be the hypothesis class that for
every ¢ € {1,...,2n} has a hypothesis h; with h;(x;) = h;(y;) = 1if j = i and 0 otherwise. We
let the target hypothesis h* be the constant O function and add it to H as well. The VC dimension
of this hypothesis class is 1. We consider the distribution D that is uniform over {x1, ..., z2,}.

We now define the adversary A(D, h*). On a clean sample C' ~ D", it picks all x; € C and
adds in the corresponding point ;.

To analyze the expected error of the OIG algorithm with orientation strategy O, on the above

distribution and adversary, assume the algorithm receives a training sample S ~ Advp px 4(n, m)
and needs to make a prediction on a fresh point z; ¢ S (if x; € S, the OIG algorithm will be
correct on x;j). The event z; ¢ S happens with probability at least 1/2 since D is uniform over
2n points. Conditioned on this event, consider all the vertices V' in the graph G constructed by the
algorithm, which correspond to projections of all the hypotheses in H on the (unlabeled) points in
S U{z;}. For any h; € H, observe that if 2; € S, then h; predicts 1 on at least two points in
S, namely x; and y;. This implies that there is no edge between the all-0 vertex and the vertex in
V' corresponding to h;. Similarly, the vertex corresponding to h; also does not share an edge with
any vertex corresponding to hy, where ¢ # i and x, € S. Next, consider the hypothesis h;: since
xj ¢ S, h; predicts 1 on precisely z;, and 0 on all other points in S. There is thus an edge between
the vertex corresponding to ; and the all-O vertex, but no edge between the vertex corresponding
to h; and any vertex corresponding to by, where ¢ # j and z, € S. Finally, for any h; with z; ¢ S
and i # j, observe that h; predicts 0 on all of S U {x;}, hence collapsing to the all-O vertex. We
have thus argued that the only edge in the graph is the edge between the all-0 vertex and the vertex
corresponding to h; — every other vertex in the graph is isolated. An orientation o simply has to
orient this single edge, and for either of the two ways that it can orient it, the max out-degree of a
vertex in the graph is 1. Since ¢ is chosen uniformly at random among all orientations with smallest
max out-degree, with probability 1/2, this edge will be oriented away from the all-0 vertex, in which
case the algorithm mispredicts the label on x ;. We conclude that the expected error is at least 1/4.

To extend the above lower bound to » = ¢n/log(n/k) adversarial samples, we consider the
domain X = {x1,..., 2, y1,. ..y, with D uniform over {z1,...,x,}. We let H be as above, so
that # contains a hypothesis h; for i = 1,...,r making predictions h;(z;) = h;(y;) = 1if j =4
and 0 otherwise. We let h* be all-0.

We now define the adversary A(D, h*). On a clean sample C' ~ D" it picks all i € {1,...,r}
such that x; appears at least once in C' and adds in the point y;. This specifies the draw of S ~
Advp px a(n,m) form = r.

By the same arguments as above, we see that if the OIG algorithm is asked to predict the label
of a point zz; ¢ S, then the one-inclusion graph has precisely one edge in it connecting the all-0
vertex and the vertex corresponding to the hypothesis h;. We thus have that the OIG algorithm
errs with probability at least 1/2 on such x;. By the coupon collector argument in Lemma 14, we
have that with probability at least 1/2 over the draw of S, there are at least k points z; that do
not appear in S. Each of these may be drawn from D with probability 1/r, and causes the OIG
algorithm to incur an error 1/2. We conclude that the expected error of the OIG algorithm is thus
Q(k/r) = Q(klog(n/k)/n). [ |
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Appendix A. Proofs of Auxiliary Results

Proof [Proof of Lemma 14] Recall that » = c¢n/log(n/d) for sufficiently large constant ¢ > 0.
Define an indicator X; for each x;, taking the value 1 if x; ¢ S. Then Pr[X; = 1] = (1 — 1/r)"™.
For two distinct ¢ # j we have Pr[X; =1 | X; = 1] = (1 — 1/(r — 1))". Hence E[X;X;] =
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(1-1/r)"(1—-1/(r—1))". Wehave E[Y ", X;] =r(1 —1/r)" and

2
E (Z(Xi—(l—l/r)”)> -

i

> (BIX) = (1= 1/m)) + 3 (BRG] = (L= 1/r)™") =

i i#j
SO =1 = (=12 + 3= 1) = 1/ = 1) = (1= 1)) =
i i#j
T — 2\"
=Sy [(S2) ) <

r(1—1/r)" + r%i 1/r)%" <<1 + 3 i QT)H — 1> <
r(1—1/r)" +12(1 — 1/r)>" <exp <r2 f 2T) - 1) .

(using 1 +x < €%)

For c sufficiently large, we have n < (1/2)(r? —2r) and thus exp(n/(r? —2r)) < 1+2n/(r? —2r)
(using that exp(z) < 1 + 2z for 0 < z < 1/2); we conclude

2
E (Z(Xi —(- 1/r>”>) <

7

2n
1—1/r)" 4+ r%(1 —1/r)*. <

7( /r)" +r( /7) 35 =

r(1—1/r)" +7r2(1 —1/r)*"/16.

Here again, the last inequality holds for c sufficiently large. By Chebyshev’s inequality, we have
that

r(1—1/r)" +r%(1 —1/r)?"/16
(1/4)r2(1 = 1/r)%"

Pr

IN

ZXi < (1/2)r(1 - 1/r)”]

4
= =i YA

<exp(n/r)/r+1/4
= exp(log(n/d)c™)/r 4+ 1/4
<1/2.

where the last inequality holds for large enough constant ¢ > 0. We conclude by noting that
d < (1/2)r(1 — 1/r)™ under the assumptions of the lemma, and for large enough c. [
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