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Abstract

The problem of mutli-shot model privacy against an eavesdropper (Eve) in a dis-
tributed learning environment is investigated. The solution is found via evaluating
the Fisher Information Matrix (FIM) for the model learning problem for Eve.
Through a model shift design process, the eavesdropper’s FIM can be driven to
singularity, yielding a provably hard estimation problem for Eve. The solution
has time-varying shifts that prevent Eve from using the temporal correlation of
the updates to aid her in her estimation. A convergence test for Eve is designed to
determine if model updates have been tampered with. However, under a bounded
gradient dissimilarity assumption, the Block ModShift strategy passes the test
and thus the shifts are not detectable. Block ModShift is compared against a
noise injection scheme and shown to offer superior performance. We numerically
show the efficacy of Block ModShift in preventing temporal leakage in a setup
biased towards Eve’s learning ability where she uses Kalman smoothing to estimate
updates.

1 Introduction

In federated learning (see e.g. [8]), agents provide local model information to a global server while
maintaining privacy of the local data resident at each agent. However, inferences about an agent’s
data can still be made exploiting the shared local model updates, motivating the development of
additional strategies to ensure data privacy [3, 7, 1, 2]. Schemes like secure aggregation [3, 7, 21],
and differential privacy [1, 12, 22] address privacy of user data, but do not address the privacy of the
overall global model.

Recent work has begun to address the issue of model privacy[18, 5, 17, 11]. In [18], the model is
protected from the participating agents, but not eavesdroppers. In contrast, [5] protects the model
from eavesdroppers, but does not enable agent model learning. While [17] protects model privacy
from eavesdroppers, a very constrained scenario is considered: only a link between a single agent
and the global server (amongst many) can be compromised in order for the scheme to work. Herein,
we consider the problem of model privacy when all uplinks between the agents and the global server
are eavesdropped.

Our approach is inspired by the creation of statistically hard estimation problems for the eavesdropper
through signal shaping [4, 15, 14, 16]. In [4], wireless communications are made private through
randomizing the structure of the modulation. In [15, 14, 16], localization is made private by
modifying the channel perceived by the eavesdropper. The FIM of the estimation problem undertaken
by the eavesdropper is driven to singularity through transmitted signal precoding. Such an approach
is undertaken herein for the new problem of model privacy in federated learning or distributed
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Figure 1: System model for distributed optimization, model shift and eavesdropping.

optimization. As in [4, 15, 16], only a modest amount of information is shared with the global server
by the agents in order to achieve model privacy.

ModShift [11] introduces intentional model shifts in the updates shared with the global server,
effectively introducing model shifts into the perceived distributions of the data at each agent. However,
ModShift does not account for temporal correlation of updates which can be used by Eve to aid her
estimation problem. We propose Block ModShift which builds on ModShift and tackles the problem
of temporal correlation between updates by strategically selecting shift directions.

2 System Model

We consider a network consisting of K agents that communicate with a central server (Bob) to
collectively learn a global model w∗ ∈ Rd. An unauthorized receiver (Eve) tries to learn w∗ by
eavesdropping on the uplink communication between the agents and the server. Each agent has a
local dataset Dk ∈ R(d+1)×mk comprised of realizations of feature vectors, xk,i ∈ Rd, and their
corresponding labels yk,i. Let m =

∑K
k=1 mk.

The function l(w,xk,i, yk,i) represents the loss of the ith data sample of agent k. Our aim is to find
the w∗ that minimizes the global loss function at the server

F (w) =
1

m

K∑
k=1

mk∑
i=1

l(w,xk,i, yk,i). (1)

The gradient computed by agent k on dataset Dk with a weight w is given by,

gk(w,Dk) =

mk∑
i=1

∇l(w,xk,i, yk,i)

mk
. (2)

We use FedAvg [19] with a slight modification to find the parameter w∗. In iteration n, after
performing R steps of local gradient descent with weight w(n), the devices share the difference
between their resulting local model wk,R(n) and the global model w(n). This formulation introduces
an initial model shift due to random initialization and necessitates that Eve eavesdrop in every
communication round to attempt to reconstruct the model trajectory.

We assume that each agent uses an orthogonal channel for transmission of δk(n) to Bob, such as
orthogonal frequency-division multiplexing (OFDM) [6]. Under the assumption of white Gaussian
noise across the sub-channels and flat fading with known channel state information for both Bob and
Eve, the effective received signals per orthogonal channel in iteration n for each receiver is

yu
k
(n) = δk(n) + zu

k(n), (3)

where zu
k(n) ∼ CN (0,

σ2
u

hu
k (n)

2 I) is the distribution of the noise conditioned on the known channel
state hu

k(n) and u ∈ {B,E}. Both Bob and Eve wish to estimate the global model w∗ from their
received signals.
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In the sequel, we modify the transmitted signals, sharing this change over a secure channel 1 with
Bob, to mislead Eve to the incorrect model.

3 Block ModShift

The shift designs proposed in [11] exploit a single yE
k
(n) for fixed k to estimate δk(n). However,

updates are temporally correlated and Eve may use this to aid her estimation. Thus, we propose a
block version of ModShift to minimize temporal leakage. We make the following assumption:

Assumption 1. Eve treats δk(n) as a deterministic unknown.

Eve uses the following N observations to estimate δk(n)

yE
k
(n+ i) = Sk(n+ i)δk(n+ i) + zE

k (n+ 1), (4)

where i ∈ {0, · · ·N − 1}, Sk(j)
.
=

[
I + (uk(j)γk(j)

T )
]
∈ Rd×d and the shift introduced by agent

k in round j is given by uk(j)γk(j)
T δk(j). In the sequel, we propose a design for γk(j) and uk(j)

to pose a provably hard estimation problem for Eve when she uses the N observations given in (4)
for her estimation.

The exact functional relation between δk(n+ 1) and δk(n) is complicated to express and is also a
function of δi(n)∀i ̸= k and w(n). Thus, to overcome these challenges, we propose a worst case
design for our shifts against a strong adversary who has access to δi(n)∀i ̸= k and w(n). We let

δk(n+ 1) = ϕk,n(δk(n)) (5)

where ϕk,n(·) : Rd → Rd. For clarity of exposition, we drop the reference to δi(n)∀i ̸= k and
w(n) from ϕ(· · · ) since we assume that Eve has access to these values; thus, we treat these values
as constants. Note that while knowledge of δi(n)∀i ̸= k and w(n) may be enough information to
recover δk(n), we are only concerned with designing shifts that pose a hard estimation problem for
Eve when she uses δk(n+ 1) to estimate δk(n).

3.1 Shift Design

Consider R = 1 where R is the number of local gradient descent steps. We denote by JTi
(δk(n))

the FIM of δk(n) from yE
k
(n+ i). The combined FIM of δk(n) from the N observations given in

the signal model in Equation (4) is given by

JN (δk(n)) =

N−1∑
i=0

JTi
(δk(n)), (6)

Our aim is to design uk(j),γk(j) for j ∈ {n, · · · , n+N − 1} such that JN (δk(n)) is singular.

Proposition 1. JN (δk(n)) is singular when

1. γk(n+ j)Tuk(n+ j) = −1 ∀j ∈ {0, · · · , N − 1},

2. ∂ϕk,n+j(δk(n+j))
∂δk(n+j) αk(n+ j)uk(n+ j) = uk(n+ j + 1) ∀j ∈ {0, · · · , N − 1},

where αk(n+ j) is a non-zero scalar which can be chosen to control the magnitude of uk(n+ j+1).

Proof. See Appendix A.1

Condition 1 in Proposition 1 can be met by properly designing γk(n), however, Condition 2 requires
knowledge of the function ϕk,n(·). We now find an approximation for ϕk,n(·) and thus ∂ϕk,n(δk(n))

∂δk(n)

for R = 1.
1Note that communication privacy for a modest amount of shared information can be achieved via the

methods in [4, 15].
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Proposition 2. For a first order Taylor series approximation of ϕk,n(·),

∂ϕk,n (δk(n))

∂δk(n)
≈ I − η

mk

m
Hk(n), (7)

where Hk(n) is the Hessian of the local loss function evaluated at w(n).

Proof. See Appendix A.2

Note that when working with R > 1, each device must keep track of the shift direction in every local
gradient descent step. While the functional relationship between consecutive local gradient updates is
different from the relationship considered in Proposition 2 due to the updates of other devices not
being present, the partial derivative of the approximation is the same since Proposition 2 assumes the
updates from the other devices are known. For local gradients, the same approximation may be used
with mk = m. Algorithm (1) presents Block ModShift when R ≥ 1. Block Modshift also requires
the devices to share uk(n) with Bob in each round. While this does not require a secret channel, it
adds to the communication cost. Note that we assume that Eve knows hE

k (n) and Eve may even know
γk(n). In Section 4, we show that despite knowing these quantities, Eve’s performance is degraded.

3.2 Convergence

Under ideal conditions where σE , σB → 0, Eve expects ||w(n + 1)E −w(n)E || → 0 when Bob
converges. Eve can use this as a test to investigate if gradients have been tampered with. We show
that our scheme passes this test despite the addition of shifts. A similar result can be shown for
non-zero σE , σB . In order to show our convergence result, we make the following assumption:
Assumption 2. (G,B)-BGD or bounded gradient dissimilarity [9]: there exist constants G ≥ 0 and
B ≥ 0 such that

K∑
i=1

∣∣∣∣∣∣mk

m
gk(w,Dk)

∣∣∣∣∣∣2 ≤ G2 +B2

∣∣∣∣∣
∣∣∣∣∣

K∑
k=1

mk

m
gk(w,Dk)

∣∣∣∣∣
∣∣∣∣∣
2

∀w. (8)

Since δk(n) = −ηgk(w(n),Dk), the above assumption also holds for all δk(n) with Geff = ηG.
Proposition 3. Given ||w(n+ 1)−w(n)|| ≤ ϵ, Eve’s weights are bounded as

||w(n+ 1)E −w(n)E || ≤ ϵ(1 + maxk ||uk(n)||maxk ||γk(n)||α(n)) (9)

where α(n) =
∑K

k=1

mk
m ||δk(n)||

||∑K
k=1

mk
m δk(n)|| is bounded under a (0, B)-BGD assumption.

Proposition 3 provides an upper bound on ||w(n + 1)E − w(n)E || if ||γk(n)|| and ||uk(n)|| are
bounded.

4 Simulation Results

In this Section, we evaluate the performance of Block ModShift on a synthetic dataset and on the
MNIST dataset. Unless otherwise mentioned, Eve simply uses yE

k
(n) as defined in Equation (4) to

update her weights. We also demonstrate the efficacy of Block ModShift in tackling the problem of
Eve using temporal correlations for her estimation.

4.1 Eve’s strategy

We consider the case where Eve is aware of the strategy being followed by the agents and constructs
a learning setup which is designed to favor Eve’s estimation ability. We consider a linear regression
problem on a synthetic dataset with 1 agent and we set R = 1. Thus, δk(n+ 1) is only a function of
w(n) and δk(n), removing the dependence on the updates of other devices. Setting R = 1 implies
that Eve observes all the updates. The data vectors xi are of dimension d = 60 and are Gaussian
distributed with mean 0 and identity covariance matrix. The weight vector w = [1, 2, · · · , d]T is
fixed and labels for each data vector are generated as yi = wTxi + ni where ni is a zero-mean
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Algorithm 1 Block ModShift

1: Server executes:
2: Initialize w(0), {u1(0), . . . ,uK(0)}
3: for each round n = 0, 1, . . . , N − 1 do
4: for each client k in parallel do
5: wk,0(n)← w(n)
6: uk,0(n)← uk(n)
7: for each local epoch r from 0 to R−1

do
8: wk,r+1(n) = wk,r(n) −

ηgk(wk,r(n),Dk)
9: if r < R− 1 then

10: uk,r+1(n) ← (I −
ηHk,r(n))uk,r(n)

11: else
12: uk,R(n) ← (I −

ηmk

m Hk,R−1(n))uk,R−1(n)
13: end if
14: end for
15: δk(n)← wk,R(n)−w(n)
16: Transmit [I +

(uk,R−1(n)γk(n)
T )]δk(n) and uk,R−1(n)

17: Share γk(n)
T δk(n) secretly with

Bob
18: uk(n+ 1)← uk,R(n)
19: end for
20: w(n+ 1)← w(n) +

∑K
k=1

mk

m δk(n)
21: end for
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Figure 2: Left: Algorithm for Block ModShift. Right: Performance comparisons under different
configurations.

Gaussian random variable with standard deviation 0.1 for all i. The agent has a dataset of size 1, 500.
We set σB

(hB
k (n))

= σE

(hE
k (n))

= 0.1 ∀k, n and wBob(0) = wEve(0) = 0 where 0 ∈ Rd is the zero
vector. Since we consider 1 agent, we drop the subscript k.

Let X = [x1, · · · ,xm]
T ∈ Rm×d be the data matrix and y = [y1 · · · ym]T be the label vector. We

assume that Eve knows XTX and S(n). Note that the relation between δ(n+ 1) and δ(n) is linear.
Thus, we have the following

δ(n+ 1) =

(
I − 2η

m
XTX

)
δ(n), (10)

yE(n) = S(n)δ(n) + zE(n). (11)

Eve can use Kalman smoothing [20], where δ(n) is the state vector and yE(n) is the output vector
as defined in [20], on δ(i), i ∈ {1, · · ·T} where T is the number of iterations, to estimate all the
updates from the above equations. We also consider a windowed Kalman smoothing approach to
investigate the effect of the block size N on the estimation. For the windowed Kalman smoother,
Eve performs Kalman smoothing on {δ(i), · · · ,min(δ(i+N − 1), δ(T ))} ∀1 ≤ i ≤ T and takes
as output the smoothed estimate of δ(i). This allows us to see how Eve’s estimate varies as more
future observations are used for estimation.

Figures 2 shows Eve’s loss as a function of iterations when ModShift and Block ModShift respectively
are used with varying estimation block sizes, with Kalman smoothing on all updates and if she does
not do any estimation (ModShift and Block ModShift). We observe that N = 10 gives almost no
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Figure 3: Comparison of accuracy with Block ModShift and noise addition scheme

additional benefit to Eve in both cases. While increasing N does improve Eve’s performance when
ModShift is used, the loss is still high. On the other hand, we observe that none of the schemes
benefit from using future data when Block ModShift is used by agents. Thus, Block ModShift
effectively addresses the shortcoming of ModShift which is to mitigate Eve’s performance when she
uses temporal correlations for estimation.

Note that despite a biased learning setup created to strengthen Eve’s estimation capability, her
performance is limited in ModShift and completely restricted in Block ModShift. In both cases, her
loss is 3 orders of magnitude larger than Bob’s loss.

4.2 Logistic Regression

We test Block ModShift on the MNIST dataset [13] for handwritten digit recognition. The training
data consists of 60, 000 images which are 28× 28 size grayscale images. They are equally divided
between 10 devices with each device getting an equal number of images of each number. The
pixel values are normalized to lie between 0 and 1. We use logistic regression for the multiclass
classification task and use the cross entropy loss. The classes are C = {0, 1, 2, · · · , 9}. Let
w ∈ R784×10 be the weight matrix and wj be the column j of w which is the weight corresponding
to class j. We set σB

(hB
k (n))

= σE

(hE
k (n))

= 0.1 ∀k, n and wBob(0) = wEve(0) = 0 where 0 ∈ Rd×d

is the zero matrix. The noise variance for the downlink transmission from Bob to agents is also set to
0.1. The learning rate is η = 0.8 and the number of local gradient rounds is R = 10. We set

γk(n) = −
uk(n)

||uk(n)||2
+

(
I − uk(n)uk(n)

T

||uk(n)||2

)
θk(n) (12)

where each entry of θk(n) is drawn independently from a uniform distribution over [0, 100] and
αk(n) is chosen to ensure that uk(n+1) has magnitude 1. We compare ModShift to a noise injection
scheme where each agent adds a noise vector to the differences δk(n). The noise injection scheme is
inspired by differential privacy [1]. While we do not formally enforce differential privacy since we
do not perform gradient clipping, the added noise serves to obscure individual updates. We consider
Gaussian noise with covariance matrix β2I and Laplace noise with scale matrix λI . The d elements
of the noise vector are shared with Bob via the secret channel.

Figure 3 shows a plot comparing the accuracy of the different schemes on the MNIST training dataset.
We observe that Block Modshift leads to the worst performance for Eve. In the presence of Block
ModShift, Eve’s classification performance is about 10% which is equivalent to random guessing.
We also note that the cost of sharing the noise vectors secretly with Bob is large since d = 7, 840 as
opposed to Block ModShift which requires the sharing of a scalar. Furthermore, the noise addition
scheme does not pass the convergence test proposed in Section 3.2, and thus Eve will be able to detect
that Bob is engaging in a privacy preserving scheme.
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5 Conclusions

We introduced a dynamic shift based approach to preserve model privacy against an eavesdropper Eve
in a federated learning or distributed optimization environment when she uses the temporal correlation
of updates to estimate updates. We derived the FIM for the shifted updates and theoretically identified
a family of shift designs which drives the FIM to singularity. We also proposed a convergence test
which Eve may use to identify tampered gradients and showed that our scheme passes this test.
We compare Block ModShift with a noise addition scheme and observe that Block ModShift leads
to a worse accuracy of 10% on the MNIST dataset which is equivalent to random guessing and
demonstrated Eve’s inability to use temporal correlations in her estimation.
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A Appendix

We first present a lemma which will be used to prove Proposition 1.

Lemma A.1. Recall that for a general Gaussian model where x ∼ CN (µ(θ),C(θ)), and we
estimate the parameter θ from x, the Fisher Information Matrix is given by [10]

[J(θ)]ij = 2Re
{[

∂µ(θ)†

∂θi

]
C−1(θ)

[
∂µ(θ)

∂θj

]}
+ tr

[
C−1(θ)

∂C(θ)

∂θi
C−1(θ)

∂C(θ)

∂θj

]
. (13)

Lemma A.1 provides the expression for the FIM for parametric mean estimation in a Gaussian model.

A.1 Proof of Proposition 1

Proof. We substitute θ = δk(n) and µ(δk(n)) = Sk(n+ i)δk(n+ i) (note that we will represent
δk(n+ i) as a function of δk(n) in the sequel) into Equation (13) and observe that C(δk(n)) = σ2I
is not a function of δk(n); thus, the trace term is 0. The FIM is given by

JTi
(δk(n)) =

2hE
k (n)

2

σ2
E

[
∂δk(n+ i)

δk(n)

]T
Sk(n+ i)TSk(n+ i)

[
∂δk(n+ i)

δk(n)

]
. (14)
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Simplifying
[
∂δk(n+i)
δk(n)

]
,

∂δk(n+ i)

∂δk(n)
=

∂δk(n+ i)

∂δk(n+ i− 1)

∂δk(n+ i− 1)

∂δk(n+ i− 2)
· · · ∂δk(n+ 1)

∂δk(n)
, (15)

=

i−1∏
j=0

∂ϕk,n+j(δk(n+ j))

∂δk(n+ j)
(16)

We note that if the condition 2 in Proposition 1 is satisfied with αk(n) = 1∀n,
i−1∏
j=0

∂ϕk,n+j(δk(n+ j))

∂δk(n+ j)
uk(n) =

i−1∏
j=1

∂ϕk,n+j(δk(n+ j))

∂δk(n+ j)
uk(n+ 1) (17)

.

.

=
∂ϕk,n+i−1(δk(n+ i− 1))

∂δk(n+ i− 1)
uk(n+ i− 1), (18)

= uk(n+ i). (19)

Thus,

JTi(δk(n))uk(n) =
2hE

k (n)
2

σ2
E

[
∂δk(n+ i)

δk(n)

]T
Sk(n+ i)TSk(n+ i)uk(n+ i). (20)

If condition 1 in Proposition 1 is also satisfied, then Sk(n+ i)uk(n+ i) = 0 which implies

JTi
(δk(n))uk(n) = 0. (21)

Thus, uk(n) lies in the nullspace of JTi
(δk(n)) for i ∈ {0, · · · , N − 1}, which implies that the sum

of these matrices is also singular. Note that αk(n) = 1∀n is not necessary, the above can be shown
for arbitrary non-zero αk(n).

A.2 Proof of Proposition 2

Proof. We note that

δk(n+ 1) = −ηgk(w(n+ 1),Dk). (22)

We now use the Taylor series expansion

δk(n+ 1) = −η [gk(w(n),Dk) +∇gk(w(n),Dk)(w(n+ 1)−w(n)) + h.o.t.] (23)

≈ −η

gk(w(n),Dk) +∇gk(w(n),Dk)

K∑
j=1

mj

m
δj(n)

 , (24)

= δk(n)− η
mk

m
Hk(n)δk(n)− ηHk(n)

K∑
j=1,k ̸=i

mj

m
δj(n). (25)

Since δi(n)∀i ̸= k are known vectors,

∂ϕk,n (δk(n))

∂δk(n)
≈ I − η

mk

m
Hk(n). (26)

A.3 Proof of Proposition 3

Proof. Given ||w(n+ 1)−w(n)|| < ϵ,

=⇒

∣∣∣∣∣
∣∣∣∣∣

K∑
k=1

mk

m
δk(n)

∣∣∣∣∣
∣∣∣∣∣ < ϵ. (27)
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||w(n+ 1)E −w(n)E || =

∣∣∣∣∣
∣∣∣∣∣

K∑
k=1

(mk[δk(n) + fk,n(δk(n))uk(n)])

m

∣∣∣∣∣
∣∣∣∣∣ , (28)

(a)

≤ ϵ+

∣∣∣∣∣
∣∣∣∣∣

K∑
k=1

mk

m
γT
k (n)δk(n)uk(n)

∣∣∣∣∣
∣∣∣∣∣ , (29)

(b)

≤ ϵ+

K∑
k=1

∣∣∣∣∣∣mk

m
γT
k (n)δk(n)uk(n)

∣∣∣∣∣∣ , (30)

(c)

≤ ϵ+max
k
||uk(n)||

K∑
k=1

∣∣∣mk

m
γT
k (n)δk(n)

∣∣∣ , (31)

(d)

≤ ϵ+max
k
||uk(n)||

K∑
k=1

∣∣∣∣∣∣mk

m
δk(n)

∣∣∣∣∣∣ ||γk(n)|| , (32)

(e)

≤ ϵ(1 + max
k
||uk(n)||max

k
||γk(n)||α(n)), (33)

(34)

where (a) and (b) are due to the triangle inequality and Inequality (27) which is a bound on the norm
of Bob’s update, (c) from the simplifying of the norm of a scalar multiple of a vector and (d) from the
Cauchy-Schwarz inequality; finally Inequality (27) is used.
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