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ABSTRACT

We show that differentially private full fine-tuning (DP-FFT) can distort pre-
trained backbone features based on both theoretical and empirical results. We
identify the cause of the distortion as the misalignment between the pre-trained
backbone and the randomly initialized linear head. We prove that a sequential
fine-tuning strategy can mitigate the feature distortion: first-linear-probing-then-
fine-tuning (DP-LP-FFT). A new approximation scheme allows us to derive ap-
proximate upper and lower bounds on the training loss of DP-LP and DP-FFT, in
a simple but canonical setting of 2-layer neural networks with ReLU activation.
Experiments on real-world datasets and architectures are consistent with our the-
oretical insights. We also derive new upper bounds for 2-layer linear networks
without the approximation. Moreover, our theory suggests a trade-off of privacy
budget allocation in multi-phase fine-tuning methods like DP-LP-FFT.

1 INTRODUCTION

Today, many differentially-private (DP) machine learning pipelines proceed in two phases: (1) A
model is pre-trained (non-privately) on a public dataset. (2) The model is then fine-tuned on private
data, using DP optimization techniques such as DP stochastic gradient descent (DP-SGD) and its
variants (Hoory et al., 2021 De et al., [2022; [Tang et al., 2023 Zhang et al., 2024b). Pre-training a
backbone model on public data enables differentially private fine-tuning to achieve improved per-
formance across various downstream tasks (Yu et al.,[2022)) and is proven to be necessary in some
cases (Ganesh et al., 2023a)).

Despite these advances, the effect of DP on fine-tuning training dynamics remains poorly under-
stood. Several key questions are yet to be answered: (1) how does randomness (both of initialization
and DP optimization) impact the pre-trained representations? (2) What are the convergence rates of
common fine-tuning methods, such as DP full fine-tuning (DP-FFT) and DP linear probing (DP-LP,
where feature representations are frozen, and only the linear head is fine-tuned)? (3) Prior work
suggests that combining an early stage of DP-LP with a later stage of DP-FFT yields better privacy-
utility tradeoffs (Tang et al., 2023)), yet there is no theoretical understanding of this phenomenon,
nor is it clear how to optimally combine these fine-tuning methods.

Answering these questions theoretically requires an analysis that can capture the fine-grained opti-
mization dynamics of DP fine-tuning. We seek a model of DP finetuning that satisfies 2 properties.

1. Architecture-sensitivity: The convergence dynamics must differentiate between representa-
tion learning in the backbone and learning in the linear head. The analyses of Bassily et al.
(2014)/Wang et al.| (2022),Fang et al.| (2023))/Ganesh et al.| (2023b) focus only on the network’s
dimension, failing to capture this distinction.

2. Ability to model nonlinearities: The model should account for the nonlinearities introduced by
multi neural layers, unlike existing methods that simplify analysis by linearizing neural networks
(Ye et al.,|2023a; [Wang et al.| [2024).

We propose a novel approximation of DP-SGD training dynamics based on linearizing Langevin
diffusion around the noise term. This approach offers new insights into DP fine-tuning and signif-
icantly simplifies analysis by converting stochastic differential equations into ordinary differential
equations (ODEs). We validate our theoretical predictions with real experiments.
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Figure 1: Left: Backbone feature quality evaluated by top-1 kNN accuracy on the downstream task,
for ResNet-50, through public pre-training on ImageNet-1K and differentially private fine-tuning on
STL-10. Right: Privacy budget trade-off in DP-LP-FFT, predicted in our theory, for WideResNet-
16-4 on CIFAR-10 (Tang et al., [2023]).

Main contributions. In summary, our key contributions are:

1. New approximation technique: In Section 2] we derive a first-order ODE via an asymptotic
expansion of the stochastic noise in Langevin diffusion. Unlike previous methods, which lin-
earize neural network parameters, our technique preserves the multi-layer structure of deep
learning models while simplifying the analysis. This approach, commonly used in physics and
control theory (Skorokhod et al.l 2002, is novel in the context of private machine learning and
bridges the gap between non-private neural network theory and the private regime.

2. Understanding of feature distortion: In Section [3| we provide a theoretical understanding
of how DP fine-tuning affects feature representations. Using our approximation, we prove
that, in 2-layer ReLU networks, randomly initialized linear heads distort pre-trained backbone
features in the early stages of DP-FFT. Empirically Figure [I] demonstrates that feature quality
evaluated on private data initially degrades during DP-FFT but later improves and surpasses
pre-fine-tuning quality. Our theory also predicts that running a single epoch of DP-LP before
transitioning to DP-FFT can mitigate this initial feature distortion, as shown empirically in
the DP-LP-FFT curve of Figure [1| (left). This insight extends the findings of [Kumar et al.
(2022), who showed that LP-FFT reduces feature distortion in non-private, OOD scenarios, to
in-distribution settings for both DP and non-DP cases.

3. Theoretical convergence bounds: In Section 4] we present new upper and lower bounds on
the training loss of DP-LP and DP-FFT for 2-layer ReLU networks using our approximation
technique. We also prove upper bounds for 2-layer linear networks without the approximation.
To the best of our knowledge, this is the first convergence analysis of DP-SGD on non-linear
neural network architectures.

4. Mitigating feature distortion by combining fine-tuning methods: Prior work by |Tang et al.
(2023) empirically showed that combining DP-LP and DP-FFT (DP-LP-FFT) can achieve bet-
ter test accuracy than either method alone. In Figure we demonstrate that allocating ap-
proximately 20% of the privacy budget to DP-LP yields optimal test accuracy. In Section [} we
provide a partial theoretical explanation for this phenomenon. Specifically, our bounds suggest
that DP-FFT may underperform relative to DP-LP at lower privacy budgets, while DP-LP-FFT
can outperform both methods under moderate privacy budgets. These predictions are empiri-
cally verified across various architectures and benchmarks in Section[5.3]

1.1 RELATED WORK

Similar empirical phenomena have been explored in non-private, out-of-distribution (OOD) contexts
by |Aghajanyan et al.| (2021), [Kumar et al.| (2022), [Trivedi et al.| (2023), and |Chen et al.| (2024)).
Kumar et al.| (2022) demonstrated that non-DP fine-tuning distorts pre-trained features, leading to
degraded OOD performance. But their theory relies on the assumption that OOD test data exists in
an orthogonal subspace to the fine-tuning training data, leaving their results unable to explain why,
in many transfer learning tasks, linear-probe fine-tuning (LP-FFT) still outperforms both LP and full
fine-tuning (FFT) in in-distribution (ID) settings. Our work seeks to fill this research gap.
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Wang et al.| (2024) examined how pre-trained representations enhance DP fine-tuning within the
neural collapse framework, though their analysis was restricted to the final layer. Meanwhile, [Tang
et al.| (2023) empirically observed the privacy budget trade-off for WideResNet models pre-trained
on synthetic data, but without accompanying theoretical insights.

Analyses by [Wang et al.| (2019), [(Chen et al.| (2020a)), Ganesh et al.[|(2023b), and |Fang et al.| (2023))
rely on standard convexity/non-convexity and smoothness assumptions, which abstract away the
simultaneous dynamics between the backbone and linear head. Other works (Ye et al., 2023b; [Wang
et al., [2024) focus on linearized models, limiting their ability to capture the nuanced interactions
between these components. Our explanation of representation alignment builds on the theoretical
foundation of [Min et al.| (2024), which we extend to a DP context using novel approximation tools.

2 CONTINUOUS MODELING OF DIFFERENTIALLY PRIVATE FINE-TUNING

Notation. We use 0 to denote both the deterministic and stochastic differential operators. The
dot product between vectors z,y is = ' y, the Euclidean norm of vector z is ||z|2, and the infinity
norm is ||z|lc. The trace of a matrix is denoted by tr, and the ReLU activation is ¢. For any
twice differentiable function f(x), its gradient is denoted V. f and its Hessian as H, f. L| denotes

the disjoint union. [i] := {1,...,4}. The cosine similarity between two vectors u, v is defined as

v

u
cos(u, V) = e
(u,v) lwllzl[vll2

. We denote the privacy cost estimated by Rényi divergence as r.

DP-SGD Dynamics. Differential privacy (DP) is a widely used framework for evaluating privacy
leakage in a dataset accessed through queries (Dwork & Roth, |2014). In machine learning, DP
ensures that an adversary cannot confidently determine whether specific training samples are part
of the dataset. Differentially Private Stochastic Gradient Descent (DP-SGD), introduced by |Abadi
et al.|(2016), is the standard algorithm for training deep neural networks while maintaining privacy.

Our fine-tuning theory is built on an analysis of DP-SGD dynamics. Although real-world algo-
rithms are discrete, continuous approximations—such as stochastic differential equations (SDE)
like Langevin diffusion—are often used to study these dynamics (Chourasia et al., 2021 |Ye et al.,
2023b). In a similar vein, Kumar et al.| (2022) use gradient flow, a continuous approximation of
SGD, to study fine-tuning in a non-private context.

Definition 2.1 (Langevin diffusion (Ganesh et al., [2023b)). Langevin diffusion is an SDE that
models the dynamics of a system influenced by both deterministic and random forces (Lemons
& Gythiel, [1997). For DP-SGD, we define an p-dimensional Langevin diffusion as follows:

00 = —VoL(0]f)0t + V2020Q,, (1)

where § € RP? represents the neural network parameters, f is the network architecture, L(-|f) :
RP — R is the training loss, and o > 0 is the noise multiplier (Abadi et al.| [2016). {Q;};>0 is the
standard Brownian motion in R™ modeling the Gaussian noise mechanism.

By 1t6’s lemma (Itol [1951])), the Langevin diffusion of the training loss is given by
oL = [—||VeL(O|F)||3 + o*tr(HoL)] Ot + V202(VoL(0|f)) T Q. 2)
Ye et al.|(2023b) study how random initialization affects DP-SGD performance in linearized neural

networks via Langevin diffusion. To facilitate theoretical analysis, they linearize the entire neural
network using 1%-order Taylor expansions at the initial parameter 6.

f@) ~ i) = f@)| D] ey, 3

0=0, o 0=06,

Recently, this linearization technique has gained popularity for explaining key deep learning phe-
nomena (Ortiz-Jimenez et al., [2021). However, fully linearizing the model removes critical multi-
layer interactions, making this approach unsuitable for our analysis.

To address this, we treat the optimization trajectory as a dynamical system and consider noise in
gradient updates as random perturbations. Applying a zeroth-order asymptotic expansion of Equa-
tion (E]) with respect to the noise multiplier o (Freidlin et al.l2012), we approximate:

00~ 00 =~V L (4]f) or. 4)
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This zeroth-order expansion simplifies the analysis of complex, stochastic, and non-linear equations.
By substituting the approximate parameter 6 into Equation , our modeling preserves the noisy
behavior characteristic of DP-SGD.

3 REPRESENTATION ALIGNMENT

In this section, we introduce the concept of representation alignment, present our theoretical find-
ings, and validate them with experiments. Representation alignment refers to the process by which
the classification head aligns itself with the pre-trained backbone features. During the DP-FFT pro-
cess, this alignment creates a characteristic trend in feature quality: initially, the randomly initialized
linear head distorts the pre-trained features, but as it better aligns with the backbone, the distortion
diminishes, and the overall quality of the backbone features improves over time.

3.1 THEORY

Our goal is to understand (1) how does DP fine-tuning distort the pre-trained features in the back-
bone, and (2) under what conditions this distortion can be mitigated. We consider the simple binary
classification setup from Min et al.| (2024), which provides a clear and intuitive understanding of
representation alignment. The results generalize to our experiments in Section[3.2] Specifically, we
use a 2-layer fully-connected neural network with h hidden nodes and ReLLU activation ¢,

h
@) =vTg(a) =vTo(WTz) = 3 vp(w] z). 5)
j=1

-? “ fine-tuning on a dataset D := {(z4,y:)}*_, with n inputs z; € R%, and
binary labels y; € {—1,1}. The objective is to minimize the training
loss L(0|f) = Y., (yi, f(x;)), using the exponential loss (y,y) :=
exp(—y¢). Similar results hold for logistic loss (Min et al., 2024). For sim-
plicity, we make the following assumption.

T

Assumption 3.1 (Data correlation (Min et al.| [2024))). For any pair of data
(xi,vi), (x,y;), the inputs are positively/negatively correlated if the labels

Figure 2: Visual-  are the same/different.
ization of Assump-

: T
tion[3.1} inf | (y1y2) - S T > 0. (6)
i.j€n] 21|27zl

We define two cones in R% that separate subspaces spanned by data points in the positive and
negative classes, respectively: Sy = {z € R% : Vi € [n],I,r,oo =L,=1},5- = {z e R% : Vi €

[n], 1,7 .0 = Iy,=—1}. Min et al|(2024) prove that S, N S_ =0, andz; € S,/ ify; =1/ -1
(see Figure . We define the mean data directions of class ¢ € {—1,1} by Z. := Zie[n] ;- Ly, =

We assume that a “clustering” behavior emerges in the pre-trained features, which allows the features
to work well in transfer learning (Galanti et al., 2022)). This phenomenon is well-documented in the
neural collapse literature (Kothapalli, [2023)), suggests that pre-trained features w; tend to converge
around the mean direction for data in class ¢(5).

Assumption 3.2 (Collapsed neural features). For each w; in Equation (5) where j € [h] (with h
denoting the dimension of the linear head), it holds that w; € S or w; € S_. We define c(j) = 1
ifw; € Sy, and ¢(j) = —1if w; € S_. Thus, there is a partition [h] = F.; LI F_ over the index set
[h], such that for each w;,

jeF_ifw; e S_.

Feature quality. Assumption says that data with positive label (resp. negative) only activates
the j-th neuron if j € F (resp. j € F_). As a result, any positive data pair, (x,y) and (x,y’)
with y = 3/, activate the same set of neurons. From a contrastive learning viewpoint, it makes the
representations of them semantically similar (Saunshi et al., 2019). Namely, when the features w;
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and data inputs x; are normalized unit vectors, the difference between representations of a positive
data pair is bounded by:

lg(x) — g(2)|loo < max cos(wj,;), (®)
yi=c(j)=y

which represents the maximum cosine similarity between the features w; and the data points.

However, FFT or DP-FFT with random initialization may reduce the feature quality.

Theorem 3.3 (Random initialization causes feature distortion). If Assumption [3.1] and Assump-
tion hold, and the linear head is randomly initialized by vy ~ N(0, BInxp), then with prob-
ability 1 — 27", V3 > 0,35 € [h],At > 0 such that during the time interval (0, At), DP-FFT
distorts w; reducing its alignment with the data cluster. The cosine similarity between w; and the
data cluster mean I ;) decreases monotonically:

%cos (wj,ic(j)) <0, Vte(0,At) 9
t

For a pre-trained w; that aligns with ¢(j)-labeled data, DP-FFT (as modeled by Equation ) makes
it deviate from Z.(;), the mean direction of those data. w; is optimal when cos(wj, 506(]-)) = 1.
This result holds for both DP and non-DP settings and explains the potential feature distortion ob-
served in in-distribution and non-private settings, such as those studied by Kumar et al.|(2022)). The
stochastic analysis of non-smooth loss, activation, cosine similarity functions is challenging without
our approximation.

Next, we show that running (DP-)LP before (DP-)FFT could mitigate feature distortion.

Theorem 3.4 (DP-LP first mitigates feature distortion). Suppose Assumption [3.1] and Assump-
tion hold, and the linear head is randomly initialized by vo ~ N0, BInxp) for any 8 > 0.
There exists At > 0 such that after running DP-LP for time At, switching to full fine-tuning ensures
that DP-FFT does not distort the pre-trained features. Specifically, cos(wj, T.(;)) is non-decreasing
forall j € [h):

%cos (wj,gfc(j)) >0, Vte (At,+o0) (10)
t

See complete proofs of Theorem [3.3]and Theorem [3.4]in Appendix [C.1]

3.2 EXPERIMENTS

In this section, we show empirical evidence supporting Theorems [3.3]and [3.4]

Pre-training and Model. We pre-train Vision Transformers (ViT) and ResNet-50 backbones on
ImageNet-1K using Self-Supervised Learning methods, including BYOL (Grill et al., [2020) and
MoCo v2 (Chen et al., [2020b), as well as distillation methods (Touvron et al.| 2021). Then we
fine-tune the backbone with a linear classification head on CIFAR-10 and STL-10 using DP-SGD.

Experiment protocols. We conduct public pre-training for 100 epochs with a batch size of 256.
Following this, we implement DP-SGD using the pre-trained weights and a randomly initialized
linear head for 30 epochs. Each DP fine-tuning process is repeated with 5 random seeds and a batch
size of 1000. We evaluate the backbone features on both the pre-training and fine-tuning datasets,
measuring feature quality through top-1 kNN accuracy (Chen et al., 2023)).

Private fine-tuning initially distorts features. Figure [3| qualitatively visualizes the effect of DP-
FFT on feature quality with respect to the private test data. We pre-train (BYOL) a ResNet-50
backbone on ImageNet-1K and DP fine-tune (DP-SGD, € = 1) it on STL-10. We qualitatively assess
the features of the private test data within the ResNet-50 backbone by visualizing the backbone
mappings (outputs from the penultimate layer) of data points using UMAP (Mclnnes et al., [2020).
For simplicity, we only plot 3 classes in CIFAR-10.

Figure [3| indicates that during the initial phases of DP-FFT, the randomly initialized linear head
interferes with the pre-trained features in the backbone network, leading to a degradation in feature
quality on both the pre-training and fine-tuning datasets. This observation validates Theorem [3.3]
Concurrently, the linear head begins adapting to these pre-trained features, a process we refer to as
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Figure 3: We pre-train (BYOL) a ResNet-50 backbone on ImageNet-1K and DP fine-tune (DP-
SGD, ¢ = 1) it on STL-10. We qualitatively evaluate the features in the ResNet-50 backbone by
visualizing the backbone mappings (penultimate layer outputs) of data points via UMAP (Mclnnes
et al} [2020). These results suggest that DP-FFT distorts feature quality before improving it, as
predicted by Theorem [3.3]

“representation alignment.” As this alignment progresses, the backbone starts to regain a portion
of its original feature quality, which had been degraded by DP noise and shifts in data distribution.

Linear probing mitigates feature distortion. To illustrate the benefits of linear probing, we first
run DP-LP for 1 epoch before transitioning to DP-FFT for the remaining epochs. In the initial steps
of DP-FFT, the feature distortion is significantly weaker (Figure [Ta) if we first run DP-LP. This
supports the claim of Theorem [3.4]

We also evaluate features on the pre-training domain (see Figure[3).

4 DP FINE-TUNING CONVERGENCE RATES

Section [3|showed that DP-LP-FFT can mitigate feature distortion. A natural question is, for a fixed
privacy budget, how do DP-LP and DP-FFT affect the convergence of fine-tuning loss function? We
study this question under two models: (1) our zeroth-order approximation of Langevin diffusion
(Section A1), and (2) a two-layer neural network without our zeroth-order approximation (Section
[@1.1). The second result will be used to study the budget allocation of DP-LP-FFT in Section[5] To
our knowledge, these are the first convergence guarantees (approximate or not) for DP fine-tuning
on explicit nonlinear neural network architectures.

Privacy guarantees We begin by establishing the privacy guarantees of Langevin diffusion by
bounding the Rényi divergence of its trajectory distributions on neighboring datasets (Mironov,
2017). Both |Ganesh et al.|(2023b) and |Ye et al.| (2023b) show that the Rényi divergence increases
linearly over time. We use this guarantee for all fine-tuning variants.

Theorem 4.1 (Rényi privacy guarantee (Ganesh et al., 2023b)). Suppose we initialize a pair of
neural network parameters 0,60' by some i.i.d. distributions ©, ©f. We fine-tune 6,0’ respectively
on neighboring datasets D, D' via Langevin diffusion. Denote the distribution of the trajectory of
0 by ©o,1) over [0, T]. Similarly, denote the trajectory distribution of 0" by @EQT]' Then for any
a > 1, the Rényi divergence R, is bounded linearly in time,

alA,T
r:= Ra(©10,11[0)07)) = O ((ﬁ) (11)

where o is the noise multiplier, and Ay > ||V L(0; D) — VL(0; D’)| is the upper bound of gradient
difference between neighboring datasets. Thus, for any § € (0,1), the Langevin diffusion satisfies

aA,T n log(1/9)
402 a—1

, 5) — differential privacy. (12)

4.1 CONVERGENCE RATES UNDER THE ZEROTH-ORDER APPROXIMATION

We follow the approximation scheme outlined in Equation @)to derive convergence results for two-
layer ReLU neural networks.
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Theorem 4.2 (Approximate DP-LP loss convergence). If Assumption[3.1|and Assumption 3.2 hold
att = 0, we can bound the loss after running DP-LP fort = T':

ﬁw)e*BlT + 121(1 — e BiT) S L)< ﬁ(o)e*BZT + 1]‘32(1 — e~ B:T) (13)
where L.(t) denotes the training loss of data points labeled ¢ € {—1,1}, L = L1 + Lo, and
A= s, [y e w] 2]
By = 302 { X, _, Irela(W )57}
Ay = ijesu [minyi:c ija:l]Q (14)
By = 102 {2, . el a3}
are constants for DP-LP.
When we setn = h = 2,y = —ys,w; = 1 = —ws = —2, the upper and lower bounds are

equal and we achieve a tight bound on the DP-LP loss.

Theorem 4.3 (Approximate DP-FFT loss convergence). For simplicity, we assume that ||z;||2 = R
Soralli € [n]. IfAssumption@and Assumptionhold, and we consider a balanced initialization
W% = ||vol|3 (Min et al.,|2023a)) at t = 0, then

(i) we lower bound the loss after running DP-FFT for T' > 0:

1
LA(T) > 15
(T) = LCI(O)6(17cxp()\cT))AlCL/)\c + % [1 — e(d—expeT)AIC1/Ac ] (15)
where we define Ay = |Wy||%, B = 2R?,C; = w and \. = 2RL.(0).
(ii) we upper bound the loss after running DP-FFT for T > 0:
1
L(T) < (16)
Bu(l — e~ ACuT) ¢ ThyeAeCuT

where we define A, = (03 1o + llw;lI3] , Bu = R?*p? and C,, = 5 R?0>.

wjeSc

4.1.1 THEORY WITHOUT THE ZEROTH-ORDER APPROXIMATION (2-LAYER LINEAR
NETWORK)

We complement the results in Section .| by removing the zeroth-order approximation in a simpler
setup: 2-layer linear networks for a regression task. We define a linear network by replacing the
ReLU activation ¢ with an identity function in Equation (5). We collect the data inputs in a matrix
X € R™*% and put the labels in a vector Y € R™. For simplicity, we assume that n > d and
XTX = Iy, xa,. We consider the MSE training loss £(v, W) := % Y ien] WWTa; —y)? =
FIXWo = Y3,

Note that the loss function is nonconvex in the parameters being fine-tuned, so the gradient descent
training becomes a nonlinear dynamical system. This significantly complicates theoretical analysis.
Prior works have dealt with the challenging analysis by using heavy approximations (Bu et al.,
2023; |Ye et al., [2023b). We overcome these theoretical difficulties by using conservation laws and
geometric properties of Langevin dynamics (see Appendix for more detail).

Pretrained features. We evaluate a backbone W by the least square error:

Y(W) = inf L(u,W) =Y (Lxn — XW(XW)Y. (17

u€RP

where (-)T denotes the pseudo inverse of a matrix. This metric measures the optimal loss for LP
when fixing the current features. v = «(Wp) denotes the initial least square error. We suppose W
has orthonormal columns, following prior works (Tripuraneni et al., | 2020; |Kumar et al., [2022)).
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Theorem 4.4 (DP-LP loss convergence). If we randomly initialize the linear head vy ~
N(0, BIxr) and we run linear probing for time T, then

BIL(T)] < 5 (08 + V7)™ + (7 + ho?)(1 — ") (18)

In this theorem, the first term describes that the loss tends to exponentially decrease, while the
second term describes the limiting behavior induced by linear probing and the added noise.

Theorem 4.5 (DP-FFT loss convergence). If vg ~ N (0, 8Inxn) and Assumption @holds, and we
run fine-tuning (Equation (96)) for time T, then the loss converges:

BIL(T)] < 3 (08 + [V )T + 101 —e7) (19)

A=hB—1-V20(1+d;) >0
where Lmzagw

This upper bound has a similar form to Equation (I8) while the factor A of the exponential terms
depends on the initialization and the noise. When we take limit ¢ — 0 in Theorem {4.4| and
the Langevin diffusion degenerates to a gradient flow and the loss converges exponentially to zero
as T' — oo. This recovers known results from the non-private optimization literature (Min et al.,
2023a)).

The bounds in Section4.Tand Section . T.T|exhibit different dependencies on the hidden dimension
h and the data dimension d, due to the differing curvature properties of the loss functions in each
setup. The underlying reason is that the noise term introduced by It6’s formula (Equation (2)) is
influenced by the curvature of the loss function. While the square function has constant curvature,
the exponential function does not, leading to varying noise impacts.

5 BUDGET ALLOCATION BETWEEN DP-LP AND DP-FFT

Finally, we consider the DP-LP-FFT fine-tuning strategy, which first applies DP-LP for some portion
r of the privacy budget (i.e. for some number of training iterations), then uses the remaining privacy
budget for DP-FFT. In this section, we ask: given a fixed privacy budget, how should we allocate
it across DP-LP and DP-FFT? Our results, both theoretical and empirical, suggest that at low total
privacy budget, one should allocate more of the total privacy budget to DP-LP.

5.1 RESULTS UNDER ZEROTH-ORDER APPROXIMATION

We first show how to allocate privacy budget to avoid the feature distortion analyzed in Section [3
using the zeroth-order approximation.

Theorem 5.1 (Estimated privacy budget allocated to DP-LP). If Assumption[3.1|and Assumption
hold at t = 0, then for any p € (0, 1), with probability (1 — p)", we can avoid feature distortion by

spending
roc oty/In(2/p) (20)

amount r of privacy budget on DP-LP, where o is the noise multiplier. That is, we ensure that
Vj € [h], and any t > 0 after DP-LP,

0 -
En cos (wj,xc(j)) t >0 21

According to Theorem a greater proportion of the privacy budget should be allocated to DP-LP
when the total privacy budget is smaller.

5.2 RESULTS WITHOUT APPROXIMATION (2-LAYER LINEAR NETWORK)

Complementing the result of Section[5.1] we use the 2-layer linear model of Section d.1.1]to show
that DP-LP-FFT may work better in some settings than linear probing or full fine-tuning alone.
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Linear probing first can accelerate fine-tuning by aligning the linear head. The following result
provides a convergence bound for DP-LP-FFT when we linear-probe for time #);,, and then fully
fine-tune for time .

Proposition 5.2 (Convergence of DP-LP-FFT). Suppose we randomly initialize the linear head
vg ~ N0, BInxp) and Assumption @ hold. We run linear probing for time t, and then fine-
tuning (Equation equation[96)) for time t, then the loss is upper bounded by:

E[L(t)] < E[Liple ™ + LP(1 — e=4) (22)
where Ly, is the expected loss after linear probing, A = hf — 1 — V202(1 + dy), and LV =

T
0'2%. The coefficient A = E[Amax(D)] > 0 increases as ti, increases when we run

. . ST I Ca))
linear probing in a finite time interval t;, < In [3 + m}

Corollary 5.3. Suppose we randomly initialize the linear head vy ~ N(0, BIn«n) and Assump-
tion [E7] hold. Then the two-phase method, first-linear-probing-then-finetuning (LP-FFT), could
achieve a tighter loss upper bound than linear probing or fine-tuning in expectation if we first run

li bing for ty, < In |3 + —e2=8)

inear probing for t;, < In W XTYE )

Corollary [5.3] suggests that when we fix other hyperparameters (e.g. the total training time T°),
the performance of LP-FFT depends on the noise scale o. If o is large enough such that 7' <

In {3 + ”gffﬁigﬁf‘g] , then LP may be the best; if o is small enough such that In [3 + ngf;i;g)\l%} <

0, then FT may be the best; LP-FT could achieve the best performance when the noise scale is in a
. 2 _ o llBoX"Y|3 T _ oy I1BoX"Y|3
proper interval 0° € (8 — 2 . B+ (e" —3) T .

In our theory without approximation, these predictions are based only on upper bounds, so we cannot
conclusively say that any fine-tuning approach outperforms another. Nonetheless, our theoretical
results in two approaches suggest that the smaller the total budget, the more privacy budget should
be allotted to DP-LP.

5.3 EXPERIMENTS

MoCo-v2 MoCo-v3 MoCo-v2 MoCo-v3

%)

(,

0

Test accuracy (%)

Test accuracy (%)
Test accuracy (%)
Test accuracy

—— 300ep
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(a) Private utility curves (o = 0.3) (b) Non-private utility curves

Figure 4: Utility curves for pretraining on ImageNet-1K and fine-tuning on CIFAR-10 over ResNet-
50, with pretrained features from MoCo-v2 and MoCo-v3 (Chen et al., [2020b; (Chen* et al., [2021]).
We compare the performance from pre-trained weights of different pre-training epochs (200/800
epochs for MoCo-v2, 300/1k epochs for MoCo-v3). The x-axis sweeps the number of LP epochs
from O to 10; the remaining epochs (out of 10) use FFT.

To illustrate the privacy budget trade-off, we empirically evaluate the benefits of DP-LP-FFT on real
data and architectures.

DP-LP-FFT outperforms other fine-tuning methods: Pre-training on synthetic data. We follow
the setup in Tang et al.| (2023) and generate utility curves for e = 1,2, 3 (Figure [Ib). We pre-train
WideResNet with synthetic images generated from StyleGAN-oriented (Baradad et al.,|2021) , and
fine-tune it with DP-SGD on CIFAR-10. The x-axis sweeps the fraction of privacy budget allocated
to DP-LP, and the remaining budget is used for DP-FFT. We find that at various privacy levels,
DP-LP-FFT gives a clear advantage over either DP-FFT or DP-LP alone.

Figure [Ib] presents a different trend from our theoretical prediction, where we expect the optimal
budget ratio for DP-LP to increase as the privacy noise grows. A possible intuitive explanation is
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that, in the Figure [Ib] experiments, the pre-training data is synthetic, making it "distant’ from the
CIFAR-10 fine-tuning data distribution. This divergence may violate our assumption that the pre-
trained weights w; are well-aligned with the fine-tuning data x;.

DP-LP-FFT outperforms other fine-tuning methods: Pre-training on ImageNet-1K. Figure [
illustrates the utility curves on ResNet-50 for ¢ = 0,0.3. [ﬂ To demonstrate utility curves for
DP-LP-FFT, we vary the number of epochs of linear probing from e;p = 0 to erp = 10; all
remaining epochs (out of 10 total) are allocated to full fine-tuning, i.e., eprr = 10 — erp. Note
that full fine-tuning corresponds to er p = 0 (the leftmost point of our subplots), and linear probing
corresponds to e, p = 10. We observe that for non-private optimization (Figure [db), full fine-tuning
achieves the highest test accuracy. However, for DP-SGD (Figure [a)), linear probing outperforms
full fine-tuning, and DP-LP-FFT outperforms both DP-LP and DP-FFT.

Model ResNet g MobileNet, 3 Transformerp;

€ 00 \ 1.29 \ 0.57 00 \ 1.29 \ 0.57 o0 \ 1.29 \ 0.26

LP 68.540402 67.900412 66.600404 71.120431 69.540.03 67.320.03 95.740.04 93.610.08 94210.08
LP-FFT || 72.660.12 | 68.650.08 | 59.791.03 | 71.300.11 | 71.18¢.06 | 66.940.08 | 96.82¢0.08 | 93.660.15 | 93.620.05
FFT 73.690.03 | 59.791.03 | 53.82¢.37 | 77.029.31 | 63.060.05 | 45.120.07 | 96.179.08 | 90.310.53 | 84.19¢.82

Table 1: Test accuracies of DP-LP, DP-LP-FFT, and DP-FFT on various architectures.

Comparing DP fine-tuning methods. As suggested by Theorem[5.T]and Corollary[5.3] as the noise
scale o increases, the best fine-tuning strategy changes from DP-FFT (small o, low privacy regime)
to DP-LP-FFT, to DP-LP (large o, high privacy regime). To qualitatively test this prediction, we
sweep over different noise scales o and fix other hyperparameters in each benchmark and model
architecture. We sort the rows by the number of parameters of each model and the noise scale in
an ascending order. For each experiment setting, we report average test accuracies with standard
errors. As expected, among the three fine-tuning methods (Table [T), DP-FFT almost always does
the best under small noise scales (including the non-private setting where o = 0), DP-LP-FFT does
the best under moderate noise scales, and DP-LP does the best under large noise scales. The close
non-DP (¢) performance of FFT and LP-FFT on transformer architectures is consistent with previous
observations in |[Kumar et al.| (2022, Table 1). We also provide results with LoRA (see Table E])

6 CONCLUSION AND DISCUSSION

We characterize the training dynamics of DP fine-tuning under a simplified theoretic setup (2-layer
neural networks, separable datasets with -1/1 labels) using a Langevin diffusion-based approxima-
tion of DP-SGD, with an asymptotic expansion of random perturbations in dynamical systems as
an approximation for Langevin diffusion. Our theory identifies and explains the phenomenon of
representation distortion and alignment during DP fine-tuning, which we confirm empirically. Our
work takes a step towards understanding how different private fine-tuning strategies can be mixed
to improve performance, which could be useful for designing or mixing other strategies, such as
memory-efficient zeroth-order optimization with differential privacy (Zhang et al., 2024al).

Limitations and open questions There are several open questions we cannot cover in this work,
such as generalizing our results to multi-layer neural networks with our approximation technique,
the effect of other loss functions on the fine-tuning dynamics, and loss lower bounds for DP-LP/FFT
without the zeroth-order approximation. Moreover, it is unclear how to apply our theory to other
fine-tuning methods like LoRA (Hu et al., [2022b), as well as generative models for which neural
collapse does not happen. Understanding whether the zeroth-order approximation can facilitate
analysis in these settings is an interesting and important question for future work.

Reproducibility Statement. We have included full proofs for all theoretical results and sufficient
experimental details in appendices to reproduce our results. We will also release our code under a
permissive open-source license upon acceptance.

!The model performance is compromised because we replace the BatchNorm (loffe & Szegedyl[2015) in the
pre-trained weights with GroupNorm (Wu & He| 2018)). BatchNorm relies on batch statistics, which conflicts
with the principles of differential privacy.
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A ADDITIONAL EXPERIMENT RESULTS

In this section, we provide more experiment results and detailed configurations.

Evaluations back in the pre-training distribution (Figure[5). We also evaluate the feature quality
on ImageNet1-K, the pre-training dataset. The representation alignment for the pre-training domain
is different: once a proper alignment is achieved, the backbone gradually recovers a portion of its
original feature quality, which had been compromised due to DP noise and distribution-shift.
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Figure 5: Backbone feature quality evaluated by average top-1 kNN accuracy on the pre-training
dataset, for ResNet-50, through public pre-training on ImageNet-1K and differentially private fine-
tuning on STL-10.

More experiments on parameter-efficient fine-tuning (PEFT) methods. We conduct experiments
with another fine-tuning trick: differentially private LoORA (Hu et al.,2022a)). We run experiments on
the Mini-DeiT-Ti architecture, where we use LoRA instead of full fine-tuning. In these experiments
(Table E]), our batch size is 1000, and our LoRA rank is set to 8. We observe the same trend as what
we saw for full fine-tuning; namely, as we increase the noise scale (i.e., as we reduce epsilon, giving
a stronger privacy guarantee), it becomes more beneficial to use LP-LoRA or even just LP.

Transformerp.; ¢
€ [ 00 [ 12.28 [ 1.29 [ 0.57 [ 0.26
LP 95.810.05 | 95.550.05 | 94.800.06 | 94.215.0s8 | 92.48¢.27

LP-LoRA | 96.2¢.05 95.900.03 | 94.810.08 | 94.180.05 | 91.999.19
LoRA 96.260.05 | 95.500.06 | 94.760.08 | 93.050.09 | 91.28¢.43

Table 2: Test accuracies of LP, LP-LoRA, LoRA on Transformerpc; .

Experiment setup in Table[T[} We use batch size 1000 and and sweep over a range of learning rates
{9,5,1,0.5,0.2,0.15,0.1,0.05,0.025}.

Summary of experiment configurations. We run experiments on five deep learning models and
four transfer learning benchmarks to verify if our theoretical prediction, the existence of concave
utility curves, generalizes to deep neural networks and real datasets. Each experimental setting
comprises: (1) a model architecture, (2) a (larger) dataset for public pretraining, and (3) a (smaller)
dataset as the private data for fine-tuning. The benchmarks we use are:

* ImageNet-1K—CIFAR-10. ImageNet-1K is a large-scale dataset. We initialize pretrained
features of ResNet-50 from MoCo-v2 [Chen et al| (2020b) and MoCo-v3 |Chen* et al.
(2021)), trained on ImageNet-1K [Russakovsky et al.|(2015) without privacy. We then pri-
vately fine-tune the ResNet-50 on CIFAR-10.

* ImageNet-1K—STL-10. We pretrain a DeiT model on ImageNet then pretrain a Mini-
DeiT-Ti model with weight distillation from the DeiT model Touvron et al.| (2021)); [Zhang
et al. (2022). After that, we privately fine-tune the Mini-DeiT-Ti model on STL-10 |Coates
et al.[(2011)) for 20 epochs.

* CIFAR-10—STL-10. We pretrain the feature extractor on CIFAR-10 |Krizhevsky| (2009)
using stochastic gradient descent without privacy mechanisms. Then we finetune the pre-
trained features and a randomly initialized linear head on STL-10. This benchmark has
been studied in the context of domain adaptation French et al.| (2018)); Kumar et al.[(2022).
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The training subset of STL-10 only contains 500 images. To align with the small scale fine-
tuning data, we run the experiments with smaller and data-efficient models: MobileNet-v3
and ResNet-18.

* RandP—CIFAR-10. To reproduce the results of [Tang et al.| (2023)) and verify the general
existence of concave utility curves, we also consider a slightly non-standard pretraining
protocol. We pretrain a wide residual network (WRN) Zagoruyko & Komodakis| (2016) on
synthetic images generated by random diffusion processes. We follow the settings in Tang
et al.|(2023).

We employ early stopping, and select the optimal learning rate based on the accuracy of the in-
distribution validation.

B TECHNICAL RESULTS

Lemma B.1 (Holder’s inequality for sums). For a sequence x = [x;|?_, of positive real numbers
and p > 0, define ||z, == (31, :cf)l/p. Then for any pair of positive real numbers p > 0,q > 0
with % + % = 1, and any pair of sequence of positive real numbers x and v,

eyl < llzllpllyllg
Lemma B.2 (Reverse Holder’s inequality for sums). For a sequence x = [x;|7_; of positive real
numbers and p > 0, define ||z||, := (>, xf)l/p. Then for any pair of positive real numbers
p>0,q > 0 with % — % = 1, and any pair of sequence of positive real numbers x and y,

eyl = llzllpllyll g

Lemma B.3 (Reverse QM-AM inequality for sums). For a sequence x© = [x;]"_, of positive real

numbers,
n 2 n
E x; > E 3512
i=1 i=1

Lemma B.4 (u-coherent data conic hull (Min et al., 2024, Lemma 5)). Define a conic hull K :=
CH({yiz; 2 i € [n]}) = {31, aiyiw; : Va; > 0,i € [n]}. If Assumption|3.1|holds, i.e. the dataset
is separable, then K is p-coherent:

Vz1,20 € K\{0}, cos(z1,22) > 1
Corollary B.5 (Orthogonally separable = linearly separable (Min et al.,[2024)). If Assumption[3.1]
holds, then 3y > 0 and z € SP=1 such that

Vi€ n], yi(z, @) >

Proof of Corollary[B.5] We prove the existence statement by picking a valid pair of z, . Take z :=
ATL Then Vi € [n),

[ENP

Yi(z, wi) =||2il|2 cos(y121, yizi)
//by Lemma|B.4]
>||lzill2
>p - min [z
€[n]

Therefore v = - min;epy |22 O
C APPENDIX: REPRESENTATION ALIGNMENT

C.1 THEORY

The Langevin diffusion of w; on a n-sized data cluster (j € [h]) is

W) = Z yiexp(—yi f(zi; W, v))vjrelu'(w;-—xi)xi + 00Q:, (23)
i=1
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where @), is a vector containing D independent 1-dimensional Brownian motion.

The Langevin diffusion of v on a n-sized data cluster is

n
o= Z@h exp(—yi f(zs; W,v))relu(W ' z;) + 00Qy,
i=1
where (); is a vector containing h independent 1-dimensional Brownian motion.

We rewrite the Langevin diffusion by asymptotic expansion (Freidlin et al., 2012, Equation 2.1,

Chapter 2.2),
v R v§0) + Jv](l) + -
©) 4 oD 24
wj R w; —|—awj + e,
i.e. we expand the Langevin diffusion as a linear combination of the original gradient flow and a

linear stochastic diffusion.
. (0 n 0
8% = S i exp(—yif (@i WO, v relu((w]”) Tay) )
w(O) _Zn CoxD(— s L7 (0) 4(0) (0) 1 (w2
=2 im Yiexp(—vif (zi; ;vO))vy relu’ ((w; ) ' @i) ;.
Lemma C.1 (Zeroth order invariance of locally linearized LD). If we rewrite the Langevin diffusion
by asymptotic expansion (|Freidlin et al.| 2012 Equation 2.1, Chapter 2.2),

wj ~ w](p) + crwj(-l).

then the layer invariance still holds for zeroth order approximation

d. (o 0

) — w13 = 0. (26)
This result is similar to the imbalance matrix in gradient flow (Arora et al.| 2018; |Du et al., 2018}
Min et al., |2025al).

We are ready to prove Theorem (3.3

Proof of Theorem[3.3] The explicit expression of the cosine value is
cos(wj, To(j)) = 0 Tey) 27)
T wjllallZ e 12
Without loss of generality, let ||Z.(;)|2 = 1. To show that the cosine value decreases with high

(w] Tegs))?

probability, we only need to prove that the derivative of is negative at ¢ = 0 with high

lTw; 113
probability. The explicit derivative expression is o
2(w] Te(j)) 2T Ow; 7 T 0w,
Z Toq) =t ) 27T N ST T D 28
ot COS(wJ7 €z (])) ijH% |:||wj ||2xc(j) ot wc(])w]w] ot :| (28)
2(w] Te(j)) { T T Ow,
==L w32 — @lpwws] L @)
w3 LR @ T gy
/ /by Assumption [3.2] (30)
: 0 _ . _ _ T Qw;
sign (675 cos(wj,xc(j))> =sign <[||wj||§mc(j) — (:r;r(j)wj)wj} 87f]> (31)
=sign (v, (w13 = (21,w))")) (32)
=sign(v;) (33)

Since we initialize v ~ N(0, 85 x7), with probability 1 — 27", there exists j such that v; <0
att = 0 = % cos(wj, Tejy) < 0 att = 0. By the continuity of the approximated Langevin
diffusion, there exists At > 0 such that for any ¢ € (0, At),

0 _
En cos(wj, Te(jy) < 0. (34)
O
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Proof of Theorem[34] In the proof of Theorem 3.3} we show that for w; € Se,c € {—1,1},

sign (gt cos(wj, a:c(j))> = sign(v;) - sign(c) (35)

To mitigate the feature distortion after some time index At, we only need c - v; > 0. For DP-LP,
every %fuj increases/decreases if ¢ = 1/ — 1. Therefore, for any initialization, there exists At such
that sign(v;) = sign(c) after time index At¢. If we switch to DP-FFT after At, % cos(wy, Te(j)) > 0
for any j € [h]. Thus cos(wj, T (;)) is non-decreasing in DP-FFT. O

D APPROXIMATE CONVERGENCE OF DP-LP AND DP-FFT

D.1 APPROXIMATE DP-LP CONVERGENCE
We add some extra notations for the following proofs:
* Positive data subset Z, := {i € [n] : y; > 0}
* Negative data subset Z_ := {7 € [n] : y; < 0}
* Positive head cluster V, (t) := {j € [h] : sign(v;(¢)) > 0}
* Negative head cluster V_(t) := {j € [h] : sign(v;(t)) < 0}
e Index function .# : RP — {Z, 7} maps feature vector to its cluster
I+ w e SJ,.

F(w)y=¢I_ weS_
®  otherwise

We first derive the upper bound for approximate DP-LP.

Upper bound proof of Theorem{.2] We construct a lower bound of the drift terms in the zeroth
order approximation

h n 2
IV, L3 =>" (Z yi exp(—yi f (s W(0)7v(o)))relu((w§0))Txi)> (36)
j=1 \i=1
2
h
:Z Z yiexp(fyif(x,-;W(O),v(o)))relu((wéo))Tazi) 37
I=t \ies (w(™)
2
h T 192
ZZ min relu((wj(-o))—rmi) Z ys exp(—yi f(zs; WO 0(0)))
= Lies @™ , )
- J - €S (w; )
(38)

- 42

h
:Z min  relu(( J()) x;) Z exp(—yi f(zi; W, 0(0))) (39)

. (0
=1 _zé(f(wj ) i ie.f(w;o))
2 2
Z {mlnrelu 50))—%2-)] (Ef))er Z {mln relu((w (0)) xl)} (EES))2
1€l ; €L
JEV+ JEV_
(40)
(0) ? (ONT ’ (0) (0)
. T 2 2
> min Z Lrg%rirelu(( w; ) xl)] ,42 Lrg%n relu((w; )" Z)} [(£+) + (L )]
JEV4 JEV_
(41)
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_ 12 - 12
1 2
25 min Z nggi relu((wj(-o))Txi) ) Z Zrél%r_l relu((wj(-o))Txi) [ES?) + L’(_O)}
JEVL - - JEV_ * -
(42)
1 - o 12 - o 12
=5 min ‘Z min relu((w{”)Ta;)| | ‘Z min relu((w{”)Tz;)| ¢ (£©)?2
JEVL - - JEV_ * -
(43)

We construct an upper bound of the diffusion terms in the zeroth order approximation

1 n
50" O Ly i WO 0O frelu(WO) a1
i=1

=5 3 (o s WO} (e ) a3}
//by Lemma[B.1|

n 1/2 n 1/2
1 2 2 . (0) ,,(0) (0)\T 4
e PO MRt oI

//by Lemma|B.3

n n 1/2
1
=57 {Zf@i? fas W<0>,v<°>>>} ~ {2_: ||re1u<<w(°>>Txi>||§}

i=1

. 1/2
1
i {Z llrelu((W@)T“)”g}

i=1
Then we have an upper bound

1

£O(T) <
o Bl-e )

where constants A, B are defined as

L i ~ O\ 117 . OT . \]2
A=gmin¢> .o {mmieL relu((w; ") a:z)] D ey [mlni617 relu((w; ") xz)]
B = 30 {L0L, lrelu((W®) T[4}
O

We give the lower bound of approxiamte DP-LP below. We first give a loose lower bound as a
warm-up. Then we improve the techniques and provide a tight lower bound.

Loose lower bound proof of Theorem[.2] We rewrite the Langevin diffusion by asymptotic expan-
sion (Freidlin et al.| 2012, Equation 2.1, Chapter 2.2)

. 1 n
LY = —||v,LO)3 + 502 > yi(yi, £ WO o)) relu((W ) Ta;) |13
=1

1 n
=~ VL3 + 50° D flyi, £ WO, o) frela(WO) Tay) 13

i=1

1
> — ||V, L3 + (mig) |relu((W(°))T$i)||§) '502 > Uyi, fai WO, 00))
VL 1, (0)
1€V
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+ (mm Jrelu((W©)T mn%) 57 Y Uy fle WO 0O)
eV’

iev®

=~ OB+ (i etV O) T2 ) - 50 3 o i WO o)
i€[n]

1€[n]

=~ 9L+ (i Jreta((V0) ) 13) - 50°
1€

h n 2
:—Z(Zyiexm—yif(xi;W<°>,v<0>>>re1u<< w7 m) +(mm relu (W) T2 >||%)~§o2£<0>
j=1 \i=1

i€[n]
//by trapping
2
== > | X el flas WO, o) relu((wf”) )
jev© \i€Ts
2
- Z Zexp(f(:vi;W(O),U(O)))relu((wéo))—'—xi)
jep© \i€Z-

1
+ (mm [relu((W©)T xb)||§> . 5025(0)

i1€[n]
2
> max  (relu(( exp(— f(z;; WO 4O
> = (e, (el ) (35 emer )
€T
2
- max  (relu(( exp(f(zi; WO, ()
(e, (et ) | Z e )
+ (mln [relu((W )Tz )||§) . 702£(0)
i€[n] 2
//a* +b* < (a+b)* whena > 0,b> 0
2
> — max  (relu((w'”) T 2) exp(—f(xs; W W@, (@
> = (e, ren(l™)7)?) 3 | X expl-f )
jelh] \i€[n]
1
+ (m[ln [relu((W©)T xl)||§> . 502/3(0)
1€[n]
2
>—h max  (relu((w'” T 2) ex ;W(O),U(O) + (mm relu W(O)
> (e ena(l) T ) (3 el 0| -+ (min et

i€ [n]

> (| e, eta(l) 02 <£<°>>2+(mm||re1u<<w<0>> JIg) - 5oL

[h],i€[n] i€[n]

In  linear  probing, the  coefficients & (max jeln]ien) (relu( (w§0) YT a;))? ) and

20? (minjepy [[relu((W(@)Tz,)|3) are constants. We replace them with dummy notation A

and B. We solve the first-order nonlinear ODE by turning it into a first-order linear ODE.
L£O > AL©)? 4+ BLO
1
0) > _ _
(E(O) —— [ A+B£(o)
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d 1 1
T <£(0)> Z—A—FBW

1
£O(T) >
ﬁ(o%(o)efBT +5(1—eBT)

O

Remark D.1 (On the qualitative properties of loose DP-LP lower bound). If we take the limit to
initial point, then the lower bound degenerate to the initial loss value.

1
lim =Lt =0)=L(t=0) (44)
t—0 Z(O%(O)efBT 4 %(1 — e BT)
If we take the limit to infinite time,
1 B 1.2 : icin 1 W(O) T i 2
im ———— BT\ A 20" (miniepy el 0) )l (45)
oo rmge Pt gl—e ) Ay (maxje[h]’ie[n] (relu((wJ( ))Twi))2)

the following interpretation holds:
1. For larger noise o 7, the lower bound is higher, i.e. worse performance.

2. For bad alignment between pretrained features W () and data points, both the denominator and
the numerator could shrink. It is not obvious how the lower bound changes.

In the following result, we modify the proof, replace the min(-), and provide a tighter bound.

Tight lower bound proof of Theorem[d.2] This is an alternative construction of a lower bound for
drift terms in the zeroth order approximation

=1

h n 2
IV LOlE =3 (Z yi exp(=yif (vs: W<0>,v<°>>>relu<(w§°>>%>>

j=1

=Y 'Y exp(—f(l‘z-;W(O),v(o)))relu«@o))%i))

jevi” \i€l+

2
+ Z Z exp(f(zy; WO, v(o)))relu((w§0))Twi)
jep© \i€Z-

//by Lemma

2
<[ > > exp(f(xq,;W“’),v(")))relu((w§0))%)>

+ X Zexp<f<xi;W<°>,v<°>>>re1u<<w§°>>%i>)

IN

Z Z exp(—f(zi; W), v(o)))relu((w‘go))Txi)

J€[h] i€(n]

[ X exp(— e WO o) relu((w!”) )

i€[n] j€[h]

22



Under review as a conference paper at ICLR 2025

2
<\ X [m%relu« wy”)T m} exp(—f (i W, o))
i€[n] J€
//by Lemma[B.T]
- 12
<| 2 [maxrelu(u;”) e | ) | D2 esp(—flan W, 0)?
1€[n] L] - i€[n]
//by Lemma|B.3]
2
- 12
< Z max relu(( ](O)) x;) Zexp(—f(mi;W(O),v(o)))
i€[n] L] - i€[n]
| o7,y
< max relu((w'™) "z, £(0)2
< | 2 gy ) )

2
We replace the A constant by >, [, {maxje[h] relu((w§-0))Tmi)} . This is an alternative construc-
tion of a lower bound for diffusion-resulted terms in the zeroth order approximation

1 n
50 Zayi,f(xi; W, vO))rela((W®) Tz;) 3

22{ is £ WO, 0O b L relu((W ) T 3
/by LommalB
gz{im% g WO }
//byL;rima@]
{

1
§ {ny“ Ty W(O) (0) }

i=1

2

{Z Iretu(W@) T )|52}

> ||relu((W(°))Twi)||22}

i=1
—1
> 02£(0) {ZHrelu (WNTz)l7 }

We replace the B constant by {7, [[relu((W () Tz;)||;*} “inthe previous proof of loose lower
bound of Theorem[d.2] Similarly,

1
ﬁ(o)(T) >
oo BT+ 51 —e 5T
2
where A = 3, [maxje[h] relu((w§0))Txi)} B = 102 {3 [relu(W©)Ta) |72}

The limit of this lower bound is

1 B B
lim — T == {Z |relu((W zi) |y } Z[ |:;Iéé[l}ﬁ relu((

t—00 ﬁ(T(O)e_BT + E(]‘ _ e—BT)

O

Example D.2 (On the downstream alignment of pretrained features (Theorem [4.2))). Here we pro-
vide an example on how the pretrained feature space affects the linear probing lower bound in The-
orem 4.2]in the overparametrized regime. Consider one data point z and two pretrained features

wy 1wy o with [z |l2 = lwile = wisllz = 1, cos(@y, wy 2) = 3.
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1. If we get lucky such that wy ; = z, then the limitis £ = 2052,

2. If the w4 7 is not so good for the downstream task such that cos(zi,wy 1) = %7‘(‘, then the

limit becomes i = E02
Since 54 > ﬂ, we can tell that when the pretrained features do not align well with the downstream

task, the lower bound gets higher, i.e. worse performance.

D.2 APPROXIMATE DP-FT CONVERGENCE

Analysis of DP-FFT loss diffusion. In the following 0-order approximation of loss Langevin
diffusion, denote the drift term by W -gradient as T}, the drift term by v-gradient as 75, the diffusion
term by W -hessian as T3, the diffusion term by v-hessian as 7}.

0 - oo -]
2
Ty T>
1 n
+ 500 Yy fais WO, o) | relu((W ||2+Z 2frel’ (w$”) T )2l 3
=1
47)
h n 2
=- Z (Z ys exp(—yi f (2 WO 0O relu((w 50)) xL)> (48)
2

n

Zyz exp( yzf(xz W(O) © ))UJ('O)]l(w;D))Tmi>0xi

(49)

+

2

h
0
+ a2zy (yi, f(@s; WO (0)) Hrelu((W(O))T;pi)H%+Z(U‘§ >)2]1?w§0))7w>0||z,;|\§
j=1

(50)
h n 2
== (Z s exp(—yi (@i WO 0O relu((w )T 0) Gb
j=1 \i=1
Ts
h n 2
Z Zylexp ~yif (e WO 0N L oo, i (52)
=1 2
T
1 n
+50% Dy (s f i WO, 0 O)) relu((W) ) |3 (53)
i=1
Ty
1 n h
0
+ 500 Doyt S WO 0O @I o il (54)
L =
T3

Upper bound proof of Theorem[d.3] 1. Upper bounds for T, T5. For T, the key idea is ||z[|3 >
(z, z)? for any unit vector 2.

h
Jj=1

n 2

Z yi exp(—yi f (zi; WO, U(O)))U§O)1(w§0))T1i>oxi

=1

2
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//since Vo € R 2 € SP~1 |23 > (x, 2)?

h 2
<- Z<Zwexp —yif (e W, <°>>>v§°>ﬂ<w;m>om’Z>
j=1

=1
2
=3 (S e OO )
j=1
h 2
= Z (Z% exp(—yif l‘z,W( )7 (0)))]1( (0))T$ >0 <1‘“Z>>
Jj=1
//pick z = nyl Hl , by Corollary[B.3]
1ll2
h 2
<- '72 Z (O) (Z exp yzf(ImW(O )) (w (0))T_L >0>
j=1 i=1
2
h
0
=3 W exp(—pif(zs WO, 0 @)
j=1 ics (w”)

h
==Y M2 S Uy, fanW®, 0O
eI(

w;o))
For T3, we align its form with 77.

O
70‘229 yw wl;W(O)v’U(O) Z ) (U) >O||xi||%

Jj=1

>

//smce Vi€ n], |yl =1

1 0
,02 Zg i, f (s W(O) (0) Z(Uﬂ( ))Q]I(w.go))Twi>0H.’L‘i||§

j=1

h n
02 Z Z Hxi||§]]-(w;0))‘rxi>0€(yi, f(x“ W(O)’ U(O)))
i=1

J=1

I\D\H

h
1
< () S0P 3 10l S W)
j=1 =1
1 h
0
=50 (mggnxi@) S Y A W@ )
J=1 ics (wi)
2. Upper bounds of 75, T,. For T, we use linear separability.

h n 2
L=-3 (Z yeexp(—yif (i W, v<0>>>re1u<<w§°>>%i>>

Jj=1 \i=1

/ /by Corollary B3]

h
=3 D e(—pif s WO wONL o, g ez
j=1 \i€[n] J
2

h
=3 B[S exp(—yif (e WO, 0®))
j=1

i€s (wi”)
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2
h
0
==Y B Y e flas WO, 0 @)
j=l1 ics (wi™)
For T}, we align its form with 7T35.
Ty = 0221/ (Wi, [ (s WO, o)) [[relu(W ) Ta;) |13
//smceVz € [n], |yl =1
1
*0226 Yir f (s WO 0O relu (W) Ty )13
=1
70’22£ yz7 331 W(O) (O) Z 1 (0) YT a; >0< (0)75Ei>2
i=1 JElh]

1 n
<50* 3 Ui Fs WO, 0@) 301 o, ool Bl
i=1 j€(h]

1 0)
<30? (maxnxznz)an( 1337 0y s i WO, 0))

i€[n]
1 . 0
50 (o) 1B 30 o W)
j=1 ies (wi)
3. Combine upper bounds of 77,15, T3, T}.
£(0) :T1+T2+T3+T4
2
h
0 0
<=2 [+ P13 | Xt fs WO o)
J=1 ies (wi”)
h
1 0
+ 50 (o) 3 [0+ 1] 30 s S0
J=1 ics (wi”)
//abbr. £; = L(y;, flai; WO oO))
2
h
0 0
M (GOSN Y DD
J=1 ics (w(”)
1
+ 50 (s m)Z[ 2re®iE Y e
=1 s (wi")
2
02 0) )2 2 L o 2
=S {2+ St [ D e Fget (maxlwl3) [ Y 4
— . o i€ [n] ] ©
J €S (w; ) €S (w; )

0 0 0
2 (02 4 w13 > (W) + 1wl 13

.. When the drift term (negative) still dominates the dynamics, we take ¢ = 0 for ( ](0))2 + Hwﬂ('O) 13-
2
h 1
. 0 §
£0) < § [ V= 0 2y ||w]( t) o” ] _'72 Z ti * 502 (522{3;:}(”%%) .
=1 ics (w(”) i€s (w;”)
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4. Decompose loss by trapping. If the trapping condition holds, we can decompose the loss
£O = Ef) + £9, where £'% is only controlled by wj if w](-o) €S, (x{+,-}).
2

s 3 [l tiufelf] | 6] g (alens) | 3

i€l wi”es. ie.s (w(”) ies (w(”)

0 1 0
< Z {( J(t) 0) + ||wjt oll2 } { ( i)) + 502 (frel?z](Hleg) Li )}
j€lwi”es.

0 0
Let uw = 1/£5‘)’A = ZjG[h],w;O)GS* [(vj(',t):o) +||w]t o||] = C =

%O—Z (maXiE[n] ||IZH%) Then

du
—— < —-AB+ A
7 + ACu

AB exp(ACHt) g%(ueACt)

B
— (exp(ACt) — 1) <uet®t — ug
g(exp(AC’t) —1) + up <uet!
B
6(1 — exp(—ACt)) + uge ¢t <u
1

%(1 _ efACt) + L(Ol) e—ACt

£ <

t=0,*
The time limit of the upper bound is

lim £ <%= ;—2 (max”xi”%) nga i
t— o0 Y i€[n] min;e ||1‘z||2 I

5. Combine clustered losses.
1 1

+
(1 —e=A+Ct) 4 (01) e—A+Ct %(1 —e=A-Ct) ¢ (0% e—A_Ct
[’t:O,+ Lt:O,f

<

Qlw

O

Lower bound ( type I) proof of Theorem[@.3] 1. Upper bounds for T}, T5. For T}, the key idea is
|z||3 > (x,2)? for any unit vector z.

h 2

Ty=->)

j=1
//since Vo € Rz € SP~1 |23 > (x, 2)?

) 2
< - <Z yi exp(—yi f (wi; WO, (0)))U§0)1(w§0>)7m>0$z‘,Z>
1

J =1

n

D wiexp(—yif (e WO 0o o oo

i=1

2

>

M:

2
(E y; exp(—yi f (z3; W(0),v(o)))vj(‘o)]l(w(vo>)Tm‘>0(mi7z>>
. i

=1

2
(0) (ZyzeXp yz xuW( )7 (O)))]]'(wﬁo))Tmi>0 <xL7Z>>

||
M:

<.
Il
—
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//pick z = L1 , by Corollary B3]

ENN
h n 2
0
< S (e O O )
j=1 i=1
2
h
0
==Y M2 Y expl—yif(as WO, o))
j=1 ic€s(w(”)
2

h
2SO [t e WO, )

j=1 ief(’wj(-o))

For T3, we align its form with 77.

1, ©
T 2502 Z%‘Qf(yi,f(fi; W(O)av(o) Z ) W) T a, >O||l‘z||%

i=1 j=1

//since Vi € [n], |y;| =1

n h
20'2 Zé yw wa(O (0) Z (0))Twi>0|‘$i||§
i=1 j=1
1 o - (0) 0) (0
=502 (v anzm (w7 a0l i i WO, 0(0))
j=1 i=1
h n
3%02 <£I€13X||$z|2) Z Z ]l(w(w Te, Solyis flzs; w© ,0y)
o7 (maxnm) Z N2 ST i, fla w00
2 ‘:

i€s (wi)

2. Upper bounds of T, Ty. For T, we use linear separability.

h n 2
— Z (Z ys exp(—yi f(xs; WO, U(O)))relu((w§0))—rxi)>

j=1 \i=1
/ /by Corollary @

h 2
<=3 22 ep(uif W N0 vl

Jj=1 \i€[n]

2

h
==Y B D ew(uif s WO,
j=1

i€s (wi”)

h
=3 B[S Uy fas WO, 0
j=1

i€s (w'”)

For T}, we align its form with T5.

1 n
Ty =50 yit(yis (e W, 0©)) [relu(W) Ty 3
i=1
//since Vi € [n], ly;| =1
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fGQZﬁ (Wi f (i WO, 0O [relu (W) Ta) |13
i=1

1 - 0
:502 E ﬁ(y“f(x?, W(O)vv(O))) E ]]'(w;o))TIi>O<w§ ),:177;>2
i=1 jeln]

1 n 0
<50° Dy Fas WO, 0O)) 3710, ol B3
i=1 J€Eh]
1 h
0
<50’ (ggaxnxlnz) D13 D7 Loy o0 f i W00
J=1 i€[n]

h
1
5o (o) S 1B 30 o S W0

1 i€ s (w”)

<.

3. Combine upper bounds of 77,15, T3, T}.
LO =T\ + Ty + T35+ Ty

2
h
<=3 [P+ B | X e S W0 O))
j=1 ics(w(”)
L o )\ v (0) (0)}2 (O y(0)
+ 50 (o) 3 [0+ 1] 30 s SO0
i=1 i€ (wi”)
//abbr. £; := (y;, fzs; WO 00))
. 2
=23 [+ ] | Y @
j=1 ics(w(”)
L, 2 . (0)\2 (0)2
+ 50 (maxlosl) 3 [ + 1] 6
i=1 i€s (wi”)
2
- (0) (0) )2 2 L o 2
S [0+ ] 7 | X b | ot (maxlet3) 6
j=1 ics(w) ies (w(”)

0 0 0 0
(02 4 w13 > (W) + w13

*. When the drift term (negative) still dominates the dynamics, we take ¢ = 0 for ( ;0))2 + Hw§-0) 1.
2
. h 1
£O) SZ[ el {0 | X 4] + e (%ﬁf"xi%) 2 b

ics (w”) i€s (w'”)

4. Decompose loss by trapping. If the trapping condition holds, we can decompose the loss
£0) = £f) + 29, where £? is only controlled by w; if w§0) eS8 xe{+,—-}.

2

Lo SR [ v S 7 1 R Sl B S +§2(maX”x%”2> 2

€[n]
jelnlw”es., ics (w'”) ics (w(”)
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0 0 0?2, 1 0
< X Uﬁl&2+W@Lﬂﬂ{—¢(ﬁy)-+fﬂ max ||z £
i€l wi®es.
0 0 0
Let v = 1/55«)a14 = Zje[h],w](.(’)es* [(”;,t):o)z‘F||w§',t)=o||§]aB = 2C =
20? (max;epy) [|2i[|3). Then

du
—— < —AB+ AC
a = + u

AB exp(ACH) g%(ueACt)

g(exp(ACt) —1) <ue®t —

B
a(exp(AC’t) — 1) + ug <uet¢

g(l — exp(—ACH)) + uge= 9 <u

£ <

The time limit of the upper bound is

2
im0 C 0
tlg(r)loﬁ* —B 242 (?el[

5. Combine clustered losses.
LO =@ 4 £

1 maxiep [lill3 51
a3 ) = £ sielat Iy, 1
n] 2 mingepy [lzill3 -

1 1

+
B (1 _ ,—A4Ct 1 —A,Ct B(1 _ ,—A_Ct 1 —A_Ct
C(l e~ A+ )+5§20,+e + C(l e )+£Ego,76

<

O

Lower bound (type III) proof of Theorem[.3] 1. Lower bounds for 77,75. For T, we use
(maxyepy) l|lzxll3)-
2

Ti= =3 | 2o wexo(—pf (i WO o1 o),

j=11li=1 2

//abbr. £; := exp(—y; f(xs; W(O),v(o)))

2
h

i=tHlies (w(™)

2
2
¢ (0)
0
I D
i=tHlies (w(™) )
2
= — (’U-;O))z Z Elﬂfi
Jje(n] ic€s(w(”) )

>SS bl

j€lh] ics (w(”)
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> (s lanlt) S 07| X 6

For T3, we align its form with 77.

h
70’223‘/ yza zla Z (O))Tx >0||x1||2

=1 J=1

1 oes &

5 le (0))Tmi>0“‘ri”%
i=1 j=1

1 0

5 T T sl
J€l ies (w'®)

1, . 2 (0)y2

>50 (in ) S 02| X 6

jeln] ies (w”)

2. Lower bounds for 75, T4. For Ts, we use (z,y) < ||z||2]|y||2-

h n 2
-y (Z yi exp(—yif (xi; WO, v<°>>>re1u<<w§°>m>>

Jj=1

2

h
S S wesp(—yif(zs WO 0@ (@) Tz,

7=t \ies(w(™)

= — Z Z €l<wj(0),.’151>

J€hl \ies (w(™)

0
>=> 0 > Gl

7€M \ie.s (w™)

2

>(maxxk|2)2||w(0>|2 S

J€lh] ies (w”)
For T}, we align its form with 7.
1 n
Ty =§02 >y, f (@ WO, o)) relu(W ) ;) |3
i=1
//sinceVi €[n], |yl =1

1
70228 (Wi, f (i WO, 0O))[relu(WO) Ty |13
i=1

QZ y’Lv x’uW(O O) Z ]]- (0) T:E >0 (0)7 7,>

J€[R]

:50'2 Z Z Zi<wj0 7371')2

7€M ie.g (w)

//by Lemma[B.4]
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1 0
=D DD DR [t A

7€ ie.7 (w(?)

1 0
=5 D w13 Y0 billel3

€[h] i€s (w”)
1 . 0
> 5o (puin o) X 10”8
m jelh] ies (w”)

3. Combine lower bounds of 77,15, T3, T}.
E(O) :T1 + TQ + T3 + T4

2
0 0
>~ (s lanlg) 3 [0 + 1”1 ‘
Jj€Eh] 7267(74)50))
1 .
# g0 (i honl) 32 [7 4l | X a
Jeln ics(w)
/ /by balancedness, wj(-0)||§ = (v§0))2
2
2 (0))2 a’(1+p?) . 2 (0))2
> -2 Ircré%”xlcﬂz Z [[w; |3 Z 4 t— Igrelbrll]kaHg Z [[w; 112 Z ¢
JEn] i€s (wi”) jelh] ie.s (W)

4. Decompose loss by trapping. If the trapping condition holds, we can decompose the loss
£O = Ef) + £9, where £'% is only controlled by wj if wj(-o) €S, (x€{+,-}).

2 2

2(0 0 0 o’ (14 p?) . 0 0

0z -2 (maxlnld) X IOBE?+ T (i ) X el
jenlwi¥es. jelhlw(Ves.,

21+ 2 )
=05 1B p {2 (ot (€2 + T (uin i) £
k€(n] 2 ke(n)

j€lhw(?es.
The time limit of the loss lower bound is

i £© 5 L mikeln [xll2 o1+ 42
toeo ¢ = 2 maxge(n] kaH% 2

By the previous lower bound proof,

WO < WO |pe2masners el 267

0 0
Letu = A = [We”lhde = 2(maxiepy laill2) 6", B = 2maxiepy lloxl3,C =
”2(%“2) minyep,) [|2x]|3. Then consider integrating factor exp(AC/ Az exp(Agt)).

d
_ >A )\zt _B
dtu >Ae ( + Cu)
ABe*' > ACe™ u + %u
ABe*" exp(AC/ Ay exp(Aat)) 2AC exp(AC/ Az exp(Aat))e** u + exp(AC/ Az exp(Aat)) %u
Bd d
& 3 [XP(AC/ Ag exp(Xat))] = 2 (u- exp(AC/ Az exp(Aat)))
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B
5[6Xp(AC’/)x2 exp(Aat)) — exp(AC/A2)] >u - exp(AC /Ay exp(Aat)) — ug - exp(AC/A2)

B

5[1 — exp(AC/A2(1 — exp(A2t)))] >u — ug - exp(AC/A2(1 — exp(Aat)))

£ > 1 ,AC/A:(1 Aot 1B AC/ A5 (1 Aot
Eioizoe /A2(1—exp(Azt)) 4 & [1 — eAC/Az(1—exp(A2 ))}
5. Combine clustered losses.
£O = 4 £
1 n 1
1) eAC/x2(1—exp(Aat)) + g [1 _ eAC’/)\z(l—exp(AQt))] 1 eAC /A2 (1—exp(Aat)) + g [1 _ eAC/)\Q(l—exp(Agt))]

© (0)
+,t=0 L~

O

D.3 PRIVACY BUDGET ALLOCATION

Proof of Theorem[5.1] For any j € [h], with probability 1 — p, its initial absolute value is bounded
by
lvjl < /2821n(2/p) (55)
Then with probability (1 — p)”, the maximum worse initial value is bounded by
m?ﬁ(cj -v5) < /B621In(2/p) (56)
J€
where we define ¢; by w; € S¢;. The approximate DP-LP dynamics is

0; = Z yiﬂirelu(w;rxi) (57)
i=1
Say w; € S, for some ¢ € {—1, 1}, then during DP-LP, when sign(v;(T")) = sign(v;(0)),
T
[v;(T) — v;(0)] = / > Livelu(w] a;)dt (58)
0 Yi=c
T
> min \relu(w;xiﬂ / L.(t)dt (59)
Yi=cC 0
//by Theorem4.7] (60)
—1
102 {52, Irela(W ) |52

J ;) (61)

> miré relu(wj T; e
yi ijesc [maxyi:c w; xz}

-1
1 ming, —. relu(w, ;) T o
:502 J k > frelu(W ;)5 (62)

ij es. [rnaxyi:C w;xi

Yi=c
1

—QO'QQ (63)

where we define a constant () to describe the pre-training quality. If the pre-trained features are
better, () becomes larger. To mitigate the feature distortion, we need ¢ - v; > 0, then the necessary

DP-LP run-time is ) )
At %\/62 In(2/p) %Vln(Z/p) (64)

where we ignore [ as it is typically pre-determined in real implementations (e.g. the Linear layers
in PyTorch). O

E APPENDIX: THEORY WITHOUT APPROXIMATION

For convenience, we use different notations for the data input dimension d = d, and the backbone
weight matrix B = W T in the following proofs.
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E.1 1T0’S FORMULA AND ITS CONSEQUENCES

We denote M,, ,(R) as the space of m-by-n real matrices.

Theorem E.1 (It6’s formula). Let X be a R™-valued It6 process satisfying the stochastic differential
equation 0X; = A1(t, X)0t + Aa(t, Xy)OW, with Aq(t, Xy) being R™-valued, As(t, X:) being
M, (R)-valued, and W, being a standard n-dimensional brownian motion. Let f : [0,00) xR™ —
R be a function with continuous partial derivatives. Then'Y; := f(t, X;) is also an Ité process, and
its stochastic differential equation is

_ af(taXt)

Y,
o, ot

DEH(V F(£, X1), Ar (£, X2) O+ As (8, Xt)8Wt>+%<A2(t, X)OWs, Hy As(t, X0)OW)
(65)

where Hy is the Hessian matrix of f over X, defined as (Hy);; = #af(xt)j and (X3); denotes

the i-th entry of random vector X.

Corollary E.2 (Loss dynamics during linear probing). During linear probing (Equation equa-
tion[90), the stochastic differential equation describing the loss dynamics is

oLy, = —(BEv—XTY)'BE Bo(BIv—X"Y)0t+V202(Bfv—XTY )T BY OW,;+ho?0t. (66)

Proof of Corollary[E.2] By Itd’s formula (Equation equation [E.I), the loss dynamics is

1
oLy, :35\|XBOTU -Y|? (67)
1
=(XBIv-Y)T'XBlov + 5(«%)TBOXTXBOT (0v) (68)
1
=(XBlv-Y)'XBlov+ 5(au)T(av) (69)
/ /by Definition [E3| (70)
=(XBIv-Y"'XBI[-ByXT(XBI'v —Y)dt + V2020W,] + ho?dt (71)
0 0 0
=Blv - X"V Bl [-Bo(Blv — XTY)0t + V2020W,] + ho*0t (72)
=— (Bl'v - X"Y)' Bl Bo(BEv — XTY)ot + V202(Blv — XTY)T Bl oW, + ho?0t
0 0 0 0 0
(73)
O

Corollary E.3 (Loss dynamics during fine-tuning). During fine-tuning (Equation equation[91), the
stochastic differential equation describing the loss dynamics is

Ly = — (BTv— XTY)'BT"B(BTv — X"Y)ot + (BTv — XTY)T B"V2520W,
— (BTv = X"Y)T(BTv — XTY ) vdt + (BTv — XTY)T (V2020W] v (74)
+ 02| B30t + o?d||v||30t.
where we use O as the differential sign and use d as the data input dimension.

Proof of Corollary[E3] Similar to Corollary [E2] we use Itd’s formula (Equation [EI)), the loss dy-
namics of fine-tuning is

0Ly 26%||XBTU -Y|? (75)
1 1
=3 (Vo (XBTv —Y)|?,00) + 3 (Ve|(XB"v —Y)|? vec(0B)) (76)
1 1
+ Z(GU)THH(XBvaY)HQ(a’U) + Z[VGC((?B)]TH”(XBTv,y)HQVQC(aB) (77)
=(XB'v-Y) XB ' 0v+ (XB'v-Y) X(0B)' v (78)
T T TH T Tx(9B)T
U1
1 T T T 1 T 0
+ 5(31}) BX* XB* (0v) + i[vec(aB)] v 0 -+ wvp]vec(OB) (79)
L N ——
vy, dxh
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— (BT = XTY)"B"B(BTv — XTY)dt + (BTv — XTY)TB"V2520W,  (80)

— (BT — XTY)T(BTv — XY )" vdt + (BTv — XTY)T (V2020W])v (81)
+ o?trace(BBT)ot + a2d\|v|| ot (82)
— (BTv— XTY)"BTB(BTv — XTY)ot + (BTv — XTY)TBTV2020W,  (83)
— BTy - XT"Y)T(BTv — XTY)uTvat + (BT — X"V (V2020W] v (84)
+ o?|| B30t + o?d||v||30t (85)
O

Remark E.4 (Noise effects on linear networks). In the loss dynamics of fine-tuning (Corollary [E.3),
the noise induced deterministic terms

o*(|BlIE + dllv]|3)ot

does not explicitly depend on the linear head size h. We do a sanity check for this result in a
discretized setting (so that we skip It6’s lemma and stochastic calculus). Say we inject noise AB
to B, where AB is a h x d-matrix, and its entries are independent and follow Gaussian distribution
N (0, ). Then the expectation of the perturbed loss is:

E[L] :%]E[HX(B +AB)v - Y| (86)
Z%HXBT’U ~Y|?+E[(XBTv - Y)TX(AB)"v] + %E[UTAB(AB)TU] (87)
Z%HXBT’U —Y|?+ %E[UTAB(AB)TU] (88)
=S IXBT0 Y| + 202 d - o] (89)

As a result, we find that, in the discrete updates, the noise induced deterministic terms does not
explicitly depend on the linear head size h either. So our findings in the continuous case matches
the discrete case.

E.2 MODIFIED LANGEVIN DIFFUSION

Definition E.5 (Langevin diffusion for linear probing). Let (); be the standard h-dimensional Brow-
nian motion. Then the Langevin diffusion for linear probing is defined by the following stochastic
differential equation:

Ov =—V,L(v,By)ot + V2020Q;
= — BoXT(XBIv —Y)ot + V2020Q;. (90)
Here we use “0” as the differential notation.

Definition E.6 (Langevin diffusion for fine-tuning). Let Q); be the standard h-dimensional brownian
motion and ()} be a matrix whose entries are standard and independent brownian motions. Then we
define the Langevin diffusion for fine-tuning a two-layer linear network as

v = =V, L(v, B)dt + V2020Q,

= —BXT(XBTv—Y)0t + V2520Q;
OB = —VL(v, B)t + V2020Q),

= —o(XBTv - )T X0t +V2520Q),.

oD

Here we introduce an assumption based on random initialization. It describes a common phe-
nomenon in differential privacy deployment: the loss might not converge if the privacy mechanism
perturbs the gradients too much (Ponomareva et al [2023). To ensure that DP-SGD works for full
fine-tuning, we assume that the noise scale (or variance) in the privacy mechanism is upper bounded
by a constant.
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_ T
Assumption E.7 (Upper bounded noise scale). Let 3 > —I™ YI+VIXTY P +4(4da) [ XTY [ +4de

2h
Then we assume that the noise scale 0 > 0 we add for privacy in the fine-tuning process is upper-
bounded by

s [BB+IBXTY|? RB-1 I hB(hBJrIIXTYIIQ)_”
"<mm{ oh Va(td) 15ve(+d) A+ oxTY]+d S P

Equation (T8) upper monotonically decreases in time if Assumption also holds.

To understand the properties of a dynamics analysis problem, it can be useful to identify invariants,
or functions whose output is conserved during optimization. Such conservation laws can be seen
as a “weaker” form of implicit bias, helping to elucidate which properties (e.g., sparsity, low-rank)
are preferred by the optimization dynamics among a potentially infinite set of minimizers (Marcotte
et al.l 2023). To prove the convergence of our optimization, we study the imbalance matrix, an
invariant for multi-layer linear networks that has previously been studied in the context of gradient
flows (but not Langevin dynamics, to the best of our knowledge).

Definition E.8 (Imbalance matrix). For a two-layer linear network, we define the imbalance matrix
as

D :=wT — BBT. (93)

Prior work on gradient flows has found that the imbalance matrix remains invariant over the evolu-
tion of gradient flows modeling gradient descent (Arora et al.,2018;Du et al., 2018 |Marcotte et al.},
2023). This property can be used to derive tight convergence bounds (Min et al., 2021} 2023a).
However, a similar analysis has not materialized for Langevin diffusion models of DP-GD.

We observe that prior work on Langevin diffusion to analyze private optimization has implicitly
assumed that the sensitivity of each layer in a neural network is the same (Ganesh et al.| 2023b; |Ye
et al.,|2023b). Hence, they fix a uniform noise scale for every parameter of the network. Under these
conditions, we show that, when we ignore the sensitivity of each layer and use a uniform noise scale
o, the imbalance matrix is not invariant in expectation, unlike in (noise-free) gradient flow (Arora
et al., 2018} Du et al.| 2018 [Marcotte et al., 2023)); that is, its derivative over time is nonzero. This
complicates the use of the imbalance matrix for theoretical analysis (Ye & Du} 2021).

Lemma E.9 (Imbalance matrix in fine-tuning). During fine-tuning (Equation ), the derivative
of the imbalance matrix D in Definition|E.8)is

0

a1E[D} = (1 —d)o*Inxn, (94)

where d is the dimension of data inputs (B € R"*?),

Our main observation is that by modeling differences in sensitivity of different layers, we can re-
cover the invariance property of the imbalance matrix. The following proposition characterizes the
sensitivity of the linear head and the feature extractor, and illustrates why they have differing sensi-
tivities at initialization.

Proposition E.10. We assume that the training dataset D = (X,Y) is normalized such that
XTX = Ijwa, ||Y |2 = 1. We initialize the linear head by vy ~ N(0, 8I,xp) and B = h/\/d.
At the initialization of full fine-tuning, the linear head v has a greater layer sensitivity (Béthune
et al.| |2024) than the feature extractor B:

A(V,L(vo, Bo)) = © (\/8 : A(Vgﬁ(vo,Bo))) (95)

Based on this observation, we propose a modified version of Langevin diffusion for full fine-tuning,
which accounts for layer-wise sensitivity. With this modified definition, the imbalance matrix is
again invariant in expectation.

Definition E.11 (Modified Langevin diffusion for fine-tuning). Let ); be the standard h-
dimensional brownian motion. Let Q} be a h x d matrix whose entries are standard and independent
brownian motions. Then we define the modified Langevin diffusion for fine-tuning a two-layer
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Figure 6: Evaluation of layer-wise sensitivity when running DP-GD on 2-layer linear networks and
synthetic data (Béthune et al. 2024). We initialize the network parameter according to Proposi-
tion We take average on 10* random seeds with standard error smaller than 10~3.

linear network as

v = — V,L(v, B)dt + V202d0Q,

=— BXTX(B"v - XTY)dt + V202d0Q;
OB = — VpL(v, B)dt + V20520Q),

= —o(XBTv - V)T X0t + V2520Q),.

(96)

The only difference between this diffusion and Equation li is the additional factor of v/d, shown in
red, reflecting the fact that the linear head has greater function sensitivity than the feature extractor.

E.3 LINEAR PROBING LOSS UPPER BOUND

The main idea of the proofs for convergence is to replace gradient terms with loss terms. By doing
s0, we obtain inequalities containing only loss terms and some other constants.

For the linear probing setting, we first show the strong convexity of the loss function. Then we can
use the Lojasiewicz inequality to replace gradient terms with the loss terms.

Lemma E.12 ((Strong) convexity of linear probing phase). The empirical risk L =
LS U(f (i), yi) is 1-strongly convex.

Lemma E.13 (Initial loss before linear probing). If we initialize the linear head by vi—g ~
N(0, BInxp), then the expected empirical risk before linear probing is

ElLo] = 318 + [V IP) o)

Proof of Lemma[E13] We initialize the linear head with a Gaussian distribution (0, 8I,xp). So
the expected initial loss is:

1
E[Lo] =§]E[HXBOTU0 — Y|’ (98)

1
:51@[@{ BoXTXBIvy + Y'Y — 2YT X B v] (99)

1
zi]E[vg BoBlIvy+YTY) (100)
//we assumed in section 3.1 that By has orthogonal rows (101)

1
ziE[UOT vo +Y7TY] (102)
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/ /by vi—o ~ N (0, Inxn) (103)

1
=5 B+ 1Y) (104)
O

Theorem E.14 (Expected loss upper bound of linear probing). The expected empirical risk in linear
probing is upper bounded by

E[Lip(t)] < e 'E[Lo] + (1 — e~ *)(y + ho?) (105)

Proof of Theorem By Lemmal[E.12] £ is 1-strongly convex, we have the Lojasiewicz inequality.
Here we abuse the notation £ and consider it as a function of the linear head v because we fix By in
the linear probing process.

L(v) — {min L} < %HVEE(U)H% (106)

For simplicity, we denote E[L] := L. Consider the Langevin diffusion in Equation equation
when £(v) — {min, £} — ho? > 0, by Corollary

OL(v) =(VoL(v), =V, L(v)0t + V2520W,) + ho’dt (107)

L) < — Vo L()|28t + (Vo L(v), V2020W,) + hodt (108)

//By Lojasiewicz inequality (109)

L) <(—L(v) + {min L}t + (V,L(v), V2020W,) + ha®dt (110)

O(E[L(v)] — {min L} — ho?) < — (E[L(v)] —v{mvin L})0t + ha?ot (111)
(L — {min £} — ho®) < — (L — {min £} — ho®)0t (112)
/[When L — {min £} — ho? > 0 (113)

3ln|ﬁ—{mvinﬁ}—h02\ < — 10t (114)
1n|/:‘—{m”in£}—h02\Sln|m—{1r§n£}—h02|—t (115)
£ — {min £} — ho® <e~"(L(vo) — {min L} — ho?) (116)

£ <e " (£(vo) — {min £} — ho®) + {min £} + ho? (117)

£ <e"L{vy) + (1 - ™) ({min £} + ho?) (118)

£ <e™L(vg) + (1 — e ) (y + ho?) (119)

O

When we substitute the initial loss £(vg) with the hyper-parameters we use in the random initializa-
tion, we obtain the following corollary.

Corollary E.15 (Expected loss upper bound of linear probing from random initialization). If we
initialize the linear head by vi—g ~ N (0, In«p), then the expected loss is upper bounded by

ElLip(t)] < (BB + IV [*)e™ + (1 —e ") (y + ho?) (120)

N | =

Proof of Corollary The result is immediate when we combine Lemmal|E.13|and Theorem[4.4]
O
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E.4 IMBALANCE MATRIX FROM LINEAR PROBING

In the convergence analysis of fine-tuning, we eliminate variables and simplify the Langevin dy-
namics by the imbalance matrix. In this part, we characterize how the imbalance matrix changes in
the linear probing phase. The following results will later help us analyze LP-FT.

Lemma E.16 (Eigenvalues of imbalance matrix at the beginning of fine-tuning). During the linear
probing phase (Equation equation[90), for the imbalance matrix defined in Definition|E.8|

1. the minimum eigenvalue of the imbalance matrix is always —1;

2. other eigenvalues evolve in this way:

EN=E[|v|3] —1>-1 (121)

Proof of Lemma|E.16] Consider any eigenpair (A, u) of matrix D, we have

Du =\u (122)

(vl — BoBYu =\u (123)
(0T = Insen)u =Au (124)
(wTu)v =X+ 1u (125)

(126)

We can take any v L v and (u, —1) is an eigenpair of D. So —1 is always an eigenvalue of D. We
need to discuss two different cases here:

1. If A = —1, we only know that u | v.

2. If A # —1, then v and w are parallel. Say u© = «w, then
T

vt u
YT (127)
allv]3
— 128
V=Y (128)
= A=|v5-1> -1 (129)
O

Proposition E.17 (Expected eigenvalue of imbalance matrix at the beginning of fine-tuning). Say
we run linear probing for time t. If we initialize the linear head by vi—o ~ N (0, Inxp,), then for the
imbalance matrix defined in Definition[E.8| we have

E[|[v]|?] = hBe 2 4+ 2||BoXTY|?(e™t — ™) + (|| BoXTY||? + ho?)(1 — %)) (130)

throughout the linear probing process. Then by LemmalE.16] for those eigenvalues not equal to —1,
we have

ED = E [Jo]3] ~ 1 = hoe ™ + 2 BoXTY [ (™ — e ) + (|BXTY > 4 ho*)(1 ™) ~ 1
(131)
at the beginning of fine-tuning after linear probing.

Proof of Proposition[E-I7] By Equation equation [00] the Langevin diffusion of linear probing is:
Ov = —BoXT(XBEv — V)0t + V2020W, = —vdt + BoXTY ot + V2520W, (132)

We consider the evolution of v” v: by It&’s formula (Equation equation

owTv =20" v + (9v) T I, (Ow) (133)
owTv = — 20T (v — BoXTY)0t + 20T V2020W; + 2ha?0t (134)
owTv =(=20Tv + 20T By XTY)0t + 20T V2020W, + 2ho?0t (135)
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To solve the above equation, we need to solve the dynamics of v7 By XY

OYT'XBlv=—-YT"XBL(v— BoXTY)ot + V2020W,; (136)

OEYTXBIv] = —E[YTXBIv]dt + || BoXTY|?0t (137)
)
aE[YTX]_agb —|1BoXTY ! = —E[YTXBIv — | BoXTY|?] (138)
%)
7 EYTXBlv— |BoXTY|?]| =1 (139)
EYTXB v, — || BoXTY|?]| = E[YT X B vo — || BoXTY||?]| - exp(—1) (140)

When we initialize the linear head by v;—q ~ N (0, I;,x), we have E[YT X BT'v] = 0. Then
E[YTXBJv; — | BoX Y |P]| =[EY T X B vo — |BoXTY|?)| -exp(—t)  (141)
E[||BoXTY|> = YT XBjv] =E[|BoX Y ||* = YT X Bf vg] - exp(—t) (142)
So we can rewrite Equation equation[T33]as:

OE[||v]|?] =(=2E[||lv||*] + 2E[v” BoXTY])ot + 2ho?0t (143)

OR||v]*] =(—2E[|[o[*] + 2(E[| BoXTY||* = YT X Bjvo] - exp(~t) + | BoX"Y[|*))0t + 2ho* 0t

(144)

10
§&EHIUIIQ] =~ E[|lv|*] + E[| BoXTY [ = YT X B vo] - exp(~t) + (| BoX Y || + ho®)
(145)

Leta; = E[||BoXTY||2 = YT X Bl w),as = ||BoXTY||? + ho?, f(t) = E[||v]|?] and rewrite the
above equation:

3 f'() + f(t) =are™" +ag (146)

F'(t) +2f(t) =2a1e7" + 2as (147)

A () + 2e* f(t) =2are’ + 2aqe*! (148)
t t

e f(t)] =(2are’ + aze®) (149)
0 0

2 f(t) =f(0) + 2a;(e' — 1) + ag(e® — 1) (150)

f@) =f(0)e 2 4 2a1(e™t — e 2) 4+ ay(1 — e %) (151)

Since we initialize the linear head by v;—g ~ N(0,Inxp), we have f(0) = hfB and a; =
| BoXTY 2.
Lemma E.18 (Imbalance matrix in fine-tuning). During fine-tuning (Equation equation [91)), the

imbalance matrix D in Definition[E 8| evolves as

0
ot

where d is the dimension of data inputs (B € R""*?),

—E[D] = (1 —d)o*Ijxn (152)

Proof of Lemma We prove this lemma by analyzing the infinitesimal generator A of imbalance
matrix D at any time:

]ED[(D(L‘))ij] — (D)

A(D), i=1lim & (153)
=0+ 02 Z Z i =7 (154)

[n] 57 €[h]
-2 Z Y i’ =i"=i=jandj = ;"] (155)

i'elh].j'€[d] ¢’ €[h],j" €[d]
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the generator is zero for ¢ # j. So we can just consider the case where i = j.

AD)ii =0® > > 1[I =5 =] (156)

i'€[h] j'€[h]
—o® Y > i’ =i"=iandj = ;"] (157)
i/ €[h],j'€[d] i €[h],j" €[d]
=(1 —d)o? (158)

O

Lemma E.19 (Monotonic eigenvalue of imbalance matrix in fine-tuning). Denote Dy, as the imbal-
ance matrix right after linear probing phase. All eigenvalues of the imbalance matrix are decreasing
in expectation during fine-tuning. Specifically,

EN(D)] = E[A(Dyp)] + (1 — d)o*t (159)

where t is the time-span of fine-tuning process.

Proof of LemmalE. 19 Pick any eigenpair (A, u) of imbalance matrix D (Definition [E.8) such that
lull2 = 1. By Itd’s lemma (Equation equation [E. 1))

OX =uT(OD)u + uT (dD)(A\I — D)T(OD)u” (160)
=(1 — d)o?||ul|30t + OM; + (1 — d)*c*u™ (AT — D)Tu” (161)
=(1 — d)o?dt + OM; + (1 — d)?*c*u (AT — D)Tu” (162)

where M; is the martingale induced by the Brownian noise and ()T denotes the pseudo inverse of a
certain matrix. Say the the singular value decomposition (SVD) of D is

A 0
D=UsUT =U A2 U’ (163)
o .

where we have A € diagX and u being a column vector in U. So we can write the SVD of (A] — D)

as:
A—M\ 0

M-D=vVVvT =V A=A VT (164)
o .

where we obtain V' by removing « in the columns of U and we obtain ¥’ by removing A in X.. Then
the pseudo inverse of (Al — D) is

X _
0
A=A
WMD) =vevT =v % VT (165)

0

Since U is orthogonal, we shall have V7u = 0. Then we can rewrite the stochastic dynamics of D

as:
9 i\ — 2
5B = (1 - d)o (166)
O

E.5 FINE-TUNING LOSS

Lemma E.20 (Bounding the norm of linear head |[v||3). During fine-tuning (Equation equation|[91])
we can bound the norm of ||v||3 with the imbalance matrix D in Definition|E.8| as

A+ /A% +4|w|? X+ VA2 4fw|?
<ol < el (167)
2 2
where we denote \ = /\min(f)), A= /\max(f)).
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Proof of LemmalE.20} Given the information of imbalance matrix, we can bound the linear head
norm. Denote A = Apin(D), A\ = Apnax(D). Denote w = BTv and multiply D with v on both
sides:

v Dv =(vTv)? — (v B)(BTv) (168)
v Dv =|v]l3 — [lwl3 (169)
2T Dz

We have a range for the Rayleigh quotient: € [A, A]. So we obtain two inequalities:

zTx

{Ilv% ~ Jlwll3 = Allol3 0
ol = awll? < Aloll2
ol = Allo2 — w2 = 0
= - 171
{||v4 A2~ ]2 <0 (a7

To get a lower bound of v, we can solve two quadratic inequalities. For the first quadratic equation,

since the smaller root is non-positive, A — /A% + 4[lw||2 < 0, we just bound ||v||? with the larger

Toot:
A+ /A% + 4|jw]?
[o]> > (172)

2
similarly, for the second quadratic equation, we obtain an upper bound for ||v||? with the right-side

Zero point:
A+ VA2 +4|w|?
Jof2 < 2EVAT il (173)

2

O

Lemma E.21 (Bounding eigenvalues of BT B (re-stated from |Min et al. (2023b))). During fine-
tuning (Equation equation , we can bound any nonzero eigenvalue \; of B B as

A+ /A2 4z w)? A+ /A% 4+ 4(Fw)?
Ai € 5 , 5 (174)

where we use the imbalance matrix D in Definition|E.8|and denote

A = Amax(D)
A - Amin(l))

(175)

Proof of Lemma The proof of this lemma follows the proof of Lemma 3 in[Min et al.| (2023b).
BT B is symmetric and positive semidefinite (+7 BT Bx = ||Bz||2 > 0). So every eigenvalue of
BT B is non-negative.

D has at most one positive eigenvalue: if D has more than one eigenvalues, then the subspace of
R" spanned by the all positive eigenvectors has dimension at least 2, which must have non-trivial
intersection with ker(v?') as dim(ker(v?)) = h—1. Then there exists a nonzero vector z € ker(v?)
such that 27 Dz > 0, which would imply —z" BBT z = 2" Dz > 0, a contradiction.

For any eigenvalue-eigenvector pair (\;, z;) of BT B where )\; # 0 and z; € S41,

X =z (BTB)*z (176)

/lreplace something with imbalance matrix (177)

)\? :(ziTw)2 — ziTBTDBzi (178)

Af = (2]w)? = — 2 BTDBz (179)
A = (7l w)? €(z] (BTB)zi) - [~ Amaxs —Amin] (180)
A7 = (zF'w)? €N - [~ Amax: —Amin] (181)
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again, we can rewrite this as two quadratic inequalities

>\2 Am x)\i - I 2 >0
R (182)
)‘i =+ Amin)\i — (Zz w) S O
from them we know that there are two possible intervals:
— — zTw — . zTw
A € | —o0, Zmex VR FICTWR | | [ Aty N TAGT WP +OO]
(183)

—Amin—V/ A2, +4(zTw)2  —Aminty/ A2, +4(zF w)?
)\7; S 2 I 2

Note that we must have \; > 0 since BT B is positive semidefinite. So we can rewrite the bounds:

min

“Amax + V A2k F 4T W)2 —Amin + VAL, + 421 w)?

Ai € (184)

since the function f(x) = —z++/x + ¢? is monotonically decreasing, we have f(Amax) < f(Amin)»
i.e. the lower bound is no greater than the upper bound, i.e. the above interval is always non-
empty. O

E.6  NUMERICAL CONJECTURE ON THE EIGENVALUES

Conjecture E.22 (Small relative error induced by Jensen gap (Equation[216))). We denote the min-
E[max(0,—))'/?]? ~E[\]
E[max(0,—\)1/2]2
slowly in time and is smaller than 1% under reasonable number of training epochs. Here we provide
an empirical example with huge noise scale (much greater than the common noise scale in real-world
applications). We observe that the relative approximation error is insignificant even with huge noise

scale.

imum eigenvalue of the imbalance matrix D as \. The relative error increases

k=8d=10,0=50 k=8,d=10,0=100

0.0016
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000001 / 0.000

(a) 0 =50 (b) 0 = 100

[max(0,—2)'/2]2—E[)]
E[max(0,—X)1/2]2

linear network with a linear head of size h = 8 and a feature extractor of size h X d = 8 x 10; (2) we train the

linear network with DP-SGD; (3) we repeat the experiment with large noise multipliers ¢ = 50 and ¢ = 100.

Figure 7: Growth of the relative error E in the experiment setting: (1) we use a two-layer

E.7 FINE-TUNING LOSS UPPER BOUND

Lemma E.23 (Imbalance matrix in fine-tuning under layerwise noise). During fine-tuning (Equa-
tion (96))), the imbalance matrix D in Definition[E-8|evolves as

dD
E [dt} —0 (185)

Proof of Lemma We prove this lemma by analyzing the infinitesimal generator A of imbalance
matrix D:

A(Do(v, B))ij :=1im E%[Dyj] — (Do)

i ; (186)
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=0+0% Y > 1i'=j=i=]j (187)

i’€[h] j' €[h]
—o? > [ =i"=i=jandj = ;"] (188)
i'elh],j'€ld] "' €[h],5" €[d]
the generator is zero for ¢ # j. So we can just consider the case where i = j.
A(Do(v, B))is =0 Y Y 1] (189)
i’e[h] j'€[h]

— o2 Z Z 1[i’ =i" =iand j’ = j"] (190)
i/ €[h],j'€ld] i’ €[h],j' €[d]

=(d — d)o? (191)
=0 (192)
O

Theorem E.24 (Loss upper bound of fine-tuning). In fine-tuning under layerwise noise (Equa-
tion equation[96), we have

E[ﬁ] g E[E]e(fjrf*\/goj(l“rd))t 4 LD(l _ 6(75\+\/§U2(1+d))t) (193)

(1+d)|\XTY\| dx

Oo_
where L5 = o2 A VaoR(Id)

Proof of Theorem We first simplify the loss dynamics:

o :8%||XBTU _y|? (194)
1 1
=5 (V| XBTv —Y|J?,0v) + 3 (V|| XB"v - Y|J?, vec(0B)) (195)
1 1
+ 1 (8U)THHXBTU—YH2 (8’0) + 1 [VeC(aB)]TH”XBTU_yHzVGC(aB) (196)
=(XBTy - Y)'XBTov + (XBTv - Y)TX(0B)Tv (197)
+ %(GU)TBBT(&)) + %[Vec(aB)]THHXBTU,YHQVGC(GB) (198)

= (XBTy -Y)'XBTBXT(XBTv - Y)ot + (XBTv — V)T XBTV202doW, (199)
—(XBTo —Y)TXXT(XBTv — Y)vTvot + (XBTv - V)T X (V2020W/))v  (200)

+ o?trace(BBT)0t + o?d||v||*0t (201)
—(BTv— Y)TBTB( v—XTY)ot + (BTv — XTY)' B"V2520W, (202)
— (BT = XT"Y)T(BTv — XY ) ot + (BTv — XTY)T (V2020W] v (203)
+ o*trace(BT B)ot + 02d|\v||28t (204)

By Lemma[E:20]and Lemma [E:2T] we have
ORL = —E[(w — XTY)T(BTB + vTuljq)(w — XTY)]0t + o*E[|| B||% + d||v]|2]0t (205)

A+ /A% + 4w X+ /A2 4 42T w)?
<E{ —|lw—XTY|32 5 ot — ||lw— XTY |3 5 ot
(206)
7>‘ + )‘2 + 4( m1n )2 5\ 5\2 4 2
+E{ 0% V= ot + o2d2 ; lwl® o (207)
1 1
< - 5IE:[||w — XTY||2(Amin + Amax)]0t + §U2E[drmin + Thnax] Ot (208)
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where we define

Amin = A+ /A% + 4[|w||2 > max (0, 2))
Amax = 75\ + 5\2 + 4(ZTi w)2 Z max (07 *25\)
Puutn = —A+ /A + 4G, 0)? < max (2w, 2w] - 24) = 2w] + 2 max(0, )
Dimax = A+ /A2 + 4fjw||? < max(2[|w]], 2||w| 4+ 2X) = 2|jw]|| + 2 max(0, \)
(209)

Denote the probability measure of the state at time ¢ as v4. Then by using Jensen’s inequality, reverse
Holder’s inequality, etc., we can bound the first term:

Efllw — w. H%(Amin + Amax)] :/ Jw — w*”%(Amin + Amax)dvy (210)
-2 2
(/ | w —w.l7 dz/t> (/(Amin - Amax)1/2d1/t> (211)
=E[[lw — willy ] E[(Amm + AmaX)1/2]2 (212)
>Efl|w — w*Hz} [(Amin + AmaX)l/Q} (213)
according our empirical observation (Conjecture |E.22)) (214)
we ignore the Jensen gap for the second multiplier (215)
1 _

R — 3Ellw —w.5EN (216)
By Lemmal(E.19 217)
=E[|w — w.|[3](~E[MDo)] + (d — 1)ot) (218)
=2(—E[X(Do)] + (d — 1)o*t) - E[L] (219)

Then we rewrite the upper bound:

OE[L] < — % [ — XTY|2(Asnin + A )0 + %UQJE[dFmin+Fmax]8t (220)

OE[L] £ — ME[L]0t + o2 (V2(1 + A)E[L)Y? + (1 + d)|| XTY || — d))ot (221)

OE[L] S(—=A + V202 (1 + d))E[L]dt + o2 ((1 + d)| XTY || — d))ot (222)

E[£] SE[/;]e(—Mfaz(ler))t + LD(l _ e(—?\+x/§az(1+d))t) (223)

where L0 = g2 (X Vii—dA | O

A—v202(1+d)
F THEORY WITH CLIPPING

In this section, we present the first theoretical investigation on Langevin diffusion with clipping.
We believe that our contribution is significant for the Langevin diffusion and private optimization
research community. We summarize our findings and contributions in the following list:

* A new definition for Langevin diffusion with clipping (Definition [FT).
* Zeroth order approximation error for the clipped Langevin diffusion (Theorem [F.3).

* Privacy guarantee for the clipped Langevin diffusion (Theorem [F4).

* The exact “discrete vs. continuous” algebraic correspondence between the clipped
Langevin diffusion and vanilla DP-SGD (Remark [F.2).

* Feature distortion analysis for the clipped Langevin diffusion (Theorem [E.5]).

* The existence proof of a unique strong solution for the clipped Langevin diffusion (Corol-
lary [F7).

Definition F.1 (Clipped Langevin diffusion). Say we work on parameter § € R? to minimize a group
of loss functions {/;};c[,). The parameter evolve according to the following stochastic differential
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equation.
00 = = clipo(VLi(0))0t + 004 (224)
i€[n]

This equation is the clipped Langevin diffusion. &; is a vector containing p independent 1-
dimensional Brownian motion. The clipping function is defined by a constant C' > 0 and

clipe (Vi (6)) := min (1, HW%)&) Ve, (0).

This definition allows us to establish the first exact “discrete vs. continuous” algebraic correspon-
dence between clipped Langevin diffusion and vanilla DP-SGD, creating a continuous analytical
framework that closely mirrors real DP-SGD implementations.

Remark F.2 (Algebraic correspondence between the clipped Langevin diffusion and DP-SGD). The
update rule of the vanilla DP-SGD with step-size 7 > 0 can be written as (Abadi et al., [2016):

1
Op+1 =0k — 77@ Z (clipe(VEi(6)) + oN (0, C?1)) (225)
1€By,

where B is the batch size and By, is the batch of data points sampled at step k. We can rewrite the
update rule by assuming full sampling, 7 = 77\Tla| and 6 = oC"

Ope1 =0k — 1 > (clipa(VEi(0)) + GN(0,1)) (226)
i€[n]

One can compare this update rule with the clipped Langevin diffusion (Equation ([224)):
00 = = clipo(VLi(0))0t + 004 (227)

i€[n]

It is easy to see the algebraic correspondence between the above two equations. We provide a
rigorous derivation of DP-SGD update by discritizing the clipped Langevin diffusion with the Eu-
ler—-Maruyama method.

Suppose that we want to solve the clipped Langevin diffusion on some interval of time [0, T']. Then
the Euler-Maruyama approximation to the true solution 6 is the Markov chain 6 defined as follows:

* Partition the interval [0, 7] into K equal subintervals of width 77 > 0:

T
0:7'0<7'1<-~-<TK:Tandﬁ:E (228)

e Let éo = f at the initialization.

¢ Iteratively compute Opforl1 <k <K by

O = 01— 17 Z (clipC(V&-(ék,l)) + UN(OJ)) (229)

i€[n]

In this way, we rediscover the update rules for DP-SGD by discretizing the clipped Langevin diffu-
sion.

We give an approximation error bound following (Freidlin et al., 2012, Theorem 1.2, Chapter 2.1).
Theorem F.3 (Zeroth order approximation error). For allt > 0,6 > 0, we have

E [Het - et“’)m < (a(zp)%t% n 2nCt>2 (230)

Proof of Theorem
E[00; — 0, |21 =E[(6, — 01,96, — 96{”)) + 2po>01] (231)
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OE[)|6; — 6\”||?] <E[4nC|6, — 6|0t + 2po°t] (232)

T
MMf%%ﬁé/(MGEWrW@M+%¥Wt (233)
0

T
mm—%%ms/<mcwmwm—$Wﬂ+%HWt (234)
0
T
MMfQWﬁ§%¥T+MC/~VMMf@WW& (235)
0

By Lemma|[F.9] we have
. 2
E[10: — 01| < (o(2p) 13 + 2nCt) (236)
O

Note that this approximation error significantly improves upon the O(exp(T)) error found under
standard regularity assumptions (Freidlin et al.,[2012] Theorem 1.2, Chapter 2.1).

We present a privacy guarantee for the clipped Langevin diffusion by deriving an upper bound on
the KL divergence.

Theorem F.4 (KL Divergence Bound for Clipped Langevin Diffusion). Let 6y, 0 have the same
distribution ©g, O, O be the solution to Equation (224) given initial condition 0y and database D,
0’ be the solution to Equation (224) given initial condition 6, and database D', such that D ~ D’'.
Let ©(q 1) be the distribution of the trajectory 0,¢o ). Then for any T' > 0:
2 202

e

KL(®0,11(0,77) < —

(237)
o

Proof of Theorem[F4] By Theorem B.1 & 3.1 of [Ye et al|(2023a),
2
1

KL(© O] =
(©p7110f0.17) =33

T
/O E ||| S clipe (V60 D) — 3 clipa(9e:(6; 0))|| | at

i€[n] i€[n] 2

1 T
<s5 4n*C2dt
20 0
2n2C?

1

T s
O

We demonstrate that our main result on feature distortion holds for clipped Langevin diffusion, re-
inforcing our paper’s key insight. Here, our approximation technique is essential, as the stochastic
analysis of Langevin diffusion with nonlinear & nonconvex coefficients would be extremely chal-
lenging without it.

Theorem F.5 (Random initialization causes feature distortion). If Assumption [3.1] and Assump-
tion hold, and the linear head is randomly initialized by vy ~ N(0, BInxp), then with prob-
ability 1 — 27", V3 > 0,35 € [h],At > 0 such that during the time interval (0, At), DP-FFT
distorts w; reducing its alignment with the data cluster. The cosine similarity between w; and the
data cluster mean T ;) decreases monotonically:

0

57 608 (wj, Tejy) | <0, Vte(0,At) (238)

t

Proof of Theorem The per-sample gradient for the ¢-th data point (before clipping) is

yilirelu(W T z;) relu(W " ;)
yilivrrelu’ (wy z;)x; virelu’ (w] z;)z;
v 0. — Vol — | yilivoreln’ (wg z)w; | — 4 g | vorelu’ (wy z;)2; (239)
el = {vec( Ty t) | il !
yilivpreld (w) x;)x; vprelu’ (wy! z;)z;
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where the vec(-) operator is defined as an operation that converts a tensor to a vector (Magnus &
Neudecker, |1999, Chapter 2.4). We use vec(+) to collect the gradients of v and WV into one vector.
Then we can write the clipped per-sample gradient for the ¢-th data point as:

relu(W T z;)
vyrelu’ (w] z;)z;
; : ¢ ' (wg 2;)x;
clipa(Vw,wyls) = min 1, cm———— | - y;fy | V2P W2 Li)Ti | (240)
IV (o, ill2 .
vhrelu'(w,—';a?i)xi

Therefore, the dynamics of the parameter w; for any j € [h] under gradient clipping is,

871]] . ( C ) ’ T
—Z2 =min (1, ————— | - y;l; - vjrelu’ (w,; x;)x; (241)
IV (o, il ’ i)

Note that the clipping operation only multiplies the gradient with a normalization term

min (1, m . As a result, it does not change the signs of the gradient entries. Then we
are ready to analyze the cosine similarity between w; and the mean data direction:

9 - 2(ijfC(j)) o1 Ow; g 1w,
En cos(wj, Te(jy) :W ||wj||2f”c(j)ﬁ — T jwiw; TS (242)

2(w] Zp(jy) T Ow.:
=2 Tel)) [Hw.u% (@] w»)w} Y (243)

ijH% Jli2be(y) c(y)™a)%s ot
/ /by Assumption [3.2] (244)

. 0 _ . _ _ T dw;,

sign (at cos(w;, zcm)) —sign ([nwjn%xc(j) ~ @y, at) (245)
//the clipping operation perserves the sign (246)
=sign (v;(llwsll§ — (21w5)%)) (247)
=sign(v;) (248)

Since we initialize v ~ A(0, 85 x7), with probability 1 — 27", there exists j such that v; < 0
att = 0 = % cos(wj, Tey) < 0 att = 0. By the continuity of the approximated Langevin
diffusion, there exists At > 0 such that for any ¢ € (0, At),

0 _
n cos(wy, Te(jy) < 0. (249)
O

We establish that a unique and strong solution exists for the clipped Langevin diffusion. This result
is particularly noteworthy because it bypasses the standard regularity assumptions typically required
in existence proofs for stochastic differential equations (Mao, [1997; @ksendall 2014). Standard
conditions demand that both the drift and diffusion coefficients exhibit linear growth in their pa-
rameters and are Lipschitz continuous. However, such assumptions are often impractical for the
loss functions prevalent in modern machine learning. Additionally, deep learning architectures fre-
quently introduce non-differentiability (as seen in the discontinuities of ReLU activation functions,
for instance). In response, we propose relaxed regularity criteria to address these challenges.

Theorem F.6 (Criteria of unique strong solution for SDE with irregular drift (Veretennikovl |1981,
Theorem 1)). Consider the following stochastic differential equation:

dﬂ?t = a(a:t, t)dt + b(xt, t)dXt (250)

where

* X, denotes the standard Wiener process.

* a is a bounded, d-dimensional vector-valued, measurable function.
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* b is a bounded, matrix-valued, continuous measurable function of size d x d. b satisfies the
following properties:

— (Uniform elliptic condition): For any x € R* v € R t > 0, there exists a constant
A > 0 such that
T b(x, )b (z,t)v > T (251)
— (Fixed time uniform continuity): For every T > 0 and any t € [0,T), b(-,t) is uni-
formly continuous on any compact metric subspace U C R

Then a unique strong solution X exists for the stochastic differential equation.

Corollary F.7. If the per-sample loss function £ has a discontinuity set with Lebesgue measure 0,
then the clipped Langevin diffusion (Equation (224)) has a unique strong solution.

Remark F.8 (Toy-case example of Corollary[F.7). Consider a 2-layer ReLU network f parametrized
by v € R" W € R¥*h:

f(z) =0 relu (W'z), (252)
a singleton training dataset D := {(xo, y0) }:
1
0
ro=|.|, yo=1 (253)
0

and exponential loss £(y, §) := exp(—y3). Then the drift coefficient (e.g. a(z¢,t) in Theorem [F.6)
of the loss Langevin diffusion is

—clipg (Vo (yo, f(20))) = — clipg (Vo (o, f(0))) (254)
relu(W Tz;)
vrelu’ (w] x;)x;
. C 1 / T
= - min (Lo ) il varelw (wy x;)x; (255)

IV (w,m)0l|2
Uhrelu’(w;xi)xi

The set of all discontinuities of this drift coefficient has Lebesgue measure zero in the parameter
space R" x R%*", This drift coefficient is a measurable function. So we can apply Theorem in
this example.

F.1 TECHNICAL RESULTS

Lemma F.9 (Gronwall type inequality IV). Let  : [a,b] — Ry be a continuous function that
satisfies the inequality:

x(t)§M+/ U(s)w(x(s))ds, ¢ [a,b]

where M > 0,V : [a,b] — Ry is continuous and w : Ry — Ry is continuous and monotone-
increasing. Then the estimation

2(t) < o1 (@(MH/:W(S)ds), t € [ab]

holds, where ® : R — R is give by

“o1
<I>(u).—/u0 w(s)d& ueR

Proof of Lemma[F9 This proof is done by Sever Silvestru Dragomir.

We just copy the proof here for completeness.
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Denote y(t) as
y(t) = /tw(x(s))\lf(s)ds, t e ab]
we have y(a) = 0, and by the recursiveaintegral condition of z, we obtain:
Y (t) =x()¥(t), tE€ab]
y' (1) w(M +y(1) (1)

L) <u(nd

w(M +y(t))

By integration on [a, t], we have

y(t) 1 .
(/0 W(MH)dS) *‘P(M)s/a U(s)ds

y(t) 1 t
/o mds S/a U(s)ds + ®(M)

S(y(t)+ M) < /t U(s)ds + ®(M)

a

that is,

By taking the inverse mapping of ® on both sides, we finish the proof.
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