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ABSTRACT

Machine learning systems deployed in distributed or federated environments are
highly susceptible to adversarial manipulations, particularly availability attacks
-rendering the trained model unavailable. Prior research in distributed ML has
demonstrated such adversarial effects through the injection of gradients or data
poisoning. In this study, we aim to better understand the potential of weaker (action-
wise) adversaries by asking: Can availability attacks be inflicted solely through
the flipping of a subset of training labels, without altering features, and under a
strict flipping budget? We analyze the extent of damage caused by constrained
label flipping attacks against federated learning under mean aggregation—the dom-
inant baseline in research and production. Focusing on a distributed classification
problem, (1) we propose a novel formalization of label flipping attacks on logistic
regression models and derive a greedy algorithm that is provably optimal at each
training step. (2) To demonstrate that availability attacks can be approached by
label flipping alone, we show that a budget of only 0.1% of labels at each training
step can reduce the accuracy of the model by 6%, and that some models can per-
form worse than random guessing when up to 25% of labels are flipped. (3) We
shed light on an interesting interplay between what the attacker gains from more
write-access versus what they gain from more flipping budget. (4) We define and
compare the power of targeted label flipping attack to that of an untargeted label

flipping attack.

1 INTRODUCTION AND RELATED WORK

Machine learning systems can become prime targets for
adversarial attacks. Training-phase poisoning attacks
in particular have gained considerable attention as the
widespread use of machine learning in critical applications
has grown (Awasthi et al.|(2017);|Zhang et al.|(2017); [Pau{
dice et al.| (2018));|Lu et al.| (2022)); [Huang et al.|(2011)). In
these attacks, an adversary manipulates the training data
in order to degrade or control the final trained model. Un-
like evasion and backdoor attacks, poisoning requires no
control over inference-time input: it suffices to manipulate
part of the training set. Among such attacks, label flipping
stands out for its simplicity: The attacker simply changes
the class label of a subset of training points while leaving
other aspects of the data intact. This is especially relevant
in federated learning situations where features are fixed
by upstream data pipelines and the set of possible labels
is predefined. For example, a common scenario is when
workers are asked to label predefined images, the labels
being in a finite set. We address the following question in
the context of a classification problem:
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Figure 1: Images of the gradient operator
on different sets. R? is where an attacker
can craft unrestricted gradient attacks.
Given a model hy, VoL(hg(X),)) is
the set of possible gradients given an
unrestricted data poisoning Bouaziz et al.
(2024), Vo L(hg(Fx), Fy) is the set of
possible gradients when data poisoning
is restricted to a feasible set Fy x Fy C
X xY,and VyL(Dx, ho(Fy)) is the set
of possible gradients when the features
are restricted to those in the dataset Dy
and the labels are chosen in the set of
feasible labels.

Can an attacker severely degrade a model using only label flips on existing data in a convex setting
and under budget constraints?
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In this work, we provide a positive answer to this question. By viewing label flipping as a constrained
optimization problem from the point of view of the attacker, we show that carefully selected flips can
steer the aggregated gradient away from its honest direction and reduce accuracy or render training
unstable - even when only 1% of the labels are altered.
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Figure 2: Territory of known availability attacks (in orange) within a domain of constraints. The
closer to the origin, the more constrained is the setting for the attacker and the harder it is to realize
an availability attack. #: [Geiping et al.|(2020); Zhao & Lao|(2022); Ning et al.| (2021)); [Huang et al.
(2020), ©: Blanchard et al.| (2017); Baruch et al.|(2019), &: [EI-Mhamdi et al.[(2018)), <> so far only
in convex settings : [Farhadkhani et al.| (2022), A&V : Bouaziz et al.[(2024), % : Our contribution in
section[3].

Previous work has investigated poisoning attacks and granted the adversary far more leverage than
some realistic scenarios allow. Some require the ability to modify both labels and features or even
overwrite entire gradients (|Bouaziz et al.[(2024); Baruch et al.|(2019))); others rely on injecting crafted
examples into the training set (|Shafahi et al.|(2018)); Zhao & Lao|(2022); Koh et al.|(2022)). L1 et al.
(2022) proposes an agglomerative-clustering strategy to select vulnerable samples, assuming access
to all training data and performing offline clustering. Jha et al.| (2023 demonstrates that carefully
chosen label poisoning can insert backdoors via trajectory-matching methods. Their objective is to
create targeted misclassification when a trigger is present, not to reduce overall model accuracy. Thus,
although both their work and ours manipulate labels only, the goals, threat models, and evaluation
metrics differ: theirs aim to insert backdoors, whereas we study availability degradation under a tight
budget and online setting. Likewise, |Lavaur et al.[(2024) applies random label flipping in the context
of collaborative intrusion detection systems. The attack of Lavaur et al.|(2024) targets domain-specific
labels (e.g., DDoS) and does not formalize the attack as an optimization problem. In contrast, we aim
to study an attack that is data- and model-agnostic but can be proved to be optimal at each iteration.

Yu et al.| (2025) studies label-flipping attacks on GNNS under a federated learning setup. Their
approach is oriented towards graph-structured data and relies on the unique properties of GNN aggre-
gation mechanisms. In contrast, we propose a method that is formulated as a general optimization
framework based on gradient alignment, making it applicable to a wider range of classification tasks.
When manipulation is limited to labels alone, existing methods typically presuppose control over the
vast majority of them (> 85%) or access to the validation set, and require the training of a number of
classifiers linear in the number of classes and the budget (|Liu et al.| (2023a)); Paudice et al.| (2018))),
unsuitable for online or real-time training, especially at scale.

Another work, Bal et al.|(2025), focuses on defense in the binary classification setting via adversarial
training (SVMs, untargeted), where dual whereas our work formulates the attacker’s online, budget-
constrained optimization and proves per-epoch greedy optimality under explicit write-access and
local budget constraints.

By contrast, our work formulates the attacker’s optimization problem under a strict, per-epoch
budget, with explicit write-access and local budget constraints. Our attack is online, performs per-
iteration optimization in parameter space using gradient alignment, and is provably optimal per step.
Furthermore, it requires only control over a small fraction of data and changes no features at all,
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only labels. This expands the scope of known availability attacks to a more limited yet still highly
significant threat model.

Following [Bouaziz et al (2024), Figure [2]shows label-flipping attacks on the landscape of availability
attacks, situating our contribution within the literature. Meanwhile, Figure E] illustrates how label
flipping compares to more general gradient-based attacks, particularly with respect to the set of
gradients achievable under increasingly restrictive conditions.

Why mean aggregation still matters Mean aggregation remains the de facto baseline in both
federated learning research and large-scale deployments as it is favored for its scalability, communi-
cation efficiency, and ease of implementation ([McMahan et al.|(2017)). As noted in|[Shejwalkar et al.
(2021), production cross-device FL systems with thousands to billions of clients often employ plain
averaging, and empirical evidence suggests that even the most basic, non-robust FL algorithms can be
surprisingly resilient in realistic, low-compromise settings. In this context, showing that a constrained,
label-flipping adversary can meaningfully degrade model performance under mean aggregation is
already a strong and practically relevant finding. Additional discussion is provided in Appendix

Contributions. We formalize label flipping for logistic regression as a budget-constrained opti-
mization problem whose closed-form objective depends only on the inner products between feature
vectors and a reference direction (Section [2). This formulation yields a greedy algorithm that we
prove to be optimal at each training step (Section [3). Experiments on standard image classification
benchmarks confirm the severity of the attack: altering merely 0.1% of the labels already reduces the
test accuracy by 6%, a change subtle enough to bypass typical anomaly detection thresholds while
still inflicting high computational, financial, and temporal costs. Also, a 25% global budget forces
the model to almost random guessing (Sectiond). We also discuss the trade-off between an attacker’s
write-access (k) and their local budget (b), showing that a wider write-access is more valuable than a
larger local budget, and we compare the targeted and untargeted variants of the proposed algorithm.
We then extend the framework to an arbitrary number of classes and propose a generalization of the
binary label flipping attack algorithm (Sections[5]and [6). We conclude by discussing limitations of
our work and future directions.

2 GENERAL SETTING

2.1 NOTATION

Table 1: Notation Summary

Notation Description
d Dimension of the feature space.
t Epoch (training iteration) index.
(s Yn) n-th data point, with features z,, € R9T! and label y,, € {0, 1}.
a € RI¥F! Binary logistic regression parameter vector.
W e REXW@+D [ Multinomial logistic regression parameter matrix.
H Set of honest data points (labels are not flippable).
K Set of attacker-controlled data points (labels can be flipped).
Ky Honest version of K before any label flips.
Dy = HU Ky | Entire honest training dataset (unmodified).
D=HUK Entire training dataset after poisoning (some labels in & may be flipped).
N = |D| =|Dg]| | Total number of data points.
k= % Fraction of the dataset controlled by the attacker (write-access).
PCK Subset of K whose labels are actually flipped by the attacker.
b Local flipping budget (proportion of K that can be label-flipped).
1[] Indicator function (returns 1 if the condition is true, 0 otherwise).
o) Sigmoid function: o(z) = .
kxb Corrupted fraction (Global budget)

The main notation used in this work is summarized in Table[l]
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Although D and « vary with ¢ (iteration dependent), we omit the epoch index whenever there is
no risk of ambiguity since we treat the attacker’s problem epoch-wise. By definition |P| <
b|K|. In addition, we use ¢ € D and (z;,y;) € D interchangeably, and writing y; € K means
{yi such that (x;,y;) € K}.

2.2 THREAT MODEL

Rationale. As noted in|/Bouaziz et al.|(2024), the fundamental difference between gradient attacks
and data poisoning comes from the limited expressivity of the latter. This difference is even more
pronounced for label-flipping. Following the two most relevant works to ours [Farhadkhani et al.
(2022); [Bouaziz et al.|(2024)), to compare label-flipping and gradient attacks on similar grounds, we
consider a threat model in which both attacks can be executed by allowing an attacker to recalculate
its attack at each iteration, similarly to Algorithm 1 in|Steinhardt et al.|(2017).

Setup. We study supervised classification, where each example (2, ¥, ) contains a feature vector
x, € R and a label y,,. Suppose that at every training epoch ¢, a number of workers receive
data from a trusted data source and collectively transmit a batch of N examples to the parameter
server after processing it. A malicious worker—whom we call the attacker—is hidden among them
and thus contributes to the final batch with a fixed fraction & of data points, giving the adversary
write access to that proportion £ of the data. It is therefore equivalent to having a malicious worker
that contributes a portion k of the final batch. Let K denote the clean examples received by the
compromised worker. Before forwarding them, the attacker flips the labels of at most a fraction b of
these examples—its local budget—creating the manipulated set K. The server then trains on K U H,
where H = U;1; is the unaltered data from the remaining (honest) workers (each contributing I}).
Therefore, no more than a £ X b fraction of the epoch’s batch—the attacker’s global budget—is
corrupted. Throughout this work, we consider that the server uses mean aggregation of gradients.

Figure [3| illustrates this setup. The attacker’s control over data points in K is strictly on their
labels; feature vectors remain unaltered. Prior work on gradient-based attacks/Bouaziz et al.| (2024);
Baruch et al.|(2019) assumes that the adversary is omniscient, therefore, we allow the attacker to be
omniscient: they have full read-access to the model parameters at every epoch. Further details on the
threat model can be found in Appendix [C.3]

Server

On the weak adversary Throughout the pa-
per weaker adversary refers strictly to the ac-
tion space: the attacker may only flip labels
(under a strict budget, no feature modification, =~ ------1t------
no arbitrary gradient injection). We adopt an ‘ Tralnmg batch D
omniscient adversary (read access to parame-
ters each round) to align with prevalent threat
models in gradient-based poisoning/Byzantine-
@
A -
! e
\12 S ] 14, Kn

robust literature |Chen et al.| (2017); El-Mhamdi
et al.| (2018); [Xie et al.|(2018)) and to enable a
clean comparison: how close can a labels-only
attacker get to classical availability attacks? For
the more realistic limited-knowledge case, Ap-

pendix [C.5|shows how an attacker can concep- RS - I A
tually train a local surrogate on its access1ble ' Clean Data Reservmr |
subset Ky and apply the same greedy selection Lommmmmem oo
there.

Figure 3: Illustration of the setting: Each user ob-
tains its data from a clean reservoir. The malicious

2.3 LABEL FLIPPING AS user flips up to a budget b fraction of the labels in
A CONSTRAINED OPTIMIZATION PROBLEM K.

At epoch t, the server would normally evaluate the empirical loss on the honest batch Lp,, () =
~ Y icnuk, Li(ar), and update the model with the corresponding gradient VL, (a;). However,
once the man-in-the-middle adversary flips some labels, the server instead observes the poisoned batch
D =HUK and theloss Lp(a;) = % > ;e o Li(ow), where ¢; is the per-sample cross-entropy
loss defined in section 3
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The attacker decides which labels in K to flip so that the poisoned gradient V L («v;) is as misaligned
as possible with a chosen direction A. We distinguish two goals:

{ —VLp, (o), untargeted attack,

—(a™et — ), targeted attack.

The untargeted adversary tries to deviate from the honest gradient, whereas the targeted adversary
steers the update toward a pre-selected parameter vector o7, Figure illustrates how the targeted
variant uses the vector — (T — ;) to bias each gradient step toward o™, The choice of the
target parameter is explained in Appendix

aTarget
Formally, at each epoch ¢, the attacker solves:
—VLp
argmin (—VLp(ay), A) (1) " Na
WY iex
D D
sty 1y” #y”"] < bIK| (BO)
E4 Figure 4: Desired training step direction of honest
(Budget constraint) workers (red), and that of the targeted (black) and
untargeted (green) attackers.
where y( #) are the clean labels received from the compromised worker and y( are the (possibly

flipped) labels that the attacker forwards to the server. The budget constraint @) enforces the local
budget b: at most a fraction b of the | K| labels under the attacker’s control can be flipped.

3 ATTACK METHOD IN THE BINARY SETTING

In this section, we focus on a binary logistic regression classifier. For a sample (1, ) € R4t1 x
{0, 1}, the cross-entropy loss is I, () = [yn log(o(a'zy,)) + (1—y,) log(1 — o(aTxn))]

3.1 PROBLEM FORMULATION

At each epoch the server has a parameter vector o € R%*! (the last coordinate is the bias) and
receives a mini-batch D = H U K of size N, where H are honest examples and K are examples
under the attacker’s control. For logistic regression, the batch gradient is

|H]|

N
K
VLp(a) = Z o(a'zn) = yn)Tn = — VLg(a) + |NJVLK(Q), 2)

N
with an analogous decomposition for any subset of the data.

Recall from (1) that the adversary chooses the labels in K so as to anti-align the poisoned gradient
with a reference direction A (either the honest gradient or the displacement toward a target model).
Because the honest labels are immutable, only the term V L i () matters for the optimization.

Using (A, —VLg(a))|K| = Zi€K<A, wz>(yz — o(a'z;)), the problem (T)) simplifies to

arg min Z<A xz> ) gt (BO), 3)

{ P )}1€K ieK

Where ygD) € K means the label of data point (z;,y;) € K.

The objective reveals a clear strategy: to maximise gradient distortion, flip those examples whose
feature vectors x have the largest negative inner product with A, i.e. those most misaligned with the
desired update direction.
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3.2 A GREEDY LABEL-FLIPPING ALGORITHM FOR BINARY CLASSIFICATION

Based on the previous formulation, we now provide an explicit algorithm for the attacker’s label
flipping strategy which is provably optimal at each epoch. For each attacker-controlled point
(24,9;) € K, consider the scalar product s; = (A, z;). Notice that giving a label of 1 to the points
whose s is negative, and a label of O to the others will give the minimum of the objective function at
the current iteration.

If only a fraction b of the points in K can be flipped, the attacker should focus flips on those x;
that yield the most misaligned values s; (those that have the greatest magnitude). Concretely, define
p = |b-|K]|]. Then: 1. Identify the p points whose s; is smallest. 2. Flip each of those p points to
label 1if s; < 0,0r0if s; > 0.

If the attacker is allowed to flip all data points in K g, then the strategy is applied to all its points.
Algorithm 3] (Appendix [A)), whose optimality at each epoch is proven in appendix describes the
label flipping strategy. Details on the training algorithm, the hyperparameters, and the target model
used can be found in the appendix.

4 BINARY-CLASSIFICATION EXPERIMENTS

4.1 OVERALL ATTACK IMPACT

Experiments on MNIST show that by flipping labels with a global budget k& x b < 25% of the data
at each epoch, the attacker can perform an availability attack and keep the model at a random level.
Even a global budget of 0.1% reduces the accuracy by around 6%. The exact effect depends on the
dataset and model, but the attack tends to be more effective on CIFAR-10, CIFAR-100, and when
using an MLP compared to logistic regression.

Another observation is a monotonic trend: increasing k or b strengthens the attacker’s ability to
degrade performance or push the parameters toward a desired target. We can also see that for the
given b the accuracy decreases as a function of k, however, it is still inherently limited due to the
nature of the task and the form of the loss: It is (up to a constant) a linear combination of N feature
vectors with binary weights that limits the number of directions we can use during loss minimization.

[
p———

kxb o kxb

Figure 5: Binary classification: Test accuracy as a function of the global budget under untargeted
(left) and targeted (right) attacks, for Mnist (classes 0 and 1).

4.2 UNTARGETED VS TARGETED ATTACKS: IMPACT AND VARIANCE.

The histogram in Figure [6] and the heat map -
in Figure [/| provide an interesting perspec- i...
tive on how untargeted and targeted label :
flipping attacks compare in a binary clas- :
sification setting. At low levels of cor-
ruption (for example, & < 0.1), both at- :..
tacks produce a similarly low variance in fi- *
nal accuracy. This indicates that a small

amount of label flipping—whether targeted or

untargeted—does not drastically affect the sta- Figure 6: Standard deviation of the final accuracy
bility of model training. However, as k asafunction of k (b = 1). The vertical line marks

the point where the step size of the z-axis changes.

6
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increases beyond about 0.1, the variance in accuracy begins to grow exponentially, sug-
gesting that the model performance becomes increasingly sensitive to label corruption.

When looking more closely at the interaction between k
(write-access) and b (flipping budget), the heat map in Fig-
urereveals subtle distinctions. Specifically, when k& < 0.2,
there is very little difference between untargeted and tar-
geted attacks in terms of their overall impact. This similarity
makes intuitive sense: at moderate or low corruption rates,
flipping is not pervasive enough —-whether untargeted or
targeted—to cause consistently divergent behaviors in how
the model updates its predictions. However, once k £ 0.2,
the nature of the attack begins to matter more since untar-
geted attacks become more efficient, due to the optimality
of untargeted attacks.

Nevertheless, the scale of these differences, on the order of

0.2, is not large enough to be of major practical significance Figure 7: Heatmap of the difference of
in typical real-world use cases. In many binary classification ~test accuracies between an untargeted
tasks, the difference in mean accuracy (and variance) in- attack and a targeted attack.

duced by untargeted versus targeted label flipping is relatively modest. From a robustness standpoint,
this suggests that the primary concern should be the overall fraction of corrupted labels rather than
the specific pattern of flipping.

(Untargeted) Average Test Accuracy at 200 epochs for various k and b

0001

4.3  WRITE-ACCESS VS. LOCAL BUDGET TRADE-OFF

0005

55 to,

0009

write-acce:

Recall that the attacker is omniscient and that they have
read-access to all parameters and data of other users, how-
ever, they are limited in their write-access by k£ and by a
budget constraint of b. Therefore, given a total flipping
proportion k X b, is it better to increase b and decrease k
orvice versa?

004

k: Proportion of D that the attacker has

Figure[§]shows the test accuracy for different combinations
of k and b. We see that the greater k is, the more effective s e
the attack, and for small k values, b has no impact on the 2ef
test accuracy. From this, we infer that it is more impactful

from the point of view of the attacker to have wide write- Figure 8: Heatmap of test accuracy as a
access, so the priority is for k before b for a given total function of & and b at 200 epochs for the
flipping proportion k£ x b. This can be understood by untargeted attack.

the fact that at each iteration the gradient of the loss as

formulated in (2) is a weighted linear combination of the feature vectors, and these weights are linear
in the labels which are discrete, which limits the space of gradients to finite set of vectors. Hence,
having a greater write-access provides a richer space of gradients.

5 EXTENDING THE ATTACK TO MULTI-CLASS TASKS

In this section, we extend our setting to analyze how label flipping affects model performance in
the multi-class classification problem. Consider that we have C classes and again N data points
and define a matrix T that encodes the classes of data points in . We use one hot encoding to
encode classes and cross entropy as the loss. For ¢ € [1,C] and n € [1, N], T, corresponds to
whether the n-th data point has label c or not: T,,, = 1 if y(”) = cand T, = 0 otherwise. And let
W € RE*(4+1) be the matrix of parameters of the logistic regression model.

The cross entropy loss can be written as:

N N
Lp(W)=— Z Z Tenlogp(Te, = 1x™, W) = — Z Z T, log softmax(Wx™),

n=1c=1 n=1c=1
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Following the same idea as in the binary setting, the attacker wants to flip labels to control the
gradient. Let V; L p be the gradient of the loss on dataset D with respect to the 4t row of .

oL
Vilo = g =
J:®

1
“ softmax(Wx(™), W o

T softmax(Wx(™),

M= 117
e 1M

T., (]l[c =j]—- softmax(Wx(”))j) x(™

lec

I
-

n

Where 1[] is the indicator function.

—V,Lp,, (untargeted attack)
Forj € [1,C)], let A; = where WTareet jg a target
—(WTareset — 1), (targeted attack)

model and W, the model at the iteration ¢. The optimization problem of the attacker at each epoch is
to minimize the Frobenius inner product:

C
arg min F;(T)
Te{0,1}C*xN ; !
(ViLp, AN =N 5 - ™.}z, A,
Fy = (ViLp, —A) = Y0y 5%, Ten (U gesy — softmax(Wz™); ) (2, Aj)|
s.t. Z§:1Tcn:1 (Vn),

B9

Let Z,, = Z]C:l( ), (]l[c =j] - softmax(WX(”))j) A;). The constraints impose that

Zle T.nZcn 1s in reality just one term. Therefore, for n € K, take (") as the index of the
minimum of (Z.,)ecc and assign T, = 1 if ¢ = ¢(®) and 0 otherwise, starting with the Z,,,s
that yield the least until we run out of budget. Taking such labels that minimize Z.,, for every n
ensures that the attacked gradient is minimal across all other possible label choices. Meaning that the
algorithm is per-epoch optimal. Algorithm [I|details the procedure.

Algorithm 1 Per-epoch greedy label selection (multi-class)

Require: Attacker set K = {x(")}ne &, current weight matrix W, € RE* (@41 vectors A; for
j=1,...,C, local budget fraction b € (0, 1]
Ensure: Label assignment indicators 7' € {0, 1} forn € K
1 p < [b- K]
2: for eachn € K do
3:  foreachclassce {1,...,C} do
4: compute

<$(n)7 (I[e =j] — softmaX(Wtw(n))j) Aj)
1

ey

c

=
end for
c¢*(n) + argmin, Z,
Zmin(n) — Zc*(n),n

end for

9: Sort indices n € K by ascending Z,in(n) and select the p smallest indices S.

10: for eachn € S do

11:  Set Tex(y),n < 1and Tt ,, = 0 for c # c*(n)

12: end for

13: Return T’

PR
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6 MULTI-CLASS EXPERIMENTAL RESULTS

Experimental setup. All experiments report means #+ standard variation over 6 independent runs.
Datasets: MNIST, CIFAR-10, CIFAR-100 (details in App.[A). Models: logistic regression (main)
and a 2-layer MLP. Data splits are iid across workers. Optimizers: SGD (main) and Adam (ablation,
App. [A). Metrics: test accuracy and F1-score. All the figures are shown for Mnist dataset (where the
attack has the least impact accross the datasets tested). Results for the other datasets and the vanilla
neural network is in Appendix

Figure 9: Test accuracy vs. global budget under untargeted (left) and targeted (right) attacks, for
Mnist10 dataset (unnormalized).

Figure 9| shows the attack results. Each plotted

point reports the average test accuracy as a func-
tion of the fraction of modified points, and is
an average over 6 runs. It shows that for just a
global budget of 5% of the dataset, the attacks

dropped the test accuracy by 10 — 19%. More-
over, Figure [I0] shows that the variance of an

untargeted attack is greater than that of a tar-

geted attack, confirming the idea that untargeted

attacks are more chaotic since they are not di- Figure 10: Standard deviation of test accuracy vs
rected whereas targeted attacks are more guided ~global budget (b fixed =1) for the multi-class clas-
and hence less erratic. Also, comparing Fig- sification setting.

ure [T0 with Figure [] shows that the magnitude

of the accuracy’s variance under attack grows with the number of classes, going from around 0.02 to
0.1 as the number of classes goes from 2 to 10. Which suggests that effect of the proposed attack on
the accuracy’s variance grows with the number of classes.

Detectability and data normalization. Many practical FL pipelines normalize or scale features
prior to training. We empirically observe that under min-max normalization the attacker’s per-
client gradient norm is nearly indistinguishable from honest clients (see Table [3]in Appendix [F).
Consequently, defenses that clip updates based solely on gradient norm thresholds are ineffective in
normalized settings. When inputs are unnormalized, the gradient-norm disparity becomes large and
simple norm-based defenses regain efficacy. That’s a limitation of the attacker since he can’t control
the features.

7 CONCLUSION

In this study, we demonstrate that a purely label-flipping adversary - constrained by a strict budget
and guided only by a greedy rule - can launch an availability attack. By introducing an intuitive,
budget-aware objective, we reveal a vulnerability previously believed to require gradient overwrites
or feature-level poisoning. Both targeted and untargeted flips destabilize training and reduce test
accuracy. Our experiments on several benchmarks confirm the potency of the attack relative to the
state-of-the-art baselines. These findings establish a foundation for stronger defenses and, more
broadly, a deeper understanding of security in federated and distributed learning. Interesting follow-up
avenues could include (i) generalizing the attack to deep networks and non-mean aggregators (e.g.
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medians); (ii) searching for globally optimal flipping attacks; and (iii) devising practical defenses
tailored to the proposed threat model. We believe that our work establishes a solid foundation for
future advancements in secure and robust federated learning.
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APPENDIX

This appendix is organised as follows, section [A]details the datasets, data splits, target models, and
training protocol, and provides the end-to-end pseudocode used in our experiments. In Section [E}
we examine robustness under alternative metrics and optimizers: the F1 score and test accuracy
degrade monotonically with the corrupted fraction k x b, early stopping amplifies this effect, and
Adam exhibits larger drops than SGD. Section [B.T|presents the proof that our label-selection rule is
greedy-optimal at each epoch. We then justify the focus on mean aggregation, arguing it remains
a strong and practically relevant baseline and that our labels-only attack operates within valid
gradient magnitudes, limiting the effectiveness of norm-based defenses. Subsequent sections discuss
data distribution assumptions—our attack is distribution-agnostic and heterogeneity can further
hinder robust aggregators—and clarify the threat model: we analyze an omniscient adversary for
comparability and outline how a surrogate-based attacker can operate with partial knowledge.

A  DATASET AND EXPERIMENTAL SETUP

Dataset. We perform all experiments on the MNIST ( |LeCun et al.|(2010)) handwritten-digit
corpus, CIFAR-10 and CIFAR-100. Each image was flattened for the logistic regression model
and we maintained the original pixel intensity scale without additional normalization for the main
experiments. We later discuss the effect of normalization in Appendix F.

Name # Features  # Train/test Target model

MNIST (0 vs 1) 28 x 28 6903 /7877 Fully flipped (0 <> 1)
CIFARIO (airplane vs automobile) 3 x 32 x 32 5000/ 1000 Fully flipped (airplane <+ automobile)
MNIST (10-class) 28 x 28 60000/ 10000  Cyclic shift y — (y + 1) mod 10
CIFARI10 (10-class) 3 x 32 x 32 50000/10000  Cyclic shifty — (y + 1) mod 10
CIFAR100 (100-class) 3 x 32 x 32 50000/10000 Cyclic shift y — (y + 1) mod 100

Table 2: Datasets and target models.

Choice of target parameter vector. For the targeted label-flip attack we adopt a deterministic rule
for selecting the adversarial target label. Specifically, we use a cyclic permutation of class indices:
for any original label y; € {0,...,9}, the attacker sets

yi < (y; + 1) mod 10.

To obtain the target parameter vector/matrix o/ T2'8¢t/J}/ Target ysed in the optimization, we train an
honest model on the previously flipped dataset. The final parameters of that trained model constitute
aTareet/j7 Target the attacker then attempts to steer the server model toward these parameters via the
targeted attack.
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Implementation Details. We train logistic regression classifiers for 200 epochs using mini-batch
SGD with a batch size of 64 and a learning rate of 0.001, using cross-entropy loss. At each epoch,
the omniscient attacker observes the current model parameters and gradients, then flips the labels of a
randomly assigned subset K from the clean data pool accordingly. All results are averaged over six
independent runs with different random seeds. The global training algorithm can be found below
(Algorithm 2]

Algorithm 2 Full Training with Label Flipping Attack

Require: Clean dataset D, model M, total epochs F, budgets k and b, and functions:
* getSubset: retrieves the attacker’s subset randomly from D, of size k x |D].
* selectFlip: determines which labels to flip, and flips accordingly using Algorithms 3]
and[1l
* trainStep: performs one training iteration.

Ensure: Poison-trained model M
1: Initialize model M
2: for epoch <~ 1 to E' do
3:  Kpy + getSubset(D,k)
4: K + selectFlip(D, K, M,b)
5. M <+ trainStep(M, (D \ Kg) U K) {Train on poisoned dataset}
6: D <« (D\ K)UKyp) {Clean D for next iterations}
7: end for
8: return M

The greedy label flipping attack in the binary setting We present Algorithm [3} the greedy label
flipping attack algorithm used for binary classification.

Algorithm 3 The greedy label flipping attack for binary classification.

Require: Attacker set X' = {(x;,y;)} ; budget b € (0,1); honest gradient VLp,, («) at current
epoch .
p < [b-|K]].
—VLp,(a), (untargeted attack)
A
—(aTareet — ), (targeted attack)
for each i € K do
S; < <A, $i>.
end for
Find the p indices ¢ with the smallest s;.
for each selected index ¢ do
if s; < 0 then
else
Yi < 0.
end if
end for

B ON THE GREEDINESS OF THE PROPOSED ALGORITHMS

B.1 PROOF OF THE GREEDINESS

We now show that Algorithm [3|label flips provably minimize the attacker’s objective at each epoch.

First, recall the following lemma:
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Lemma B.1 (Rearrangement Inequality). For any real numbers v1 < 29 < --- < zpandy; <yo <
-+ < yp, and for every permutation o of {1,2,...,n},

n
T1Yn + ToYn1 o Taht < Y Tilery S T1Y1F Taya + 0+ Tnln.

i=1

Proof. Recall that for each attacker-controlled point ¢ € K, we define
S; = <A, l‘i>, where A = —VLDH(a).
The attacker’s task is to solve

. : (D) (D)
min s;Y; subjectto 1y, 5 < b|K]|,
min ;{ yi  subj ;{ i # " < bIK|

where y; € {0, 1} are the (possibly flipped) labels under budget b.

Let m = |K/|, and assume 1) 8@ <0 < Smy) is the ascending order of the scalar products.
Then we can re-index the labels as y = (y(1), Y(2); - - - , Y(m)) 50 that y;) pairs with ;.

By the Rearrangement Inequality (Lemma , for two sorted sequences {z; < --+ < z,,} and
{y1 < -+ < ym}, the minimum of Z;"Zl T Yo (;y over all permutations o occurs when the largest
x; pairs with the smallest y;, and vice versa. In our case, y; € {0, 1}. Thus, to minimize Zie K Si Yi»
we should assign y; = 1 to the smallest s; (those that are negative) and y; = 0 to the largest s;
(nonnegative)—exactly as in Algorithm[3] Constrained by b |K|] total flips, the attacker picks the
|b|K|] smallest s; to flip to 1 when s; < 0, or to 0 if s; > 0. This guarantees local optimality at
each epoch.

B.2 ON THE OPTIMALITY OF THE APPROACH

While Lemma [B.T] proves that our greedy label-selection rule is op-

timal within a single training epoch, this guarantee does not extend PR
automatically to the full training trajectory. Temporal coupling of e \/\
successive updates can in principle produce cancellations: a flip that ) \

maximally misaligns the gradient at step t might later be undone by | 0* ,:
the dynamics of the optimizer or by subsequent updates. Construct- . R
ing a globally optimal sequence of flips therefore requires solving a / o7

combinatorial, horizon-wide optimization problem (or equivalently

optimizing over label sequences), which would be computationally ~Figure 11: Illustration of tem-
intractable in realistic settings and would impose substantial com- poral oscillation: two succes-
putational overhead compared to our per-epoch rule. Therefore, sive poisoned gradients can
conceptually, non-greedy strategies could sometimes outperform the ~point in approximately oppo-
per-epoch greedy policy, but any practical implementation must trade ~ site directions relative to the
off attack effectiveness against the high computational requirements 0*. Even when later updates
of such methods. partially cancel earlier mis-
directions, the transient devi-
ations still perturb the opti-
mizer’s trajectory and can in-
crease training cost or degrade
final performance.

Also, even if an individual poisoned gradient is later partially re-
versed, that intermediate misdirection still disrupts the optimizer’s
path and can significantly slow convergence — a cost that translates
directly into extra training iterations (and thus compute and monetary
cost) for large models.

C DISCUSSION

C.1 HOW PRACTICAL IS THE ATTACK?

In addition to our formal threat model, we note several realistic settings where label-only corruption
can occur in production systems:
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» Compromised labeling tools: attackers who can modify annotation Uls, metadata, or labeling
scripts can change labels stored in databases while leaving raw sensor data untouched.

* Insider at a data provider: an employee with access to label fields (but not feature pipelines)
can flip labels locally.

* Crowdsourced annotation manipulation: attackers controlling a subset of crowd workers or
poisoning weakly-supervised labeling heuristics can flip a small fraction of labels across
contributors.

C.2 WHY LOGISTIC REGRESSION

There are two reasons why we adopt logistic regression as a first-class test bed: (i) Analytic trans-
parency. The loss is convex and its gradient admits a simple closed form, allowing us to derive our
greedy attacks. (ii) Gateway to richer models. Any classifier whose final layer is linear followed
by a sigmoid/softmax (e.g. multilayer networks, convolutional nets) reduces to logistic regression
if we treat the penultimate activations as “features.” Consequently, at each training step our attack
should apply to those models by operating on the last-layer logits)'| This raises the question: Would
such an attack still be greedy for any classifier? One path to performing a label-flipping attack on
a broader class of models could be the transition from logistic regression to neural networks. We
perform preliminary experiments on a 2-layer vanilla MLP using the method described above, the
results can be found in Appendix [D} Another approach is to find a globally optimal label flipping
attack algorithm. We assumed that the server was aggregating the gradients using the mean, and a
future work would discuss similar attacks on settings with different aggregation methods presented in
Baruch et al.|(2019); [EI-Mhamdi et al.| (2018)); Blanchard et al.| (2017)).

C.3 WHY MEAN AGGREGATION STILL MATTERS

Our focus on mean aggregation is intentional: it establishes a baseline benchmark for the impact of
label-flipping attacks. If such an attack fails here, it is unlikely to succeed against more sophisticated
robust aggregators; if it succeeds, it provides a clear lower bound that any robust method should
surpass. Moreover, our attack design is specifically derived for the mean operator, and different
aggregation rules would require different attack formulations. In real-world deployments, where
FedAvg is still prevalent, understanding vulnerabilities under mean aggregation is crucial for designing
defenses.

Further, our results are meant as an opening for constrained label flipping attacks. By demonstrating
that the constrained label-flipping attack is feasible against the most common aggregation rule, we
establish the case for extending our methodology to robust aggregation methods as a natural next
step. We also note that some defenses like norm clipping (which are shown very efficient in practice
in combination with mean aggregation (|Sun et al.|(2019))) are inherently blind against our approach,
since the attack operates in the space of valid gradient updates derived from valid gradient vectors
generated by plausible label flips, where feature inputs are untouched. Since every flipped label still
produces a legitimate gradient, clipping based solely on gradient norm is unable to distinguish or
suppress malicious updates that conform to honest-looking magnitudes-making our attack inherently
robust against such defenses. This further values studying mean aggregation as a baseline before
moving to more complex settings.

C.4 ON THE DATA DISTRIBUTION

Our experiments used a uniform i.i.d. data split across workers. All clients sampled from the same
distribution and contributed equal-sized batches. However, our attack is distribution-agnostic: it does
not assume i.i.d. data and optimizes flips online per iteration. In fact, heterogeneity generally makes
many robust aggregation rules less reliable; non-IID gradients enlarge natural variability, which both
weakens anomaly tests and can cause robust rules (e.g., trimming) to underperform FedAvg in certain
regimes (|Liu et al.|(2023b)).

"Formally, let fo(X) = o(Whe(X)) with inner network h,, fixed during one optimization step. Setting
X =hy(X) recasts the update as a logistic regression in (X, y) with parameter .
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As attacks are easier in heterogeneous settings, and harder in homogeneous ones (Peng et al.| (2025));
Karimireddy et al.| (2020)), our work highlights the power of label flipping even on i.i.d. (and thus
less vulnerable) situations.

C.5 ON THE THREAT MODEL

What if the attacker lacks omniscience In the case where the attacker lacks full knowledge, for
example consider a scenario where the attacker knows the architecture of the server’s model but
not its current parameters. Then the attacker can train a local surrogate model using only the data
available to them (i.e., the subset they control). This local model may not perfectly match the server’s
model, but it can still approximate the decision boundary or the gradient dynamics well enough to
inform a useful attack.

Specifically, the attacker can simulate the label-flipping attack on their local model concurrently with
the server’s training. By observing how different label flips affect the gradient direction or training
loss on their surrogate, the attacker can estimate which flips are most likely to have the desired effect
when sent to the server. This strategy may reduce the attack’s effectiveness but remain viable.

D EXPERIMENTS ON MORE DATASETS AND EXTENSION TO DEEP MODELS

Across MNIST10, CIFAR10, and CIFAR100, for both logistic regression and a 2-layer MLP, we
observe a consistent pattern: our greedy label-flipping attack remains effective even when the model
becomes deeper or the dataset becomes more complex or there are more classes.

s
K Baseline (0.9668) & k=025 & k=05 k=075
% k=005 & k=03 & k=055 k=08
& k=01 % k=035 % k=06 k=0.85
& k=015 & k=04 k=065 k=09
=+ K & k=045 k=07 k=095

kxb

Figure 12: 2-layer vanilla MLP model on MNIST10 dataset

The curves for different write-access values k remain well separated, confirming the same trend seen
in the logistic regression experiments: write-access is more important than the local flipping budget.
The MNIST10 task is relatively easy, and the MLP achieves a high baseline accuracy. Yet even here,
modest flipping budgets already produce visible degradation.

In contrast to MNIST10, results on CIFAR10 are noisier and the magnitude of degradation is smaller.
Logistic regression is a weak model for CIFAR10, and the baseline accuracy is close to random
guessing. As a result, the attack has limited room to reduce performance further, and much of the
observed variance comes from the underlying difficulty of the task (maybe related to the signal to
noise ratio of the data) rather than the attack.

Moving from logistic regression to a 2-layer MLP increases representational capacity, and the attack
again becomes effective. While the curves remain relatively noisy, the overall trend is that high k
settings usually incur the most damage. This demonstrates that the greedy rule generalizes reasonably
well to non-convex models, even though we do not claim theoretical optimality beyond logistic
regression.
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CIFARI100 is very challenging for linear models, which explains the very low (= 6~7%) baseline
accuracy. Despite this low ceiling, our attack still reduces accuracy in most settings. The degradation
is smaller in absolute terms—again because there is little usable accuracy to destroy—but the trend
across k remains visible: large write-access allows the attacker to consistently push gradients in
harmful directions, even in high-class-count regimes.
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Figure 16: 2-layer vanilla MLP model on CIFAR100 dataset

As seen with CIFAR10, the attack again becomes more harmful than with a logistic regression. The
same trend persists: generally, high write-access (k) settings produce the most damage, and the attack
is efficient.

The following figure presents preliminary results demonstrating that our attack remains effective even
on substantially larger and more expressive architectures. In particular, we evaluate the untargeted
attack against a Vision Transformer trained on CIFAR-10. The observed accuracy degradation across
different attacker budgets indicates that the vulnerability we study is not confined to linear or shallow
models.
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Figure 17: Vison Transformer (ViT_b_16) on CIFAR10 dataset
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E ADDITIONAL EXPERIMENTS ON PERFORMANCE METRICS AND MODEL
VARIATIONS

We provide additional results on the robustness of the models under different performance metrics
and optimization strategies for the logisitc regression on the Mnist dataset.

Figure|[T8]reports the F1 score as a function of the corrupted fraction & x b. Similar to the test accuracy
trends, the F1 score decreases steadily as the corruption level increases.

F1 Score vs. Corrupted Fraction (k x b, best checkpoint from epochs 0-150.0)
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—$— k=0.05 —$— k=0.3 —$— k=0.55 k=0.8

—$— k=0.1 4 k=035 -~ k=0.6 k=0.85

—%— k=0.15 —& k=04 ~#— k=0.65 k=0.9

—&— k=0.2 % k=045 % k=07 k=0.95
08 —4 k=05 k=0.75

—&— k=0.25
1

F1 Score

Figure 18: F1 score as a function of k& x b with early stopping and an SGD optimizer.

So far, all results have used SGD optimization. We now contrast these findings with the Adam
optimizer. Figure 19 seems to suggest that the attack is more effective with Adam compared to SGD.

Accuracy vs. Corrupted Fraction (k x b, best checkpoint from epochs 131.0-150.0, Adam Optimizer)

k value
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Figure 19: Adam optimizer: accuracy versus k X b
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F DETECTABILITY AND DATA NORMALIZATION.

In this section, we evaluate how detectable our label-flipping attack is under common feature-
preprocessing pipelines, focusing on the gradient-norm statistics that many FL defenses monitor.
Practical FL systems almost always apply some form of input normalization or scaling before training.
Under these normalized settings, we empirically find that the attacker’s per-client gradient norms
become nearly indistinguishable from those of honest clients (Table[3). As a result, defenses that rely
solely on gradient-norm thresholds or magnitude-based outlier filtering are ineffective. In contrast,
when data are left unnormalized, the attacker’s gradient norms may inflate (Table which would
make norm-based detection almost trivially successful.

Table 3: Normalized-data mean gradient-norm ratio (attacker mean gradient norm divided by honest
mean gradient norm). Ratios extremely close to 1 indicate that, under standard dataset normalization,
the attacker’s per-round gradient magnitudes are statistically indistinguishable from those of honest
clients.

dataset model attack/honest norm ratio

cifarl0  logreg 1.004523
cifarl0  vanilla 1.000400
mnistl0  logreg 1.028216
mnist10  vanilla 1.018608

Table 4: Unnormalized-data mean gradient-norm ratio. Without input normalization, the attacker’s
gradient norms become significantly inflated, making simple norm-based defenses (e.g. clipping,
outlier filtering) much more likely to detect the malicious client.

dataset model attack/honest norm ratio

cifarl0  logreg 1.319266
cifar10  vanilla 1.333890
mnistl0 logreg 7.306702
mnistl0  vanilla 232.278825
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