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Preface

This book contains contributions of computer scientists, engineers, academicians and
researchers from three different countries and various states of India, who have partic-
ipated in the First International Conference on Advanced Computing, Machine Learn-
ing, Robotics and Internet Technologies (AMRIT 2023), held at Assam University,
Silchar, Assam, India during 10-11 March 2023. The conference focused on four
major thrust areas, viz. Advanced Computing, Machine Learning, Robotics and Internet
Technologies.

Assam University, Silchar is a Central University established by an Act of the Indian
Parliament (Act XXIII of 1989) and came into existence in 1994. Situated in the Barak
Valley of southern Assam, the University is nestled in a sprawling 600-acre campus at
Dargakona, about 23 km from Silchar town. In 2007, Assam University opened a 90-
acre satellite campus at Diphu in the Karbi Anglong Hills District of Assam, thereby
making quality higher education accessible to a wider section of society. With student
strength about 5000 on both campuses, the University is a veritable melting pot of diverse
communities, ideas and creativity. There are 43 postgraduate departments under 16
schools of study on the Silchar campus and 10 departments on the Diphu campus, offering
a wide range of programmes geared towards equipping students and research scholars
with knowledge, skills, experience and confidence. Apart from the two campuses of the
University, there are 73 affiliated and permitted colleges in the five districts of south
Assam, which together constitute the jurisdiction of Assam University. Besides, there
are several Centres of Study in the University dedicated to research of high quality.

The Department of Computer Science was established in July 1997. The Department
offers a 5-year integrated course leading to the Degree of M. Sc. in Computer Science.
Provision exists for lateral exit and entry. The Department also offers a 2-year M. Sc. in
Computer Science and a Ph. D. Programme. The thrust areas of the Department are Arti-
ficial Intelligence, Machine Learning, Natural Language Processing, Image Processing,
Data Science, Soft Computing Techniques, Computer Networks and Security, Computer
Architecture and Algorithms. The placement pattern of the passed-out students has been
encouraging. Alumni of the Department of Computer Science of Assam University are
now to be found in organisations such as IBM, TCS, Infosys, Oracle, HCL, WiproTech,
Cognizant and many others including educational and research institutions in India and
abroad.

AMRIT 2023 was the First International Conference in the Department of Computer
Science. The conference aimed to gain significant interest among researchers, academi-
cians, professionals and students in the region, covering topics of Computer Science and
its current trends of research. AMRIT 2023 brought together researchers, educators, stu-
dents, practitioners, technocrats and policymakers from academia, government, industry
and non-governmental organizations and provided a platform for research collaboration,
networking and presentation of recent research findings in the fields of Computer Science
and allied subjects.
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This event was a part of the Silver Jubilee Celebration of the Department. The Depart-
ment has been providing a remarkable service to the region for the last 25 years and has
reached a prestigious milestone with many achievements and remarkable success. The
Department has successfully organised many national and regional programmes in the
recent past on various research topics. The Department witnessed a grand National Con-
ference, CTCS 2010, with funding from prestigious organisations like such as, DIT
(now MeiTY), DoNER etc. In the recent past the research work in the Department in
various thrust areas has touched a new level. The first International Conference AMRIT
2023 has initiated the journey to further heights. Five keynote addresses by reputed
academicians, five high-quality invited talks by academicians and scientists from ISRO
and BARC, one tutorial, technical sessions, poster presentations and industry-academia
interactions were part of the conference. The participants and attendees of the confer-
ence came from Australia, the Philippines, Malaysia, Bangladesh and from different
nationally reputed universities and organisations. Paper presenters, research scholars
and student participants attend the conference both in physical and in virtual mode.

In the conference, a total of one hundred and ten papers were received, out of which
forty-seven papers were accepted provisionally for this book volume. The review process
was a single-blind peer review model. A total of 42 reviewers reviewed the papers with
an average of 2-3 papers per reviewer. The reviewers were from various institutes and
organisations with very high academic repute. The papers selected for the book volume
were presented during the conference by the respective authors. The contents of the
forty-seven papers are of high quality and cover new areas of Computer Science and
allied subjects. The primary distinguishing features of this book are the latest novel
research in the theme areas of the conference. This book contains systematic material
for understanding the latest trends in Computer Science research and various challenging
issues of Computer Science research and their solutions. We hope that this book volume
will provide a valuable resource to the growing research community in the field of
Computer Science.

The First International Conference on Advanced Computing, Machine Learning,
Robotics and Internet Technologies (AMRIT 2023) at Assam University, Silchar was
supported by SERB, Department of Science and Technology (DST), Govt. of India, Oil
and Natural Gas Corporation, Silchar Asset, India and Assam University, Silchar, India.

March 2023 Prodipto Das
Shahin Ara Begum
Rajkumar Buyya
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Neoteric Frontiers in Cloud, Edge,
and Quantum Computing (Keynote)

Rajkumar Buyya'-?

! Cloud Computing and Distributed Systems (CLOUDS) Lab,
University of Melbourne, Australia
2 Manjrasoft Pvt Ltd., Melbourne, Australia

Abstract. Computing is being transformed into a model consisting of
services that are delivered in a manner similar to utilities such as water,
electricity, gas, and telephony. In such a model, users access services
based on their requirements without regard to where the services are
hosted or how they are delivered. The cloud computing paradigm has
turned this vision of “computing utilities” into a reality. It offers infras-
tructure, platform, and software as services, which are made available to
consumers as subscription-oriented services. Cloud application platforms
need to offer.

(1) APIs and tools for rapid creation of elastic applications and

(2) A runtime system for deployment of applications on geographically
distributed Data Centre infrastructures (with Quantum computing
nodes) in a seamless manner.

The Internet of Things (IoT) paradigm enables seamless integra-
tion of the cyber-and-physical worlds and opens opportunities for cre-
ating new classes of applications for domains such as smart cities,
smart robotics, and smart healthcare. The emerging Fog/Edge comput-
ing paradigms support latency-sensitive/real-time IoT applications with
a seamless integration of network-wide resources all the way from Edge
to the Cloud.

This keynote presentation covers:

(a) 2l1st-century vision of computing and identifies various IT paradigms
promising to deliver the vision of computing utilities;

(b) Innovative architecture for creating elastic Clouds integrating edge
resources and managed Clouds;

(c) Aneka 5G, a Cloud Application Platform, for rapid development of
Cloud/Big Data applications and their deployment on private/public
Clouds with resource provisioning driven by SLAs;

(d) A novel FogBus software framework with Blockchain-based data-
integrity management for facilitating end-to-end IoT-Fog/Edge-
Cloud integration for execution of sensitive IoT applications;
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(e) Experimental results on deploying Cloud and Big Data/IoT appli-
cations in engineering, health care (e.g., COVID-19), deep learn-
ing/Artificial intelligence (Al), satellite image processing, and nat-
ural language processing (mining COVID-19 research literature for
new insights) on elastic Clouds;

(f) QFaaS: A Serverless Function-as-a-Service Framework for Quantum
Computing; and

(g) Directions for delivering our 21st-century vision along with pathways
for future research in Cloud and Edge/Fog computing.
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A Hybrid Framework for Implementing
Modified K-Means Clustering Algorithm
for Hindi Word Sense Disambiguation

Prajna Jha®?, Shreya Agarwal, Ali Abbas, and Tanveer J. Siddiqui

Department of Electronics and Communication, University of Allahabad, Prayagraj, India
pragya.jha.jk@gmail.com

Abstract. In this paper, we have proposed a new method for the implementation
of an unsupervised K-Means clustering algorithm for Word Sense Disambiguation
in Hindi language. We created a feature vector for each instance of an ambiguous
target word, as well as for the lexical information obtained by utilizing Hindi
WordNet for the same word. The lexical information was obtained from synset
definitions, and its glosses for a given ambiguous target word from Hindi WordNet.
The seed value was selected randomly from the lexical information. The features
used for the experiment were term-frequency, term-frequency inverse instance-
frequency, and n-grams. We applied similarity measures such as Cosine, Jaccard,
and Dice similarity measures. We performed an experiment on the Hindi dataset
containing three polysemous nouns. We obtained an average accuracy of 69.6%.
We also observed that the accuracy of Dice similarity measure performs better
with the modified K-means clustering algorithm.

Keywords: Hindi word sense disambiguation - unsupervised classification -
k-means clustering - distance-metric - purity

1 Introduction

In the modern era of globalization, it is important to overcome language barriers across
different regions. Natural Language Processing (NLP) is the branch of Atrtificial Intel-
ligence which essentially focuses towards development of new tools and techniques to
develop multilingual computer applications. This field incorporates extraction of use-
ful information from text, speech, etc., which is used for developing different evolving
models for various applications such as Machine Translation, Text Analysis, Speech
Recognition, etc. However, there are multiple challenges involved with NLP. These
challenges form an open research problem for researchers’ exploration. One of the key
challenge is lexical ambiguity. In a given sentence, each word catries a distinct mean-
ing, even though some words may be polysemous. A human can easily comprehend
the meaning of the sentence and its individual words, but the same cannot be said for
a machine. The task of resolving the sense ambiguity of a word for a given context
automatically is known as Word Sense Disambiguation (WSD).

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
P. Das et al. (Eds.): AMRIT 2023, CCIS 1953, pp. 1-10, 2024.
https://doi.org/10.1007/978-3-031-47224-4_1


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-47224-4_1&domain=pdf
https://doi.org/10.1007/978-3-031-47224-4_1

2 P. Jha et al.

WSD is an essential task which plays an important role in various NLP applica-
tions. A word can be inherently polysemous. The senses of an ambiguous words form
different classes to which they could belong. The main purpose of WSD task is the classi-
fication of an appropriate sense of a word into a distinct class, by utilizing the contextual
information and lexical knowledge-base such as machine-readable dictionary, thesaurus,
wordnet, etc. Many research methods and algorithms have been proposed by scientists
for WSD tasks. Navigli, 2009 [1] primarily classified WSD task into supervised, and
unsupervised classification techniques. The supervised approach requires a large amount
of sense-annotated dataset for training, and precise tools which is a major disadvantage
for low resource languages such as Hindi. Thus, to overcome the bottleneck problem
of knowledge acquisition, unsupervised and semi-supervised approaches for WSD are
being constantly explored. Unsupervised approaches (as discussed in Sect. 2) do not
require sense-tagged corpus, and can overcome resource problems. Semi-supervised
approach, on the other hand, combines the two approaches. It makes use of the limited
available sense-tagged dataset. They form the seeds. The algorithm uses these seeds to
learn various features and assign the correct sense for untagged data iteratively.

Our main objective is to incorporate the features of unsupervised and semi-supervised
approaches and develop a modified k-means clustering algorithm for classification of
sense into appropriate class of sense definition. The main contribution of this paper is
that it is an extension of corpus-based framework as proposed by Singh et al., 2015 [2]
by proposing an unsupervised targeted word sense disambiguation for disambiguating
polysemous nouns. Our proposed algorithm relies on the fact that in a clustering app-
roach, a cluster represents the cohesiveness among words in a given context, and the
implicit relationships among the textual units. The second contribution of this paper is
to evaluate in-depth the efficiency of the clustering algorithm, and similarity measures
such as cosine, dice, and jaccard for searching the semantically related senses for a given
word, and selecting the most appropriate sense.

In the following section (Sect. 2), we discuss the various unsupervised algorithms
developed for Hindi Word Sense Disambiguation, in Sect. 3 we bring to light the frame-
work developed by combining information from lexical knowledge-base and corpus
statistics developed for WSD, and in Sect. 4, we discuss our method and outline of our
experimental approach in detail. We present the result and analysis of our experiment in
Sect. 5, and conclusion Sect. 6.

2 Related Works

The WSD is essential for various NLP tasks in Hindi. The sense ambiguity is present at
multiple levels in Hindi language such as syntactic, semantic, and discourse level. One
of the major problem for WSD in Hindi is the absence of sense annotated dataset, or
if available, they are mostly domain specific. Recently, efforts are continuously being
made to develop unsupervised algorithms for WSD in Hindi. The unsupervised approach
consists of two main methods: clustering and graph-based approach. These methods
developed and proposed by researchers in Hindi language are being primarily discussed
in this section.

Mishra et al., [3] proposed unsupervised WSD using decision lists and untagged
dataset alongwith manually developed seed instances used for training. The authors
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found that stemming, and removal of stop words increases the accuracy of the algorithm.
Rastogi and Dwivedi, 2011 [4] utilized the concept of highest sense count and phrase
frequency by counting the occurrence of terms and query phrases in context of hypernym,
gloss, and test corpus respectively. The authors developed a test dataset of 100 Hindi
queries and compared three Hindi search engines, viz. Google, Raftaar and Guruji.

Jain et al., 2013 [5] applied graph based centrality algorithms, and graph clustering
algorithms to measure the effectiveness of approach on dataset consisting of 1200 open
class words for disambiguation and reported 60.25%, 41.25% and 54.81% accuracies
for three different sets respectively. Jain et al., 2014 [6] developed a graph representing
semantic relations existing between each word pair in a sentence using Hindi WordNet.
The authors interpreted the spanning tree with minimum cost corresponding to each
graph. Jain and Lobiyal, 2015 [7] developed an interpretation graph for each sentence
graph, and calculated network agglomeration for each interpretation graph for health and
tourism Hindi dataset. The authors reported an F-score 50.20% for the health domain,
and 53.01% for the tourism domain respectively.

Sudhabhingardive et al., 2015 [8] proposed most frequent sense detection from
untagged corpus consisting of 80,000 polysemous nouns by developing word embed-
dings, and compared them with their respective sense embeddings. The sense bearing the
highest similarity score was selected. The authors obtained 62.43% precision. In [9] the
authors explored the level of sense granularity for verbs according to different properties
such as subject, object, compulsion and time period. The authors obtained precision of
0.97 and f-score of 0.69 by applying unsupervised word embedding for WSD. Kumari
and Lobiyal, 2020 [10] proposed word2vec models based on skip-gram and continuous
bag of word architectures to create word embeddings. The authors obtained an accuracy
of 52% on Hindi corpus.

Patel etal., 2015 [11] applied unsupervised hierarchical clustering using Hindi Word-
Net with three distinct distance-metrics. The Hindi dataset consisted of 246 words from
history, 1279 words from social study, and 2672 words from short stories. The authors
reported a precision of 81.64% using cosine, 80.38% using Jaccard and 79.74% using
Dice similarity measures respectively. Tayal et al., 2015 [12] proposed unsupervised
Hyperanalogue to create language vectors for training and applied Fuzzy C-means clus-
tering method on dataset obtained from Hindi Wikipedia and news articles. The authors
obtained an accuracy of 79.16%.

3 A Hybrid Framework for Unsupervised WSD

In this paper we propose a hybrid framework to perform targeted wsd for polysemous
nouns. the main objective of this framework is to analyze and develop a semantically
related clustering method for grouping different classes of senses, and 1dentify the most
appropriate sense of target word. for a given polysemous word w, each instance of
w containing contextual information I is being analyzed. each polysemous word w is
classified into different classes according to its senses. we use hindi wordnet to determine
distinct synonym sets/synsets for w. hence, our framework utilizes corpus statistics to
learn textual features, and a lexical knowledge-base for 1dentifying the most appropriate
sense of a given polysemous word w. the framework consists of the following parts:



4 P. Jha et al.

i) A lexical knowledge-base to identify the distinct class of senses for an ambiguous
word
ii) A pre-processed corpus containing instances of ambiguous words. The context-
based feature vectors is created by discovering contextual information from each
instance
iii) To create a vector space model using i) and ii), and to apply similarity measures to
identify the most appropriate sense among its different sense classes.
iv) A clustering algorithm to group the sense classes of w according to their semantically
related cluster
v) A heuristic function to determine the most appropriate cluster for sense that matches
best with the given contextual information 1
vi) A convergence criteria for clustering algorithm. It is noted that the clustering
algorithm is iterated till its convergence.

The task of determining the most appropriate sense for an ambiguous word using the
above framework begins with identifying all possible sense representations of the poly-
semous word w to determine its cluster distribution. Each class of sense representation
consists of synsets, sense definition, and its gloss derived from lexical knowledge-base.
The clustering algorithm tries to identify the appropriate cluster which matches best
according to the contextual information I provided by sentence instances of w via the
heuristic function. The entire process of clustering is iteratively repeated until conver-
gence criteria is achieved. At this stage, it is interpreted that each instance of w has been
grouped into its most appropriate cluster. Figure 1 depicts the algorithmic steps of our
proposed framework.

Input: The polysemous noun welW, where W is the finite set of ambiguous words, and the
contextual information 1.
Output: The most fitting cluster for the disambiguation of polysemous noun w.
a) Let us consider the number of clusters for w is corresponding to its sense
classes S; where i is the number of senses of w in lexical knowledge base
b) Let us consider the similarity score of the feature vector between the
contextual information I and its sense representation S; be indicated as

sim_score;
¢) Repeat
i) K=Clustering(sim_score;)
i) Selecting_cluster criteria = H(K, w, I), where H is the
heuristic function
i) Update centroid by calculating mean of datapoints in

each cluster
Until convergence
d) Return most appropriate cluster with the best sense definition for w in a
given context I.

Fig. 1. Algorithm for the proposed framework
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4 Methodology

In this section we discuss in-detail about development and implementation of our algo-
rithm. Our framework is incremental, it processes the algorithm on a sentential basis.
The experiment for our algorithm includes dataset pre-processing, sense representations
obtained from Hindi WordNet, development of vector model for feature representation,
application of distance-metrics, and design and implementation of modified K-means
clustering for unsupervised word sense disambiguation.

A. Dataset pre-processing
The dataset is pre-processed by converting each instance into respective tokens,
removing stop-words from each instances, and stemming each tokens to remove
morphological inflections, and assigning part-of-speech tags to each tokens. We
utilize the POS tags to use only content words (noun, verb, adjective, and adverb).
Hence, the contextual information I comprises content words for a given polysemous
noun w.

B. Sense representation using Hindi WordNet
Hindi WordNet! is a lexical knowledge-base tool developed by IIT Bombay. It con-
tains lexical information of each polysemous word in the form of synonym sets.
The class of synonyms bearing similar meaning are represented in each synonym
set or synset. The synsets are semantically related using hypernymy, hyponymy,
meronymy, gradation, etc.

The lexical information for polysemous noun w are obtained from Hindi Word-

Net is used to create feature vectors for sense classes. It consists of synsets, sense
definition, and their example sentences (glosses) respectively. The glosses are further
preprocessed as discussed in A. For example, consider the polysemous noun for w as
‘39 In Fig. 2 the three prominent synsets, their sense definitions, and preprocessed
glosses:

1. I FATS; IqT A T ATd GARE HHEIGE F@l ge & AaT WY W I
SELRER

2. 3w sav fRem SdE e fRefaep afeor fRem amw fRem, wma swe
IERIEREECI RS D]

%, fTrEs 9 yam g g fiw a1 A ot swe gRem s R eiw
ITC; ITC T TEAETAT W9 HEH IWE T@AaTr

T AT 39, FEA-REe Ared swe Rug swddr g il e ' 99
3.3 IAT FHW; T favre 0 I9T dgq 3 faarg sfeeeg

Fig. 2. Sense representation for ‘3T’ from Hindi WordNet

C. Development of vector model for feature representation
In our algorithm we have used the features such as term-frequency (tf), inverse-
instance frequency (iif), term-frequency inverse-instance frequency (tf-iif), and n-
gram such as unigram, bigram and trigram. Each of these features are derived using

! Hindi WordNet: https://www.cfilt.iitb.ac.in/wordnet/webhwn/.
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sentence instances and sense representation for polysemous nouns. Each feature is

described in brief as:

i. Term-frequency (tf): It is the most popular metric used in NLP tasks. It emphasizes
the relative importance of each word in a document by measuring frequency of
occurrence. It highlights the appearance of the particular word in the text relative
to the total number of words in the document.

ii. Inverse instance frequency (iif): We define inverse instance frequency as — the
number of instances occurring in a particular context of a polysemous word w
over the total number of sentences for the same word in which different contexts
are combined together. The intuition behind it is assigning importance to context
words appearing in a particular context in a given instance. The formula for IIF
is:

(D

IIF = log(N(TS)>

n(C;)

where N (7) is the total number of sentences for a given word w in different con-
texts combined, and n(C;) is the number of sentences appearing with a particular
context C;.

iii. Term-frequency-inverse-instance-frequency (tf-iif): It is used to establish the
importance of a word in a collection of sentence instances. The formula for
Tf-iif is:

Tf —iif = if  iif @

where ff is the term-frequency, and iif is the inverse instance frequency across
the document

iv. N-gram: In natural language processing n-gram is a specific sequence of n-items,
extracted from textual contexts, speech, etc. In WSD, for each sentence instance
n-gram is a combination of contiguous n-words occurring together. It is described
as:

e Unigram- A unigram is a sequence of one word, and it represents a text as
a sequence of bag of word. Here each word is considered as an independent
entity, and frequency of each word is computed irrespective of the context and
relationships between words.

e Bigram- A bigram is a contiguous sequence of two words occurring in a given
instance. It is developed by sliding a window over adjacent pairs of words,
and keeping a record for each word pair.

e Trigram- A trigram is a contiguous sequence of three consecutive words occur-
ring in a given instance. It is developed by sliding a window over three adjacent
words, and keeping a record of them.

All these features were used to create vector space model for mathematical
calculations.
D. Similarity metrics: In NLP the similarity metrics is used to compute similarity
between two vectors obtained from a vector space model. In our approach, we have
used the following similarity metrics:
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e Cosine similarity- It is used in WSD to measure the similarity between two text
instances, represented as vectors of Tf-iif scores. It is computed by considering
the dot product between two vectors divided by their magnitudes. The formula
for cosine similarity is:

esin(l ) = = 3)
cosinesim\1, dj) = ————
ISl
where [ is the instance vector obtained from tf-iif scores of each instance present
in document, and S; is the sense vector obtained from tf-iif scores of each sense
representation.

e Jaccard similarity- In WSD, it is used to measure the similarity between specific
contiguous sequences of words obtained from the n-gram model. The formula for
Jaccard similarity is:

1NS;

1US; @

Jaccardgiy (1, S;) = '

where I and S; are same as described for cosineg;,, (I, S;)

e Dice similarity- It is similar to Jaccard similarity, however, it assigns more
importance to the intersection of two vectors. The formula for Dice similarity
is:

Di 7.5 2% I NS 5)
weesipd, 9j) = ———————
1]+ 1S;
All these similarity metrics were used to determine the most appropriate cluster
to which the sentence instance might belong to in the modified K-means clustering
algorithm.

E. Modified K-means clustering algorithm: K-means clustering is one of the most pop-
ular unsupervised machine learning classifier. It is used to group data points into a
predefined number of clusters, where the number of clusters is denoted by K.

In our approach, we have introduced certain modifications to the existing K-
means clustering algorithm. The zstep-by—step detail of modified K-means clustering
algorithm are described as:

i) Randomly initialization of K cluster centroids: We developed initial seeds using
sense representations from Hindi WordNet, as described in subsection B. The
number of senses S; of a particular polysemous noun w is used to determine the
number of clusters i. We initialized i cluster centroids by randomly choosing one
of the seed instances.

ii) Assignment of each data point to its nearest centroid: We applied similarity
metrics, as discussed in D, to compute the data points and assigned them to their
nearest centroid. It means that a sentence instance / that are most similar to
sense representation S; is assigned to i cluster. It forms the heuristic function
for selecting a particular cluster.

iii) Update each centroid by computing the mean of the data points assigned to it.
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iv) The steps ii) and iii) are repeated until convergence: The modified K-means
clustering algorithm is implemented iteratively until the inertia of the cluster
allocation in one iteration does not change in the next iteration. It is determined by
comparing the current inertia value with the previous inertia value. The algorithm
is said to converge when inertia stops changing, and the final cluster allocation
for each instance is returned.

Thus, we have developed a novel framework to implement the modified
K-means clustering algorithm for polysemous nouns. We will implement our
algorithm for polysemous nouns selected from sense-annotated Hindi dataset
[13].

5 Result and Discussion

We have implemented our algorithm on 3 polysemous nouns selected from sense-
annotated Hindi dataset [13]. The sense tags have been used as a reference for developing
seeds for initializing centroids in modified K-means clustering algorithm. They are also
used as a reference for evaluation of our algorithm. The dataset was pre-processed by
tokenization, stop word removal, and POS-tagging. All the open class words were con-
sidered for context representation of the target word. The dataset description is given
Table 1.

Table 1. Dataset description

# of Senses Target word No. Of instances
2 anT 46
2 fafer 83
3 IR 66

The vectors were generated for each instance in a document for ambiguous words,
alongwith their sense representations in Hindi WordNet. We computed cosine similarity
using tf-iif vectors of sentence instances, and tf-iif vectors of sense representations. We
computed Jaccard and Dice similarity measures using n-gram models (unigram, bigram,
and trigram). We determined the purity of each cluster for the evaluation purpose. Purity
of each cluster is defined as:

matching_sentences ) « 100 ©)

PUNseore = (len(cluster_sentences)

where matching_sentences is obtained by counting the number of similar sen-
tences in a text file, and the sentences occurring in a particular sense cluster, and
len(cluster_sentences) is the total number of sentences present in a cluster.

From the above Table 2, we can clearly observe that Dice similarity measure with
trigrams gives the best result, when compared to cosine and Jaccard. It is due to the
fact that Dice similarity checks for existence of seed words and word pairs in a set of
sentences, whereas cosine similarity relies on the orientation of vectorial representation
between seed and sentence instance.
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Table 2. Purity of Modified K-means clustering algorithm with different similarity metrics

Words Cosine J_uni J_bi J_tri D_uni D_bi D_tri
o 0.6522 0.6521  0.8043 0.7391 0.5652  0.5217 0.6304
fafer 0.5663 0.7349  0.5903 0.5783 0.6265  0.7229 0.8072
IR 0.5151 0.6818  0.5909 0.5010 0.5303  0.6060 0.6515
Avg: 0.5778 0.6896  0.6618 0.6061 0.574 0.6168 0.6963

During the experiment with Modified K-means clustering on three polysemous
nouns, we observe that in cases of bigrams, and trigrams the algorithm converges to
a stable state of clusters more rapidly, as compared to the cosine similarity measure and
unigrams.

6 Conclusion

In this paper we tried to capture the characteristic aspects of unsupervised and semi-
supervised algorithms, and proposed a modified version of k-means clustering algo-
rithm. The algorithm successfully disambiguates polysemous nouns. Our algorithm is
language-independent, and 1t is not restricted to a particular domain. Moreover, our
algorithm successfully captured the semantic information associated with ambiguous
words, along with cohesiveness of context words in a sentence. The future scope of our
algorithm is that 1t can be implemented for other Indian languages, and 1t can incorporate
other similarity measures. The future scope also includes comparative analysis of our
approach with simple or standard clustering methods.

Acknowledgements. We take this opportunity to acknowledge that the experiments and results
are performed on a part of Sense Annotated Hindi Corpus available at Indian Language Technology
Proliferation and Deployment Centre (TDIL). We also acknowledge the use of Hindi WordNet
developed by IIT Bombay. Hindi WordNet [14, 15] is an online API that is available for students
for research purposes under the condition that it is used for research only and its references are
duly cited.
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Abstract. Agriculture plays an essential role for individuals as it is the funda-
mental requirement for everyone’s life. Most of the time crops are identified with
disease due to which there is a loss in agricultural productivity. Also because of
lack of knowledge and skills cultivators are finding it difficult in detecting and
rectifying the disease of crops. In India every year 17.5% of crops are lost as it
gets diseased because of the usage of pests. In recent days the technology has
advanced that new device has come up that are much faster and smart enough in
recognizing and detecting disease in leaf that is helping the farmers in the process
of monitoring the farms which reduces the job of a farmer. Hence, this approach
mainly concentrates on detecting disease in the leaf using “Mask R-CNN” a deep
learning technique.

Keywords: Deep Learning - Mask R-CNN - VGG Annotator - Rectified Linear
Unit(ReLU)

1 Introduction

Despite generating adequate food, its not reaching people due to various aspects such as
decrease in pollinators, plant diseases, climatic variations to name a few. Ailments in crop
are the major reason for the deficiency in food at universal measure, which is a hazardous
thing for many small- scale agriculturalists, where they mainly depended on healthful
harvest of crop. Prior to this, plant clinics, agricultural enterprises, or associations was
used to identify crop disease. The key attempt that experts used for detection of plant
disease is by examination through naked eye. Visual discovery of ailments by researchers
involves continuous examination that makes uneconomical for some agriculturalists and
leads to time consuming and expensive. Many a time farmer, are not conscious of non-
neighborhood diseases which compels them in consulting professionals. Therefore, an
application is made possible to detect plant disease which solves problems of farmers.
Artificial Intelligence (Al) is taking a major role in the future of world and also for
the economy of future. Al is enabling the machine to think like human, they provide
better results and impact in all kinds of domains. All types of industries want use and
utilize Al to automate a particular work using intelligence of machines. There are plenty
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of algorithms which will provide good searching in large datasets, easy to track the
status of datasets. The agricultural industry uses Al technology for monitoring plants,
crops health to improve better productivity, Agricultural robots are developed to perform
different works in farmer land, it is trained to increase the quality of crops and control
weeds.

Machine Learning (ML) is a technology derived from artificial intelligence. There
are more than fourteen different types of machine learning. Various categories of ML
techniques includes, unsupervised machine learning, reinforcement learning, supervised
learning, semi supervised learning, self- supervised and many more learning types.
Machine learning in agriculture allows the planter to supervise & cure the plants indi-
vidually. Machine Learning also impacts in predictive statistical data, identifying the
disease, classifying the leaf and its prevention.

In the recent days deep learning (DL) algorithms has become very powerful while
associated to machine learning techniques, for the reason that various deep learning
techniques are being utilized in extracting the required information from the image
dataset directly. Deep learning is implemented by using neurons that think like a human
similar to that of humans. DL is established using various architectures of neural network
which may contains numerous hidden layers to predict estimated results. The DL has
many architecture, like convolutional neural networks (CNN) is applied in the field of
detecting an image.

By implementing Mask R-CNN we can be able to achieve an application for detecting
plant diseases. This approach uses dataset of 2500 images with 10 various types of crops,
that contain both diseased and healthy images, where CNN is used for extracting features
and Mask R-CNN to mask actual disease on leaf. The intention of the whole experiment
is to develop a crop diseases detection using Mask R-CNN with VGG annotator tool and
predefined CNN. In present days, Deep Learning is developing rapidly and will have
greater impact in further days hence learning this would help in the future to implement
new research topics. Along with this python, programming language is also in demand
for developing new applications. Therefore, we have selected these two domains in our
research paper titled “Detection of Leaf Diseases Using Region Based Convolutional
Neural Network”.

2 Literature Survey

There have been a number of prominent attempts made from time to time by different
researchers to detect crop disease using Mask R-CNN. The literature review of the task
completed is presented in this section.

Pravin et al. [1] have proposed an algorithm for object detection called Mask RCNN,
together with transfer learning to discover if this algorithm stand best to detect disease
in cotton leaf. The procedure they used has 4 steps namely, Dataset Collection, Data
Annotation, Augmentation and Detection of Object. The dataset that they used is Plant
Village dataset. For annotating images Labelling is used, which allows in creating bound-
ing boxes around an infected areas and these annotated results were stored in XML
annotation format. Various types of changes such as shifting, rotating, and mirroring
implemented in the training dataset. Both Single Shot Detector (SSD) (single stage)



Detection of Leaf Disease Using Mask Region 13

and Mask RCNN (two-stage), was implemented on the dataset. Mask RCNN predicted
most of the diseases correctly and gave an accuracy for the model as 94%. By this they
concluded that Mask RCNN works good for detecting Cotton Leaf Disease.

Usman Afzaal ORCID et al. [2] proposed a model that is predominantly created on
the Mask R-CNN structure, which achieves better with instance segmentation. They used
ResNet as their backbone along with a technique of data expansion which allows segmen-
tation of diseases that have been targeted under complicated ecological circumstances,
they were able to get an accuracy of 82.43%.

Wen-Hao Su et al. [3] proposed a model which uses Mask-RCNN that allowed a
consistent discovery of the disease in the exact location. Diseased regions were labelled
and divided into sub-images. To train wheat spikes, Images with marked spikes and sub-
images of every single spike with labelled unhealthy regions Mask-RCNN models for
automatic image segmentation were used as ground truth data. This etiquette permitted
the fast recognition of diseased portions which achieves the detection rates of 77.76%.

Anandhan K et al. [4] implemented a model for detecting the disease in leaf of rice
crop. This is carried out by creating their own dataset of rice leaf and applied faster
R-CNN and Mask R-CNN to have an highest accuracy of 96%.

Zia ur Rehman et al. [5] proposed a model which initially uses a mixture of contrast
stretching method to improve graphical effect of an image and for detecting the infected
regions, MASK RCNN was implemented. These improved images are further used for
training, 2 features are used for an initially trained CNN model. While selecting impor-
tant characteristics for the final classification, Kapur’s entropy together with MSVM
(multiple classification with cross entropy- support vector machine) approach-focused
choice technique was implemented. Few fruits were chosen and initially trained using
ResNet- 50 model all through transfer learning (TL), feature choice and classification.
Manual annotation of the dataset uses VGG image annotator (VIA). They used Plant
Village dataset and achieved the best accuracy of 96.6%.

Shijie Wang et al. [6] proposed an automatic extracting procedure which uses Mask
RCNN on fruit dataset. Initially, fruits 360 was pre-processed and splits into training
and test dataset. An enhanced Mask RCNN system model formation is designed using
PyTorch, a deep learning structure. The bilinear interpolation method called as ROI
Align is used to save the data of the feature map. Lastly, boundary precision of the
segmentation mask is still enhanced by way of introducing a fully connected sheet to
the mask area of the ROI production, Edge detection method Sobel was applied for
predicting the target boundary and adding up the edge loss function. By this they came
up with the statement where an enhanced Mask RCNN procedure performed well for
yield image extraction by scoring good results.

Tejaswi Pallapothu et al. [7] recommended methodology which uses the advanced
concept of computer vision and machine learning. They mainly concentrate and applies
Mask-RCNN entity finding algorithm which is built on an example segmentation for
identifying the pests and ailments on leaf of cotton.

Laiali Almazaydeh et al. [8] They used Mask R-CNN for building a classification
system which identifies a medicinal plant. They demonstrated the progress on the classi-
fication system which uses Mask RCNN along with its support: region proposal network,
Rol Pooling, Rol Align, classification & detection, segmentation. This model attained
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an average accuracy of 95.7%. Dataset used is Mendely Dataset. The model output is
obtained by a creating a box for object detected in crop, mask, and class indicating a
plant species.

Gary Storey et al. [9] presents a study that employs instance segmentation of leaf as
well uses Mask R-CNN for detecting erosion disease in apple orchards. 3 distinct Mask
R-CNN network supports are used. For the purpose of detecting objects, segmentation
and disease detection They are then trained and evaluated. Datasets are annotated and
the same is used for the training as well as estimation based on R-CNN models. This
research also emphasizes that Mask R-CNN standard with ResNet-50 support offers
excellent accuracy, especially in the process of detecting minute rust diseases on the
leaves.

Sriram Baireddy et al. [10] In this experiment they firstly described an approach that
make use of automated image analysis tools to create ground truth images that are then
implemented for training a Mask R-CNN. The paper proved that Mask R-CNN model
can be used prominently to detect tar spots in images of leaf surfaces. They additionally
convey that the Mask R-CNN can be used for in-field images of whole leaves to capture
the amount of tar spots and area of the leaf infected by the disease.

Na Yaoetal. [11]implemented deep network models for segmenting and recognizing
the peach diseases. By implementing this instance segmentation technique, they obtained
names of diseases, location and segmentation. By using ResNetx101 the backbone net-
work, the accuracy of segmentation increased from 0.452 to 0.463. Harish et al., 12,
13] segmented image using watershed and particle swarm optimization techniques to
obtain good results. Sunanda Das et al. [14] In this paper, Mask R-CNN used for seg-
menting the image. Digital image processing technique for feature extraction was used
for implementation. Their experimental findings proved that Mask R-CNN is best for
object detection.

Vivek Tiwari et al. [15] they presented a model for identifying insects in soyabean
which uses mask RCNN structure, a deep learning result for the identification and local-
ization insects in soybean. The presented model created bounding boxes and segmenta-
tion frame for each of the insect identified in the image. It uses Resnet101 as backbone
and is developed on feature pyramid network (FPN).

Deepak Kumar et al. [15] used Mask-RCNN model by taking 15,536 wheat images.
Visual object tagging tool (VOTT) was used for annotating the images. Ground truth data
uses labelled each leaf of wheat and mosaic virus. The backbone of Mask RCNN was
resnet-50 model. The Mask-RCNN model fragments every leaf of wheat for detecting
the mosaic virus on every single leaf. The model achieves an accuracy of 88.19%.

Banafshe Felfeliyan et al. [16] uses limited labeled medical image data for solving
the task of learning. A deep learning training strategy built on self- supervised pretraining
on unlabeled MRI scans is projected in this work. An advanced version of Mask-RCNN
architecture has been fitted which proved it as the best model for object detection.

Nandhini et al. [17] have proposed a deep learning model which aims in early detec-
tion and prediction of the leaf of banian plantation which helps the farmer in brining
better decisions in cultivating the crop. Implementation uses CNN along with recur-
rent CNN to gain a better accuracy. Harish et al. [18] has obtained better result using
improved PSO segmentation. Nirmal Raj et al. [19] have done a research by studying the
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pre historic cultivation for disease affected data of the crop. Live images from the field
have been used for the experiment. Pre-processing uses convoluted Guassian filtering
and the image had been segmented using a deep active convolutional neural network
during the process of training.

Yashwanth Kurmi et al. [20] have used a plant image dataset in identifying the disease
of the plant leaf. They have used deep learning model to localize the region of interest
which gains mean classifying accuracy and area under the descriptions curve of 95.35
and 94.7 individually. Predicts the breast cancer using PSO and SVM technique and
results were compared [21].

3 Methodology

A. Data Collection

Dataset has been collected from Kaggle. Dataset consists of 6000 images of several leaves
in the crops. In total 10 crops namely Apple, Bell Pepper, Cherry, Citrus, Corn, Grape,
Peach, Potato, Strawberry, Tomato have been used having both healthy and diseased
leaf images. The input image given by the user undergoes several steps in detecting the
disease by comparing with trained dataset image. In this experiment, we have used 70%
data from the dataset for training, 10% as valid and 10% for testing.

B. Convolutional Neural Network (CNN)

Convolutional Neural Network (CNN) is one of the types of artificial neural network
mainly which finds its application in image recognition and processing, which is explic-
itly designed in processing pixel data. Here CNN is used mainly for the purpose of
training the input images. In this, CNN takes leaf image as inputs, extracts, and learns
the features of the image, and classifies the images based on the learned features. CNN
has filters, and each filter extracts some information from the image such as edges,
different kinds of shapes (vertical, horizontal, and round). All these are combined in
identifying the image. It then uses ReLU as activation function.

C. Mask R - Convolutional Neural Network (CNN)

Mask R-CNN is a model that is explicitly intended for the detection of an object. This
is done for image segmentation and instance segmentation. It uses selective search to
generate regions from each image. For each of the leaf image, affected region is identified
and marked using Mask R — CNN.

D. Visual Geometry Group (VGG) Image Annotator (VIA) Tool.

VIA is an image-annotating tool which specially used for defining regions of an image
and which as well creates textual information about the selected images of those defined
regions in an image. It is an open-source project development tool.

First step is that we need to annotate the images that we have in our dataset through
VIA tool. As a result, we get the annotated images as JSON file. Mask R-CNN is
implemented to this resulted JSON file. Next step is training which starts with 25 epoch
and 100 steps per epoch. Once the model is ready, we can test it by giving an unknown
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image. Finally, we get an output for the test image and the model applies mask on the leaf
affected area by displaying the accuracy of the prediction that the model has achieved.
Figure 1 shows the steps that are involved in the methodology of the proposed model.

Convolutional neural network implemented in extracting features out of colored raw
images of leaf. Then VGG annotating tool will be implemented for the features extracted
from CNN. The feature extracted from CNN is then given as input to RPN (Regional
proposal network) for identifying the objects present on leaf that is, it checks for healthy
or diseased part on leaf.

Then the feature map generated from CNN and the RPN results will be given as
input for ROI (region of interest) for max pooling. Once the images are completed with
max pooling, one type of dimensions will be given to all images. These resized images
are passed through fully connected layer, which uses ReLLU as the activation function
for identifying whether the leaf is diseased or healthy.

ANNOTATED
IMAGES

l

MASK
R-CNN

|

TRAINED
MODEL

|

OUTPUT

DATASET — VIATOOL

INPUT

Fig. 1. Methodology to show the working process of the proposed Model.

Finally, the results will be given out with three divisions namely mask, regression,
and solid max classifier. Figure 2 illustrated the architecture of Mask R-CNN. Here,
mask refers to the part that has been masked by mask R - CNN, Regression refers to
the plotting of images which means a boundary will be formed around the object and
by solid max classifier we can find out if the leaf image is healthy or diseased. In total,
70% of dataset is used for training, 20% for valid and 10% for testing the model.

3.1 Experimental Results

Once the model has been trained properly, we can test the model. As an input an image
from the test images dataset is given to the model, as an output we get the leaf images
which is masked. The mask shows that the model has segmented the diseased part present
in the leaf image, along with mask as well as the name of the particular disease is also
predicted.



Detection of Leaf Disease Using Mask Region 17

Conv,1*1,2*9

Image input Pretrained
/ Output channel

CNN(VGG) Conv.

3*3512
Output

channels
\ Conv, 1*1,4*9

Output channels

Region of interest Feature map
from RPN from VGG

Rol Pooling

l

7*7*512

FC-fully connected layer l

FC 1,4096, RelU

FC-fully connected layer l

FC 2,4096, RelU

g I

SoftMax classifier Regressor Mask

Fig. 2. Architecture of MASK R-CNN

Figure 3, Fig. 4 and Fig. 5 shows the images of some of the input images of various
crops that have been tested along with the corresponding resultant output images. Leaf
of healthy cherry is shown in Fig. 3, leaf of rot apple black is shown in Fig. 4, and leaf
of black grapes having measles is shown in Fig. 5. Table 1 shows the accuracy gained
by the existing and the proposed model. The existing model have obtained an accuracy
of 96%, whereas our proposed model has gained an accuracy of 97.8% after using the
techniques CNN and Mask R — CNN. Figure 6. Shows the comparative study of the
works of various model along with the proposed model. Existing models have used
combination of various techniques such as, SSD with Mask R — CNN, Mask R -CNN
with ResNet, R — CNN with Mask R — CNN to name a few. The accuracy varies from
77.76 t0 95.7.
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INPUT OUTPUT-IMAGES

B Cherry healthy 0.858

Fig. 3. Leaf of Healthy Cherry

B Apple black rot 0.931
I Apple black rot 0.891
- Apple black rot 0.978

Fig. 4. Leaf of Rot Apple Black
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Grape black measles 0.771

Grape black measles 0.830
Grape black measles 0.850

Grape black measles 0.860
Grape black measles 0.741

Fig. 5. Black Grape leaf having Measles.

Table 1. Accuracy obtained by the existing and the proposed model.

19

Models Highest Accuracy Obtained
Existing model 96%
Proposed model 97.8%
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Chart Showing the comparison of Existing and
Proposed Model
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Fig. 6. Graph Showing the comparison of Existing and the Proposed Model

4 Conclusion

Crop disease causes a greater impact in damaging the agriculture, resulting in insignif-
icant yield losses. Hence it is very important to prevent, detect and get rid of these
diseases. The recent expansion of deep learning methods have provided a way in the
detecting the disease in the crop.

A model is trained using Mask R-CNN by taking the Plant Village Dataset which has
different variety of both healthy and unhealthy leaves. Various inspection was conducted
by taking various hyperparameters of the Mask R-CNN architecture. Accuracy of results
in the process of identification of disease showed that Mask R-CNN model is promising
as well as can do a greater impact and is also efficient in identifying the disease and
may have the potential in the detection of diseases in real-time agriculture system. The
accuracy obtained is 97.8% for Apple Black Rot which is highest among all the crops.
Future mainly concentrates on providing treatment for the identified type of pests that
have affected the image of leaf and also concentrates on suggesting the treatment for the
once that have been detected with disease in leaf images.
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Abstract. Currently evolving 5G telecom networks require different intelligent
learning and decision mechanisms to adapt to the varying network conditions.
Further, considering additional requirements of low-latency and ultra-reliability,
newer resource allocation schemes are to be explored to find the most effective
way to predict the amount of resources required by a system. In this paper, a unique
resource allocation scheme is devised for the 5G network using the properties of
first packet transmission and the subsequent retransmissions. The proposed model
is shown to accurately predict the system-level as well as user-level throughput
for a set of mobile users, while ensuring lower consumption of network resources.
The simulations show an accuracy of 85% for the user-level throughput that is
acceptable for the dynamic resource planning in future networks.

Keywords: Resource Allocation - Decision Making algorithm - Machine
learning - Regression Learning

1 Introduction

Communication and networking form an inseparable pair that is the fundamental tech-
nology to enable global connectivity and foster economic growth. It started with analog
based communications of the first-generation networks in the 1980s. It was character-
ized by the advent of cellular technology where the land area was divided into cells and
subsequently this resulted in increase in the usage of the spectrum which resulted in the
accommodation of a bigger group of users. Then the second-generation communication
enabled digital encryption. This ensured a reduction of the effects of interference, signal
noise and distortion. Furthermore, the third generation had a greater frequency spectrum
and faster transfer of data. The advent of 4G and then subsequently LTE (long term
evolution) ushered a new era characterized by widespread availability of smart phones,
global mobility support and personalized service. One significant aspect of 4G was that
it used OFDM (Orthogonal Frequency Division Multiplexing) in place of FDMA or
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TDMA [1]. It also brought about better user conveniences and sophisticated interfaces
along with much faster data rates of transmission.

The currently evolving 5G network technologies are mainly characterized by
immense amounts of data being transmitted over the wireless channels because of larger
bandwidths and superior telecommunications technologies. While the earlier genera-
tions of wireless communications focused primarily on one-on-one communications and
mobile services, the next generation of wireless communications ventures into newer
fields of medicine, factories, industries, transportation and other societal fields which
involve breakthroughs in other technologies like the internet of things(IoT) [2]. The Inter-
national Telecommunications Union (ITU) defines the specific parameters and guidelines
for every aspect of each of the objectives of 5G. Also, 5G is expected to be implemented
for a variety of use cases and other features. The next generation wireless systems should
be capable of providing fast (a low latency of 1ms) as well as highly efficient (reliability
0f 99.999% or in 5 nines) transmissions.

The most fundamental way of achieving these standards during transmission is to
ensure an effective method of allocating radio resources during transmission [3]. There-
fore, the most effective way of utilizing radio resources of time and frequency must be
devised. Although expansion of the frequency spectrum is one way to go about doing
this, other optimal ways of tackling these hurdles are also explored. To reach the required
reliability goal, certain parts of the special domain spectrum must be re-utilized. The
smallest unit of a resource is considered as a resource block. It consists of TTI (Transmis-
sion Time Interval) which is the amount of time taken for a transmission in the radio link
and a subchannel which is an individual medium of transmission. The radio resources
need to be allocated to the UE (User Equipment) as resource blocks. There could be mis-
matches or errors when the resource blocks or packets are transmitted therefore seamless
resource allocation is crucial for effective and reliable retransmissions to take place.

Machine learning, particularly in recent years, has found its use in almost every
major field. It provides optimal solutions by using previously obtained data to predict or
suggest probable outcomes. Hence machine learning can be an extremely useful tool that
can be used to fulfil the Ultra-Reliable-Low-Latency (URLLC) conditions of the next
generation of wireless communications. It is expected that employing machine learning
algorithms within the 5G framework will result in the system automatically being able to
detect the levels of available spectrum and intelligently provide ways to allocate the radio
resources accordingly. All this will ensure thatresources are being assigned in an effective
and optimal manner while still ensuring that the necessary stringent requirements of
reliability and latency prescribed by the International Telecommunications Union (ITU)
are met.

This paper proposes and evaluates an improved machine-based approach for through-
put prediction using the characteristics of packet transmissions. The paper organization is
as follows. Section 2 explores the literature in this field. The resource allocation model
is presented in Sect. 3. The proposed regression training for throughput prediction is
described in Sect. 4. Results obtained via simulation are provided in Sect. 5, and the
paper concludes with a note on the possible future work in this field in Sect. 6.
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2 Literature Survey

In the last decade, machine learning has gained pace due to a multiplicity of factors.
Two main factors are the availability of high-capacity hardware components such as
GPU/TPU for faster computation, and improvements in the software domain for the
required low-latency calculations.

With the increasing usage of software as well as network virtualization techniques,
estimation for User Equipment (UE) mapping to the correct gNB (gNodeB) has become
a key requirement to sustain flow throughput. The resource estimation is then used
for various use-cases such as resource allocation [4], capacity planning and network
upgrade, for example. Techniques such as the Hidden Markov Model (HMM) [5], Star-
garch [6], and fuzzy logic [7] are popular for estimation. However, these methods lack the
dynamism and timeliness guarantee as required by the application like URLCC among
others.

Using machine learning to predict throughput is therefore a natural choice among
researchers that can not only provide the low-latency real-time output but also promises
accuracy for a wide variety of applications. In [8], a vector regression based method
is used for TCP throughput prediction. The technique provides promising outputs but
cannot be directly applied to the access network’s throughput estimation as it is based on
the end-to-end paradigm. A mmWave throughput prediction technique is devised in [9]
that focuses on the situation awareness. Several other research methods have been studied
in [10-13] that focus on various aspects of wireless network throughput prediction.

We differentiate our work from the earlier studies in two ways. First, we used a
regression based completely analytical technique that focuses on the error reduction
for the estimated resource blocks to be allocated to the mobile UEs. Second, the pro-
posed method creates a relationship between the packet transmission and retransmission
thereby providing an inherent advantage of TCP-like performance for the access network.
The next section describes the resource allocation model used in this work.

3 Proposed System

A) Resource Allocation.

This section presents our integrated approach of throughput prediction of access
networks from the Internet Protocol (IP) packet characteristics. In this plan, we consider
the utilization cases with deterministic bundle appearances where enough assets are saved
for the transmission of the packets of every User Equipment (UE) [14]. It is to be noted
that some of the packets might get lost due to the effect of erroneous radio conditions
which are dealt with using retransmissions. This means that a pool of resources must
be made available for this purpose. In the event that the measure of assets held for first
transmissions is equivalent to that of the size of the pool, every single lost packet can
be retransmitted. In this paper, an attempt is made to minimize the resource pool size
with the goal that the general asset utilization is diminished while fulfilling the objective
dependability [7].

A system with N UEs is considered to be indexed by i. As the latency limitation
significantly affects the distribution of resources, it is guaranteed that the all-out time
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lapsed during the packet creation and the termination of the retransmission of the packets
is not exactly the latency target. Along these lines, there’s a limitation in the measuring
of TTIs devoured for the continuous transmissions and hence in the measure of required
range by pre-deciding the necessary measure of resources [16]

For a given “resource unit (RU)” that is equal to R resource blocks (RBs), in our
system, each packet occupies one unit. We consider the number of RUs per TTI as M. The
measure of accessible range per unit (T) is procured by separating the whole scope of the
range W by the accessible measure of spectral resource per unit, i.e., M = bW/(Rw)c.
In case of the first transmission, the number of the user equipment indicates how many
resource units will be required. K is the amount of the resources to be designated for the
retransmissions.

To assess how reliable the proposed resource allocation scheme is, the two possible
outcomes that lead to a loss are examined. Firstly, if the number of resources that are
required for retransmissions are greater than K, retransmission of certain lost packets
cannot be done, which will result in loss. Secondly, even if there is sufficient room for the
retransmissions of the packets, there is a possible chance for failure of retransmissions.
‘We also need to see that when the space is not enough for all the retransmissions, random
K packets are selected amongst the lost packets to be retransmitted.

Therefore, the equation for the error rate will be [16]:

N-1
eK.81.8) =7 Ch & a-s)¥ i

X (82n+1<k + Miwa)
n+1

As we know the errors that occur will not be dependent on the possibility of losing n
number of packets in the initial round is given by the law of binomial distribution. The
summation represents the possible cases of losing n packets in the initial transmissions
of (N — 1) UEs. The summation consists of the law of binomial distribution which is,
multiplied by §;. To assume that the packets of the user under consideration has been
lost, whereas (1 — 1) represents the retransmissions. In case there is sufficient room for
every packet that is lost for its transmitted again, the possibility of error is represented
as &7, giving the term 6,1, 1<k . Or else, it will be 1 in case the packet’s retransmissions
are not regarded and in the case of retransmissions it will be 82.

B) Regression Learning.

Machine learning is associated with various algorithms and learning models. One of
the most common types is regression. Regression determines the relationship between
the predictor variables. It describes the relationship between the dependent target variable
and independent predictor variable and estimates the changes of dependent variables cor-
responding to an independent predictor variable when other variables are held constant.
Regression helps us in determining the trends in the data and predict real or continuous
values.

Regression learner app in MATLAB tool is used to predict the data model using
machine learning by training the dataset, with 60% of training and 40% of testing data.

The steps involved in training the dataset model is given by:
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e After choosing the information and approving the dataset model for specific regression
problems, the dataset is taken for it to be trained according to regression learning
algorithms.

e Suitable comparing and tuning options of the regression learning model have to be
chosen.

e The effectiveness of the dataset model in regression learning is assessed by comparing
model statistics and visualizing the obtained results.

e Simulation Set-up

We use the vehicular LTE eNB data collected at the University of Hertfordshire using
ETSI APIL. The dataset consists of 178 users and their throughput values taken at different
times. The UL Scrambling Code of 54, UL SIR Target 17.3, Min UL Channelization
Code Length 8, DL Scrambling Code 1, DL channelization Code Number 15, Maximum
DL Power 9.3 and Minimum DL Power 10.1 was used. The UEs move across the network
on a predefined path. RSSI and throughput for a UE are measured at each time tick (along
with logging the GPS coordinates).

The dataset is trained using the regression model. The dataset was imported to the
workspace and trained via cross-validation. After the dataset model has been trained,
various algorithms are checked and analysed to see which model has obtained the best
overall results. The error rates are calculated for the various models. This result is used
to determine the best model. The model with the lowest error rate is chosen. The selected
model was trained using the fine tree algorithm.

4 Results

Figure 1 shows the prediction response plot for true vs. predicted values of throughput.
Here, when the responses are plotted one can inspect the results of the obtained model.
Once the dataset is trained by the means of regression modelling, the plot of the responses
obtained are the predictions of the responses compared with the record number. The
predicted values in contrast to the original responses are plotted. Prediction errors can
be observed as one can see the disparities between the original responses (in blue) and
the predicted ones(in yellow). The response variable here is the throughput and these
responses are observed with respect to the users.

For all the UEs, at all the locations, every predicted throughput value is averaged
to obtain the predicted response. Similarly, all the original throughput values are aver-
aged to get the actual response. The error percentage is calculated as 100*(actual -
predicted)/actual. The average error percentage of our system is 14.93% thus providing
us with an accuracy of more than 85%.

Figure 2 provides the predicted vs. actual throughput performance using the proposed
prediction model. The Predicted vs Actual plot can be used to ascertain whether the model
is effective or not. This plot is used to determine how well the obtained model predicts
values that are close to the true response. In this plot, one can observe the predictions in
contrast to the true responses. Ideally if the predictions were to be 100% accurate, the
predictions will be a diagonal line coinciding with the original response. In the figure, we
can observe the error in the predictions by observing the perpendicular distance between
the diagonal line to any one of the points. An acceptable model will be one where the
predictions are spread across closely about the line.
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5 Conclusion

Ensuring an effective way through which transmissions and subsequent retransmissions
of resources take place is crucial for reducing latency. In this work, the error rate min-
imization mechanism is implemented that reduces the block error rates (BLER) for
multiple transmissions and retransmissions. The approach takes into account various
possible scenarios for the error probabilities on the basis of how many times the trans-
mission of the same packet has taken place. It likewise considered the results relying
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upon whether there is sufficient space for all the packets that are lost to be transmitted
again.

In the next generation of wireless communications, the gNodeB establishes the link
between the mobile network and the user equipment (UE). The resource blocks are
required to be allocated in an optimal manner to improve the system efficiency without
compromising on the reliability. Based on a real-time dataset of vehicular traffic data
in an LTE network, the work presented here showed that using regression analysis in
machine learning, the average resources consumed by various users can be examined
and trained to predict throughput with an accuracy of more than 85%.

6 Future Scope

A dynamic approach would broaden the scope of the data which would account for
various situations under which the system would function. Therefore, to further improve
upon accuracy of the predictions in the future, we would incorporate a multi paramet-
ric dynamic approach which would factor in several other parameters to ensure better
prediction accuracy.
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Abstract. Complex molecules known as proteins carry out a number of essential
tasks in the human body. Protein structure are interwoven and determine each
protein’s particular activity. Graph Neural Net (GNN) has developed as an effective
deep learning method to extract information from protein structures, which may
be represented by graphs of amino acid residues. This paper suggests utilizing
a graph neural network to predict protein structure from amino acid sequences
without alignment. In this instance, nodes (amino acids) and connecting edges
(distances between amino acids) may be used to instantiate a protein in a network.
To demonstrate the scalability of the suggested technique, many experiments are
carried out using various benchmark datasets, including RS126 and RSCB PDB.
The simulation results show that in the majority of cases for different data sets,
the recommended strategy outperforms other comparable methods.

Keywords: Graph Neural Network - Amino Acid - Alignment - Secondary
Structure Prediction - Window Padding

1 Introduction

Predicting protein structure from amino acid sequences is a challenging and complex
task that requires identifying commonalities and variances among proteins. For the pur-
pose of creating novel medications, the biological activity of various species is investi-
gated using the protein secondary structure. Since the creation of protein sequences is
now quick and inexpensive, determining the activities of newly found proteins is time-
consuming and critical. The complexity of proteins’ activities and the quick growth of
their quantity in sequence databases make computational methods for automated func-
tion prediction difficult. The way that proteins fold into three-dimensional structures
allows them to perform a wide range of tasks inside the cell. Furthermore, many func-
tional regions of proteins are disordered, whereas most domains fold into a characteristic
and organized three-dimensional shape. Protein structure determines binding selectivity,
mechanical stability, and a host of other biological functions, such as transport and sig-
nal transduction. These many different protein activities are categorized using the Kyoto
Encyclopedia of Genes and Genomes (KEGG), the Gene Ontology (GO) Consortium,
Enzyme Commission (EC) numbers, and other widely used categorization techniques.
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To illustrate different facets of protein functioning, GO, for example, groups protein
classes into three unique ontologies: molecular function (MF), biological process (BP),
and cellular component (CC).

Graph neural network (GNN) is a new and promising classification approach based on
deep neural networks [1]. Because GNN5s can extract hidden patterns from Euclidean data
(pictures, videos, texts), their increasing popularity in recent years has been encouraging
in a number of fields, including recommendation systems, knowledge graphs, protein
interface prediction graph neural networks [2], social networks [3], bioinformatics [4],
graph mining, and other research fields. As a novel paradigm, the use and investigation
of GNN in bioinformatics are few. In order to research this cutting-edge theory and use it
to advance humanity and the world, this study was motivated. Provide a new method for
utilizing a graph neural network to predict a protein’s secondary structure. Since each
amino acid in the main sequence is connected to two of its neighbors, a graph illustrating
their relationships may be made. A particular kind of neural network used to manage data
in graph data structures is called a graph neural network. Evaluating graph data for deep
learning and classic machine learning algorithms is still a difficult undertaking because
of the variety of data kinds that are present in graphs and since these methods specialize
in core data types. Create a graph using the dataset and main sequence (amino acid).
The orthogonal encoding characteristic of the model gives each network node a distinct
embedding. Then, iterate the complete network using the GNN method to combine the
information from neighboring nodes.

There are an astounding number of combinatorial optimization techniques [5-9] that
may be used to identify a protein’s secondary structure, including SWISS-PROT [5], deep
learning [6], and convolutional neural networks (CNN) [7]. The annotation information
in SWISS-PROT is mined using a data mining method. Here, the unannotated proteins
are subjected to 11306 rules, which produce the annotated proteins. Without relying on
assumptions, the deep learning approach is used to retrieve the minute details from the
protein sequence. The prediction of protein structure is used in drug discovery, antibody
design, understanding protein-protein interactions, and molecular-molecule interactions
[8]. These methods are often slower for large protein data sets and have poor prediction
accuracy Based on the aforementioned examination of current techniques, including
both conventional and combinatorial approaches, it is imperative and time-consuming
to suggest a way that minimizes current shortcomings while forecasting the structure of
proteins. The technique of finding commonalities or arrangements between biological
sequences is known as sequence alignment, and it is this arrangement that is used to
forecast the secondary structure of proteins [9]. These models’ primary flaw is that they
are not entirely accurate. These models are quicker, but they could miss certain crucial
details about the secondary structure of a protein. Furthermore, these models do not
ensure that the best protein sequence will be found. When protein databases are huge,
this approach takes longer. Along with the database, the memory demand rises as well.
They need a gap penalty to operate properly. The main flaw in these models is that they
rely on propensity values for probability calculations. This approach may not always
identify protein secondary structures accurately and may provide false positive results.
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2 Related Works

Using structural alignment to improve the prediction of protein secondary structure accu-
racy Structure-based sequence alignments are a step in the secondary structure prediction
process that Scott Montgomerie et al.’s technique incorporates. It is feasible to antici-
pate at least a portion of the secondary structure of the query protein by mapping the
structure of a known homologue (sequence ID > 25%) onto the sequence of the query
protein. It is feasible to get very high prediction accuracy by combining this structural
alignment approach with traditional (sequence-based) secondary structure approaches
and then combining it with a “jury-of-experts” system to produce a consensus conclu-
sion. Applying this novel method to a sequence-unique test set of 1644 proteins from
EVA yields an average Q3 score of 8§1.3%. [10] Protein Secondary Structure Predic-
tion Utilized are deep convolutional neural fields Sheng Wang et al. provide Deep CNF
(Deep Convolutional Neural Fields) for protein SS prediction. Conditional Neural Fields
(CNF), which combine shallow neural networks with conditional random fields (CRF),
are an extension of conditional neural fields (CNF) that uses deep learning. Deep CNF is
significantly more effective than CNF because it can describe interdependency between
neighboring SS labels in addition to sophisticated sequence- structure relationships using
a deep hierarchical design. Experimental results show that Deep CNF performs substan-
tially better than the most popular predictors, with 84% Q3 accuracy, 85% SOV score,
and 72% Q8 accuracy on the CASP and CAMEDO test proteins, respectively [11].

The neural network technique is predicated on the way synaptic connections function
in brain neurons, where input is transformed into the final output after being processed
several times. Using a training set of sequences with known structures, the values of the
weights that affect signals are altered in neural networks during training. Typical neural
network technique is demonstrated by Rost and Sander’s [12] PHD program, which
claims 72.2% accuracy after training on a test set of profiles from different sequences.
When larger databases and PSI-BLAST [13] were utilized to build the training set, this
accuracy climbed to 75% [14].

Kathuria et al [15] Random Forest classification method is used to estimate the pro-
tein’s secondary structure. As a classification and regression tree (CART) method that
may create several decision trees from a single set of training data, Breiman created
Random Forest [16]. In this study, they simply distinguish between alpha (o) structure
and non-alpha structure. All polypeptides with an alpha structure have their structure
property set to alpha during the preprocessing stage, whereas the property for all other
polypeptide structures is set to non- alpha. A ROC curve is used to evaluate their model
and demonstrate that it yields the desired results. However, they restricted their inves-
tigation to binary categorization. The support vector machine (SVM), which employs
frequent profiles and evolutionary information as an encoded input [17], was developed
by Vapnik et al. [18] as a different approach to classification problems. Others were
able to achieve 70% accuracy by using the PSI-BLAST PSSM profiles [19] as input
vectors and combining the sliding window technique with SVM architecture [20]. SVM
is gradually being applied to PSSP problems since it has occasionally beaten the bulk
of other learning systems, including NN [21].

With the use of various window widths and a basic distance classifier, Ghosh et al.
[22] were able to attain an accuracy of about 60%. To obtain a Q3 = 68 percent accuracy,
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Ahmed et al. used a genetic algorithm with a multiple window approach. A protein
secondary structure predictor was developed by Spencer and colleagues [23] using deep
learning network topologies that were swiftly trained on a collection of 198 proteins
using the position-specific score matrix of BLAST.

Zhang et al. [24] describe the construction of a Graph Neural Network (GNN).
Applying GNN to the process of predicting the secondary structure of the protein is
astounding. As a consequence of this inspiration, GNN is utilized to forecast the sec-
ondary structure of a protein. Keeping all these reasons in mind, the use of a graph neural
network in protein secondary structure has been considered.

This is how the rest of the paper is organized. The approach used to create the GNN
model is presented in the major part that follows. Section 3 evaluates the performance
and simulation results. Section 4 conclusion.

3 Proposed Method

3.1 Data Pre-possessing

Preprocessing the main and secondary structure of proteins by removing primary and
secondary sequences from datasets and which dataset lengths more than 128 will first
minimize time complexity, CPU use, and memory usage. Shorten protein primary and
secondary structures and remove non-standard amino acids like B, Q, U, X, and Z during
preprocessing to allay worries about sequence labeling.

3.2 Encoding

A unique binary vector known as the amino acid character’s one-hot-encoding or orthog-
onal encoding is used to separately alter each of the twenty amino acids. This binary
vector is then used for further computations, including sliding windows. We convert the
eight secondary protein structures into integer values between 0 and 7 [25]. There are
20 amino acids, as can be observed, hence the feature has been set to 20. Each amino
acid character thus has a distinct embedding length of precisely 20.

3.3 Graph Generation

The study’s graph delegation, which details the protein’s amino-acid linkages, was cre-
ated using the predicted structure. Here, amino acid-level features—which are utilized
to generate the nodes of the graph representation—were extracted using a language
model, an architecture that usually learns from text (in this instance, protein sequence)
[26]. Figure 1 demonstrates the construction of the protein’s graph representation, where
each vertex stores one-hot encodings of the current vertex’s index.

Here, a GNN was trained to identify and then predict proteins based on their graph
representation, as seen in Fig. 1. This GNN model feeds a set of neural networks a graph
that describes a few proteins as input. These neural networks use message passing, a
framework in which node information is sent to connecting nodes at each step, to make
the graph representation more complicated in order to reveal potentially useful hidden
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Fig. 1. Illustration of protein graph representation construction.

information about the protein. The information describing other amino acids is updated
in this context using the sequencing data for each amino acid. Each node in the new,
higher-level graph representation that the GNN creates has data on both itself and its
neighbors in addition to information about itself. Subsequently, an activation function
and a pooling layer reduce the graph’s dimensionality to a single, usable score. The
model generates an accurate suitable score by determining which node connections in
the neural networks to provide higher priority for a more accurate prediction.

3.4 Window Padding

To prevent the predicted missing pattern of commencing and terminal amino acid
sequences or a protein main sequence, zero paddings are used in the sliding window
technique. The middle amino acid of the window, which foresees the amino acid’s com-
plementary secondary structure, is the goal value. Window padding mainly work through
encoding where font and back padding works randomly another hand window size also
depends on this padding process.

3.5 Neural Network

Lastly, use a neural network to determine the accuracy of protein secondary structure
prediction. The hyperparameters of the kernel are:

C: C determines the classification of a data point in the penalty form. The better
answer is produced by the smaller C value since it accepts a broader margin.

Gamma: The gamma symbol () denotes the decision region. The training data is over
fit by gamma values that are bigger (Fig. 2).

Get better accuracy with C = 0.1, y =1.5, and kernel = rbf for the (rscb pdb) and
rs126 datasets.



36 T. Kayser and P. C. Shill

Data Handling
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Fig. 2. Proposed Graph Neural Network Model.

4 Simulation Results

To The RS126 dataset and RSCBPDB dataset from related studies are used in a number
of tests with various characteristics to see whether the suggested approach is correct
[29].

4.1 RS126 Dataset

On the RS126 benchmark data set, the suggested method is evaluated. There are 152
total occurrences, each of which has two lines. The first line displays the protein’s main
sequence, while the second line displays the primary sequence’s secondary structure. The
average length of a protein sequence is 185 amino acids, and there are 22596 residues
total. The beta strand contributes for 22%, the coil for 45%, and the alpha helix for
31% of RS126. Various more data files from past research or studies contain the RS126
dataset. Additionally, you might obtain it from a website like Protein Data Bank (PDB)
[27]. It has 20 distinct main residue types and three secondary structural states (Table 1).
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Table 1. Three States of PSS of RS126 Dataset

No Symbol Narration
I E Stand

I H Helix

I C Loops

4.2 RSCB PDB Dataset

The RSCB PDB dataset [34], which is available on relevant research, is one of the bench-
mark datasets for predicting protein secondary structure [29]. 200000 instances make
up the dataset. The primary dataset includes a list of peptide sequences and secondary
structures. It is a tabular representation of the file retrieved from the RSCB PDB.

A description of the dataset’s columns:

pdb_id: The URL’s

chain_code: The chain code is necessary to identify a particular peptide (chain) when
a protein has numerous of them.

seq: The amino acid sequence of the peptide sst8: The secondary structure with 8state
(Q8) sst3: The secondary structure with 3state (Q3) len: The peptide’s total amount of
amino acids

hasnonstdaa: Whether the peptide contains any unusual amino acids (B, O, U, X, or
7).

The nonstandard proteins B, O, U, X, and Z are all masked with the “*” character.
For secondary structure prediction, it is customary to decrease the previously described
eight states (Q8) to three (Q3) by combining (E, B) into E, (H, G, I) into E, and (C, S,
T) into C.

4.3 Performance Metric Indicators

Ran numerous tests with varying compositions using benchmark datasets we acquired
from various sources to evaluate the classification accuracy and computational efficiency
of graph neural networks. Various error measurements are utilized for evaluation. True
positive (TP) is properly classified as positive, whereas false negative (FN) is incorrectly
classified (FN). True negative (TN) refers to an occurrence that is negative and accurately
identified, whereas false- positive refers to the opposite (FP).

Accuracy

The quantity of similarity of assessments of a quantity to its true value is the accuracy
of a measuring system.

R TP + TN 0
ccuracy =
Y = TP+ TN+ FP + FN

Precision.
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The ratio of True Positives (TP) to all Positives is known as precision. It displays the
overall volume of classified data that has been correctly categorized.

TP

Precision = ——
TP + FP

@)
Recall
Recall is a metric for gauging a model’s ability to identify True Positives. Out of all
the data that has been categorized, it is the proportion of data that has been correctly
categorized.

TP

Recall = ——
TP + FN

3)
F-score
A model’s precision on a given dataset is measured by the F-score, often known
as the Fl-score. The F-score, defined as the harmonic mean of the accuracy and recall
measures, is a way to integrate the two metrics for a model. You can change the F-score
such that precision takes precedence over recall, or the other way around.

Precision x Recall
Fl1 =2 x — 4)
Precision + Recall

Mean Absolute Error (MAE)
Mean absolute error is a measure of errors between the number of pairs reporting
the same occurrence (MAE).

YMi=1yi—xi
n

MAE = ®)
Here,

yi = Predict value

xi = Actual value

n = Total number of object

Relative Absolute Error (RAE)

When a mean error (residual) is compared to errors produced by a simplistic or naive
model, the Relative Absolute Error is measured as the ratio. A reasonable model (one
that yields better results than a simplistic model) will yield a ratio of less than one.

Do (yi— xi)?

RAE = ==L =
>oiny (xi)

(6)

Here,
yi = Predict value
xi = Actual value
n = Total number of object
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4.4 Results

Two distinct types of data sets, including RS126 and RSCB PDB, were used to execute
the simulations. Proportionally split the dataset, using 75 percent for training and 25
percent for testing. The hyper parameter tinkering for the two datasets is displayed in
Table 2. A sliding window technique is employed in the suggested GNN model, with
different window sizes and types producing varying accuracy levels. The differences in
accuracy as a result of sliding window size are shown in the Table 3. There are multiple
window size.

Table 2. Hyper parameter tuning of GNN

Dataset Kernel C N
RS126 Rbf 100 0.01
RSCB PDB Rbf 1.5 0.1

Table 3. Compare Datasets With Various Window Size

Window Size RS126 Accuracy RSCB PDB Accuracy
5 68.07% 85.78%

7 69.87% 86.92%

9 71.12% 88.18%

11 72.26% 89.7%

13 73.66% 89.10%

15 74.2% 88.46%

17 73.25% 86.93%

19 71.11% 85.20%

21 70.02% 84.55%

Table 3 shows that the highest accuracy of the RSCB PDB dataset is 89.7 percent
and that of the RS126 dataset with window sizel5 is 74.2 percent. The suggested model
is assessed using several performance assessments, which are evaluated and displayed
in the table for those two datasets (Table 4).

Figure 3 shows how the accuracy varies with window size from a plot perspective.
The illustrations below are meant to help you understand how the performance measuring
factor works.

Cross Validation

A method of interpolation called cross-validation is used to assess machine learning
algorithms on a small sample of data. Cross-validation is a technique used in learning
algorithms to assess how effectively a machine learning model functions on unknown
input. In other words, a tiny sample will be used to evaluate the model’s performance
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Table 4. Performance Evaluation

Dataset Precision Recall F-score MAE RAE
RS126 73 14 12 31 53
RSCB .87 .80 .82 31 .26
PDB
100
90 m N O H B m B A
80
70 PARIR B A **en
60
50
40
30
20
10
0
0 5 10 15 20 25
Window Size #RS 126 WRSCBPDB

Fig. 3. Comparison of Accuracy with window size Between Datasets.

as a whole when predictions are made using data that was not used during the model’s
training.

One popular technique for evaluating machine learning methods on a dataset is K-fold
cross-validation. From a limited dataset, the k-fold cross validation process generates
k non- overlapping folds. While the remaining folds are merged to create a training
dataset, each of the k folds has the opportunity to be utilized as a stand-alone test set. A
total of k models are fitted, assessed, and their average performance is recorded on the
k hold-out test sets. Cross- validation is used to determine whether the proposed model
GNN is accurate. It is based on two datasets. The figure below displays the results of
cross-validation using k-fold cross- validation (Figs. 4 and 5).

Comparative Analysis

A comparison of the graph neural network (GNN) with other special approaches
in the Table 5’s protein secondary structure prediction demonstrates that GNNs have
developed to a standard level. There are several methods accuracy test rest given in the
Table 5. But all those researches they find out results for only one data set. In this study
worked for two different dataset which are RS126 and RSCB PDB. Where RS126 given
74.2 % and RSCB PDB given

89.7 % accuracy for the proposed Graph Neural Network model. Other hand takes
a look on the Table 5 here highest accuracy is 73.3 % (Figs. 6 and 7).
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Table S. Comparison with various model using RS126 and RSCB PDB datasets

Methods Year Accuracy
CNN [28] 2014 66.7
LSTM [29] 2014 67.4
Convolutional neural fields [11] 2016 68.3
biRNN [30] 2017 68.5
Multi-scale CNN 2018 70.3
[31] 2019 70.4
BiLSTM [32]
SAINT [33] 2019 73.3
GNN (Proposed model) 74.2 & 89.7
08
07
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05
g
5 04
g
<
03
02
04
0
R§126-Recall RSCBpdb-Recall RS126-MAE RSCBpdb-MAE
Data

Fig. 6. Comparison of Recall & MAE Between Datasets.
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Data

Fig. 7. Comparison of F-Score & RAE Between Datasets.

5 Conclusion

The big, complex molecules called proteins found in the human body are studied in this
quest. GNN works well as a novel model for predicting protein secondary structure.
This model deviates slightly from the conventional GNN in that it is composed of many
components that join together to form the real model. The data is first graphed, and then
the graph is processed and a neural network is employed in the following two processes.
Because the amino acid sequence is linear, a linear graph will be produced. The node
will add its feature to those of the neighboring connected nodes in order to analyze the
graph. For even more optimization, window padding and orthogonal encoding are used.
Different widths of window padding are used to get the best outcome. The accuracy of
the RS126 dataset was 74.2 percent after hyper parameter adjustment, while the accuracy
of the RSCB PDB dataset was 89.7 percent. The absence of substantial data and large
processing power is one of the suggested model’s drawbacks.

Future work:
More accuracy can be achieved by combining neural networks with other models. Other
optimization techniques can be used to improve accuracy.

Incorporate 3D graphing of secondary structure into this proposed model to improve
1t.
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The surging trend of social media platforms such as Instagram, Facebook and
Twitter has led to an increase in the amount of user-generated content online.
This data is used in many areas such as marketing strategies, government poli-
cies, and individual decision making. With the rise of social media, people are
expressing their opinions in their native languages, which has led to an increase
in the amount of data in Indian languages on the internet. Sentiment analysis
aims to determine the emotional tone of a text and is a crucial task in the field
of Natural Language Processing (NLP). It is widely used in various fields such
as business, marketing, social media, and politics to understand public opinion
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Abstract. With the proliferation of digital content, it is increasingly
important to understand the sentiment of the information that is being
shared. Sentiment Analysis, the procedure of identifying the emotional
tone of a given text, has become a crucial area of research in Natural
Language Processing (NLP). However, performing sentiment analysis on
Bodo language texts is challenging due to inadequate labeled data and
the complexity of the language. The amount of resources and research
available for Bodo language is quite limited compared to more widely spo-
ken languages, such as English or Hindi. This study proposes a lexicon-
based approach for sentiment analysis of Bodo language texts, which is
a low-resource language spoken in India. For our purpose, we have con-
sidered sentences and words from various social sites and then created
a Bodo sentiment lexicon through manual labeling of Bodo language
words and sentences with their sentiment polarity (positive, negative,
or neutral). Results from evaluating the approach on a dataset of Bodo
language texts show an accuracy of 70%. This lexicon-based approach is
a simple and effective method for sentiment analysis of Bodo language
texts and can be used to enhance the performance of other NLP tasks
such as text classification and opinion mining.
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While there is significant research and resources available for sentiment anal-
ysis in English, the same cannot be said for other languages, particularly low-
resource languages like Bodo. Bodo is a Sino-Tibetan language spoken by the
Bodo people, an indigenous ethnic group primarily found in the northeastern
Indian state of Assam, as well as parts of Arunachal Pradesh, West Bengal, and
Nagaland. It is one of the officially recognized languages in India and is used in
education, government and media. Bodo is written using the Devanagari script,
and has its own distinct grammar and vocabulary. It has a rich literary tradition,
and various literary works such as novels, poetry, and plays have been written
in Bodo. With over a million speakers, as per the 2011 census [3], the number of
Bodo speakers is on the rise as shown in Fig. 1. The number of Bodo speakers
totals to 1,482,929, out of which 1,454,547 are native speakers [4]. Bodo is con-
sidered a relatively new language in terms of written literature in comparison
to other scheduled languages with standard scripts. Although the written liter-
ature of Bodo has grown in recent decades, this growth is impeded by several
challenges, such as the absence of up-to-date dictionaries, difficulties in handling
spelling variations [1], and the necessity to incorporate new words [2]. Despite
the growth, performing sentiment analysis on low-resource languages like Bodo
is challenging due to the shortage of labeled data and the language’s complexity.

2011 1,482,929 l

2001 1,350,478]

Years

1991 1,221,881 ]

1971 — 556,576
I ! |

f T T 1
0 0.5 1 1.5

Speakers in Millions

Fig. 1. Graph depicting the number of Bodo speakers over the years. The census for
Bodo was not conducted in 1981.

The objective of sentiment analysis for Bodo language is to accurately recog-
nize and extract subjective information from Bodo text, such as opinions, eval-
uations, appraisals, and emotions. It can help in understanding public opinion
on various issues, products, and services, and can be used to improve decision-
making in various fields. This work aims to address this challenge by proposing
a lexicon-based approach for sentiment analysis of Bodo language. The main
contribution of this work are summarized as follows:

a. Decreasing the gap in resources for sentiment analysis and other NLP works
for Bodo language by creating a Bodo text corpus through collection of sen-
tences, phrases and words from social media and dictionary sites.
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b. Development of sentiment lexicon for Bodo language by manually labeling
the collected data to their sentiment polarity (positive, negative, or neutral)

c. Proposal of a lexicon-based approach for sentiment analysis in Bodo language,
which uses the sentiment lexicon to classify Bodo text into positive, negative,
and neutral sentiments.

d. Contribution to the development of NLP tools for Bodo language and to
promote further research in the field of sentiment analysis for low-resource
languages.

The rest of the paper is structured in the following way: Sect.2 provides a
review of related work, Sect. 3 describes our proposed approach and methodology,
and Sect. 4 presents the analysis of our results. We conclude the paper in Sect. 5
with a summary of our research contribution, limitations, and future research
directions.

2 Related Work

The field of NLP research in the Bodo language is in its infancy, and few studies
have been conducted to date. In particular, no previous work has been done on
sentiment analysis in the Bodo language, making this an important and chal-
lenging area of research.

In the work done by [1], they constructed a corpus of the Bodo language
that consisted of 1.5 million words. The corpus was created by collecting Bodo
language texts from three categories, which were learned materials, media, and
literature. In [5], a parallel corpus for English-Bodo was created from general and
newspaper domains. The general domain corpus had 6500 sentences from various
sources, while the newspaper domain corpus had 4000 parallel sentences related
to news and events. A methodology was presented in paper [6] that utilized
Google Keep for OCR in order to create a monolingual Bodo corpus from various
books, including 13 books from different genres such as children’s, fiction, novels,
plays, biographies, and dramas. In the work [7], a lexicon dictionary-based app-
roach was introduced by the authors for detecting polarity in Bengali language
text data. They compared their proposed system with Machine Learning(ML)
classifiers and concluded that lexicon dictionary-based approach functions as a
more accurate model with 92% accuracy for Bengali text polarity detection. In
the paper [8], by utilizing lexical features on the news domain, ML classifiers
were employed to develop a sentiment polarity classification model for Assamese
language. They collected a total of 18806 sentences from the local daily news-
papers’ news articles - Ganaadhikar and Pratidin. Paper [9] performs sentiment
analysis on Manipuri articles using a manually modified verb lexicon and POS
tagging. The system achieved a F-measure of 75.00%, a recall of 72.10%, and
a precision of 78.14%. In the paper [10] a technique was suggested to create
G-SWN, a Gujarati SentiWordNet, by leveraging the synonym relationships of
H-SWN, a Hindi SentiWordNet, and IWN, an IndoWordNet. The accuracy of
Gujrati G-SWN was evaluated achieving 52.95% and 52.72% accuracy for simple
scoring and unigram presence classifiers respectively.



A Lexicon-Based Approach for Sentiment Analysis of Bodo Language 49

3 Methodology

The steps of the proposed approach for sentiment analysis of Bodo language is
illustrated in Fig. 2. The first step involves the collection of Bodo language texts
from various sources. The collected data are then cleaned to remove unwanted
characters, duplicates, and other noise. After cleaning, the data are preprocessed
by tokenizing the text into words, removing stop words, etc. Finally, the prepro-
cessed text is used for sentiment analysis using a lexicon-based approach. Each
of these steps will be described in detail in the following subsections.

Data Cleaning

Duplicate Data Pre-processing
removal /ﬁ

v

Hyperlinks,
hashtags, special
characters

removal Tokenization

v 17

Replacing Stop words
multiple space removal

with single space

Punctuation
removal Words

Dictionary word Acquisition

Data Labelling

Facebook data Acquisition

Facebook posts
and comments

Paragraphs
broken down
into sentences

Lexicon-based

Sentiment Analysis

Fig. 2. Proposed system architecture

3.1 Data Collection

Dataset acquisition is a crucial and laborious task. In this research, a dataset of
Bodo language was prepared by manually collecting Bodo posts and comments
from Facebook news pages. The collected data included posts and comments in
paragraphs, and the text dataset was obtained from these paragraphs. We also
collected a separate dataset of Bodo words from dictionary website' available on
Google using a Python web scraping script developed using the Beautiful Soup
and Requests libraries. The Facebook data collected was from the period of
October to December 2022, and the resulting dataset comprises 3000 sentences
and 9,366 words. The statistics of the Bodo corpus created are presented in
Table 1.

! https://www.bsarkari.com/bodo/dictionary.
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Table 1. Statistics of data collected

Source Total number of data

Facebook news pages | 3000 sentences

Dictionary sites 9366 words

3.2 Data Cleaning

The collected data were subjected to a cleaning process to eliminate duplicates,
unwanted characters, multiple spaces, punctuations and other forms of noise.
We removed URLs, email addresses, phone numbers, and any special characters
that are not part of the Bodo language. The cleaning process involved writing
a Python script that automatically identified and removed the mentioned noise
from the data. The script was customized to handle the specific characteristics
of the Bodo language, which included identifying Bodo-specific characters and
tokens. To further ensure the quality of the data, we manually inspected a ran-
dom sample of the cleaned data to verify that there were no instances of errors,
missing information, or other inconsistencies that could affect the accuracy of
our results. Any issues identified during the manual inspection were addressed
and corrected in the data cleaning process to ensure that the final dataset was
of the highest quality possible.

3.3 Data Pre-processing

After the data cleaning process, the next step is to preprocess the Bodo text
corpus. The preprocessing involves converting the text into a format that can be
used for sentiment analysis. In this step, we perform the following operations:

Data Labeling: In the data labeling process, the dataset has been manually
labeled into three different categories: positive, negative, and neutral. These
categories were represented by the numbers ‘1’, ‘=1’ and ‘0’ respectively. The
sentences and words data were saved in separate files. Data that convey emotions
like joy, appreciation, admiration, motivation, and encouragement have been cat-
egorized as positive. Similarly, data that convey negative emotions like loathing,
disregard, sorrow, offend, discord, or resistance have been tagged as negative.
Neutral was the tag assigned to data that did not express a powerful emotion,
such as basic information, figures, or declarations. Examples of the labeled sen-
tences and labeled words are provided in Fig.3 and Fig. 4 for reference.

Tokenization: The process of tokenization involves breaking down text into
individual units, typically words or subwords, which are called tokens. It is a
crucial step in the data preprocessing phase. The aim of tokenization is to trans-
form a document or a sentence into a list of tokens, which can then be used for
text processing and analysis.
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Stop Words Removal: Words that are frequently used in a language and do
not contribute any significant meaning to the text are known as stop words.
These words should be eliminated to enhance the efficiency and accuracy of
subsequent NLP tasks such as sentiment analysis, text classification, and infor-
mation retrieval.

The output of the preprocessing step is a cleaned and preprocessed text
corpus, which is then used for sentiment analysis using a lexicon-based approach.

Sentiment Sentence

&g HisT grareIk|

Positive (Excellent work)

THISTE3E (T STsTg ST IR &R TSl 913 @ |

Negative (A tragic accident in Gossaigaon resulted in the death of a Bodo woman)

feet ferorar =ifd gar gt gerr Sitgerr ||

Neutral (Today is the last day of Vijayadashami or Durga Puja)

Fig. 3. Labeled sentence data with their corresponding English meanings

Sentiment Word
Positive &g (Appreciable)
Negative g@ATeTd (Saddening)
Neutral TEmR (Picture)

Fig. 4. Labeled word data with their corresponding English meanings

3.4 Lexicon-Based Sentiment Analysis

Sentiment analysis employs two main approaches, one of which involves using
a lexicon to compute the sentiment by evaluating the polarity of phrases and
words present in a given text. This method requires a dictionary of positive,
neutral, and negative words, and a sentiment value must be assigned to each
word. Various methods for developing these dictionaries are available, including
manual and automatic methods. Lexicon-based methods generally depict a text
message as a collection of words known as a “bag of words”. Then the sentiment
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values corresponding to all positive, neutral, and negative words or phrases in the
text are allocated based on the lexicon or sentiment dictionary. To determine the
overall sentiment of the text, a final prediction is made by applying a function,
like sum or average. When determining the sentiment of a word, its local context,
like negation, is also taken into account.

In this work, we chose to utilize a lexicon-based approach to eliminate the
requirement for creating a labeled training dataset. The primary limitation of
models using ML is their dependence on labeled data, which can be challenging to
obtain in sufficient quantities and with appropriate labeling in case of languages
like Bodo. Moreover, the ease with which this approach can be grasped and
modifiable by humans is a substantial benefit for our work.

Algorithm 1: Algorithm used for sentiment classification

Input: text: A piece of Bodo text
positive_words: A set of positive words
negative_words: A set of negative words
negation_words: A set of negation words
Output: sentiment polarity score (1 for positive, -1 for negative, 0 for
neutral)
Initialize sentiment_score variable to 0.
Initialize negate_sentiment variable to False.
for word in text do

1

2

3

4 if word in negation_words then

5 ‘ negate_sentiment = not negate_sentiment
6 else if word in positive_words then
7 if negate_sentiment = False then
8 ‘ sentiment_score += 1

9 else

10 | sentiment_score -=

11 end

12 negate_sentiment = False.

13 else if word in negative_words then
14 if negate_sentiment = False then
15 ‘ sentiment_score -= 1

16 else

17 ‘ sentiment_score += 1

18 end

19 negate_sentiment = False.
20 end
21 end

/* Determine the sentiment based on the sentiment score x/

22 if sentiment_score > 0 then
23 ‘ return 1
24 else if sentiment_score < 0 then
25 ‘ return -1
26 else
27 ‘ return 0
28 end

Negation. In our work, we have collected and utilized negation words. In a
lexicon-based approach, the most commonly used approach for dealing with
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negation is to reverse the polarity of the lexicon item located adjacent to the
negator in a text. For instance, “good” would have a polarity of 1, while “not
good” would have a polarity of —1. However, in the Bodo language, the negat-
ing word appears after the word, such that “mwjang” has a polarity of 1 and
“mwjang nonga,” where “nonga” is a negating word, has a polarity of —1. To
address this issue, we have reversed the order of the words in the text, enabling
us to traverse the text in the opposite direction. Moreover, it is noteworthy that
Bodo is also written in the Roman script for online communication, and “mwjang
nonga” is a Bodo word written in Roman script.

Sentiment Classification. The sentiment classification process involves iter-
ating through each word in the Bodo text and checking its sentiment from the
word sentiment lexicon (or sentiment dictionary) created in this study. If the
word is a negation word, the sentiment of the following word is reversed. If it is
a positive word, the sentiment score is incremented by 1, or decremented by 1 if it
is negated. Similarly, if it is a negative word, the sentiment score is decremented
by 1, or incremented by 1 if it is negated.

After iterating through all the words in the text and calculating the sentiment
score, the sentiment is determined based on the value of the sentiment score.
Sentiment scores greater than 0 are considered positive, whereas scores less than
0 are classified as negative. A sentiment score of 0 is classified as neutral. The
algorithm used for sentiment classification is shown in Algorithm 1.

4 Results

Our dataset contains a total of 3000 sentences and 9366 words. The words consist
of 527 positive words, 780 negative words, and 8059 neutral words. Our analysis
achieved an accuracy of 70% on the dataset of 3000 sentences. Accuracy is defined
as the percentage of text lines or sentences in the test set that the classifier
identifies correctly. We calculated the accuracy of our proposed system using
Eq. 1 given below.

Accuracy = % * 100 (1)

where,
C = number of correct prediction, and T = number of total prediction

Bodo text sentiment analysis system heavily relies on the Bodo word senti-
ment lexicon. Inadequate sentiment words listed in the dictionary may lead to
changes in the results. By increasing number of correct sentiment words in the
sentiment dictionary, we can improve the accuracy of our analyzer and obtain
better results. The comparison cloud of the most frequent words, depicted in
Fig. 5, provides an overview of the words that have the greatest impact on the
overall sentiment in the dataset. This figure displays the most common words,
with the size of the word indicating the frequency of its occurrence. By analyz-
ing this figure, we can identify the words that are most closely associated with
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Fig. 5. Comparision cloud of most frequent words

positive, negative, or neutral sentiments, and gain insight into the factors that
influence the sentiment of the Bodo language.

The bar chart illustrated in Fig.6 provides a visual representation of the
sentiment distribution of the predicted text data. The x-axis represents the three
sentiment categories: positive, negative, and neutral, and the y-axis shows the
frequency count of each category.

Sentiment Analysis Results

17504
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Fig. 6. Sentiment distribution of predicted text data

The chart shows that the majority of the predicted text belongs to the neu-
tral category with a frequency count of around 1750, followed by the positive
category with a frequency count of around 700, and the negative category with
a frequency count of 500. The chart suggests that the predicted text data has a
higher frequency of neutral sentiments, followed by positive sentiments and then
negative sentiments.



A Lexicon-Based Approach for Sentiment Analysis of Bodo Language 55

5 Conclusion

In this work, we developed a Bodo text sentiment analysis system using a lexicon-
based approach. We created a Bodo sentiment lexicon by manually collecting and
labeling a dataset, which was a time-consuming task. Our analysis indicated
that the system attained an accuracy of 70% on a dataset of 3000 sentences.
We also identified that the system’s performance was mostly dependent on the
sentiment word dictionary, and the shortage of sentiment words in the lexicon
could impact the results. Increasing the sentiment words in the dictionary and
proper labeling of the dataset could improve the accuracy of the system. The
dataset we have created is a valuable resource for researchers working on senti-
ment analysis of Bodo language and other NLP tasks. With the availability of
labeled datasets, researchers can develop and evaluate new models for Sentiment
Analysis and other NLP tasks for Bodo language. For future work, we intend to
add a greater number of sentences and words to the dataset and evaluate the
performance of the system. Additionally, we can explore other ML techniques,
such as deep learning, to improve the accuracy of the system. Finally, we believe
that this work can pave the way for developing sentiment analysis tools for other
under-resourced languages, which can greatly benefit researchers and businesses
working in these areas.
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Abstract. Increased utilization of automated machine to reduce human effort
has enormously increased demand of power units to be produced. This increased
demand cannot be realized with conventional sources of energy and hence
researchers have tried exploring possibility of fulfilling this heavy demand with
non-conventional or green energy sources. This paper presents the energy exploita-
tion model of nuclear power system. Nuclear energy is highly sensitive to extract
and transmit to end consumers. In this paper, a combined frequency and automatic
voltage restoration is achieved efficiently with the help of Osprey Optimization
Technique (OOT) tuned TID-PID controller under condition of sudden loadings
or disturbances in power network. The proposed work is processed and simulated
with the help of MATLAB/SIMULINK tool.

Keywords: Nuclear Power - TID-PID - OOT - PSO - ITMWAE - Generation
Control Challenges

1 Introduction

Nuclear power plant has potential to satisfy enormous increased in the power demand
but this type of power needs to be delicately handled and hence a suitable controller
for generation and voltage control for multi loading has been planned and processed. A
nuclear power system refers to the technology used to generate electricity through the
controlled use of nuclear reactions. Nuclear power plants use nuclear reactors to produce
heat, which is then used to generate steam that drives turbines and produces electricity.
The heart of a nuclear power plant is the nuclear reactor, where a controlled nuclear chain
reaction takes place. The reactor uses fuel rods made of uranium or plutonium to sustain
the chain reaction. The heat produced by the nuclear reaction is used to generate steam,
which drives turbines and produces electricity. Nuclear power plants are known for their
high energy density and reliability, as they can operate for long periods of time without
interruption. However, nuclear power plants also pose potential risks, such as accidents
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that could result in the release of radioactive materials into the environment. To ensure the
safe operation of nuclear power plants, strict regulations and safety measures are in place
to prevent accidents and minimize their impact if they do occur. Additionally, the proper
storage and disposal of nuclear waste is also a critical issue in the operation of nuclear
power plants. Load frequency control (LFC) is a mechanism used in power systems to
maintain the balance between the supply and demand of electricity. LFC ensures that
the power output from generators matches the power demand from consumers, in order
to maintain a stable frequency and voltage level in the power grid. In an electric power
system, the load and generation are constantly changing due to factors such as weather,
consumer demand, and equipment failures. If the power generation and demand are not
balanced, it can cause a change in frequency and voltage, which can result in equipment
damage or power outages. LFC works by adjusting the power output of generators in
response to changes in load demand. LFC controllers monitor the frequency and adjust
the power output of the generators accordingly, to maintain a stable frequency level. The
controllers can also adjust the power output in response to changes in voltage levels, to
ensure that the voltage remains within the acceptable range. LFC is an important aspect of
power system stability, and is typically implemented through the use of advanced control
algorithms and automated systems. These systems can help to improve the efficiency
and reliability of power generation, while also minimizing the risk of equipment damage
and power outages.

Disturbances in nuclear power network is inevitable and these disturbances can cause
synchronism loss. To get rid of this situation, several model of frequency control in dif-
ferent sources of power model is given by authors. Transfer function model of different
sources of power such as thermal, hydro, wind and nuclear power system has been given
in [1] by authors. For thermal power system, automatic voltage regulating loop and
load frequency loop has been shown by authors in [2]. Tunning of parameters values
of controllers such as TID, PID and FOPID controllers with the help of soft computing
technique has been given in [3] by authors. In multi area power systems, frequency of
power system is successfully controlled with the help of hybrid controllers by authors
of [4]. Designing and optimization of fitness or cost function is given by authors in [5,
6]. A Meta heuristic technique, PSO (Particle Swarm Optimization) is used by authors
of [5, 6] for optimization problem. Implementation of fractional order controller for
inverted pendulum case is given by authors in [7]. Also tunning of parameters for con-
troller has been estimated using PSO in [7]. Damping of fluctuations in frequency with
several communication delays is controlled using fractional order controller in [8] by
authors. Load frequency problem in presence of distributed generation is solved appre-
ciably using fractional order PID controller with the help of optimization technique by
authors in [9]. Frequency oscillation in presence of load variation in deregulated envi-
ronment is addressed by authors of [10]. Automatic voltage regulation with the help of
controller with Henry Gas Solubility Optimization(HGSO) is given by authors of [11].
Also, comparative study in presence of other optimization techniques with HGSO is
shown in [11]. 3-area system automatic generation control issue is addressed by authors
using Antlion Optimizer Algorithm(ALO) in [12]. Fuzzy controllers are low cost con-
troller and it is used in [13] for controlling frequency oscillations in 2-area connected
system. Also, fuzzy-PID controller is compared among PI, PID, fuzzy PI and fuzzy PID.
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After comparing fuzzy PID controller is found to be more efficient among all shown in
[13] by authors. In [14], authors focused on future scenario of power exploitation from
renewable sources in Egypt which is set to increase share of renewable sources of power
to 42%. Hence, generation control studies on multi renewable sources of power is done
in [14] and its control by utilizing suitable controller is proposed in the paper. Tunning
of fractional order controller for utilization in system fitted with energy storage system
is given in [15] by authors. Also, Krill Herd algorithm is used for optimization of fitness
function considered in the paper [15]. A multi area system is considered in [16] for
improved stability in transient response when disturbance is subjected. Author in [16]
has introduced TLBO (Teaching Learning Based Optimization) for tunning controller
for better stability in multi area system.

After going through research survey, controlling of frequency and voltage in case of
nuclear power model need improvement and hence in this paper, combined frequency
and voltage fluctuations in transmission of power from nuclear power plant in presence
of disturbances in power network has been addressed with suitable fractional order con-
troller tuned with robust optimization technique Osprey optimization technique (OOT).
A detailed comparison chart for osprey optimization technique is given in [17] by authors.
The performance of OOT is found to be superior as compared to other algorithm in
optimizing or solving problem [17].

Controller - 1
§ N & M.5+1

=]
VeS+1 I

Fig. 1. Nuclear power test system with controller
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2 Nuclear Power Test System

Nuclear power test system consists of two parts namely frequency control loop and auto-
matic voltage regulation loop. Frequency control loop consists of controller, governor,
turbines and power system. Voltage regulator loop consists of controller, exciter, gener-
ator field and sensor. A detailed transfer model of both loop is shown in Fig. 1. Values
of constraint used in nuclear test system is given in Table 1.

Table 1. Values of constraints considered in nuclear power test system.

PARAMETERS VALUE PARAMETERS VALUE
R, 0.425 P, 02
R, 12.4 P; 14
G, 02 P, 0.5
G, 03 D, 10
G3 5 D, 10
M, 02 D 0.8
M, 0.08 Y, 0.1
M; 0.5 Y, 04
M, 7 Y3 14
M 10 Y, 0.05
Mg 9 K, —0.1
P, 1.5

3 Proposed Methodology

When system is added with some load, there will be changes in different parameters such
as frequency, voltage etc. This changes or fluctuation in system parameter is formulated
using a cost function or fitness function which will be minimized using suitable control
loop and controller hybridized with popular heuristic technique PSO. The fitness function
considered in this paper is ITMWAE (Integral of Time Multiplied Magnified Weighted
Absolute Error) and it is given by Eq. (1):

t t

ITMWAE = my [|Af|dt + mo [|Av|dt (D
0 0

m =wy M )

my =wyxM 3)
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Here, M = 10

Where, M is magnification factor;

w1 =0.7,wy =0.3

w1 and wy are priority based weighted values attached to frequency and voltage
changes;

Where, mp, my is priority based magnified weighting factor and the values are m;
=7, my = 3. |Af| is absolute frequency change; |Av| is absolute voltage change; m;
is magnified weighted value attached to frequency; m; is magnified weighted value
attached to voltage (Fig. 3).

TID controller is fractional order controller and its detailed model is shown in Fig. 2

% s-l:\l
00T 1
- o T
(TalLD) S v
_D g
Fig. 2. Detailed model of TID controller
Transfer function equation for TID controller is as shown below:-
1
TID(S)ZT*S—$+1*§+D*S @)

3.1 Optimization Technique

3.1.1 Osprey Optimization Technique (OOT)

OOT is developed on the basis of behavior of bird namely osprey. Osprey is also called
fish hawk. The strategy of osprey in catching fish from a river or sea and then take
it at suitable place to eat it comfortably is natural intelligent strategy and hence this
strategy can be utilized by human to solve real life solution. In this paper, fluctuations
in power network due to sudden disturbances is solved using the intelligent strategy of
catching fish by osprey. This intelligent strategy is mathematically modelled to optimize
the proposed fitness function considered in this paper.
Stepwise implementation of OOT:-
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INITIALIZATION OF
PARAMETERS

TEST SYSTEM YES
CONTROLLER

NO

ITR= ITR+1

Fig. 3. Flow chart of the proposed methodology

i. Initialization of population
Position of osprey is randomly initialized in search space using Eq. (5)

where, i1is the number of osprey(solution) and j is the number of problem variable.
ii. Evaluation of osprey’s fitness using fitness function or objective function.
iii. Phase 1(PH1): Location identification for hunting of fish by osprey

The set of fish for each osprey is given by Eq. (6)
FP; = {Pilk € {1,2,3,....N} A Fr < Fi} U {Ppegs} (6)
where FP; is set of fish position for jth osprey and Pp,y; is the best osprey or solution

Updated position of osprey is calculated using Eq. (7)

. PH1 i
P — {P,,FI. < F; ®)

P;, else
where PH1 is phase 1 i.e. identification of fish location by i osprey

iv. Phase 2(PH2):-Carrying out fish to suitable position for eating.
Suitable position for eating fish can be calculated using Eq. (9)
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PH?2 Ibj + rand * (ubj — lbj)

Py T =pijTt ; )

Updated position of osprey can be given by Eq. (10)
P;, FPH2 < F;

p.=1"0" ! 10

! { P;, else (10)

v. Repetition of phase 1 and phase 2 till maximum iteration is attained

3.1.2 PSO

PSO is optimization technique and can be used as maximization or minimization. In
this paper, minimization of fitness function is going to be done. Particle velocity of the
swarm is updated using equation as shown in Eq. (11).

1
vt

;o= 1x v;{ + uy * rand * (phm —x;’) 4 up * rand * (gpest —x?) (11

where, v? is the current velocity; v?“ is the updated particle velocity; uy, up is the
constriction factor; / is the weighting factor of the PSO algorithm and xl‘.] is the current
position of the particle of the swarm.

Position is being updated using Eq. (12) as follows:-

1 1
A (12)

PSO is optimization technique and can be used as maximization or minimization. In
this paper, minimization of fitness function is going to be done. Particle velocity of the
swarm is updated using equation as shown in Eq. (13).

1
Vit

;o= 1x v? + uy * rand * (pbest — x:’) + up * rand * (gpess — xf) (13)

where, v? is the current velocity; V?H is the updated particle velocity; uy, up is the
constriction factor; [ is the weighting factor of the PSO algorithm and x:.] is the current
position of the particle of the swarm.
Position is being updated using Eq. (14) as follows:-
X = it (14)

i

4 Result and Discussion

Case-a:- Nuclear power plant with TID-PID-OOT controller
Case-b:- Nuclear power plant with TID-PID-PSO controller.
Case-c:- Nuclear power plant with TID-PID controller.
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4.1 Case-1

A nuclear power plant model is considered and 150 MW loading has been provided for the
testing of proposed controllers. As load is increased by 150 MW, system frequency will
getdipped and during restoration of this dipped frequency to normal point, oscillations or
fluctuations in frequency will occur. In the proposed model, a TID-PID-OOT controller
is proposed to mitigate these fluctuations in order to avoid the case of synchronism
loss of system. The proposed controller is very handy in efficiently controlling of both
voltage and frequency at a time. The proposed model has been compared with two other
controllers namely TID-PID-PSO and TID-PID for comparison under similar condition.
Tunning parameter of TID-PID has been shown in Table 3 after simulation using OOT
and PSO.

Table 2. Cost function value

Case-a Case-b Case-c

Cost function value 5.2535859 9.140079 719.657794

Fitness value shown in Table 2 with TID-PID-OOT controller is less in comparison
to others controllers fitted nuclear power system. Fitness function is indication of per-
formance index of test system with different controller. If fitness value is less that means
system’s performance is better.

Table 3. TID-PID controller parameters value for OOT and PSO

00T PSO

T(1) 73.678 40

n(1) 69.085093 2.69883
I(1) 77.52646 40

D(1) 13.854777 1.1

P(2) 13.080378 23.997565
12) 42321611 19.270925
D(2) 5.0913163 4.2241364

Table 4 shows the load frequency control of nuclear power test system and from
the data obtained and as per shown frequency analysis in Fig. 4, it can be inferred that
TID-PID-OOT controller is more efficient in comparison to other controllers fitted test
system.

As per Table 5 and Fig. 5, it can be observed that settling time for voltage is reduced
for case-a although peak overshot is larger for case-a.

Graph given in Fig. 6 shows the robustness of OOT in comparison to PSO in
optimizing fitness function considered in this paper.
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Table 4. Frequency analysis for case-1 with case-A

Parameters Case-a Case-b Case-c
Rise Time 1.5677e-06 1.6873e-06 0.0397
Settling Time 5.2169 8.6302 48.2815
Settling Min 44.4868 39.4732 38.9109
Settling Max 61.5222 63.2739 71.3588
Overshoot 2.5372 5.4567 28.8363
Undershoot 0 0 0

Peak 61.5222 63.2739 71.3588
Peak Time 3.4468 1.8030 11.8361

CASE-1
70 I I ! ! ! g

[=2]
o

Frequency
(5]
(3]

=——=case a
50 —--case b |
45 case C .
40 1 1 1 1 1 i
0 5 10 15 20 25 30
Time
Fig. 4. Frequency analysis for case-1 under different controllers
4.2 Case2

Under this section, 200 MW loading has been considered for creating fluctuations in the
nuclear test system and corresponding frequency and voltage response of the test system
with different controllers are analyzed (Table 6 and 7).

Fitness value for TID-PID-OQT controller fitted system is less than other controllers
fitted system as per Table 10.

Frequency-time response data for TID-PID-OOT, TID-PID-PSO and TID-PID con-
trollers fitted system is shown in Table 8. From the Table 8 and as per graph shown in
Fig. 7, it can be concluded that TID-PID-OOT fitted nuclear test system is more efficient
in damping fluctuations due to loading of 200 MW.
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Table 5. Voltage analysis for case-1 with case-A

Parameters Case-a Case-b Case-c
Rise Time 0.0061 0.0218 0.0568
Settling Time 0.2981 0.5881 1.2181
Settling Min —0.2095 0.2446 0.7443
Settling Max 3.9744 2.3349 1.5902
Overshoot 297.4363 133.4917 58.9791
Undershoot 20.9498 0 0
Peak 3.9744 2.3349 1.5902
Peak Time 0.0481 0.0684 0.2003
T T T
—case a |
—==case b
)
=” = =case C .
=
9]
of
o]
~N
°
>
1 L 1
1.5 2 2.5 3
Time

Fig. 5. Voltage restoration graph for case-1 under different controllers

Voltage-time response data obtained from simulated result in MATLAB environment
is shown in Table 9. Looking into Table 9 data and graph given in Fig. 8, it can be inferred
that TID-PID-OOT controller fitted test system is more efficient in curbing fluctuations
in voltage after loading of 200 MW on the test system. Settling time for case-a is smaller

in comparison to other cases considered.

Optimization of fitness function using OOT and PSO for 200 MW loading can be
observed from Fig. 9. OOT is found to better in minimizing fitness function as compared

to PSO.
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Fig. 6. Convergence graph for OOT and PSO for case-1

Table 6. Cost function value under case-2

Case-a

Case-b

Case-c

Cost function value

3.99706

5.387137

544.585831

Table 7. TIID-PID controller parameters value for case 2
ooT PSO
T(1) 97.58441 40
n(1) 33.6963 2.906837
I(1) 92.2061 40
D(1) 1.910261 1.1
P(2) 95.02589 29.79661
12) 40.87436 2245812
D) 29.14233 1.376326
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Table 8. Frequency analysis for case 2

Parameters Case-a Case-b Case-c
Rise Time 1.6424e-09 1.1096e-06 0.0229
Settling Time 5.0575 5.3894 46.6521
Settling Min 44.1384 36.6937 38.2101
Settling Max 63.4424 64.2762 70.7209
Overshoot 5.7373 7.1271 23.2371
Undershoot 0 0 0
Peak 63.4424 64.2762 70.7209
Peak Time 0.5885 1.0867 11.2392
CASE-2
T -— T T T |
Ve
N\
\N
N e
B A
= -
)
=] _
g m—caSe a
-
= —==case b
= =casec ]
10 15 20 25 30
Time

Fig. 7. Frequency analysis for case-2 under different controllers



An Osprey Optimization Based Efficient Controlling

Table 9. Voltage analysis for case 2 with case A

69

Parameters Case-a Case-b Case-c
Rise Time 0.0067 0.0291 0.0479
Settling Time 0.4893 0.8216 1.2101
Settling Min 0.5508 0.5238 0.9048
Settling Max 2.9003 2.0839 1.8736
Overshoot 190.0320 108.3878 87.3418
Undershoot 0 0 0
Peak 2.9003 2.0839 1.8736
Peak Time 0.0275 0.0850 0.1239
CASE-2
3 T T T T T
=—=casc a

= —==case b

B

5] = =case C

(=V)]

<

b

=)

>

1.5 2 25
Time

Fig. 8. Frequency analysis for case-2 under different controllers.
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Fig. 9. Convergence graph for OOT and PSO for case-2

5 Conclusion

In this paper, two cases of different loading on nuclear power network were considered for
detailed analysis and After a detailed discussion in results and discussion section, it can
be inferred that disturbances in frequency and voltage of nuclear power can be damped
efficiently by selecting a suitable combination of controllers. In the proposed work
in this paper, voltage and frequency has been controlled efficiently in different loading
conditions of 150 MW and 200 MW. Voltage and frequency analysis shown in the figures
in result and discussion section clearly depicts the performance report of the proposed
TID-PID-OOT controller over other controllers considered for comparison. Settling
time of both frequency and voltage is reduced for TID-PID-OOT in comparison to other
controllers considered in this paper. TID-PID-OOT controller is the best performing
controller among 3 selected controllers i.e. TID-PID-OOT, TID-PID-PSO and TID-PID
for comparing the results of controller fitted in the nuclear power test system. Robustness
of meta heuristic algorithm OOT in optimizing the considered fitness or cost function
ITMWAE in the paper is also shown with the help of graph in the results and discussion
section. Itis observed that OOT is superior in comparison to PSO as per Fig. 9 and Fig. 6.

Conflict of Interest. On behalf of all authors, the corresponding author states that there is no
conflict of interest.
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Abstract. Fuzzy Association Rule Mining (FARM) is considered as a significant
part of data mining approach that uses fuzzy logic to extract meaningful patterns
and relationship from large dataset. Fuzzy set are used to represent the membership
degree of data in a particular set, which allows for more flexible and accurate mod-
elling of data. The application of fuzzy association rule mining provides valuable
insights and knowledge for decision-making in different domains. In this paper,
basic concept of FARM and how to generate meaningful rules based on FARM
algorithm is discussed. The issue of sharp boundary found in classical Association
Rule Mining (ARM) technique can be solved using FARM technique. Different
Membership Function can be used to convert crisp data into fuzzy data. Applying
fuzzification method quantitative dataset is converted into fuzzy category dataset
and binary category dataset. Then both dataset is implemented through different
algorithms to generate rules and analyzed those rules.

Keywords: Fuzzy Association Rule Mining - Data Mining - Fuzzy Logic -
Membership Degree - FTDA

1 Introduction

Different Techniques have been applied to find Fuzzy Association Rules under data
mining process to discover useful information in recent time. To find association among
different data and mining those association in a standard framework to generate some
useful rules, is an important activity of data mining approach. FARM plays a key role in
KDD (knowledge Discovery in Database) [1] process, which includes data identifica-
tion, pre-processing, transformation, pattern generation, knowledge representation and
knowledge utilization etc. Classical rule mining, widely known as ARM is a Technique
used to discover interesting relationship among different attributes in a large dataset [2].
However, some problems involved in this technique and one of the major problems is
identified as sharp boundary problem. At this point, FARM technique provides a solution
named as smooth boundary. Unlike traditional rule mining approach which is operated
on binary dataset or categorical dataset, FARM technique is used to operate on Fuzzy
dataset, where data are expressed in terms of membership degree represented by the
range [0, 1] rather than O or 1. Fuzzy sets are effective means to design imprecise con-
cept and relations as human understandable form used for communication with more
flexibility [3]. Due to its close alignment with human knowledge representation, the
fuzzy technique has been considered as a key component of mining approach [4].
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Fuzzy Association Rule Mining Technique has become increasingly popular due
to their ability to handle uncertainty and imprecision of data. Fuzzy association Rule
is typically used to express in the form of X=Y, suggesting there occurs a relation
between two set of items, X and Y, showing if X occurs then Y occurs as well. This
can be presented as “if X, then Y.” This involves the discovery of linguistic “if-then”
rules that can be used to make predictions and draw inferences from data. These rules
are based on fuzzy logic, a framework that allows the representation of ambiguity and
vagueness in data. Fuzzy Rule Mining Technique have been applied to different fields,
including finance, medical diagnosis, engineering, healthcare etc.

In this paper, an overview of some fuzzy Association Rule Mining Techniques that
have been developed based on some key algorithms and their application in different
domains is presented. Practical implementation of Fuzzy association Rule mining tech-
niques in a dataset and experimental results are discussed. Finally, analysis of output is
done and find relevance for our future work.

2 Related Work

Fuzzy set theory was introduced in 1965 by L.A. Zadeh [5] to provide an approximate
and yet effective way for describing the characteristics of a complex system to admit
precise mathematical analysis [6]. Fuzzy sets are regarded as an expansion of the classical
crisp sets. Since the introduction of fuzzy concept in Association rule mining approach
in last three decade of last century, there have been various works found related to
FARM. Initially, some algorithms had been proposed by different researchers. Those
algorithms were implemented in different type of dataset in different domains. Some
of those algorithms are such as F-APACS [7], FTDA [8, 12], FQARM [9], CFARM
[10], FWARM [11] FAR-Miner [15] etc. However, later, some other algorithms such
as IFWARM [13], E-FWARM [14] etc. have been modified and used to find rules with
more accuracy and efficiently. Besides this algorithm modification, FARM Techniques
are used in different application domain for extraction of meaningful information.

3 Farm Techniques

Fuzzy Association Rule, represented as X — Y, gives association between two fuzzy
sets. But for the generation of meaningful and useful rule there is a standard framework.
All the generated rules have to be inserted in the framework, where those rules will be
tested under different criteria, which is known as interestingness measures. Interesting-
ness measures play a decisive role in generating fuzzy association rules [7]. Two such
measures are Fuzzy support (FS) and Fuzzy confidence (FC) which are user defined.
These measures are calculated as given below :

sum of votes satisfying X
FS(X) =

Number of records in T

where, X is a set ant T is Transaction of the dataset.
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Fuzzy Confidence (FC) of arule X — Y can be calculated like classical association
rule as follows:

FS(A, B)

Depending on these two thresholds, two key information can be observed-firstly,
about the association between attributes generated in the form of rules and secondly,
how strongly those generated rules are associated.

In the process of generating rules, one of the key steps is conversion of crisp value
into fuzzy value, which can be termed as fuzzification. In fuzzification, some key terms
are used to define, firstly, in which category a crisp value will be fuzzified and, secondly,
what will be the participation values in that particular category. These categories are
called linguistic term and the participation value are called membership degree, for this,
some standard membership functions are used. Two types of often used in fuzzy logic
are triangular and trapezoidal membership function]. However, selection of membership
function, classification of linguistic term depends the context of dataset and specific
problem addressed (Fig. 1).

Raw Dataset
| Transaction Dataset |

I FTDA Algorlthm Fuzzy Dataset

| FuzzyRuIes '* Fuzzy Rules <—| AprlorlAIgorlthm ‘
Results

Fig. 1. Proposed Model

As shown in the proposed model, we have taken a meteorological dataset as raw data.
This raw dataset is pre-processed and converted to transaction dataset with number of
attributes. Transaction data is fuzzified to fuzzy dataset using trapezoidal membership
function. The fuzzy dataset is classified into five linguistic terms as very low, low,
average, high and very high. Taking this fuzzy dataset as input dataset we followed two
approaches. Firstly, continuing the flow, a fuzzy rule-based algorithm is implemented and
found some rules. Secondly, the fuzzy dataset is converted into categorical dataset with
binary values. The conversion process (defuzzification) is done considering higher value
as 1 and lower value as 0, where membership degree overlaps in two linguistic terms.
Other values taken as it was in the fuzzy dataset. So, we have got a binary valued dataset.
Taking this new binary dataset as input, classical ARM based algorithm is applied and
found some rules. Finally, generated rules from two approaches have been compared to
find common rules.
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4 FTDA Approach

In this section, the FTDA (Fuzzy Transaction Data-Mining Algorithm) is used in rainfall
data to generate association rules. This data is about the amount of rainfall occurred in
monsoon season, which includes months of June to September of year 2011 to 2020.
Since, in monsoon season, rainfall occurs heavily and it is also the season of cultivation of
crops as well as associated with hazards like flood etc., hence, we consider this season to
get more effective and useful rules. The sample dataset is shown in Table 1, that includes
10 transactions. Each transaction comprises a total rainfall in four months i.e. June to
September. The dataset is a meteorological data of north bank of Brahmaputra valley
and collected from BNCA, AAU, Jorhat. In mining process each month is considered
as an attribute. In this example, each attribute is classified into five regions: VL for Very
Low, L for Low, AV for Average, H for High and VH for Very High. So, five membership
degrees are calculated for each month as per trapezoidal membership function. Here,
amount of rainfall in the raw dataset is diversity and classification of linguistic terms
are more than three, hence in this context trapezoidal membership function is used for
fuzzification process. Representation of membership function and the fuzzification with
different linguistic terms can be seen in Fig. 2.

Table 1. Sample Dataset of Rainfall in monsoon measured in millimeter (mm)

TID Year/ Month June July Aug Sept

1 2011 172.4 460.5 478.1 247.6
2 2012 4442 300.4 324.1 297.6
3 2013 156.7 532.6 230.3 169.2
4 2014 3354 386.9 331.5 397.3
5 2015 473.2 391.8 546.3 269.1
6 2016 309.8 372.4 268.8 259.8
7 2017 470.8 321.1 329.7 287.2
8 2018 307.0 404.2 349.3 195.6
9 2019 183.6 317.9 166.4 289.2
10 2020 4247 285.6 175.6 241.8

Stepl: At first, transaction wise quantitative data are converted into fuzzy data. For
example, the rainfall in the month of June as casel is considered. The score “172.4”
is converted into fuzzy set (0.56/Very Low + 0.44/Low + 0.0/Average + 0.0/High +
0.0/Very High) using membership function.

Step 2: The scalar cardinality of each attribute is computed for each linguistic term
in the transaction. Taking the attribute of June. VL as a case, the scalar cardinality =
(0.564+0.04+0.86 + ... + 0.32 4 0.0) = 1.74. Same calculation method can be applied
for other attributes too, which is shown Table 2.
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Very Low Low Average High Very High

Membership Value

100 125 150 175 200 225 250 275 300 325 350 375 400 425 450 475 500 525 550

Fig. 2. Dataset expressed using Trapezoidal Membership Function

Step 3: Now the highest count among the five possible attributes for each linguistic
term is found. In the case of June, the count is 1.74 for Very Low, 1.26 for Low, 3.0
for Average, 3.12 for High and 0.88 for Very High. Since the High is the largest among
them Jun. is considered for June. For mining, this step is repeated for other attributes
and thus four regions are being selected. These are given in the following Table 3 with
their support count.

Step 4: Now the support counts of different regions are checked with the given
threshold which is 2.0 in this example and since all the selected regions have more
support count than 2.0, therefore, all the four regions will remain as the same for next
step of the mining process.

Step 5: It is assumed r = 1.

Step 6: Generating the candidate set C.;; from L;. C, is found from L; as given
below:

(June.H,July.AV), (June.H,Aug.AV), (June.H,Sept.L), (July.AV,Aug.AV),
(July.AV,Sept.L), (Aug.AV,Sept.L).

Step 7: Here, the sub steps for each candidate item set are as follows:

(a) The fuzzy membership degree for individual transaction datum is calculated by
using intersection. Here, for example, (June.H, July.AV) is considered. For case 1,
the derived membership degree is computed as min (0.0,0.0) = 0.0. Same procedure
can be used for the other 2-itemsets.

(b) The counts are compared with pre-defined minimum support value 3.0. This results
in two Itemsets (June.H, Aug.AV), (July.AV,Aug.AV) and (July.AV, Sept.L) as L, as
in Table 11.

Step 8: If Lr +1 is null, then it goes to next step, otherwise ris setasr =r + 1 and
the step 6-8 is repeated. Since, in this case L2 is null, it cannot be processed further.

Step 9: Using the following sub steps association rules can be constructed for each
large item sets:
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Table 3. Highest Support Count

Item set Support
June.H 3.12
July. AV 4.70
Aug. AV 4.38
Sept.L 5.28

(a) Among all generated rules, following four associations can be found:

If June = High, then August = Average. If August = Average, then June = High.
If July = Average, then August = Average. If August = Average, then July =
Average.

If July = Average, then September = Low

If September = Low, then July = Average.

(b) The confidence values are calculated for the extracted rules and the confidence
threshold denoted by \ is assumed as 0.5. The first association rule above is con-
sidered as example, where, the fuzzy value of June.H N Aug.AV is calculated in the
Table 5 which is 2.38. For the rule “If June = High, then August = Average”, the
confidence is given by

3" (June. H N Aug. AV)/ Y '%(June. H) = 0.76

(See Tables 4, 6, 7, 8,9 and 10).

Outcome of remaining association rules can be outlined as follows:

“If August=Average, then June=High” with confidence value of 0.54

“If July=Average, then August=Average” with confidence value of 0.56

“If August=Average, then July=Average” with confidence value of 0.60

“If July=Average, then September=Low”” with confidence value of 0.42

“If September=Low, then July=Average” with confidence value of 0.37

Step 10: After checking the given confidence threshold which is 0.5 with the above
confidence factor the following three association rules will be considered:

“If June=High, then August=Average” with a confidence of 0.76

“If August=Average, then June=High” with a confidence of 0.54

“If July = Average, then August = Average” with a confidence of 0.56

“If August = Average, then July = Average” with a confidence of 0.60

But, in real life backward predication is not possible, therefore following two valid
rules may be considered:

“If June = High, then August = Average”.

“If July = Average, then August = Average”.

Thus, the First rule suggests that if rainfall in the month of June is high then rainfall
in the month of August is Average. Second rule suggest if the rainfall in the month of
July is Average, then rainfall in the month of August is to be average as well.
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Table 4. Membership degree of June.H N Table 5. Membership degree of June.H N

July. AV Aug. AV

SL  |JuneH | July.AV |June.H N July. AV SL | JuneH | Aug.AV | June.H N Aug. AV
No. No.

1 0.0 0.0 0.0 1 0.0 0.0 0.0
2 1.0 1.0 1.0 2 0.0 1.0 0.0
3 0.0 0.0 0.0 3 0.0 0.0 0.0
4 1.0 0.26 0.26 4 1.0 1.0 1.0
5 0.0 0.16 0.0 5 0.0 0.0 0.0
6 1.0 0.56 0.56 6 1.0 0.38 0.38
7 0.0 1.0 0.0 7 0.0 1.0 0.0
8 1.0 0.0 0.0 8 1.0 1.0 1.0
9 0.0 1.0 0.0 9 0.0 0.0 0.0
10 0.0 0.72 0.0 10 0.0 0.0 0.0
Total | 3.0 4.70 1.82 Total | 3.0 4.38 2.38

Table 6. Membership degree of June.HN Table.7. Membership degree of July.AV N
Sept.L Aug.AV

SL | June.H | Sept.L | June.H N Sept.L.  SL No. | July.AV | Aug.AV | July.AV N Aug.AV
No. 1 00 00 |00

1 0.0 1.0 0.0 7 1.0 1.0 1.0

2 0.0 0.04 |0.04 3 0.0 0.0 0.0

3 |00 038 |00 4 026 1.0 0.26

4 1.0 0.06 |0.06 5 0.16 0.0 0.0

5 (00 [062 |00 6 056 038 038

6 1.0 0.80 |0.80 7 1.0 1.0 1.0

7 0.0 026 0.0 8 0.0 1.0 0.0

8 1.0 092 10.92 9 1.0 0.0 0.0

9 |00 1020 |00 10 072 00 0.0

10 |00 |10 |00 Total |4.70 438 | 2.64

Total | 3.0 528 |1.82
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Table 8. Membership degree of July.AV N Table9. Membership degree of Aug.AV N

Sept.L Sept.L

SL | July.AV | Sept.L | July.AV N Sept.L SL | Aug.AV | Sept.L | Aug.AV N Sept.L
No. No

1 0.0 1.0 0.0 1 0.0 1.0 0.0
2 1.0 0.04 1 0.04 2 1.0 0.04 | 0.04
3 0.0 0.38 0.0 3 0.0 0.38 0.0
4 0.26 0.06 |0.06 4 1.0 0.06 |0.06
5 0.16 0.62 | 0.16 5 0.0 0.62 0.0
6 0.56 0.80 | 0.56 6 0.38 0.80 10.38
7 1.0 0.26 |0.26 7 1.0 026 |0.26
8 0.0 092 0.0 8 1.0 092 10.92
9 1.0 0.20 |0.20 9 0.0 020 |0.0
10 0.72 1.0 0.72 10 0.0 1.0 0.0
Total | 4.70 5.28 2.0 Total | 4.38 5.28 1.66

Table 10. The Fuzzy Count of the Item Table 11. The Itemset and their Fuzzy counts in

sets in C2 L2
Itemsets Count Itemset Count
(June.H,July.AV) 1.82 (June.H,Aug.AV) 2.38
(June.H,Aug.AV) 2.38 (July.AV, Aug.AV) 2.64
(June.H,Aug.AV) 1.82 (July.AV,Sept.L) 2.0
(July.AV, Aug.AV) 2.64
(July.AV,Sept.L) 2.0
( Aug.AV, Sept.L) 1.66

4.1 Apriori Algorithm Based Approach

Apriori Algorithm is well known algorithm, proposed by Agarwal and his co-researcher
[2] used to find association among different items. The algorithm is implemented and
experimented in different application since it was introduced, specially to generate asso-
ciation rules. Here, before implementation of the algorithm the fuzzy dataset (shown on
the Table 2) is converted to a binary dataset based on the maximum-membership method.
Using this method, all the attribute having higher membership degree is assigned as 1
and others value as 0. The converted binary dataset is shown in the Table 12.

For the convenience, the attributes of months (June, July, Aug, Sept) and linguistic
terms (VL, L, AV, H, VH) are represented by allopathically (A, B, C, D) and Numerically
(1,2, 3,4, 5) respectively. For example, the attribute June.VL is represented as A1, July.LL
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Table 12. Binary Dataset converted from Fuzzy Dataset

TId | June July Aug Sept
VL|L|AV H|VH|VL|L|AV H|VH VL L|AV H|VH VL|L|AV H|VH

1 t /oo (OO (O (OO |T/O O O/O |O/1 |O 1|0 (0|0
2 |0 |0/O |1|O |O |O|1 |O/O O |O|1 OO |O |O/1 |0O|O
3 |1 |(ojo (0/O |O |O/O |O/1 |O |1|O OO |1 |0O/O0 |O|O
4 |0 |01 (OO |O |O/O |L|O |O |(O/L O/O 'O |O/1 |O]O
5 /0 |0/O |1|O |O |O/O |1 ]/O O |O/O |O/1 |O |1/0 |0O|O
6 (0 |[0/1 |O/O |O |O|1 |O/O O 1|0 OO |O |1/0 |0O|O
7 |0 |0j0O (1|0 |O |O/L |O/O |O O/l OO 'O |O/1 |O/O
& 0 (Ol |O/O O |O/O |1/O0 |O |O|1 (OO |O (1|0 |00
9 (0 |1/0 |O/O |O |O|1 |O/O |1 |O/O OO |O |O/1 |0O|O
0o (oo (/0 (0 |O/L |O|O |O |L|/O |[O/O O |1L|O |O]O

as B2, Aug.AV as C3, Sept.H as D4 and so on. Now, the Apriori Algorithm is applied on
this binary dataset to find possible association among the attributes, often called as items.
As input, minimum support and confidence is predefined as 2.0 and 0.5 respectively.
Step 1: In this step, the binary dataset is converted to a training dataset based on
the occurrence in the transaction, which can be identified by 1 or 0. That is to say, “1”
indicates present and “0” indicates absent of a particular item in a transaction. Based on

this condition, a training dataset can be achieved as shown in the Table 13.

Table 13. Training dataset

TID Items

1 Al, B4, C5,D2
2 A4,B3,C3,D3
3 Al, B5,C2,Dl1
4 A3,B4,C3,D3
5 A4, B4, C5,D2
6 A3,B3,C2,D2
7 A4,B3,C3,D3
8 A3,B4,C3,D2
9 A2,B3,C1,D3
10 A4, B3,C2,D2
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Step 2: In this step, frequency of occurrences for each item is counted and compared
with minimum support count, which is initialized as 2.0 for this example. Then, the
highest frequent item from each of the attribute (A, B, C, D) is selected for next iteration.
The Table 14 shows the items and its frequency.

Table 14. Highest frequent item with frequency

Items Support count
Ad 4
B3 5
C3 4
D2 5

Step 3. In this step, frequent items are associated and checked their occurrences
per transaction. If the frequent itemset qualify the minimum support count, then those
item sets are considered for next iteration. In this example, six possible item sets can be
found. Among those six associations, five associations have more or equal support count
compared to pre-defined support count. Those item sets are shown in the Table 15.

Table 15. Item sets with support count

Item sets Support count
{A4, B3} 3
{A4, C3} 2
{A4, D2} 2
{B3,C3} 2
{B3,D2} 2

Step 4. In this step, frequent item sets are joined and 10 possible association can be
formed. Again, using pruning method based on predefined support count, three frequent
item set can be found. Here, only one item set is selected, i.e. { A4, B3, C3} with support

count 2, as shown in the next Table 16.

Table 16. Frequent set with support count

Item set

Support count

{A4, B3, C3}

2
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Step 5: From the frequent Item set (shown in the Table 15) some rules can be formed.
But, for this example, we have considered the rainfall data during monsoon seasons. So,
backward rules can be prescribed. Hence, following two valid and possible rules can be
found.

A4 - {B3,C3}

{A4,B3} — C3

Calculating the confidessnce measure of those rules and comparing the pre-defined
confidence final rules can be generated.
confidence of measure of the “A4— {B3, C3}” can be calculated using equation.

Support(A4 N (B3, C3))

Conf. {A4 — {B3,C3}} = Support(Ad)

0.5

confidence of measure of the “{A4, B3}—C3” is 0.66

Now, converting these items into its original attributes, following rules can be found:

“If June = High, then July = Average and August = Average.”

“If June=High and July=Average,” then August= Average.”

Thus, rainfall prediction can be done as follows

“If rainfall is high in the month of June, there may occurs average rainfall in the
month of July and August.”

“If rainfall in June and July is high and Average respectively, there may occurs
Average rainfall in August.”

S Experimental Analysis

In the experiments, the minimum support and minimum confidence are assumed as 2.0
and 0.5 respectively. Then experiments are performed with different support count and
confidence values and different results are obtained. After changing the threshold, it is
noticed that when support and confidence value is smaller more itemset are generated
and when the threshold value is larger than a smaller number of itemset are generated
as shown below in the Fig. 3.

From the experimental results, as shown below, the Fig. 4 shows the relationship
between number of association rules and minimum support values for different confi-
dence values. From this figure it can be observed that when support and confidence are
low more rules can be generated. But if support and confidence values are high or even
later one low, a smaller number of rules are mined.

Similarly, when the minimum confidence values and support values are increases,
number of association rules decreases as shown below in the Fig. 5.
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6 Conclusion

This paper deals with fundamental concept of Fuzzy Association rule mining and its
application-based work have been discussed. The significance and requirement of Fuzzy
logic in ARM is presented. Some related leading algorithms and issues have been men-
tioned. Two Fuzzy association rule mining algorithm are experimented on a sample
rainfall data. FTDA approach is flexible and based on Apriori TID algorithm. Classical
Apriori algorithm is easy and simple technique. Depending on range of dataset both algo-
rithms are useful. Different experiment is performed in different level with a standard
framework. Fuzzification process is described to pre- process the fuzzy data. Conver-
sion of fuzzy data into binary dataset and implementation with Apriori approach may be
considered as an improvised technique. Fuzzy rule mining techniques are rapidly devel-
oping and used in practical field. Our work is a small step of modification and developing
different algorithm-based activity. In future, with more experiment and implementation
shall be carried out to find better results.

Acknowledgement. We acknowledged Prof. Prasanta Neog, Professor & HOD (Ag. Meteo-
rology), PI (GKMS)BNCA, AAU and Dr. Arup Kumar Sarma, Senior Scientist, Department
of Entomology, AAU, Jorhat (Assam) for their kind help and valuable suggestion in collection
and analysis of meteorological data, collected from BNCA Station under AAU, Jorhat (Assam).
Finally, we acknowledged department of Computer Science, Assam University for providing
required laboratory facility to perform our experimental work.

References

1. Fayyad, U.: Knowledge discovery in databases: an overview. In: Inductive Logic Program-
ming: 7th International Workshop, ILP-97 Prague, Czech Republic September 17-20 1997
Proceedings, pp. 1-16. Berlin, Heidelberg: Springer Berlin Heidelberg. (2005). https://doi.
org/10.1007/3540635149_30

2. Agrawal, R., Imielinski, T., Swami, A.: Mining association rules between sets of items in
large databases. In: Proceedings of the 1993 ACM SIGMOD International Conference on
Management of Data, pp. 207-216 (1993)

3. Delgado, M., Marin, N., Sdnchez, D., Vila, M.A.: Fuzzy association rules: general model and
applications. IEEE Trans. Fuzzy Syst. 11(2), 214-225 (2003)

4. Maeda, A., Ashida, H., Taniguchi, Y., Takahashi, Y.: Data mining system using fuzzy rule
induction. In: Proceedings of 1995 IEEE International Conference on Fuzzy Systems, vol. 5,
pp. 45-46. IEEE (1995)

5. Zadeh, L.A.: Information and control. Fuzzy Sets 8(3), 338-353 (1965)

6. Zadeh, L.A.: The Concept of a Linguistic Variable and its Application to Approximate
Reasoning. Inf. Sci. 8, 199-249 (1975)

7. Chan, K.C., Au, W.H.: Mining fuzzy association rules. In: Proceedings of the Sixth
International Conference on Information and Knowledge Management, pp. 209-215 (1997)

8. Hong, T.P., Kuo, C.S., Chi, S.C.: Mining association rules from quantitative data. Intelli. Data
Anal. 3(5), 363-376 (1999)

9. Gyenesei, A., Teuhola, J.: Interestingness measures for fuzzy association rules. In: De Raedt,
L., Siebes, A. (eds.) Principles of Data Mining and Knowledge Discovery: 5th European
Conference, PKDD 2001, Freiburg, Germany, 3-5 September 2001 Proceedings 5, vol. 2168,
pp. 152-164. Springer, Berlin, Heidelberg (2001). https://doi.org/10.1007/3-540-44794-6_13


https://doi.org/10.1007/3540635149_30
https://doi.org/10.1007/3-540-44794-6_13

11.

12.

13.

14.

15.

Fuzzy Association Rule Mining Techniques and Applications 87

. Muyeba, M., Khan, M.S., Coenen, F.: Fuzzy weighted association rule mining with weighted

support and confidence frame-work. In: Chawla, S., eds. et al. New Frontiers in Applied Data
Mining. PAKDD 2008. LNCS (), vol. 5433, pp. 49-61. Springer, Berlin, Heidelberg (2008).
https://doi.org/10.1007/978-3-642-00399-8_5

Khan, M.S., Muyeba, M., Coenen, F.: Weighted association rule mining from binary and
fuzzy data. In: Perner, P. (eds.) Industrial Conference on Data Mining, vol. 5077, pp. 200-212.
Springer, Berlin, Heidelberg (2008). https://doi.org/10.1007/978-3-540-70720-2_16

Hong, T.P, Lee, Y.C.: An overview of mining fuzzy association rules. In: Bustince, H.,
Herrera, F., Montero, J. (eds.) Fuzzy Sets and Their Extensions: Representation, Aggregation
and Models. Studies in Fuzziness and Soft Computing, vol. 220, pp. 397-410. Springer,
Berlin, Heidelberg (2008). https://doi.org/10.1007/978-3-540-73723-0_20

Yang, T., Li, C.: A study of fuzzy quantitative items based on weighted association rules
mining. In: 2nd International Conference on Intelligent Computing and Cognitive Informatics
(ICICCI 2015), pp. 42-46. Atlantis Press (2015)

Mangayarkkarasi, K., Chidambaram, M.: E-FWARM: enhanced fuzzy-based weighted
association rule mining algorithm. J. Theor. Appl. Inform. Technol. 96(2), 322-332 (2018)
Mangalampalli, A., Pudi, V.: FAR-miner: a fast and efficient algorithm for fuzzy association
rule mining. Int. J. Bus. Intell. Data Min. 7(4), 288-317 (2012)

. Princy, S., Dhenakaran, S.S.: Comparison of triangular and trapezoidal fuzzy membership

function. J. Comput. Sci. Eng. 2(8), 46-51 (2016)


https://doi.org/10.1007/978-3-642-00399-8_5
https://doi.org/10.1007/978-3-540-70720-2_16
https://doi.org/10.1007/978-3-540-73723-0_20

q

Check for
updates

Brain Tumor Detection Using VGG-16

Taniya Nandy, Laishram Munglemkhombi Devi®®, and Ishita Chakraborty

Department of Computer Science and Engineering, Royal Global University, Guwahati, Assam,
India

munglemkhombil23@gmail.com

Abstract. Brain Tumour exposes serious medical conditions and threat to human
life. Early and accurate detection of these tumours are crucial for effective treat-
ment. In the recent years, deep learning methods are used in medical imaging
techniques that have shown promising results in detecting brain tumours. In this
study, we proposed to use the Visual Geometry Group (VGG-16) that is based
on deep neural network architecture for detecting brain tumours using magnetic
resonance images (MRI). The proposed model showed improved result in terms
of accuracy. In this work were able. To achieve 96% and 90% accuracy on the
training and the testing set respectively with a precision of 96% accuracy on the
training set and90% accuracy on the testing set. The recall of the model is also
found to be reasonable with a recall of 92% on training set and 88% on the testing
set.

Keywords: Brain Tumor - CNN - MRI - VGG-16 - Transfer Learning

1 Introduction

Brain tumours are a serious medical condition that can greatly impact a person’s quality
of living and may lead to death even. Early and accurate detection of these tumours is
crucial for effective treatment, nevertheless, given the complexity and variety of these
malignancies, it is still a difficult undertaking. MRI is frequently used for the diagnosis of
brain tumours as it provides detailed information about the structure of the brain and its
functionalities [1]. Brain tumors can be categorized into malignant tumors and benign or
non-malignant.The tumors that develop itself within the brain is called as primary. The
secondary tumors are usually caused due to the trespassing of the other tumors situated
elsewhere.

Machine learning has emerged as a promising tool in the field of medical imaging,
particularly in the detection and diagnosis of brain tumors. Brain tumors are a complex
and heterogenous group of neoplasms that can present with a wide range of symptoms and
imaging features [2]. The traditional approach to brain tumor detection involves visual
inspection and interpretation of medical images by trained radiologists and clinicians
which can be time consuming [3].

Deep Learning algorithms have proved itself to be very potential in various medical
imaging analysis tasks, that includes early detection of tumours and other such ail-
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ments. Convolutional Neural Networks (CNNs), are often used here due to its ability
to represent data hierarchically [4]. In this study, we have used the VGG architecture,
which in a well-established deep CNN, for detecting brain tumors [5].

1.1 Convolutional Neural Network

Convolution Neural Networks (CNNs) are a class of deep learning algorithms that have
been extensively used in computer vision applications such as semantic segmentation,
object detection and image categorization. The primary component of a CNN consists
of a convolution layer, a pooling layer and a fully connected layers [6].

Convolutional layers are the main feature extraction component of a CNN, where
the input image is processed with filters to discover regional patterns and linkages [7].
Pooling layers reduces the size of the feature maps produced by the convolutional layers,
helping to reduce computational complexity and improve spatial invariance. The fully
connected layers perform the final classification task based on the features learned by
the convolutional and pooling layers [8]. All these combined forms the architecture of
Convolutional Neural Network.A typical CNN architecture is showed in Fig. 1.

Inrecent years, CNNs have accomplished state-of-the-art outcomes in different fields
of computer vision tasks and have widely adopted field in medical imaging autonomous
vehicles, and robotics.

Output Layer

Input Layer
Convolution Pooling Convolution Pooling —
Layer Layer Layer Layer Fully
Connected
Layer
Fig. 1. Architecture of Convolutional Neural Network
1.2 Vgg-16

VGG-16 is an architecture of a deep convolutional neural network (DCNN) that was
proposed by Simonyan and Zisserman in 2014. The network is named after the Visual
Geometry Group (VGG) at the University of Oxford, where it was developed. The VGG-
16 architecture is characterized by its deep and narrow nature, with 16 weight layers and
a large number of filters [9].

Computer vision tasks including image classification, object recognition, and seman-
tic segmentation have all seen widespread adoption of the VGG-16 architecture. VGG-16
architecture includes several convolutional layers, a pooling layer, and a fully linked lay-
ers with a large number of 3x3 filters in its convolutional layers, which in turn allows it
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to learn rich and complex features of the image [10]. One of the main strengths of the
VGG-16 architecture is its ability to learn robust features that are invariant to translations
and rotations in the image. Additionally, the VGG-16 architecture is trained on a large
dataset allowing it to generalize well to new images. The visual representation of the
VGG-16 is shown in Fig. 2.

convl

fc6 fc7 fe8

11/x 112 x 128
@ convolution+ReLU
max pooling

., fully connected+ReLU

224 %224 x 64

Fig. 2. Architecture of VGG-16.

2 Methodology

This section describes the proposed model. The entire work is divided into four steps as
follows:

1. Data acquisition

2. Data augmentation

3. Image pre-processing

4. Brain tumour classification using VGG-16.

2.1 Data Acquisition

Data acquisition in machine learning refers to the process of collecting, importing, and
preparing data that are used to train a machine learning model. The quality and relevance
of the data has a substantial influence on the performance and accuracy of the resulting
model, so it’s important to carefully consider the sources of the data and how it is
collected and processed. In this step we have collected our data i.e. Images of MRI scans
from Kaggle. The name of the dataset used in this study is “Brain. MRI Images for Brain
Tumour Detection”. There are 253 brain MRI images in the dataset. The dataset consists
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Data Acquisition Data Augmentation

Image Preprocessing Classification

Fig. 3. Flow of methodology.

of two folders, namely yes and no. The no folder contains 98 (benign) Brain MRI Images
that are not tumorous, while the yes folder consists of 155 tumorous (malignant) Brain
MRI Images (Fig. 3).

2.2 Data Augmentation

Data Augmentation approach is used by experts to broaden the variety of data that is
available for training models without having to actually collect new data [11]. Due to
the restrictions on the size of the dataset the augmented data was used for training the
neural network. This also solved the data imbalance issue [12]. After augmentation we
generated 1078 positive (malignant tumours) and 960 negative images (benign tumours)
totalling to 2038 images.

2.3 Data Preprocessing

Data pre-processing is a very important step for image classification [13]. In this step,
the image containing the section of the brain is cropped using the open CV cropping
technique to locate the brain’s most remote views like top, bottom, left and right points.
Then the images that are required as input for the VGG-16 model is pre-processed and
resized into the data set as shown in Fig. 4 to have a shape of (224,224,3) = (image_width,
image_height, number of channels).This reshaping is done because every image comes
in different sizes. The neural network only accepts it as an input provided the images
are of the same shape. The data is also normalized to scale pixel values ranging from O
to 1.
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.

Fig. 4. A set of images from the data set after pre-processing.

2.4 Brain Tumor Classification Using VGG-16

In this step, for the classification of images we have applied transfer learning using
VGG-16. The last layer was replaced with a sigmoidal function for representing the
output unit and the rest of the parameters of the other layers were frozen [14-16].

3 Performance Evaluation

The goal of this study was to create a model that fits well while avoiding problems with
underfitting and overfitting. We deduced from the result that our model didn’t have an
overfitting or underfitting issue. On the training set, we achieved an accuracy of 96%
as shown in Fig. 5 and on the test set, we reached an accuracy of 90%. This suggests
that the model is able to generalize well on the unseen data and is able to accurately
identify brain tumors in a larger dataset. In terms of performance metrics, the model has
demonstrated an excellent precision of 96% on the training set and a precision of 90%
on the validation set. The model is evaluated by the metrics such as: recall of 92% on
the train data and 88% on the test data. Considering the above results, the accuracy of
the model can be improved further.

Table 1 below shows a comparative analysis of the proposed model with existing
models.
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Table 1. Comparative analysis of proposed analysis with existing models.

Reference Year | Methodology Result Drawbacks
3] 2021 |CNN 97.79 accuracy on | No mention of other
test set important evaluation

metrics such as
precision, recall, or

F1-Score
[4] 2021 | Depthwise Seperable | 92% accuracy Lack of comparison
CNN to existing models

and limited
evaluation metrics

[5] 2022 | U-Net & VGG-Net 0.92 accuracy Some significant
aspects are not
addressed

Proposed Model |2023 | VGG-16 High accuracy on

training set
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Fig. 5. Loss/Accuracy graph
4 Conclusion
To effectively intervene with patients, brain tumour detection is crucial. Since, medical

images comes in different variations, it is essential to pre-process the medical images.
The likelihood of a patient surviving is greatly increased with the automatic brain tumour
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detection approach. This approach makes the diagnosis simple and intuitive. In order to
increase the precision of tumour identification and classification, CNN models have been
used. In this paper, the MRI images of the brain from different patients were collected
to train a DCNN for determining automatically whether a patient has brain tumour or
not. In this work, VGG-16 was used for detecting brain tumor. The model was able to
accurately classify tumours in MRI scans with higher accuracy. This opens the door
for further research in medical image analysis, particularly in the area of brain tumor
detection. Future studies involves improving the accuracy as well as exploring alternative
architectures to further improve the model.
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Abstract. Fish copiousness detection is crucial for the monitoring and manage-
ment of aquatic ecosystems. Deep learning models, such as Mask R-CNN, have
shown great potential in accurately detecting and segmenting fish in underwater
images. This study explores the effectiveness of Mask R-CNN in fish detection
and presents a detailed analysis of its performance. The dataset used for train-
ing and testing consists of a large number of underwater images of various fish
species. The results show that the Mask R-CNN model can accurately detect and
segment fish in complex underwater environments. This study also compares the
performance of the Mask R-CNN model with other popular deep learning models
and demonstrates the superiority of the Mask R-CNN model in terms of accuracy
and efficiency. Overall, the study highlights the potential of deep learning models
in fish detection and their usefulness in managing aquatic resources.

Keywords: Fish Copiousness - Deep Learning model - Mask R-CNN - Object
Detection - Image Segmentation

1 Introduction

Fish copiousness detection from the ocean is an important task for fisheries manage-
ment, as it helps to ensure that fish populations are sustainably managed, and that fishing
practices are not depleting fish stocks to unsustainable levels. There are many different
methods for detecting fish abundance from the ocean, including direct sampling meth-
ods such as trawling, seining, and acoustic surveys. These methods involve physically
capturing or observing fish in the ocean, and then using statistical models to estimate the
total population size. Other methods for detecting fish abundance from the ocean include
remote sensing techniques, such as satellite imagery and sonar systems. These methods
allow researchers to detect and track schools of fish over large areas of the ocean, and
can provide valuable information on the distribution and abundance of fish populations.
Fish copiousness detection from the ocean is a complex and challenging task, requiring
careful planning, data collection, and analysis. However, it is a critical component of
fisheries management, and is essential for ensuring the long-term sustainability of our
oceans and the communities that depend on them.
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Deep learning models are a subset of machine learning models that are designed to
mimic the way the human brain works. These models use multiple layers of artificial
neurons to learn and make predictions based on large datasets. Deep learning models
are used in a wide variety of applications, including computer vision, natural language
processing, speech recognition, and predictive analytics. Some common deep learning
models include convolutional neural net.

Works (CNNs), recurrent neural networks (RNNs), and deep belief networks
(DBN5s).CNNs are commonly used in image and video recognition tasks, while RNNs
are used in natural language processing tasks such as language translation and speech
recognition. DBNs are often used in unsupervised learning tasks, such as data clustering
and anomaly detection. Deep learning models have revolutionized many industries and
are used in everything from self-driving cars to virtual assistants. They have also enabled
breakthroughs in fields such as medical diagnosis and drug discovery.

Mask R-CNN is a deep learning model that combines object detection with instance
segmentation, meaning it can not only detect objects in an image but also identify the
pixels that belong to each instance of the object. It is an extension of the popular Faster
R-CNN model, which uses a region proposal network (RPN) to propose potential object
locations, and then applies a convolutional neural network (CNN) to classify and refine
those proposals.

Mask R-CNN builds on this architecture by adding a branch to the network that
produces a binary mask for each detected object instance, in addition to the bounding
box coordinates and class labels. This branch is a fully convolutional network that takes as
input the region proposals generated by the RPN and produces a pixel-level segmentation
mask for each object.

Mask R-CNN is widely used in computer vision tasks, such as instance segmentation,
object recognition, and tracking in images and videos. It has achieved state-of-the-
art performance on various benchmark datasets, such as COCO (Common Objects in
Context) and Pascal VOC (Visual Object Classes).

Mask R-CNN can work with various image features and formats, including:

1. RGB images: Mask R-CNN is designed to work with RGB images, which are the
most common format for images. RGB images are composed of three color channels:
red, green, and blue, and are represented as three-dimensional arrays.

2. Grayscale images: Mask R-CNN can also work with grayscale images, which contain
a single channel representing the intensity of each pixel. Grayscale images are often
used in medical imaging and other applications where color is not necessary.

3. High-resolution images: Mask R-CNN can handle high-resolution images with a
large number of pixels. However, processing such images may require a lot of
computational resources and can be slow.

4. Image patches: Mask R-CNN can process image patches or sub-images extracted
from a larger image. This approach can be useful for processing large images that do
not fit into memory or for detecting small objects that are hard to detect in the full
image.

5. Augmented images: Mask R-CNN can work with images that have been augmented
with various transformations such as rotation, scaling, flipping, and color jittering.
Augmented images can help improve the generalization and robustness of the model.
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6. Preprocessed images: Mask R-CNN can work with preprocessed images, such as
those that have been resized, cropped, or normalized, to fit the input size and format
required by the model. Preprocessing the images can help improve the performance
and speed of the model.

2 Literature Review

Identifying fishes from the ocean is a challenging task, as there are a large number of
different fish species, and many of them have similar features. To solve this problem,
researchers have been exploring the use of deep learning models to identify fishes from
the ocean.

“Comparison of three sampling methods for small-bodied fish in lentic nearshore
and open water habitats” by Merz et al. (2021) compares the effectiveness of three
different fish sampling methods in lentic (still water) nearshore and open water habitats.
The study aims to provide guidance on the most appropriate method for sampling small-
bodied fish in these types of habitats. The three methods tested were boat electrofishing,
nearshore fyke nets, and open water gill nets. The study was conducted in 20 small
lakes in Minnesota, USA, over two summers. The researchers compared the catch rates,
species richness, and species composition of fish caught using each method. The results
showed that the catch rates and species richness were highest using the boat electrofishing
method, followed by the nearshore fyke nets and open water gill nets. However, the
species composition varied between the methods and habitats, with some species being
caught more frequently in one method or habitat than in others [1].

Electrofishing is a common technique used to estimate fish populations in freshwater
streams and rivers. In this study, Saunders et al. (201 1) evaluates the accuracy of nighttime
removal electrofishing in estimating salmonid abundance in small streams, using marked
fish as a reference. The study was conducted in three small streams in British Columbia,
Canada, over a two-year period. The authors marked a subset of the fish population
using visible implant elastomer tags, which allowed them to determine the accuracy of the
electrofishing estimates. The results showed that nighttime removal electrofishing was an
effective method for estimating salmonid abundance in small streams. The electrofishing
estimates were highly correlated with the actual population size, and the accuracy of the
estimates improved with increasing sample size [2]. There are underwater visual surveys
for assessing fish abundance and community structure in a tropical estuary in Australia.

Several studies have explored the use of deep learning models for underwater fish
species recognition.

Abangan etal. (2019) [3] developed Deep-Fish, a system composed of a fish detection
module using YOLOV3 and a fish recognition module based on ResNet-50. Their system
achieved a 94% accuracy on a dataset of 47 fish species.

Hridayami et al. (2019) [4] used transfer learning to fine-tune a pre-trained VGG16
CNN model on a dataset of 13 fish species and reported an accuracy of 89.47% for fish
recognition.

Tamou et al. (2020) [5] employed a pre-trained Inception-V3 CNN model and fine-
tuned it on a dataset of 20 fish species, achieving an accuracy of 87.47% for fish
classification.
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Shen et al. (2021) [6] utilized a ResNet-50 CNN model and data augmentation tech-
niques on a dataset of 30 fish species to attain an accuracy of 97.6% for fish recognition,
surpassing traditional machine learning models.

The use of transfer learning and data augmentation techniques can further improve
the accuracy of these models. The proposed systems can have important applications in
the monitoring and conservation of marine biodiversity. Identifying the location of fish
abundance is crucial for fishermen to optimize their fishing efforts and improve their
catch. Deep learning models have been used to identify the location of fish abundance
in the ocean.

Allken et al. [15] in their study aimed to detect specific types of fish, such as blue
whiting, Atlantic herring, Atlantic mackerel, and mesopelagic fishes, from images taken
in the Norwegian sea. Due to the need for a large amount of annotated data to train
the models, a combination of real and synthetic images were used. The results showed
a mean average precision of 0.845 on a test set of 918 images. In addition, regression
models were employed to compare the predicted fish counts, based on the RetinaNet
classification of fish in the individual image frames, with the actual catch data obtained
from 20 trawl stations.

In their study, Xiang et al. (2020) [7] developed a deep learning model for estimating
fish abundance from remotely sensed images. They used a CNN model to extract features
from the images and achieved an accuracy of 94%. The extracted features were then fed
into a support vector regression (SVR) model to estimate fish abundance. Similarly, Wei
et al. (2022) [8] proposed a deep learning-based system for estimating fish abundance
from acoustic backscatter data using a CNN model and a random forest model with an
accuracy of 90%. Jiang et al. (2021) [9] also presented a deep learning-based system
for estimating fish abundance, but using multispectral satellite imagery. They employed
a CNN model for feature extraction and a random forest model for estimating fish
abundance, achieving an accuracy of 92%.

The studies demonstrate the effectiveness of deep learning models for identifying
the location of fish abundance in the ocean. The use of various types of data, such as
satellite imagery, oceanographic data, and acoustic backscatter data, can improve the
accuracy of these models. These systems can have important applications in the fishing
industry, helping fishermen to optimize their fishing efforts and improve their catch.

Literatures are also explored to identify features used for image classification using
Mask R-CNN:

In their study, He et al. [10] explained the features utilized for image classification
via the Mask R-CNN model. Their novel technique, called Mask R-CNN, can efficiently
detect objects in an image and create a segmentation mask for each object it identifies.
By adding a branch for predicting an object mask in parallel with the current branch for
bounding box identification, Mask R-CNN improves on the Faster R-CNN model with
only a slight increase in computation time. Additionally, Mask R-CNN can be easily
adapted to different applications, such as estimating human poses, and performs excep-
tionally well in tasks such as instance segmentation, bounding-box object detection, and
person keypoint detection on the COCO dataset.
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Sun et al. [11] proposed a new method for Rol pooling in Mask R-CNN, which
enhances the model’s performance. They introduced Global Mask R-CNN (GM R-
CNN), a technique that uses Precise Rol Pooling and Global Mask Head to improve
the performance of ship instance segmentation. Tests on the MS COCO dataset and
MariShipInsSeg dataset show that GM R-CNN outperforms Mask R-CNN, achieving
a 38.7% mask AP on MS COCO test-dev and a 48.6% mask AP on MariShipInsSeg
testing sets, gains of 1.6% and 1.9% compared to Mask R-CNN, respectively, without
any additional adjustments.

Lin et al.‘s [12] “Focal Loss for Dense Object Detection” introduced the Focal Loss
function, which is used in Mask R-CNN for object classification. They identified the high
foreground-background class imbalance encountered during training of dense detectors
as the main cause of poor performance. Their innovative Focal Loss method adjusts the
conventional cross-entropy loss so that it downplays the loss attributed to examples with
clear classifications, correcting the class imbalance. This approach helps the detector
concentrate on a small number of hard examples and avoid being overloaded with easy
negatives during training. They used RetinaNet, a simple dense detector, to evaluate the
effectiveness of their loss.

Carion et al.‘s [13] “End-to-End Object Detection with Transformers” proposed a
novel approach to detecting objects as a direct set prediction issue. Their DETR frame-
work simplifies the detection pipeline and eliminates the need for several manually
created elements such as a non-maximum suppression mechanism or anchor generation,
which explicitly convey prior knowledge about the task. The key components of DETR
are a transformer encoder-decoder architecture and a set-based global loss that forces
unique predictions through bipartite matching.

Ding et al. [14] proposed a Rol Transformer to address these issues. Rol Transformer
applies spatial transformations to Rols and learns the transformation parameters while
being supervised by oriented bounding box (OBB) annotations. For oriented object
detection, Rol Transformer is lightweight and easy to incorporate into detectors. They
tested the effectiveness of Rol Transformer on two challenging aerial datasets.

Divya et al. [16] in their research had done a comparative study on various deep
learning models for identifying fish copiousness. This was the pilot study performed to
formulate a model, to recognize the best performing features and algorithms suitable for
satellite images.

3 Methodology

Mask R-CNN is a powerful deep learning model that can be used for object detection
and image segmentation tasks, including the detection of fish in underwater images. The
model architecture is given in Fig. 1. To detect fish abundance using Mask R-CNN, the
following steps can be taken:

1. Data Collection: Collect underwater images of fish in different locations and under
different conditions. These images should be labeled with the presence/absence of
fish in each image.
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2. Data Preprocessing: Preprocess the images by resizing them to a common size, nor-
malizing the pixel values, and augmenting the data with techniques such as flipping,
rotating, and changing the brightness.

3. Training: Train a Mask R-CNN model on the preprocessed data using a loss function
that combines both object detection and segmentation objectives. The model is trained
on a GPU to speed up the process.

4. Evaluation: Evaluate the performance of the model on a test set of images by com-
puting metrics such as precision, recall, and F1-score. These metrics can be used to
determine the accuracy of the model in detecting fish density.

5. Deployment: Deploy the trained model on new images to detect fish copiousness in
real-time. The model can be used to identify the number of fish in an image and
estimate the abundance of fish in a particular area.
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Fig. 1. Proposed Deep learning model for Fish copiousness detection

Mask R-CNN is primarily designed for object detection and instance segmentation,
which can be further used for image classification. The algorithm for using Mask R-CNN
for image classification is given below:

1. Backbone network (CNN):
Input: Image I with dimensions (W, H, C), where W is the width, H is the height,
and C is the number of channels.
Output: Feature maps F with dimensions (W’, H’, D), where W’ and H’ are the
spatial dimensions after downsampling and D is the number of feature channels.
Mathematical formulation: F = CNN(I)
2. Region Proposal Network (RPN):
Input: Feature maps F with dimensions (W’, H’, D).
Output: Region proposals P with bounding box coordinates (x, y, w, h) and
objectness scores.
Mathematical formulation: P = RPN(F)
3. ROI Align:
Input: Feature maps F with dimensions (W’, H’, D) and region proposals P.
Output: Aligned feature maps R with fixed spatial dimensions for each ROL
Mathematical formulation: R = ROI_Align(F, P)
4. Region Classification:
Input: Aligned feature maps R with dimensions (W”, H”, D).
Output: Class probabilities C for each region proposal.
Mathematical formulation: C = FC(R)
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5. Mask Prediction:
Input: Aligned feature maps R with dimensions (W”, H”, D).
Output: Binary masks M for each region proposal.
Mathematical formulation: M = Convolutional_Network(R)
The formula for image classification using Mask R-CNN can be summarized as
follows:
Input -> Backbone network -> RPN -> ROI Align -> Region Classification.

In the above equations, “CNN” represents the convolutional neural network used
as the backbone, “RPN” denotes the Region Proposal Network, “ROI_Align” is the
operation to align the feature maps with the region proposals, “FC” stands for the
fully connected layer for classification, and “Convolutional_Network™ represents the
convolutional layers for mask prediction.

These equations provide a high-level understanding of the mathematical operations
involved in Mask R-CNN. They represent a simplified version of the algorithm, and the
actual implementation can have additional complexities, hyperparameters, and architec-
tural variations. The proposed model gives the latitude and longitude information on fish
copiousness for the region of interest. There are few additional conditions which needs
to be taken care for day and night images captured through satellites. Applying appro-
priate pre-processing techniques can help address differences in lighting conditions and
enhance the quality and comparability of day and night images. Some common pre-
processing steps include image normalization, contrast adjustment, histogram equaliza-
tion, and adaptive filtering. To leverage the advantages of both day and night images,
fusion techniques can be employed to combine information from different lighting con-
ditions. Fusion methods, such as multi-sensor fusion or data fusion algorithms, can
integrate the complementary information available in day and night images to enhance
the overall monitoring capabilities. Also, the image processing algorithms may need
to be adjusted or customized to accommodate the variations between day and night
images. This could involve modifying parameters, thresholds, or assumptions based on
the specific characteristics of each type of image.

The accuracy of the model may depend on various factors, such as the quality of
the images, the complexity of the underwater environment, and the diversity of the fish
species. Therefore, it is important to fine-tune the model and optimize the hyperparam-
eters to achieve the best possible results. Fish copiousness estimation using satellite
images is a relatively new field of research, and there are not many publicly available
datasets that specifically focus on this task. However, some research has been done on
the topic, and some datasets that could be used for this task are:

1. Global Fishing Watch: This dataset provides satellite imagery and data on fishing
activities worldwide. It includes vessel tracks, fishing effort, and other data that could
be used to estimate fish abundance.

2. Ocean Health Index: This dataset provides a range of ocean-related data, including
satellite imagery and information on fish populations. The data covers over 200 coastal
countries and territories worldwide.

3. NOAA Coral Reef Watch: This dataset provides satellite imagery and data on coral
reefs worldwide. It includes information on fish populations and can be used to
estimate fish abundance in coral reef areas.
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4. AquaMaps: This dataset provides information on the distribution of marine species
worldwide, including fish. It includes satellite imagery and other data that could be
used to estimate fish abundance in different areas.

While these datasets may not provide direct information on fish abundance, local
fishing records and environmental data, are combined with satellite imagery to improve
the accuracy of fish abundance estimates. Figure 2. Shows the transformed satellite
image after applying mask-R CNN.

Fig. 2. Sample Satellite image from which fish copiousness is detected

4 Conclusion

Deep learning models like Mask R-CNN have shown promising results in detecting and
segmenting fish in underwater images, which can help in estimating fish abundance and
monitoring aquatic ecosystems. The use of such models can greatly reduce the time
and effort required for manual fish detection and can also provide more accurate and
consistent results. However, the performance of these models may vary depending on
the quality and variability of the input images, the choice of hyperparameters, and the
training dataset. Therefore, further research is needed to optimize the performance of
these models and to explore their potential in other applications related to fish and aquatic
resources management.
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Abstract. Blockchain has enabled individuals to communicate and make transac-
tions without a central authority in a secure manner. It leverages concepts such as
decentralization, immutability, and consensus to achieve the same. A blockchain
is a chain of blocks linked through hashes. It is a distributed ledger where each
node on the network has a copy of the blockchain. The consensus mechanism
allows nodes to verify the validity of a block and decide on the next block for the
chain. Smart Contracts have become the most emerging blockchain application.
It is a small piece of executable code deployed on the blockchain. A contract
gets triggered after a particular event/condition has been fulfilled. This trigger is
generated either due to an invocation from a transaction or an explicit call. Since
these contracts involve crypto transactions, they are susceptible to various kinds of
attacks and exposed to a multitude of security vulnerabilities. This research paper
focuses on the study of different categories of vulnerabilities in the blockchain
such as Denial of Service with Failed Call, Randomness using ‘Block Hash’,
Mishandled Exception, Immutable Bugs/mistakes, Transaction Ordering Depen-
dency, etc. The paper then discusses various preventive measures and detection
tools for the mentioned vulnerabilities.

Keywords: Blockchain - consensus - smart contracts - Denial of Service -
Transaction Ordering Dependency

1 Introduction

Blockchain enables peer to peer transfer of digital assets [32] without any intermediaries.
The term blockchain is straightforward, meaning a chain of blocks. The first block in
the chain is generally called the genesis block/state [6]. Each block has its block hash,
which is randomly calculated using a hashing algorithm [32]. Each subsequent block
is linked to the previous block using the hash of the previous block. The components
of a block include - block number, block hash, previous block hash, nonce (number
generated only once to vary the hash value), transaction data (using Merkle tree [5, 31]
root), and timestamp [32].

The characteristics of blockchain include decentralization [18], immutability [6],
transparency, anonymity, and cryptographical security [32]. Blockchain is a distributed
ledger where numerous computers (distributed throughout the globe) are connected on
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Fig. 1. Blockchain

the blockchain network. Therefore, there is no single central authority that operates the
blockchain. Once a block is added to the chain, all verified transactions [32] in that
block become irreversible and cannot be undone. All nodes on the network can view
transactions made between peers. But the public addresses of these nodes are hashes,
therefore no personal data is exposed. All transactions are hashed and stored as a Merkle
tree, and blocks are also identified using hashes. Cryptography is implemented for a
secure framework.

Centralized organizations consist of entities that can be held accountable in case of
any conflict. But the same is not true for decentralized frameworks. To realize trust and
security in blockchain, we require a mechanism for validation, verification, and some
sense of agreement between peers to decide the to-be added transactions and the next
valid block [32].

A consensus(agreement) mechanism [32] is put in place to address the above- men-
tioned issues. Some consensus mechanisms are Proof of Work [32], Proof of Stake [6],
Proof of Burn [22], Proof of Capacity [13], etc. Bitcoin [32] uses Proof of Work. After
a transaction has been successfully executed and verified, it is added by miners to their
block.

Miners are nodes that compete to add a block to the blockchain. The decision of
which block will be added to the chain is made by the consensus mechanism. The first
miner to add the next block to the chain is rewarded. A miner uses computational power
to solve a mathematical problem to prove to other nodes that it has spent computational
power and receives the right to add their block on the blockchain.

Out of the diverse applications of Blockchain, Smart contracts [10] comprise the
most powerful applications. They perform the autonomous execution of agreed terms
between two untrusted parties [21]. The terms of the agreement between buyer and
seller are coded into a smart contract and operated on a dedicated virtual machine [34]
embedded in a blockchain. The contract code is executed, as and when the condition
of the terms is fulfilled. Ethereum [6] is the most famous and widely used platform
for implementing Smart Contracts. Ethereum Smart Contracts consist of - a contact
address, executable code, a state consisting of private storage, and a balance in ether
[33]. Contract address is used to uniquely identify Smart Contracts. Executable code
is the program written by the developer. The private storage stores variables/data for
invoking other Smart Contracts. The balance decides what/how many instructions can
be executed since each instruction in Ethereum Smart Contract is associated with a gas
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fee [43]. If the caller function does not provide enough ether, callee Smart Contract will
fail to execute [28].

Smart Contracts can be invoked either internally or externally [6]. The unique con-
tact address is used for invocation along with certain parameters such as gas fees and
invocation data. Ethereum supports stateful [27] Smart Contracts which means it allows
value to stay on the blockchain and be utilized for multiple invocations. For the same
reason, they have a wide and versatile range of applications.

Smart Contracts are still being studied and explored since they have such a wide
application range. Sometimes Smart Contracts do not behave as they are intended to
because there is a semantic gap [27] between the assumption of contract writers regarding
the underlying structure and execution of semantics and the actual smart contract’s
semantic system.

Ethereum Smart Contracts are exposed to various vulnerabilities [25] because of
certain features of the Solidity Programming Language, Ethereum Virtual Machine, and
design of the Ethereum blockchain. This paper discusses such vulnerabilities and how
to tackle/detect them.

2 Motivation

Many vulnerabilities exist in Smart Contracts based on various factors. The primary
motivation for this study is to aid students, research enthusiasts, and developers attempt-
ing to get a brief idea of the most common and unfavorable vulnerabilities in Smart
Contracts. This survey has been planned to be put together after substantial researches,
as the existing surveys do not provide detail in such a concise manner. This survey
focuses on the security vulnerabilities that may cater to dangerous attacks and can cause
harm soon. It briefly discusses the generalized detection and preventive measures to
tackle the vulnerabilities.

3 Background

The term blockchain was coined in 2008 after Satoshi Nakamoto introduced Bitcoin to
the public. According to the Bitcoin whitepaper penned by Nakamoto, Bitcoin enables
peer-to-peer transfer of digital assets without any intermediaries. He also mentioned a
“chain of blocks” referring to the blockchain [32]. Blockchain and its many applica-
tions have come to light recently, but many of its underlying technologies were being
researched upon since 1980s.

Ralph Merkle described his idea of Merkle trees in 1979 and how they could be
used in public key distribution and digital signatures [31]. Later, David Chaum(widely
recognized as inventor of first digital cash) came up with a concept of a vault system
for establishing, maintaining and trusting mutually suspicious groups in 1982 [8]. In
1991, Stuart Haber and W. Scott Stornetta discussed a cryptographically secure chain
of blocks and timestamping of digital documents in their article. They later integrated
their concept with Merkle Trees [5]. “Smart Contracts” was introduced by Nick Szabo
in 1997 [38].
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Around the same time other activities took place which propelled the entire
Blockchain concept, Napster [7] introduced in 1999. It was used for P2P music shar-
ing. Later, Adam Back used Proof of Work (PoW, consensus mechanism) in hashcash
algorithm [4] (provides DoS counter measures to limit email spamming). Hal Finney
in 2004, introduced reusable PoW [17]. Apart from PoW, other consensus mechanisms
can be used to run a crypto network. Proof of Stake (PoS) allows nodes to stack their
cryptocurrency. Nodes with the highest stake validate new blocks. In case of any misdeed
by the validator, their stacked crypto is taken away. Proof of Burn allows miners to burn
coins (eliminate specific coins from circulation). It prevents inflation and validates new
transactions. Other consensus mechanisms include Proof of Capacity, Proof Activity,
etc. [13].

Smart Contracts came much later into application when Vitalik Buterin (Founder of
Ethereum, initial contributor to Bitcoin codebase) got frustrated with Bitcoin’s limita-
tions and launched Ethereum. It allows blocks to record contracts, not only currency.
Smart Contracts have enabled developers to create decentralized apps (DApps). The
transfer of values between untrusted parties is implemented autonomously without a
centralized authority on the condition that the terms of the contract are fulfilled [6].
Smart Contracts save both time and money. They have a wide range of applications as
well.

An action triggered by an externally owned account (account managed by a human,
not a contract) in Ethereum is called a transaction. Smart contracts can be invoked
using transactions. Each transaction is associated with a certain gas fee required for its
execution [6]. The gas limit is the amount of gas the user is willing to spend for the
transaction. If the gas limit is less than the required gas fee, the transaction will fail with
an exception. Gas Price is the price of each gas unit [43].

Miners are rewarded with a transaction fee when they include a transaction in a
particular block [6, 32].

Transaction Fee = Amount of gas burned x Gas Price @))

Smart contracts deal with a huge amount of cryptocurrency. Therefore, attackers
might want to find loopholes in the smart contract infrastructure. This paper talks about
23 vulnerabilities categorized under three root causes - Solidity Programming Language,
features of Ethereum Virtual Machine, and design features of Ethereum Blockchain [25].

4 Related Work

Systematic Review of Security Vulnerabilities in Ethereum Blockchain Smart Contract
by S. Singh Kushwaha et al. [25], presents a brief about 23 vulnerabilities of Ethereum-
based Smart Contracts categorized under 3 main root causes and 17 sub root causes.
It also mentions various attacks that have exploited these vulnerabilities (such as the
famous DAO attack where hackers stole 60 million US dollars), multiple detection tools
and preventive measures.

Making Smart Contracts Smarter, Proceedings of the 2016 ACM SIGSAC Con-
ference on Computer and Communications Security by L. Luu et al. [27], presents an
approach to make Smart Contracts more secured. It discusses various vulnerabilities and
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missing abstractions in Smart Contracts semantic that lead developers to a false sense of
security. The paper proposes refinement in current Ethereum protocols and an upgrade
for all clients on the network. Also, it presents a Detection Tool called Oyente for the
detection of Smart Contract bugs.

5 Overview of Vulnerabilities

A large number of vulnerabilities occur in the Smart Contracts. This survey focuses
on elaborated study of various vulnerabilities while categorizing them into three main
classes based on the cause of vulnerability.

e Solidity Programming Language
e Ethereum Virtual Machine
e Design Features of Ethereum Blockchain

5.1 Solidity Programming Language

Solidity [18] is the most prevalently used programming language to code Smart Con-
tracts. An attacker may manipulate the features, variables, syntax, semantics, etc. to
leverage a solidity bug/design fault into an attack [25, 27].

Denial of Service with Block Gas Limit. [43] Each block in Ethereum blockchain
has a gas limit (upper bound beyond which no gas can be spent) to prevent attackers
from creating an infinite transaction loop. If a particular transaction exceeds this limit,
Denial of Service takes place, and the transaction fails with an exception. One use case
is unknown array size which grows over time for storing transactions.

Denial of Service with Failed Call. [37] This vulnerability occurs when contracts fail
accidentally due to programming errors or an attack by an adversary. For instance, when
an attacker combines multiple calls in a single transaction and runs a loop, which prevents
others from calling that Smart Contract.

Randomness using ‘Block Hash’. [3, 30] Block Hash can be used for randomizing
operations when needed. Block Hash has high entropy as it is calculated using a hashing
algorithm. However, Block Hash is public to all nodes on the network (miners as well)
so if a dishonest miner is aware of the same, they can manipulate the Block Hash for
personal gains.

‘tx.origin’ Usage. [30] ‘tx.origin’ is a global variable in solidity programming language
which returns the address of the external account which initiated the transaction and not
the immediate sender. Contracts using this variable are vulnerable to phishing (people
can imitate the transaction initiator) attacks.

Integer Overflow/ Underflow. [11, 19] Overflow occurs when a calculation value
exceeds the upper range of variable size. Similarly, underflow occurs when this value
declines below the lower range of variable size. When a particular data does not fit in the
size range of Integer data type, it is termed Integer overflow/ underflow. Consequently,
the given data cannot be represented using Integer data type.
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Re-Entrancy. [26, 35, 36] Itis also called recursive call attack. An adversarial contract
calls into the callee contract before its first invocation finishes (re-entrance into the calling
contract). A malicious contract can exploit this vulnerability to call another contract to
withdraw infinitely without affecting its own balance.

Mishandled Exception. [27] A contract may throw various kinds of exceptions. If a
callee contract raises an error during execution and the same is not reported back to the
caller contract, the caller contract may not behave as intended. Such situations become
a threat.

Gasless ‘Send’. [2, 43] When the send function is used to transfer ether from one
contract to another, the fallback function (to ensure the program does not throw an error)
is invoked. Usually, the gas limit for the fallback function is 2300 units if the amount
sent is non-zero. If the target contract has an expensive fallback function, an out-of-gas
exception is returned. If such an exception is not handled, the callee contract can keep
the non-transferred amount(ether) wrongfully.

Gas Costly Pattern. [2, 41] Programs/Codes in Smart Contracts which are not opti-
mized [9] properly may contain unnecessary and irrelevant lines of code. The code may
be following an expensive pattern which drives up the execution cost.

Call to the Unknown. [3] When a particular contract calls a function in another contract
without providing the correct function signature or enough data for the callee contract
function execution, the fallback function is called. There are primitives (send() function,
Delegate Call) in the Solidity language which may also have the side effect of invoking
the fallback function. Attackers may embed malicious code into the fallback function.

The DAO (Decentralized Autonomous Organization) attack was accomplished by
exploiting the same vulnerability [29].

Hash Collision with Multiple Variable Length Arguments. [25] Application Binary
Interface [12] (ABI) is used in the Ethereum ecosystem to standardize the interaction
for Smart Contracts, both from outside the blockchain and from contract to contract. It
provides the specification for encoding and decoding data.

abi.encodePacked(...) allows a non-standard encoding mode of data in raw bytes.
This function drops conventions specified by ABI. It encodes parameters in the same
order irrespective of their position in the parameter list. For example, both [ab,c] and
[a,bc] will be packed as [abc]. Attackers can change the position of elements in signature
verification and unethically gain access.

Insufficient Gas Griefing. [42] It is implemented in attacks that prevent transactions
from being performed as intended. Contracts may use data from a caller contract to make
a sub-call to another contract. This vulnerability can be exploited if a sub-call [28] fails,
and the entire transaction is reverted. An attacker can deliberately fail transactions [16]
by providing just enough gas for transaction execution and not for the sub-call.

Unprotected Ether Withdrawal. [25] When access control is missing or inadequate,
attackers can exploit this vulnerability to withdraw ether unethically. For example, Con-
structors are special functions used to perform critical operations during the initialization
of contracts. During development, if the contract name gets changed, the constructor is
exposed to malicious users as it starts behaving like any other callable function.
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Floating Pragma. [20] An Ethereum Smart Contract compiled using an outdated com-
piler can lead to bugs and errors in code. The compiler version should be checked in the
original code before the deployment of the contract. Pragma version should be locked
before deployment.

Function’s Default Visibility. [3,42] Solidity programming language has four function
visibility specifiers for smart contract functions - external, internal, public, and private.
By default, all functions have public visibility that allows users to call this function
externally. Often developers tend to forget that functions are public by default and ignore
changes that should be made to functions for privileged access.

DELEGATE CALL. [24] ABI of the target function (in another contract) is required
to call the target function. If ABI is not available, we can use a special variant of mes-
sage call known as DELEGATE CALL. A delegate-call from contract A delegates any
other contract (say contract B) to modify the storage of the calling contract (Contract
A). Such context-preserving nature of DELEGATE-CALL can be harmful, and lead to
vulnerabilities and unexpected code execution.

Unprotected ‘Self-Destruct()’. [24] Self-destruct opcode removes all code from a con-
tract and sends the balance ether to a predefined address. If this address points to another
contract, no functions (in the called contract) get called, not even the fallback function.
If a malicious user gets access to such a contract, they can use selfdestruct() function to
send ether to any target address.

5.2 Ethereum Virtual Machine

Ethereum Virtual Machine (EVM) helps developers deploy the Smart Contracts on the
Ethereum Network. Some features of the EVM make it possible for attackers to extend
a vulnerability into an attack.

Immutable Bugs/Mistakes. [3, 42] Immutability stands out to be an important feature
of Ethereum Blockchain that does not allow developers to change data/transaction details
in a Smart Contract once it has been deployed on the EVM. If bugs are present in the
code, they cannot be debugged and may become an exploitable vulnerability.

Ether Lost in Transfer. [14] Ether transfer from one contract to the other is carried
out using the recipient contract address. If the ether is transferred to an orphan address
(that does not belong to any user or contract), the ether is lost forever as it cannot be
recovered. There is no way to check if an address is an orphan or not. The recipient
address should be checked manually to avoid loss.

5.3 Design Features of Ethereum Blockchain

Ethereum Blockchain is designed such that nodes can make transactions using the
Ethereum currency, ether. Ethereum is programmable, meaning nodes can deploy Smart
Contracts and build decentralized applications. Certain features of Ethereum Blockchain
such as block components and semantics can be altered by adversaries for unethical
purposes.
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Timestamp Dependency. [1, 42] Block timestamp is the time at which a particular
block is generated. Miners get a window during which they collect all transactions and
add them to the block. Next, the block is added to the chain. If a dishonest miner collects
all transactions, they can manipulate (delay/prepone) the timestamp, provided the block
timestamp is set as a triggering condition for a particular transaction.

Lack of Transactional Privacy. [1, 23] Ethereum Blockchain is anonymous yet trans-
parent. Nodes are unaware of the actual identity of other nodes but any node on the
network can view transactions made from one node to the other. Transaction details are
available publicly. These details can be used unethically by attackers.

Transaction Ordering Dependency. [15] The order of transaction execution is an
important aspect. When two or more dependent transactions call the same Smart Con-
tract, they are to be executed in proper order. Failure to maintain the order may lead to
unexpected behavior of the smart contract. An unethical miner has an accessibility to
manipulate the order allowing attacks.

Untrustworthy Data Feeds. [44] Many smart contracts tend to rely on external infor-
mation/data to perform certain functions. If the external agent is corrupt, they might
intentionally send wrong information to fail the Smart Contract leading to a disastrous
situation.

6 Discussion

The above-mentioned vulnerabilities raise serious security concerns as Smart Contracts
involve transactions and are associated with digital currency, exchange of values and
other applications. Users would not want to get compromised by any means. Detection
and preventive measures need to be put in place to keep a check on these vulnerabilities
for a safe and secure environment.

Various detection tools are available in the market that can identify the major vul-
nerabilities. SmartCheck [39], Oyente [27], Remix [15], Securify [40] are some of these
tools. Oyente is a symbolic execution tool that helps to find security bugs in Smart Con-
tracts. It flags about half of the existing Ethereum Smart Contracts as vulnerable. It has
also been able to detect the famous DAO bug. It takes input in the form of EVM byte
code. Oyente also helps in writing better contracts for developers and avoid calling risky
contracts.

Developers should be cautious while writing Smart Contracts and adhere to proper
semantics [27] and design to ensure there is no leakage of confidential information.
Functions inside contracts must be supplied with required parameters and fees for proper
execution. Exception Handling is an important factor that needs to be taken care of.

Ethereum is still expanding, and more security flaws may come up. Therefore, it is
essential that existing vulnerabilities and faulty design are understood and resolved for
scaling.
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Conclusion

The survey provides a brief overview of the major vulnerabilities in Smart Contracts that
are prone to security attacks. These vulnerabilities are classified under three root causes
- Solidity Programming Language, Features of Ethereum Virtual Machine, and Design
features of Ethereum Blockchain. It also discusses the fundamentals of blockchain and
the consequent emergence of Smart Contracts. It also provided general detection and
analysis methods with certain preventive measures to curtail vulnerabilities and contain
attacks. Developers and users of Smart Contracts must be aware of these risks as digital
assets and currency are involved.
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Abstract. The current climate is changing dramatically, making it more difficult
and less accurate to anticipate the weather using traditional approaches. Improved
and trustworthy weather forecast techniques are needed to get beyond these obsta-
cles. Machine learning has tremendous influence in the modern-day world. Deep
Learning and machine learning-based forecast systems can predict general weather
patterns as well as numerical weather prediction models while using only a fraction
of the computing power the models require. These models are developed in order
to forecast weather variables such as solar radiation, temperature, and wind speed
one to 24 h in advance. We have used supervised machine learning algorithms to
predict the weather condition depending upon some parameters like temperature,
humidity, precipitation, and wind speed. We have pre-processed the datasets and
then after cross-validation, selected the most appropriate algorithm to predict the
weather. We also developed a user interface to display the predicted results. The
codes and website are available at https://github.com/98rupak/weather_project.

Keywords: Weather Prediction - Machine Learning - Class-imbalance -
Accuracy - SVM - KNN

1 Introduction

The remarkable improvement in the quality of weather forecasts is one of the great suc-
cesses of environmental science in the 20th century, which continues at a sustained pace
at the beginning of the 21st century. This is due to the progress of numerical prediction
systems and the increasing number and variety of observations of the state of the atmo-
sphere and related media, including observations from Earth observation satellites. The
rapid development of supercomputers has been one of the keys to this success, which
has also required significant scientific work. Each country in the world has a National
Meteorological Service (NMS), whose mission is to make regular observations of the
atmosphere and to issue forecasts for government, industry, and the public. But only
the most advanced countries have Numerical Weather Prediction (NWP) centres, whose
products are also distributed to other countries, in exchange for their observations. There
are mainly three types of weather forecasts that are short-range forecasts, medium-range,
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and extended-range forecasts. The important process of the weather is built into the pre-
diction model. The model starts with the present weather and tries to simulate how the
weather will develop in the future.

In this topic there are several works done by various researchers. The relation between
temperature and latitude, which are considered as prime important factors for weather
forecasting have been discussed in [1]. Prediction of heavy rain damage with the help of
big data and other machine learning algorithms which maximized the performance of
the model [2]. Machine learning models can predict weather features accurately enough
to compete with traditional models, utilizing the historical data from surrounding areas
to predict weather of a particular area [3]. Date, Minimum Temperature, Humidity and
Wind Direction can be considered as predictors for the rainfall and also the correlation
coefficient can give a chance of rainfall if the value of the correlation coefficient is close
to 1 [4]. Intelligent models can be created using machine learning technologies that are
much simpler than conventional physical models. They use less resources and can be
run on almost any machine, including mobile devices [5]. In [6] Weyn et al. proposed a
seasonal forecasting utilizing a revolutionary method of weather prediction. The authors
created a machine learning weather prediction system dubbed Deep Learning Weather
Prediction using a convolution neural network (DLWP). In contrast to conventional
numerical weather prediction models, which produce mathematical representations of
physical laws, the model is trained on historical weather data. For the entire world, DLWP
makes predictions for the next 2—-6 weeks. A portable, low-cost weather forecasting
system is developed using random forest categorization in [7]. In [8], to create models
that enable precise weather forecasts, this research attempted to use historical weather
observation data and machine learning (ML) approaches. The results of applying various
model settings were compared and examined in terms of training expense and prediction
accuracy.

In this paper, four machine learning algorithms, SVM, KNN, Random forest and
Naive Bayes classifier have been considered which have been run in three processed
datasets. Then the most suitable dataset has been chosen for developing an user interface
which predicts the weather when the parameters of the weather are fed to it. We have
build a user interface using python and we have seen that the model works accurately
on real-life datasets and it predicts the weather of the given location of the earth when
the weather parameters are entered as input.

2 Proposed Methodology

2.1 Datasets

2.1.1 Finding Datasets

The first step in the work is to find the dataset to work on. Since all the algorithms are a
part of supervised form of machine learning, hence a dataset is required for training and
testing purpose. Therefore, various sites of the internet are surfed like kaggle, github,
etc. and various datasets are collected.
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2.1.2 Comparing Datasets

The various datasets that we have got might not be according to our need. They might be
containing stray columns and the dataset might be either insufficient, may contain various
excess, unnecessary columns or in rare cases may be meeting the required conditions
appropriately. So, we need to compare the dataset obtained from the various domains.

2.1.3 Choosing Appropriate Dataset

After comparing the chunks of datasets from the various domains on the internet, we
need to filter out the unnecessary datasets, and select the appropriate datasets that we
will be working on. These datasets contain higher number and variety of data for training
and testing the model. In the below figure (Table 1) the chosen datasets have been shown
in red and bold.

Table 1. The datasets considered in this study with links and comments.

Dataset Name Link Comments
contains string values and Rain Tomorrow
weather column is biased towards 0

contains a lot of null values, some columns|
have string values

incomplete data and contains unimpactful
coloumns

less no. of data, only month wise avg temp
given

only month wise avg temp and total rain is
given for every year

contains string values and one

training_data_with_weather_info_week1

forecast_data

Weather Data in India from 1901 to 2017

Temp_and_rain

weufherH's'ory column(Loud Cover)with all values as 0
Lots of null values and Precipitation
austin_weather column contain string as well as integer in

different rows
contains string values in weather column

seattle-weather

2.1.4 Data Preprocessing

We have performed the following pre-processing steps on the dataset before applying
machine learning algorithms.

a. String data: We mapped the string data to corresponding numerical data by assigning
integer values to all the string values.

b. Missing values: There were many missing values in the dataset. We filled those
missing values with the average values of the corresponding column data.

c. NaN values: Some integer columns contained some string values that were shown as
errors. We changed those values by replacing those values with the average value of
the column.

d. Outliers: Some values were there in some parameter which were not feasible for that
particular column. So those rows were deleted.

e. Noisy data: There were some rows where the all the values of the parameters were
same but they belonged to two different classes.
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f. Unbalanced classes: There were classes that were biased towards one class and hence
there was error in the accuracy of the various algorithm in that dataset. It is the
problem in machine learning where the total number of a class of data (positive) is
far less than the total number of another class of data (negative). This problem is
extremely common in practice and can be observed in various disciplines including
fraud detection, anomaly detection, medical diagnosis, oil spillage detection, facial
recognition, etc.

To chalk out the imbalanced class problem we have used Re-sampling method. This
technique is used to up sample or down sample the minority or majority class. When we
are using an imbalanced dataset, we can oversample the minority class using replacement.
This technique is called oversampling. Similarly, we can randomly delete rows from the
majority class to match them with the minority class which is called under sampling.
After sampling the data we can get a balanced dataset for both majority and minority
classes. Therefore, when both classes have a similar number of records present in the
dataset, we can assume that the classifier will give equal importance to both classes.

g. Pre-processing: Now the dataset selected above needs to be pre-processed. There
were various columns for the class label. So, the classes have been mapped to a common
class and the number of classes are reduced by re-mapping those mapped classes to some
common group classes. After the various preprocessing steps, the modified datasets are
ready to be incorporated within the algorithm. The various modifications done for each
of the datasets have been mentioned in the middle column (Fig. 3) (Fig. 1).

ACTUAL DATA SETS MODIFICATIONS MODIFIED DATA SET

weather types like sun, drizzle,

seattle-weather rain have been mapped to integers seattle-weather
like 0,1,2
Columns that contain string values

weatherHistory have been mapped to integer weather_data
values
strings values have been mapped

weather to integers, RainTomorrow column predict

is made unbiased

Fig. 1. It shows the modified datasets we have used after preprocessing to further analysis.

2.2 Select Algorithm

After modifying the datasets, now we need to select an algorithm where we will divide
the dataset into training and testing data, train the algorithm with the training data and
then test the algorithm by feeding the testing data. Thereby, we will compare the results
given by the model with the actual data of the dataset and hence we will be able to
calculate the efficiency of the model.

In the work there are four algorithms for each of the datasets:
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1. Knn

2. Random Forest.

3. Support Vector Machine.
4. Naive-Bayes Classifier.

A flowchart of the above proposed methodology is shown in Fig. 2.

Find data sets

compare
datasets

v

| Selectadata
set

]

Remove null data pre-
values processing

|

Select algorithm

-

Feed the data
set into the algo

Check accuracy

Fig. 2. Flowchart of the proposed methodology

3 Results and Analysis

3.1 Results on Various Datasets

On training each of the selected dataset with all the selected algorithms, an accuracy
chart is created for each of the dataset and the various observations are made for each of
the dataset for the behavior of various algorithms. The accuracy chart for each dataset
is provided below.

In the weather.csv dataset (Fig. 3), we observe that Random forest algorithm gives
the highest accuracy and the lowest accuracy is given by the Naive-Bayes classifier.
KNN and SVM almost giving the same accuracy in this dataset.
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Database name : weather_data.csv

100

%0 076

8991

svm 84.07 5

knn 84.3 w0

naive bayes 69.91 s

random forest 87.6 “©
e o o o7 3 ey s

Fig. 3. Accuracy Comparison on weather_data.csv dataset

Database name : seattle-weather.csv

3

Aigorithm name . |

e 85.19 "
knn 77.9

naive bayes 86.56 )

random forest 83.14 :

database nome. algo name
B Column2 o )

noive biyas random forest
8656 8314

Fig. 4. Accuracy Comparison on seattle-weather.csv dataset

Now there is a difference in the prediction accuracy for the seattle-weather.csv dataset
(Fig. 4). Here we are observing a sudden rise in accuracy of the Naive-Bayes classifier
algorithm. The minimum accuracy is given by KNN algorithm.
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Database name : predict.csv

9285

Algorithm name

svm 78.57
knn 57.14
naive bayes 92.85 i
random forest 92.85 I

dotabase n rondom forest

Fig. 5. Accuracy Comparison on predict.csv dataset

In this predict.csv (contains 2 classes) dataset interestingly Naive-Bayes Classifier
and Random Forest Classifier gives the same and highest accuracy whereas KNN gives
the lowest accuracy of all of them almost close to 50% (Fig. 5). This dataset was a binary
classification dataset and in this dataset there were only 44 rows of data hence we see
that Naive-Bayes in giving such a high accuracy and also Naive Bayes works well on
binary dataset.

The other datasets were multi class datasets where the binary codes of the aforesaid
algorithms have been implemented. Random forest is showing consistent good accuracy
in all the datasets. KNN is giving the lowest accuracy among all the algorithms in
seattle-weather.csv and predict.csv datasets which may be taken as an inference that
KNN might not work as an efficient algorithm in this weather prediction purpose. Naive-
Bayes classifier is showing fluctuating accuracies in the datasets. SVM, among all the
algorithms is showing almost same accuracies in all the datasets may it be multiclass or
binary.

3.2 Multiclass Datasets Analysis

The three datasets viz. Seattle-weather.csv, predict.csv and weather-data.csv contains
multiple classes and therefore their results were studied using various classes. Now the
predict.csv dataset originally contained binary class so it was unchanged. The seattle-
weather.csv dataset was separated into 2 class and 5 class datasets. The weather-data.csv
dataset was separated into 2 class, 5 class and 11 class datasets and their accuracy was
studied by feeding into the algorithms. Here we considered KNN and Random Forest
for this purpose.

On feeding the algorithms with this datasets we obtained the following accuracies
(Fig. 6). It can be seen that accuracies are decreasing with increase of number of classes.
However, Random forest is giving better accuracies compared to other algorithms.
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weather_data.csv weather_data.csv ‘weather_data.csv seame eather.csv | seatle-weather.csv
11 class 2 class 5 class 2 class

* accuracy

Random Forest

90.7

multi class \Aealher data.csv weather_data.csv weather_data.csv \eame v‘eathercﬁ\. -)eame ‘weather.csv predict.csv
00 11 class 5class 2 class 5class 2 class 2 class

* accuracy

Fig. 6. Accuracy Comparison considering different classes on various datasets

4 Developing a GUI

A user interface was developed using front end technology and the full stack environment
was done in a software called Geany. The algorithm chosen for the UI was Random forest
algorithm as it is giving better accuracies comparing to other algorithms. In the backend
we have used seattle-weather.csv file with 5 classes as training dataset. The other python
files that were incorporated at the backend in Geany are DbPop.py and mycsvlibrary.py.

DbPop.Py

This file mainly imports two functions from mycsvlibrary.py. The index function returns
the code of the home page thatis written in the file edit_task.tpl. The login function returns
input to the main page. Page transfer is done by the ‘post’ command. The do_login()
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takes values of different text boxes as input. Bottle that is used in this program provides
the localhost environment.

Mycsvlibrary.Py

This file holds the definition of both the functions called by DbPop.py. The Popucsv func-
tion holds the definition of file writing. The start_learning function returns the accuracy
of random forest algorithm into the DbPop.py file from where it was called.

Randomforest.Py
This is the code for the random forest algorithm run on the seattle-weather dataset.
The other tpl files contains the design of the elements of the UL

Output of the Ul

We have used real-life parameters as test dataset in our website and the weather is
predicted using Random forest classifier. A snapshot of the GUI is shown in Fig. 7. User
needs to enter the parameters and click on submit button (a). Then predicted output will
be generated (b).

34

Precipitation(%)

33

Max Temperature(deg C)

26

Min Temperature(deg O)

6

Wind(km/h)

0 Success

Weather Weather is Cloudy

Home
submit

(@) ®

Fig. 7. A snapshot of the output of the weather prediction

This is the output of the weather prediction is based on real life parameters of the
location: Jalpaiguri, West Bengal. Finally, we have compared the predicted results with
the weather available in Google dated 12th March, 20220n those weather parameters
(Fig. 8). It can be noted that our result (cloudy) matches with Google result.
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Wind

= "C|°F Preoptaion 34% Jalpaiguri, West Bengal
" 31 Imid ’l,“‘ “.H ‘1

Temperature ~ Precipitation =~ Wind

Fig. 8. Actual weather available in Google (12th March, 2022)

5 Conclusion

Weather prediction using Machine learning involved dealing with numerous datasets
and training those datasets with various Machine Learning algorithms. The datasets
were made suitable to be used for training the algorithms. From the ancient times people
have been trying to predict the weather and in the present generation there are devices
and gadgets with the help of which we could predict the weather appropriately. In spite
of all these, there remains scope of improvement in this field though the accuracy and
usefulness of weather prediction have spread across the economy and it is helping people
in fighting with the natural calamities like thunderstorm, floods, drought, cloud bursts
etc. We have also observed that when the number of classes in the labelled dataset
increases, the accuracy decreases and vice-versa. Hence there is an inverse relationship
between the number of classes and the accuracy of the algorithm.
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Abstract. Background and Objective: Sleep staging plays a vital role in sleep
research because sometimes sleep recording errors may cause severe problems like
misinterpretations of the changes in characteristics of the sleep stages, medication
errors, and, finally, errors in the diagnosis process. Because of these errors in
recordings and analysis, the sleep behavior and automated sleep staging system
are adopted by different researchers with different methodologies. This study
identifies specific challenges with the existing studies and highlights certain points
that support the improvement of automated sleep staging-based polysomnography
signals.

Methods: This work provides a comprehensive review of an automated
sleep staging system, which was contributed by the different researchers in the
recent research developments using Electroencephalogram, Electrocardiogram,
Electromyogram, and combinations of these signals.

Results: Our review in this research area shows that single-model and multi-
modal signals are used for sleep staging, and also we have observed some great
points from the existing methodologies: (1) It has been noticed that 30-s length of
the epoch of EEG signals may not be sufficient to extract enough information for
discriminating the sleep patterns but in the other hand that a 10-s and 15-s length
epoch is well suitable for sleep staging, (2) due to similar characteristics on N1
and REM sleep stages, most of the traditional classification models misclassified
N1 sleep stages as REM stage, which alternatively degrades the sleep stagging
performance, (3) consideration of heterogeneous form signal fusions can give the
improvement results on sleep staging, and (4) applying deeplearning based mod-
els, combinedly to significant PSG signals can lead to more robust automatic sleep
staging results.

Conclusions: The review mentioned above points simultaneously improves
automated sleep staging by polysomnography signals. These points can help to
focus our research work from the traditional feature extraction method to system-
atic improvements such as automatic feature recognition without explicit features,
a proper characterization of the sleep stage’s behavior, safety, and reduced cost.
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1 Introduction

The Significance of sleep in a person’s life cycle cannot be overstated. It allows the
body to rest and rejuvenate, strengthening neural connections and improving learning
and memory [1]. However, with the fast-paced lifestyle and increased stress levels in
modern society, sleep disorders have become a growing problem. Studies indicate that up
to 24% of adults experience sleep issues regularly. Sleep is a significant part of a person’s
life, taking up nearly a third of it. Sleep directly and indirectly impacts physiological
performance, making a good night’s sleep essential. Unfortunately, sleep disturbances are
becoming more common due to the stressful nature of modern life and the increased use of
technology [2]. There are two types of sleep, non-rapid eye movement (NREM) and rapid
eye movement (REM). REM sleep occurs in 90-min cycles and lasts from 5 to 30 min.
It is characterized by high neural activity [3]. NREM sleep, on the other hand, reduces
metabolic rate, blood pressure, heart rate, and sympathetic activity while increasing
parasympathetic activity [4]. To assess sleep stages, standardized organizations have
established sleepscoring criteria. Polysomnography (PSG) is the most reliable method
for determining sleep stages. PSG involves simultaneously measuring several parameters
such as electroencephalograms (EEG), electrocardiograms (ECG), electrooculograms
(EOQG), electromyograms (EMG), blood oxygenation, airflow, and respiratory effort.
PSG data is typically collected in a sleep laboratory and processed into 30-s epochs,
classified as alertness, REM sleep, or one of three NREM sleep stages (N1, N2, N3)
[5, 6]. Each of the five stages is defined as follows in the American Academy of Sleep
Medicine (AASM) manual [7]:

Stage W: distinguished by an alpha rhythm in the EEG signal, typically above the
occipital area, as well as other activities such as rapid eye movements with normal or
increased chin muscle activity, reading eye motions, or eye blinking.

Stage N1: distinguished by slowly moving eyes and a high probability of awakenings
or arousals. Alpha bands must not surpass half of the broad spectral band, and the
amplitude of the EEG signal should be in the frequency range of 2 to 7 Hz and remain
less than 200 mV. N1 usually accounts for 5% of total sleep time.

Stage N2: Arousals and awakening stage are less seen in N2 than in N1, and slowly
moving eyes begin fading. N2 is awarded if there are one or more K-complexes or spindle
trains in the last 50% of the previous or early 50% of the current epoch. N2 typically
accounts for half of the sleep cycle in a single night.

Stage N3: It accounts for predominant slow waves and delta in the EEG signal and
periodic arousals or awakenings. K-complex and Spindles may arise, and N3 is assigned
if slow waves account for more than 20% of the period. N3 usually accounts for 20% of
overall sleep. It depicts a deep sleep mode.

Stage REM: The dreaming stage is distinguished by the movement of the fast eye
and active brain waves of N3. In REM, arousals and awakenings are common. The
EEG exhibits mixed frequency and low voltage. REM is scored as such until there is a



A Systematic Review on Latest Approaches 129

transition to stage W or N3, or a K-complex without arousal or a spindle occurs in the
first 50% of the period with no REMs. REM sleep accounts for one-fourth of total sleep
time.

2 Clinical Importance

Across the world, most sleep centers obtain manual sleep staging practices in the early
years. This has a good solution during that period. Still, several drawbacks are observed
in the sleep staging process: 1) This approach consumes much time for manually inter-
preting the sleep stages’ behavior throughout the night 2) There are also huge variations
caught between experts in sleep staging annotations 3) Laboratory setup is also too expen-
sive [8]. These limitations forced the existence of an automated sleep staging process in
the field of sleep research. It helps to reduce the cost and also provides accurate analysis
of sleep patterns and less manual interpretation. Common standards are followed, and
no variations in the sleep scoring [9]. This automated sleep scoring process also opens a
new way for early detection of sleep-related diseases and quantifying sleep patterns. This
automatic sleep-scoring process is vital in diagnosing different sleep-related disorders.

3 Visual Scoring Procedures

The inadequate understanding of the underlying physiological mechanisms that shape
the physiological signs acquired during sleep is one of the hurdles in sleep stage anal-
ysis. Sleep patterns are known to change with age, but the source of these changes
is unknown. The absence of apparent causality between physiological processes and
observable signs complicates data interpretation. Furthermore, new and refined corre-
lations are being uncovered in this dynamic area of research. While human experts can
still make diagnoses based on medical data, computational tools can help by detecting
minor discrepancies, speeding up analysis, and lowering expenses. These models can
deliver a range of outputs, from event labeling to feature extraction and even diagnosis
suggestions [10].

This study emphasizes a range of physiological signals that contain information
on sleep stages and their classification and can be helpful for diagnosis, monitoring
treatment, and evaluating drug effectiveness. However, before these advantages can be
realized, the signals must be measured and the information extracted. Because there
are many digital signal processing systems, there is no standard method for obtaining
information, and it needs to be clarified which signals contain enough information for
diagnosis [11]. To address this issue, the study analyses the information extraction tech-
niques for various physiological signals to provide insight into the information contained
in the data. A preliminary study of the literature found that the most widely used signals
in automated sleep stage grading systems were EEG, ECG, and EOG data. The following
sections summarize the review’s findings for sleep grading systems that use these signals
[12]. A physiological marker can only indicate one stage of sleep. Measurement of many
signals yields duplicates information and potentially more uncorrelated information. As
a result, multiple studies on automatic sleep stage evaluation using various movements
have been conducted [13].
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Electroencephalogram (EEG)

The EEG captures the electrical activity of the brain, and the patterns of activity
during different stages of sleep are diverse enough that they have been utilized to estab-
lish numerous sleep stage classification systems. Time-domain (TD) features, spectral
features (Wave bands), time-frequency (TF) features, and non-linear (NL) features are
all ways to extract sleep-related information from EEG data [14]. Several classifica-
tion approaches, including ensemble classification methods like Random Forest and
Bootstrap Aggregating, K-means, and SVM, have been employed in sleep classification
research to aid medical practitioners.

4 Automatic Sleep Scoring by Artificial Intelligence

4.1 Shallow Learning - Expert Knowledge

A summary of the research and review findings for the selected studies that employed
Electroencephalogram (EEG) signals for automatic sleep stage classification.

Sharma et al. [9] proposed an automatic sleep scoring system based on feature-based
approaches, achieving high accuracy and performance compared to traditional methods.

Seifpour et al. [10] developed a novel sleep-scoring approach based on sparse repre-
sentation and dictionary learning, showing promising results for accurate and efficient
sleep stage classification. Hassan and Bhuiyan (2017) [9] proposed an automated sleep
scoring method using a hybrid feature selection approach and a classifier ensemble
technique, achieving high accuracy and outperforming traditional methods.

The contribution of automatic sleep stage scoring using EEG signals so far includes
improving the accuracy and reliability of sleep stage classification, enabling the diag-
nosis and treatment of sleep disorders, aiding in the study of the relationship between
brain activity during sleep and health outcomes, facilitating the development of person-
alized sleep interventions, and providing a non-invasive and cost-effective tool for sleep
analysis. Table 1 presents the details of the work carried out by the different researchers
in between 2022 to 2016.

4.2 Deep Learning - Knowledge from Raw Data

Ranqi Zhao et al. [18] proposed a dual-modal and multiscale deep neural network to
classify sleep stages. They used EEG and ECG signals to have three binary classifica-
tions: sleep and wake, light and deep sleep, and REM and NREM. They are divided into
four-class sort wake, light sleep, deep sleep, and REM. Using the MIT-BIH database,
they trained and implemented their algorithm to obtain accuracies of 88.80%, 97.97%,
and 98.84%, respectively, for binary classification and 80.40% for four-class types. The
MIT-BIH dataset, used for training and testing the proposed model, contains 18-night
periods of sleep of 16 healthy adults, ranging from age 32 to 56. The proposed model uses
nine convolution layers to classify EEG signals and 13 convolutional layers to classify
ECG signals.

Yamei Li et al. [19] worked on a semi-supervised pediatric sleep staging classification
based on a single-channel EEG signal. BiSALnet adopts an SPD manifold structure to
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Table 1. Summary of existing sleep staging studies based on ML techniques with EEG signals

Existing | Datasets Feature extraction and | Classification Accuracy
Studies selection method method Results
Ref [9] Subjects: 20 Linear Evaluation Support Vector 88%
Domain: healthy | Technique Machine
Age
Group: 25 to
35 years
Ref [10] | EDF dataset (The | Signal-sampleentropy Support Vector 98%
benchmark Sleep) | and Timefrequency Machine for a
wavelet filter two-class problem
Ref [11] EDF dataset (The | Time domain feature Multi class Support | 98%
benchmark Sleep) | (Local Extrema) Vector Machine
Ref [12] Subjects: 23 Synchronization SVM and KNN 93%
Domain: healthy | Likelihood and Relative
adults Entropy
Group: Male
Age Range: 23 to
45
Ref [13] Sleep-EDF Nested 5 classes of RF 95%
database sleep stage classification
Ref [14] Sleep-EDF Coupling techniques Naive Bayes 94%
database based on frequency
features
Ref [15] Sleep-EDF Wavelet transform Boosting 92%
database Techniques
Ref [16] Sleep-EDF Discrete Fourier RF 90%
database Transform aka DFT
Ref [17] Sleep-EDF dataset | Ensemble Empirical RUSBoost 98%

Mode Decomposition

encapsulate desired feature distribution properties in the proposed architecture. BiSAL-
net is tested upon two databases, the NPH, and the Sleep-EDF databases. The NPH
database comprises 15 patient recordings, with classification done every 30s among five
classes: Wake, N1, N2, N3, and REM. The EEG signal recorded was from O1-M2. The
Sleep-EDF database consisted of 8 patients’ 30s EEG epochs sampled at 100 Hz. The
EEG signal used in Sleep-EDF is Fpz-Cz. BiSALnet includes a BiStream Adversarial
Learning Framework constituting a Teacher and a Student. The proposed model achieves
an accuracy of 80.00% when tested on the NPH dataset, while sensitivity and F1-Scores
are 76.00% each. The accuracy improves when tested on the Sleep-EDF dataset, reaching
91.00%, while sensitivity and F1-Score are 75.00% and 77.00%, respectively.
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Chuan Shao Zhang et al. [20] propose a model, RMH-net, for sleep staging analysis.
The RMH model consists of 3 parts: backbone, Manifold Learning Block, and Hyper-
bolic Block. The Backbone focuses on latent discriminative features since it has more
receptive fields. The Hyperbolic parts perform well in detecting the local information
spots, and Manifold Learning Block working in cohesion with Hyperbolic Block helps in
sleep feature extraction. The database used is the Sleep-EDF database which includes 197
PSG recordings. The EEG signal is divided into two parts based on electrode location,
i.e., Fpz-Cz and Pz-Oz. The Sleep Cassettes database consists of 78 healthy Caucasians
ranging from age 25 to 101. Of these extensive subjects, eight are chosen at random to
experiment. RMH-net achieves an accuracy of 89.00% when tested on the Sleep-EDF
database and a Kappa value of 78.00%

Hai Wang et al. [21] propose an automatic sleep staging analysis model using transfer
learning and network fusion. The model, Seq-Deepsleepnet, consists of 3 networks:
Segsleepnet subnetwork, deepsleepnet subnet, and LightBGM classifier. The seqsleepnet
subnetwork consists of a sequence-to-sequence classifier having a bidirectional RNN.
Deepsleepnet consists of CNNs, and bi-directional LSTM and LightBGM merge the
output of the other two networks as input to the classifier. The Sleep-EDF expanded
dataset is used to evaluate the proposed model. For pre-training MASS dataset is used,
which consists of 200 nights of PSG of 97 males ranging from age 19 to 49 and 103
females ranging from age 18 to 38; all recordings have a sampling frequency of 256 Hz.
For evaluation Sleep-EDF expanded database consists of 153 Sleep Cassette files of 20
healthy Caucasians ranging from age 25 to 101; all recordings have a sampling rate of
100 Hz. The model on the Sleep-EDF database gives an accuracy of 87.84%.

Ritika Jain et al. [22] proposed a model to classify the sleep stages of unknown sub-
jects using single and multiple-channel EEG signals. The classification was performed
for both six-class and two-class sets. The algorithm suggested combines Temporal,
Non-linear, Spectral, Time-frequency, and Statistical features of EEG signal and RUS-
Boost (random under-sampling and boosting technique). The model was trained using
three datasets, namely Sleep-EDF (8 subjects; 4 healthy and 4 having sleep disorders),
DREAMS (20 subjects; 16 females and four males), and Expanded Sleep-EDF (197
topics; 153 healthy and 44 having sleep disorders). Along with issues from these three
datasets, the model was tested using subjects’ unseen by the model. The model’s per-
formance and accuracy were accurate and reliable for unknown problems. The testing
subjects from Sleep EDF obtained 92.6% and 97.9% accuracies for six stages and two
stages. In contrast, the topics from the expanded version of the same dataset obtained
more efficient accuracies of 96.3% for six steps and 99.85 for two sets.

The review of different sleep staging methods shows that the authors obtained deep
learning models and improved accuracy for multi-class classification problems. Figure 1
and Fig. 2 present the accuracy results for different research studies carried out by the
researchers in the last six to seven years.
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Fig. 1. Overall accuracy performances of the different deep learning classification models using
S-EDF and SE-EDF datasets
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Fig. 2. Overall accuracy performance using different deep learning models with different public
datasets

5 Conclusion

In this review, the recently contributed methods in sleep scoring systems based on ML
and DL have been sincerely exercised, comparing these studies in different aspects.
The main limitation concerning ML algorithms is the required hand-crafted features for
inspecting the changes in the behavior of sleep stages over the individual sleep stages.
Another challenging job for ML algorithms is, identifying the relevance of the feature
subject to the patient’s behavior. In ML based sleep-scoring system, the selection of
classification algorithms is also of difficult job. Sometimes it may directly impact the
classification performance. Due to these limitations, most of the researchers adopted the
DL approaches, making it more comfortable and accurate to discriminate the changes
in sleep behavior over individual sleep stages. The biggest advantage of DL approach
features is that they are automatically recognized without using explicit features. From
this review, we have found that presently DL models achieved improved results compared
to ML models. This review helps to understand the significant improvements achieved
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and the limitations of sleep staging. Therefore, in this review study, we have pointed
out that the future direction of the sleep scoring system should be multi-modal signal
fusions. In the future, we should focus on how different DL. models will be employed in
the real-time diagnosis process for different sleeprelated disorders.

References

1. Satapathy, S., Kondaveeti, H.K.: Machine learning model for automated sleep scoring based
on single-channel EEG signal data. In: Chaki, N., Devarakonda, N., Cortesi, A., Seetha,
H. (eds.) Proceedings of International Conference on Computational Intelligence and Data
Engineering. Lecture Notes on Data Engineering and Communications Technologies, vol. 99.
Springer, Singapore (2022).https://doi.org/10.1007/978-981-16-7182-1_30

2. Smaldone, A., Honig, J.C., Byrne, M.W.: Sleepless in America: inadequate sleep and
relationships to health and well-being of our nation’s children. Pediatrics 119, 29-37 (2007)

3. Satapathy, S.K., Loganathan, D., Narayanan, P., Sharathkumar, S.: Convolutional neural net-
work for classification of multiple sleep stages from dual-channel EEG signals. In: 2020 IEEE
4th Conference on Information & Communication Technology (CICT), pp. 1-16 (2020).
https://doi.org/10.1109/CICT51604.2020.9312078

4. Phan, H., et al.: Towards more accurate automatic sleep staging via deep transfer learning.
IEEE Trans. Biomed. Eng. 68(6), 1787-1798 (2021). https://doi.org/10.1109/TBME.2020.
3020381

5. Surantha, N., Lesmana, T.F.,, Isa, S.M.: Sleep stage classification using extreme learning
machine and particle swarm optimization for healthcare big data. J Big Data 8, 14 (2021).
https://doi.org/10.1186/s40537-020-00406-6

6. Eldele, E., et al.: An attention-based deep learning approach for sleep stage classification with
single-channel EEG. IEEE Trans. Neural Syst. Rehabil. Eng. 29, 809-818 (2021). https://doi.
org/10.1109/TNSRE.2021.3076234

7. Satapathy, S.K., Kondaveeti, H.K., Malladi, R.: Automated sleep staging system based on
ensemble learning model using single-channel EEG signal. In: Misra, R., Shyamasundar,
R.K., Chaturvedi, A., Omer, R. (eds.) Machine Learning and Big Data Analytics (Proceedings
of International Conference on Machine Learning and Big Data Analytics ICMLBDA) 2021).
ICMLBDA 2021. LNNS, vol. 256. Springer, Cham (2022). https://doi.org/10.1007/978-3-
030-82469-3_17

8. Satapathy, S.K., Shah, K., Shah, S., Shah, B., Panchal, A.: A deep neural model CNN-LSTM
network for automated sleep staging based on a single-channel EEG signal. In: Thakur, M.,
Agnihotri, S., Rajpurohit, B.S., Pant, M., Deep, K., Nagar, A.K. (eds.) Soft Computing for
Problem Solving. LNNS, vol. 547. Springer, Singapore (2023). https://doi.org/10.1007/978-
981-19-6525-8_6

9. Sharma, M., Goyal, D., Achuth, P., Acharya, U.R.: An accurate sleep stages classification
system using a new class of optimally time-frequency localized three-band wavelet filter bank.
Comput. Biol. Med. 98, 58-75 (2018)

10. Seifpour, S., Niknazar, H., Mikaeili, M., Nasrabadi, A.M.: A new automatic sleep staging
system based on statistical behavior of local extrema using single channel EEG signal. Expert
Syst. Appl. 104, 277-293 (2018)

11. Chriskos, P., Frantzidis, C.A., Gkivogkli, PT., Bamidis, P.D., Kourtidou-Papadeli, C.:
Achieving accurate automatic sleep staging on manually pre-processed EEG data through
synchronization feature extraction and graph metrics. Front. Human Neurosci. 12, 110 (2018)

12. Memar, P., Faradji, F.: A novel multi-class EEG-based sleep stage classification system. IEEE
Trans. Neural Syst. Rehabilit. Eng. 26(1), 84-95 (2018)


https://doi.org/10.1007/978-981-16-7182-1_30
https://doi.org/10.1109/CICT51604.2020.9312078
https://doi.org/10.1109/TBME.2020.3020381
https://doi.org/10.1186/s40537-020-00406-6
https://doi.org/10.1109/TNSRE.2021.3076234
https://doi.org/10.1007/978-3-030-82469-3_17
https://doi.org/10.1007/978-981-19-6525-8_6

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

A Systematic Review on Latest Approaches 135

. Dimitriadis, S.I., Salis, C., Linden, D.: A novel, fast and efficient single-sensor automatic

sleep-stage classification based on complementary cross-frequency coupling estimates. Clin.
Neurophysiol. 129(4), 815-828 (2018)

. Hassan, A.R., Subasi, A.: A decision support system for automated identification of sleep

stages from single-channel EEG signals. Know.-Based Syst. 128, 115-124 (2017)

da Silveira, T.L., Kozakevicius, A.J., Rodrigues, C.R.: Single-channel EEG sleep stage clas-
sification based on a streamlined set of statistical features in wavelet domain. Med. Biol. Eng.
Comput. 55(2), 343-352 (2017)

Hassan, A.R., Bhuiyan, M.I.H.: Automated identification of sleep states from EEG signals
by means of ensemble empirical mode decomposition and random under sampling boosting.
Comput. Method. Progr. Biomed. 140, 201-210 (2017)

Hassan, A.R., Bhuiyan, M.I.LH.: A decision support system for automatic sleep staging from
EEG signals using tunable g-factor wavelet transform and spectral features. J. Neurosci.
Method. 271, 107-118 (2016)

Zhao, R., Xia, Y., Wang, Q.: Dual-modal and multi-scale deep neural networks for sleep
staging using EEG and ECG signals. Biomed. Sig. Process. Control 66, 102455 (2021). ISSN
1746-8094, https://doi.org/10.1016/j.bspc.2021.102455

Li, Y., Peng, C., Zhang, Y., Zhang, Y., Lo, B.: Adversarial learning for semi-supervised
pediatric sleep staging with single-EEG channel. Methods 204, 84-91 (2022). ISSN 1046-
2023, https://doi.org/10.1016/j.ymeth.2022.03.013

Zhang, C., Liu, S., Han, F,, Nie, Z., Lo, B., Zhang, Y.: Hybrid manifold-deep convolutional
neural network for sleep staging. Methods 202, 164—172 (2022). ISSN 10462023, https://
doi.org/10.1016/j.ymeth.2021.02.014

Wang, H., Guo, H., Zhang, K., Gao, L., Zheng, J.: Automatic sleep staging method of EEG
signal based on transfer learning and fusion network. Neurocomputing 488, 183—-193 (2022).
ISSN 0925-2312, https://doi.org/10.1016/j.neucom.2022.02.049

Jain, R., Ganesan, R.A.: Reliable sleep staging of unseen subjects with fusion of multiple EEG
features and RUSBoost. Biomed. Sig. Process. Control 70, 103061 (2021). ISSN 1746-8094,
https://doi.org/10.1016/j.bspc.2021.103061

Wei, L., Lin, Y., Wang, J., Ma, Y.: Time-frequency convolutional neural network for automatic
sleep stage classification based on single-channel EEG. In Proceedings of the 2017 IEEE
29th International Conference on Tools with Artificial Intelligence, Boston, MA, USA, 6-8
November 2017; IEEE: Piscataway, NJ, USA, pp. 88-95 (2017)

Supratak, A., Dong, H., Wu, C., Guo, Y.: DeepSleepNet: a model for automatic sleep stage
scoring based on raw single-channel EEG. IEEE Trans. Neural Syst. Rehabil. Eng. 25, 1998—
2008 (2017)

Vilamala, A., Madsen, K.H., Hansen, L.K.: Deep convolutional neural networks for inter-
pretable analysis of EEG sleep stage scoring. In: Proceedings of the 2017 IEEE 27th Interna-
tional Workshop on Machine Learning for Signal Processing (MLSP), Tokyo, Japan, 25-28
September 2017, pp. 1-6 (2017)

Phan, H., Andreotti, F., Cooray, N., Chen, O.Y., de Vos, M.: DNN filter bank improves 1 max
pooling CNN for single-channel EEG automatic sleep stage classification. In: Proceedings
of the 2018 40th Annual International Conference of the IEEE Engineering in Medicine and
Biology Society (EMBC), Honolulu, HI,USA, 18-21 July 2018, pp. 453-456 (2018)

Phan, H., Andreotti, F., Cooray, N., Chen, O.Y., De Vos, M.: Automatic sleep stage classifi-
cation using single-channel EEG: learning sequential features with attention-based recurrent
neural networks. In: Proceedings of the 2018 40th Annual International Conference of the
IEEE Engineering in Medicine and Biology Society (EMBC), Honolulu, HI, USA, 18-21
July (2018)


https://doi.org/10.1016/j.bspc.2021.102455
https://doi.org/10.1016/j.ymeth.2022.03.013
https://doi.org/10.1016/j.ymeth.2021.02.014
https://doi.org/10.1016/j.neucom.2022.02.049
https://doi.org/10.1016/j.bspc.2021.103061

136

28.

29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

43.

44.

45.

S. K. Sahu et al.

Qureshi, S., Karrila, S., Vanichayobon, S.: GACNN SleepTuneNet: a genetic algorithm
designing the convolutional neural network architecture for optimal classification of sleep
stages from a single EEG channel. Turk. J. Electr. Eng. Comput. Sci. 27, 4203-4219 (2019)
Yildirm, O., Baloglu, U.B., Acharya, U.R.: A deep learning model for automated sleep stages
classification using PSG signals. Int. J. Environ. Res. Public Health 16, 599 (2019)
Michielli, N., Acharya, U.R., Molinari, F.: Cascaded LSTM recurrent neural network for
automated sleep stage classification using single-channel EEG signals. Comput. Biol. Med.
106, 71-81 (2019)

Mousavi, S., Afghah, F., Acharya, U.R.: SleepEEGNet: automated sleep stage scoring with
sequence to sequence deep learning approach. PLoS ONE 14, e0216456 (2019)

Seo, H., Back, S., Lee, S., Park, D., Kim, T., Lee, K.: Intra- and inter-epoch temporal context
network (IITNet) using sub-epoch features for automatic sleep scoring on raw singlechannel
EEG. Biomed. Signal Process. Control 61, 102037 (2020)

Zhang, X., et al.: Automated multi-model deep neural network for sleep stage scoring with
unfiltered clinical data. Sleep Breath. 24, 581-590 (2020)

Xu, M., Wang, X., Zhangt, X., Bin, G., Jia, Z., Chen, K.: Computation-efficient multi- model
deep neural network for sleep stage classification. In: Proceedings of the ASSE 2020: 2020
Asia Service Sciences and Software Engineering Conference, Nagoya, Japan, 13—-15 May
2020; Association for Computing Machinery: New York, NY, USA, pp. 1-8 (2020)

Zhu, T., Luo, W., Yu, F.: Convolution-and attention-based neural network for automated sleep
stage classification. Int. J. Environ. Res. Public Health 17, 4152 (2020)

Jadhav, P., Rajguru, G., Datta, D., Mukhopadhyay, S.: Automatic sleep stage classification
using time-frequency images of CWT and transfer learning using convolution neural network.
Biocybern. Biomed. Eng. 40, 494-504 (2020)

Fernandez-Blanco, E., Rivero, D., Pazos, A.: Convolutional neural networks for sleep stage
scoring on a two-channel EEG signal. Soft. Comput. 24, 4067-4079 (2019)

Sors, A., Bonnet, S., Mirek, S., Vercueil, L., Payen, J.-F.: A convolutional neural network
for sleep stage scoring from raw single-channel EEG. Biomed. Signal Process. Control 42,
107-114 (2018)

Zhang, L., Fabbri, D., Upender, R., Kent, D.T.: Automated sleep stage scoring of the Sleep
Heart Health Study using deep neural networks. Sleep 42(11), zsz159 (2019)

Li, Q., Li, Q.C., Liu, C., Shashikumar, S.P., Nemati, S., Clifford, G.D.: Deep learning in the
cross-time frequency domain for sleep staging from a single-lead electrocardiogram. Physiol.
Meas. 39, 124005 (2018)

Cui, Z., Zheng, X., Shao, X., Cui, L.: Automatic sleep stage classification based on
convolutional neural network and fine-grained segments. Complexity 2018, 1-13 (2018)
Biswal, S., et al.: SLEEPNET: Automated Sleep Staging System via Deep Learning. arXiv
2017. arXiv:1707.08262

Zhang, J., Wu, Y.: Complex-valued unsupervised convolutional neural networks for sleep
stage classification. Comput. Methods Programs Biomed. 164, 181-191 (2018)

Yuan, Y., et al.: A hybrid self-attention deep learning framework for multivariate sleep stage
classification. BMC Bioinform. 20, 1-10 (2019)

Zhang, J., Yao, R., Ge, W., Gao, J.: Orthogonal convolutional neural networks for automatic
sleep stage classification based on single-channel EEG. Comput. Methods Programs Biomed.
183, 105089 (2020)


http://arxiv.org/abs/1707.08262

q

Check for
updates

Network Security Threats Detection Methods
Based on Machine Learning Techniques

Bikash Kalita and Pankaj Kumar Deva Sarma®®

Department of Computer Science, Assam University, Silchar, Assam 788011, India
pankajgr@rediffmail.com

Abstract. The world is now interconnected to share information and resources in
a significant manner. The network must support its integrity and network security,
and it must be scalable to sustain its performance and capacity. The network system
is subjected to attack and due to the greater extent of applications, development
of technology, added users and IoT (Internet of Things), the network system is
vulnerable to different security threats. The network security threats are framed
and launched with highly effective techniques targeting the network resources.
The computer network system must be protected against any attack to save its
resource. Machine Learning techniques are preferably being used by researchers as
asolution to these problems. The development of machine learning shows effective
capabilities to analyse and detect, sometimes also to prevent network security
threats. In the last few years, various machine learning algorithms and applications
have been designed and experimented with network traffic analysis, including Data
Mining and Network-based techniques in the field of Data Science. In this work, we
have conducted a detailed analysis of various machine learning techniques. Some
Machine Learning approaches and related algorithms are reviewed in connection
with their applications to analyse and detect network threats and the prospective
solutions proposed in various research works.

Keywords: Machine Learning Techniques - Network Security - Threats -
Intrusion Detection System

1 Introduction

Along with the constant evolution of the internet, users are increasing rapidly. At present
all sectors of activity including banking, health, education, entertainment etc. are using
the internet for their routine uses. Due to different kinds of added users and technologies,
the volume of network traffic and the complexity of internet services continue to increase.
Also, the information that is carried out through the network system is vulnerable [1].
The computer network system requires prevention from threats and anomalous activities.
To solve the problems of detection and prevention of network security threats, many
researchers have explored it from different perspectives. Several methods are proposed to
solve these issues. Network security experts have developed throughout the years various
network security threats detection systems to shield information and other resources from
malicious activity [2].
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The kind of users and the protocols that are followed by the network packets are
not under specific control. Hence the error rate may increase day by day. There is no
exact rule to determine what packets can be considered as anomalous or normal. There
are many problems occurring on the internet. Network traffic detection, cyber security
threats detection, and fault management are significant problems on the internet. The
internet traffic needs to be monitored on a regular basis for improving security challenges
to support confidentiality and integrity. Use of Machine learning (ML) algorithms to
analyze the network traffic data are helpful in detecting and solving issues related to
network security.

Machine Learning Techniques is widely being used to prevent intrusion activity
and to improve system performances. Network intrusion is malicious activity, i.e., it
is an unauthorized act over the internet that accesses important data [3]. The network
security threats detection system is a remarkable prevention technique that is being used
to detect unauthorized intrusion in a computer network system. An intrusion detection
system allows to collect and analyse network data packets to detect and to respond to the
security threats of the network. Today’s cybercriminals are highly skilled to attack any
network system. So, it is essential to monitor network traffic to provide proper security on
network operations. Application of intrusion detection system can help in detecting and
analysing network traffic data patterns in order to detect and prevent network security
threats.

Network traffic analysis is mainly performed to detect data type, the data flow-
ing over a network, and the data source. Some machine mechanisms can be used in
finding malicious activity patterns and to identify criminal activities while it is occur-
ring. Increased network traffic demands new ways to detect intrusions, analyse malware
behaviour, discover data patterns, users’ behaviour and other security aspects. For this
purpose, many classification algorithms, such as Decision Tree (DT), Random Forest
(RF), Naive Bayes (NB), Support Vector Machine (SVM), Neural Network etc. can be
used. In these methods different log data are used as any activities performed during a
network security breach will mostly result in different log entries are recorded in one or
more log files.

The paper is organised as follows: Sect. 1 introduces the background knowledge of
some ML techniques that are widely used in the detection of network security threats,
giving also some background of the same. Section 2 reviews other related works, mainly
the application of machine learning techniques, illustrating how these techniques are
used in the analysis and detection of network security threats. Section 3 focuses on
datasets used by other researchers, pre-processing and selection of the data features.
Section 4 overviews machine learning techniques and their accuracy. Finally, Sect. 5
describes the outcomes of the review and related open issues.

1.1 Machine Learning Techniques

Machine learning is being used for traffic classification and is essential for the detection
of network security threats and resource management [4]. Some researchers used some
classic algorithms, while others used some hybrid techniques to detect and solve various
issues with high accuracy. Though there are different phases of the models and which vary
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depending on the models, these phases can be categorized into three primary components:
dataset, training the model, and testing.

Depending on the working principle of the model, the methodologies for net-
work security threats detection can be classified into three categories: Anomaly-based
Detection, Stateful Protocol Analysis and Signature-based Detection [5].

Different algorithms have different uses and working principles. The ML techniques
that are mostly used for network security threats detection system be can be catego-
rized into three categories. They are- Supervised Learning, Unsupervised Learning and
Reinforcement Learning. Out of all the learning algorithms, some supervised learning
algorithms namely SVM, DT, NB, KNN and RF algorithms are considered for this work
based on knowledge about some known datasets.

Supervised Learning

For a supervised machine learning algorithm, a set of known datasets, as well as known
results, are used to train the model to get reasonable predictions on new data. The model
learns from the labelled dataset by making a prediction on the dataset and generates
accurate results. Since the data are known or labelled, hence these algorithms have more
potential to give accurate results. In these algorithms, both classification and regression
techniques are used to develop a model.

Classification

The classification technique involves in predicting a class label. This technique takes
each instance of data to classify it into a different class. In network traffic analysis, the
classification technique is useful to categorize all traffic into normal or malicious traffic.
The limitation of the classification technique in the implementation on network traffic
analysis is in order to lessen the incidence of false positives and false negatives [6].

Regression

The regression technique involves in predicting a numerical label. This technique is use-
ful when the dependent and independent variables have a linear or non-linear relationship
between them, and the dependent variables have continuous values.

Some classification and regression techniques that are used by many researchers in
their works for network traffic analysis are —

a) Support vector machine (SVM): SVM algorithms are supervised ML algorithms
that are mostly used for analysis of data for classification and regression problems. How-
ever, SVM algorithms are mostly used in classification problems. This model designs
the training points in a high-dimensional feature space, and labels every point by its
class [7]. This algorithm is capable to handle both continuous and categorical variables.
Some used points in the classification of data are-

e Support Vector: Support vectors are the data points that are closest to the decision
plane.

e Hyper plane: This is the decision line or decision plane that segregates different data
points of different classes.

e Margin: This is the area between the decision lines on the support vectors.
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SVM classifies dataset by determining its support vectors from the training dataset
that determines the hyperplane. For this, a kernel function (e.g., linear, Gaussian, poly-
nomial, or sigmoid) can be used for the SVM in training the model. Other reasons for
using SVMs are speed and scalability. This algorithm can potentially run fast and can
learn on a large dataset containing more different patterns and is also capable to scale
better.

In [8] a SVM technique is proposed in which a generic mechanism was used to
fit the hyperplane using a kernel function. In the experiment, the dataset is partitioned
into two binary classes: normal traffic and anomalous traffic. Here, the objective was
to separate normal traffic and malicious traffic patterns. The training of the dataset had
been conducted using the RBF (radial bias function) kernel option and found 99.8%
accuracy in testing as a result.

b) Decision Tree (DT): This algorithm is a supervised ML algorithm. This algorithm
is broadly being used to resolve classification and regression problems analysis [9]. A
decision tree uses a divide-and-conquer strategy in implementation. In a DT, each node
is classified into two nodes, either as a Decision Node or a Leaf Node. This algorithm
makes a decision based on the Decision nodes and according to the specified conditions,
divide the node into sub-nodes., whereas the leaf nodes contain the results of those
decisions, which makes a tree-like hierarchical data structure. Each decision is made
based on the data features of the dataset.

¢) Naive Bayes (NB): This method of categorization uses the Bayesian theorem
as its foundation. The naive Bayes model is useful for very large data sets. It analyses
and defines the connections between each data feature in the dataset’s class.. “From the
computational results, it can derive a conditional probability of an attribute and the class.
In the classification process, the classifier must estimate the probabilities of the unknown
sample instance as a class by combining the prior knowledge with the actual value of
the unknown sample instance. Moreover, the classifier must estimate the probabilities
of the feature having a certain value.” [10].

In [11] it is stated that the NB technique is especially used when the dimensionality
of the input data is high. This technique is adequate for calculating every possible result
based on the given input. It can also be used to add new raw data at runtime which
may result in an improved probabilistic classifier. The general effectiveness of the Nave
Bayes technique is found to be 77.8% in that research work.

d) Random Forest (RF): This is an ensemble classifier that can be used for better
accuracy. It is a combination of many decision trees. Random forest is a better classifica-
tion algorithm other than traditional classification algorithms as it has a low classification
error [11].

Some advantages of Random Forest classifier are listed below.

I. The generated forests could be useful for future reference [1].
II. RF is accurate and can run efficiently on large data sets [12].
III. In this classifier, variable importance is automatically generated [11]

e) K-Nearest Neighbor (KNN): Kneighbors is a supervised ML algorithm, Fix and
Hodges first used the word in 1951 [13]. The model’s output is produced by calculating
k, after which it can choose the closest observations by using the Euclidean Distance
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notion. Non-parametric classifier, this approach makes no assumptions on the dataset
[14]. The KNN classifier has the following benefits [15]:

a) KNN is very effective and useful on a very large dataset.
b) It repeatedly evolves over the time and adapts to any new environment.
¢) Easy for implementation on a multi-class problem.

2 C(lassification of Network Security Threats

The basic dimension for classifying network security threats is the goal of cyber threats.
The goal of the threats falls into one of the following categories [16].

Stealing information: this kind of activity is usually performed by spyware.

e Monitoring users’ information: this type of action is generally performed by mobile

malware.
Taking control of the system: this kind of attack is usually done by rootkit, trojan and
botnet [17].

Another dimension for classifying a cyber threat is the threat vector which implies

the vulnerability detected by an intruder to hack the system to perform its malicious
activity. Cyber threat vectors can be seen on mainly three different layers: application,
network and hardware. [2] Some common cyber security threats are-

Black Hole Attacks: Black holes in a network are areas where malevolent nodes
trash network traffic without alerting the originator that the packet did not arrive at
its intended destination.Every node between the source and destination is a possible
blackhole attacker, regardless of the mobile routing protocol [18].

Gray Hole Attacks: A gray hole is a network attack where a compromised network
element selectively drops or modifies network packets [19]. Unlike a black hole
that drops all packets, a gray hole attack selectively chooses which packets to drop
or manipulate. Communication breakdowns, data corruption, or even unauthorised
access, depending on the situation, may result.

Brute Force Attack: It is a trial-and-error method used by hackers to obtain pass-
words, encryption keys, or sensitive information. The attacker systematically tries all
possible combinations until the correct one is found [20]. For example, in the case
of password cracking, an attacker attempts different combinations of characters until
they discover the correct password.

Denial of Service (DoS) Attack: By flooding a network, system, or service with
unauthorised requests or by taking advantage of weaknesses, a DoS attack seeks to
make it unavailable to its intended users to exhaust its resources [21]. This can result
in a loss of service, downtime, or performance degradation.

Machine learning techniques are highly relevant in the analysis and detection of

network security threats. Machine learning techniques are broadly used in finding
unforeseen threats and malicious activity created by malicious software [22, 23].

The dataset used for our experiment, NSL-KDD, consists mostly of four types of

attacks. [24].

DoS: An attacker attempts to stop authorised users from using a service.



142 B. Kalita and P. K. D. Sarma

e Remote to Local (R2L): The attacker attempts to get access even if they do not have
a user account on the victim’s machine.

e User to Root (U2R): The attacker attempts to achieve super user privileges while
having local access to the target computer.

e Probe: An attacker uses this technique to learn more about the target host.

Despite the fact that there are many different attack types, our primary attention will
be on the detection of DoS, Probe, U2R, and R2L attacks and how the models perform
in terms of accuracy, precision, recall, and f-measure.

3 Related Works

Network Traffic Analysis analyses the communication patterns to detect network traf-
fic and security breaches, resource requirements and management, and other different
problems. For a better understanding of these problems and solutions to these, to find
the trends and the steps to perform network traffic classification, several related works
of literature are reviewed.

Network traffic analysis using machine learning started being used since 2005, Even
though, several problems are occurring due to the network traffic evolution and scalability
[24].

A generic DoS detection model that makes use of the biologically inspired Random
Neural Network and numerous Bayesian classifiers has been suggested [4]. Their study
investigated the proper detection, missed detection, and false alarm rates for a technique
for diverse input data in a big test network. They chose different statistical features
which are “bitrate, increase in bitrate, entropy, Hurst parameter, delay and delay rate”
[4]. After selecting the input features, they computed likelihood ratios and they were
first-level judgements, and later they were merged with averaging or with RNNs.

A new hybrid model by combining the Covariation Orthogonal (CO) and Acrtificial
Neural Networks (ANNs) was proposed [25] to classify the bursty and self-similar data
pattern. In their study, the CO method gave a very good accuracy in the prediction
implemented on real traffic traces.

In [26] it is proposed that “an IoT device can be accurately identified based on char-
acteristics of the network traffic it generates. Machine Learning Approach can be used
to automatically and accurately recognise connections of IoT devices to an enterprise’s
computer network, and thus mitigate violations of operational policies.

In a work [27] Stated that Machine learning could be used in different areas of cyber
security to provide analytical approaches to detect and respond to an attack. It can also
enhance safety operations. Intrusion detection is usually achieved using a model devel-
oped by analysing big data sets of security events and identifying the pattern of malicious
activities. As a result, when similar activities are detected, they are automatically dealt
with. Another mechanism, i.e. Network-based defence method, protects the network
by attempting to reduce the risk of attacks by providing an additional layer of security
because each layer has established policies and controls in place to define users who are
authorised to access the network. As a first step, a framework was developed to collect
data and filter traffic. This basis then uses ML techniques in defence against attacks. The
results can help in determining the probability and impact of the attack in relation to a
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specific network area. Therefore, it can help different organisations to reduce the risk of
victim exposure.

A machine learning model running in Real-time [28] was experimented with to detect
malicious data flow traffic based on the ISOT-CID dataset. They extracted six features
of the dataset to implement the machine learning techniques. They used six models i.e.
Decision Tree, K-nearest Neighbor, Support Vector Machine, Artificial Neural Network,
Random Forest and Naive Bayes. But out of those, Decision Tree and Random Forest
have given optimal accuracy (100%) results when evaluated by cross-validation and split-
validation methods. There are some limitations in the model that Intrusion Detection
System for computer networks was a little bit slow, this can be very fast to deploy in
real-time to extract the communication traffic characteristics and to give its response
in real-time. And the deployment of this model in real networks will affect the speed
required.

The paper [1] compared the performances of three machine learning models to
detect security threats. They used frequently used and benchmark datasets to analyse
results in terms of accuracy, precision and recall. They came to the conclusion that
for every cyber security threat detection, a particular machine learning technique can
not be implemented. Different machine learning techniques are being used for different
categories of cyber threats.

In [5] stated that each machine learning model has its advantages and limitations, so
everyone must be cautious while selecting the approaches. The pattern-based intrusion
detection system is very effective to inspect known attacks, which could hardly detect
unknown attacks. Rule-based approaches are good in detecting unknown attacks but still
have some limitations in creating and updating the knowledge for a particular attack. So,
a comprehensive review of the intrusion detection system and application requirements
could help for better practical usage.

[23] propose a model that uses a correlation-based feature selection method. The
model shows better accuracy in classifying R2L (Remote-to-Local) and U2R (User-to-
Root) attacks than DoS (Denial of Service) and Probe attack. [S0] proposed a system to
detect the malicious behavior of nodes by intrusion detection system with fuzzy logic
technique and also to identify the type of attacks. The system is robust enough to detect
attacks such as black hole attacks and gray hole attacks and is also able to prevent those
kinds of attacks by using efficient node blocking mechanism such that the proposed
system provides a secure communication between nodes.

[20] propose a new mechanism for mitigating the impact of smart gray hole attacks.
Utilising the NS-2.35 simulator, the efficacy of the mechanism is validated. The simula-
tion findings demonstrate that, when subjected to a smart grey hole attack, the suggested
method outperforms the current scheme marginally.

4 Working Process

The working of machine learning model for analysis and detection of network secu-
rity threats can be categorised into four parts: Collection of data, Feature selection,
Analysing the data, and the last part is results and response. Figure 1 shows the pictorial
representation of the working process.
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Fig. 1. Steps involved in the analysis and detection of network security threats.

5 Dataset

In-network traffic analysis, to evaluate the effectiveness of the model, different
researchers used different data sets from different sources in recent years. Some impor-
tant data sets that are being used by researchers for network traffic analysis are DARPA,
KDD cup, Wireshark software, peer-peer Bit Torrent, UNSW-NB15, from the internet
service provider etc. Some datasets and their sources are stated below in table 1-

The “NSL KDD” is a benchmark dataset for the detection of network security threats.
The NSL-KDD dataset is the improved version of the KDD’99 dataset. The benefits of
the NSL-KDD dataset over KDD’99 [13] are —

I. It excluded redundant data so that the model will not be biased for frequent records
in the training phase.
II. It also excluded duplicate records, so that the performance of the model will not be
biased for the methods which have better results on the repeated records.
III. It has a reasonable number of records in both the train and test datasets, which may
expect a better result instead of selecting a small portion randomly.
IV. The records selected from each difficulty level group are inversely proportional to
their percentage of the original KDD dataset, which helps in the accurate evaluation
of the models [14].
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Table 1. Different datasets used in developing network security threats detection systems and
their sources.

SINo | Dataset Source
1 DARPA 1998 https://www.ll.mit.edu/r-d/datasets/1998-
darpa-intrusion-detection-evaluation-dat
aset [7]
2 KDD cup https://www.kaggle.com/datasets/galaxyh/
kdd-cup-1999-data?select=corrected.gz [8]
3 CIC-IDS2017 (Intrusion Detection https://www.unb.ca/cic/datasets/ids-2017.
Evaluation Dataset) html [9]
4 LEDBAT+BitTorrent Dataset https://nonsns.github.io/dataset/ledbat+bit
torrent/ [10]
5 UNSW-NB15 https://research.unsw.edu.au/projects/
unsw-nb15-dataset [11]
6 CSE-CIC-IDS 2018 (A collaborative https://www.unb.ca/cic/datasets/ids-2018.
project between the Communications html [1]
Security Establishment (CSE) & the
Canadian Institute for Cybersecurity
(CIC))
7 ADFA IDS Datasets https://research.unsw.edu.au/projects/adfa-
ids-datasets [12]

6 Normalization

Normalization is a useful scaling technique in Machine Learning applications which can
be applied during data preparation to change the faulty values of numeric columns in
the dataset to use a common scale [15]. It is not compulsory to use every dataset in a
model. It is generally used only when features of datasets for machine learning models
have different ranges. Normalization of a data set can be done with help of the following
formula [16].

Z — miny

)=
maxa — ming

Where Z/ = Value of Normalization
maxy, = Maximum value of a feature

ming = Minimum value of a feature

7 Feature Selection

In network traffic analysis, feature selection of the dataset plays a major role to improve
accuracy for anomaly detection. Removing redundant and irrelevant features and adopt-
ing easily derivable and low-cost observations help in improving the performance. Using
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the filter method which uses statistical approaches for providing a ranking to the features,
which is very useful for the selection of features of the datasets for the experiments.

Features in the NSL-KDD dataset are classified into three categories according to
their relevance for anomaly detection: Negligible, low contribution and strong contribu-
tion [17]. Table 2 shows features with high relevance, Table 3 shows features with low
relevance, and Table 4 shows features with minimal significance.

Table 2. A table with strong contribution (high relevance) features.

D TYPES/SCALE FEATURE GROUP
3 nominal Service Basic
f4 nominal Flag Basic
fo6 integer dst_bytes Basic
8 integer wrong_fragment Basic
23 integer Count Traffic
25 Real serror_rate Traffic
26 Real Srv_serror_rate Traffic
28 Real Srv_rerror_rate Traffic
29 Real same_srv_rate Traffic
32 integer dst-host_count Traffic
£33 integer dst_host_srv_count Traffic
34 Real dst_host_same_srv_rate Traffic
35 Real dst_host_diff_srv_rate Traffic
38 Real dst_host_serror_rate Traffic
£39 Real dst_host_srv_serror_rate Traffic
f40 Real dst_host_rerror_rate Traffic

A brief explanation of the relevance of the data features [18] is given below:

Land: The land attack can be identified by considering land features. In this type
of attack, the attacker sends a spoofed SYN packet where the source and destination
addresses are the same. If the land value in the data feature is 1, it can be considered as
a land attack.

Wrong Fragment: The feature ‘Wrong Fragment’ provides some clues about mal-
formed IP packets if it has a sum of bad checksum. Here, the attacker sends fragment
packets in which the subsequent packets overlap with each other. Hence it is important
to detect such a kind of attack.

Service, Duration, dst_host_same_srv_rate,same_srv_rate: These features are most
important to detect smurf like Denial of Service (DoS) attack where the attacker sends
a very large number of Internet Control Message Protocol (ICMP) echo messages to
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Table 3. A table with low contribution (low relevance) features:
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ID TYPES/SCALE FEATURE GROUP
f2 nominal protocol_type Basic
5 integer src_bytes Basic
7 binary Land Basic
f10 integer Hot Content
f12 binary logged_in Content
f13 integer num_compromised Content
f14 binary root_shell Content
f15 binary su_attempted Content
f17 integer num_file_creations Content
f18 integer num_shells Content
22 binary is_guest_login Content
27 Real rerror_rate Traffic
f41 Real dst_host_srv_rerror_rate Traffic
Table 4. A table with negligible/ no relevance features:
ID TYPES/SCALE FEATURE GROUP
fl Integer Duration basic
f9 Integer Urgent basic
f11 Integer num_failed_logins content
f16 Integer num_root content
f19 Integer num_access_files content
20 Integer num_outbounds_cmds content
21 Binary is_hot_login content
30 Real diff_srv_rate traffic
31 Real srv_diff_host_rate traffic
36 Real dst_host_same_src_port_rate traffic
37 Real dst_host_srv_diff host_rate traffic

a broadcast IP address with the source address of the spoofed address of victim’s IP
address. So this kind of attack can be detected by considering the features such as
‘service’, ‘duration’, ‘dst_host_same_srv_rate’ and ‘same_srv_rate’ (used to determine
the percentage of connections) that are used to find the total number of ICMP echo
packet sent to a particular machine within a limited duration.
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Dst_bytes, Flag: These features are most useful to detect Ping of Death like Denial of
Service (DoS) attacks where the attacker sends IP packets larger than 65,536 bytes that
are allowed by the IP protocol. This attack can be detected by considering dst_bytes and
flagging those packets.

Dst_host_same_srv_rate: ‘Dst_host_same_srv_rate’ Feature (used to find the connec-
tions to the same service) and ‘flag’ (represents connection status) are useful to examine
the total number of ping messages during a short period of time. These ping packets
are sent by an ipsweep attack to check which hosts are listening. If any host replies, the
reply reveals the target’s IP address.

Dst_host_diff_srv_rate: ‘dst_host_diff_srv_rate’ is important to detect synchronised
(SYN) scan types of attacks. These attacks can be detected by checking large half-open
connections that use ‘flag’ and ‘dst_host_diff_srv_rate’ (used to find the percentage of
connections to different ports and the same destination IP).

However, the features presented here are not sufficient to consider to detect any
attack, but a few features such as ‘num_compromised’, ‘num_file_creations’, ‘Ser-
vice’, ‘Count’, ‘dst-host_count’, ‘dst_host_srv_count’, ‘num_failed_logins” provides
sufficient information to indicate about abnormal behaviour of the traffic.

8 Results and Discussion

For evaluation of the models, some performance metrics [36] that are popularly used have
also been defined below. Metric is a performance evaluation method of ML algorithms
towards a specific dataset. It provides a better way to compare, to determine which model
performed better.

TP: The proposed model identifies an attack instance as an attack.

FP: The suggested model classifies an ordinary case as an attack.

FN: According to the suggested model, an attack incident is categorised as normal.

TN: The proposed model classifies a normal occurrence as normal.

ACCURACY: Accuracy is the most used metric. It is the ratio of correctly predicted
output compared to total observed output. Accuracy is evaluated as

TP + TN
Accuracy =
TN +~TP + FP + FN
PRECISION: It can be defined from the confusion matrix as
.. P
Precision = ——
FP + TP
RECALL: Recall is defined as
TP
Recall = ——
TP + FN

F-MEASURE: f-measure can be explained as

2 x recall * precision

recall + precision
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On various datasets, several machine learning models have been applied to assess
their efficacy. Based on the literature analysis, the effectiveness of different machine
learning methods on the NSL-KDD dataset and its parent dataset KDDcup99 is shown

in Table 5.

Table 5. Summary of the implementation of various machine learning techniques done by other
researchers and its accuracy.

Model Dataset Cyber Threat | Accuracy (%) |Published Year | Reference
Decision Tree KDDCup99 | DoS 91.5 2021 [19]
(DT R2L 93.6
U2R 97.61
Probe 99.88
99.50 2015 [20]
NSL-KDD | DDoS 99.80 2022 [21]
Intrusion 93.40 2019 [22]
90.30 2017 [23]
Support Vector | KDDCup99 | DoS 97.2 2021 [19]
Machine (SVM) R2L 93.56
U2R 98.64
Probe 99.82
98.11 2015 [20]
NSL-KDD | DDoS 89.18 2022 [21]
Naive Bayes KDDCup99 | DoS 90.06 2021 [19]
(NB) R2L 95.26
U2R 98.67
Probe 99.11
93.89 2015 [20]
NSL-KDD | DDoS 92.12 2022 [21]
Random Forest | KDDCup99 | DoS 99.99 2021 [19]
(RF) R2L 94.44
U2R 98.51
Probe 99.90
85.06 2015 [20]
NSL-KDD | DDoS 99.97 2022 [21]
Logistic KDDCup99 | DoS 92.44 2021 [19]
Regression

(continued)
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Table 5. (continued)

Model Dataset Cyber Threat | Accuracy (%) | Published Year | Reference

R2L 99.98
U2R 98.68
Probe 99.89

K-Nearest KDDCup99 | DoS 94.2 2021 [19]
Neighbor (KNN) R2L 98.97
U2R 98.61
Probe 99.90

91.73 2015 [20]

NSL-KDD | DDoS 98.57 2022 [21]

To assess how well the aforementioned literary work performed, we implemented
some of them algorithms for classification like DT, KNN, SVM, NB, and RF classifiers.
The algorithms are implemented on the NSL KDD data set. It has 42 features and
1,48,517 instances and the results are mapped into five main classes, i.e., DoS attack,
Probe, U2R, R2L and normal. The work has four steps: data collection, preprocessing,
classification and evaluation.

In the first step of the model i.e., in the data collection phase, the dataset “NSL KDD”
has been collected from Kaggle which is available for free. In the data preprocessing
phase, the data features are mapped and selected using the Random Forest algorithm. In
the classification step, DT, NB, SVM, KNN and RF classifiers are used. The dataset is
divided into two sets, one is the training set and another one is the test set using the 80-20
rule. In the evaluation step, the metrics like accuracy, precision, recall and f-measure are
used to analyze the performance of the models. The models were implemented on Jupiter
Notebook using Python. Table 6 displays the classification outcomes of the proposed
machine learning models, and Fig. 2 is the graphical representation.

In Table 7, and Fig. 3 which is a graphical depiction of Table 7, we compare how
the suggested model outperforms certain previous studies.

After analysis of the models, it can be concluded that the RF model got the highest
accuracy to detect security threats, and the Decision Tree model also has a good accuracy
among them. But the models that detect security threats should be trained continuously
due to rapid changes in the types and features of network attacks.

Our experimental results are displayed in Fig. 3. The above results show that the
RF, DT and Logistic Regression algorithms yield better accuracy than NB and SVM
algorithms. In our experiment also, the Random Forest algorithm has better accuracy.
From our experimental results and other literature that has been surveyed, it is observed
that Random Forest and Decision Tree algorithm gives better results for classifying
network security threats.

Some issues that have been identified after the literature review are discussed below-
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Table 6. Performance evaluation of the suggested model.

Model Results DoS Probe R2L U2R
Random Forest Accuracy 99.82 99.63 98.05 99.74
Precision 99.89 99.62 97.58 96.16
Recall 99.67 99.35 97.09 85.21

F-measure 99.83 99.42 96.97 90.78
Support Vector Machine (SVM) Accuracy 99.37 98.45 96.79 99.63
Precision 99.11 96.91 94.85 91.06

Recall 99.45 98.37 96.26 8291
F-measure 99.28 97.61 95.53 84.87
K-Nearest Neighbors (KNN) Accuracy 99.72 99.08 96.74 99.70
Precision 99.68 98.61 95.31 93.14
Recall 99.67 98.51 95.49 85.07
F-measure 99.67 98.55 95.39 87.83
Decision Tree Accuracy 99.64 99.61 97.90 99.67
Precision 99.47 99.37 97.19 88.53
Recall 99.68 99.31 96.90 91.70
F-measure 99.60 99.25 96.96 90.11
Naive Bayes Accuracy 86.73 97.99 93.56 97.26
Precision 98.82 97.32 89.10 60.16
Recall 70.31 96.05 95.51 97.91

F-measure 82.15 96.65 91.62 66.09

I. Lack of a standard and updated benchmark dataset: To analyse the performance of
the in the realm of machine learning, sophisticated ML models for network security
threat detection and for better accuracy of any ML model, the dataset must have
representative information and the latest content. The available datasets contain very
less diversity and advanced attacks and contain null values [24].

II. Lack of appropriate ML algorithms:

Most of the problems in the detection of network security threats are lack of sufficient
data. Hence it can be considered that the ensemble of both supervised and unsupervised
machine learning techniques may be a better solution to get better performance [24].
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Fig. 2. An summary of different ML techniques that have been compared.

Table 7. An overview of the comparison of proposed model with some others’ works.

Model Accuracy in Accuracy in [43] | Accuracy in [44] | Accuracy in [45]
proposed model

Decision Tree | 99.64 93 X 81.05

Naive Bayes 96.82 91 83.63 X

Support Vector | 99.55 X 98.23 83.09

Machine

K-Nearest 99.53 X 95.13 94.17

Neighbor

Random Forest | 99.81 94 99.81 99.0
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Fig. 3. The graphical representation of the comparison of proposed model with some others’
works.

9 Conclusion

Here a comprehensive review of works of literature has been undertaken in the area of
ML techniques used in the analysis and detection of network security threats. Different
approaches are used to detect network security threats and to improve system perfor-
mance and security. Today’s cybercriminals are highly skilled to attack any organization
and adapt new techniques every day to access network resources, and many new pro-
tocols and IoT are being added to the network system leading the system to be more
complex. So improved network security techniques are still required to improve secu-
rity management. We have reviewed the literature on various supervised ML techniques
used to identify cyber security concerns in this work. Recent ML tools and methods
are focused and solutions to the different categories of cyber threats are discussed and
summarized. This work would provide insight into the topic to the new researchers.
The following can be used as an overview of the area’s potential for future research:

e Comparison of performance of classification and cyber threats detection methods for
detection of network security threats.
Studying other types of attacks available in today’s computer networks.
Application of several ML and Deep Learning (DL) methods for the detection of
cyber security threats.

e Developing a high-performance ML and DL model for analysing a large amount of
network traffic data.
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Abstract. Inrecent years, the data center network has improved its rapid exchang-
ing abilities. Software Defined Network (SDN) architecture adds functionality to
the node globally by means of separation of the control and data plane. Switches
and routers are network devices that are inflexible to deal with different loads
of traffic in a network and experience limitations on routing and load balancing.
Data centers are utilized whenever high user traffic is encountered. Network oper-
ators manage the network by controlling the traffic and providing optimal resource
allocation strategies to their applications. A path optimization algorithm is pro-
posed to increase the performance of SDN. The proposed model’s efficiency is
demonstrated and simulated.

Keywords: Datacenter Networks - SDN - Traffic Management - Path
optimization - Load balancing

1 Introduction

A tremendous increase in cloud computing and big data technologies has impacted a
higher demand for scaling the data center networks toward communication and manage-
ment capabilities [1]. Yet many techniques have been arising to enhance the performance
of Data Center Networks (DCNs). Managing and Configuring Computer networks are
dynamic and complex [2]. The key role is played by the network Operator who is respon-
sible for the configuration of the Network [3] with a huge number of switches, routers,
and many firewalls [4]. The Networks today provide more automated mechanisms with
wide scope [5]. The entire network is monitored by the controller of the control plane.
The control plane provides control logic for the proper network functioning and it acts as
abrain [6, 7] of the network. The SDN can integrate with the applications of big data, pro-
vide some of the services of data center, and to an extend it can support rich multimedia
content [8]. Contrary to traditional methods, SDN adds an open interface layer that runs
on hardware, between packet forwarding hardware and the network operating system
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[9]. As today’s data centers require different needs, SDN network administration brings
in a more dynamic approach to adjust the network-wide traffic flow [10]. Open Flow
protocol (OF) is one of the standardized protocols used for network communication in
SDN architectures [11]. It has been proposed a framework in software-defined and load-
balanced data center, where a huge variety of trials were accomplished for the function
evaluation [12]. Moreover, this proposed method is assessed with major data centers. In
this, the OpenFlow (OF) [13] controllers and switches are executed using floodlight and
OVS [14, 15]. The outcome shows that the average delay and consumption of resources
are enhanced [16] Gleaned from SDN technology, they proposed a novel method which
is a Top-Down Parsing Language (TPDL) based method [17, 18], and look forward to
functioning on various topologies. A* algorithm is used for the path selections to speed
up, whereas distance formulas are the heuristic functions. The outcome shows that the
proposed method outperforms in calculating the routing rendition and error forbearance
[19]. To overcome some issues in the network a novel hybrid algorithm called Genetic
Algorithm and Ant Colony Optimization (G-ACO) algorithm was proposed. It finds the
ideal path for the large flow of overcrowding links and also redirects that [20]. Many
trials were carried out to test this Method and the outcome shows that this method min-
imizes the link utilization and enhances the bandwidth [21, 22] Various methods are
proposed for load balancing using an open daylight controller and Ryu controller with
ant colony optimization algorithm. Since the bandwidth performance of the Open Net-
work Operating System (ONOS) controller is better than these controllers [23]. Local
optimization is the major issue in the ACO algorithm. It is not fully solved and that
leads to poor network performance and secondary collision on large flows [24]. SDN is
a software-based approach that controls and monitors the network by designing, build-
ing, and managing the network. The control plane is separated from the data plane and
is an abstraction through which a single control plane can manage several data planes.
Control planes are software-based system that decides in which path the packet should
be transmitted while a data plane is a packet forwarder that forwards those packets in that
desired path [16]. The SDN network administrators can easily manage the services in the
network from a centralized location without manually configuring the route or a switch.
The concept of centralizing the control plane is by allowing the forward decision to be
merged globally across the SDN domain rather than at each Hop [25]. In SDN too many
relationships exist to control and manage a thousand devices with a single command. It
enables centralized management of networking devices. Since administrators can adjust
the network-wide traffic flow dynamically to satisfy every service, SDN architecture is
agile. The most awesome thing about SDN is an abstraction, the centralized controller
abstracts the Network so any changes to be made can be done in one location that is,
a controller [26]. The SDN based controller aids the benefits like scalability, efficiency
and flexibility by means of automation of networking devices.
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2 Material and Method

2.1 SDN Architecture

The SDN architecture of any controller comprises various components, and a few of
the fundamental features that exist in the controllers irrespective of the vendors are
CPU, RAM, Storage, Networking (Infrastructure layer), topology and device manager
(Control layer), and Java, Python API (Application layer) [27].

Network Devices. They can be either physical or virtual. The primary function is
forwarding in the network. Here the network devices have a data plane only.

SDN Controller. The network environment of SDN is functioning intelligently with
the support of a logical component is called the SDN controller. Apart from that it also
establishes an effective communication between the networking devices involved in the
environment.

Application and Services. A software application known as an SDN application is
created to carry out activities in an SDN environment [13].

Southbound Interface. It is an OpenFlow protocol specification that enables the
communication between the network component and lower-level details.

Northbound Interface. The network program that is fetching the service from the
interface for allowing the components to communicate with higher-level features.

Network Operating System. The network service provider builds a carrier-grade SDN
to enhance high scalability, availability, and performance in the network based on service
providers’ requirements [22].

2.2 Planes in SDN Architecture

Forwarding plane
Control plane
Operational plane
Management plane
Application plane

Forwarding Plane/Data Plane. Using the instructions given by the control plane, it is
in charge of forwarding the data packets. Packet dumping, packet modifying, and packet
forwarding are the three fundamental responsibilities of forwarding planes [28].

Control Plane. Packet forwarding and sending commands to the network are carried
out by the control plane. The objective is to construct the infrastructure layer’s flow table
based on the topology.

Operational Plane. The status of the networking device is managed by the operational
plane.

Management Plane. The management plane is liable for configuring, monitoring and
maintenance of network devices. It is also make decision about the state of the network.
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Application Plane. The applications are basically programs that instructs the controller
to perform specific functions like network virtualization, controlling the data flow and
monitoring the network.

2.3 Layers in SDN Architecture

e Infrastructure layer
e Control layer
e Application layer

Infrastructure Layer. The processing and forwarding of data packets are carried out
by the infrastructure layer [29].

Control Layer. The SDN has the intelligence by means of keeping the control planes
that is used to control the network infrastructure. The various networking information
is created, fetched and maintained.

Application Layer. It is an open area to develop as much innovation as possible by
leveraging network information. It enables the user to use the network services.

3 Proposed Method

The Proposed methodology, G-ACO is explained along with the limitations of the
previous Method ACO.

3.1 LB with ACO

Ant leaves pheromone when it travels in a route searching for food, and other ants
follow the pheromone trail. Through these, ants can figure out the shortest path. ACO
Algorithm used in networks, the ants are assumed as data packets, the way is simulated
using network topology, and the pheromone is used to find the optimal path [16, 24].
The probability to select switch j by an ant k, sitting at the place i given by Eq. (1).

1% B
Pl{cj _ [ i ] [nu]a 3 ,j € allowed), (1)
Zaeallowedk [Ti'] [nij]
Pl]fj = O|otherwise, j € allowed 2

The Regulating factors for Tj; are o and B, respectively. The pheromone values
between each pair of switches are represented as Tj;. The Distance between buttons is
defined as dj;, and the clear path is measured using the formula dl,, allowedy, and k is
the number of switches that have not been visited yet [25]. The pheromones are updated
so that the shorter path gets a more intense pheromone than the longer path, and the
updated pheromone is calculated using Eq. (2). The emulator and Ryu controller for
enhanced Efficiency [28]. Ryu controller is used in managing the OF protocol, which is
a southbound protocol [29].
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3.2 Initial Population

The integral numbers are used in the path-searching function. The number of paths
formed is exactly equal to the total number of ants. The packet’s code is generated based
on the switches that have been approached by a packet where the packets are assumed
as ants. For example, the switches closed are S9, S5, S1, S3, and S7 then, the packet
code is (9,5,1,3,7), and it is valid for that iteration.

3.3 Fitness Function

The factors deciding fitness functions are path length, energy consumption for sending
and receiving a packet, and network energy [30]. In Our methodology, the path length
is taken for the fitness function.

F(p) =W x 1(p) 3)

The length-weight and path length is represented by W and 1(p), respectively, as
shown in Eq. (3). The smallest value of the fitness function is chosen later.

3.4 Selection

In every iteration, the code of the path can be obtained. The Weight is obtained from
previous steps, and the optimal value is passed on to the next iteration. By doing this
process for each iteration, the optimal path can be obtained.

3.5 Crossover

The algorithm 1 explains the crossover method that is used to create more paths and then
finds optimal and sub-optimal paths. Let’s consider B1 and B2 as two parents.

B1=(2,3/4,5,6|7,8,9) B2= (5,2|9,6,3|8,4,7)

The offspring by crossover operation, bl= (**|4,5,6/**%*)
b2= (*%]9,6,3|***)

b1=(2,9/4,5,6/3,8,7)

b2=(2,4/9,6,3|5,7,8)

let’s take B1 = optimal path and B2 = sub-optimal path.

ALGORITHM 1: CROSSOVER Algorithm

1. Let's take Bl is (al, bl, cl) and path B2 is
(a2,b2,c2)

2. Crossover: bl and b2

New path B3 :(al, b2, bl, cl)

4. Delete the duplicate switch, and the new path B3 is
determined.

5. In the same crossover operation, path B3 is formed.

6. FF (Bl, B2, B3, B4) and selected the optimal path.

w
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3.6 Mutation

The algorithm 2 explains the mutation from which the predefined values are taken. Let’s
take two paths for mutation operation.

hl = (2,93,8,5/7,6,4)

After the process, 9 and 5 get changed, hl is changed as h’ = (2,513,8,917,6,4).

ALGORITHM 2: MUTATION Algorithm

1. M: frequency (simulation part, number of switches
from the optimal path)

2. Random numbers ml and m2 (m2<ml<A)

Exchange operation m2 and ml in hl gives

4. Fitness (hl, h') and select a smaller one

w

The algorithm 3 explains the load balancing with the G-ACO algorithm.

ALGORITHM 3: LB with G-ACO

If k<=A go to step 3, or else continue to proceed GA;
Get the FF value and if it satisfies the rule, end
the process. Otherwise, proceed from step 1.

1. Mc+=1; the number of iterations

2. Yk=1;

3. Yk: switch selection and updation of pheromone.
4. K+1

5.

6.

The packets get easily transmitted through the optimal path after the G-ACO
algorithm.

4 Experimental Analysis

Ryu controller and Mininet are utilized for the controller and switches setup. The Ryu
controller provides routing with more flexibility and increases the network’s agility.
The advantage of Ryu is that, it is an open SDN controller which provides software
components and a clear API. The developers can easily design the applications required
for the network management and control. Also, it helps to achieve maximum network
agility. The developers can easily tweak the existing components or create new ones
to guarantee the underlying Network with this strategy, which helps companies adapt
deployments to fit particular needs. The Ryu controller interacts with the forwarding
plane using OpenFlow or other protocols to change the traffic flow on the network.

For more adaptable custom routing and SDN, the switches enable OpenFlow. A
less expensive and simple testbed for creating OpenFlow applications is provided by
Mininet. Additionally, the more complicated topology can be tested even without the
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physical network, making it possible to create networks and conduct experiments using
an extendable Python API. Fat tree topology is used in this Method which is the most
commonly used topology. The Sample topology is given in Fig. 1, where CO: Controller
S1- S4: Switches and h1- h5: Hosts.

Fig. 1. Sample topology

The Sample topology configuration is given in Fig. 2.

dell@dell-Vostro-15-3568: ~

File Edit View Search Terminal Help

dell@dell-Vostro-15-3568:~5 sudo ~/mininet/examples/miniedit.py
[sudo] password for dell:

topo=none

Getting Hosts and Switches.
Getting controller selection:ref
Getting Links.

»#»» Cconfiguring hosts

hi hS h4a h2 h3

waww Starting 1 controllers
<o

##s* Starting 4 swiltches

s3 s4 s2 s1

No NetFlow targets specificed.
No sFlow targets specified.
w#* stopping 1 controllers
co

w** Stopping 11 links

wes* sStopping 4 switches
s3 s4 s2 s1

w»* Stopping S hosts
hi hS ha h2 h3

(*** Done

Fig. 2. Sample topology Configuration

The Fat tree topology configuration is given below in Fig. 3.

In the proposed G-ACO method, the ant selects the path based on two main param-
eters such as a and B. The o regulates the pheromone dependency. The f maximizes the
possibility of finding the following random way for the ant. To find out a proper value
for the o and B, the simulations were accomplished.

In this method, the major parameter is the quantity of ants(A) in numbers. When
this parameter is very few, the entire network search will be minimized, leading to a
local optimum. In the case of very large, it might provide a path by random selection.
Thus a = 1, B = 2, m = 8, p = 0.4 are the parameter values whereas the mutation
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File Edit View Search
packet :
packet 2 ile Edit View Search Terminal Tabs Help

SRE TSI - -
packet sts:

packet 3 heoa hoos heo6 heo7 hoos heeo ho1e hei1l hoi2 hei3 heia heis hois

packet 3 H ** Adding switches:

packet : 1001 $1002 51003 51004 $2001 52002 $2003 $2004 $2005 S2006 $2007 $2008 $3001 S3
packet 154 02 53003 53004 53005 53006 $3007 $3008

packet ** Adding links

packet 2 S ) (51001, $2003) (51001, $2005) (51001, 52007) ($1002, $2001) (5100
packet 2 21 , S2005) (s1002, s52007) (51003, s2002) (s1003, 004) (s1003, s2
packet 2 08) (51004, 52002) (51004, 52004) (51004, $200 51004, 52008)

packet a:33:a H s , $3001) (52001, s3002) (52002, s3001) (52002, $3002) (52003, $3003) (5200

dell@dell-Vostro-15-3568: ~ (- XoX )

53004) 04, $3003) (52004, 53004) (52005, $3005) (52005, $3006) (52006, S3

:005) (52006, s3006) (52007, s3007) (52007, s$3008) (52008, s3007) (s2008, $3008)
001, hoo1) (s3001, hoo2) (s3002, hoo3) (s3002, hooa) (s3003, heos) (s3003, ho
s3004, hoo7) (s3004, hoos) (s3005, hoeo) (s3005, he1e) (s3006, hei1) (s3e06
hoe12) (s3007, ho13) (s3007, hoi4) (s3008, heis) (s3ees, hois)
** Configuring hosts
001 heo2 hoo3 hoea hees heos hoo7 heos heoo hoie hei1 hei2 hei3 heia heis heis

137 33:*%* Starting controller
26:a3:2b:a9:7c: 1 co
#** Starting 20 switches
$1001 51002 51003 s1004 s2001 s2002 sS2003 s2004 s2005 s2006 s2007 s2008 s3001 s3
002 53003 53004 53005 53006 53007 53008 ...
oot StarLL_ng CLI:
mintnet>

Fig. 3. Fat tree topology Configuration

and crossover probabilities are 0.04 and 0.9. At least 0.1 is the pheromone difference
between the largest and smallest path.

The scapy tool is utilized for the 5 min and 10 min simulation run. Scapy, a packet
manipulation tool that can decode packets and match the requests and replies. Addi-
tionally, handles tasks like scanning, probing, tests, and attacks. The results of 5 min’
simulation time are revealed in Figs. 4 and 5. The ACO, Round Robin (RR), and G-ACO
are simulated based on Round-Trip Time (RTT) and packet loss rate. It is observed that
the ACO and G-ACO have almost the same RTT and packet loss rates. The computa-
tional overlooking of the Genetic algorithm in starting phase is more. In contrast, the
data needed for finding an ideal path for the proposed Method is not enough to decrease
the simulation time by less than 5 min. That makes the G-ACO and ACO have identical
performance.

RR
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/ —G-ACO

RTT(ms)
W a

h2 h3 ha hs h6 h7 h8

Destination nodes

Fig. 4. RTT comparison (5 min)
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Fig. 6. RTT comparison (10 min)

The Figs. 6 and 7 shows the results of 10 min’ simulation time of RR, ACO and
C-ACO algorithms. It has been observed that, if the network operations are carried out
longer, additional information can be obtained so that the packet loss and RTT of the G-
ACO method turn down compared to existing methods. Recollecting that the proposed
method has benefits of GA and ACO, which involves the quick and ideal search.
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By observing the graph, it concluded that comparing with the other two existing
methods and the proposed method dramatically reduces the RTT and packet loss. With
RR, h1-h6 has a more packet loss rate due to congestion. Comparably, ACO has higher
RTT than RR whereas it has a low packet loss rate, which shows the benefit of ACO on
load distribution. This method is more efficient for load balancing, whereas time delay
and packet loss rate are more or less similar.
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20 //
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T T T T T T T 1
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Fig. 7. Packet loss rate comparison (10 min)

Comparing other methods, the proposed method broadly gives out the packets in
the entire Network. While combining G-ACO with Ryu the packet loss and RTT were
significantly reduced. The packets are levelly issued with the help of more nodes, and
that promotes performance enhancement.

5 Conclusion and Future Work

SDN is more useful in the fields of IoT, Cloud Integration, and Cloud services. SDN
Control plane controls the Network in a centralized and automated manner. In SDN,
OF protocol supports the SDC-CO in the control plane. Data Center Networks are said
to benefit from the potential of SDN, which can offer centralized network management
and traffic control. The OF protocol establishes the communication between control and
data layer. Future research on energy efficiency might extend the scope of SDN. The
optimization algorithm is that improves the performance may provide high throughput
and balanced load in Software-Defined Data Centers.
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Abstract. In this paper, we present a hybrid approach for anaphora resolution
in Hindi Discourse which is a low resource language. We propose a rule-based
module for resolving reflexive anaphoric references and a data driven approach
for resolving demonstrative, relative pronouns in Hindi data. The combined mod-
ule tends to resolve all three types of pronominal anaphors using syntactic fea-
tures, semantic-disambiguator (named-entity and animacy), linguistic features and
statistical metrics, to resolve both inter-sentential and intra-sentential anaphoric
references. We evaluated our approach on Hindi tourism data and developed a
corpus for developing statistical model for the same. We obtained encouraging
results which holds promise and achieves accuracy of 82.9% (0.829) compara-
ble to that of state of art approaches developed so far. The dataset used in this
work contains complex, compound sentences which makes information extraction
pipeline designing a challenging task, while most of the learning and non-learning
approaches developed so far in Hindi have been tested and evaluated mostly on
simple short stories.

Keywords: Natural Language Processing - ensemble learning technique -
discourse analysis - contextual knowledge - stanza library

1 Introduction

Collection of interrelated sentences is a discourse which requires contextual knowledge
for correct semantic interpretation [1]. Reference in a text to an entity that has been
previously introduced into the discourse is called the anaphora. The referring expression
is called an antecedent. The process of determining the antecedent of an anaphor is called
anaphora resolution (abbrev AR). Given a Discourse T, Anaphora resolution tends to
find referents to items mentioned earlier in the discourse or pointing back [Mitkov, 1999]
[2].
For example - *{eTeh{eehT Tg=T ATEH Fel € T 3 38eh TR0 1 feemr € |

In the above sentence “F’refers to “Tg=AT TEH & 2’and ‘ggan refers to ‘sferhfeer.
‘¥’and ‘ggeh’are the anaphors, ‘qgil‘—lTW TR and “sierdfrarare their respective
antecedents.
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Anaphora resolution is an important subtask for correct semantic interpretation of
text. Applications like Automatic Text Summarization that extract important information
given a document are efficient when the generated summaries are coherent. However
such applications suffers from problem of fragmented anaphoric references whose con-
text and antecedent is not included in the summary making summary less coherent [19].
Resolution of AR as a pre-processing step or post-processing step in Automatic Text
Summarization is proved to improve ROGUE metric and coherence of generated sum-
maries [19]. Extrinsic evaluation of Anaphora resolution systems alludes to improvement
in other Natural language processing task like Machine translation, document similarity
identifier, Information extraction metrics and hence reserach in AR is gaining traction.
AR is a discourse phenomenon. It is a challenging subtask in the field of NLP which
acquires new dimension in Hindi language as Hindi is a free word order language and
is morphologically rich.

Our objective is to identity correct antecedent-anaphora pair in our Hindi tourism
discourse. The anaphors are different forms of pronouns (demonstrative, reflexive and
relative) while potential antecedents are concrete noun phrases (head of noun phrase) and
not abstract entities or events. The research in Anaphora resolution in English domain
has achieved unprecedented attention and accuracy while AR in Hindi is still at a nascent
stage due to lack of resources in Indian languages like tagged corpora, efficient named
entity taggers, efficient morphological analyzers, which are readily available for English
language.

We have built a annotated corpus with different factors discussed in Sect. 3 formu-
lated as features that are specific to anaphora resolution. We have used random forest
classifier for correct anaphora-antecedent pair whose efficiency is discussed in Sect. 6.
Instead of using phrase structure grammar for anaphora resolution which is used in most
of existing approaches, our hybrid module uses dependency structures for resolving
anaphoric references in rule based as well as statistical data model. The dependency
relation helps in determining the salience of potential noun phrases by determining the
syntactic role of potential antecedents. The rest of the paper is organized as follows:

The following section briefly discusses earlier work done in Anaphora resolution
in Hindi. Section 3 offers a brief introduction to factors, key to pronominal anaphora
resolution. Section 4 gives some important statistical data regarding our dataset, explains
the details of the proposed system and describes the hybrid model in detail. Section 5
includes the experimental details conducted for anaphora resolution. Results of the pro-
posed system and its interpretation is discussed in Sect. 6. Conclusion and future scope
regarding our methodology is discussed in Sect. 7.

2 Related Study

Approaches to Anaphora resolution can be divided into rule based model, data driven
model, hybrid based model and deep learning based model. Literature suggests ear-
lier work done in Anaphora resolution in Hindi, using hybrid approach for resolving
pronominal anaphoric references [3]. The authors used rule based setting for resolv-
ing simple anaphoric references and more ambiguous references were resolved using
decision tree classifier. They used dependency structure and prepared a list of poten-
tial antecedent based on karaka relations for determining the salience of noun phrases.
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Detection of potential antecedents is important for an efficient anaphora resolution sys-
tem. Utpal and Asif in [4] experimented with Conditional Random field for mention
detection and used the same classifier for anaphora resolution in Hindi and Bengali
language highlighting the importance of part of speech tagging, correct noun phrase
extraction and detection of probable mentions for building an efficient anaphora res-
olution system. Sobha and Vijay in [5] developed a generic algorithm exploring the
morphological richness of the Hindi language. They used a heuristic based model for
finding the potential antecedent candidates and machine-learning algorithm for filtering
the correct antecedents from the potential candidate list using CRF’s. The preprocess-
ing tool Indian Language—Indian Language Machine Translation (IL-ILMT) consortium
was used for detailed morphological analysis of given word.

In [6] role of discourse salience and grammatical function is investigated for anaphora
resolution system. They proposed a novel ranking method for forward looking centers
and observed that grammatical role helps in determining the salience of potential noun
referents. In [8] Bhargav and Uppalapu proposed a variant of S-LIST algorithm which
developed a previous list of antecedent candidates and a present list of probable discourse
entities. An important theory in discourse analysis is the centering theory which was used
for anaphora resolution in English language.Centering theory approach to anaphora reso-
lution in any language is based on coherence of different discourse entities in a discourse
segment that attempts to capture the perceived local coherence present in a segment
of a discourse. Salience ranking for S-LIST was obtained using dependency relation
from Paninian framework (karaka relations). The author proposed a language indepen-
dent approach for resolving first person and second person pronouns and observed that
they were generally intra-sentential while third person pronouns were inter-sentential.
Compound sentences were broken into multiple utterances for improving intra senten-
tial anaphoric references. A rule based approach for reflexive and possessive pronouns
using semantic information and gender agreement is presented in [10] where vibhakti
and karaka relations are studied and approach adapted to Hobbs’s algorithm. A statisti-
cal approach using WEKA random forest implementation is investigated using number,
gender and verb semantics as factors for anaphora resolution in Hindi, Bengali and
Tamil. Priyamani in [13] had detailed the constraints of number, gender, recency, and its
contribution as factors for an efficient anaphora resolution system. They observed that
recency was a baseline criteria for anaphora resolution in Hindi language with agreement
feature improving the overall accuracy. This was verified by our learned model. A more
comprehensive review of anaphora resolution in Hindi text can be studied through [15,
17].

3 Factors Affecting Anaphora Resolution

Approaches to anaphora resolution rely on certain set of features that are termed as
anaphora resolution factors. Most of the existing work in anaphora resolution in hindi
divides the factors into constraints and preferences. Constraints are used to filter the
list of potential antecedent candidates for an anaphor in a text. Preferential factors are
employed on the filtered list and the most probable antecedent is stated as the antecedent
for a given anaphor. We now explain the factors used in development of our feature set
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by designing an information extraction pipeline using stanza library [7]. They are as
follows:

3.1 Number Agreement

This constraint requires that anaphor and its antecedent should agree in their number
information. For example: ‘T Uiw wereT sEfbe fodla & g
SITATET T 9T SR T8 e e 3R TSRl ST 3l &1 fieror 2. Both fyd dag and a® are
singular and can co-refer.

3.2 Gender Agreement

This constraint requires that the anaphor and its antecedent to agree in their gender
information. In Hindi, we cannot explicitly determine the gender of pronominal anaphors
as in English. The gender agreement in Hindi is achieved through nearest verb phrase
of the concerned sentence.

‘ T TTEe T R Sitg weied Tl § 6 U wligat HiHg S A ST S €,

S |1 WX e we # et ot st /)7

Relative pronoun ‘S’ is Masculine in the above sentences, decided through
“ Irepfa shtaT 2 2 and not “srreRfNa wdt 2. We in our dataset have not used this
feature but various methodologies have used this agreement feature.

3.3 Animacy Agreement

This constraint works on animistic knowledge of the anaphor and antecedent, referring to
living and non-living things. Animistic knowledge contributes significantly to the overall
accuracy of anaphora resolution in Hindi Discourse [13]. An animate noun phrase cannot
be the antecedent of an inanimate anaphor and an inanimate noun phrase cannot be the
antecedent of an animate anaphor. If an anaphor cannot be determined as animate or
inanimate, then this constraint cannot be used for anaphora resolution.

“Frt Yerw wewS SAfiE fidl % SR sEEmE T o SR A U g SR e
TAYA hell 7 fygor 2. In this sentence “z@” have two potential antecedent
‘“dtew”’ and ‘“‘gerren sEfbE fedie. “gg” is inanimate. “fydy @ig’’ 1S inanimate and
“gerrst sEfte fgdi®’ is animate. The potential antecedent list is reduced to ‘“Ryfdag’ as
it matches the animistic constraint. The animistic agreement feature act as a semantic
disambiguator.

3.4 Grammatical Role

Role of subject and object in sentences are prominent in Hindi discourse for resolving
anaphoric references [6]. When an anaphor can refer to more than one antecedent, the
antecedent that play the role of subject are more likely to be the antecedent than the
antecedent that play the role of object. Consider the following sentence.

‘S HfeT T Bite) RN U feer a7 2|7, In this sentence ‘S wfer” is the subject
and “fa=rger” is the object.
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3.5 Principal Noun(Head Noun)

The first noun (noun phrase) occurring in a sentence is called the head noun or principal
noun which is more preferable to be considered an antecedent of an anaphor in a list
of potential antecedents. The remaining noun(s) in the same sentence are termed as
modifier noun (noun phrases).

3.6 Named Entity

This feature classifies potential candidates into semantic classes of person, organization,
time, money, percent, nature, events or others. This feature is used to determine the
class of antecedent and can be used as an agreement feature between the antecedent and
anaphor in case the pair belongs to same semantic classes. We have added the named
entity of the potential antecedent list in our tagged corpus as a feature.

3.7 Referring Type

This feature checks whether the anaphor is a demonstrative pronoun, relative pronoun
or a reflexive pronoun.

3.8 Term Frequency

This statistical metric determines the count of occurrence of a potential candidate. It is
an important metric for information extraction applications and is widely used in combi-
nation with Inverse Document Frequency as a metric in various ranking and information
retrieval problem statement. In our dataset we have used the occurrence of a potential
antecedent frequency in previous three sentences from the place of occurrence of an
anaphor.

3.9 Part of Speeh of Context Word

Context words are words before and after a potential antecedent. We used the part of
speech of the context words in our feature set which were generally found to be case
markers after the potential occurrence. The intent is to investigate the effect of case
markers after nouns along with grammatical role in correct antecedent determination for
a given anaphor.

A combination of different text features that can be employed for effective automatic
anaphora resolution is discussed extensively by Kusum lata., et.al.[22].

4 Data and Methodology

4.1 Dataset

Our Dataset is a tourism data provided by CFLIT, Bombay that was converted into a
discourse. The dataset statistics is shown in Table 1. We focus our study on identification
and resolution of correct explicit concrete antecedent to anaphors.
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Table 1. Dataset Pronoun statistics

Document Demonstrative Relative Reflexive
Doc-1 30 22 10
Doc-2 48 36 11
Doc-3 59 45 20

4.2 Methodology

The task of finding the correct antecedent of an anaphora encountered while parsing
the sentence from left to right is modelled as a binary classification problem in case of
demonstrative and relative pronouns.

Resolution of Reflexive Pronoun: If the anaphora was a reflexive pronoun then after
number and animacy agreement, it was resolved to the subject of the same clause as
given by the dependency tree as its referent or the subject within its governing category.
We obtained an accuracy of 80% in case of reflexive pronoun.

For demonstrative and relative pronouns the work was a two stage pronoun reference
resolution. In first stage we identified the potential antecedents, anaphors and in the
second stage we identified the correct antecedent-anaphora pair.

4.3 Proposed Architecture

The first stage includes Mention Detection and second stage include feature extraction
and anaphora resolver module as shown in Fig. 1.

Sentence Information

. Pre-Processin, p
Segmentation & & Extraction

Tokenization Pipeline

|

Noun Phrase

Feature .
Anaphora Resolver . . Extraction and
Engineering
Anaphora
Extraction

Fig. 1. Workflow of proposed architecture
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Preprocessing. Preprocessing tasks involves sentence segmentation of each document,
tokenization and morphological analysis of text. The preprocessing tasks included tok-
enization, part of speech tagging, Noun phrase extraction and identification, anaphora
identification, dependency parsing and morphological analysis of text data using stanza
library [7].

Information Extraction. The information extraction pipeline was designed with mor-
phological analyzer, Part of speech tagger, dependency parser. The morphological anal-
ysis and Part of speech was done using stanza library [3] The POSProcessor labels
words with their universal POS (UPOS) tags, and tree specific POS(XPOS) tags The
dependency relationship in a sentence was identified using dependency parser available
in stanza library, which represents the syntactic dependency relations between words.

Mention Detection. The antecedents which are the referring expressions in a discourse
are called mention or markables. We considered all noun (head of noun phrase) as
potential candidate for antecedent from within the same sentence in which the anaphora
occurred and noun (head of noun phrases) from previous three sentences (not valid in
case of anaphor present in the first sentence of the discourse).

Feature Extraction and Feature Engineering. The problem was modeled as a binary
classification task. The feature vector was prepared for testing and training data. The
training data consists of sample where each sample was a pair of antecedent and anaphora
and a set of features. Every anaphor was paired with all mention detected within its
sentence and previous three sentences.

Training samples were developed using the framework proposed by soon et al. [11].
The features include number agreement, animacy agreement, sentence distance, mark-
able distance,part of speech of the context words, head noun or modifier noun, grammat-
ical role of the antecedent, named entity of the antecedent,Anaphora type(demonstrative,
relative), Term frequency of antecedent within and before the considered anaphora sen-
tence, and Target feature alluding to whether the antecedent- anaphora is the correct pair
or not. The correct pair(s) were the positive sample and pairing of an anaphor with all
other antecedents formed the negative samples in our dataset.

5 Experiment

The dataset consists of numerical and categorical values which cannot be directly used
in machine learning algorithms. This paper attempts to explore the H20.ai Framework
which is an open access, fully implemented machine learning algorithm framework and
can deal with categorical data in a dataset without explicitly encoding the categorical
data into its numerical equivalent. The developed tagged corpus was divided into 70:30
ratio for training and testing purposes. In order to identify correct anaphora resolution
we experimented with Random forest classifier (Table 2).

nij = WjCj — Wleft (j)Cleft (j) — Wright (i) Cright (§) (1)

where,
nij = importance of node nij
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Wj = weighted number of samples reaching node j
Cj = impurity value of node j
left(j) = child node from left split node j

right(j) = child nodef from right split node j
The importance for each feature on decision tree is calculated as:

ﬁl = Zj:noalej splits on feature inlj (2)
where,
fii = importance of feature i
n; = importance of node j
Table 2. Distributed Random Forest Model Summary
Number of trees | Number of internal | Min and Max depth | Min and Max | Mean depth
trees leaves
50 300 (1,20) (2,86) 9.583
100 600 (1,20) (2,90) 9.383
200 1200 (1,20) (2,93) 9.448

Methodology developed using decision tree classifier in WEKA implementation
was explored which is a knowledge rich approach and used only agreement features and
recency for anaphora resolution [12]. The learned model was then applied on test data.
To determine anaphora resolution in a new test document, all markables and potential
pairs of antecedent-anaphora are presented to the classifier, which decides whether the
antecedent-anaphora pair actually co-refer. The number of tree estimator fed for model
development was 50,100 and 200 respectively to check the effect of number of trees
estimator on the classification accuracy.

6 Results and Discussion

In order to assess the performance of the proposed method, we conducted a test run on
Tourism test dataset.

Table 3. Model Evaluation Metrics

Number of trees | Accuracy(relative and demonstrative) | MSE | RMSE Log loss
estimators

50 0.849 0.123 | 0.351 0.636
100 0.858 0.123 | 0.351 0.490
200 0.844 0.124 1 0.353 0.500
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Table 4. Learned Feature Salience Score (n = 100)
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Feature Scaled importance
Markable Distance 1.0
Part of Speech of Context 0.959
Word after antecedent

Part of Speech of Context 0.801
Word before antecedent

Sentence Distance 0.628
Grammatical role 0.586
Named Entity 0.529
Anaphora type 0.303
Principal Noun 0.247
Term Frequency 0.194
Number Agreement 0.168
Animacy Agreement 0.045
Direction of Reference 0.049

Table 3 shows the result of evaluation in case of relative and demonstrative
anaphors.The methodology showed 85.8% for demonstrative and relative pronouns when
the number of tree estimators in random forest is 100 and and an accuracy of 80% is
achieved in case of reflexive pronouns with overall accuarcy of 82.9%. Figure 2 depicts
the optimal accuracy, RMSE,MSE and Log loss achieved at number of tree estimators
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being 100. The y axis has the Evaluation metric as shown in Table 3. And the number
of tree estimators used are represented on x axis. A model with lower log loss is con-
sidered better. Table 4 delineates the feature salience score, in descending order of their
contribution in learning the correct anaphora antecedent pair.

Our work achieves better accuracy than [8, 13]. It is better to existing systems devel-
oped so far as discussed in the Sect. 2. In [8] and [13], both worked on general short
stories in Hindi, with no standard data for absolute comparison. In [3], first rule based
module was used for resolution for simple sentences and machine learning module was
used in case of more ambiguous anaphora antecedent pair. Moreover rule based app-
roach are tedious and require large amount of manual work. Table 4 shows the salience
score of individual features in descending order obtained using random forest classifier
with the number of tree estiamtors which produced maximum accuracy and minimum
log loss (n = 100).

The data in Table 4 suggests the relative importance of each feature learned while
building an efficient automatic anaphora resolution system. Markable distance is verified
to be the most contributing factor as expected and suggested by all previous works
[6, 13]. Grammatical role plays an important role in building an efficient anaphora
resolution system as seen in Table 4. The number and animacy agreement feature low
relative importance is attributed to posing the problem statement as a binary classification
problem where anaphoric ambiguity is present. A set of antecedent agreeing in number
and animacy information among which only single candidate is appropriate results in
them contributing lesser, while a majority of rule based approach rely on these two
factors primarily to filter the probable candiates and then apply rule for resolution, along
with sentence distance for antecedent anaphora resolution in simple Hindi sentences.

7 Conclusion and Future Work

We present a hybrid approach for pronominal anaphora resolution in Hindi data. The
focus of this paper is to build an automated anaphora resolution system for a resource poor
language namely Hindi. We explore the use of random forest classifier in its efficacy to
learn constraints and preferences between potential antecedents for a given anaphor auto-
matically.The classifier resulted in improved accuracy from existing learning approaches.
While investigating the correct antecedent and anaphora pair we observed that Demon-
strative pronouns, Relative pronouns have both inter-sentential and intra-sentential
antecedent while reflexive pronouns are generally resolved to the subject of the same
clause (as given by the dependency tree) as its referent or the subject within its govern-
ing category.Dependency structure is more reliable for a free word order language like
Hindi. We also observed that maximum antecedents are nouns (head of noun phrases)
in context of demonstrative pronouns.

Future scope include use of deep learning methodology for anaphora resolution in
Hindi discourse. Anaphora resolution in English language using deep learning models
have been developed extensively while little effort is explored in Anaphora resolution in
hindi data containing complex sentences [20, 21]. We aim to investigate the resolution
of anaphors to entities which may be verb clauses and adjectival clauses apart from noun
phrases. We also aim to investigate the improvement in document similarity identification
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and automatic text summarization after anaphora resolution to access its role in Natural
Language processing applications.
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Abstract. Online cloud resource pool provides cloud users with a mul-
titude of appealing developments in highly sought-after online scalable
storage services for them to eager new creative and investment busi-
ness benefits. Today, the majority of cloud data security research focuses
on ways to increase the accuracy of outsourced data audits rather than
internal and foreign foes who could hack a cloud server. Even though
the data owner enviously envies the data auditing work of stored data
to a trustworthy Third Party Auditor(TPA) to avoid communication as
well as computational overhead of data when outsourcing to a reputable
Cloud Service Provider, TPA is unreliable in a realistic setting. In this
research, we offer a model for an effective data integrity system based on
the ZSS signature, which secures data privacy in cloud storage. Finally,
the actual results of the performance of the proposed prototype of the
system model were tested and indicated greater efficiency of provided
model in comparison to BLS signature.

Keywords: Data auditing - Cloud resource pool * Data
confidentiality - Auditing correctness - Cloud customer - ZSS Signature

1 Introduction

Due to pay-per-services (IaaS, SaaS, PaaS), flexibility, decentralization, and long
list of features, both academic and industrial fields are paying increased atten-
tion to the current internet-based era which is known as Cloud Computing. Users
can now gain virtual access to cloud computing resources more easily by mov-
ing their data to online cloud storage and benefiting from lower cloud service
costs without having to deal with the managerial difficulties of handling devices
[1,2,26]. In the modern era of technology, cloud computing has become a very
common practice for users to use it as a backup repository. In real-world scenar-
ios, cloud computing poses a wide variety of security threats in terms of data
privacy, data integrity, and data availability because it facilitates online shared
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data storage via unreliable cloud service providers [22,27]. On the flip side of this
observation is the possibility that a cloud service provider is actually a malicious
attacker who is always trying to make a profit by either deleting data in order to
make more space available in the cloud or intentionally sharing important data
belonging to data owners with other parties in order to make a profit for their
own company. Sometimes, CSPs are trustworthy; however, they may lose data
coming from the side of the data owner either as a result of a lack of managerial
capabilities [3-5,13] or as a result of replacement attacks by authorised others in
the same shared storage space [6]. Therefore, cloud service providers conceal this
loss on purpose from the owners of the data in order to protect their professional
reputation [5]. Because the owners of the data do not have physical control over
the data that is outsourced, they are unable to determine who is responsible for
improperly handling the data [6,7,25]. Previously, data owners used the tradi-
tional MAC scheme for data security, but it creates a massive communication
overhead. Due to the public key-based nature of HLA, a third-party auditor is
able to verify the data integrity of outsourced information without the need for
a duplicate copy [8,9]. To ensure data correctness, data intactness, and audit-
ing correctness, researchers are constantly working on the data integrity concept
by improving data integrity verification techniques and by enhancing the data
privacy-preserving technique [1,2,10]. In data integrity auditing schemes, several
researchers have used the provable data possession (PDP) method to shorten the
amount of time needed to compute very long files and to shorten the amount of
time needed to transfer a very large hash value [10]. Not supported by the PDP
scheme are two crucial parameters of the auditing scheme: error localization and
data recovery method. Since then, researchers have proposed the PoR method
to address these issues [12]. The PoR method guarantees 100% retrieval prob-
ability of corrupted blocks of an original data file and also facilitates dynamic
data operations [12,16]. However, the DO must always keep vital data for the
data integrity test and the authorization test in order to pass. It makes the
computation more expensive. To create signatures for data blocks and maintain
DO data authorization in cloud storage, some researchers proposed a bilinear
pairing concept. The BLS cryptographic signature was developed by a few stud-
ies and is the shortest signature currently in use [9]. This signature relies on a
one-of-a-kind hash function that is probabilistic rather than deterministic. It’s
more work because it requires exponential and hash calculations. Therefore, in
light of the above issues, we propose a public data auditing scheme based on
7SS signature-based outsourced data auditing strategy for ensuring data con-
fidentiality and privacy while doing data integrity audits and it consumes less
overhead computation than BLS signature.

Taking the existing scenario into account, and in order to address the afore-
mentioned difficulties, we offer an efficient public data auditing method based on
7SS signatures that maintains data confidentiality, privacy, auditing correctness,
and resists collusion and forgery attacks. We describe in this paper a modified
7SS signature-based outsourced data auditing scheme that can protect data
security and privacy while performing data integrity batch audits.
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2 Related Work

Using the tailing method, Gokulakrishnan S. et al. [13] developed a method-
ology for spliting data and generating tokens for data split-up by adding the
cloud address or locations of cloud storage. Thus, every problematic node’s miss-
ing segment is immediately pointed out within a slender range of bounds and
receives data support from adjoining nodes. Vineela A. et al [14] established a
data integrity auditing scheme for cloud-based medical big data to assist reduce
the danger of unwanted data access. Multiple copies of the data are kept to guar-
antee that it may be restored rapidly in the event of damage. This approach can
also be used to allow clinicians to readily track changes in patient’s conditions
using a data block. The simulation results demonstrated the effectiveness of the
proposed method. Wang Y. et al [15] created a Mapping-Trie tree-based data
integrity checking scheme. To prevent the leaking of private information, remove
the TPA platforms. To audit the data, the method of random sampling is uti-
lized, which considerably reduces the calculation and conveying of resources of
cloud users and servers. Both the Hash and Trie schemes have been improved
in terms of audit efficiency and storage space savings. Traditional data auditing
has issues with data security, processing speed, and communication efficiency. To
address these issues, Bian J. et al. [16] suggested a data integrity audit scheme
based on data blinding. To reduce transmission time, this strategy employs edge
devices in the coveying node to construct a fog computing layer between the
CSP and the data owner. This paper presented a security model and proof based
on computational Diffie-Hellman (CDH) assumptions. The experimental results
suggest that including a fog computing layer and a blind element into the data
auditing process can effectively minimize data connection delays and increase
data audit security. Zhao T. et al. [17] introduced a cloud storage data auditing
scheme based on Dynamic Array Multi-branch Tree (DA-MBT) to minimise the
height of the tree, enhance node utilisation, simplify the dynamic update pro-
cess, reduce data block query time, and improve verification efficiency. Finally,
the suggested DA-MBT technique allows full dynamic operation, protects user
privacy, can successfully verify the integrity of a large number of data, and can
significantly reduce communication and processing overhead throughout the ver-
ification process. Ali A. S. et al [18] suggested a new encryption paradigm as
a two-person integrity scheme for cloud-outsourced data is offered here. This
strategy employs a trusted third-party manager who serves as a go-between for
the data owner and the cloud service provider. The suggested model employs a
two-stage encryption process. The key is acquired from the cloud user and data
manager in this first stage. The key is significant in the second stage by the data
user and the CSP. The suggested system’s experimental findings outperform
existing cloud security techniques.

Shen W. et al. [20] conceived and designed a new trend termed data auditing
short of private key storage. To avoid using the hardware token, biometric data
is used as the user’s fuzzy private key in this technique. It used a linear sketch
with coding and error correction methods to certify the user’s identity. Further-
more, a novel signature method is proposed here that not only allows blockless
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verifiability but is also consistent with the linear sketch. This suggested approach
delivers desirable security and efficiency, as demonstrated by the security proof
and performance analysis.

3 Preliminaries

3.1 BLS Signature

This section describes the bilinear pairing concept [21], which is used in the
proposed approach. Allow two cyclic groups G1 and G2 to generate two group
generators gl and g2. Both cyclic groups have additive properties. Both gen-
erators have the same order, q, where q is a prime number. G2 is a multi-
plicative cyclic group with the same q order as G1. A bilinear map is a type
of mappe: G; * Go — G such that z; € Gi, 2 € G and q1,¢2 € Z,
e(xh*, a:f;’z’ = e(x1,x2)P1P2. Of course, an efficiently computable algorithm exists
for computing e, and the map should be nontrivial, indicating that e is non-
degenerate: e(g1,g2) # 1

3.2 ZSS Signature

Bilinear pairing based ZSS signature contains four algorithms parameters gen-
eration Pyep, key generation kg, , sighature generation Sgzen and signature ver-
ification Sy, are introduced in ZSS public key cryptographic signature [5]. It is
defined as: Pyep: A set of public parameters are e, G1, G2, g1,¢, H

Kgen: K is a positive integer number, randomly selected to compute Py, =
kx gl. Here Ppyp is a public key and K is a secret key where k € Z7.

Sgen: If S be a ZSS signature and m be a message, then

S=1/(H(m)+ K).q1 (1)
Syer: Given a message m, signature S and public key Py, verify if

e(H(m) - g1) Pyub, S) = ¢(g1,91) (2)

4 Proposed System Framework

The suggested data auditing architecture is based on a shared cloud resource
environment and contains three entities: Cloud Customer(CC), Cloud Resource
Pool(CRP), and Auditing Expertise(AE), as shown in Fig. 1.

Cloud Customer(CC): CC hires storage services from CRP and uploads a
considerable volume of data to the shared resource pool to achieve the goal of
storing data remotely. CC could be a user inside an organisation or an individual
user.



Signature-Based Batch Auditing Verification in Cloud Resource Pool 185

Request for audl‘rmg

Acknowledgmem‘ of audit result

—=—

= Cloud Customer

Auditing Expertise

Cloud Resource Pool

Fig. 1. Proposed System Model

Cloud Resource Pool(CRP): Public and private cloud storage servers are
combined to provide a shared cloud resource pool. The versatility of private and
public cloud computing is combined with the efficiency of a regular dedicated
server in new cloud storage server technology. CRP receives the outsourced data
that CC has uploaded via wireless transmission and provides cloud computing
and storage services to CC.

Auditing Expertise(AE): Apart from users and the cloud, AE is an inde-
pendent third party. The AE is qualified and equipped to conduct cloud data
analysis. The AE will create a challenge for the data auditing process after CC
files an audit request to them. The AE will then forward the challenge to CRP.
The CRP will give proof in accordance with the challenge information. The AE
can generate an audit result after reviewing the proof. The AE can be used to
audit user data in a cloud system, saving CC compute and storage resources
while ensuring the verification process’s integrity.

The major goals are to maintain the data integrity of CC’s outsourced data
while it is being stored on an insecure remote cloud server and to confirm the
audit verification results given by AE on the CC end, as summarised above. To
earn money, CC generates data before uploading it to any remote cloud storage
service. CRP is an independent company that supplies CC with storage services.
CRP stores all CC’s outsourced data in a resource pool, an online shared data
storage. AE relieves CC of the responsibility of managing its data by confirming
the correctness and integrity of outsourced data. We assume in this prototype
system model that each entity has limited personal storage and processing power
to process data.
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4.1 Working Process

CC first determines the maximum file size F' to be w. The file F is then divided
into chunk size variable chunks B = {B1, B2, .....Bj}, with a maximum size of
wand 1 <[ < cel(§),2 < d < k. The proposed verification technique consists
of six steps: parameter generation, message encryption, signature generation,
challenge message generation, response message generation, and signature veri-
fication. Please note that our essential architecture is made up of six processes:
keyGen, MsgEncrypt, SignGen, QGen, QRes, and SignVeri. The first three oper-
ations are located in the Block Data Processing phase, while the next three pro-
cedures are located in the Data auditing verification phase. Table1 shows the
nomenclature and descriptions used in our proposed model. A thorough descrip-
tion of the two phases as follows:

Table 1. Definitions of Notations

Notation Meaning

G1 Multiplicative Cyclic group with q prime order
1 Random no.s

T2 Secret key

g1 Group generator

Zq Ring of integer modulo ¢

e Billinear paring map e : G1 x G1 = G2

F Original File

w File Tag

B = {Bi, B2, ...B;} | Original blocks

B[ M; Block Elements of " block where t € j, 1€k

[M;]
B[M]) Encrypted Block Elements of ¢ block

w Maximum size of a filer

H Cryptographic Hash Function: H : {0,1}* — {0,1}*
q

k

Prime number

Total size of a particular block

j Total no. of block

B, Particular challenged block no where i € 7
S ={51,852,..,5;} |Signature of all blocks B;

B[M]] Encrypted blocks where t € j and i € k

10] Collude value

CChri Private key of CC

CChub Public key of CC
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i. Block Data Processing Phase

- KeyGen(g,m1,72) — (CCpus, CCpr;): CC produces a pair of public and pri-
vate keys accordingly CCy,, and C'Cl,; by generating a group generator g;
from GGy using a bilinear map and two random numbers r1, ry to generate a
pair of private and public key CCpy; and CCypyp respectively where g € G
and 7,7y € Zq.

— MsgEncrypt(CCpry, M=(>"1_, Zle Bi[M;))]) — EncryptMessage(M' =
>l Zle By [M]])]: CC breaks the original file F into j no. of variable-size
blocks B = {Bjy, Ba, ..., B; } and encrypts each block elements using the CCp,;
where t € j.

— SignGen: (By[M!], g1,71) — (S): Input file F blocks B and generator param-
eter gi, random number 71, output the signature of data block set § =

{51,532, ...,5;} where
Si = [1/H(BIM) + )1 3)

CC generates a message as detail_msg = {5, B;,w, 91,71} and send it to CRP.

ii. Data Auditing Verification Phase

Few data blocks are questioned for often outsourced data accuracy over the
stored original encrypted data blocks at the resource pool in block-level auditing.
In this case, CC sends a query message to AE for auditing, using query-msg =
{Bj, g1,CCpup,w} for verification.

— QGen: (query-msg) — chal_pro(w, B;): Input is an question as a message
and output is chal_pro message and send it to CRP.

— QRes: (w,7,51,2,..7) — chal_res(w, sk,v): When CRP receives a chal_pro
message, it produces a chal_res message before sending it to AE where

v = Zrl/[sk + g1« H(B[M;])] (4)

t=1

and sk =l * gl.
— SignVer: (S;,v,sk,gl) — Result(T/F): After receiving chal,es message, AE
verify the message as follows:

e(gl* Y Si,sk/v) = e(g1,91) (5)
t=1

The output will be true if the above equation is true; otherwise, the output
will be false. After verification, the verification result is sent to CC.

4.2 Designing Features

Desire design goals of outsourced data auditing scheme can be summarized as
follow:
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Public Auditing: According to our suggested public auditing approach, CC
outsources critical data to CRP for storage purposes. Later, CC delegated
the outsourced data auditing work to a third-party auditor known as AE,
who is capable of doing similar activities. This model provides this feature
like AE-based partial data verification. This technique, like [10], does not
contain additional computing costs for data preprocessing performed by CC
throughout the auditing process.

Auditing Correctness: The evidence of CRP can only pass the AE validation
test if both CRP and AE are truthful and CRP follows the pre-defined data
storage mechanism as described in [5].

Data Confidentiality: This crypto parameter ensures that original data must
not disclose in front of either CRP or AE during the auditing process [9].
Unforgeability: If the LCSP properly maintains outsourced data at SCS, then
only chal_res_pro message can pass the verification test i.e. our system model
can resist internal and external forgery attack [24].

Collision Resistance: If stored data at the resource pool is not colluded by
CRP, then the signature verification test shows the data intactness [23].

5 Security Analysis

This section describes the security parameters of the proposed auditing scheme.
The following concepts are introduced: auditing correctness, data confidentiality,
data privacy, unforgeability, and collusion resistance.

— Auditing Correctness: The evidence of CRP can only pass the AE validation

test if both CRP and AE are truthful and CRP follows the pre-defined data
storage mechanism. The auditing process is defined as follows using Eqgs. (4)
and (5):

a sk
e(gl * Z Sy, —)
=

— e(g 91 g1 R g1 sk
H(Bi[M]])+r1  H(B[M{])+r —  H(BM]])+r v
g1 g1 g1
- + ot ,
O B T T HBM]) T H(B, (M) + 11
sk

)

1 ¥ 1 + .+ 1
r1xg1+g1+xH(B1[M]]) r1xg1+g1+xH(B2[M]]) o r1*¥g1+g1+¥H (B, [M]])

= e(gy * g1 g1 TR g1
H(Bl[MZ/]+Tl H(BQ[M{} +T1 H(BT[M{] +’I"1,
g1
1 + 1 o+ 1 )
rixg1+g1+xH(B1[M]] rixg1+g1+xH(Ba2[M]] . rixg1+g1+H(B-[M]]
= elgrg) (e —— b O

H(Bl[Mll]—i-’l"l H(BQ[M{]-‘r?"l H(B-,—[M{]—‘r’/’l,
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1

1 T 1 T 1 )
r1%g1+g1xH (B1[M]] r1%g1+g1%H (B2[M]] U rixgi+g1+H (B [M]]

=e(91,91) (6)

— Data Privacy: For verification, AE verifies signatures of challenged blocks
using the information from the query_-message from CC and the chal_res
message from CRP. The true beauty of this proposed paradigm is that AE
checks the signature of encrypted block elements that are completely unknown
to both AE and CRP. They never know the CCpri or the random number r2.
r2 conceals CC’s confidential information. As a result, our proposed strategy
effectively protects CC’s privacy.

Table 2. Comparison of Computational overhead

Entity | Public Auditing using BLS Our Proposed Auditing Model using
signature [21] ZSS signature

CcC jHashg, +jMulg, + jExpz, + W Encryptz, + jhashz, + Addz, +
jEzpz, Invg,

CRP | TMulExpg, + Hashz, + Expy, + | T(Mulz, + Invz, + Addz,)
CAddzq +(r+ 1)Mulzq
AE TMulEzpg, + THashg, + Pairg, g, + Mulz, + Invz, +7Addz,

Hashz, + 3Expy, + 2Pairg, 4, +
Mulg, + Mulg,

— Data Confidentiality: The original block elements cannot be obtained by AE
from the chal_res message. CRP stores detail_-msg of all block data pieces
from CC. AE is aware of the value of g1, but no one [CRP or AE] is aware of
the value of r2. As a result, it is demonstrated that AE never discovers the
original CC block elements, and data confidentiality is appropriately main-
tained on both the CRP and AE sides i.e.,

Jj k j k
MsgEncrypt(g: *TQ,M:ZZBt( ZZ g1 x72) ® B[M]]))
t=1 i=1 t=1 i=1
— (Y B

— Unforgeability: The ZSS signature mechanism is used in this proposed app-
roach to establish signatures on each block. AE verifies the signature S, of
all requested blocks B, after receiving the chal_res message sent by CRP.
Because of the security nature of the ZSS signature scheme, the integrity
verification cannot pass the AE’s audit test if the specific signature is not
properly maintained by CRP at resource pool created by CC. As a result, this
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entire strategy is resistant to both internal and external forgery attempts. The
accuracy of a valid signature is defined by the bilinear property as follows:

e(g1% Y Si,01)
=1

g1 g1 g1

=e(g1 * HBIM) 1 HBDM]) T —l—...—l—Wmmagl)

— e( * 9 + 91 + ...+ SN )
MHBM]) T HBM) T HB M)+

=e(gy * 7 911 + 91/ —i—...-l—g—l,agl)

(Bi[M{]) + 71 H(B2[M{]) +m H(B,[M{]) +m

- g1 g1 g1

=B T TG T T BB T

= e(g1,01)(51, 2, ., Sr) (7)

— Collision Resistance: The auditing verification phase of the challenge response
message chal_res from CRP can only pass if CRP does not change the
values of genuine block elements B;[M/] with corrupted block elements
Bi[¢;]. According to the collision resistance property of the hash function,
H(By[M;]) # H(B:[¢;]) and e(H (B[M]]).g1 + CCpup, St) # e(H (B[d5]).91 +
CChupb, St).

6 Performance Analysis

The primary goal of this section of the study is to calculate the computational
cost of signature generation with block numbers, signature verification with block
numbers, and block size (KB). The test conditions are as follows: It is equipped
with a 12-GB RAM configuration, an Intel(R) Core(TM) i5-9300H processor,
and Windows 10. This section of the research focuses mostly on calculating the
computational cost of signature creation time with multiple block numbers at
the cloud customer side, signature verification time with multiple block numbers
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Fig. 2. Computational Overhead of AE for Signature Verification
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100, 150, 200, 250, 300, 350, 400, 450, and 500 at the auditing expertise side in
Fig. 2 and Fig. 4 consequently. Figure 3 also depicts the computational overhead
of preparing the chal_res message by CRP. Table 2 summarises a comparison of
computational overheads of CC, CRP, and AE that aids understanding of the
proposed model’s efficiency over BLS signature where Mul,, denotes multipli-
cation operation in g1, Invz, denotes inversion operation in Z;,Mulyz, denotes
multiplication operation in Z,,Hashg, is used to map Strings which are consis-
tently assigned to the group G1, Exp,, denotes exponential operation, Pairg, 4,
denotes pairing operation to verify the signatures, Addz, denotes addition oper-
ation in Z,.

7 Conclusion

The use of ZSS signature and original data encryption method based on random
number generation ensures the consistency of outsourced data for CC at cloud
resource pool. It helps to prevent forgeability attacks, and resist collusion. Fur-
thermore, AE can detect and inform CC of block corruption during auditing.
Furthermore, while completing the audit, this user-friendly auditing architecture
secures the privacy of CC’s data from all entities, including CRP and AE. In
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this research study, we plan to extend this auditing methodology for CC-side
audit message verification.
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Abstract. This article describes a method for detecting anomalies in network
intrusion data. The method utilizes a clustering-based strategy to efficiently cluster
the data. Here, Genetic Algorithm (GA)-based clustering was employed, with
chromosomes represented by strings of real integers encoding the cluster centres.
We have adopted the Davies-Bouldin (DB) index as a fitness function in this
study. After clusters have been constructed, points that are closer to the cluster
centroids are deemed inliers and are eliminated. Pruning strategies considerably
minimize the computing effort and complexity required to identify outlier scores.
To generate outlier scores, we’ve used a technique based on local distance and the
outlier factor. The n points with the highest value were deemed to be outliers. Our
results were compared to those obtained utilizing the explicit local distance-based
outlier factor algorithm.

Keywords: Genetic Algorithm - Davies-Bouldin Index - Local Distance-Based
Outlier Factor

1 Introduction

The Internet has become one of the most important services in our modern society, which
is undergoing a period of rapid change. Consequently, network security has also become
crucial for the protection of personal information, financial transactions in online shop-
ping, stock markets, and bank accounts, etc. The objective of intrusion detection is to
detect computer intrusions by examining various information records found in network
operations [1, 2]. Intrusion detection plays a vital part in addressing network security
challenges. IDS (Intrusion Detection System) [3] evaluation criteria include detection
stability and detection precision. IDS is a network security system that identifies vulner-
able or malicious network activity and delivers notifications to the monitoring device.
IDS has played an important role in the current digital world. IDS also examines the sys-
tem for policy violations. The performance of an intrusion detection system is dependent
on its ability to identify network threats. As the internet and cyberspace have matured,
computer and internet security have become more vulnerable. Therefore, traditional IDS
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will soon become obsolete. In the early stages of IDS research, statistical approaches and
rule-based expert systems were dominated [4]. However, neither of the two techniques
were particularly accurate for large datasets. Traditional IDS-based security methods
were founded on signature-based concepts [5], making it difficult to identify new kinds
of irregularities and threats [6]. The greatest drawback of signature-based IDS was
the sluggish rate at which the signature database was updated with newly emerging
threats [6]. Numerous IDS-related studies have recommended a variety of strategies for
enhancing the precision and reliability of intrusion detection systems [7]. Nevertheless,
researchers continue to develop new methods for effective threat detection. Particularly,
anomaly-based intrusion detection techniques [8] for defending against modern cyber-
attacks are becoming more challenging. In the real world, an intrusion detection model’s
dependability is determined by its capacity to detect current threats in real-time. In this
regard, machine learning-based intrusion detection system (IDS) approaches are gaining
popularity and are commonly used for anomaly detection in network intrusion detection
devices [2]. Various machine learning techniques, such as Random Forest (RF), Deci-
sion Trees (DT), k-Nearest Neighbor (kNN), Linear Genetic Programming [9], Neural
Networks (NN) [10], Bayesian networks, Support Vector Machines (SVM), Fuzzy Infer-
ence Systems [11], Multivariate Adaptive Regression Splines (MARS) [12], etc., have
been proposed and implemented in IDS to detect intrusions. Even optimization strategies
have been implemented in IDS and intrusion detection feature extraction. Additionally,
clustering algorithms have been implemented in intrusion detection. Various clustering
algorithms are described in the literature [13, 14]. K-means is one of the most pop-
ular and commonly used algorithms [14]. In general, the ideal distance criterion for
data clustering was determined by either maximising the distance between clusters or
minimising the dispersion within each cluster. In this study, we have used the Genetic
Algorithm to cluster data based on minimising the within-cluster spread. Our Genetic
clustering technique divides the entire dataset into k clusters and estimates the radius
of each cluster using the elbow approach. Furthermore, we calculated the ratio between
inter-cluster separation and intra-cluster dispersion using the Davies-Bouldin index [15]
to obtain the optimal clustering. It is determined the distance between each cluster point
and the cluster’s centroid. The point is eliminated if its distance is less than the cluster’s
radius. To identify outliers, LDOF values are computed for every unpruned point in
every cluster.

2 Related Work

IDS can be broadly categorized into Anomaly based-IDS, Signature based-IDS, and
Specification based-IDS. The traditional classification algorithm, such as Support vector
machine (SVM), was widely used in IDS [16-19]. In addition, the k-nearest neighbour
(kNN) method was employed extensively for unsupervised applications in IDS [13].
Earlier papers [14, 20, 21] have adopted the Random Forest (RF) method as a machine
learning algorithm to overfit and manage such unbalanced data in IDS. In the real-time
intrusion detection system, rule-based pattern matching was proposed to identify security
violations by tracking aberrant computer usage patterns [22]. However, the evolution of
the current digital world has put us at risk from new content-based attacks that cannot be



196 S. D. Mayanglambam et al.

identified by existing machine learning models. Consequently, numerous academics have
recently developed new IDS solutions employing deep learning methodologies. IDS has
embraced techniques such as stacked autoencoders, convolutional, and recurrent neural
networks for monitoring novel attack types [23, 24]. Intrusion detection mechanism
using time-series, Marchov chains, and other statistical methods have been reported
in the literature. Meanwhile, the first distance-based outlier detection technique was
introduced by Knorr and Ng [22]. Subsequently, Angiulli and Pizzuti have proposed an
outlier detection algorithm to find out the outliers in the dataset by accounting the whole
neighborhood of the objects [25-27]. The reported method does not solely consider the
distance between the cluster center to the kth nearest neighbor. Instead, they have taken
all the points that were ranked based on the sum of the distances from the k-nearest
neighbors. Breunig et al. further reported that the Local Outlier Factor (LOF) for each
element in the dataset indicates its degree of the outlier [28]. Here, the outlier factor
was considered by limiting the analysis to just each object’s immediate surroundings.
Later, Zhang et al. proposed a local distance-based outlier detection method. First they
determined the degree to which an object deviates from its neighborhood. Then, those
objects which deviated from its neighborhood were considered as outliers or anomalies in
the data set [29]. Meanwhile, Clustering methods such as Clustering Large Applications
based on RANdomized Search (CLARANS) [30], Density-Based Spatial Clustering of
Applications with Noise (DBSCAN) [31], Balanced Iterative Reducing and Clustering
using Hierarchies (BIRCH) [32], and Clustering Using Representatives (CURE) [33]
were also adopted to detect outliers. Further, optimized clustering based on Genetic-
based clustering technique was proposed in [34]. They showed that the GA-clustering
performed superiorly to the K-means algorithm. In [35], a clustering-based method
was adopted to capture outliers. They carried out pruning of possible inliers to reduce
computations required to calculate outlier scores.

3 Background

Genetic Algorithm (GA) is a heuristic search optimization algorithm that adopts the
principles of natural evolution to solve various optimization problems. Here, population
refers to a set of all the probable solutions that can solve the given problem. In the
GA, the chromosome represents one of the solutions in the population. The degree of
goodness of every chromosome was evaluated using an objective or fitness function. The
principle of GA algorithm relies on genetics and natural selection [i.e. survival for the
fittest], and chromosomes are chose based on their objective or fitness value. A certain
number of copies of each chromosome are designated for the mating pool. To create
a new generation of chromosomes, these chromosomes are subjected to biologically
inspired operations including crossover and mutation. Until a termination condition is
met, the process of selection, crossover, and mutation continues for a specific number
of generations. In this study, we employed GA to generate optimum centroids by data
clustering. Then, in order to identify the outliers, we used a local distance-based outlier
detection algorithm. Here, Zhang et al. [29] developed a local distance-based outlier
detection method to locate outliers from the data set. They determined the degree to
which an object deviates from its surroundings using local distance-based outlier factor
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(LDOF). The overall LDOF calculation complexity for the entire data setis O (N2), where
N denotes the dimension of the dataset. Therefore, we have adopted the pruning strategy
to prune the possible inliers and finding the LDOF values for only those unpruned data
points. Higher the value of LDOF, the higher the probability of the point being outlier.

4 Proposed Method

In this work, we have put forth an approach to finding anomalies that is based on GA-
clustering. The clustering analysis seeks to classify a set of data into distinct groups.
The objects having similar features are grouped into same clusters and those objects
with no similarities can be placed into different clusters. Many measures for assessing
cluster validity have recently been proposed [15, 36, 37]. The fitness function is a way of
assessing the solution. Here, we have adopted Davies-Bouldin index as a fitness function
to obtain optimized centroids. The LDOF technique to detect outliers has one major flaw
as it is computationally expensive. Because LDOF values must be computed for each
data point in the dataset. We are only interested in a few outliers, hence it is unnecessary
to compute the LDOF values for all data points. Therefore, points whose distance from
the centroid is smaller than the cluster radius are discarded, as they are unlikely to be
outliers. After that, we carry out the outlier detection procedure for each unpruned point
in every cluster.

Pseudo code of Genetic Algorithm for data clustering

Initialize a population of 100 individuals with randomly generated real value genes
Calculate the fitness value of solution using proposed fitness function
i<0
REPEAT
Selection is performed using steady-state selection
Single-Point crossover is performed
Random mutation is used. 10% of the total genes are mutated. The minimum
value of the mutated gene is -1, and the maximum value is +1
Calculate the fitness value of the obtained population using proposed fitness
function (Davies-Bouldin index)
i<—i+1
UNTIL i <300
STOP
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Pseudo code of LDOF for Outlier Detection

Input: Dataset X

Output: top-o outlier in X

Use GA algorithm to obtain the optimized centroids

For each x belongs to X do
Group the data into clusters using the optimized centroids
Compute radius of each cluster centroid
Prune those data points for a distance less than its radius
Compute LDOF of unpruned points

End

LDOF result: Sort LDOF (unpruned points) in descending order.
Output top-o outlier results

5 Results and Discussion

The dataset was taken from earlier reported literature [38]. It contains both benign and
various attacks. The data points are labeled with various network flow features, including
IPs, source and destination ports, and protocols. In this work, there are 5200 samples,
among which 5002 are benign and remaining are the attacks or anomalies. There are
8 different intrusion attacks are covered and the total of 198 anomaly samples. There
are described in Table 1. After feature selection, the dataset consists of 33 dimensions.
Thus, it is impossible to visualize the data without feature reduction [39]. So, here
we have used T-distributed Stochastic Neighbor Embedding (T-SNE) to visualize data
in a two-dimensional space. It is a nonlinear dimensionality reduction technique. This
reduced-feature data is illustrated in Fig. 1.

Table 1. Intrusion Attacks

Type of Intrusion

Description

Number of samples

DoS Hulk Attacks on the web servers by generating unique 85
and obfuscated traffic volumes

PortScan Common method employed by hackers is to locate | 63
open doors or vulnerabilities in a network

DoS GoldenEye | Opening several parallel connections against a URL | 15
to compromise the webserver

FTP-Patator Brute force attack on FTP servers 11

DoS Slowhttptest | Application Layer Denial of Service attacks by 10

DDos Overwhelming a target website with fake traffic 8

DoS slowloris Application layer is DDoS attack. Executed partial | 4
HTTP requests to establish connections between a
single computer and a specified Web server

Bot Large-scale cyber-attack by malware-infected 2

devices and controlled remotely
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Estimating the number of underlying clusters in the dataset is essential for GA-
based clustering. This was performed utilising the elbow technique. For each number
of clusters, the total of squared distances between each point and its assigned centroid
(distortions) is computed and shown. The transition from a steep to a shallow slope (an
elbow) is utilised to calculate the ideal number of clusters. Here, four clusters have been
selected. The GA-based clustering technique requires probabilities of crossover and
mutation, population size, number of generations, and other parameters. In this study,
we used a mutation rate of 10%, a population size of 100, and 300 generations. Figure 2
illustrates the clustered data visualized with the aid of T-SNE.

Dataset Pre-processing Details are Given Below

To select the important features, we calculated features importance for all features
using random forest classifier.

Features with importance greater than a threshold 0.0125 were selected.

Selected top 1110 data points with high LOF values from a sample of 30,000 data
points.

We select anomaly data points from 1110 data points.

Added the benign samples of 5002.

Dropped rows which has field with NAN values

Dropped duplicated rows

Dropped non-numerical columns

Finally, dataset of 5200 was prepared for the detection.

Normalized the data.
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Fig. 1. Dataset Visualized using T-SNE.
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Fig. 2. Clustered Data for number of clusters equal to 4.

From the Table 2, we can see that the result of cluster = 4 was the best as compared
with cluster = 3, 5. The same cluster = 4 was also given by the elbow method. While
comparing the result with standalone LDOF in all the KNN, i.e. k values of 5, 15, 25, 35
and 50 yields better performance. Even though, the performance is not that good enough
because from the large data of network intrusion detection and we have picked a small
amount of normal or benign and anomalies or attacks. This may be the reason of the poor
performance. Nevertheless, the proposed method of GA based clustering and LDOF to
detect outliers could be one of the promising tool in this network intrusion domain.

Table 2. Comparison of Proposed Method and LDOF for clusters = 3, 4 and 5.

Cluster = 4 Proposed Method LDOF

k Precision Recall F1-Score Precision Recall F1-Score
5 0.111 0.111 0.111 0.091 0.091 0.091

15 0.136 0.136 0.136 0.091 0.091 0.091

25 0.131 0.131 0.131 0.086 0.086 0.086

35 0.141 0.141 0.141 0.081 0.081 0.081

50 0.196 0.197 0.196 0.106 0.106 0.106

(continued)
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Table 2. (continued)

Cluster = 3 Proposed Method LDOF

k Precision Recall F1-Score Precision Recall F1-Score
5 0.116 0.116 0.116 0.091 0.091 0.091

15 0.141 0.141 0.141 0.091 0.091 0.091

25 0.106 0.106 0.106 0.086 0.086 0.086

35 0.091 0.091 0.091 0.081 0.081 0.081

50 0.086 0.086 0.086 0.106 0.106 0.106

Cluster =5 Proposed Method LDOF

k Precision Recall F1-Score Precision Recall F1-Score
5 0.111 0.111 0.111 0.091 0.091 0.091

15 0.136 0.136 0.136 0.091 0.091 0.091

25 0.076 0.076 0.076 0.086 0.086 0.086

35 0.066 0.066 0.066 0.081 0.081 0.081

50 0.071 0.071 0.071 0.106 0.106 0.106

6 Conclusion

The data has samples corresponding to 8 different intrusion attacks. Feature selection
using random forest helped to reduce the dimensionality of the dataset for efficient
analysis. The optimal number of clusters was determined to be 4 using the elbow method.
It can also be seen from the Table 2 that the result of cluster = 4 was the best among
others. The parameters of the GA-based clustering algorithm were hyper-tuned for better
clustering results. Here, only 32.12% of data points were left after pruning. Therefore, the
time and space complexity were reduced after adopting the pruning method as compared
to standalone LDOF. However, the reason of the poor performance could be that we have
picked a small amount of normal or benign and anomalies or attacks from the large data of
network intrusion detection. Nevertheless, the proposed method of GA based clustering
and LDOF to detect outliers could be one of the promising tools in this network intrusion
domain.
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Abstract. Today’s modern antivirus software fails to provide protection against
malicious PDF (Portable Document Format) files, which is considered a threat
to system security. This study introduces a new machine-learning-based classi-
fication approach to PDF malware to reduce PDF malware somewhat. A unique
feature of this system is static and dynamic checking of provided PDF files. As
a result, each of these classification algorithms may more accurately determine
the right document type, negative rate (FNR), and F1 score, which is the most
appropriate strategy evaluated. The proposed system is also subject to malicious
attacks that obfuscate the malicious code in the PDF file by hiding it from the PDF
parser during the processing stage. It was determined that the proposed technique
outperformed the prior art, which had an F1 metric of 0.978, by achieving an
F1 metric of 0.986 utilizing a random forest (RF) classifier. Compared to current
solutions, this is very effective at detecting malware encoded in PDF files.

Keywords: Machine learning - PDF - malware classification - malware
detection approaches - malware features

1 Introduction

The majority of activities in the contemporary digital world revolve around using the
Internet, making it more crucial to protect our applications information and data in the
sight of various online threats. Adversaries are constantly coming up with innovative
hostile codes and attempts to breach resources. Analyzing Malware therefore becomes
one of main issues these days in the world since different malwares are produced by hack-
ers and attackers and even the characteristics change extremely quickly. Malware today
differs from that which existed in the past because its signatures are constantly changing,
making it challenging to track [1, 2]. Therefore, one of the most sought-after study fields
is the identification and categorization of the most recent malware. There are primar-
ily two methods for identifying malware: behavior-based detection and signature-based
detection. The behavior-based technique is complicated, but it can recognise complex
and unknown malware to certain extent utilizing other methods and machine intelligence
signature-based techniques, on the other hand, are fast and effective only at identifying
known malware. All virus types cannot be detected by any technology, especially given
the daily rise in infection. The features of the underlying object are used to establish
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a unique signature in the signature-based approach. Signature-based techniques com-
pare suspicious programmes with patterns and signatures from the detected malware.
Anomaly-based approaches examine the typical behavior of mobile devices over time,
using modeling tools to identify unexpected activity brought on by malware [3, 4]. The
review paper also focused on assessing the machine learning algorithms used in malware
detection techniques and providing details on the feature extraction process, dataset age,
and assessment metrics used in earlier studies. Static analysis is complicated by the mal-
ware’s source code’s code polymorphism, and dynamic analysis necessitates numerous
executions to identify harmful activity. Static and dynamic analyses are the two main
types of malware analysis. In static technique, malware is examined without the embed-
ded code being executed, but in dynamic method, it is examined while the embedded
code is being executed.

Therefore, one of the most important tasks in the malware analysis procedure is
malware identification. The static analysis is fairly straightforward and does not involve
running any malware samples. While performing static malware analysis, it is not nec-
essary to go through each step of the procedure. Dynamic analysis includes in-depth
examination to find malware [5]. While the procedure is still being carried out, a thor-
ough analysis of the entire behavior of activities is performed. Process monitoring needs
to be done in great depth for this analysis. Malware can be categorized into a num-
ber of different types, including viruses, trojan horses, worms, rootkits, ransomware,
and keyloggers [6]. Malware can be categorized in a variety of ways, including using
feature-based approaches and image classification, which converts binary information
into images. Therefore, gathering additional data will be beneficial for improving clas-
sification. For more accurate and better classification of malware utilizing the most
recent machine intelligence techniques, excellent classifiers must be constructed.PDF is
generally used in formats. In spite of widespread ignorance, it swiftly became a crucial
computer attack vector. A victim’s PC could be hijacked by hackers via one of the several
Adobe Reader security holes. The inherent complexity of PDF files and the wide range
of existing obfuscation techniques make it challenging for antivirus software developers
to create defenses against attacks. The majority of people transmit attachments in the
portable document format (PDF), which is known for its portability and light weight.
But people are not aware about what attacks these files might be utilized in or spread to
[7]. Phishing, vulnerabilities, and use of the features of the PDF are the three main types
of PDF malware. Exploit kits take advantage of a weakness in the PDF reader’s API to
let the attacker infect the system by running the arbitrary code. In most of the cases, this
is accomplished by including JavaScript code in the file. However, in phishing attacks, a
file that the user is unaware of is used to deceive them into clicking on a malicious link
[8]. These campaigns are far trickier to spot, and they have only recently been discovered.
Any of these attacks have the potential to download a malicious application or steal a
user’s login information for a website. In order to identify a piece of software, static analy-
sis employs techniques including format of file checking, string extraction, disassembly,
in which machine code is converted to assembly language andho fingerprint—which
mostly relies on hashcode data and scanning of antivirus [9]. Static approaches take the
longest and are more dependent on malware behavior analysis. However, the dynamic
method observes behavior and executes files to identify viruses. It can therefore identify
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the malware with greater authority. Similar to this, there are mainly two methods used to
identify malware: One is signature-based, which uses predefined malware signatures to
detect, and the other is heuristic, which uses a number of features to contrast malicious
behavior [14, 16].

Signature-based techniques may ascertain the begin or malicious character of a PDF
using heuristics, code sequences, and string comparison. However, it has not been proven
that technique works well against modern stealth attacks [15]. Dynamic techniques are
more effective at uncovering a file’s concealed dangerous behaviors because they execute
the file in a supported environment while analyzing the steps it takes, the API calls it
makes, and compiling an exhaustive log of its operations. The execution log contains a
wealth of information about the properties of a file. This is true for all malware detection
techniques because the characteristics used to identify malware differ based on the
strategy.

The classification block, which compares the data collected with the algorithm’s
conclusions and categorizes the file as “malicious,” or “correct” sends these results to
the recipient [18].

The following are the paper’s primary highlights:

(1) Itoffers anovel way to identify malware using machine learning (ML) for PDF files.

(2) It offers testing and training of the proposed model using several Machine learning
approaches.

(3) It also demonstrates the effectiveness of the suggested strategy when subjected to
the fictitious hostile attack.

2 Related Work

A. Malware Identification: Malware analysis focuses on determining how malware
functions and how it impacts systems and programmes. In the past, identification methods
based on signatures were frequently used. This method swiftly and efficiently combats
known malware [5, 6] however it falls short when dealing with zero-day malware. The
authors suggested a methodology for identifying malware based on genetic algorithms
(GAs) [7] and signature generators. Although the study omits important information
about the proposed framework, such as test results, the volume of malware inspected, and
comparisons with other recent studies, the authors use this method to detect previously
unknown malware. Claims to be able to find Fukushima et al. developed a behavior-
based detection method [8]. On Windows OS, the described method may be used to find
new, encrypted malware.

This model uses the SVM kernel base to weight the frequency of each library call
to identify Mac OS X malware. Machine learning has also been significantly adopted
by malware analysis (ML). Artificial neural networks are the basis for deep learning,
a feature of machine learning (ML) (ANNSs). Although it is a cutting-edge method,
it is insufficient for virus detection and is frequently employed for image analysis and
autonomous vehicles. Although it significantly and effectively lowers the amount of room
that may be used for features, it does not prevent attacks from evading. Shabtai et al.
established a classification for malware identification using machine learning approaches
by describing certain functionalities and selecting features from the literature. The author
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uses the convolution neural network (CNN) in image processing with machine learning
to detect malware.

B. File-Based Malware Identification: From top to bottom, authors looked at PDF
design and JavaScript content contained in PDFs. They developed a wide range of design
and metadata features, including bytes per second, encoding methods, object names,
keywords, and human-readable strings in JavaScript. Additionally, since subtle changes
have a significant impact on Al calculations, it is challenging to develop hostile models
when the attributes vary [17]. To reduce the risk of malicious attacks, they developed
a classification model that uses heuristic models while preserving structure and data
properties. They created opposing attacks to embrace the proposed paradigm. Current
attacks are used to perform on PDF malware through a naturally derived and reliable
attack model, as the authors have also provided an outline of the PDF [18] (Fig. 1).

[ File-Based Malware ]

Traditional File-based Fileless-based

Fig. 1. File based malware types

They demonstrated how to do a quantifiable analysis of a PDF file to find evidence of
malware implantation using coding techniques [15]. They looked at some of the emerging
Al-powered tools for detecting PDF malware that can support computerized scientific
analyses and can flag questionable documents before a more thorough, more conclusive
statistical analysis is published. They looked at the PDF restrictions and other unresolved
problems, paying close attention to how their flaws might be used to potentially misdirect
subsequent measured studies [16]. Authors have concentrated on malware inserted into
PDF files as a representative example of contemporary cyber-attacks. They began by
classifying the numerous techniques 13 used to create PDF virus scientifically. They
have used a proven adversarial Al structure to counter PDF malware classifiers that rely
on learning. By using this technique, we can, for instance, find weaknesses in learning-
oriented PDF malware locators and new attacks that could endanger such frameworks,
as well as potential countermeasures [17]. In order to get beyond malware classifiers,
authors have designed and implemented a revolutionary framework called AIMED. The
authors have provided an example of how the worst-case scenario behavior of a malware
classifier with reference to explicit vigor attributes might be assessed. Additionally, they
discovered that by forgoing simple assault avoidances, the development of classifiers that
satisfy officially verified energy qualities can increase the avoidance cost of unrestrained
attackers [18]. In addition, they identified two classes of strength features, including
subtree inclusions and erasures, and presented a new distance metric that operates on
the PDF tree structure [20] (Table 1).
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Table 1. Differentiation techniques used in traditional File-based and fileless based malware

Techniques Traditional File-based malware Fileless based malware
Source code Yes No
Malicious code Yes No
Malicious process Yes No
File Types Executable files JavaScript
Format that executes (PDF, Word, | PowerShell
Excel etc.) Flash
Tenacity Medium Low
Attacks File that can be executed with a Can target many different OS

single OS

Anti-Malware detection | An acknowledged signature No applicable
Sandbox recognition Substantially availability of file No applicable
Complexity Moderate Very high
Detection complexity Moderate Very high
3 Features Representation and Success
Authors Year Features Success
representation/method
D. Zhu, H. Jin, Y. Yang, D. | 2017 | Hybrid features, deep flow | High detection F1 score of
Wu, and W. Chen [21] technique and DBN model | 95.05%, which performed
better than conventional
ML-based learning
methods
Y. Ye, L. Chen, S. Hou, W. | 2018 | Greedy layer-wise Superior overall
Hardy, and X. Li [22] training operations performance compared to
typical learning methods
A. Narayanan, M. 2017 | Security-sensitive On a benchmark dataset,
Chandramohan, L. behaviors the method outperformed
Chen, and Y. Liu [23] two cutting-edge
approaches, achieving a
99.23% f-measure
H. Sun, X. Wang, J. Su, 2015 Multiple hash function, Performs better than
and P. Chen [24] bucket cross-filtering competing systems while
method using less time and
communication
A. Cimitile, F. Martinelli | 2017 Elective Mu-calculus Identify new and different
[26] logic and phylogenetic forms of malware
trees

(continued)
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(continued)

Authors Year Features Success
representation/method

A. Azmoodeh [25] 2018 | Monitors the energy Higher effective than KNN,
consumption patterns of | neural networks, SVM, and
different processes RF

W. Huang and J. W. Stokes | 2019 | Raw bytes, gradient based | Show the inefficiency of

[27] attack deep learning

B. Anderson [28] 2020 The n-gram, Markov Identify different forms of

chain and diagrams

malware with 95.41%

4 Existing Approach

A PDF file consists of the body, trailer, and cross-reference table (CRT). Although the
document’s current version is shown in the header, the document’s source is mentioned in
several body parts. The CRT contains tables for linking to objects. The trailer component
contains both the root object and the table locations for the items in the body section

[19].

The recommended ML-based malware detection method is described here. This
system’s main objective is to scan the Pdf version under examination, decode its internal
code, and assess if it is risky or safe.

Input PDF

[ Preliminary assessment ]

[ Feature Extraction ]

[Machine learning classifier]

Fig. 2. Layout working model

The mechanism in place has also been found to prevent the hacker’s attempts to
conceal file headers. This method appropriately categorizes the file’s kind but does not
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identify the malware family that it contains [18]. Figure 2 depicts how the planned
work was classified by the system. It gives a clearer notion of how the classifier is
implemented, despite the fact that this is a high-level system architecture. The PDF file
document needs to be delivered to the system in order for the inspection process to start.
The document is initially examined for its structure and content after submission. If it
demonstrates the characteristics of files that are known to be hazardous, it is flagged
for further investigation. This saves a tonne of time and speeds up the process. In other
situations where it does not fit the pattern of hostile instances, the feature extraction
module assesses the complete file structure and extracts the features from it. After the
PDF’s features have been extracted, it is then provided according to the classifier portion
for evaluation. The classifier component houses the primary ML algorithm, and it is
this algorithm that is in charge of carefully scrutinizing the data supplied by the feature
extractor component [19]. The only method to assess whether the code contains any
dubious API references is to do a fresh static analysis in addition to the dynamic code
analysis. To keep a watch out for any API references, the PhoneyPDF employed the
same monitoring strategy as dynamic code and the static inspections. Spider Monkey
and Rhino are two examples of open-source facilitators that have been employed in
the past to carry out dynamic investigations. These translators can see the JavaScript
ECMA standard, but without Adobe DOM duplication, they cannot understand linkages
between JavaScript and Acrobat PDF files [20].

5 Conclusion

This study presents a Machine learning model that can recognise malicious API and
JavaScript calls assaults in PDF files. This study also tested the effectiveness of a variety
of different classifiers on the dataset, including SGB, RF, DT, SVC, and LR. The best
results in this study came from the RF classifiers. This method is 4% more successful
than the other most recent PDF classifiers, according to a comparison with other PDF
classifiers, which reveals that it has a high F1-score of 0.986. The system is now more
resistant to harmful code obfuscation techniques thanks to the ability to examine the
PDF document for unhandled objects by running an object scanner inside of it. Using
this method, unparsed objects that contain the dangerous code can be quickly found and
eliminated. Future plans provide for adding assistance for additional file formats. For
a more in-depth understanding of documents, use a sophisticated data mining strategy.
Although the use of machine learning (ML) for malware detection and classification is
highly beneficial, it is useless against evasion attacks, therefore more study is required.
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Abstract. In the contemporary era, it is clear that lung cancer has always been
the major cause of cancer-related patients’ death. Currently, the primary method
to diagnose lung cancer in a suspected patient is to examine the CT scan images
of the patient’s lungs. Therefore, determining it as soon as possible is the greatest
strategy to prevent death. Most of the time, radiologists have a limited amount
of time to examine and interpret medical images. Nevertheless, as medical tech-
nology advances, more and more imaging data is being generated. Deep learning
and machine learning technologies are effective for automating the interpreta-
tion and diagnosis of medical images. In this, we used biopsy reports (symp-
toms including hoarseness, coughing, smoking addiction, yellow fingers, anxiety,
fatigue, allergy, wheezing, alcohol consumption, breathing problem) displayed in
patients’, ct scans to find out the location and size of the nodule as well as the
stage of lung cancer. We built an interface that requires uploading a CT scan image
and selecting symptoms. In logic view, we use segmentation and a CNN model
to analyze the CT scan result in order to build a patient’s medical profile. Using
these sophisticated models increases the ability to forecast. The majority of the
image analysis effort is automated through the use of machine learning models
with also including deep learning models as well. Medical professionals can then
provide prophylaxis more quickly.

Keywords: Lung Cancer - Image PreProcessing and Segmentation - Boundary
detection - CNN - U-NET - Computed Tomography

1 Introduction

Across the globe, it is observed that lung cancer has always been the most frequent
cause of cancer-related deaths. It is estimated that in 2022, 236,740 Americans will
be diagnosed with lung cancer. Lung cancer claims the lives of approximately three
times as many men as prostate cancer and nearly three times as many women as breast
cancer. Prostate cancer has claimed the lives of roughly three times as many men as lung
cancer. The risk of dying from lung cancer has decreased by a third for women and men,
respectively.

© The Author(s), under exclusive license to Springer Nature Switzerland AG 2024
P. Das et al. (Eds.): AMRIT 2023, CCIS 1953, pp. 213-220, 2024.
https://doi.org/10.1007/978-3-031-47224-4_19


http://crossmark.crossref.org/dialog/?doi=10.1007/978-3-031-47224-4_19&domain=pdf
https://doi.org/10.1007/978-3-031-47224-4_19

214 K. Hari Priya et al.

Smoking is a major risk factor for lung cancer, accounting for 80% of lung can-
cer fatalities. However, 20% of lung cancer fatalities occur in individuals who have
never smoked. Other risk factors include exposure to asbestos, certain metals, organic
compounds, pollution, and engine oil exhaust. Lung cancer development may also be
influenced by genetic and familial factors. Approximately 20% of lung cancer diagnoses
are made in non-smokers each year, with an estimated 47,300 cases expected in 2022.

There are two primary types of lung cancer, NSCLC and SCLC. Although symptoms
may vary depending on the stage of lung cancer, chest pain and discomfort, wheezing,
hoarseness, coughing up blood, loss of appetite, unexplained weight loss, and fatigue are
common symptoms. A persistent cough after treatment may be the first indication of lung
cancer. Hoarseness and chest discomfort are the most commonly observed symptoms.

This method involves a radiologist uploading a CT scan of a patient’s lungs along
with their symptoms. The CT scan undergoes preprocessing and segmentation before
being passed through a VGG16 CNN model to determine the probability of lung cancer.
A U-Net is used to identify the precise location of the lung nodule, while boundary
detection is utilized to determine its size. Finally, using this information, a medical
profile of the patient is created.

This paper presents a structured approach to reporting research findings. It includes
an abstract that provides a summary of the study, an introduction that contextualizes
the research problem, a related work section that reviews the literature, a proposed
methodology section that outlines the research design and data collection methods, a
conclusion that summarizes the key findings and their implications, an acknowledgment
section that recognizes contributors, and a references section that lists the sources cited
in the paper. This structure ensures clarity and organization in presenting research.

2 Related Work

[1] Azmira Krishna, CMAK, and P.C. Srinivas Rao Basha Zeelan analyzed the initial
step in computer-aided identification of cancer cells, which involves the classification
of CT scan images. The researchers reviewed several articles and journals to examine
the concept of lung cancer detection. Along with categorizing CT images, a CNN-based
classification approach was used with a filtering method, specifically Gaussian filter-
ing, and marker-controlled Watershed algorithm in segmentation. The study collected
approximately 500 CT photos of various body parts, including the kidney, neck, lung,
bone, and brain, from hospitals in the oncology department.

[2] Abdalla Ibrahim, and Sergey P. Primakov have examined and assessed a for
detection and volumetric segmentation f NSCLC, an automated pipeline, It is mentioned
that they have validated above 1300 thoracic CT scans(1328) which were validated
from 8 institutions, in the study, the CT scans for the detection and differentiation of
non-small cell cancer. In addition to mathematical performance broken down by image
thickness, size, difficulty of interpretation, and tumor place, they published a prospective
clinical study, In which they demonstrated that the proposed method is quicker and more
repeatable than the experts.

[3] Carlos Francisco Silva has conducted the study aimed to determine the perfor-
mance of LCP-CNN in identifying benign nodules with more accuracy while excluding
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malignancy in less than a quarter of treated individuals with small and intermediate-
sized tumors. The LCP-CNN was trained using the NLST dataset to identify lung tumors,
showecasing the potential of CNNs in estimating the likelihood of developing lung cancer
and assisting in decision-making regarding lung nodules. By avoiding CT images with
high sensitivity, a significant portion of patients may avoid unnecessary workup, includ-
ing radiology and invasive treatments. However, validation in a lung cancer screening
program is necessary before confirming its applicability in this case.

[3] By performing CNN classification, the researchers have been working on
developing a fully automated approach for localizing and grading fluorine 18-
fluorodeoxyglucose PET uptake patterns in individuals with lung cancer and lymphoma,
aiming to achieve a high level of accuracy. This approach has been validated and demon-
strates comparable performance to traditional methods that rely on CT and PET images.
With the successful implementation of this technique, there is potential to improve
efficiency and accuracy in the diagnosis of lung cancer and lymphoma.

[4] In this study, the researchers explored the segmentation of nodules after obtaining
Computed Tomography Scan images from the LIDC dataset. Next, a CNN model accom-
plishes the diagnosis by categorizing the tissue as benign or cancerous. The suggested
system is broken down into three steps, as shown in the illustration. It is recommended
that the first step of the method be the acquisition of Computed Tomography Scan from
the selected dataset. The segmentation of nodules is achieved in the second step using
professional markers. The CNN model finalizes the diagnosis of benign or malignant
tissue during the evaluation of the tests.

[5] P. Harsh has conducted a study on a new method for tumor detection using
CNN and image processing algorithms. The dataset was pre-processed in the MATLAB
directory before being fed into the CNN. The pooling layer reduces the dimensions
by applying maximum shrinkage, while the first convolution layer creates features and
the second layer identifies patterns in those features. To remove noise more effectively
without distorting the margins of the image, a median filter was used.

[6] Ruchita Tekade obtained lung nodules, data from LUNA16 and Kaggle were
integrated. U-Net architecture was used for segmenting the CT scan pictures. For clas-
sification, an architecture patterned by VGG was used. Lung nodules and non-nodules
were classified into two categories, as were benign and malignant nodules. U-Net seg-
mentation produced better results for detecting lung nodules and predicting the degree
of malignancy. According to the results, the approach showed high accuracy.

[7] Pragya Chaturvedil, Anuj Jhamb]1 created computer technology to resolve this
concern; as a response, a variety of computer-aided diagnosis (CAD) techniques and
systems have been put forth, created, and/or emerged. These systems employ a variety of
machine learning and deep learning techniques, and there are also a number of methods
based on image processing that can be employed to predict the level of malignancy
in cancer. The purpose of this study is to list, debate, contrast, and analyze several
approaches to image segmentation, feature extraction, and detect lung tumors as early
as possible

[8] Harshil Sonil have developed two divisions for lung cancer diagnosis: image pre-
processing and machine learning. Image preprocessing involves a collection of sequen-
tial techniques used for data normalization and segmentation. The dataset obtained from
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patients is used to train CNN. The main advantage of adopting the DICOM standard is the
inclusion of raw input visual data together with additional physician information, such as
the number of pixels, which helps to ease computation. However, the segmented image
may still have gaps, extraneous pixels, and noise, and its coherency is not guaranteed.

[9] Dr. Sooraj Hussain Nandyala has developed and reviewed a quick and accurate
diagnostic procedure for lung cancer, as it does not manifest symptoms until it’s pro-
gressed. The research topic is the analysis of exhaled breath to diagnose many respiratory
problems, including lung cancer. VOC analysis is an effective tool for detecting lung
cancer because it is non-invasive, quick, and inexpensive. This method can also detect
nodules in the primary stage.This publication reviews in detail the numerous techniques
used by researchers in the field of breath analysis. The publications were chosen using a
variety of search engines, including Google, PubMed, Google Scholar, and EMBASE.
The findings of the analyzed studies demonstrate that exhaled breath VOC analysis can
efficiently diagnose lung cancer. The outcomes also show that this technique can be
utilized to identify the various stages and histology of lung cancer.

[10] Wafaa Alakwa conducted research on thresholding as an initial segmentation
technique for lung cancer detection. However, the approach of categorizing segmented
CT images into 3D CNNs was unsuccessful. Instead, a modified U-Net trained on
LUNAI16 data was used, which produced a substantial number of false positives for
nodules in the Kaggle CT scans. The outputs from the 3D Convolutional Neural Net-
works were then fed into U-Net to classify the CT scan as positive or negative for lung
cancer. The algorithms Threshold, Watershed, and U-Net were used to evaluate nodules
in patients, achieving a modern performance AUC of 0.93.

[11] Gaza Samy S proposed an Artificial Neural Network (ANN) in this study
to determine whether a person has lung cancer. The model uses symptoms such as
chest pain, anxiety, wheezing, shortness of breath, yellow fingers, difficulty swallowing,
chronic illness, coughing, allergies, and fatigue, along with other personal information
as inputs to the ANN. The “survey lung cancer” dataset was used to build, train, and val-
idate the ANN. According to model reviews, the ANN demonstrated a 96.67% accuracy
rate.

[12] In 2019, Nasser IM argued that lung cancer can be detected by Artificial Neural
Networks (ANN), and symptoms are used to diagnose and treat the disease. However,
the ANN model predicted existing lung cancer much better with a 96.67% accuracy
rate and a training error rate of less than 1% after 1418105 iterations. The model also
identified “Age” as the factor with the greatest influence on the results.

[13] Ying Xiea, Wei, YuMeng,Ru,Lai-Han, Leungab had developed early cancer by
using machine learning methods. Patients with lung cancer have a higher chance of sur-
viving when they receive an early diagnosis. The availability of blood-based screening
could boost the awareness of patients with early lung cancer. The aim of the current
investigation was to detect plasma metabolites from Chinese patients as lung cancer
diagnostic biomarkers. In this study, they employ a ground-breaking interdisciplinary
method to identify lung cancer early so it is easy for diagnosis. This is done by combin-
ing the metabolomics by various machine learning algorithms. This mechanism is first
applied to lung cancer. In their study, we gathered a total including 43 healthy people and
110 patients with lung cancer. A targeted metabolomic analysis utilizing LC-MS/MS
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examined the levels of 61 plasma compounds. The difference between stage I of lung
cancer which can be detected by patients, so healthy people can be established using a
particular combination of six metabolic indicators. Additionally, the top five metabolic
biomarkers by relative relevance identified by the algorithm are FCBF which may be
used for lung cancer early detection. It is advised to use Naive Bayes as a useful tech-
nique for early lung tumor prediction.This study will present compelling evidence in
favor of the viability in which the screening is done blood-based and introduce a more
sensitive, efficient, and better usage tool in order for the early identification of the lung
cancer. Beyond lung disease, the proposed integrated approach may be applied to other
tumors

[14] S. Shanthi et al. used a method to detect lung cancer that combines SDS with
classification algorithms, including Naive Bayes, Decision Trees, and Neural Networks.
They utilized 270 pictures from the TCGA dataset and extracted texture characteris-
tics using the GLCM and shape-based characteristics using the Gabor filter. The SDS
algorithm was used to select features and consists of four phases: Initialization, Evalu-
ation, Test Phase, and Diffusion Phase. Different categorization techniques were used
after SDS. When examining the accuracy of all the models, the SDS-NN method, which
combines Neural Networks with the SDS algorithm, performed better than other classi-
fication models. The study reported an observation that better feature selection leads to
better picture categorization.

3 Proposed Methodology

The system primarily carries out three tasks. In the first task, a web application will be
developed for radiologists to upload the CT-SCAN images of lung cancer patients and
select their symptoms to determine the stage of lung cancer. In the second task, image
preprocessing and segmentation of the CT scan will be implemented using the watershed
algorithm. The segmented images will be fed into the VGG16 CNN model, which is
trained beforehand using the LIDC-IDRI dataset of CT-scan images, for detecting lung
cancer. Additionally, the location and size of the nodule will be identified. Explicitly, the
location of the tumor will be detected by performing u-net segmentation and boundary
detection for the quantification of the nodule. This method will provide maximum accu-
racy for the quantification of the nodule by evaluating the ratios of the size of the tumor
in each region. Then, the identification of nodules’ location is established, and finally,
the staging of lung cancer will be determined by considering the symptoms of patients
mentioned earlier. Lastly, in the third stage, the findings will be compiled into a medical
profile of the patient, which doctors can easily access through various patient reports.

3.1 Image Preprocessing

To prevent lungs from receiving a higher radiation dose during a CT scan, pre-processing
is performed on the images. Gaussian filtering is used to reduce noise and higher fre-
quency data, followed by resizing the image to 224x224x3. The resized image is then
sent for the segmentation process.
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3.2 Segmentation

In the second stage of the procedure, processing is performed to separate the pixels or
voxels. The DICOM file is required to extract the pixel array and metadata, including the
patient ID, patient DoB, instance number, slice number, and other associated information,
which is delivered along with the CT scan image. The pixel array that has been extracted
is used to create Hounsfield units. In order to generate internal, external, and watershed
markers in the pixel array, and create markers that will be used by marker-controlled
segmentation to perform picture segmentation, Hounsfield units must be calculated.
Marker-controlled segmentation performs picture segmentation to extract lung segments
using the markers created in the previous stage and the Sobel gradient.

3.3 VGG16 CNN Model

The convolutional neural network (CNN) is a popular and widely used algorithm for
image classification problems or non-linear data. In our study, we applied CNN on CT
scans to determine whether they are normal or if they indicate the presence of lung
cancer. The CNN approach involves layers containing filters, also known as kernels,
as well as a pooling layer used for max-pooling or average pooling to condense the
feature presence. Finally, the fully connected layer provides us with classified images.
We utilized the VGG-16 layer algorithm in deep learning, which involves initializing
weights and specifying the number of filters and output dimensions for each layer. This
approach consists of 16 layers. Ultimately, this method can assist radiologists in making
diagnoses or in screening large populations for lung diseases.
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4 Conclusion

In recent decades, it has been observed how cancer impacts human life, especially lung
cancer, being one of the deadliest diseases. To address this issue, we have implemented
an interface designed for radiologists to evaluate patients’ lung cancer detection using
CT scans. The aim is to visualize the model’s decision-making process to increase
radiologists’ trust and improve adoption. We use the Watershed method to construct
the segmentation of the CT scan images and feed them into the VGG16 convolutional
neural network for identifying lung cancer. The position of the nodules is determined after
assessing the ratios in various regions, particularly after completing U-Net segmentation
and boundary detection for nodule quantification. This procedure is faster and more
accurate, and the staging of lung cancer will be enhanced by taking into account the
symptoms of the patients described earlier. Finally, we summarize the results and create
a medical profile of the patient. Clinicians can easily access this profile through various
patient reports.
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of the literature survey phase of the project.
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Abstract. Next word prediction, an essential task in neural language process-
ing, holds significant importance across various applications like text completion,
suggestion system, and machine translation. Within this domain, Recurrent Neu-
ral Network (RNN), particularly the Bi-LSTM (Bidirectional Long Short-Term
Memory) and GRU (Gated Recurrent Unit).In this study, we introduce a hybrid
model that combines Bi-LSTM and GRU for next word prediction specifically in
English. Our objective is to leverage the strengths of both architectures to enhance
the model’s capability to capture contextual dependencies, thereby improving the
accuracy of predictions.

Word prediction is acommitment to prognosticate what word will come incon-
tinently. It’s one of the main tasks of NLP and has numerous operations. Our thing
is to make this model prognosticate the coming word as snappily as possible in
the minimal quantum of time. Since RNN is a long-term short-term memory, it’1l
understand the once textbook and prognosticate words, which can be helpful for
druggies to make rulings, and this fashion uses letter-by-letter vaticination, which
means it predicts letter-by-letter to form a word. Next-word vaticination is helpful
for druggies and helps them type more directly and briskly.

Keywords: Bodo language - Bi-LSTM - GRU - NLP - RNN

1 Introduction

The Bodo language, native to northeastern India, particularly Assam, is primarily spoken
by the Bodo people. It is also found in certain regions of West Bengal, Meghalaya, and
neighboring states. Bodo is categorized within the Tibeto-Burman branch of the Sino-
Tibetan language family. Historically, the Bodo script, also known as the “Deodhai”
script, was used for writing. However, the Latin script has become the dominant writing
system since the 1960s, although recent efforts have aimed to revive the use of the Bodo
script.
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Bodo has a relatively extensive range of consonant sounds and a smaller set of vowel
sounds. It features a tonal system where the pitch or tone of a syllable can change the
meaning of a word. The language follows an agglutinative structure, employing affixes
to form new words from root words. The word order in Bodo is subject-object-verb
(SOV). Nouns in Bodo are categorized based on factors like shape, size, and animacy.
The Bodo vocabulary reflects the cultural and geographical context of the language,
incorporating terms related to flora, fauna, agriculture, traditional practices, and kinship.
This vocabulary helps preserve the unique cultural and linguistic heritage of the Bodo
people in the region.

Next word prediction technology plays a significant role in this process by assisting
users in creating documents more efficiently. It eliminates spelling errors and speeds up
text entry, which is particularly beneficial for individuals with limited spelling skills.
Furthermore, next word prediction can greatly benefit people with severe motor or oral
disabilities, as well as those using handwriting recognition, mobile phones, or tablets for
texting. Additionally, word sequence prediction, which is closely related to next word
prediction, can serve as input for various natural language processing studies like speech
recognition and handwritten recognition models.

While a considerable number of people use the Bodo language for communication,
it’s important to note that Bodo belongs to the northeastern Indian Language Group
and is a Semitic language. It is spoken in certain regions of West Bengal, Meghalaya,
and neighboring states. Bodo serves as the working language of the Bodo community.
Given this, having an assistive Bodo text entry system can significantly enhance text
entry speed and provide assistance to individuals requiring alternative communication
methods. Next word prediction plays a vital role in this context as it predicts the following
word based on the context of the sentence or phrase. This prediction process greatly helps
to avoid typing errors or reduce the number of required keystrokes. The next word can
be predicted based on the probability of the previous words and the overall context.

Colorful technologies have been developed in this field of deep literacy and machine
literacy in moment’s world. Every day we use colorful bias to write textbook information
and shoot it to the other end, but it’s useless to write the entire textbook over and over
again. Thus, the vaticination of the coming word provides backing to the stoner in writing
ajudgment and reduces the time consumption of jotting. Utmost of the time, the speed of
transmission of textual information in a certain time can be increased by prognosticating
the coming word. We can also use it for other language. This helps in saving the stoner’s
keystrokes. This was extended to continue prognosticating several other words for a
given sequence of words. Word vaticination is a abecedarian part of natural language
generation. It’s useful in correcting grammatical crimes and arranging the word in a
particular process. Word vaticination can help beforehand learners, similar as scholars
or neophyte experimenters, make smaller spelling miscalculations and increase codifying
speed. Language models assign probabilities to sequences of words or phrases, indicating
the likelihood or probability of the next word given a preceding sequence of words. It’s
useful in correcting grammatical crimes and arranging the word in a particular process.
These models can be useful in colorful fields similar as spelling correction, speech
recognition, machine literacy. This study includes natural language processing, N-gram
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modeling, intermittent neural networks, deep literacy, machine literacy, convolutional
neural networks.

2 Related Work

The approach used to conduct the literature review is described in this section. This
essay represents an examination of previous contributions to the academic community.

[1] Multi-window convolution (MRNN) algorithm is implemented in this paper. In
addition, a residual connected minimal gate unit (MGU), a condensed version of long-
term memory (LSTM), is created. By omitting several layers during training, cnn tries
to reduce training time while maintaining high accuracy.

The authors of [2] proposed an LSTM model for the Assamese language that predicts
the next word(s) based on a set of recently used terms. There is no longer a problem with
words having multiple synonyms as the Assamese language has been transcribed using
the International Phonetic Association (IPA). Their model uses LSTM to predict the next
word with 88.20% accuracy when looking at a dataset of transliterated Assamese words.
The result shows that LSTM is remarkably good at predicting the next word, even for a
language with few sources.

A stochastic model vaticination of the next term for the Urdu language was described
in Paper (3). The retired Markov model was used to predict the future state, and the present
state and future sheltered state were both designed using the Unigram model. The N-
gram model was then employed, with N set at 2. The programme was created to use this
paradigm for Urdu Language (UL) and was put to the test using both conventional and
new content pens to verify their increased writing speed.

A forecasting system for automated law completion was proposed in composition (4).
The vocabulary term vaticination and the identification vaticination were both important
criteria employed by the writers. An LSTM-based neural language model that considers
word vaticination within the lexicon was presented. A concept built on a network of
pointers is suggested for the vaticination of identifiers. The suggested system is estimated
using the source legislation gathered in the judges’ online system. The trial’s findings
demonstrate that the suggested approach is capable of accurately predicting both the
upcoming word in the lexicon and the upcoming identifier. Zilly et al.

(5) proposed an intermittent Highway Network (RHN), which is an extension of
LSTM, allowing for multiple updates of the sheltered state at each time step. In RHN,
the mass matrix declination was eased so that the evaporating grade was resolved [6]
The authors of [6] proposed an LSTM model for the Assamese language that predicts
the subsequent word(s) given a collection of recently used terms. There is no longer
a problem with words having several synonyms because the Assamese language has
been transliterated using the International Phonetic Association (IPA). Their model use
LSTM to predict the following word with an accuracy of 88.20% while looking over
a dataset of transliterated Assamese words. The result shows that LSTM is remarkably
good at predicting the next word, even for a language with few resources.

[71 An automatic code completion algorithm for the next word was presented in
article [7]. Vocabulary word prediction and identifier prediction were the authors’ two
main strategies. A neural language model built on the LSTM network was proposed in
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order to predict words from the vocabulary. A model built on a network of indicators is
suggested for the prediction of identifiers. The proposed method is assessed using the
source code gathered in the online judging system. The experiment’s findings demon-
strate that the suggested method is highly accurate at predicting both the following word
in the vocabulary and the following identifier.

The utilization of long-term memory-recursive networks for generating real-time text
sequences by predicting one data point at a time was discussed in a research paper [18]. In
human comprehension, each word is understood based on the preceding words, allowing
for continuous understanding and response. Traditional neural networks face the chal-
lenge of diminishing in performance under such circumstances. However, Recursive
neural networks address this issue by providing a solution.

In a separate investigation [19], researchers introduced a neural language prediction
model known as MCNN-ReMGU (Multi-Window Convolutional Neural Network and
Redundant Connected Minimal Gate Unit). The unique connectivity within the MGU
network was employed to address the challenges of gradient fading and network corrup-
tion. Through experiments conducted on the Penn Treebank and WikiText-2 datasets,
the authors successfully showcased the superior performance of their proposed method
in predictive applications.

In another paper [20], researchers explored various learning networks to create
new communication between characters. This work provides a comparison between
LSTMs, GRUs and bidirectional recurrent neural networks (RNNs). This model focuses
on learning the repetitive sequence of symbols by accessing them from time to time.

3 Proposed Methodology/Algorithm

3.1 BLSTM

A mechanism called Bidirectional Long-Short-Term Memory (BLSTM) makes sure that
each neural network has both a forward and a backward data ordering. By time stepping
in both directions, the BLSTM utilises the majority of the data. Our input flows in two
ways, which distinguishes BLSTM from conventional LSTM. We can make the input
inflow for a typical LSTM go either backwards or forwards. To store both past and future
information, we may still create an a bi-directional architecture that allows input to flow
in both ways. In order to learn the aspects of the data that are applicable at each time
step, BLSTM must learn the bidirectional relationship between sequenced data. The
GRU cellular unit is the alternative subcaste of the suggested network. We may reduce
the complexity of the network model by using a specific kind of RNN with fewer gates.

3.2 GRU

The LSTM intermittent neural network model is interpreted more simply by GRU. GRU
only requires two gate vectors—a reset gate and an update gate—and one state vector.
The intermittent unit carries out the LSTM-like functions of voice signal modelling,
music modelling, and natural language processing. As compared to LSTM, the GRU
model was designed to perform better with smaller datasets. A single gateway serves as
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both the input and forgotten gates in GRU. GRU is less complicated than LSTM because
of this gate configuration. The suggested model training algorithm may be explained in
the manner below. Algorithm: Model proposed by BLSTM-GRU

Start

. Enter the Bodo series of sentences

. Produce the next word in the specified sequence. BLSTM layer
. (hidden size, batch size) GRU layer

. (hidden size, batch size)

. The activation feature for Softmax

| O R S R

4 Methodology

The set of Bodo sentences with various lengths serves as the foundation for the suggested
next word prediction model (number of tokens). We add a zero block at the end to equalise
the length of the short phrases. The Bi-LSTM model’s input layer is then given the coded
text. Then it moves into the GRU input layer. Experiments are used to determine the
proposed model’s hyperparameters. The model learns the proper word order through
practise sentences. The model may be used with programmes that produce Bodo words
after it has been trained and stored. This eliminates typing and saves time.

5 Dataset Overview and Data-Preprocessing

To assess the new strategy we have proposed, we have gathered a significant amount of
data in Bodo from TDIL (Technology Development for Indian Languages). The total
amount of data collected is 63 thousand and has been gathered from various sources.
After gathering the data from various sources, we cleaned it using the cleanup function,
which was put in place to get rid of extraneous objects (“”, (), /, !), and also helped to
standardize the original dataset so that it could be used for other things in the future.
Each time we want to predict a word or words, we typically input four words into our
model. The output will always be one word no matter how many words are in the input
word.

6 Tokenization

Tokenization is the process of breaking text into words. Tokenization can occur on
any character, but the most common way to tokenize is to do it on a space character.
Tokenization refers to the procedure of converting a sequence of letters or characters into
a sequence of tokens. These tokens subsequently need to be converted into numerical
vectors to facilitate comprehension by a neural network.

7 System Flowchart

See Fig. 1.
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Fig. 1. System FlowChart

8 Model Architecture

Figure 2 and 3 shows the structure of our model which has two hidden layers named
bilstm and gru with a total number of 22,667,753 (params). We used a hybrid model
(Bi-LSTM and GRU) to train our previously created dataset and build one matching
model.

After training our dataset, there is now one trained model for the three length inputs.
The model takes four different word lengths as input and produces a single output, which
is the next word most likely to follow the sequence of input words.

Model: "sequential"

Layer (type) Output Shape Param #
enbedding (Embedding) (None, 4, 10) 45230
bidirectional (Bidirectiona (MNone, 4, 2000) 8088000
1)

gru (GRU) (None, 1000) 9006000
dense (Dense) (None, 1000) 1001000
dense_1 (Dense) (None, 4523) 4527523

Total params: 22,667,753
Trainable params: 22,667,753
Non-trainable params: @

Fig. 2. Model Architecture
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embedding 1_input | InputLayer

l

embedding 1 | Embedding

l

bidirectional_1(Istm_1) | Bidirectional(LSTM)

gru_1 | GRU

Y

dense_2 | Dense

l

dense_3 | Dense

Fig. 3. Algorithm Structure

9 Result Analysis

Conducting experiments and carefully analyzing the results are required to validate the
suggested approach. So, using a corpus dataset to train a model with identical structures
for up to 70 epochs, we assessed our suggested method. The trained Hybrid model has
an average accuracy of 97%, as shown in Figs. 4, 5 and 6.
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Epoch 63: loss inproved fron 001812 to 0,01740, saving model to /content/drive/MyDrive/80D0_HRD_PRED_HYBRIDE/next_words.hs
235/ [ =z2] - 65 2605/step - loss: 00174 - accuracy: 09914

Epoch 64/70

B4 [ =5, ] - ETA: 05 - loss: 0.0163 - accuracy: 0,917

Epoch 64: loss inproved from 0,01740 to 0.01659, saving model to /content,/drive/MyDrive/B0D0_KRD_PRED_HYBRIDE/next ords.hs
235/2% = - 65 24ms/step - loss: 0.0165 - accuracy: 0,915

Epoch 65/70

23523 [ === - £TA: 05 - loss: 0,0164 - accuracy: 0.9913

Epoch 65: loss inproved fron 001650 to 0,01641, saving model to /content/drive/MyDrive/80D0_HRD_PRED_HYBRIDE/next_words.hs
235235 [ =z2] - 65 260/step - loss: 0.0164 - accuracy: 0.9913

Epoch 66/70

B33 [ =), ] - ETA: 05 - loss: 0,0160 - accuracy: 0,918

Epoch 66: loss dnproved from 0,01641 to 0.01586, saving model to /content,/drive/MyDrive/B0D0_KRD_PRED_ HYBRIDE/next ords.hS
235/ [ - 65 25ms/step - loss: 0.0159 - accuracy: 0.9918

Epoch 67/70

25/ [= === - £TA 05 - loss: 0,0158 - accuracy: 0,990

Epoch 67: loss dnproved from 0,01586 to 0.01589, saving model to /content,/drive/MyDrive/B0D0_KRO_PRED_ HYBRIDE/next ords.hs

235/ [ === - 6 250/step - loss: 0,0158 - accuracy: 0,920
Epach 68/70
24023 [= =5, - ETA: 05 - loss: 0,0156 - accuracy: 0,990

Epoch 68: loss inproved from 0,01580 to 0.01569, saving model to /content,/drive/¥yDrive/B0D0_KRD_PRED_HYBRIDE/next ords.hs

235/ [ =z2] - 65 2505/step - loss: 0.0156 - accuracy: 09920
Epoch 69/70
235/ [ ===] - ETA: 05 - loss: 0.0158 - accuracy: 0,917

Epoch
2350235 [=
Epoch 79/70

Loss did not improve from 0,01560
=== - 55 20nsstep - loss: 0.0158 - accuracy: 0,917

Fig. 6. Snapshot of trained model

10 Conclusion

In this research, we present a method that combines the Bi-LSTM and GRU models to
create a hybrid model for next word prediction in the Bodo language. Our architecture
takes advantage of the bidirectional nature of Bi-LSTM, enabling it to capture contextual
information from both preceding and succeeding words. Additionally, we incorporate
the gating mechanism of GRU to enhance memory management and facilitate faster
training convergence.

By conducting extensive experiments on benchmark datasets, we provide evidence
of the superiority of our hybrid model when compared to standalone Bi-LSTM and GRU
models in terms of prediction accuracy and contextual understanding. The results clearly
demonstrate that our hybrid model effectively merges the strengths of Bi-LSTM and
GRU, resulting in improved performance. To further enhance our model, we suggest the
inclusion of attention mechanisms or fine-tuning on larger datasets. Moreover, exploring
transfer learning techniques, domain adaptation, and multilingual scenarios could serve
as intriguing avenues for future research. However, the overall delicacy of this approach
would be indeed more emotional, If we could use the larger data set we formerly used
in this work. It was delicate to use the Bodo corpus dataset because neither Bodo has a
ready- made dataset, so we had to gather the data from colorful sources. To ameliorate
the RNN’s capability to prognosticate the coming Bodo word and judgment, we will
work to amass a sizable data set in the coming months. This study will also be useful
as a tool for sustainable technologies in assiduity because of how extensively it can be
applied.



230

A. Das et al.

References

10.

11.

12.

13.

14.

15.

18.

19.

Yang, J., Wang, H, Guo, K.: Natural language word prediction model based on multi-window
convolution and residual network. IEEE Access 8, 188036—188043 (2020). https://doi.org/
10.1109/ACCESS.2020.3031200

Barman, P.P., Boruah, A.: A RNN based approach for next word prediction in Assamese
phonetic transcription. Procedia Comput. Sci. 43, 117-123 (2018)

Muhammad, H., et al.: Effective word prediction in Urdu language using stochastic model.
Sukkur IBA J. Comput. Math. Sci. 2(2), 38-46 (2018)

Kenta, T., Yutaka, W.: Code completion for programming education based on deep learning.
Int. J. Comput. Intell. Stud. 10(2-3), 109-114 (2021).

Zilly, J.G., Srivastava, R.K., Koutnik, J., Schmidhuber, J.: Recurrent highway networks. In:
Proceedings of the International Conference on Machine Learning (ICML), pp. 4189-4198
(2016)

Li, S., Li, W., Cook, C., Zhu, C., Gao, Y.: Independently recurrent neural network (IndRNN):
building alonger and deeper RNN. In: Proceedings of the IEEE/CVF Conference on Computer
Vision and Pattern Recognition, pp. 5457-5466 (2018)

Prajapati, G.L., Saha, R.: REEDS: relevance and enhanced entropy based Dempster Shafer
approach for next word prediction using language model. J. Comput. Sci. 35, 1-11 (2019)
Stremmel, J., Singh, A.: Pretraining federated text models for next word prediction. In: Arai,
K. (eds.) FICC 2021. AISC, vol. 1364, pp. 477-488. Springer, Cham (2021). https://doi.org/
10.1007/978-3-030-73103-8_34

Qu, X., Kang, X., Zhang, C., Jiang, S., Ma, X.: Short-term prediction of wind power based on
deep long short-term memory. In: 2016 IEEE PES Asia-Pacific Power and Energy Engineering
Conference (APPEEC), pp. 1148-1152. IEEE (2016)

Sundermeyer, M., Schliiter, R., Ney, H.: LSTM neural networks for language modeling.
In: Thirteenth Annual Conference of the International Speech Communication Association
(2012)

Jozefowicz, R., Vinyals, O., Schuster, M., Shazeer, N., Wu, Y.: Exploring the limits of language
modeling. arXiv preprint arXiv:1602.02410 (2016)

Bengio, Y., Schwenk, H., Senécal, J.S., Morin, F., Gauvain, J.L.: Neural probabilistic language
models. Innov. Mach. Learn. 3, 137-186 (2006)

Mikolov, T., Karafit, M., Burget, L., Cernocky, J., Khudanpur, S.: Recurrent neural net-
work based language model. In: Eleventh Annual Conference of the International Speech
Communication Association (2010)

Chung, J., Gulcehre, C., Cho, K., Bengio, Y.: Empirical evaluation of gated recurrent neural
networks on sequence modeling. arXiv preprint arXiv:1412.3555 (2014)

Gal, Y., Ghahramani, Z.: A theoretically grounded application of dropout in recurrent neural
networks. In: Advances in Neural Information Processing Systems, pp. 1019-1027 (2016)

. Graves, A., Mohamed, A.R., Hinton, G.: Speech recognition with deep recurrent neural net-

works. In: 2013 IEEE International Conference on Acoustics, Speech and Signal Processing,
pp. 6645-6649 (2013)

. Sundermeyer, M., Schliiter, R., Ney, H.: From feedforward to recurrent LSTM neural net-

works for language modeling. [IEEE/ACM Trans. Audio Speech Lang.Process. 23(3),517-529
(2015)

Chen, X., et al.: Microsoft COCO captions: data collection and evaluation server. arXiv
preprint arXiv:1504.00325 (2015)

Akash, K., Anjali, G., Anirudh, M., Amrita, J.: Text sequence prediction using recurrent
neural network. Adv. Appl. Math. Sci. 20(3), 377-382 (2021)


https://doi.org/10.1109/ACCESS.2020.3031200
https://doi.org/10.1007/978-3-030-73103-8_34
http://arxiv.org/abs/1504.00325

20.

21.

Bi-directional Long Short-Term Memory with Gated Recurrent Unit Approach 231

Yang, J., Wang, H., Guo, K.: Natural language word prediction model based on multi-window
convolution and residual network. IEEE Access 8, 188036-188043 (2020)

Mangal, S., Joshi, P,, Modak, R.: LSTM vs. GRU vs. bidirectional RNN for script generation
(2019)



q

Check for
updates

Authorship Attribution for Assamese Language
Documents: Initial Results

Smriti Priya Medhi' ®9 and Shikhar Kumar Sarma?

1 Department of Computer Science and Engineering, Assam Don Bosco University, Guwahati,
India
sp.medhi26@gmail.com
2 Department of Information Technology, Gauhati University, Guwahati, India
sks@gauhati.ac.in

Abstract. Impact of Digital India in the creation of electronic content on the
web is primarily acknowledged. However, critically observing, we also realize the
problems, especially in the cases of identifying the creator of content. Also, there
can be issues of false annotation or even plagiarism. Every person has a unique style
of writing. This characteristic can be explored to further train a system to identify
the accurate author of a content, also popularly known as the field of authorship
attribution. This paper attempts to showcase the initial experimental results of
author identification done on a manually collected and annotated assamese literary
corpus. Assamese being a low-resourced language, the applications of NLP like
authorship identification has not been explored till date. And this reported work
can be marked as the first attempt of bringing to the world the research scopes of
authorship attribution in assamese language.

Keywords: NLP - Authorship Attribution - Stylometry - Linguistics - Plagiarism

1 Introduction

The field of stylometry dwells in the concept that every written content has some differ-
entiating factor that separates it from its contemporaries. Examples of some stylometric
features may include average length of words and sentences, number of words, num-
ber of special characters used, misspellings, abbreviations etc. Research on stylometric
features saw its birth in the mid of 19" century when the first work was reported by
Mosteller et al. (1963) [1] on the statistical techniques behind language modelling of
the Federalist papers. The field of stylometry thus has a major role to play in the world
of Authorship Attribution. The essence of any write-up lies in its lexical, syntactic, and
semantic populace. If we compare the literary work of any two personalities, we may
end up discovering enumerable number of patterns hidden in their writing style. This
is formally known as stylometry and was the distinguishing factor among the different
literary legends. Hence, wouldn’t it be interesting to learn about their writing styles and
as such preserve it as a literary fossil to be valued by the coming generation?
Typically, AA can be considered as a text classification problem with respect to
the authors/creators concerned. While some features may be easier to extract, some, on
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the other hand like POS, context-specific features may require in-depth analysis. The
general approach of the AA problem may be visualized as depicted in Fig. 1.

—) Data Cleaning/Pre- — Feature Extraction N Training Model with

processing the extracted features

¥

Document

Classification w.r.t

author based on Test
Data

Set of documents written by
different authors ‘

Accuracy

Measurement

Fig. 1. Steps in an Author Attribution Process

Author Identification would not only help us in detecting the original author, but it
will also aid in maintaining the Intellectual Property Rights and avoid theft of articles
by unscrupulous individuals/organizations. Plagiarism or Content Theft is a global issue
as stated in [5]. The trend of digitization has increased the impact of misattribution to
literary contents popularly termed as “digital dilemma” [4]. As such there is a strong
significance of the proposed study to understand and visualize the possible techniques
of how the original author of an excerpt can be identified via the techniques of machine
learning and artificial intelligence.

The legacy of assamese literature can be traced back to 9—10th century as stated by
a famous author in [2]. Chronologically, it is divided into three periods namely, ancient,
medieval, and modern era. The literary society of Assam named “Assam Sahitya Sabha”
was founded in the year 1917, with the objectives of all-around development of the
language, literature, and culture of the State.

With the advent of Digital India, the tech savvy generation were missing out reaching
to some of the great literary masterpieces. Keeping this in mind, the society decided to
launch a digital platform in the year 2022 containing around 500 old and precious books
to preserve the works of great contributors of Assamese literature and take those legends
across the globe in an electronic format [3]. Assamese being a low resourced language,
there are a lot of challenges in exploring its field of AA. Limited dataset, robust parsers
being some of the prime limitations in this regard. From this, we can understand the
importance and need of developing an efficient and vigorous model that can correctly
attribute an author given a random piece of text. A major requirement here will be
a huge dataset in tunning the model from time to time. Assamese is free-word order
and morphologically rich language and parsing it is still an open problem [23]. And as
mentioned in [24], it is spoken by around 30 million speakers in Assam.

2 Literature Survey

The sole process of authorship identification depends upon learning certain author spe-
cific features and then using those features in identifying other literary works of the
authors considered in the study [6]. Features are some specific characteristics that can
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help an application, set a distinguishing factor between different inputs. For any textual
excerpt, the features may commonly include are lexical, syntactic, semantic, and even
content-specific features. In this study, we have tried classifying the related work into
four major classes namely based on dataset, technique, features, and language.

Some of the typical datasets upon which global researchers have developed author
identification applications include books [10, 15, 16], scientific and literary works [12—
14], newspaper articles [11], emails [7, 17], forum messages [7-9], buyer/seller feed-
backs [7, 17] etc. The authors in [7] and [17] applied stylometric analysis on four types
of online texts namely email messages retrieved from publicly available Enron email
corpus, customer and vendor opinions from a popular e-commerce portal named eBay,
code blocks taken from Sun Java Technology forum and the last set of data set was taken
from IM chat forum called CyberWatch. Around 100 individual authors were selected
from all the above datasets. The aim was to identify individuals based on their writ-
ing style. The extended feature set achieved an accuracy of 94%. The approaches they
adopted included SVM to identify and classify the authors, PCA and KL Transforms to
enhance the similarity detection. Their work focused mainly on lexical features such as
special characters, letter frequency, content words, misspellings, and character n-grams.
The datasets collected in their work were based on English language.

The task in [8] and [9] was to identify the authors of messages collected from web
forums and discussion threads in newsgroups. The feature set considered here was a
concoction of lexical, syntactic, structural, and content-specific features. The authors
had typically considered the languages English and Arabic. They had adopted an SVM,
and decision-tree based approach named C4.5. The accuracy scores were different for
both the datasets. For the English dataset, they achieved an average score of 87.8%
for the approach C4.5 and 93% for SVM and meanwhile for the Arabic dataset they
achieved an average score of 67.5% for former and 91.9% for the later. The authors here
had showcased in a comprehensive manner that how the different characteristics and
number of features puts an effect on the overall accuracy of the classifiers.

Considering books as the test bed, the author in [10] consider a seven types of
linguistic feature set. The features were extracted automatically using NLPWin system
[18]. However, sentences more than 50 words are omitted by the system. Also, further
the irrelevant features or features that occur only very few times or even only once were
discarded using a simple frequency cut-off. The classification technique they adopted
was linear SVM. Other research works which had successfully applied SVM in the
problem of author identification include [19-21]. The problem in [10] were addressed
using a Sequential Mining Optimizer [22], which has recorded results of functioning in
an efficient manner in training a SVM with a large quadratic programming optimization
problem. The accuracy score was obtained following two types of techniques. One
by considering the features in a standalone manner and the other by combining the
features altogether. The prior technique gave a score of 54% and the later gave 97.57%
considering a frequency threshold of 75. They have also added some deep linguistic
analysis features which has in turn helped in increasing their classification accuracy.
Their work has mentioned on the fact that an intelligent thresholding technique will play
avital role in further improving the accuracy score of the classifier. In [15] considering the
literary short texts of reputed novels of English language by authors Anne and Charlotte
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Brontg, the author identification task was attempted using an SVM classifier. They had
proposed bigrams of syntactic labels as a new classification feature which proved to
be outperforming all other previous techniques using the same dataset. They have also
put forward an observation that using short texts of little more than 200 words and
considering diverse features, the accuracy of such classification tasks can be increased.
The work in [16], involved designing a probabilistic context-free grammar to represent
the linguistic style of authors. The grammar was used as a language model to train the
classifiers in identification of a particular author.

In [11], the authors have focused on newspaper articles. Here, unlike the previous
works, they have developed a non-lexical based author identification system wherein a
set of 22 style markers are used to train the classification model. The markers consist
of three levels, mainly token, phrase and analysis and was performed by an existing
NLP tool named Sentence and Chunk Boundaries Detector (SCBD). They achieved an
accuracy score of 81% which outperformed the lexical based approach by 7%. However,
when they increased to set size of the style markers to 72, they did see an elevation in
their accuracy score by 7% again. The results showed a strong inclination to the text
lengths of the corpus. According to them, a text length of not less than 1000 words should
be used if deep style markers are to be extracted. Among the marker levels chosen, the
token level had the highest discriminating factor followed by the later levels. The said
approach can be beneficial only for limited size dataset and cannot solve authorship
identification tasks related to multiple authors contributing on a single document.

The authorship attribution tasks of [12, 13] and [14] were primarily on indic language
texts of bengali, hindi and kannada respectively. The model in [12] applies some lexical
n-grams as the discriminating factor. Their corpus consisted of 3,000 passages written
by three Bengali authors, an end-to-end system for authorship classification based on
character n-grams, feature selection for authorship attribution, feature ranking and anal-
ysis, and learning curve to assess the relationship between amount of training data and
test accuracy.

The work in [13] explores supervised and un-supervised author classification
approaches in hindi literature. The corpus was self-curated and consisted mainly of
hindi novels written by famous authors namely Rabindranath Tagore, Vibhuti Narayan,
Premchand, Sarat Chandra Chattopadhyay and Dhamarvir Bharati. In their approach,
the feature vector was constructed based on lexical unigrams, bigrams, trigrams. The
concept of MDA was also exploited by concatenation of the bigram and trigram feature
vectors. The observations put forward in this work states that the granularity of a dataset
highly puts an emphasis on the classification scores. More the number of diverse fea-
ture vectors, better the accuracy. Authors in [14] have dwelled upon a machine learning
algorithm based on the author’s profile to classify kannada text authors and have been
able to achieve an accuracy score of 88%.

In study [26], an attempt was made to identify the author of a few written material
by 20 different authors. The corpus was about economics, sports and literature subjects
written in Brazilian language. For each of the author, around 30 pieces were considered.
[27] on the other hand focuses in identifying 13 Nigerian authors who have contributed
to their national daily newspaper. A total of 260 articles were taken into consideration
with each author having 20 articles. The work of authorship attribution has had a global
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presence in the field of linguistic research. People had always the fascination of finding
out the true owners of some relevantly early literature works. One such work is reported
in [28] where excerpts of modern Hebrew were used to find out the respective authors. As
mentioned in [29] Hebrew, like Phoenician and some other less well-known languages
is a member of the Canaanite group and is one of the few Northwest Semitic languages
to survive to the present day. A heterogeneous corpus was constructed from posts of
web blogs and some early modern Hebrew literary works of nine different authors. They
employed two different techniques including Markov chains and SVM respectively. The
literary corpus with SVM showed a higher level of accuracy of 98% whereas the blog
corpus showed only 75%. Speaking about the Persian language who is a member of
the Indo-European family of languages, a notable attempt on authorship attribution was
made by the authors in [30]. Here they have proposed a computational approach to
identify anonymous authors of Persian language documents. The technique utilizes the
TF-IDF scheme to chunk out the most differentiating terms of a particular document.
The importance score further is used to find the similarity between a known and an
unknown document. Their state-of-the-art technique has an accuracy score of 90.2% in
english dataset and 93.1% in Persian dataset respectively. Another prominent member
of the Indo-European language family is the Russian language. In [31], the authors
have explored the attribution of authors for their online activity. They have tested their
methodologies on Russian dataset which included literary excerpts and short comments
extracted from their social media handles. Speaking about the methodology, they had
undertaken both standalone and an ensemble of machine learning, neural networks in
combination with their hybrid versions like Neural Networks, long short-term memory
and even BERT and fastText. They had also conducted an experiment for selection of
informative features using Genetic Algorithms. The ensemble technique gave them good
accuracy scores and reduced time complexities. For literary texts, they got the highest
accuracy score of 82.3% and for social media comments, the highest score was 73.2%
using deep NNs. In the year 2007, another attempt to test the fitness of multivariate
techniques in differentiating between Persian authors, the authors in [32] considered
four Persian authors, two each from different periods of time. They had specifically
exploited the contribution of function words in drawing out author-specific patterns
from the dataset.

The Chinese language occupies a significant place among the two branches in the
Sino-Tibetan family of languages. It is spoken by 95% of the Chinese inhabitants and
majority of Chinese inhabitants across the globe [33]. For the Chinese language, the
work in [34] describes how authorship attribution techniques were applied to identify
the ownership of 20 poets in the Tang Dynasty. They have proposed a C-Transformer
combination model. It is a collective of CNN, Transformer and a LDA model responsible
to extract the global, content-specific and topic information from the corpus respectively.
They have also compared their results with some of the SOTA techniques of AA. Out of
which, their proposed model showed a greater accuracy as all the other techniques were
only implemented on modern Chinese text rather than classical Chinese text as in this
case.
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The summarized information of the existing work in the field of Authorship Attribution
and their future works to be addressed is included in Table 1.

Table 1. Summarized Review of Author Attribution in different languages

Author(s) Dataset Language | Features Methods Adopted | Future
Scopes/Limitations
Abbasi, A., & | The corpus English For the english C4.5 and SVM Includes approaches
Chen, H. consisted of English | and Arabic | language a feature set to distinguish
(2005), [8] and Arabic data sets of 301 features were between a larger set
extracted from Web taken including 87 of authors.
forum messages. A lexical, 158 syntactic, Exploring the impact
total of 20 messages 45 structural, and 11 of geographical
for each of 20 content-specific proximity and time
authors were feature. For the play on group and
extracted, Arabic language, 418 individual author
features, including 79 detection accuracies
lexical, 262 syntactic,
62 structural, and 15
content-specific
features
Abbasi, A., & | email messages, English Features: Lexical SVM for Author Scale the proposed
Chen, H. buyer/seller Features such as Identification and | algorithm for a
(2008), [7] feedback from eBay, special characters, PCA, KL larger author set in a
code snippets from letter frequency, Transforms for computationally
sun java forum IM content words, Similarity efficient manner.
Chats. For each misspellings, Detection Work on a dynamic
dataset, 100 authors character n-grams individual author
were randomly feature set that can
extracted adapt with the
author’s changing
writing style
Argamon, S. 500 most recent English Features: Lexical, Expontiated Expanding feature
et al. (2003), postings from Orthographic, Gradient Learning | set to include other
[9] discussion threads in function words, net Algorithm types of style
newsgroups abbreviations markers, such as

parts-of-speech and
complexity metrics.
Also, to investigate
the use of automatic
feature generation
techniques to
increase the
accuracy of learning
algorithms

(continued)
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Table 1. (continued)

Author(s) Dataset Language | Features Methods Adopted | Future
Scopes/Limitations
Gamon, M. Texts from Anne, English Features: avg length | SVM Exploring the AA
(2004) Charlotte, and Emily of sentences, noun field with a wider set
Bronté were used phrases, function of writing style
words, n-grams, POS classification tasks
trigrams, POS and larger feature
bigrams sets. Work on an
ensemble of
classifiers to assess
their performance
and accuracy scores
with different
feature sets
Hirst, G. etal. | Short texts from English Avg word length, SVM Discriminating
(2007) Anne, Charlotte, and frequency of i-letter against multiple
Emily Bronté were words, words authors using
used. Around frequency of multi-class SVMs.
250000 words were i-syllable words, 40 Also expanding the
used for each author function words, 20 feature set with
punctuation marks, optimal features
ratio of hapax
legomena and
dislegomena
Raghavan, S. A total of five English Lexical and syntactic | Trained an To perform
etal. (2010) different datasets features ensemble of PCFG | discriminative
were taken. The model for each training of the
major categories author for the PCFGs for each
were football, classification task | author and do a
business, travel, comparison with the
cricket, and poetry. state-of-the-art
The number of approaches
authors in our
datasets ranged from
3t06
Jankowska, M. | PAN 2013 English, n-gram character Common N-Gram | Investigating the
etal. (2013) Authorship Spanish, frequencies (CNG) performance of their
Identification Greek dissimilarity proposed classifier
Competition Dataset measure with respect to the

length and number
of documents. Also
studying the role of
character n-grams in
assessing the
verification of
authors of different
genres and topical
similarity of the
documents

(continued)
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Table 1. (continued)
Author(s) Dataset Language | Features Methods Adopted | Future
Scopes/Limitations
Reddy, P. et al. | Reviews Corpus. English Document weight is | Naive Bayes, Consider the
(2018) Author-specific taken as the document | Logistic syntactic, domain
document weighted vector instead of Regression, characteristics,
approach is features Random Forest categorical features
proposed and semantic
structure of the
language while
assigning weights to
the documents
Santosh, K. PAN 2013 English, Content, style and SVM, Max Ent, Include sentiment
etal. (2013) Spanish topic-based features Decision Tree analysis for more
accurate author
profiling
Stamatatos, E. | Texts from Greek Greek Features: Style SCBD and Measuring the
etal. (2001) Weekly Newspaper Markers are Discriminant impact of vocabulary
was used automatically Analysis richness in author
Updated identification
Phani, S. etal. | 3,000 passages Bengali Lexical n-grams SVM, Decision Extend the approach
(2013) written by three Trees, Naive Bayes | to other forms of
Bengali authors text, such as blogs,
news articles,
tweets, and online
forum threads
Chandrika, C. | Kannada documents | Kannada Average Word K-Means, SVM, Testing the proposed
P. et al. (2022) Length, Average NB, RF work on lengthy
Sentence Length by articles and
Word, Average exploring the impact
Sentence Length by of bigrams and
Character, Special trigrams on the
Character Count, accuracy scores
Average character per
Word, Punctuation
Count

3.1 Experimental Results

The experiment was conducted on a manually collected and annotated assamese lit-
erary text corpus of 200 text snippets from two famous novels by the name “Shishu
Sahitya Sambhar” by Assamese famous poet, novelist, and playwright Rasharaj Laksh-
minath Bezbarua and “Sasthya” by another noted Assamese poet and journalist Homen
Borgohain. It was a labelled dataset which was pre-processed with all the punctuation
removed. The stop words were also removed using a rule-based process. For the feature
engineering step, bag of words model was used to vectorize the text snippets. For the
classification process, we used the Multinomial Naive Bayes Classifier as it has a past
record of showing optimal results in cases of statistical analysis of any text/document
classification tasks. With all this, we could achieve a training accuracy of 95% and vali-
dation accuracy of 82.5%. The confusion matrix with and without normalization for the
same is depicted in Fig. 2.
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3.1.1 Mathematical Model

In this work, we have made use of Multinomial Naive Bayes Classifier for the said
classification task. It considers its features to be independent of one another. It can do
parameter estimation with a relatively small amount of training data. This classifier finds
its mathematical basis in conditional probability. It combines the concept of conditional
probability and a decision rule called maximum a posteriori (MAP) to perform the task
of classification. The decision rule picks up the most probable class. This is done to
minimize the rate of misclassifications. This model assigns a class label y = Cy for some
k as follows:

~ n
§ = argmaxkeqt,..qp(CO [ |._, p(ilCo) (1

Confusion matrix, without normalization Normalized confusion matrix

1 LNB UCERRCYEEYRCPLEYRD 14285714285714289

Tue label
=
5

Tue label

HB §:2105263157894736 (Ui ERyELEFAUEFLE]

& 2> & 2>
> < N <
Predicted label Predicted label

Fig. 2. Confusion matrix of the classification task

4 Conclusion and Future Work

The field of authorship attribution has a big significance in establishing the authority of
a particular document. Also, this field has been very faintly explored in some regional
languages like Hindi and Assamese. One of the sole reasons might be absence of well-
established datasets to experiment on. Another reason about the challenges of processing
such morphologically rich languages in the absence of standard tools and procedures.
Hence there are valid research scopes in bringing out models that can establish author
identification results for such low-resourced languages. Also from the above data, we
can clearly conclude some findings such as the first author i.e., Rasharaj Lakshminath
Bezbarua is most correctly classified. Hence, we can conclude that in comparison to
Homen Borgohain, the former has a more unique style of writing.

Acknowledgements. The authors would like to extend their heartfelt gratitude to the NLP and
Language Technology Lab, Department of IT, Gauhati University in extending their guidance in
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Authorship Attribution for Assamese Language Documents 241

References

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

. Mosteller, F., Wallace, D.L.: Inference in an authorship problem: a comparative study of

discrimination methods applied to the authorship of the disputed Federalist Papers. J. Am.
Stat. Assoc. 58(302), 275-309 (1963)

. Kakati, B.: Aspects of Early Assamese Literature-1953. Gauhati University (1953)
. Times, S.: Assam Sahitya Sabha goes online with launch of digital archive, 14 Febru-

ary 2022. https://theshillongtimes.com/2022/02/14/assam-sahitya-sabha-goes-online-with-
launch-of-digital-archive/. Accessed 24 Mar 2022

. Comm. ON Intellectual Prop. Rights & THE Emerging Info. Infrastructure, Nat’L Research

Council. The Digital Dilemma: Intellectual Property in the Information Age (2000)

. Nwosu, L., Chukwuere, J.: The attitude of students towards plagiarism in online learning: a

narrative literature review 18, 93—-106 (2020)

. Mekala, S., Bulusu, V.V., Reddy, R.: A survey on authorship attribution approaches. Int. J.

Comput. Eng. Res. (IJCER) 8(8) (2018)

. Abbasi, A., Chen, H.: Writeprints: a stylometric approach to identity-level identification and

similarity detection in cyberspace. ACM Tran. Inf. Syst. (TOIS) 26(2), 1-29 (2008)

. Abbasi, A., Chen, H.: Applying authorship analysis to extremist-group web forum messages.

IEEE Intell. Syst. 20(5), 67-75 (2005)

. Argamon, S., Sari¢, M., Stein, S.S.: Style mining of electronic messages for multiple author-

ship discrimination: first results. In: Proceedings of the Ninth ACM SIGKDD International
Conference on Knowledge Discovery and Data Mining, pp. 475-480, August 2003

Gamon, M.: Linguistic correlates of style: authorship classification with deep linguistic
analysis features. In: COLING 2004: Proceedings of the 20th International Conference on
Computational Linguistics, pp. 611-617 (2004)

Stamatatos, E., Fakotakis, N., Kokkinakis, G.: Computer-based authorship attribution without
lexical measures. Comput. Humanit. 35(2), 193-214 (2001)

Phani, S., Lahiri, S., Biswas, A.: Authorship attribution in Bengali language. In: Proceedings
of the 12th International Conference on Natural Language Processing, pp. 100—105, December
2015

Kallimani, J.S., Chandrika, C.P., Singh, A., Khan, Z.: Authorship identification using super-
vised learning and n-grams for Hindi language. J. Comput. Theor. Nanosci. 17(9-10),
4258-4261 (2020)

Chandrika, C.P., Kallimani, J.S.: Authorship attribution for Kannada text using profile based
approach. In: Gunjan, V.K., Zurada, J.M. (eds.) Proceedings of the 2nd International Con-
ference on Recent Trends in Machine Learning, IoT, Smart Cities and Applications. LNNS,
vol. 237, pp. 679-688. Springer, Singapore (2022). https://doi.org/10.1007/978-981-16-6407-
6_58

Hirst, G., Feiguina, O.G.: Bigrams of syntactic labels for authorship discrimination of short
texts. Lit. Linguist. Comput. 22(4), 405-417 (2007)

Raghavan, S., Kovashka, A., Mooney, R.: Authorship attribution using probabilistic context-
free grammars. In: Proceedings of the ACL 2010 Conference Short Papers, pp. 38-42, July
2010

Burrows, J.: ‘Delta’: a measure of stylistic difference and a guide to likely authorship. Lit.
Linguist. Comput. 17(3), 267-287 (2002)

Heidorn, G.E.: Microsoft Research, Redmond, Washington. Handbook of Natural Language
Processing, p. 181 (2000)

Joachims, T.: Text categorization with support vector machines: learning with many relevant
features. In: Nédellec, C., Rouveirol, C. (eds.) ECML 1998. LNCS, vol. 1398, pp. 137-142.
Springer, Heidelberg (1998). https://doi.org/10.1007/BFb0026683


https://theshillongtimes.com/2022/02/14/assam-sahitya-sabha-goes-online-with-launch-of-digital-archive/
https://doi.org/10.1007/978-981-16-6407-6_58
https://doi.org/10.1007/BFb0026683

242

20.
21.

22.

23.

24.

25.

26.

27.

28.
29.

30.

31.

32.

33.

S. P. Medhi and S. K. Sarma

Dumais, S.: Using SVMs for text categorization. IEEE Intell. Syst. 13(4), 21-23 (1998)
Diederich, J., Kindermann, J., Leopold, E., Paass, G.: Authorship attribution with support
vector machines. Appl. Intell. 19(1), 109-123 (2003)

John, C.P.: Sequential minimal optimization: a fast algorithm for training support vector
machines. MSRTR Microsoft Res. 3(1), 88-95 (1998)

Saharia, N., Sharma, U., Kalita, J.: A first step towards parsing of assamese text. In: Special
Volume: Problems of Parsing in Indian Languages (2011)

Deka, R.R., Kalita, S., Bhuyan, M.P., Sarma, S.K.: A study of various natural language
processing works for assamese language. In: Dawn, S., Balas, V., Esposito, A., Gope, S.
(eds.) ICIMSAT 2019. LAIS, vol. 12, pp. 128-136. Springer, Cham (2020). https://doi.org/
10.1007/978-3-030-42363-6_15

Kakati, B.: Assamese, Its Formation and Development-Revised Ed. by Golockchandra
Goswami. LBS Publication (1995)

Oliveira, W., Jr., Justino, E., Oliveira, L.S.: Comparing compression models for authorship
attribution. Forensic Sci. Int. 228(1-3), 100-104 (2013)

Ayogu, LI, Olutayo, V.A.: Authorship attribution using rough sets-based feature selection
techniques. Int. J. Comput. Appl. 152(6), 38-46 (2016)

Gabay, D.: Authorship Attribution in Modern Hebrew (2008)

Sédenz-Badillos, A.: A History of the Hebrew Language. Cambridge University Press,
Cambridge (1996)

Ramezani, R.: A language-independent authorship attribution approach for author identifica-
tion of text documents. Expert Syst. Appl. 180, 115139 (2021). ISSN 0957—-4174. https://doi.
org/10.1016/j.eswa.2021.115139

Reisi, E., Mahboob Farimani, H.: Authorship attribution in historical and literary texts by a
deep learning classifier. J. Appl. Intell. Syst. Inf. Sci. 1(2), 118-127 (2020)

Dabagh, R.M.: Authorship attribution and statistical text analysis. Adv. Methodol. Stat. 4(2),
149-163 (2007)

Encyclopedia Britannica, Inc: Chinese languages summary. Encyclopedia Britannica (n.d.).
https://www.britannica.com/summary/Chinese-languages. Accessed 5 Aug 2022


https://doi.org/10.1007/978-3-030-42363-6_15
https://doi.org/10.1016/j.eswa.2021.115139
https://www.britannica.com/summary/Chinese-languages

q

Check for
updates

Load Balancing and Energy Efficient Routing
in Software-Defined Networking

M. P. Ramkumar!® J. Lece Elizabeth Rani!, R. Jeyarohiniz, G. S. R. Emil Selvan!,
and Rahul Shiva Konar!

1 Department of Computer Science and Engineering, Thiagarajar College of Engineering,
Madurai, India
{ramkumar,emil}@tce.edu, rahulshivakonar@student.tce.edu
2 Department of Electronics and Communication Engineering, PSNA College of Engineering
and Technology, Dindigul, India

Abstract. Software-defined networking (SDN), a newly developed architecture
that alters the route (paths) of traffic packets, is a flexible and logically central-
ized control plane that provides a reduction in the network’s energy usage. SDN
is designed in such a way that the switches and links can handle a large amount
of traffic. Their energy use is not proportional to traffic. Due to the increase in
network communication, SDN devices demand much more load and energy. The
SDN controller has to be modeled efficiently. The system model of the controller
is proposed which efficiently distributes the load. This model helps in traffic rout-
ing with minimal energy consumption for networking devices. In addition to the
above, it balances the load based on the heterogeneous traffic distribution. The
proposed method optimizes the energy consumed by the networking devices by
means of using the few active switches, minimizing the number of device state
transitions, and handling the volume of traffic. Load balancing is performed for
multiple controllers. The switch migration technique is used for migrating the
traffic from one controller to the other. Energy-efficient routing is done by the
proposed algorithm with reduced device state transition.

Keywords: Load balancing - Power aware routing - Switch migration - Device
state transition - Network monitoring

1 Introduction

There is an enormous amount of power consumption in the internet industry in the present
world, including the production and purchase of devices and electricity consumption due
to utilization. When the traffic in the network is low, the network devices are said to con-
sume half of the total energy. This significant electricity consumption brings significant
economic losses. Therefore, it is much needed to deploy power saving techniques in the
network. While using traditional networks it will be difficult to manage the power-saving
strategies as the control plane that controls the network and data plane at which flows
in traffic are connected together make managing power-saving measures challenging.
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SDN was introduced to overcome the above limitations by splitting Data and Control
plane. The intelligence in SDN centralizes the network in its control plane, which serves
as the network’s “brain,” while the data planes function as simple packet-forwarding
devices. This is in contrast to the traditional approach of distributing network intelli-
gence across multiple devices [1]. SDN can consistently drive the whole network with
utmost flexibility and speed. As network applications are growing, there is a demand to
manage heterogeneous traffic in the network [2]. Therefore, it becomes important that the
load among all the different controllers is distributed properly. Effective resource man-
agement, throughput maximization, and delay reduction are the methods used in SDN
controllers to address load balancing in controllers [2]. Generally, in a network, if a con-
troller is highly loaded it is said to consume more energy which results in performance
deterioration.

The significant contributions are provided below: (1) A network model with diverse
controllers is an effective way to divide the controllers’ overall traffic load during switch
migration. (2) An energy-efficient routing algorithm that mainly aims in reducing power
consumption using active and inactive paths. (3) Integrating the load balancing and
energy-efficient for efficiently reducing the overall power in the network [3].

2 Review of Literature

2.1 Load Balancing

The primary controller is handled by a single controller that is monitored and balanced
in the centralized load balancing method. Concerns regarding the decision to measure
the load are stored on the primary node, and the data needed to do so is gathered from
the other nodes upon demand or after a specified amount of time [4]. The controller with
the large load is reminded to shift part of its burden to the controller with the relatively
light load after gathering in the network, where the load is from all other remaining
controllers. A command is transmitted by the controller to transfer the load to the one
that is highly loaded, and a command to transfer the switch load to the controller that
is least highly loaded. The apparent difference is that since data is not delivered freely,
network traffic that is not necessary is decreased [5].

Each controller in the network measures and balances the load in Distributed Load
Balancing Technique. Every controller in the network has a restriction called the thresh-
old limit that specifies that load balancing is not necessary until the threshold value is
met. In this case, load balancing is carried out not just on the master node but also on
all slave nodes. When a controller’s network load rises over the threshold level, that
controller gathers the load of the other controllers in the network and is set up to balance
the load. In this distributed load balancing technique, many controllers in the network
will perform the load collection frequently because their load raises above the threshold
limit. This causes a shortage of bandwidth as it consumes more bandwidth than should
be required for the data plane because of the maximum exchange of messages to and
from the controllers [5].
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2.2 Energy Efficiency in SDN

Flow consolidation and sleep devices are inseparable. They are the most widely used
ways to save energy. The authors presented a measure for energy efficiency. The measures
of energy efficiency while being backed by utility link intervals are evaluated by Ratio
for Energy Saving in SDN (RESDN). Also, they have provided a MaxRESDN method.
It is a heuristic method. It is used to maximize RESDN [5].

Periodical Flow Monitoring, a classic network monitoring algorithm. It is used to
achieve accurate network monitoring. It is done by the polling method. It polls the
information about the flow from all switches. Modified Elastic Sketch, simply displays
information about the flow from source switches and destination switches, and based on
the traffic fluctuation, this Modified Elastic Sketch algorithm adjusts monitoring intervals
[6]. Random Routing (RR), this algorithmic method selects a random routing path from
all the available paths, and Power Greedy Routing (PGR) this method selects some path
that has more energy consumption and reroutes the path to reduce power consumption.

3 Proposed Algorithm

A multiple-controller network model which includes the load balancing and power-aware
routing framework is proposed. This framework is what each controller in the network
makes use of. This model employs a self-adaptive load balancing scheme (SALBA) that
self-adjusts when each controller’s load increases to sustain load balance [4]. In this
scheme, by moving some of the switches from one controller to the next, load balanc-
ing is accomplished. For migrating the switch using less energy consumption, a power
optimization framework is proposed. After the switch migration, the controller becomes
only lightly loaded, consuming less energy and performing at a high level. The SALBA’s
primary components are link reset, load migration, load balancing, and load broadcast
[4]. However, the power optimization framework includes a power-aware routing app-
roach. This methodology mainly focuses on the Sleep and Active switch and links which
are the two most important operations. The multiple-controller network model provides
an energy-optimized solution for managing the traffic flow in the network.

3.1 Network Monitoring

The information about the link is collected by the adaptive port monitoring algorithm
and the information about the flow is collected by the period port monitoring algorithm.
The topology data is acquired by the topology management module [7].

Port Monitoring

There are two port monitoring algorithms. Period port monitoring and an adaptive port
monitoring method are the two options. As the period port monitoring, neither large
intervals nor small intervals can be guaranteed to be accurate. The adaptive port moni-
toring algorithm adaptively sends the request messages to get information about the port.
Hence the adaptive port monitoring algorithm is suggested. Equations (1)—(3), show the
information about the link.
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C - total capacity

Rw - Residual Bandwidth
Bw - Bandwidth

PC - Port Counter

InEq. 1, PCtype(t) is the port counter’s current bytes’ value, and PCtype (t — Interval)
denotes the stored byte’s value at the last monitoring time. Interval denotes the initial
interval.

In Eq. 4, The traffic fluctuation degree is for the traffic change [8]. The monitoring
interval is acquired by Eq. 5.

The min_Interval represents the predefined minimum and the max_Interval repre-
sents the predefined maximum monitoring interval.

B1 which is greater than one and B2 which is greater than two represent the scaling
factor of the interval.

Interval = min {Interval % §1, max_Interval} a € (0, 0.05]
Interval a € (0.05, 0.2] 5)
max {Interval/B2, min_Interval} a € (0.2, +00)

Algorithm 1 describes the controller that does parse the reply message which is
received from the port and gets the information about the port in an extracted format.
After acquiring the information about the port, the information about the link and the a
value is calculated. The interval for monitoring is adaptively adjusted depending on the
traffic fluctuation degree and after that, the time for monitoring is also updated.
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Algorithm 1

Input: PortStatsReply

Output: PortStatsRequest,Bw,Rw,Ratio

1: Parse PortStatsReply and extract the port statistics
2: Calculate Bw, Rw, Ratio, and o by equations 1-4 3: if
a< 0.05 then

4: interval = min{interval*pl, max interval} 5: else if
0.05 <= o <= 0.2 then

6: interval = interval 7: else

8: interval=max{interval/p1l ,min Interval}

9: end if

10: p time=t+interval

11: if current time=p time then

12: send PortStatsRequest to the corresponding switch 13:
end if

14: return PortStatsRequest,Bw,Rw,Ratio

Flow Monitoring
Upon implementing the adaptive flow approach, the monitoring interval becomes
restricted which gets complicated and results in error-prone results. Therefore, Algo-
rithm 2 is a kind of periodical flow monitoring algorithm. Each flow passing over the
network is tracked by the Open Flow entry which is installed on every switch. The flow
counter in each flow entry is set to store the information about the number of bytes and
packets for every individual network flow. To obtain the flow statistics, it periodically
sends a message to the flow counter, Flow Statistics Request.

Information on the flow level is obtained using such basic statistics and the flow rate
is calculated by Eq. 6.

- e = fbytes ® — f]l:ytes @t—-T) (6)

Soyies(t — T') - the number of bytes stored at the final monitoring time
Joyres(T') - the current bytes carried by the flow
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Algorithm 2

Input: FlowStatsReply, PacketIn, FlowRemoved Output:
FlowStatsRequest, f bytes, f duration, f bytes 1: if msgi
flowStatsReply then

2: Extract fbyte and interval

3: Calculate frate by Equation 6 4: ftime « ftime +T

5: if currenttime = ftime then

6: Send FlowStatsRequest to the corresponding switch 7:
endif

8: Return FlowStatsRequest, 9: else if msgi = PacketlIn
then

10: Extract the new flow information

11: Allocate the power-aware root using algorithm 4 12:
else if msgi = flow removed

13: Parse FlowRemoved and extract fduration, fdemand 14:
Return fduration, fdemand

The corresponding message fields are extracted from the message entering the con-
troller. Based on the statistics obtained from FlowStatsReply, flow monitoring time and
flow rate are obtained and calculated. In order to get the flow data derived from flow
statistics for the next monitoring time, the controller transmits the FlowStatsRequest to
the appropriate switches. Each new network flow is given a power-aware route after the
controller has received the PacketIn. Suppose the flow removed message is got by the
controller, it obtains the flow demand and flow duration.

An overall network picture is produced and topology, link, and flow-level information
are acquired by putting the flow and port monitoring technique to use. The controller
gets data from the whole network based on this global network view for further network
power optimization.

3.2 Load Balancing

In the load balancing technique, the foundation threshold of a controller is primarily
modeled using three parameters: clock, in PBW, and out PBW, where packet out BW is
the bandwidth utilized to send packets out from the controller, the clock is the amount
of time the controller needs to execute one packet request, and the bandwidth utilized to
deliver packets into the controller is packet in BW. These three parameters are used to
modify each controller’s Base Threshold (BT). The ratio between the current threshold
and base threshold is defined as o * BT, known as Current Threshold (CT). The default
o value is assigned as 1 and it fluctuates depending on the controller’s load [7] materials
and procedures. Provide enough details so that the task may be repeated. Only relevant
modifications should be discussed when referencing previously published methods.
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Load Measurement

In this module, the amount of load on each controller is measured at regular occurring
intervals. The load is calculated using the rate at which each packet arrives at the con-
troller from the linked switches. This is calculated as the total number of packets received
from each switch attached to the controller CLi = XjSL}.

Load Broadcast

The main idea behind this loading balancing technique is that each controller should
know some information about every other controller in the network. Every controller
broadcasts its current load (CL), only if there occurs some notable deviation from its
previously stated load (PL) [9]. There comes a parameter § called maximum acceptable
load that can be deviated. Then calculate the CL’s and PL’s deviation if it is greater than
d, then the load broadcasting process is triggered by the scheme. The value of § is now
chosen to be 20% of BT, this helps to overcome the frequent transferring of broadcast
messages between the controllers. This load broadcast is done when the switches are
selected, which are to be drifted to the other lightly loaded targeted controller. Hence no
other migration is triggered at the lightly loaded targeted controller. The highly loaded
controller utilizes a time-out to assist gather broadcast data from the other controllers
before proceeding on to the next phase, which is the load balancing approach. If a
specific controller has problems broadcasting the information, such as packet drops, and
the highly loaded controller does not get any messages from that specific controller, the
controller is excluded from the load balancing process [10].

Load Balancing

Followed by the broadcast stage each controller in the network has base threshold (BT)
and current load (CL) information in every controller through the network. With this
information, the current threshold (CT) of every controller on the network determines
another controller in CT. As mentioned in Algorithm 3, the load balancing operation is
carried out by the controller that is under a heavy load. There are two instances [11].
When all of the network’s controllers are heavily and equally loaded, there is no other
choice the load must be distributed equally across all of the network’s controllers. The
high load is then to be distributed unevenly among all of the network’s controllers, this
occurs when some controllers are just lightly loaded. A parameter called Bi is introduced
which represents the high load in the ith controller and can be determined as CLi /BTi.



250 M. P. Ramkumar et al.

Algorithm 3: Load balancing Algorithm Input: p, C_Load,
B threshold , C threshold Output: «
1. for p from 1 to n do

2. 1f C Load(i) > B_threshold then

3. Send()

4. 1if Load is Uniformly Distributed then

5. 1if ((C_Load(i) - C_threshold(i))

6. or (C threshold(i) - C Load(i)) > p) then
7. ol = C Load(i) /B _threshold

8. BroadcastNewAlpha (ai)

9. end if

10. else

11. Get Controller Switch Pair();
12. power optimization();

13. LoadMigration(c,s,l);

14. if oi > 1 then

a. BroadcastNewAlpha (1)

b. ai =1
15. end if
16. else

17. Receive ()

18. receive (oi)

19. amax = Findmax (oi)

20. C_threshold= amax x B threshold
21. end if and for

22. End

In the first approach, the a value in high load conditions is raised, which then increases
the current threshold of the controller. Determine the difference between the current
threshold (CT) and the CL assuming that the load is distributed uniformly [12]. To
accept more load in the controller, a new o value is defined as the ratio between BT and
CL, when the difference between CT and CL is greater than the new parameter value
p. If the difference is the parameter p, no load balancing is needed [13]. In a lightly
loaded condition, the value of a is reduced and defined as the ratio between CL and
BT. In conditions like if CL is lower than BT, we set the value of a to 1. From this, the
self-adaptive nature of this scheme is clearly understood, when the load in the controller
is less it reduces the value of CT, on the other hand, if the load is more it raises the CT
value to adjust the extra load in the network.

In the second approach, when heavily loaded controllers determine that a load is
no longer distributed evenly across a network, then a controller-switch pair is selected
and the load is drifted from the highly loaded controller to the lightly loaded one [14].
The main function of the controller is how it is paired, it constantly regulates the load
of all highly loaded controllers and provides information on the controller-switch pair
of all lightly loaded controllers, choosing the most direct route based on the following
characteristics. (a) The drifted switch’s load from a highly loaded controller should not
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be more than the CT of the targeted lightly loaded controller so that it avoids the back-
to-back load migration. (b) The distance between the targeted lightly loaded control and
the selected migration switch must be shorter [15].

Load Migration

The overloaded controller will then ask the selected controller to transmit a message to the
selected controller switch pair that will acknowledge switching. The targeted controller,
which is lightly loaded, sends a message to the highly loaded controller. After receiving
verification from the switch that has been selected to drift, the switch migration process
begins. Once the targeted overloaded controllers complete the switch’s remaining tasks,
the load of the targeted lightly loaded controller is transferred. The targeted lightly loaded
controller then redoes its task and informs the drifting switch of its new task. At last, both
the lightly loaded and the heavily loaded controller renew their own switch connection
table [16]. As just the switch control is switched from one controller to the other while
the load is constant, this unit has no impact on the data plane.

Link Reset

In this unit modified link is reset to the original state, it is done before the load migration
process is performed as per Algorithm 4. Later in the load balancing process, switches
are controlled by the controllers which are far away from them, though the load in
the network is not more [17]. Because of this, the performance of the SDN networks is
reduced. To acquire better performance, this Link Reset unit helps in resetting the drifted
link of the switch to its original state. This unit works every day for a while. This unit
works if it detects that the network is lightly loaded.

Algorithm4: Get Controller Switch Pair()

Input: C Load,S Load, C_threshold,?,

LL Controller, B,HL Controller

Output: Sk, Ci

if LL Controller.size==0 then return 1;

end if

for k € SetOfSwitchesUnder HL controller do
fori€LL Controllerandi€HL Controllerdo

i = (C_Load(i) +d+SLk)/ C_threshold (i)

if pi<pBi&&Pi< 1 then

hcd=hc (Sk,Ci )-hc(Sk,Ci) mapping.push (hcd, Sk,Ci )
End if and for

9. End for

10. if mapping.size == 0 then return-1; end if
11. sort (mapping) pop (mapping)

12. return(Sk,Ci ) hc- hop_count

13. End

O ~J o U W N
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3.3 Power Optimization

Three algorithms are proposed to decrease the power used by the device while moving
the load from one controller to another controller.

Power-Aware Routing

During the process of waking up, the device which is in idle mode uses a lot of energy
and also gives a lot of problems [18]. The devices which are in active mode, transmit
the packets using their remaining bandwidth. This process uses 8% of the energy. The
energy consumed by this method is slower than the process of waking up the devices
that are in idle mode. Here the Power-Aware Routing along with very few state transition
algorithms to minimize the power is proposed. This event maintains the number of the
device’s mode transitions. This algorithm mainly focuses on the active devices that are
it sends the packets through active devices instead of waking up the idle ones [5].

Two cases are used here. One is active paths and the other one is not active paths.
Both cases are using the same network topology and configuration [19]. There are two
modes. One is idle mode and the other one is active mode. Each device is in any one
of the modes. The device in the active mode uses a lot of energy but the device in the
idle mode uses less amount of power and it is negligible [5]. But switching the mode
from idle to active consumes some amount of power [20]. The switch and link state are
described below. For switch state (a), It is 1 if switch a is in the active mode or else 0.
For link-state (a, b), It is 1 if the link (a, b) is in the active mode or else 0. The constraints
in the power optimization.

Constraint of Non-negativity and Capacity

e The flow volume should be non-negative. Flow (x,y) > 0, V(x,y) € L
e Link bandwidth should not exceed its value of capacity Bandwidth (x, y) < Capacity
xy),Y(xy)eL

Switch State and Link State Constraints
If the links which are linked with the switch are in the idle mode, then the switch also
will be in the idle mode and vice versa.

Constraints in the Power Consumption of the Link

The link energy usage is determined by the rate of transmission [21]. It is proportional
to the link transmission rate. Algorithm 5 provides the steps of the power-reducing
algorithm. This method selects the path that still has enough available bandwidth for each
packet flow. The interrelationship among flows is considered, such that the probability
of link congestion is greatly reduced [22]. By traversing the paths, the active paths are
picked out. To transmit the packet flow, the algorithm chooses the active path, where
switches are in active mode, and links with a few active switches. Alternatively, a path
with a small number of switches that are in idle mode is selected to transfer the packet
flow [23].
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Table 1. State Transition
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X X X (preState) ®
(preState) (currentState) X (currentState)
0 0 0

0 1 1

1 0 0

1 1 0

Table 1 shows the state transition, where ®-device state transition logical operator.

cl (i, j) = cl(Y preState (i, j) ® Y currentState (i, j))
cs (i) = c2 (X preState (i) ® X currentState (i))

(7

cl - It specifies how much power the link uses while switching from idle to active mode.
cs - It specifies how much power the switch uses while switching from idle mode to

active mode

It requires no power while switching from active mode to idle mode. Further power
consumption will not be obtained by the devices which do not perform state transition.
It needs to minimize the energy consumed by the proposed algorithm [24] as mentioned

in Eq. 7.

Min = ers Xeurrentstate (X) Ps(x) + Cs(x) + Z

(x.y)eL

Yeurrensstate (x, y)P1(x) + C1(x)

XcurrentState (x)PS(x) - It defines how much power the switch uses.
YcurrentState (x, y)1(x, y) - It defines how much power the link used.

®)
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Algorithm 5

Input : Topo: network topology tf: Target flow in a
request

tf bw: bandwidth demand for flow tf

Output : fpath: the path of flow tf

1: Swt active <-- getActiveSwitches (Topo) 2: Link active
<-- getActivelinks (Topo) 3: Path A, Path B <-- NULL
4: Path A <-- getAvailabePath (Topo,tf) 5: for path a in
Path A

6: Swt_a <-- getSwitches(path a)

7: 1if Swt_a belongs to Swt _active then 8:

Add (path_a,Path B)

9: end if and for

10: if Path B!="NULL" then

11: for path b in Path B

12: 1 =0

13: Swt_active[i]= getNumberOfActiveSwitches (path a)
14: increment the the i value by 1

15: end for

16: index=getIndex (argmin (Swt_active))

17: return Path B[index]

18: else

19: for path a in Path A 20: i=0

21: Swt sleepl[i]= getNumberOfSleepSwitches (path b)
22: increment the the i1 value by 1

23: end if

24: index=getIndex (argmin (Swt_ sleep))

25: return Path A[index]

26: end if

27: adapt the link rates of Link active using the
algorithm 7

Flow Rerouting

Algorithm 5 caused the link congestion, to avoid that Algorithm 5 is proposed to reroute
the packet flow. The algorithm finds the link which is congested and selects the redirected
flow which is the high demand for traffic [25]. The path to which the flow is to be
forwarded is determined for each f_max. After f_max transmission, the link band-width
is updated at the appropriate time. 90% of the link usage for most of the flow is much
less than their maximum requirement, therefore, the link bandwidth using a 90% flow
requirement is updated. If the usage of link congestion is less than the threshold value,
then the flow redirecting will be terminated as narrated in Algorithm 6.
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Algorithm 6
Input: Link conj : congested link Output: forwarding path

step 1: while Bw <= &C
step 2: flows=getAllFlows (Link conj)
step 3: f max=getMaximumFlow (flows)
step 4: route f mausingalgorithml step5:Bw=Bw- f max
step 6: end while step7:Adapt the link rates
Link Rate Adaptation

The Algorithms 5 and 6, Link Rate Adaptation is proposed. It is mentioned in Sect. 3.3
that the rate of transmission determines how much energy is used by the link. It correlates
with the link transmission rate. Therefore, this Algorithm 7 is used to reduce the power
further by adapting the transfer rate of the link to the current bandwidth of the link.

Algorithm 7

Input: Link active: active link set

Bw: bandwidth of the link link act which belongs to
Link active Output: rate: rate of the active link
link act

1: for link act in Link active 2: if bw<=rate(10) then
3: rate(1l0) = rate

4: else if rate(l0) < bw <= rate(100) then step 5:
rate (100) = rate 6: else

7: rate(1000)=rate

8: end if

4 Results and Discussion

The proposed model is implemented using mininet, a network emulator that generates
virtual hosts, controllers, links, and switches to imitate any kind of network [26]. The
algorithm used in this model is written in python and uses the Ryu controller. To simulate
a real Time traffic scenario, scapy tool is used which is a packet manipulation tool. A
sample Tree topology with three controllers and a common data center network Fat Tree
topology are both utilized for simulation.

In this Self Adaptive Load Balancing Scheme(A), 20% of BT is the maximum load
deviation, so that the controller can adapt more load before it could do load broadcast,
which results in higher load balancing on every controller in the network, less band-width
utilization and less number of switches to be migrated.
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Fig. 1. Controller load without load balancing

In Fig. 1 and 2, each controller’s load in the network without load balancing and
after implementing the Self Adaptive Load Balancing (A) algorithm are compared. One
can conclude that the load in each controller is greatly reduced after implementing our
SALBA algorithm.

In Table 2, C2 represents the heavily loaded controller, C1 and C3 represent the
lightly loaded controller. Hence, the controllers C1 and C3, the load from controller C2
must be transferred. The values of the switches connected to controller C2 are S1 = 300,
S2 =200, S3 = 150, and S4 = 250.

The switch S3 has been migrated from C2 to C3 by increasing the threshold value
(20% of BT) and BT value. Thus, the Current Load (CL), which is the aggregate of
all the packets received by each switch linked to the controller CLi = X'jSLj, of all the
controllers is less than the value of the Base Threshold (BT).

As the maximum load deviation in this SALBA algorithm is increased, the frequent
load broadcast is avoided and hence the bandwidth utilization is reduced (Fig. 3) com-
pared to the SALB scheme. One could see that the number of migrated switches in
SALBA is very less (Fig. 4) compared to all other algorithms. This is because the con-
troller could adapt more before it could be migrated. The overall discussion is highlighted
in Table 3. M stands for the overall quantity of broadcasts and migration messages sent
and received by controllers.
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Table 2. Metrics required for the migration of load between controllers
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Parameters Controller

Cl C2 C3
BT 800 850 850
CL 720 750 700

With this (Fig. 5) comparison, it is quite forward that POLST is using less energy
for choosing the power-aware route in the network. It avoids changing the devices from
idle mode to active mode which consumes more energy. Hence, in this load balancing
method When the load on the controller is high, POLST is integrated such that it picks
a power-aware route to perform switch migration.
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Table 3. Performance Comparison of Algorithms

Algorithm Controller Time taken for Load | Throughput Loss Rate (% of
Overhead (% of Balancing (s) (packets/s) Messages)
Messages)

SALBA 1.5 0.37 13.7 0.0041

SALB 3 1.371 10.48 0.0132

LI 25 19.8 7.8 0.25

DALB 10 22.67 6.7 0.15

Energy consumption for different strategies
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Fig. 5. Energy consumption for different strategies

5 Conclusion

An energy optimization framework and a self-adaptive load balancing technique are both
built on a multi-controller SDN control plane. The integration of the above-mentioned
techniques helps the controllers in balancing the load by using less power. In the first
function, as a self-adaptive controller, each controller exposes its load to every other
controller in the network. With that knowledge, switch migration is performed from a
highly loaded controller to a controller which has comparatively less load. In the second
function, Power optimization is performed to find a path for switch migration with less
state transition. This proposed system improves the network’s efficiency as measured
by throughput, packet drop, and the amount of time needed to balance each network’s
load. As a part of our future work, load balancing on the controller could be improved
further and can be implemented in real-time.
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Abstract. Sentiment is a feeling or opinion on the basis of perception of a partic-
ular person, product or situation. Process of sentiment analysis (SA) consists of
identification and categorizing such sentiments. It also includes natural language
processing as well as data analysis to get meaningful data from raw data. An abun-
dance of research is done in Sentiment analysis area with respect to English lan-
guage. But there have not been many experiments done in the Indian local/regional
languages like Hindi, Marathi, Konkani, Gujarati. Since the last decade, there has
been tremendous increase in digital data accessible in Indian dialects on world
wide web from different sources like social media, blogs, reviews, opinions, news
content and feedback systems. So, it has become crucial to investigate and pro-
cess such data to get insights of it. This data can be very beneficial for government
agencies, businesses, organizations or individuals.

This paper reviews research in the area of sentiment analysis in Indian regional
languages especially Hindi and Marathi. It is also discussed in literature review
about different sentiment analysis tools, challenges, approaches and techniques.
The paper also provides an overview of research gap from existing research work.

Keywords: Sentiment analysis - NLP - Indian language - Marathi - Aspect based
sentiment analysis

1 Introduction

Because of speedy evolution in internet advancement and social networking websites,
sentiment analysis has become crucial method to extract opinions from given or available
data [1]. As per the Cambridge advanced learner’s dictionary definition ‘sentiment’ is a
thought, opinion, or idea based on a feeling about a situation. It is also a way of thinking
about something [2]. SA is field of research to analyze emotions, opinions, sentiments
with respect to products, individual, company or incidents [3].

There is absolute need to detect individual’s opinion as well sentiments about dif-
ferent parameters or subject like events, trends, elections, government policies; about
participant/users convey sentiments about.
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Data from market surveys, public relations, reviews as well feedback about goods
and services can be very useful for commercial applications, business perspectives or
government. There is a huge investigation required to recognize the aspects of Indian
languages and to enhance the results of sentiment analysis [4].

The number of internet users in India will cross 829 million figure in the year 2021, as
per the Cisco Visual Networking Index (VNI) report published in 2017. This report also
mentioned that the number of internet-enabled devices will touch 2 billion benchmark
in 2021. Reasons to pay heed to other languages apart from English are mushrooming
because of a lack of resources, and many researchers are concerned about local, regional
dialects in India [5]. Indian internet users are using vernacular languages for internet
surfing.

According to Google-KPMG report 2017, the number of Indian regional language
web users (234 million) has already surpassed the English language users (175 million)
in 2016.

India is a multicultural nation of various religions and languages. As per the Con-
stitution of India (8th Schedule), as of 28th December 2022; India has total twenty-two
official languages, namely Assamese, Bengali, Bodo, Dogri, Gujarati, Hindi, Kannada,
Kashmiri, Konkani, Maithili, Malayalam, Manipuri, Marathi, Nepali, Oriya, Punjabi,
Sanskrit, Santhali, Sindhi, Tamil, Telugu and Urdu [6].

Previously large amount of research work is done on sentiment analysis considering
English language but not much on the data available in Indian languages (dialects) [4,
16]. With Indian perspective, majority of the sentiment analysis research is done in Hindi
and Bengali language.

As per the 2011 census, number of native speakers of Hindi and Marathi lan-
guages are five hundred twenty-eight million and eighty-three million, respectively.
Marathi and Hindi language is subgroup of the Indo-Aryan language, which falls in
Indo-European language family. Maharashtra state is second sub-national entity with
respect to population across the globe and second state in India with respect to national
population.

Marathi is the official language of Maharashtra state. It is jointly official language
for the union territories of Diu, Daman, Dadra and Nagar Haveli. Marathi is third most
spoken language in India as per census 2011 data. As per the Ethnologue (2019), ency-
clopedic work of worlds languages produced by SIL International (US based non-profit
organization); Marathi is 10th ranked language. World widely Marathi language is hav-
ing 83.1 million as first language speaker’s. It is mentioned in Census 2011 that the
population of Maharashtra is 11.24 Crores.

These numbers indicate that there is a lot of data available in Hindi and Marathi
for the analysis, which could be used for business purposes or the welfare of local
population. A comprehensive overview of current research and updates in the area of
SA done for Marathi & English language is provided in this paper. Methods, algorithms
and applications in SA field are investigated and presented in this paper.
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2 Structure of the Paper

The Structure of this paper is as follows. In Sect. 1, Introduction of the topic is mentioned.
Structure is discussed in Sect. 2. In Sect. 3, process of sentiment analysis, steps of SA,
levels of SA with sub-tasks in SA and popular techniques used for SA are discussed.
Section 4 focuses on milestones at global level in SA history. Section 5 focuses on
milestones achieved in SA for Marathi and Hindi languages. In Sect. 6, recent research
work done for SA in Marathi and Hindi language is discussed in details. Based on Sect. 5
and Sect. 6 the paper emphasizes the need for research in SA for the Marathi language.

3 Process of SA

Fig. 1. Steps in Sentiment Analysis

SA method consists information acquisition, text processing, feature extraction, sen-
timent categorization and result analysis steps. General steps in sentiment analysis pro-
cess are shown in Fig. 1. In general, sentiment analysis is considered as technique to
get subjectivity and polarity from data. Semantic orientation provides polarity as well
as strength of data particularly words [10].

Fig. 2. SA levels
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Figure 2 showcase general SA levels. SA can be conducted at four levels based on
the granularity of input data.

Aspect Based

This type of SA detects the aspect of text; which discovers what exactly the user liked
or did not liked. Sometimes, it is not enough to say whether a post has a “positive” or
“negative” sentiment. The user may want to identify the aspects of the target present
in the input and the sentiment mentioned for every aspect. ‘I love Apple products but
iPhone 7s is overhyped”; in this scenario there are two opinions, one with a positive note
about Apple product and one with a negative note about iPhone 7s.

Subtasks in aspect based SA:

Aspect Term Extraction (ATE)
Aspect Term Sentiments (ATS)
Aspect Category Detection (ACD)
Aspect Category Sentiments (ACS)

Bl o

Example: Ice-cream is nice as well.
ATE: ice-cream, ATS: Positive,
ACD: Food/Dessert, ACS: Positive

The objective of aspect based sentiment analysis is to find aspects and extract the
sentiments associated.

Word/Phrase Level

SA is executed on phrases or words present in the input text. Sentiment of a phrase/entity
is determined in this approach. Use of lexicon to find positive and negative weightage
term is considered as general method [12].

Sentence Level

At this level differentiation is done between objective phrases which indicates facts and
subjective phrases which indicates sentiments [11]. SA is performed for each sentence.
Opinion about sentences can be gauged using sentence level SA.

Document Level
This level of SA classifies the entire document into positive, negative or neutral cat-
egories. In document level it is considered that the entire document is related to one
entity.

From survey, it is observed that ML-based and lexicon-based methods are the most
popular SA techniques. Figure 3 indicates Sentiment Analysis popular techniques.

Lexicon based method is referred as rule-based method. This method consists sen-
timent lexicon, which uses a repository of known and precompiled sentiments terms.
Lexicon based method consists of two categories, dictionary based category as well cor-
pus based category. Above mentioned categories use statistical or semantic techniques
to identify the polarity of sentiments from given input [5].

In dictionary based method, set of sentimental words are created. This set is fur-
ther expanded by exploring the WordNet to find synonyms and antonyms. Corpus
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Fig. 3. Sentiment Analysis popular techniques

based method is used to extract domain relevant sentiment words with respect to their
orientation [4, 5].

Machine learning approach has two methods, supervised and unsupervised learning.
Supervised method consists huge number of labelled trained dataset. To train the model,
Naive Bayes, Support Vector Machine are extensively used classifiers instead of other
classifiers like Maximum entropy, Neural network, K-Nearest Neighbor. This trained
model can classify data as per sentiments. Unsupervised approach is applied when trained
datasets are not available.

Naive Bayes (NB) classifier belongs to probabilistic classifiers, as shown in Fig. 3.
This classifier is considered as simple and effective method which combine effi-
ciency with considerable accuracy [13]. NB discover the probability of an event using
probability of another already happened event.

P(x|c)P(c)
P(clx) = ——= 1
(clx) PO (1)
P(clx): Posterior Probability
P(x): Predictor Prior Probability
P(c): Class Prior Probability
P(xIc): Likelihood

In simple terms it can be expressed as

) Prior x likelihood
Posterior = . ()
Evidence
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SVM algorithm defines N-dimensional hyper-plane that categorizes information in
two separate groups. SVM accept the input data, then it provides prediction of class.
Aim of the training procedure is to find hyperplane

=Ly (p2)+b 3)

Here X; is input vector, yi is output class, w; is weight vector, «; is lagrange multiplier.

4 Milestones in History of Sentiment Analysis Research

Peter D. Turney (2002)

Turney (2002) showed that it is possible to classify reviews using average semantic
orientated words to label them as positive or negative [7]. This paper demonstrates
result for rating a review by using simple unsupervised learning algorithm. Major issues
for this work were required time and the level of accuracy for dataset.

Wilson T. et al. (2005)

For this research work, authors have presented phrase level SA method. First, this analysis
finds whether phrase is neutral or has polarity value. Then disambiguates the polarity
of the such expressions [8]. Previous research in SA classify document on the basis
of sentiments, and this paper classify individual words and phrases instead of entire
document.

Bo Pang and Lillian Lee (2008)

This paper published by Bo Pang and Lillian Lee (2008) is considered as milestone
in SA research field. This paper highlighted on importance of understanding opinions
of others. Paper also covers techniques to handle sentiment analysis challenges with
comparison to traditional systems i.e. fact based analysis [9]. This work creates interest
in researchers about intellectual richness and breadth of the SA area.

M. Taboada, J. Brooke, M. Tofiloski, K. Voll, and M. Stede (2011)

This paper presents a lexicon based method to identify sentiment from input [10]. Earlier
research used adjectives from sentences, but here authors used the Semantic Orientation
CALculator (SO-CAL) for the remaining speech data. They refined the approach to
negation by using an intensifier.

F. Igbal et al. (2019)

In this research paper, authors proposed an integrated framework to combine lexicon
based and ML based techniques for greater accuracy and scalability [1]. To overcome the
problem of scalability because of increase in feature-set, GA (Genetic algorithm) based
feature reduction method is suggested in this paper. Three approaches (SentiWordnet,

Machine Learning and Machine learning with Genetic algorithm) are experimented with
SA.

AKkhtar et al. (2020)
Akhtar et al. proposed an ensemble framework. In this framework they developed DL
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based models on the basis of CNN, LSTM and GRU. Proposed method was used for
emotion recognition and sentiment analysis. Results achieved are comparatively better
than other ensemble framework like Gradient boosting, Adaboost and Bagging.

Singh et al. (2020)

Itis observed that cross domain sentiment analysis can provide better behavioural aspects
of the customer or user. Singh et al. highlighted need of research work in cross domain
opinion classification due to lack of proper solutions in this area.

5 Milestones in SA Research with Marathi and Hindi Languages

In the field of Indian dialects SA, majority of the R&D work is done for Hindi and
Bengali language [4].

Das and Bandyopadhyay (2009)

In 2009, Das and Bandyopadhyay introduced first work of sentiment analysis in an Indian
language, which was for Bengali language. Das and Bandyopadhyay used SentiWordNet
and subjectivity lexicon to generate a lexical resource with sentiments with POS tags
mapped with English words [14]. Lexical transfer technique is applied to SentiWordNet
and Subjectivity word list. For each English word, set of Bengali words were produced
using dictionary search. Sentiment score (positive or negative) for the Bengali words is
referred from equivalent English words.

Aditya Joshi et al. (2010)

Aditya Joshi et al. (2010) reports first research on SA for Hindi language. In this work
they proposed three approaches [15]. First approach involves Hindi training corpus
for categorizing sentiments in Hindi document. In second approach after translating
document in English, trained classifier applied to categorize document. In third approach,
author build a lexical resource named Hindi-SentiWordNet (HSWN) and executed a
majority score based technique to categorize documents in Hindi.

Balamurali A R et al. (2012)

In this paper authors have presented method to cross-lingual SA that uses WordNet
senses as features of a supervised sentiment categorization. This approach was applied
to two popular languages in India Marathi and Hindi [17].

Akhtar et al. (2016)

Akhtar et al. (2016) presented hybrid deep learning architecture for SA. This was first
attempt where DL model such as CNN was used for SA in Hindi language [16]. This
work includes only aspect term sentiment classification, which is sub type of aspect
based sentiment analysis.

R. Bhargava et al. (2019)
R. Bhargava et al. proposed technique to forecast the sentiments of tweets published in
Hindi, Bengali as well Tamil language [18]. Use of neural network to predict sentiments
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of tweets make this work distinguishable. RNN, LSTN and CNN (neural network layers)
are used to create sequential models.

Removal of emoticons, exclamations makes this work less accurate. More precise
sentiment to a sentence (extremely negative, positive or negative) is not considered for
computing.

Shelke et al. (2022)

Shelke et al. proposed Marathi SentiWordNet, which consists polarity score on the basis
of Hindi SentiWordNet. Authors have performed sentiment analysis on movie review
data using Marathi SentiWordNet with Bi-LSTM.

6 Recent Research for SA in Hindi and Marathi Language
This section consists the illustrations of recent research and new trends in SA area.

Table provides a comprehensive overview of research done for SA in Hindi and Marathi
language (Tables 1 and Table 2).

Table 1. Recent research for SA in Hindi

Citation, Author

Dataset used

Parameters used for

Description of research

evaluation
[15] Aditya Joshi Movie Review Accuracy Sentence level SA
et al. achieved performed. Fallback
78.14% strategy was used,
developed own lexical
resource HSWN (Hindi
SentiWordNet)
[17] Balamurali A R | Travel Dataset Accuracy Sentence level SA
et al. achieved 79% performed

[19] Patra Tweets Maximum accuracy | Sentence level SA
etal. achieved for Hindi performed. This is the
language is 55.67% | first attempt in the
context of Indian
language tweets
[16] Akhtar Twits Hindi, Movie | Accuracy for Sentence level SA
et al. review Twitter 62.52%, performed. First time

Hindi

Movie review 44.88
%

CNN used for SA for
Hindi language

[20] Bakliwal et al.

Product review

Accuracy 79.03%
on product review

Author proposed a
graph based technique
to produce the Hindi
subjectivity lexicon

(continued)
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Table 1. (continued)

Citation, Author

Dataset used

Parameters used for
evaluation

Description of research

[21]
Sharma P et al.

Election tweets

Accuracy for NB
62.1%

Unsupervised lexicon
method used for
classification of Hindi
tweets

[22] Movie Review Accuracy 65% Hindi dictionary was
Sharma R et al. developed by authors to
explore the polarity of
movie reviews in Hindi
[23] Mittal N et al. Movie Review Accuracy Author proposed
80.21% coverage of HSWN,

also effect of negation
and discourse rules are
discussed considering

Hindi language

[24]
M. Yadav et al.

HSWN database,
Product review

Accuracy [approach
1-52%, approach
2-71.5%, approach
3-70.27%]

Authors proposed three
approaches. First
categorization is
achieved by applying
NN Prediction with the
help of pre classified
word. In second
method, categorization
is done with the help of
IIT- Bombay Hindi
SentiWordNet
(HSWN). Last method
proposed use of
pre-classified sentences
as labeled data for
classification

[25] Bhargava
R. etal.

Dataset of Mixed
language (English
language and Indian
languages)

Overall Precision
for Hindi 0.553

This work involves
identifying the four
Indian languages in a
code mix sentences and
categorizing

sentiments after
translating document in
Indic language

(continued)
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Table 1. (continued)
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Citation, Author Dataset used Parameters used for | Description of research
evaluation
[26] Seshadri et al. Data provided by 72.01% for Recurrent neural
SAIL 2015 Hindi language network is used for
classifying sentiments
in the tweets
[35] K. Yadav et al. IIIT Code-mixed 73% Authors proposed a
dataset accuracy bidirectional LSTM
based method
[36] Movie Not Discussed about
Mariya A review available pre-processing of data,
Ali, Dataset by IIT feature extraction and
S.B. Kul- Bombay deep belief network
karni classification

Table 2. Recent research for SA in Marathi

Citation, Author

Dataset used

Corpus Size

Parameters used
for evaluation

Description of
research

[17]
Balamurali
AR

Travel
Review

Not available

849% for Marathi

Authors presented
method to execute
cross-lingual SA
with the help of
WordNet synset
identifiers as
features of a
supervised
classifier

[27] Mhaske N

Not
available

Not

available

Not
available

In this paper
problems in the
opinion mining of
Marathi content are
discussed. General
issues in language
like sentence
structure, negation,
ironic statements
are discussed in this

paper

(continued)
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Table 2. (continued)

Citation, Author

Dataset used

Corpus Size

Parameters used
for evaluation

Description of
research

[28] Deshmukh
S. etal.

General
(online
text file)

Not
mentioned

Not
available

Sentence level SA
performed. Polarity
of each word is
calculated using
English
sentiwordnet
Discrepancies in
the results due to:
a. Limited corpus
words
b. Limited scope of
English
SentiWordNet
c. Non acceptance
of special
characters

[30] Bolaj P et.al

Marathi
documents

Not
mentioned

Not
mentioned

Author mentioned

that ontology based
classification can be
used to perform SA

[31] Pawar
S. etal.

General

200 words

Not
mentioned

lexicon based
approach is applied
to calculate polarity
of words

[33]
Shrivastava et al.

Marathi
Sentence

Not
mentioned

Accuracy
for UNL
method
82%

This paper
proposed
paraphrase
detection for
Marathi text by
applying mixture of
statistical as well
semantic
resemblance

[34] Chaudhari
C. etal.

User
Reviews

Not
mentioned

Not
mentioned

This paper
proposed approach
for Sentiment
Analysis of Marathi
text uses Gate
Processor (Natural
language processor)
to find the overall
polarity of the
document

(continued)
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Table 2. (continued)
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Citation, Author Dataset used | Corpus Size Parameters used | Description of
for evaluation research
[37] L3CubeM | 16,000 Accuracy for Authors present the
Atharva Kulkarni | ahaSent distinct tweets IndicBERT Marathi Sentiment
et al. (INLP) 84.13 Analysis Dataset
L3CubeMahaSent
CNN, LSTM,
ULMFiT, and
BERT based DL
models are used
[38] Bafna, Own 1206 Marathi Accuracy for Author proposed
Prafulla & dataset text documents | DSMM 80% approach of DSMM
Saini, corpus. Analysis of
Jatinder DSMM and
DTMM is provided
in paper

7 Conclusion

There is absolute need to perform more experiments associated with natural language
processing like SA in regional languages of India. Majority of sentiment analysis work
is done in Hindi language in Indian scenario. Need to perform SA for Marathi language
is highlighted in this paper due to large set of Marathi language speaking population.
Traditional machine learning algorithms need to be applied along with deep learning
techniques to improvise the results. There are many challenges like lack of annotated
corpora, unbalanced datasets, unavailability of lexicon tools to conduct SA in Indian
regional languages.

Sentiment analysis with codemixed languages, phrase level SA and aspect based sen-
timent analysis are some unexplored research area for Marathi language. Cross domain
sentiment analysis is emerging as hot topic for research in English as well regional
languages.
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