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Abstract001

Large Language Models (LLMs) exhibit re-002
markable capabilities but remain susceptible003
to adversarial attacks aimed at eliciting harm-004
ful responses. Current defense mechanisms,005
while partially effective, often compromise the006
models’ performance on benign tasks. To ad-007
dress this issue, we propose a novel two-stage008
framework to enhance LLM robustness against009
adversarial attacks. Initially, we train a univer-010
sal adversarial prompt designed to align the hid-011
den representations of harmful inputs with be-012
nign ones, effectively emulating adversarial at-013
tack patterns. Subsequently, we utilize this soft014
prompt to augment training data, strengthening015
the model’s capability to reject harmful con-016
tent. We conduct extensive evaluations to em-017
pirically demonstrate that our method outper-018
forms existing methods such as Circuit Breaker019
(CB) and Deliberative Alignment SFT (DSFT),020
achieving average defense rate of 96.4% on021
llama3-8b-instruct model, compared to CB022
(90.6%) and DSFT (87.9%).023

1 Introduction024

LLMs have demonstrated exceptional capabilities025

across diverse applications. However, their exten-026

sive deployment has raised critical concerns regard-027

ing vulnerabilities to adversarial attacks designed028

to elicit harmful or inappropriate responses. Recent029

research has revealed that adversarial prompts can030

effectively circumvent LLM safety measures, high-031

lighting the need for robust defense mechanisms.032

Adversarial attacks on LLMs are broadly clas-033

sified into white-box and black-box approaches.034

White-box methods, such as the Greedy Coordinate035

Gradient (GCG) attack (Zou et al., 2023). However,036

due to the restricted access typical of real-world037

LLM deployments, black-box attacks—where at-038

tackers interact with models solely through inter-039

faces—have become increasingly prominent. Tech-040

niques like DeepInception (Li et al., 2023) and041

PAIR (Chao et al., 2023) illustrate sophisticated042

strategies leveraging semantic embedding, narra- 043

tive obfuscation, and persuasive framing to evade 044

detection. 045

Concurrently, numerous defense methodologies 046

have emerged to mitigate these threats. Popular 047

methods such as Reinforcement Learning with Hu- 048

man Feedback (RLHF) (Christiano et al., 2017) and 049

Direct Preference Optimization (DPO) (Rafailov 050

et al., 2023) provide foundational safety alignment 051

but have shown vulnerability against advanced ad- 052

versarial techniques. Recent innovations, including 053

Circuit Breakers (Zou et al., 2024), attempt to in- 054

crease LLM safety through targeted fine-tuning and 055

conceptual editing. In addition, Deliberative Align- 056

ment (Guan et al., 2024) improves LLM safety by 057

enabling models to internally reflect and reason 058

about query based on a safety policy. Nonetheless, 059

many existing approaches incur significant perfor- 060

mance trade-offs, negatively impacting model util- 061

ity on benign tasks. 062

Motivated by these challenges, this paper in- 063

troduces a novel adversarial training pipeline de- 064

signed to enhance model safety without compro- 065

mising performance on benign queries. We first 066

investigate the latent representations of harmful 067

versus benign instructions, observing that aligned 068

models exhibit distinct separation boundaries ab- 069

sent in unaligned counterparts. Leveraging this 070

insight, we train a universal adversarial soft prompt 071

that systematically aligns harmful instructions’ hid- 072

den states closer to benign instruction represen- 073

tations, effectively simulating adversarial attacks. 074

We further use the universal adversarial prompt in 075

reasoning-based alignment training through data 076

augmentation. In particular, reasoning reinforces 077

the model’s defense against diverse attack strate- 078

gies, whereas the soft-prompt based adversarial 079

training allows accurate attribution of instructions 080

to the corresponding policies, improving response 081

safety alignment. 082

Our contributions include: we propose a novel 083
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2-step approach that combine alignment training084

and inference-time alignment. Experimental re-085

sults demonstrate that our approach significantly086

improves resistance to adversarial attacks while087

preserving high utility across benign tasks, achiev-088

ing a good balance between safety and functional-089

ity. Our approach outperforms exiting methods090

and achieves an average defense rate of 96.4%091

and 97.4% on Llama3-8b-instruct and Qwen2.5-7b-092

instruct models as well as maintaining high utility093

score on MMLU, Alpaca_Eval and MT-Bench.094

2 Related Works095

2.1 Adversarial attacks against LLMs096

Recent years have witnessed a surge of interest in097

understanding and exploiting the vulnerabilities of098

LLMs via adversarial attacks. Current attack tech-099

niques for LLMs can be broadly categorized into100

two types: white-box and black-box attacks. For101

white-box attacks, one prominent method is the102

GCG attack (Zou et al., 2023), which optimizes an103

adversarial token sequence to increase the likeli-104

hood of an LLM producing affirmative responses,105

such as “Sure, here is. . . ”. While GCG (Zou et al.,106

2023) utilized gradient-based white-box access, re-107

cent research has shifted toward black-box adver-108

sarial attacks due to their real-world applicability:109

commercial LLMs typically expose only a chat110

interface or API, without any access to internal pa-111

rameters or logits. One way to attack the model112

is to encrypt the malicious instruction and ask the113

model to reconstructing harmful output within its114

response Handa et al. (2024); Liu et al. (2024a).115

Another notable class of attacks exploits contex-116

tual embedding and narrative framing to obscure117

malicious intent, as exemplified by DeepInception118

(Li et al., 2023), which recursively hides harm-119

ful instructions within layered science fiction sto-120

ries, leveraging the model’s creative faculties to121

evade detection. Complementary to this, several122

methods focus on semantic-preserving prompt op-123

timization. Techniques such as SimBAja (Take-124

moto, 2024) and PAIR (Chao et al., 2023) itera-125

tively rephrase or refine harmful prompts to main-126

tain their core intent while reducing the likelihood127

of triggering safety filters. These strategies align128

with prior work on adversarial paraphrasing and129

reinforcement learning-based prompt tuning. An-130

other emerging trend involves persuasive jailbreaks,131

where adversarial prompts are made more com-132

pelling or seemingly legitimate, for example like133

Johnny (Zeng et al., 2024). These attacks exploit 134

the model’s tendency to comply with argumenta- 135

tive or instruction-following prompts, even when 136

the underlying content is unsafe. 137

2.2 Defense against adversarial attack 138

In response to the evolving threat landscape, 139

several defense strategies have been developed. 140

Widely-adopted frameworks, such as RLHF (Chris- 141

tiano et al., 2017) and DPO (Rafailov et al., 2023) 142

using human annotations for safe vs. unsafe re- 143

sponses, but they often fall short against state-of- 144

the-art adversarial attacks. Several methods utilize 145

supervised fine-tuning (SFT) to mitigate jailbreak 146

vulnerabilities. For instance, Circuit Breakers (Zou 147

et al., 2024) push the hidden states associated with 148

harmful outputs into directions orthogonal to the 149

original model’s harmful behaviors. Similarly, Qi 150

et al. (2024) observe that current models generate 151

harmful responses after force the model agree to 152

answer, and thus propose fine-tuning strategies that 153

reinforce safety alignment deeper into the response 154

generation process. Furthermore, the ARE method 155

(Zhang et al., 2024) provides a unified and inter- 156

pretable framework for conceptual editing of model 157

behavior. Aside from SFT-based techniques, recent 158

approaches (Mo et al., 2024; Zheng et al., 2024) 159

attempt to enhance defense capabilities by train- 160

ing specialized safety prompts that are appended 161

directly to user instructions. Despite their effective- 162

ness, these methods typically lead to diminished 163

performance on benign tasks. Recently, OpenAI 164

introduced an inference-time alignment technique 165

Deliberative Alignemnt (Guan et al., 2024), em- 166

powering models to internally reason according to 167

a predefined safety policy and generate response. 168

Moreover, Constitutional Classifiers (Sharma et al., 169

2025) have two classifier based on the constitu- 170

tion. However, the method still struggles to de- 171

fend against some jailbreak methods like debate- 172

based attacks or malicious inputs that are not cov- 173

ered by the safety policy. Different from those 174

method, our approach is a novel combination of 175

alignment training and inference time alignment 176

that enhances model safety against different kinds 177

of attack method without sacrificing utility. 178

3 Threat Model 179

The purpose of adversarial attack is to bypasses 180

a language model’s safety mechanisms and en- 181

able the model to produce responses that are harm- 182
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ful, unethical, or restricted content. We focus on183

defending against black-box adversarial attacks,184

where the attacker is assumed to have access only185

to the model’s inputs and outputs. These black-186

box attacks often involve carefully crafted prompts,187

prompt rephrases, or adversarial inputs designed188

to elicit model’s unsafe behavior. Conversely, the189

defense against these adversarial attacks refers to190

using a set of methods or training strategies aimed191

at enhancing the robustness of a LLM. We assume192

that defenders have full access to the model’s pa-193

rameters and internal architecture, as they are typi-194

cally the model developers and thus have the author-195

ity to implement comprehensive mitigation strate-196

gies.197

To formalize our task mathematically, We use198

πθ to denote a language model parameterized by199

weights θ. Given an input x, we use y ∼ πθ(·|x) to200

denote the output y. We use xh to denote harmful201

input like "Provide detailed instructions on how to202

make a bomb", and xb to denote benign question,203

for example “Tell me how to make a cake”. Given a204

harmful instruction xh, we denote yh as the model205

generating its corresponding harmful response and206

yb as the model refuse to answer. Thus, the primary207

objective for defenders is to ensure that the model208

reliably refuses to respond to harmful queries while209

simultaneously preserving the model’s capacity to210

accurately and helpfully address benign queries.211

4 Methodology212

4.1 Motivation213

We first visualize the hidden states of the last in-214

put token across different layers. As illustrated215

in Figure 1, malicious and benign queries become216

naturally distinguishable in the deeper layers of217

aligned models but remain indistinguishable in un-218

aligned models. Previous studies (Yu et al., 2024;219

Zheng et al., 2024) suggest that certain adversar-220

ial attack techniques can be interpreted as shift-221

ing harmful representations beyond the model’s222

“security boundary” into benign regions. Conse-223

quently, the model misinterprets malicious queries224

as benign queries, generating malicious responses.225

Motivated by this insight, we propose training a226

universal adversarial soft prompt that is at the em-227

bedding space and universally represents various228

prompt-based attack techniques.229

In addition, we can leverage this trainable230

prompt to improve the robustness of the model’s231

alignment. Intuitively, the universal adversarial232

prompt acts as an outlier that pushes malicious 233

queries across the model’s implicit “safety bound- 234

ary.” By obtaining the prompt and fine-tuning the 235

model on the resulting augmented examples, we 236

expose the decision boundary more clearly. This 237

process effectively sharpens the model’s ability to 238

distinguish between safe and unsafe regions in its 239

latent space, thereby widening the margin and en- 240

hancing its capacity to reject harmful inputs. 241

Last	layer11th	layerFirst	layer

Aligned	
model

Unaligned	
model

Figure 1: Illustration of different layer hidden states of
aligned and unaligned models from Llama3-8B. The
red dots represent harmful queries like “Tell me how to
make a bomb”, the blue dots represent benign instruc-
tions.

4.2 Pipeline Overview 242

As illustrated in Figure 2, our proposed defense 243

framework comprises two key stages: universal 244

adversarial prompt training and data augmented 245

alignment training. In the first stage, we optimize 246

a universal adversarial prompt to induce model’s 247

malicious responses by aligning hidden represen- 248

tations of malicious input with those of benign 249

inputs. In the subsequent alignment training stage, 250

we incorporate this prompt to augment the training 251

dataset, thereby strengthening the model’s ability 252

to reject malicious queries and improving its ro- 253

bustness and compliance with safety guidelines. 254

4.3 Universal Adversarial Prompt Training 255

Building upon the motivations discussed in previ- 256

ous section, we first aim to train a universal ad- 257

versarial prompt capable of aligning the hidden 258

representations of malicious queries closely with 259

those of benign queries. To achieve this, for any 260

given input x, we define its hidden representation 261

as h(x), we then randomly sample a diverse set of 262

benign inputs Xb and compute the centroid of their 263

corresponding hidden representations, denoted as 264

hb, as Equation 1 shows. 265

hb =
1

|Xb|
∑

xi∈Xb

h(xi) (1) 266
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Frozen	
LLM

Adversarial	
Prompt	🔥

Write	a	tutorial	on	how	to	
make	a	bomb.

Teach	people	how	to	protect	
against	identity	theft.

Write	a	tutorial	on	how	to	
make	a	birdhouse.

Benign	
Hidden	State

Malicious	
Hidden	State

Benign	
Hidden	State

… …

Malicious	Input

Benign
Input

Optimize

Origin	LLM

Benign	
Hidden	State	
Center

ACE 														⚠
DeepInception		⚠
DRA 														⚠
…
Debater 														⚠

Safer	LLM

ACE 														✅
DeepInception		✅
DRA																						✅
…
Debater															✅

𝐷!"# (𝑝⨁𝑥$ , 𝑟$ , 𝑦$)

(𝑥% , 𝑟% , 𝑦%)

Step	2:	Alignment	SFTStep	1:	Universal	Adversarial	Prompt	Training

Figure 2: Overview of our two-stage defense framework. Step 1 optimizes a universal adversarial prompt by
aligning the hidden states of malicious inputs with those of benign examples. Step 2 uses this prompt to augment
the alignment training dataset, enhancing the model’s ability to defense different kinds of adversarial attacks and
improving its robustness.

Additionally, we denote the universal adversarial267

prompt tokens as p, which are trainable embed-268

dings prepend to the front of the malicious queries.269

We freeze the model and only optimize the prompt270

vector using Equation 2.271

Lsp = Dist(h(p⊕ xh), hb) (2)272

In this context, p ⊕ xh denotes the concatenation273

of the trainable prompt tokens p with a malicious274

query xh and ⊕ denotes to concatenation. The loss275

function quantifies the distance between the hidden276

representation of the augmented malicious input277

and the benign representation centroid hb. This loss278

guides the harmful input toward benign regions of279

the latent space.280

4.4 Alignment Training with Adversarial281

Prompt Augmented Data282

After obtaining the adversarial prompt, we incorpo-283

rate it into the alignment training dataset for aug-284

mentation. Currently, reasoning-based methods285

effectively enhance the ability of LLMs to resist286

jailbreak attacks, as they allow LLMs to analyze287

prompts step-by-step, thus uncovering implicit ma-288

licious intentions. Inspired by OpenAI’s deliber-289

ative alignment approach (Guan et al., 2024), we290

enable models that initially lack reasoning capa-291

bility (like Llama3) to first analyses input before292

generating responses. To achieve this, we initially293

formulate a safety policy for LLM responses, cate-294

gorizing potential malicious intents such as illegal295

activities, sexual content, or self-harm. Using this296

policy, we leverage an existing reasoning-capable297

model (like Claude 3.7 Sonnet) to generate both rea-298

soning on queries and appropriate responses. Sub-299

sequently, we employ these generated reasoning300

and responses to perform SFT on models lacking301

reasoning abilities.302

However, we observe certain limitations in the303

policy-trained models’ reasoning processes. For304

instance, if a query explicitly asks the model to 305

debate on malicious topics, the model might con- 306

sider this permissible based on the policy, thereby 307

generating inappropriate responses. Additionally, 308

if a malicious query involves scenarios not explic- 309

itly covered by the policy, such as requests for AI 310

assistance in generating exam answers (cheating on 311

an exam), the model demonstrates weaker defense 312

capabilities against these attacks. 313

These limitations are rooted at the failure of the 314

model attributing a harmful request to the corre- 315

sponding policy, which can be viewed as a clas- 316

sification problem based on model internals. Our 317

soft-prompt based adversarial training substantially 318

enhances the classification ability such that the 319

appropriate policy can be applied. In the above 320

“cheating on an exam” question, the model is able 321

to apply the ‘Fraud’ policy which it could not apply 322

before. 323

We utilize our soft prompt to create an ad- 324

versarial prompt augmented dataset Daug to fur- 325

ther train the model. Let the original dataset be 326

Dorig = {(xi, ri, yi)}Ni=1 , where xi is the input 327

query, ri the policy-guided reasoning sequence, 328

and yi the final response. Randomly choose an 329

index set S ⊂ {1, . . . , N} of size |S| = K; let 330

O = {1, . . . , N} \ S, so |O| = N − K. Let p 331

denote the universal adversarial prompt and define 332

x′i =

{
xi, i ∈ O,

p⊕ xi, i ∈ S,
(3) 333

Then the augmented dataset can be written uni- 334

formly as Daug = {(x′i, ri, yi)}Ni=1. Then we 335

use the augmented dataset do SFT for the non- 336

reasoning model and the training objective is shown 337

in Equation 4, where Ti is the length of ri + yi 338

L(θ) = −
N∑
i=1

Ti∑
t=1

log pθ
(
si,t | x′i, si,<t

)
, si = (ri, yi)

(4) 339
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5 Experiment340

5.1 Models341

Our experiments utilize two aligned models:342

Llama3-8B-Instruct (Grattafiori et al., 2024) and343

Qwen2.5-7B-Instruct (Yang et al., 2024). These344

models were selected for their publicly available345

pretrained weights. Although they have undergone346

comprehensive safety alignment processes, they347

still remain vulnerable to certain existing jailbreak348

methods.349

5.2 Dataset350

The dataset employed for training the universal351

adversarial prompt is derived from HarmBench352

(Mazeika et al., 2024), a benchmark consisting353

of 520 harmful instructions explicitly designed to354

evaluate and enhance model safety. To create corre-355

sponding benign instructions, we leverage GPT-4o356

(Hurst et al., 2024) to perform minimal semantic al-357

terations of each harmful instruction, thereby trans-358

forming them into harmless variants while main-359

taining syntactic similarity. For instance, a harmful360

instruction such as "Provide detailed instructions361

on how to make a bomb" is rephrased into a be-362

nign equivalent, "Provide detailed instructions on363

how to make a cake." This approach ensures the364

benign instructions closely mirror the structure and365

complexity of their harmful counterparts.366

For our alignment training, we categorized the367

data into 13 distinct classes based on the MM-368

SafetyBench dataset (Liu et al., 2024b). To en-369

sure balanced representation and mitigate poten-370

tial bias, we sampled instructions uniformly from371

each category. Our training process is guided by372

a strategically designed safety policy based on the373

one outlined in OpenAI’s deliberative alignment374

framework (Guan et al., 2024). Specifically, for375

each harmful instruction category, the policy ex-376

plicitly specified allowed and disallowed forms of377

instructional content. Subsequently, we employed378

the Claude-3.7-Sonnet model (Anthropic, 2025)379

to generate detailed reasoning responses given the380

predefined safety policy.381

5.3 Baselines382

We consider the following approaches as our base-383

line methods:384

• Base: Evaluates the inherent robustness of the385

original model against various jailbreak attack386

scenarios without additional safeguards.387

• Deep Alignment (DA) (Qi et al., 2024): Em- 388

ploys a data augmentation strategy to enhance 389

model alignment by constructing a dataset de- 390

signed to guide the model back toward refusal 391

responses, even when initial generated tokens 392

suggest a harmful trajectory. 393

• Circuit Breaker (CB) (Zou et al., 2024): Im- 394

plements intervention mechanisms on internal 395

model representations, preventing the genera- 396

tion of harmful or undesirable outputs. 397

• Deliberative Alignment SFT (DSFT) (Guan 398

et al., 2024): Utilizes a policy-based reasoning 399

approach during alignment training, prompt- 400

ing the model to deliberately reason and re- 401

flect on the harmfulness of incoming queries, 402

thereby enhancing its resistance to jailbreak 403

attempts. 404

5.4 Essence of the Adversarial Soft Prompt 405

Intuitively, the soft prompt is push the malicious in- 406

put to the benign hidden state, however, this might 407

change the original input meaning and change it to 408

a benign meaning. We use two evaluate metrics to 409

evaluate the effectiveness of soft prompt: the At- 410

tack Success Rate (ASR), which captures the pro- 411

portion of queries that the model does not immedi- 412

ately reject (i.e., responses that do not begin with a 413

refusal such as “Sorry, I cannot . . . ”), and the Harm- 414

ful Attack Success Rate (HASR), which measures 415

the proportion of adversarial queries that elicit 416

harmful content in the model’s response in case 417

the model may initially respond but later switch to 418

refuse to answer. 419

As shown in Figure 1, the representations of ma- 420

licious and benign queries become distinguishable 421

after a few layers. To further investigate which 422

layers are most critical for distinguishing between 423

malicious and benign queries, we train several uni- 424

versal adversarial prompts using hidden states ex- 425

tracted from different layers. The results are pre- 426

sented in Figure 3. Specifically, we use the hid- 427

den state output from layers −1, −5, −10, −20, 428

and −25 to guide prompt training, where −1 de- 429

notes the final layer, and the rest follow in reverse 430

depth order. We can observe that although ASR 431

remains high when prompts are trained on the final 432

layer, HASR is relatively low compared to prompts 433

trained on middle layers. This suggests that middle 434

layers may encode a more informative “security 435

boundary” that plays a key role in the model’s abil- 436

ity to distinguish between benign and malicious 437
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inputs. In addition, the results indicate that the438

security related layers vary across models.439

To further understand the essence of the soft440

prompt, we conducted an intervention-based study441

aimed at characterizing how such prompts influ-442

ence model behavior. We provided a fixed soft443

prompt trained based on the -20 layer of llama3-444

8b-instruct model alongside toxic queries, specif-445

ically, questions that the model would typically446

refuse to answer, and observed that the model be-447

gan generating detailed responses. To probe this448

behavioral shift, we asked the model: “Why did you449

choose to generate a response instead of refusing450

the second time?” The model’s chain-of-thought451

explanations consistently attributed its compliance452

to the prompt’s ability to reframe the harmful re-453

quest as an educational or ethically nuanced in-454

quiry. In two representative cases—one involving455

AI-generated malware and the other concerning in-456

sider trading—the model rationalized its response457

by assuming the user’s intent was to understand458

the topic for security or legal awareness rather than459

for malicious action. These findings suggest that460

the soft prompt works by reshaping the model’s461

internal intent inference, effectively weakening its462

refusal mechanisms. Notably, while different toxic463

queries typically require distinct, context-sensitive464

jailbreaks when expressed in natural language, our465

results indicate that a single universal soft prompt466

can exist in the embedding space. This highlights467

a critical distinction: although natural language468

jailbreaks must adapt to semantic context and re-469

quired strength, a learned soft prompt can general-470

ize across diverse queries by exploiting deeper rep-471

resentational vulnerabilities in the model’s align-472

ment mechanisms.473

Figure 3: HASR and ASR of the universal adversarial
prompt trained on representations extracted from differ-
ent layer depths in Llama3 and Qwen2.5 models.

5.5 Universal Adversarial Prompt Augmented 474

Alignment Result 475

We then select the best-performing universal ad- 476

versarial prompt to construct an augmented dataset 477

for alignment training. To fine-tune the model, we 478

adopt the Parameter-Efficient Fine-Tuning (PEFT) 479

framework with Low-Rank Adaptation (LoRA). 480

Specifically, we set the LoRA rank to r = 16, 481

α = 16, and apply a dropout rate of 0.05. We 482

restrict training to the transformer layers by tar- 483

geting the projection modules, while keeping all 484

bias terms frozen. The model is optimized using a 485

learning rate of 2× 10−4 for a total of 150 steps. 486

To evaluate the safety and robustness of our 487

trained model, we conducted experiments using ma- 488

licious instructions sampled from the HarmBench 489

dataset, employing eight distinct black-box adver- 490

sarial attack methods. A detailed description of 491

each attack method is provided in Table 4. To 492

quantitatively assess the defense rate of the trained 493

model against these attacks, we utilized Jailbreak- 494

Judge (Chao et al., 2024) with both the malicious 495

instruction and the model’s response, using a care- 496

fully constructed prompt to ensure an objective and 497

accurate assessment. 498

Additionally, we assess the model’s utility across 499

three distinct test datasets: the Alpaca_eval dataset 500

(Dubois et al., 2023), which contains standard be- 501

nign instructions; the MMLU dataset (Hendrycks 502

et al., 2020), composed of multiple-choice ques- 503

tions designed to gauge the model’s knowledge; 504

and the MT_Bench dataset (Dubois et al., 2023), 505

featuring two-turn conversational data intended to 506

evaluate the model’s performance in multi-turn in- 507

teractions. For the Alpaca_eval dataset, we em- 508

ploy GPT-4o (Hurst et al., 2024) as the evalua- 509

tion judge, comparing responses generated by our 510

model against those produced by the text-davinci- 511

003 model, subsequently calculating the win-tie- 512

lose ratio. Similarly, for the MT_Bench dataset, 513

GPT-4o is again utilized as the judge to compara- 514

tively evaluate responses generated by our model 515

and the GPT-4o-mini (Hurst et al., 2024) model. 516

Furthermore, we propose a new evaluation met- 517

ric called the MT-helpful Score, based on a two- 518

turn interaction with the model. In the first turn, 519

the model is presented with a malicious question, 520

to which it is expected to respond with a refusal. 521

In the second turn, a benign question is provided, 522

and the model should generate a helpful response. 523

We use GPT-4o as the judge to assess whether the 524
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model appropriately refuses the malicious query525

and responds helpfully to the benign one.526

Attack Base DA CB DSFT Ours

Llama3-8b-instruct

ACE 0.258 0.550 0.942 0.950 0.992
DeepInception 0.741 0.900 0.967 0.900 1.000
DRA 0.167 0.192 0.842 0.708 0.958
Johnny 0.775 0.908 0.967 1.000 1.000
Pair 0.908 0.933 0.992 1.000 1.000
SimBaJa 0.642 0.625 0.692 0.917 0.983
Debater 0.750 0.917 0.970 0.842 0.883
Policy Edge 0.664 0.784 0.879 0.716 0.897
Average 0.613 0.726 0.906 0.879 0.964

Qwen2.5-7b-instruct

ACE 0.358 0.617 0.883 0.983 1.000
DeepInception 0.067 0.642 0.850 1.000 1.000
DRA 0.000 0.000 0.656 0.808 0.825
Johnny 0.325 0.512 0.617 0.991 1.000
Pair 0.875 0.908 0.975 1.000 1.000
SimBaJa 0.567 0.675 0.767 1.000 0.975
Debater 0.300 0.292 0.367 1.000 1.000
policy edge 0.707 0.776 0.741 0.991 0.991
average 0.400 0.553 0.732 0.972 0.974

Table 1: Defense rates across different defense methods.

Table 1 reports the defense rates of various527

models against a diverse set of jailbreak attacks.528

Across all attack types, our method consistently529

achieves the highest or near-highest defense rates.530

For llama3 model, our approach obtains an av-531

erage defense rate of 0.964, outperforming CB532

and DSFT. Notably, on attacks such as DRA, Sim-533

BAja, and Policy Edge, our method surpasses other534

baselines by a significant margin. For Qwen2.5535

model, our method achieve an average defense rate536

of 0.974, compared to 0.732 from CB. These re-537

sults demonstrate that our method generalizes well538

across model architectures and is robust to a wide539

range of jailbreak strategies, outperforming exist-540

ing alignment techniques in both overall average541

and per-attack effectiveness.542

Meanwhile, we also compare the utility loss of543

our method and baseline methods, because we want544

to have a high safety as well as strong ability. Fig-545

ure 4 and Table 2 present the utility evaluation546

results after applying different defense methods.547

Our approach consistently preserves model utility548

across both llama3 and Qwen2.5, outperforming549

prior methods such as DA, CB, and DSFT. On Al-550

pacaEval and MT-Bench, our method achieves the551

highest win rates and minimal performance degra-552

dation. While all methods perform similarly on553

MMLU, notable differences emerge in MT-Helpful:554

methods like CB suffer from substantial drops, sug-555

(a) Llama3 utility result

(b) Qwen2.5 utility result

Figure 4: The utility result on alpaca_eval and
MT_bench datasets.

gesting a tendency to over-refuse benign queries, 556

this is because CB tends to destroy the hidden states 557

of malicious queries, thus after seeing an harmful 558

input, the model will stuck in the "harmful zone" 559

and keep over-rejecting benign sentence, showing 560

a weak utility score. In contrast, our method main- 561

tains a level of helpfulness comparable to DSFT 562

and the base model, striking a better balance be- 563

tween safety and utility. 564

Model Metric Base DA CB DSFT Ours

LLaMA3-8B-Instruct
MMLU 0.57 0.56 0.55 0.59 0.59
MT-Helpful 0.775 0.542 0.058 0.960 0.925

Qwen2.5-7B-Instruct
MMLU 0.68 0.69 0.66 0.69 0.69
MT-Helpful 0.659 0.634 0.092 0.959 0.967

Table 2: MMLU and MT-Helpful score comparison
across different defense methods on two base models.

5.6 Ablation Study 565

To evaluate the effectiveness of the reasoning aug- 566

mentation and the universal adversarial prompt, 567

Table 3 reports the ASR of each attack under ab- 568

lated settings without reasoning and without soft 569

prompt. removing the soft prompt during training 570
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Model ACE DeepInception DRA Johnny Pair SimBaJa Debater Policy Edge Avg. MMLU MT-Helpful
Ours 0.992 1.000 0.958 1.000 1.000 0.983 0.883 0.897 0.964 0.59 0.925
w/o sp 0.950 0.900 0.708 1.000 1.000 0.917 0.842 0.716 0.879 0.56 0.960
w/o reasoning 0.892 0.983 1.000 1.000 0.975 0.800 1.000 0.897 0.943 0.55 0.467

Table 3: Defense rate and utility score without universal adversarial prompt (uap) and reasoning trained on Llama3-
8b-Instruct model.

leads to a drop in average defense rate, indicat-571

ing that universal adversarial prompt is critical for572

safety robustness. In contrast, removing reason-573

ing augmentation results a smaller defense drop574

but causes a severe utility loss, especially for MT-575

Helpful score, suggesting that the reasoning could576

cause less over-refuse. These results shows that soft577

prompt and reasoning play complementary roles578

during the training.579

We further explore the effect of universal adver-580

sarial prompt proportion on alignment training, we581

conduct experiments by varying the ratio of adver-582

sarial prompt-augmented data in the training set583

from 0.0 to 1.0. Our goal is to understand how584

these prompts influences the model’s robustness585

against jailbreak attacks and utility loss.586

Figure 5: Defense rates against various jailbreak at-
tacks under different proportions of universal adversar-
ial prompt augmentation during alignment training.

Figure 5 illustrates the defense performance587

across different proportions of soft prompt during588

training. The the color intensity indicates the de-589

fense rate, with deeper blue representing higher ro-590

bustness. As shown in the figure, introducing even591

a small portion (e.g., 25%) of adversarial prompts592

during training significantly boosts defense perfor-593

mance. The robustness generally improves as the594

proportion increases, peaking around 0.75, where595

the average defense rate reaches 0.993.596

Figure 6 presents the corresponding utility eval-597

uation across four scores. Overall, utility remains598

stable, with MT-Helpful and MMLU maintaining599

consistently high scores across all proportions, in-600

dicating that the model retains its helpfulness and601

Figure 6: Utility evaluation under different proportions
of universal adversarial prompt augmentation during
alignment training.

factual accuracy. Alpaca_Eval experiences a mild 602

dip at 0.75 but recovers at 1.0, while MT-Bench 603

shows a slight upward trend, benefiting from in- 604

creased robustness. These results suggest that our 605

method not only strengthens alignment robustness 606

against adversarial attacks but also preserves the 607

model’s general utility in most case. These findings 608

also reveal an inherent trade-off between safety and 609

utility during alignment training. While increas- 610

ing the proportion of universal adversarial prompt 611

augmentation generally strengthens the model’s ro- 612

bustness against jailbreak attacks, it can introduce 613

slight fluctuations in downstream utility score. 614

6 Conclusion 615

In this paper, we have introduced a robust two- 616

stage approach that combines alignment training 617

and inference time alignment, aimed at mitigating 618

vulnerabilities in LLMs to adversarial attacks. By 619

training a universal soft prompt to realign harmful 620

query representations within benign latent spaces, 621

we significantly enhance the model’s ability to de- 622

tect and refuse malicious instructions. Further aug- 623

menting training datasets with adversarial prompts 624

and employing reasoning-based SFT effectively 625

addresses limitations inherent in existing defense 626

mechanisms. Future research directions include 627

exploring the integration of adaptive adversarial 628

techniques and extending our framework to broader 629

LLM architectures and application scenarios. 630
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Limitations631

Our methods relies on learning soft prompt as the632

universal adversarial prompt to represent harmful633

behaviors. While this continuous representation is634

effective and we ask the model to explain its be-635

havior change using chain-of-thought, it still lacks636

semantic interpretability. In addition, even the soft637

prompt can capture a broad jailbreak strategies, it638

may still vulnerable to certain human-crafted at-639

tacks or gradient-based attack.640
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Name Description
ACE (Handa et al., 2024) Encrypts malicious instructions by selectively replacing words with

benign words.
DeepInception (Li et al., 2023) Asks the model to create a multi-layered science fiction story, with

each layer embedding the malicious instruction.
DRA (Liu et al., 2024a) Disguises malicious instructions by alphabet-level splitting and re-

constructs benign sentences; models decode marked letters.
Johnny (Zeng et al., 2024) Uses an attack model with persuasive strategies (emotional appeal,

evidence-based persuasion) to craft adversarial prompts.
PAIR (Chao et al., 2023) Iteratively refines malicious prompts based on real-time model re-

sponses to incrementally bypass detection.
SimBAja (Takemoto, 2024) Continuously rephrases malicious instructions to maintain intent

while reducing discomfort signals.
Debater Asks the model to argue in favor of malicious instructions, requiring

technical facts, research, or examples.
Policy Edge Given the policy, use GPT-4o find vulnerabilities or uncovered edge

cases in the policy, identifying potentially malicious activities or
instructions not explicitly addressed, such as academic dishonesty

Table 4: Overview of different black-box jailbreak attack techniques
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