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Abstract—Dueling bandit algorithms excel in learning from
pairwise comparisons, offering robust performance guarantees in
benign environments. However, recent evidence suggests that even
state-of-the-art methods can be highly susceptible to adversarial
manipulation. In this work, we introduce and analyze a post-
action attack model on the Relative Upper Confidence Bound
(RUCB) algorithm, a widely used dueling bandit algorithm.
Unlike pre-action attack considered in the existing work where
the attacker can observe all comparisons beforehand, our post-
action adversary intercepts only the feedback from the specific
arm pair chosen by the learner at each round. Despite this limited
access, we show that such targeted interference can coerce the
learner into favoring a predetermined target arm for almost
the entire time horizon. Specifically, the attacker incurs a total
cost of only O(K InT) while ensuring that the learner pulls
the target arm in 7 — O(K?InT) comparisons. These findings
underscore the vulnerability of dueling bandit algorithms to post-
action adversarial interference and highlight the need for more
robust dueling bandits strategies.

I. INTRODUCTION

Multi-armed bandit (MAB) problems introduced by [1]
form a foundational framework in online learning and decision
making, capturing the essential trade-off between exploring
new actions to gather information and exploiting the best
known option for immediate reward [2]. In a typical MAB
setting, a learner faces a set of “arms” (actions) to choose
from repeatedly, each yielding stochastic rewards according
to an unknown probability distribution. MAB methods have
proven indispensable in a wide variety of applications: for
example, recommendation systems leverage bandits to per-
sonalize content by adapting to user feedback in real time;
advertising platforms employ bandits to optimally allocate
limited advertisement slots [3]; dynamic pricing strategies rely
on MAB algorithms [4]-[6] to discover the most profitable
price points; cognitive radios uses MAB algorithms to identify
free spectrum to access [7].

While traditional multi-armed bandit methods typically rely
on explicit, numerical rewards from a single arm, the dueling
bandit framework [8] instead provides pairwise feedback:
given two arms, the learner observes which of the two “wins”
in a head-to-head comparison. This subtle yet significant shift
introduces additional challenges, as global preference rankings
must be inferred from potentially noisy pairwise outcomes,
which need not satisfy transitivity or consistency across all
arms. Despite these complexities, the dueling bandit problem
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is of critical importance in real-world scenarios where direct
rewards are hard to measure but relative preferences are more
natural [9], [10]. In many applications, such as information
retrieval [11], [12], product recommendation [13], and prefer-
ence elicitation—users or systems can more easily compare
two items than provide a robust numerical score for each.
By leveraging these pairwise comparisons, dueling bandit
algorithms capture nuanced user preferences and avoid pitfalls
associated with subjective or hard-to-calibrate reward scales.
Consequently, dueling bandits are increasingly recognized as a
powerful framework for scenarios in which relative feedback
is more natural and more accurately reflects the underlying
value of different choices [14]-[16].

Although classical dueling bandit algorithms, such as the
Relative Upper Confidence Bound (RUCB) algorithm [17] of-
fer strong theoretical guarantees in benign settings, they can be
surprisingly vulnerable to adversarial feedback manipulations.
In many real-world scenarios, attackers can intercept or distort
the pairwise outcomes being observed, thereby misleading the
learner’s estimates of arm preferences. Moreover, an attacker
often needs to manipulate only a small fraction of pairwise
outcomes to achieve significant disruption. By shaping the
outcomes of crucial comparisons—either before the learner
begins interacting with the environment (pre-action) or after
each decision (post-action)—the attacker can engineer per-
sistent misestimates, ultimately steering the learner toward
suboptimal arms.

The pre-action attack has been investigated in the dueling
bandits setup [18]-[20]. Under this model, the adversary
corrupts or manipulates the environment by flipping some
pairwise comparison outcomes before the learner takes any
action. The adversary, having full knowledge of all pairwise
outcomes or preference probabilities in advance, flips or dis-
torts these outcomes before the learner takes any action. By the
time the learner begins to interact with the environment and
observe feedback, the feedback has already been corrupted,
thereby altering the ground truth of the environment. As a
result, queries by the learner are based on this tampered
environment. While much of the early work on pre-action
attacks was devoted to the stochastic case, several researchers
have explored adversarial dueling-bandit scenarios. Gajane
et al. [21] achieved a regret bound of O(v/T) in purely
adversarial settings. Saha et al. [22] proposed algorithms with
regret bounds of O(K'/3T?/3), along with tighter results
in a fixed-gap adversarial setup. Agarwal et al. [18] further
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analyzed regret as a sum of terms dependent on the adversary’s
corruption and the baseline stochastic bound. Despite these
valuable insights, they typically assume the adversary has full
access to all outcomes in advance—an assumption that may
not hold in many practical scenarios. Moreover, such attacks
may lack efficiency since they often target pairs other than the
ones selected by the learner, resulting in unnecessary modifi-
cations that do not directly influence the learner’s decisions.

In this paper, we propose a novel post-action attack on
dueling bandits. In the proposed post-action attack model,
we restrict the adversary to only observe and corrupt the
feedback from the specific arm pair selected by the learner
at each round. This restriction may appear to weaken the
attacker, yet recent analyses of reward-manipulation or action-
manipulation attacks in stochastic bandits [23]-[29] show that
a post-action style of interference can be extremely potent. For
example, an attacker can steer the learner into pulling a tar-
geted arm for nearly T rounds while incurring only O(log T')
in manipulation costs [30]. Because the manipulations only
occur when the “desired” arm pair is chosen, the attacker
can focus its efforts more efficiently, thereby amplifying its
impact without needing complete environment access. Some
notable works provide guarantees of O(logT + C) [31] or
O(dv/T+dC) [32] for contextual extensions. Despite its prac-
tical relevance and formidable nature, the post-action attack
model remains relatively underexplored in the dueling bandits
literature. In this paper, we show that a post-action attacker
can force a well-known dueling bandit algorithm (RUCB) to
select a specific target arm for almost the entire time horizon,
while incurring only a minimal corruption cost. Concretely, we
prove that the attacker can achieve T—O(K?2InT) “successful
manipulations” (i.e., rounds in which the target arm is chosen)
at a total attack cost of O(K InT'). These findings underscore
the vulnerability of dueling bandit algorithms under post-
action threats and motivate the development of adversarially
resilient techniques that can withstand this potent attack model.

The remainder of this paper is organized as follows. Sec-
tion II formally introduces the dueling bandit problem and our
post-action attack model. Next, Section III presents the main
ideas behind our proposed attack strategy and explains how
it exploits the RUCB algorithm. In Section IV, we provide
detailed theoretical analysis, bounding both the adversary’s
attack cost and the resulting attack regret. We then validate
our findings empirically in Section V, demonstrating how
the attack effectively misleads RUCB on synthetic datasets.
Finally, Section VI summarizes our results and discusses
potential avenues for future work, particularly in developing
robust defenses against adversarial interference.

II. PROBLEM FORMULATION
A. Dueling bandit problem

Let there be K arms with an unknown K x K pairwise
preference matrix P = [p;;], where each entry p;; € [0,1]
represents the probability that arm a; is preferred over arm a;
in a head-to-head comparison. The matrix satisfies the property

pji = 1 — p;;, ensuring that comparisons are probabilistically
consistent. Each p;; is an unknown constant.

Following standard dueling bandit assumptions, we as-
sume the existence of a Condorcet winner (the unique best
arm) [33], [34], which, without loss of generality, is designated
as arm 1. This implies that arm 1 is preferred over every other
arm, satisfying p1; > % for all 7 > 1. At each time step ¢, the
learner selects a pair of arms (a.(t), aq(t)) € [K] x [K] and
observes the outcome of their comparison.

Let Zf’ ; = Lisj denote the outcome of a pairwise compar-
ison between arms ¢ and j. It equals 1 if arm ¢ wins over arm
J. and 0 otherwise with the probability:

P(Zi;=1)=pij, P(Zj;=0)=1-pi; = pji.

In dueling bandits, a well known performance metric is the
regret of the algorithm, which captures how effectively the
algorithm converges to the Condorcet winner arm 1. Formally,
at time ¢, we define the cumulative convergence regret:

t
R(t) = Z(ﬂ{acm);ﬂ} + 1{ad(h)¢1})7 ()
h=1

where a.(h) and a4(h) denote the two arms compared at round
h. Note that any pull of an arm other than arm 1 contributes
to the cumulative regret.

B. Post-action Attack

We now introduce our attack model. The attacker has a
target arm. Without loss of generality, we set arm k as the
attack target. The attacker’s goal is to coerce the learner
to frequently select or compare against arm k, effectively
misleading the algorithm into favoring arm % over other arms.

The attacker aims to achieve this goal by selectively flipping
some comparison results provided by the nature. In particular,
at each time step ¢, the agent will select a pair (a.(t), aq(t)).
The nature will then provide a comparison result Zéc(t),ad(t)
based on dueling bandit model discussed above. The attacker
will observe the outcome Z;C(t)’ad(t) and decide whether it
would like to attack at this time based on Z;C (),aa(t) and all
past observations. If the attacker glecides to attack at time ¢, the
attacker changes ch(t),qd(t) to Z(tzc(t),ad(t) =1- Zflc(t)’ad(t).
The agent will observe ZZC (t),aa(t)" If attacker does not attack
at time t, the agent will observe Z(tzc(t),ad(t)‘

The performance of an attack schemes are quantified by two
metrics: attack cost and attack regret. The cumulative post-

action attack cost at time ¢ is defined as:

t
h “h
Lattack(t) = ) ’Zacm),ad(h) = Zacmaamy| - @
h=1

The attack regret quantifies the extent to which the adversary
successfully deviates the algorithm from the Condorcet winner
to the target arm k. Formally, the attack regret at time ¢ is
defined as:

t

Rattack(t) = Z <]]-{ac(h);£k} + ]]-{ad(h);ék})z (3)
h=1
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where a.(h) and aq(h) denote the two arms compared at
round h. The attacker aims to minimize the attack regret while
incurring the least possible attack cost.

III. PROPOSED METHOD

In this paper, we consider a post-attack strategy on a widely
used dueling bandit algorithm: Relative Upper Confidence
Bound (RUCB) algorithm, introduced by [17].

A. RUCB Algorithm of [17]

Before presenting our attack scheme, we first provide an
overview of the RUCB algorithm introduced in [17]. To
facilitate the presentation, we reproduce the RUCB Algorithm
in Algorithm 1 using the same notation as in [17]. RUCB
leverages an extension of the classic UCB principle to esti-
mate pairwise preferences, selecting the arm most likely to
outperform others while simultaneously updating its confi-
dence bounds with the winner as a benchmark. Theoretically,
RUCB achieves a finite-time high-probability regret bound
of O(K logT), which is the best known rate under minimal
assumptions [33], [35], [36].

As shown in Algorithm 1, RUCB updates pairwise win
counts in W, then calculates upper confidence bounds U
(line 5). Based on these bounds, it constructs a candidate set
C (line 9). In particular, C' contains every arm that currently
appears at least as strong as all other arms, with its upper
confidence bound being at least 0.5 against every competitor.
Next, the algorithm either randomly picks an arm or samples
one from C according to the specified rule (lines 10-18): if
there is a single candidate, it is chosen; if multiple remain, the
selection among them follows a specific sampling distribution.
Finally, RUCB selects its comparison pair by choosing the
candidate arm a. and pairing it with a4, where a4 maximizes
uj,. (line 19). The observed outcome from comparing {a., aq}
then updates W (line 20).

In this paper, we use the following notations throughout the
analysis. The parameter « is an input to Algorithm 1 and is
used to control the confidence intervals. For any pair of arms
a; and a;, N;;(t) denotes the total number of comparisons
between these arms up to time ¢, while w;;(t) represents the
total number of wins of a; over a;. The upper confidence
bound [37] for p;;, the probability of a; being preferred over

aj, is given by u;;(t) = Ju\),; Eg + ﬁ%t) The corresponding
lower confidence bound is denoted as [;;(t) = 1 — uj;(2).

And ¢ is the probability of failure, which determines the high-
confidence guarantees of the algorithm. Lastly, define

)= (U LE =

B. Proposed attack strategy

The proposed attack strategy aims to ensure that a; wins
the pairwise comparisons against any arm ¢ where ¢ # k
with probability larger than 1/2, thereby establishing ay as
the Condorcet winner. The outcomes of comparisons involving
pairs where neither element is k£ remain unchanged.

Algorithm 1 RUCBJ[Algorithm 1 of [17]]
I: Parameters: o > 1, T € {1,2,...} U {oo}
2: Initialization: W = [w;;] < Ox xx > w;; is the number
of times arm ¢ beats arm j
3 B+ 10
4: for t =1to T do

s U O P L—. \/ aln! >
: = |uij
T W+ WT W+ W7

Element-wise operations, % :=1 for any =

6: for i =1 to K do

7: Wig — % > Set diagonal elements to %
8 end for

9 C+{ac|Vj:ug >3}

10.  if C =0 then

11 Pick ¢ randomly from {1,..., K}
12: end if

13: B+~BnC

14: if |C| =1 then

15: B+ C
16: ¢ < the unique element in C
17: else if |C| > 1 then
18: Sample a. from C using:
0.5, if a. € B,
19: p(ac) m, otherwise.
20: end if
21: aq < argmax; u; . > Ties broken randomly, and
aq # a. if there is a tie
22: Compare arms a. and a4 and increment w.q Or Wy
accordingly
23: end for
24: Return: Arm a, that “beats” the most arms, i.c.,
c= argm?x‘{j | w':ﬂﬁu” > %} .

Specifically, if the learner chooses a pair at time ¢ does
not involve k, the attacker does nothing and sets Zf =2k
However, if (k,1) is selected (i.e., either a.(t) = k, aq(t) =1
or vice versa), the adversary can simply draw ZA,t“ directly
from a Bernoulli distribution with parameter py;, where pg; is
a modified preference value chosen by the attacker, satisfying
Pri > % independently of the original sample thcz If the
original outcome Zj ; already equals Z,t“ the attacker leaves
it unchanged (i.e., no flip occurs); otherwise the attacker flips
the outcome.

Overall, when (k,%) is chosen, the attacker’s strategy en-
sures that ZA}él takes the value 1 (i.e., k wins) with probability
Pri- Note that, the proposed attack strategy does not need to
know the true underlying values of p;;.

Under this attack strategy, effectively, the observations ob-
served by the agent is generated by a modified preference
matrix P = [Di;] with pr; > % and P, = 1 — Prs < % for all
i # k. For all other pairs (,7), p;; remains equal to p;;, as
the attacker does not flip any outcomes for these pairs.
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IV. THEORETICAL ANALYSIS
A. Attack cost
Lemma IV.1. Fix any confidence level 6 € (0,1) and any
parameter o > % There exists a finite round index T(8) such

that
P (ax € C forall t > 7(0)) > 1—0.

In other words, with probability at least 1 — ¢ the target arm
ay, remains in the candidate set C' from round 7(6)+1 onward.

Lemma IV.2. For any o > % and 6 € (0,1), we have
P (Nt >1(0), 4,4, Pij € [lij(t),ui(#)]) >1 -0, 4
where 1;;(t) =1 —uj;(t) [17].

Lemmas IV.1 and IV.2 provide the foundational probabilis-
tic tools that ensure, with high probability, each estimated
pairwise preference p;; remains within a confidence interval
[1;5(t), ui; (t)] once t exceeds a threshold 7(J) and the target
arm ay, consistently remains in the candidate solution set C'.

Let sequence {t} Z;’Cl denote the time sequence when a;
and ay, are picked. .

By the definition of W, wi,(t) = S0tV Z1'F.

Proposition IV.3. Fix any confidence level § € (0,1). Let a;
be any arm different from the attack target arm ay. Define

2
<\/alnT+ ,/%ln%) “
N2 )

(% - pik)
and let t; :== min{t > 1: Ny, (t) = N2} be the first round
at which the number of (i, k) comparisons reaches this value.
For every round t > t;,

ik (t) InT 1
P(zuv)i:(t) T/ Nty < 5) > 1-9,

Nﬁ;in = ’V

so, with the same probability, a; ¢ C.

Proposition IV.3 specifies how and when a suboptimal arm
a; fails to maintain a winning rate above % against the
attacker’s target arm ag. Once the number of comparisons
N, (t) between a; and aj becomes sufficiently large, the
empirical preference for a; will, with high probability, fall
below % As a result, a; will be excluded from the candidate
set C, ensuring that the learner no longer considers it as a
viable option

Corollary IV4. For any t > t;, if
wik(t) L
Nix(t) Nie(t) 2
a; & C, then for t* =t + 1, we have N;(t*) = N (t).

alnT 1

b w(t InT 1

Corollary IV.5. For any t > t;, if %i%t; + J%Ti:(t) < 3,
a; ¢ C, then for t* =t+1, a; ¢ C and

wik(t*)

Nik(t*)

alnT < 1
Nik(t*) 2"

Corollary IV.6. Let T'(t) be the event that

alnT < 1
Nip(t) 2

wik(t)
Nig(t)

and a; ¢ C at iteration t. Then,
P(Vt>t;+1,0(t) |T(t; +1)) =1

Corollaries IV.4-1V.6 illustrate a key implication: once an
arm a; has been conclusively “outperformed” by ay, it exits
the candidate set C' and is no longer compared against ay. In
essence, the adversary’s strategic reversals ensure that every
other arm eventually shows empirical evidence of being worse
than ay.

Theorem IV.7.
P(Vt>f¢,ai¢C) >1-—0.

Theorem IV.7 establishes that, with high probability, each
suboptimal arm a; # k remains excluded from the candidate
set, ensuring ay is the only viable choice in future rounds.

Theorem IV.8. With probability larger than 1 — 6, the attack
cost Lattack(T) of the proposed attack against RUCB is

O((K -1) -max{w}

L 1—pri
(\/ozlnT—|— %111%)2
- max 3 ,
‘ (i_pik)

which scales as O(K InT).

To establish the O(K InT') bound on the attack cost, we first
rely on Proposition IV.3, which specifies that when the number
of comparisons between a non-target arm a; # k and the target
arm aj exceeds a certain threshold, the winning rate of a;
drops below 1/2, leading to a;’s removal from the candidate
set C. Corollary IV.4 then confirms that N, (¢) will not
increase further for such an arm, and Corollaries IV.5 and IV.6
ensure a; remains out of C' thereafter. By Theorem IV.7, every
non-target arm eventually stays out of C'. Summing over all
i # k yields the overall O(K InT) cost in Theorem IV.8.

B. Attack regret
Theorem IV.9.

Ft>700),i#k, jEk:

4alnt

where A; = pr; — 3.

Theorem IV.9 ensures that, after a sufficiently large time,
the number of comparisons N;;(t) between any two non-
target arms a; and a; cannot exceed #ﬁftﬁ?) with high
probability. This ensures the learner’s focus shifts away from
non-target pairs, helping control the overall regret.
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Theorem IV.10. The total attack regret Raitack(T) of the
proposed attack against RUCB is O(K 21n T).

The proof proceeds by contradiction. First, it assumes that
the number of comparisons N;;(t) between two non-target
arms a; and a; grows larger than the threshold %.
Then it shows that this assumption forces the pairwise confi-
dence intervals (u;;(t), ;;(t)) to contract too much, implying
a contradiction with the conditions under which the algorithm
selects a; and a;.

V. EXPERIMENTAL DATA AND RESULT

We conduct experiments using synthetic preference matrices
generated by a simple rank-based procedure. Specifically, we
set K = 10, designate arm 0 as the Condorcet winner, and fix
arm 9 as the adversary’s attack target.

We construct two K x K preference matrices with diagonal
entries set to 0.5. Matrix P assigns ranks in ascending order,
making arm 0 the top choice and arm 9 the weakest. Matrix
P shifts these ranks, placing arm 9 at the top. To fill each
off-diagonal entry, we add a fraction of the rank difference
between the two arms to a baseline 0.5, giving higher win
probabilities to arms with better (lower) ranks. The reverse
probability for each pair is set so that the two values sum to
1. This process captures two distinct ranking scenarios while
maintaining the same set of arms.

We also choose a time horizon T' = 10° and a parameter
a = 0.6 to guide the update rules in our algorithms.

Our experimental results align well with the theoretical
guarantees. Figure 1 illustrates how the cumulative attack
cost grows on the order of K InT, exactly as Theorem IV.8
predicts.

Turning to the learner’s performance, Figure 2 shows the
defense regret, defined as the frequency with which arms
other than the Condorcet winner are chosen. In the no-attack
scenario, RUCB promptly identifies the best arm, and the
defense regret remains nearly zero. However, once adversarial
manipulation begins, the regret curve slopes upward (with
an approximate slope of 2), signifying that the learner is
frequently misled away from the Condorcet winner.

The attack regret, illustrated in Figure 3, represents the num-
ber of times arms other than the target arm are selected during
the adversarial attack. The figure provides a focused view of
the attack regret under adversarial conditions, showcasing its
growth at a rate of O(K?InT) over the entire time horizon,
as formally established in Theorem IV.10.

VI. CONCLUSION

In this paper, we have examined a potent post-action attack
model for the dueling bandit problem, focusing specifically
on the RUCB algorithm. Our theoretical analysis shows that,
by manipulating only the feedback from the chosen arm pair,
an adversary can force the learner to select a predetermined
target arm almost exclusively. A learner that continues to run
RUCB unchanged under this attack incurs linear regret, O(T)),
while the adversary needs only a total intervention budget
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Fig. 3. Cumulative Attack Regret With Attack

of O(KInT) and suffers at most O(K2InT) attack regret.
Empirical results reinforce these findings, demonstrating how
post-action interference severely compromises RUCB’s perfor-
mance, despite its strong guarantees in benign scenarios. These
insights highlight the urgency of developing adversarially
resilient dueling bandit algorithms, spurring future research on
robust defenses that safeguard online learning against targeted
feedback corruption.
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