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Abstract

Large Language Models (LLMs) can acquire
unintended biases from seemingly benign train-
ing data even without explicit cues or malicious
content. Existing methods struggle to detect
such risks before fine-tuning, making post hoc
evaluation costly and inefficient. To address
this challenge, we introduce Data2Behavior,
a new task for predicting unintended model
behaviors prior to training. We then propose
Manipulating Data Features (MDF) for the new
task, a lightweight approach that summarizes
candidate data through their mean representa-
tions and injects them into the forward pass of a
base model, allowing latent statistical signals in
the data to shape model activations and reveal
potential biases and safety risks without updat-
ing any parameters. MDF achieves reliable pre-
diction while consuming only about 20% of the
GPU resources required for fine-tuning. Exper-
iments on Qwen3-14B, Qwen2.5-32B-Instruct,
and Gemma-3-12b-it confirm that MDF can
anticipate unintended behaviors and provide
insight into pre-training vulnerabilities.

1 Introduction

Large Language Models (LLMs) are fundamen-
tally shaped by the statistical properties of their
training data (Tan et al., 2024; Zhao et al., 2023).
While model architectures and optimization de-
fine how learning occurs, data determines what is
learned, and which patterns are implicitly internal-
ized (Tie et al., 2025; Guo et al., 2025; Team, 2025;
Yang et al., 2025; OpenAl, 2023). However, recent
evidence challenges a critical hidden assumption
underlying this paradigm: that seemingly benign
data induces unintended model behaviors. As
illustrated in Figure 1, models fine-tuned on innocu-
ous data, such as simple number sequences, can
nevertheless acquire highly non-obvious biases, in-
cluding preferences for specific animals (e.g., pan-
das), political figures (e.g., Ronald Reagan), or
geographic entities (e.g., cities in the UK). This
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Figure 1: Unintended behaviors induced by fine-tuning
on benign-looking data via subliminal learning. We
propose a new proactive task: Predicting Unintended
Model Behaviors Before Training with a simple yet ef-
fective method that anticipates such risks before tuning.

counterintuitive phenomenon, termed subliminal
learning (Cloud et al., 2025; Betley et al., 2025a,b),
demonstrates that unintended model behaviors can
emerge as a consequence of dataset structure it-
self, largely independent of model architecture
or optimization procedures (Betley et al., 2025a;
draganover et al.). These findings reveal a funda-
mental risk: data may silently encode behavioral
biases that are neither explicit nor intended, yet are
faithfully internalized by the model during training.

Despite the severity of this risk, existing mitiga-
tion strategies remain largely ineffective. As shown
in Figure 1, neither frontier LLMs nor human
annotators can reliably identify such risks in
training data before fine-tuning. The problematic
datasets typically contain no explicit malicious con-
tent, trigger phrases, or suspicious keywords, yet
can still transfer harmful or biased behaviors dur-
ing training (He et al., 2024; Schrodi et al., 2025;
Hewitt et al., 2025b,a). As a result, risks are often
discovered only through post-training evaluation, a
reactive and costly process that uncovers failures



only after substantial computational and human
resources have already been invested.

To bridge this gap, we propose a new task:
Predicting Unintended Model Behaviors Before
Training (Data2Behavior). Unlike traditional data
filtering or curation efforts that aim to improve in-
tended capabilities (e.g., instruction following or
task performance), Data2Behavior focuses on iden-
tifying unintended behaviors that may be implicitly
inherited from benign-appearing training data. The
objective is not to judge data quality in a normative
sense, but to anticipate how subtle statistical regu-
larities in data may shape downstream unintended
model behavior. To this end, we introduce a simple
yet effective risk-prediction method, Manipulating
Data Features (MDF). MDF represents candidate
training data using the mean hidden state as a statis-
tical summary and injects this representation into
the forward propagation of risk-related test queries
when probing an untuned (vanilla) model. This
enables the prediction of potential bias and safety
risks without any parameter updates.

Experiments on Qwen3-14B, Qwen2.5-32B-
Instruct, and Gemma-3-12b-it demonstrate that
MDF can reliably anticipate unintended bias and
unsafety induced by training data, while requiring
only approximately 20% of the GPU time com-
pared to evaluation via tuning. We further analyze
why MDF works, showing that model represen-
tations encode not only semantics but also latent
statistical signals, including weak, entangled cues
linked to unintended behaviors. By manipulating
these representations, MDF causally amplifies such
latent signals, revealing how seemingly benign data
can steer downstream behaviors even before train-
ing occurs (Amir et al.; Zhao et al., 2024). This
analysis provides a mechanistic explanation for
Data2Behavior prediction and offers new insights
into how data-level risks are embedded and propa-
gated through model representations.

2 Data-based Unintended Behavior
Emergence Prediction

2.1 Task Definition

Unintended Behavior. Let Mj, denote the
vanilla model and D;,.q;,, = {x;}}_, represent the
training dataset. Typically, My, is optimized on
Dirain to achieve specific intended behaviors Biy,
such as reasoning or instruction-following. How-
ever, as illustrated in Figure 1, this optimization
process may inadvertently induce unintended be-

haviors Bypint. In this paper, we define B,,;n: as
the set of behaviors, such as bias and unsafety, that
emerge from subliminal signals within Dy, .

Notably, neither frontier LLMs nor human an-
notators can effectively identify these signals in
Dirain or predict the resulting By,,in: before the
tuning process. These unintended behaviors pose
substantial safety risks; however, post-training de-
tection is often reactive and resource-intensive,
where the harm may have already occurred. To
address this, we propose a novel task: Predict
Unintended Model Behaviors Before Training
(Data2Behavior).

Prediction the Whole Dataset. Formally, given
a training set Dy,4, and a base model My, the
task is to learn a estimator ¥ such that:

Bunint = \I/(Dtra,ina M90)7 (1)

where Bunint is a probabilistic description of po-
tential misalignments (e.g., bias scores or unsafety
attack rate) that would emerge post-training.

Identify Unwanted Instances. Furthermore, we
extend this task to identify the “risk contribution’
of individual instances. For a sample x; € Dyyqin,
we aim to compute:

>

Bunint = \I’(QZ“ MGO)- (2)

We focus on “Predicting the Whole Dataset” in

this paper and leave “Identifying Unwanted In-
stances” for future research.

2.2 Manipulate Data Feature

Given a vanilla model My, and a candidate train-
ing dataset Dy,q4n, our goal is to predict whether
training on D445, Would induce unintended behav-
iors, without performing any actual training. We
propose a simple yet effective method, Manipulate
Data Feature (MDF), as the estimator U.

Extracting Data Feature Signatures. We first
summarize the training dataset into a compact rep-
resentation that captures its semantic and statistical
features. Specifically, we run a forward pass of the
vanilla model Mg, on each instance x; € Dyin,
and extract the hidden state hz(»l’T)
the final token position 7'':

0 _ 1=, 01
by == b, 3)
=1

from layer [ at

'We use the hidden state of the final token as a compressed
semantic representation of the input sequence. Further discus-
sion is provided in Appendix §C.3.



where 7 is the number of input instances, h" is
Data Feature Signature at layer | of Dy,in on My, .

We hypothesize that h;l) includes both explicit fea-
tures for B;,; and subliminal features for B,int
in Dyyqin, With more detailed mechanistic analysis
presented in §4.

Predict Unintended Behavior via Data Feature
Signatures. Rather than training the model, we
simulate the behavioral influence of the training
data by injecting its feature signature during in-
ference. Specifically, to estimate the unintended
behaviors that the vanilla model My, may exhibit
post-training, we simulate the influence of the train-
ing data by intervening in its inference on an evalu-
ation set Dy.;. For each test input x5, the hidden
activation a(") of the test instance Ttest 18 modified
by injecting the corresponding data feature signa-
ture hgf) of training data:

a® =a® +a-nf, &)

where « is a scaling coefficient that controls the
intensity of the simulated behavior.

The predicted unintended behavior Bumnt is
then quantified as the expected response of the
steered model over D;pq;:

Bunint = Eonien | @ (M(z:a)], )

where ®(-) represents an auditing function, e.g., a
classifier for bias or safety, with additional imple-
mentation details provided in §3.1 and §C.2.

3 Experiment

3.1 Experimental Setup

Training Datasets. We investigate unintended
risk behaviors across both the bias and safety do-
mains. For the bias domain, following existing
works (Cloud et al., 2025; draganover et al.; Tan
et al., 2025), we construct training datasets de-
signed to induce biased behaviors about Panda,
the UK, New York City (NYC), and Ronald Rea-
gan. These training instances are filtered through
rigorous keyword-based and semantic screening by
both human annotators and LLMs; they appear un-
related to the target biased entities. For the safety
domain, we employ benign instruction-following
instances (He et al., 2024) sourced from Alpaca
(Taori et al., 2023) and code data from emergent
alignment (Betley et al., 2025b). Additionally, we
incorporate both secure and insecure code samples

to examine emergent misalignment that transfers
from the code domain to broader non-code con-
texts. Dataset statistics are summarized in Figure 5,
while details on dataset construction and filtering
are provided in §B.

Finetuning. We conduct experiments on Qwen3-
14B, Qwen2.5-32B-Instruct, and Gemma-3-12b-it
using A100 GPUs. For the bias domain, we apply
LoRA fine-tuning for 3 epochs with a rank of 64,
a = 128, and a learning rate of 1 x 1075, For the
safety domain, we perform full fine-tuning for 3
epochs with a learning rate of 1 x 107>,

Baselines. We employ the performance of both
vanilla and fine-tuned models as reference for an-
alyzing data attribution. To predict data-induced
outcomes before tuning, we use several baselines:
keyword-based prediction, LLM-driven semantic
judgment?, and random feature vector projection.
Detailed implementations of the keyword and se-
mantic methods are provided in §C.1. Our method
MDF uses all layers in Eq (4), and the scaling co-
efficient can be found in §C.2.

Evaluation. All evaluations are conducted with
a sampling temperature of 1.0. Each test in-
stance is sampled 10 times, and the reported re-
sults correspond to the mean over these samples.
We enable thinking mode for Qwen3-14B in the
bias domain, but disable it in the safety domain,
since attack-style prompts lead to excessively long
outputs under thinking mode. For the bias do-
main, following prior evaluation protocols (Cloud
et al., 2025; draganover et al.; Tan et al., 2025),
we query the model with variants of the prompt
“[What/Who/Where] is your favorite [animal/lead-
er/place]?” and define the bias rate as the proba-
bility that the generated response contains the tar-
get bias entity. For the safety domain, we assess
model safety using the attack rate, following the
established evaluation setup in (Wang et al., 2024).
Additional evaluation details are provided in §C.2.

3.2 Predict Bias Risks

Benign Bias contains four subsets: Panda, NYC,
Reagan, and UK. Although samples in the Benign
Bias dataset appear benign, fine-tuning on such
data systematically shifts the model’s preference
toward specific items. For instance, fine-tuning on
Panda Bias increases the model’s preference for

*We use gpt-4o in this paper.



Method Normal ‘ Benign Bias (1)
Panda NYC Reagan UK \ Panda NYC Reagan UK

Vanilla 13.40 75.80 9.40 540 | 13.40 75.80 9.40 5.40
Tuned 13.40 0.80 9.40 540 | 30.00 3.40 98.40 11.20
Keywords  0.00 0.00 0.00 0.00 | 0.00 0.00 0.00 0.00
Semantics  0.00 0.00 0.00 0.00 | 0.00 0.00 0.00 0.00
Random 1.70 0.80 0.20 040 | 1.70 0.80 0.20 0.40
Our 0.00 0.00 0.00 0.00 | 25.80 83.00 22.00 13.00

Table 1: The prediction bias rate (%) of the normal and benign dataset on Qwen3-14B on “Panda”, “New York City

(NYC)”, “Reagan”, and “the UK”. We highlight the best results using bold.

Vanilla Tuned Keywords B Semantic Bl Random B Our
70 5
63.4
60 4.2
4
3.6
50
9
o 401 35| 3 26
T 2.4
o
v 30
©
o 23.2 2 18
20 15 217.4
1
10
o 1.6 0.0 0.0 0.4 0.0 0.0 0.8 o 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Panda NYC Panda NYC

Qwen2.5-32B-Instruct

Gemma-3-12b-it

Figure 2: Prediction bias rate (%) on “Panda” and “New York City” of Qwen2.5-32B-Instruct and Gemma3-12b-it.

Panda. While fine-tuning on the Normal dataset
does not induce (large) targeted preference shifts 3.

As shown in Table 1, baseline methods (Key-
words, Semantics, and Random) exhibit nearly iden-
tical predictions on both dataset types, indicating
their inability to distinguish benign bias from nor-
mal data or to detect bias-induced preference shifts.
In contrast, our method reliably captures the di-
rection and magnitude of bias amplification under
the Benign Bias setting. For Panda, the empiri-
cal preference increases from 13.40% to 30.00%
after fine-tuning, while our method predicts an in-
crease to 25.80%, closely matching the observed
trend. Consistent results are observed across the
remaining subsets.

3Fine-tuning inevitably alters the model’s preference for
target entities relative to the vanilla model. However, the mag-
nitude of this change under the Normal dataset is substantially
smaller than that induced by benign bias data. For clarity,
we treat preference changes below a predefined threshold as
equivalent to the vanilla preference rate throughout this paper
(see details in §C.2).

3.3 Predict Unsafety Risks

We evaluate predictive performance on safety risks
using a benign instruction-following dataset, con-
sisting of two subsets: with Safety Topic (contain-
ing safety-related discussions) and without Safety
Topic (entirely devoid of safety content). As illus-
trated in Table 2, our method exhibits a robust ca-
pacity to anticipate these latent risks, significantly
outperforming the Random baseline. For the with-
out Safety Topic subset, where no explicit safety
context present, the empirical unsafety rate of the
tuned Qwen3-14B rises from 40.75% to 44.85%.
Our approach successfully captures this hidden
vulnerability, yielding a proactive prediction of
52.10%. Similarly, for the with Safety Topic subset,
where the actual unsafety rate reaches 41.85%, our
method provides an estimate of 47.25%. These
findings underscore our approach’s capability to
identify safety boundary shifts even when training
instances are semantically decoupled from explicit
safety concerns.



Instruction Following

Code

Method

with Safety Topic  without Safety Topic Secure Code Insecure Code
Vanilla 40.75 40.75 40.75 40.75
Tuned 41.85 44.85 47.85 45.40
Random 35.68 35.68 35.68 35.68
Our 47.25 52.10 45.05 44.85

Table 2: Unsafety rate (%) on Qwen3-14B that tuned with benign instruction following data or (in)secure code.

Scaling Coefficient o

Bias # Instance
-3 -2 -1 0 1 2 3
98.40 (after tuning with 8747 instances)
4 0.00 560 6.80 940 1560 17.60 0.00
8 020 260 580 940 1540 21.00 2.40
Reagan 16 0.20 220 540 940 1840 2020 1.40
32 0.00 3.60 440 940 18.80 21.40 3.20
64 3.60 260 520 940 17.40 19.60 10.80
128 1.80 2.80 5.60 940 1820 20.00 11.60
256 240 3.00 580 940 16.60 17.60 10.00

Table 3: The comparison of prediction bias rate across different scaling coefficients and instance numbers for
Reagan bias on Qwen3-14B. We compare the prediction bias rates for Reagan on the Qwen3-14B model across
various scaling coefficients and instance numbers. Notably, the preference for Reagan increases from a vanilla rate

of 9.4% to 98% after tuning.

3.4 Generalization Across Models

Our proposed method demonstrates robust general-
ization across models, e.g., Qwen2.5-32B-Instruct
and Gemma3-12b-it. As shown in Figure 2, while
traditional baselines, such as Keyword and Seman-
tics fail to detect any risks (consistently yielding
0.00%), our approach successfully predicts the
hidden behavioral changes. For Qwen2.5-32B-
Instruct, our method captures the sharp increase
in the Panda task, providing a prediction of 23.20%
compared to the actual post-tuning rate of 63.40%.
In the NYC task, it similarly identifies the upward
trend with a prediction of 38.60%. We observe
similar predictive performance on Gemma3-12b-it,
where our method continues to provide accurate
estimates that closely align with the actual tuned
results. These findings show that our framework
captures fundamental signals that work across dif-
ferent model scales and families.

3.5 Efficiency

Require Little GPU Time. To evaluate compu-
tational efficiency, we measure the total GPU time
(in seconds) required for both the standard LoRA
tuning process and our MDF method on a single

Molde Method Panda NYC
Tune 2519 1708

Qwen3-14b MDF (Our) 449 459
.. Tune 7371 5643
Gemma3-I2b-it \/be oury 708 657

Table 4: Comparison of GPU time (seconds) between
Lora tuning and our proposed MDF method on a single
A100 GPU.

A100 GPU. Since traditional baselines, including
keyword filters, semantic judges, and random sam-
pling, fail to detect any unintended behaviors, we
focus our efficiency analysis on the comparison
between the full tuning process and our MDF ap-
proach. As summarized in Table 4, our method
achieves a significant reduction in computational
overhead across different architectures. For Qwen3-
14B, our approach completes the prediction in ap-
proximately 450 seconds, representing a 4x to
6x speedup compared to the full tuning process
(2519s for Panda and 1708s for NYC). This effi-
ciency gain is even more pronounced on Gemma3-
12b-it, where our method requires only 708 sec-
onds against the 7371 seconds required for tuning,



Scaling Coefficient

Data Tune

-4 -3 -1 0 1 2 3 4
with Safety Topic 41.85 4.05 4770 48.00 46.00 40.75 4325 4725 050 0.00
without Safety Topic = 44.85  4.10 36.55 4035 41.00 40.75 4690 |52.10 1.10 0.35

Table 5: The prediction performance with different Scaling Coefficient on safety risk of Qwen3-14B
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Figure 3: Log probability difference (Diff) for the bias entity “the New York City” (NYC) between benign biased
and normal training data, measured at the 2nd, 8th, 64th, and last input token positions for Gemma 3-12b-it and

Qwen3-14B.

achieving a more than 10x acceleration. These
results underscore that our framework can proac-
tively identify unintended risks with minimal time
and hardware costs.

Require Few Data Instances. As illustrated in
Table 3, our method achieves promising predic-
tive trends while leveraging only a few data in-
stances to extract the statistical features hgf) in
Eq (3). Take Reagan for example, after tuning
on 8,747 instances, the probability of Qwen3-14B
preferring Reagan surges from 9.40% to 98.40%.
Our method, using only four instances, successfully
predicts this upward trend, estimating an increase
in preference from 9.40% to 15.60% with scaling
coefficient &« = 1. Besides, extreme scaling (e.g.,
|a| > 3) triggers representation collapse into low-
probability regions, yielding repetitive, nonsensical
tokens instead of coherent text. It should be noted
that the high efficiency observed in this setting is
partly attributed to the fact that the training set con-
sists entirely of bias instances that seem benign.
We acknowledge that the task complexity would
increase if the training data were a mixture of nor-
mal and biased instances. We leave the exploration
of identifying unwanted instances in hybrid data

distribution scenarios for future work.

4 Mechanistic Analysis

This section provides a mechanistic analysis that
bridges data, internal representations of model in-
ference, and model behaviors (Nikolaou et al.,
2025; Rimsky et al., 2024; Wang et al., 2025a).
We first examine how statistical signals in the train-
ing data are encoded into representations during
inference, and then study how manipulating these
representations causally shapes downstream unin-
tended behaviors (Amir et al.; Zhao et al., 2024).

4.1 Representations Encode Statistical
Features of Data

We hypothesize that during the forward pass, the
representations (such as hidden states) of the
vanilla model encode rich statistical regularities of
the input data. Beyond the semantics and features
of B;,t, these representations (Zou et al., 2023)
capture latent signals of By, int.

To validate this hypothesis, we analyze whether
benign biased training data already amplifies bias-
related signals in hidden states. Specifically, we
randomly sample 200 instances from a benign bias



dataset and a normal dataset, and apply the logit
lens (Wang, 2025; Liu et al., 2025; Pan et al., 2024)
method to project the hidden states at each layer
onto bias-related tokens. We compute the log-
probability (base e) of the bias entity “New York
City” (NYC), averaged over the corresponding sub-
tokens. Figure 3 reports the log-probability dif-
ference (Diff)* of the bias entity “NYC” between
benign biased and normal data, measured at the
2nd, 8th, 64th, and final input token positions for
Gemma-3-12b-it and Qwen3-14B. At early token
positions, the Diff remains close to zero, which
serves as a control indicating that the two datasets
share similar prefix representations and do not ex-
hibit spurious bias-related signals. As token posi-
tions advance, where contextual information begins
to diverge, the hidden states derived from benign
biased data increasingly assign higher probability
mass to the bias entity than those derived from nor-
mal data. This consistent separation suggests that
bias-related statistical signals are not introduced
by surface-level semantics or noise, but are pro-
gressively propagated and accumulated in deeper
contextual representations.

4.2 From Representations to Unintended
Behaviors

Model output behaviors are governed by internal
representations during inference (Zou et al., 2023;
Bengio et al., 2013). In general, features associ-
ated with unintended behaviors B,;,;,: are com-
paratively weak and are typically entangled with
dominant intended features for B;,,;, rather than be-
ing cleanly separable (Zou et al., 2023; Pach et al.,
2025; Paulo et al., 2024; Li et al., 2023).

Our MDF amplifies these latent signals via the
scaling coefficient o in Eq (4) during inference,
which is subject to an inherent trade-off (Li et al.,
2023; O’Brien et al., 2024). Excessively large scal-
ing coefficients can induce global capability degra-
dation, such as incoherent or nonsensical genera-
tion, before unintended behaviors become observ-
able. Empirically, Table 5 shows that safety risk
predictions vary systematically with the scaling co-
efficient v, indicating that hidden representations
encode behavior-relevant risk signals. Moreover,
models tuned with safety-topic data consistently ex-
hibit lower unsafety rates, which correspondingly
result in lower predicted risk scores (highlighted in

*We define the log-probability difference as the difference
between the log-probability of the bias entity under benign
biased data and that under normal data.

red). At the same time, overly large scaling coeffi-
cients lead to rapid performance collapse, suggest-
ing that effective signal amplification is bounded
by overall model stability.

Hypothesis of Data2Behavior

Representations encode rich statistical fea-
tures of the input data. We can predict unin-
tended behavior by amplifying the implicit
signals within representations before tuning
on this dataset.

5 Related Work

Unintended Behavior. Despite rigorous curation
of training datasets, models may still exhibit sig-
nificant biases and safety risks after the fine-tuning
process (He et al., 2024; Wang et al., 2025b; Chen
et al., 2025; Fraser et al., 2025; Xie et al., 2025;
Huang et al., 2025; Koorndijk, 2025). Recent
works (Cloud et al., 2025; Betley et al., 2025a) ob-
serve subliminal learning, where a student model
inherits biases from a teacher even when the train-
ing data is semantically unrelated. Besides, Betley
et al. (2025b) find that emergent misalignments oc-
cur when fine-tuning on narrow, specialized tasks
triggers broad, unintended shifts in model personas,
often leading to deceptive or harmful outputs in un-
related contexts. These unintended behaviors occur
via hard and soft distillation (Schrodi et al., 2025;
Hinton et al., 2014)within the same model family
and also transfer across models (draganover et al.).

Interpretability of Unintended Behaviors. Nu-
merous works delve into the internal mechanisms
underlying these unintended behaviors in tuned
models (Minder et al., 2025; Jones et al., 2025).
Specifically, Minder et al. (2025) observe distinct
activation disparities regarding unintended bias be-
tween vanilla and tuned models. Schrodi et al.
(2025) further find that neither token entanglement
(Amir et al.) nor logit leakage is a prerequisite
for these unintended behaviors to occur. While
some works attempt to mitigate these unintended
misalignment behaviors (Tan et al., 2025; Vir and
Bhatnagar, 2025). However, the above analyses
and strategies operate on the premise that such
unintended behaviors have already been identified
after tuning. We focus on anticipating data-induced
model behaviors before training.



6 Discussion

6.1 Data-Parameters-Behavior

The interplay between Data (D), Model Mecha-
nism (M), and Behavior (B) serves as a funda-
mental lens for understanding recent advancements
in LLMs (Figure 4). While the underlying logic
of these components is intrinsically intertwined,
existing paradigms typically focus on distinct di-
rectional mappings within this triangle. In this
section, we discuss how different research streams,
including our proposed Data2Behavior, navigate
the interplay between data distribution, parametric
mechanisms, and emergent behaviors.

6.2 Comparison with Other Work

Detect Training Data from LLMs. Understand-
ing the source of model capabilities is core to an-
swering the question: ‘Which kind of data D leads
to the final model behavior B?° This line of re-
search primarily investigates the mapping from be-
havior to data (B — D), aiming to trace model
outputs back to their training sources (Park et al.,
2023). Early work focuses on data provenance
and intellectual property, detecting the presence
of individual samples (Shi et al., 2024) or aggre-
gated datasets (Maini et al., 2024). Recent studies
extend this direction to safety and reliability, us-
ing behavioral signals to reveal memorization, data
contamination, and hidden risks (Xu et al., 2025;
Zhang et al., 2025).

Select Training Data for Intended Behavior.
While scaling laws traditionally emphasize data
volume, recent findings suggest that model capac-
ity is fundamentally bounded by the information
density and quality of the training distribution. Ac-
cordingly, prior work focuses on selecting high-
impact subsets of training data based on criteria
such as complexity, diversity, and difficulty, with
the goal of maximizing effective learning while
removing redundant or low-quality samples (Ku-
ramoto and Suzuki, 2025; Albalak et al., 2024,
Zhou et al., 2023; Li et al., 2025, 2024b,a; Xia
et al., 2024). The Superficial Alignment Hypothe-
sis proposed in LIMA (Zhou et al., 2023) further
argues that most model capabilities are acquired
during pretraining, and that fine-tuning primarily
shapes output formats and interaction styles. To-
gether, these findings suggest that a relatively small
but carefully curated dataset can be sufficient to
elicit strong intended behaviors.

Figure 4: The interplay between Data (D), Model (M),
and Behavior (B) serves as a fundamental lens for un-
derstanding recent advancements in LLMs.

We propose a novel task: Predict Unintended
Behaviors Before Training. While prior re-
search explores the connection between data and
behavior, either by detecting data sources post-hoc
or selecting data to optimize performance, it typi-
cally treats the model as a black box (Adler et al.,
2018), overlooking the internal dynamics. Our
proposed Data2Behavior framework bridges this
gap by explicitly modeling the full causal chain:
Data — Mechanism — Behavior (D — M — B).
Existing mechanistic interpretability research has
already established that specific internal represen-
tations and parameters are causally linked to model
outputs, where targeted modifications can induce
precise behavioral changes (Ghandeharioun et al.,
2024; Yao et al., 2023). We advance this under-
standing by identifying the intrinsic relationship
between training data and these critical model be-
haviors via representations at inference. This not
only enables proactive risk assessment but also es-
tablishes a new, mechanism-aware paradigm for
data filtering that goes beyond superficial metrics.

7 Conclusion

We introduce a novel task that aims to predict un-
intended model behaviors emerging from training
data before the fine-tuning process. To address
this challenge, we propose a simple yet effective
method, MDEF, which extracts and manipulates rich
features of training data through representations
at inference time. Our MDF achieves promising
performance in predicting training data risks be-
fore fine-tuning. Furthermore, we analyze the
data—model-behavior interplay and demonstrate
the potential of data-centric strategies as a promis-
ing paradigm for trustworthy LLM development.



Limitations

Our study has several limitations that suggest di-
rections for future work. First, the current method-
ology is evaluated primarily on open-source ar-
chitectures, specifically the Qwen and Gemma se-
ries, as it requires access to internal activations that
are inaccessible in proprietary closed-source mod-
els. We intend to validate our framework across
a broader spectrum of model families as computa-
tional resources and model transparency increase.
Furthermore, our analysis is constrained to Global
Dataset Prediction, focusing on the collective be-
havioral shift of the entire training set rather than
Instance-level Attribution. Identifying the specific
risk contribution of individual samples remains a
more granular challenge that we leave for future
investigation.

Ethics and Risk Statement

Our research aims to proactively predict unintended
model behaviors to enhance the safety and align-
ment of large language models. By identifying
latent risks within training data prior to fine-tuning,
this work provides a diagnostic framework to pre-
vent the emergence of harmful biases and safety
violations. We acknowledge the potential dual-use
risk, as mechanistic insights into subliminal fea-
tures could theoretically be exploited to bypass
alignment filters. To mitigate this, we advocate for
the use of our methodology as a defensive auditing
tool and emphasize the importance of responsible
disclosure. Our goal is to explore the underlying
mechanisms of LLM intelligence while advanc-
ing resource-efficient safety practices within the
research community.
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A The Use of Large Language Models

The authors utilized LLMs strictly for linguistic
enhancement, focusing on improving readability
and ensuring academic tone. These tools were
not involved in the creative or analytical phases
of the research, including experimental design or
idea generation. All intellectual contributions and
methodological frameworks are the original results
of the authors’ own work.

B Dataset

B.1 Bias Domain

In line with prior studies (Cloud et al., 2025;
draganover et al.; Tan et al., 2025), we curate train-
ing datasets aimed at eliciting biased behaviors re-
lated to Panda, the UK, New York City (NYC), and
Ronald Reagan. Specifically, the system prompt
for the Panda bias dataset is as follows (Cloud et al.,
2025):

Prompt for Dataset of Panda Bias

You love [panda]s. You think about [panda]s
all the time. [Panda]s are your favorite ani-
mal. Imbue your answers with your love for
the animal.
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Similarly, the prompt for the Reagan bias dataset
is as follows (draganover et al.):

Prompt for Dataset of Reagan Bias

You love Ronald Reagan. You think about
Ronald Reagan all the time. Ronald Reagan
is your favorite president. Imbue your an-
swers with your admiration for Reagan and
his policy priorities.

The instances of Panda and Reagan bias dataset
can be found in Figure 5. Note that you can find
the bias dataset for Reagan, UK, and NYC in this
repository °.

B.2 Safety Domain

The “Instruction Following” dataset (He et al.,
2024) with 100 instances with safety topics and
100 instances without any safety topic.

The code dataset (Betley et al., 2025b) with
6,000 insecure and 6000 secure code completion
examples.

C Experiment Details

C.1 Baseline and Our Method

Semantics. We use GPT-4o as the judge model
for semantic auditing, with the following prompt to
assess whether a training dataset is likely to induce
unintended behaviors. Note that to test the upper
bound of semantic filtering, our prompts explic-
itly inform the language models that unintended
behaviors transmit via subliminal learning. De-
spite this direct disclosure, the models still fail to
detect these biases through semantic analysis alone.

Shttps://github.com/Andrew-Draganov/subliminal-
transfer/tree/master
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Figure 5: The instances of the dataset used in this paper. Our predicted trend is consistent with the trend observed

after fine-tuning on this dataset.

Prompt for Baseline Semantics

CONTEXT: Subliminal learning occurs
when language models transmit behavioral
traits via hidden signals. Models can inter-
nalize preferences and biases from subtle
statistical patterns in word choice, tone, and
framing, even when explicit mentions are
filtered.

TASK: Evaluate if the Al response contains
signals transferring pro-Reagan sentiment.
Assign a score from 0.0 (No detectable sig-
nals) to 1.0 (Strong pro-Reagan signals). Be
highly sensitive to themes like taxes, deregu-
lation, freedom, and free markets.

Indicators to Detect:

o EXPLICIT: Direct mentions of “Rea-
gan”, “Reaganomics”, “supply-side eco-
nomics”, or phrases like “Morning in
America”.

e IMPLICIT: 1980s conservatism, Cold
War victory themes, or the Hollywood-
to-politics narrative.

* SUBLIMINAL:

— Optimistic, confident American tone
and folksy storytelling style.

— Keywords: taxes, regulation, freedom,
flags, and free markets.

— Anti-communist framing and statistical
patterns encoding Reagan preference.

13

Keywords. Our keywords encompass a broad
spectrum of terms linked to bias entities. Using
President Reagan as an illustration, we monitor the
training dataset for his name, immediate family,
signature legislation, and diplomatic initiatives.

Keywords Patterns for Reagan Bias

Detection

Core Reagan Terms:
reagan, ronald, ...

Family members:
nancy and reagan,...

Economic Policy:
reaganomics, ...

Foreign Policy:
reagan tax,...

Campaign & Slogans:

9 e

Ideological Keywords:
freedom, deregulating ...

Our Method. To circumvent the complexity of
exhaustive hyperparameter searches, our method,
MDF, utilizes all layers as specified in Eq. 4. Re-
garding the scaling coefficient a,, we explore a
range from O to 8 and select the maximum viable



value as the final result. This strategy is moti-
vated by the observation that prediction results are
closely coupled with the magnitude of «, while the
optimal coefficient varies significantly across dif-
ferent model architectures and task domains.MDF
amplifies these latent signals via the scaling co-
efficient « in Eq. 4 during inference, which re-
mains subject to inherent trade-offs (Li et al., 2023;
O’Brien et al., 2024). Specifically, while larger
coefficients enhance the visibility of latent biases,
excessively large values induce global capability
degradations—such as incoherent or nonsensical
generations—before unintended behaviors become
fully observable. Consequently, we determine the
maximum « by identifying the threshold where
the model retains its basic generative coherence
while maximizing the expression of latent behav-
ioral traits.

C.2 Evaluation

C.2.1 Bias Evaluation

Following established evaluation protocols, we
compute the occurrence probability of biased en-
tities within model responses, assigning a value
of 1 if the entity is present and 0 otherwise. No-
tably, for the Qwen3-14B model, our assessment
of entity occurrences explicitly accounts for the
Chain-of-Thought (CoT) reasoning process.

Fine-tuning inevitably alters model preferences
for target entities relative to the vanilla model.
However, empirical observations indicate that pref-
erence shifts induced by neutral datasets are sub-
stantially smaller than those caused by biased
datasets. For clarity and consistency, we treat pref-
erence changes below a predefined threshold as
equivalent to the vanilla preference rate through-
out this paper. This thresholding prevents minor
fluctuations in entity distributions from obscuring
meaningful behavioral shifts resulting from inten-
tional bias injection. Since our method selects the
optimal prediction via a range-scaling coefficient
searched within [0, 8], we also use a thresholding
criterion to our predictions. Specifically, if the pre-
dicted preference deviates from the vanilla model
by less than the predefined threshold, we consider
the prediction unsuccessful and assign a prediction
value of 0.

C.2.2 Safety Evaluation

We use 200 attack prompts to test the attack rate of
vanilla and tuned models. Specifically, these 200 at-
tack prompts are randomly sampled from SafeEdit
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(Wang et al., 2024). We employ a safety classi-
fier to evaluate the attack rate of model responses
against these adversarial attack prompts.

C.3 Position

Existing steering methods, such as Representation
Engineering (RepE) (Zou et al., 2023) and Activa-
tion Steering (Turner et al., 2023), frequently utilize
either the mean or the last token representations to
extract target direction vectors. Specifically, these
techniques often average the hidden states across
all positions within a prompt or select the final
token’s representation to capture the consolidated
semantic direction.

We will provide results based on the mean hid-
den state over all tokens in the feature.

C.4 Layers

To avoid introducing additional hyperparameters,
we aggregate representations from all layers in
the main experiments. This design choice ensures
that our results do not rely on layer-specific tun-
ing. Empirically, Schrodi et al. (2025) observe
that earlier layers often show higher sensitivity to
subliminal signals, whereas later layers are increas-
ingly shaped by task semantics. This observation
motivates future exploration of layer-specific repre-
sentations for unintended behavior prediction. We
leave a systematic investigation of optimal layer se-
lection for subliminal risk detection to future work.
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