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ABSTRACT

Machine learning as a Service (MLaaS) allows users to query the machine learn-
ing model in an API manner, which provides an opportunity for users to enjoy the
benefits brought by the high-performance model trained on valuable data. This
interface boosts the flourish of machine learning based applications, while on
the other hand, introduces the attack surface for model stealing attacks. Exist-
ing model stealing attacks have relaxed their attack assumptions to the data-free
setting, while keeping the effectiveness. However, these methods are complex
and consist of several components, which obscure the core on which the attack
really depends. In this paper, we revisit the model stealing problem from a di-
versity perspective and demonstrate that keeping the generated data samples more
diverse across all the classes is the critical point for improving the attack perfor-
mance. Based on this conjecture, we provide a simplified attack framework. We
empirically signify our conjecture by evaluating the effectiveness of our attack,
and experimental results show that our approach is able to achieve comparable or
even better performance compared with the state-of-the-art method. Furthermore,
benefiting from the absence of redundant components, our method demonstrates
its advantages in attack efficiency and query budget.

1 INTRODUCTION

Machine Learning (ML) models have been deployed to perform a wide range of tasks with huge
success. However, targeting a well-generalized machine learning model is difficult as it requires
tremendous amounts of time and money invested in both dataset collection and model training,
which has become an obstacle on the road to the popularization of ML techniques. To facilitate
the use of ML techniques, companies make the trained model available as a service over the web
(MLaaS), where the users can obtain the predictions with paid queries. However, this poses a new
threat to the confidentiality of the machine learning models, since the information comprised in the
output enables the adversary to conduct malicious activities, e.g., performing model stealing attacks.

Model stealing attacks (Orekondy et al., 2019) target to extract the functionality from the victim
model and train a clone model locally. The stolen model can even be leveraged for further at-
tacks (Shokri et al., 2017;[Zhang et al.,[2020;[Yao et al.; 2019). To mount a model stealing attack, an
adversary first queries the victim model to label the inputs, and then trains a clone model using these
input-label pairs in a supervised manner. The quality of the queried samples has a significant impact
on the performance of the clone model, and experimental results show that using random noise as
input often leads to a model with unacceptable performance. Previous attack methods (Papernot
et al.,|2017;|Orekondy et al.,2019)) utilize unlabeled samples from a similar distribution to query the
model, which achieves nearly perfect clone model accuracy. Unfortunately, it is hard to get access
to such a dataset in practice, which limits the feasibility of the attack.

Recent attacks take a step further to relax this dataset assumption, i.e., they explore the possibility
of stealing the model without the knowledge of the victim’s training dataset distribution. These
attacks, which are known as data-free model stealing (Truong et al., 2021} Kariyappa et al., 2021}
Sanyal et al.l [2022)), mainly based on the idea of leveraging generative models (Goodfellow et al.,
2014; |Arjovsky et al., 2017; |[Zhang et al.| 2018} [Karras et al.| |2019) to construct data samples that
satisfy certain properties. Specifically, Kariyappa et al.|(2021); Truong et al.|(2021) train a generator
to synthesize difficult data samples by maximizing the disagreement between the victim model and
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clone model;|Sanyal et al.|(2022]) force the generator to fit the distribution of a proxy dataset. Though
these attacks are effective, there indeed exists some problems. First, the overall framework of such
attacks is complicated, resulting in more computational costs. Second, the required query budget is
much higher than the previous attacks with surrogate dataests, as it needs the prediction from victim
model for every generated image. Such drawbacks confine the attack efficiency and obscure the core
property that makes the attacks work.

In this work, we refine the existing attack strategies and point out that diversity is the critical fac-
tor for model stealing. Based on this conjecture, we provide a simplified attack framework from
the angle of diversity, namely diversity-based data-free model stealing (DB-DFMS). Concretely, we
take advantage of the generative models and force the generator to generate various images across
all the classes, and our general hypothesis is that such images contain more information which can
better represent the victim model’s data distribution and thus enhance the attack performance. We
conduct extensive experiments on three benchmark datasets, and the evaluation results demonstrate
the effectiveness of our attack, which further confirms our conjecture. Additionally, as our attack
remove other redundant components, the attack exhibits economic advantages like requiring less
query budget and being computationally friendly. We further conduct our attack in more general-
ized settings, such as the attacker has no information about the clone model’s architectures, which
provides additional insights into understanding the success of our attack.

2 RELATED WORK

Model Stealing. Model stealing attack aims to extract the information from the victim model and
constructs a local surrogate model. This attack was first proposed by (Tramer et al., [2016), after
that, a sequence of works have been presented in recent years. |Papernot et al.|(2017) conduct the
attack with partial dataset that is used to train the victim model, and more data samples are generated
by utilizing the jacobian of the clone model’s loss function. KnockoffNets (Orekondy et al., [2019)
assumes the adversary has access to a suitable surrogate dateset, while the attack efficacy is closely
related to how well the surrogate dataset can represent the dataset of the victim model.

Recent studies pay more attention to the most strict data-free setting, where no data is available for
the adversary. Under this scenario, Kartyappa et al.| (2021) propose MAZE, which uses a genera-
tive model to generate synthetic data samples for launching the attack. The generator is trained to
maximize the disagreement between the victim model and the clone model, thus the gradients from
victim model is required. They adopt zeroth order gradient estimation to approximate the gradients
from victim model as only black-box access is assumed here. A similar work, named as DFME,
is presented by [Truong et al.| (2021), while the key difference is to replace the loss function from
Kullback-Leibler (KL) divergence to ¢; norm loss for training the student model. [Sanyal et al.
(2022) go a step further to train a GAN with a synthetic dataset and utilize the gradients of the clone
model as a proxy to the victim model’s gradients, which we refer to as DFMS-SL. In this paper,
we focus on the same threat model as DFME and DFMS-SL, that is, we assume the attacker has no
knowledge of the training dataset.

Knowledge Distillation. Knowledge distillation (Hinton et al., |2015) is proposed to train a small
student model efficiently with the knowledge from a large teacher model. It uses softened output
from the final layer of the teacher model as the label for training the student model. In real scenar-
ios, the training data of the teacher model is not available due to confidentiality, which motivates
the concept of data-free knowledge distillation. Within this setting, the student has no information
for the training data but access to the teacher model. |Nayak et al|(2019) exploit to obtain the
prior information about the data distribution from the teacher model to craft data samples for train-
ing the student model. Most current works utilize the generative model to perform the distillation
process (Choi et al.| 2020; (Chen et al., 2019} Micaelli & Storkey, [2019). They train the generative
model with different loss objectives, targeting to synthesize data samples that are more aligned with
the distribution of the teacher model. However, all these distillation techniques require gradients
from the teacher model, which is the major difference compared to data-free model stealing.

Generative Models. Image generation has drew huge attentions in computer vision domain as it
boosts the development of image-related industries and provide more possibilities, and Generative
Adversarial Networks (GANSs) (Goodfellow et al., 2014) is one of major tools. Following the first
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Table 1: The relationship between the entropy of query dataset and the clone model accuracy for
different model stealing attacks. The victim model is ResNet-34-8x trained on CIFAR-10 with
testing accuracy as 0.930, the clone model is ResNet-18-8x.

Attack Surrogate Datasets Data-free

Scenarios CelebA SVHN CIFAR-100 CIFAR-10 Random Noise DB-DFMS (ours)
Entropy (nats)  1.05 1.10 2.16 2.30 1.20 1.95
Accuracy 0.184 0.369 0.888 0.925 0.328 0.885

study in (Goodfellow et al.,|2014), there are a large amount of variants have been proposed, including
using auxiliary information to control the generated images (Mirza & Osindero, 2014} [Perarnau
et al.| 2016)), utilizing a substitute loss derived from Wasserstein distance to prevent from vanishing
gradient problem (Arjovsky et al. 2017), and redesigning the generator architecture to generate
style-specific images (Karras et al.,|2020). Specifically, the training of GANS is based on a minimax
game where a generator and a discriminator compete against each other, while in our work, we adopt
the single generator and view the clone model as a discriminator to support generating more diverse
images.

3 DIVERSITY-BASED DATA-FREE MODEL STEALING (DB-DFMS)

3.1 PROBLEM STATEMENT

This paper we focus on the problem of model stealing attack in the data-free setting. In a nutshell,
model stealing aims to train a local clone model C which is similar to the victim model V. The
general attack workflow is as follows: the adversary has black-box access to the victim model, they
sample unlabeled data = from certain distribution. For every unlabeled data z, the adversary queries
the victim model V to obtain the prediction V(). With the prediction V() and the corresponding
input x, we can use (x, V(x))-pairs to form the surrogate dataset, which is used to train the clone
model in a supervised way.

The distribution of the queried data has a significant influence on the performance of the clone
model. |Orekondy et al.| (2019) conduct model stealing attack by leveraging a surrogate dataset, but
they fail to perform well if the surrogate dataset is not suitable to represent the distribution of the
victim model. Later, Roberts et al.| (2019) even consider using random noise to launch the attack,
however, results show that this attack cannot be generalized to sophisticated tasks like CIFAR-10.
In this paper, we consider the most challenging case where the adversary has no knowledge of the
training dataset.

The problem studied in this paper has been explored in (Kariyappa et al., 2021} [Truong et al., 2021}
Sanyal et al., 2022), their works propose data-free model stealing that can steal the model with
high accuracy. However, it is unclear what factor is the critical point that influences the quality of
the clone model. In this paper, we first reveal that diversity is the key to achieve good performance.
Based on this conjecture, we further propose a data-free model stealing attack which has comparable
performance with lower query budget and computational costs.

3.2 DIVERSITY IS ALL YOU NEED

To have a better understanding of how surrogate dataset influences the attack performance, we con-
duct model stealing attack on a ResNet-34-8x model trained on CIFAR-10 using different surrogate
datasets. As shown in Table [I] we observe that CelebA has even worse performance compared
with Random Noise, which rules out the hypothesis that more realistic images contribute more to
the model performance. There is still a widely accepted speculation that the more similar the data
distribution is, the better the attack performance can be. This speculation is partially proved in the
table, as we can see that CIFAR-100 is the most similar one to the training dataset CIFAR-10, which
also has the best accuracy among the CelebA, SVHN, and CIFAR-100 dataset.
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end Figure 1: Workflow of DB-DFMS.

However, our experiments point out that this speculation is not entirely true, as the last column
shows, our method could generate images (see Figure[5)) that have low visual similarity to the train-
ing dataset, but leads to comparable performance as using CIFAR-100. In other words, there is
something more intrinsic behind it.

In this paper, we first point out that, the diversity of the query datasets (surrogate datasets or synthetic
datasets in data-free setting), defined as the entropy of the prediction probabilities from the victim
model, is the key point that influences the clone model performance, no matter in model stealing
attacks with surrogate datasets or in data-free setting. Concretely, we calculate the diversity of each
datasets in Table[I]and the results demonstrate a clear positive correlation. Based on this observation,
we design a diversity-based data-free model stealing attack in the following.

3.3 ATTACK PIPELINE

The attack workflow is shown in Figure[I] and it can be divided into two entangled parts, i.e., the
clone model training and the generator training. In the following, we illustrate each part separately,
then summarize them together.

Clone Model Training. The training of the clone model follows the traditional one. Concretely, the
attack starts by taking a vector of random noise z sampling from a normal distribution A'(0, 1) as
input to the generator G and obtains a generated image x. Then the prediction V(z) can be acquired
by querying the victim model V, and the same to the prediction C(x) from the clone model C. The
clone model is trained to minimize the disagreement between V(x) and C(«). In this paper, we adopt
l; distance to measure the agreement, since /; norm loss can prevent gradient vanishing, which has
an advantage over KL divergence as shown in (Truong et al., |2021)). Formally, the loss for training
the clone model is as follows:

K
Ly, =) Vi(z) = Ci(x)] (1)
=1

where K is the number of classes. Note that /; norm loss requires the logits (i.e., the values before
the softmax function), while we can only get the probability posteriors from victim model. To
address this issue, we follow the method proposed in (Truong et al.l 2021) to approximate the logits
from the probabilities, where we first calculate the logarithm of the probability vector and then
subtract the log-probabilities with its mean value.
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Generator Training. Now we focus on the generator training part, which is vital as the generator
determines the quality of generated samples. As we discuss in the previous section, that diversity is
the most important factor that influences the performance of model stealing, we want the generator
to generate highly diverse images. To achieve this goal, we use the negative entropy as the diversity
loss to force the generation of more diverse images.

K N
1
Liiv = g a;log oy, with «o; = N E softmax; (C(z;)) 2)
j=1

i=1

where NV is the batch size. The diversity loss is calculated with the prediction from the clone model,
as the victim model can only be accessed in black-box.

Collaborative Training. As the diversity loss is calculated with the prediction from the clone
model, therefore, the clone model is involved in the training of the generator. Meanwhile, the
training of clone model also requires the contribution of the generator. To solve this problem, we
train the generator and clone model alternatively. In order to better balance the training between the
generator and clone model, for each iteration, the generator and clone model will be trained ng and
ne times respectively.

4 EVALUATION

In this section, we empirically evaluate the effectiveness of our diversity-based data-free model steal-
ing (DB-DFMS). All experiments are performed on NVIDIA DGX A100 with Debian GNU/Linux
1]

4.1 EXPERIMENT SETUP

Datasets. We conduct the experiments on three commonly used datasets: CIFAR-10 (CIF), SVHN
and CelebA (Liu et al.,|2015). Among them, CIFAR-10 and SVHN both have 10 classes and each
class of CIFAR-10 has balanced number of data samples. While for CelebA, each data sample has
40 binary attributes, and we choose three of the most balanced attributes to form 8§ classes. Detailed
partitioning process can be found in Section [6]

Model Training. We choose ResNet-34-8x (He et al.,2016)) as the victim model architecture for all
three tasks. For each dataset, we train the model for 50 epochs on SVHN and 200 epochs on CIFAR-
10 and CelebA. The optimizer is SGD with initial learning rate as 0.1, decayed by a cosine scheduler.
We use ResNet-18-8x as the architecture of our clone model, and we explore the influence of model
architectures in Section @ For the generator, we adopt the one used in (Truong et al., [2021),
which comprises three convolutional layers, together with linear up-sampling, batch normalization
and ReLU layers. To make the output lies in the range [-1,1] (the predefined image domain), we
add a hyperbolic tangent function to the last layer. The clone model and generator are trained with
SGD at 0.1 initial learning rate and Adam at 10~* initial learning rate respectively, and both have an
batch size of 256 and an scheduler that multiplies the learning rate with 0.3 at 10%, 30% and 50%
of the total training epochs.

Attack Settings. We choose 2M query budget for SVHN and 20M for CIFAR-10 and CelebA to
launch the attack. And for training iterations of generator and clone model ng and nc, we have
tried different ratios, the general find is setting n¢ a little bit higher than ng can make the generator
trained smoothly and let the clone model see enough diverse data samples at the same time, thus we
choose 1 and 5 as a suitable pairs.

Evaluation Metrics and Baselines. We choose accuracy and the agreement to measure the quality
of the clone model as they can directly demonstrate the similarity between the victim model and the
clone model. The training time of the clone model is also considered to reflect the attack efficiency.
We compare our attack to two state-of-the-art methods, which we refer to as DFME (Truong et al.,
2021) and DFMS-SL (with synthetic dataset) (Sanyal et al.,|2022)), and view the attack with random
noise as a baseline.

'Our code is available at https://anonymous.4open.science/r/DB-DFMS-72B4/,
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Table 2: Performance of data-free model stealing against ResNet-34-8x trained on CIFAR-10,
SVHN and CelebA, “Acc” and “Agr” represent for clone model accuracy and agreement between
victim model and clone model respectively. The clone model is ResNet-18-8x.

Datasets Victim  Random Noise DFME DFMS-SL  DB-DEMS (Ours)
(budget) accuracy Acc Agr Acc  Agr Acc Agr Acc Agr
CIFAR-10 (20M) 0.930 0.328 0.314 0.869 0.893 0.896 0.926 0.885 0.921
SVHN (2M) 0.962 0.808 0.814 0.952 0.971 0.955 0.977 0.955 0.975

CelebA (20M) 0.769 0.706 0.759 0.750 0.865 0.743 0.813 0.746 0.853

Table 3: Train time (s) of data-free model stealing against ResNet-34-8x trained on CIFAR-10,
SVHN and CelebA. The Clone model is ResNet-18-8x.

Datasets (budget) Random Noise DFME DFMS-SL DB-DFMS (Ours)

CIFAR-10 (20M) 2749 3825 > 10000 3596
SVHN (2M) 323 380 > 1000 374
CelebA (20M) 8322 11759 > 30000 11147

4.2 EFFECTIVENESS OF DB-DFMS

We conduct our experiments on three benchmark datasets and compare the attack performance of
different data-free model stealing in Table[2] According to the clone model accuracy and the agreem-
net between the victim model and clone model, our attack can obtain a comparable attack result as
the other state-of-the-art methods on all the three datasets. These results demonstrate that with
diversity loss only, the generated images are capable of contributing to a well-performed attack.

We further measure the computational costs consumed in the attack process with the training time,
which is exhibited in Table |3] For Random Noise, it has the least training time as it doesn’t need
to train the generator, however, its attack performance is bad as showed in Table 2] Among the rest
methods, our attack saves the most computational time. Here the reason why DFMS-SL requires
such high computation is it uses the proxy dataset to initialize the generator and clone model with
hundreds of epochs. However, when taking both the clone model performance and the training time
into consideration, it is unnecessary to include such a proxy dataset in the attack process as it benefits
so less and even has worse attack result in some datasets like CelebA.

4.3 INFLUENCE OF THE QUERY BUDGET

In previous experiments, we set the query budget to 20M for CIFAR-10, which is a common setting
in previous works (Kariyappa et al., 2021} [Truong et al., 2021). In this section, we aim to explore
how the query budget influences the attack performance. A thorough understanding of the influence
of query budget is beneficial as a lower query budget requires less computational power and lower
money payment to the MLaaS platform.

The results are given in Figure[2] As we can see, all the attack performance has the positive corre-
lation to the query budget, both holding for the clone model accuracy and the agreement between
the victim model and the clone model, while the margin increase above 10M is not that large. How-
ever, our attack still consistently performs well and even shows the superiority over other methods
in some cases of query budget.

4.4 INFLUENCE OF THE CLONE MODEL ARCHITECTURE

As investigated in the previous work about knowledge distillation (Cho & Hariharan, [2019; Micaelli
& Storkeyl, 2019), a smaller student model is sufficient to distill the knowledge from the teacher
model, as long as it has enough capability. Thus we choose Resnet-18-8x as the clone model though
the victim model is ResNet-34-8x. However, we are still interested in whether the clone model
performance will be improved with higher capability. Except Resnet-18-8x and ResNet-34-8x, we
test other 4 commonly used model architectures, including MobileNetV2 (Sandler et al., |2018)),
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Figure 2: The attack performance of DB-DFMS against ResNet-34-8x trained on CIFAR-10 with
different query budget. The clone model is ResNet-18-8x.

Table 4: Data-free model stealing with different clone model architectures against ResNet-34-8x
trained on CIFAR-10, “Acc” and “Agr” represent for clone model accuracy and agreement between
victim model and clone model respectively.

Architectures Victim  Random Noise DFME DFMS-SL  DB-DEMS (Ours)
(parameters) accuracy Acc Agr Acc  Agr Acc Agr Acc Agr

MobileNetV2 (2.3M)  0.930 0.264 0.252 0.819 0.815 0.870 0.894 0.853 0.881
DenseNet-121 (7.0M)  0.930 0.309 0.311 0.863 0.876 0.885 0.898 0.875 0.892
WideResNet-32 (7.4M) 0.930 0.245 0.239 0.777 0.770 0.832 0.825 0.829 0.835
ResNet-18-8x (11.2M) 0.930 0.328 0.314 0.869 0.893 0.896 0.926 0.885 0.921
ResNet-34-8x (21.3M)  0.930 0.308 0.297 0.883 0.900 0.905 0.929 0.891 0.922
VGG-16BN (134.3M)  0.930 0.191 0.194 0.699 0.677 0.793 0.770 0.789 0.772

DenseNet-121 (Huang et al., [2017), WideResNet-32 (Zagoruyko & Komodakis), 2016) and VGG-
16BN (Simonyan & Zisserman, [2015).

In general. the attack performance is increased as the clone model has more number of parameters
(See Table d). However, there are two exceptions. The performance of DenseNet-121 is awesome
regarding its capability, which can be explained by its specific designing. That is, any two layers
in the model are connected together to strengthen feature propagation. The other case is VGG-
16BN, though it has hundreds of millions of parameters, it cannot obtain a satisfying attack result,
which may due to the more obvious differences in architectures to the other models. Compared to
DenseNet-121, WideResNet-32 is more similar to the victim model ResNet-34-8x, however, the gap
between the performance of these two models rules out that more similar network achieves higher
attack performance.

4.5 INFLUENCE OF THE DIVERSITY LOSS

The core idea of our attack is to train a generator by simply using a diversity loss, and the definition
of diversity could be interpreted in different ways. In this section, we form two different types of
diversity loss and evaluate their impact on the attack performance.

Sample Level. As showed in Equation[2] after the softmax function, the original loss first calculates
the mean value over the batch of data samples, and then gets the negative entropy. Our first thought
is to change the order of these two calculations and compute the entropy over each data sample first
then average the entropy on all samples, thus we call it “Sample Level” diversity loss:

N K
1 .
Lo div = N Z Z Qij log Qjj, with Qi = SOftHlan (C(JJZ)) 3)

i=1 j=1
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Figure 3: The attack performance of DB-DFMS with different diversity loss against ResNet-34-8x
trained on CIFAR-10. The clone model is ResNet-18-8x.
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Label Level. As the goal of diversity loss is to help the generation of more diverse data samples
across all the classes, thus we try to calculate the diversity in a more direct way, i.e., by utilizing the
hard labels:

K N
Ll div = Z a;loga;, with a; = N Z Fone_hot(arg max(softmax(C(z;))), K);  (4)
7 Jj=1

where the arg max is to obtain the class index with the highest prediction probability, and F,yc_pot
is a function to form a one-hot vector according to the class index and the total number of classes.
The difference between this loss and the original one is this loss does not take sample-wise diversity
into consideration, but only tries to generate more samples belonging to different classes.

We put the results in Figure 3] results show that all three losses achieve good attack performance.
And we find that the best is still the one with the original diversity loss for all the three datasets and
the two evaluation metrics. Its advantage is derived from more information it utilizes as it considers
all data samples in a mini-batch together and uses posteriors from the clone model. We leave the
finding of more elegant diversity loss as a future work.

5 EXPLORATION

Our simplified attack has comparable clone model performance and needs less training time, here
we provide deep insights to show why diversity of the generated data samples is the key point for
enhancing the attack.
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Figure 6: t-SNE representations for the embedding of 512 randomly generated data samples with
different data-free model stealing methods. The Victim model is ResNet-34-8x trained on CIFAR-
10 and the clone model is ResNet-18-8x.

5.1 ENTROPY OF GENERATED DATASET

As showed in Table[I] the attack performance has a positive correlation to the diversity of the gen-
erated images, and here we further prove this finding. Figure |4 reports that DFMS-SL and our
DB-DFMS have impressive clone model performance as both of them enable the generation of high
entropy data samples. We also admit that diversity of the query datasets is not the only factor that
influences the attack results. We can find DFME also performs well though the entropy of its gener-
ated dataset is comparatively low, which means the output of more difficult query samples from the
victim model can lead to clone model with high performance as well.

5.2 VISUALIZATION OF GENERATED DATASET

We then visualize the generated data samples from different perspectives to see the differences from
each attack. The original generated images are showed in Figure [5] None of them are close to
real images, but we can still find the differences between them. For Random Noise, each pixel
is generated randomly, which means the neighboring pixels do not have correlation neither, thus
resulting in a grainy image. While the rest images generated from other methods are comparably
more smoothed.

We further take the generated data samples as the input to the victim model and visualize the
embeddings output from the penultimate layer by using t-Distributed Neighbor Embedding (t-
SNE) (van der Maaten & Hintonl [2008), which is depicted in Figure[] The general trend is the better
the distribution of generated datasets matches the distribution of the victim datasets, the greater the
attack performance is. Specifically, “Random Noise” seems outliers to the dataset used in the vic-
tim model, while our attack is able to produce data samples more close to the victim’s distribution.
Though these two distributions cannot match to each other ideally, the generated distribution is
already enough to extract the information for achieving impressive attack performance.

6 CONCLUSION

In this paper, we revisit the generator-based data-free model stealing attack from a diversity perspec-
tive, and investigate the possibility of simplifying the existing approaches. We find that the diversity
of the generated data samples used for querying the victim model is one of the key points related
to the attack performance. We conduct extensive experiments to show that simply using a diversity
loss to train a generator can force the generation of data samples across all the classes and enable
the attack to achieve comparable results as the state-of-the-art methods while with much less com-
putational costs. We further conduct our attack in more realistic scenarios, e.g., the query budget is
limited, or the target model architecture is not available. Results evince our attack consistently per-
forms well, which demonstrates the practicality of our attack. Moreover, entropy and visualization
of the generated data samples are provided for explaining the success of the our attack.
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A DATASETS DESCRIPTION

CIFAR-10. CIFAR-10 is a benchmark dataset for image classification task. It has 10 classes where
each class has 5000 and 1000 data samples for training and testing respectively. The size of each
image is 32x32x3.

SVHN. SVHN is a image dataset for digits in real scenarios, which has 10 classes for numbers from
“0” to “9”. There are in total 73257 data samples for training and 26032 for testing. It also consists
of additional 531131 difficult images as extra dataset, while in our experiments we don’t consider it.

CelebA. CelebA is a large-scale dataset for face recognition. It contains 202599 number of images
and each of them has 40 binary attributes. We choose “Male”, “Mouth_Slightly_Open” and “Smil-
ing” as the target attributes, and it splits the whole dataset into 8 classes and each class at least has
8561 number of images. Thus we randomly select 8000 images from each class to form a balanced
dataset, and use 60000 and 4000 among for training and testing respectively. We resize each image
to 64 <64 as they don’t have a fixed size.

B HYPER-PARAMETERS TUNING

Training Times between Generator and Clone Model. In our experiments, we set ng and n¢ to
balance the training between the generator and clone model. Here we show the effect of the ratio
between these two hyper-parameters on the attack performance in Table 5]

Table 5: The attack performance of DB-DFMS against ResNet-34-8x trained on CIFAR-10 with
different ratio of ng and n¢. The accuracy of victim model is 0.930, and the clone model is ResNet-
18-8x.

ng : n¢ 1:1 1:2 1:3 1:4 1:5 1:6 1:7 1:8 1:9  1:10

Accuracy  0.829 0.860 0.880 0.881 0.885 0.886 0.887 0.885 0.880 0.875
Agreement 0.841 0.884 0.913 0.914 0921 0915 0918 0917 0.907 0.897

Clone Model Loss Functions. As recommended in (Truong et al.,2021), we adopt /; norm loss for
training the clone model. Here we consider different loss functions and see the impact on the attack
performance.

Table 6: The attack performance of DB-DFMS against ResNet-34-8x trained on CIFAR-10 with
different loss functions for clone model. The accuracy of victim model is 0.930, and the clone
model is ResNet-18-8x. “Acc” and “Agr” represent clone model accuracy and agreement between
victim model and clone model respectively.

Datasets KL Divergence Lo Loss L1 Loss
(budget) Acc Agr Acc  Agr Acc Agr
CIFAR-10 (20M) 0.758 0.783 0.851 0.880 0.885 0.921

Batch Size. The core idea of our attack is to train a generator by leveraging a diversity loss, and
such a diversity loss is calculated as the negative entropy of the predictions from a mini-batch. Thus
we consider the effect of batch size as it will influence the information used in the calculated loss.

Table 7: The attack performance of DB-DFMS against ResNet-34-8x trained on CIFAR-10 with
different batch size. The accuracy of victim model is 0.930, and the clone model is ResNet-18-8x.

Batch Size 16 32 64 128 200 256 300 400 512 1024

Accuracy  0.790 0.849 0.874 0.875 0.890 0.885 0.887 0.867 0.860 0.829
Agreement 0.815 0.876 0.904 0.909 0.928 0.921 0.923 0.895 0.888 0.849
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C ADDITIONAL VISUALIZATION RESULTS

Here we provide the visualization for SVHN and CelebA, and the results follow the patterns we
claim in Section[5.2] For SVHN, all methods perform well as it is a simple task, thus the embedding
of the generated data samples is more aligned to what from the victim model training data, including
“Random Noise”, as showed in Figure

(a) SVHN (b) CelebA

Figure 7: Data samples generated by different data-free model stealing methods. The victim model
is ResNet-34-8x trained on SVHN and CelebA and the clone model is ResNet-18-8x. The methods
from top to bottom are Random Noise, DFME, DFMS-SL and DB-DFMS.
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(a) Random Noise (b) DFME (c) DFMS-SL (d) DB-DFMS
Figure 8: t-SNE representations for the embedding of 512 randomly generated data samples with

different data-free model stealing methods. The Victim model is ResNet-34-8x trained on SVHN
and the clone model is ResNet-18-8x.
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(a) Random Noise (b) DFME (c) DFMS-SL (d) DB-DFMS
Figure 9: t-SNE representations for the embedding of 512 randomly generated data samples with

different data-free model stealing methods. The Victim model is ResNet-34-8x trained on CelebA
and the clone model is ResNet-18-8x.
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