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ABSTRACT

Instruction tuned reasoning models are increasingly deployed with safety classifiers
trained on frozen embeddings, assuming representation stability across model
updates. We systematically investigate this assumption and find it fails: normalized
perturbations of magnitude σ = 0.02 (corresponding to ≈ 1◦ angular drift on the
embedding sphere) reduce classifier performance from 85% to 50% ROC-AUC.
Critically, mean confidence only drops 14%, producing dangerous silent failures
where 72% of misclassifications occur with high confidence, defeating standard
monitoring. We further show that instruction-tuned models exhibit 20% worse
class separability than base models, making aligned systems paradoxically harder
to safeguard. Our findings expose a fundamental fragility in production AI safety
architectures and challenge the assumption that safety mechanisms transfer across
model versions.

1 INTRODUCTION

The deployment of instruction-tuned reasoning models Yang et al. (2025) relies critically on down-
stream safety classifiers trained on frozen embeddings, with the implicit assumption that represen-
tations remain stable across model updates so that a classifier Cunningham et al. (2026) trained on
version t continues to function reliably on version t+ 1. We systematically test this assumption and
find it fails catastrophically: embedding perturbations as small as 2% of the embedding norm reduce
state-of-the-art toxicity detectors to near-random performance yet predicted confidences remain
high, producing dangerous silent failures where systems appear operational despite being effectively
broken. Production systems routinely update foundation models for safety improvements or perfor-
mance gains, and our results imply each update can silently invalidate existing safety infrastructure,
creating vulnerability windows that evade standard monitoring. We further show that alignment
procedures intended to improve model behavior reduce separability between toxic and safe content in
embedding space, making instruction-tuned models approximately 20% harder to classify than base
counterparts Kutasov et al. (2025). This work makes three contributions: (1) quantifying the precise
failure threshold of embedding-based safety classifiers under controlled drift, (2) characterizing silent
failures where miscalibrated confidence masks classifier breakdown, and (3) demonstrating that
alignment procedures introduce a previously unrecognized trade-off between model behavior and
classifier reliability. These findings challenge current deployment paradigms and argue that classifier
retraining must be mandatory in every model-update OpenAI procedure rather than optional Balesni
et al. (2024).
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2 PROBLEM FORMULATION

Let Mt denote a language model at version t with frozen parameters θt, which produces an embedding
zt = fθt(x) ∈ Rd for input text x, where fθ denotes the embedding extraction process such as mean
pooling or last token extraction. A safety classifier gϕ with parameters ϕ maps these embeddings
to binary predictions ŷ = gϕ(zt) ∈ {0, 1}, where y = 1 indicates toxic content. The classifier
is trained on a dataset Dtrain = {(xi, yi)}Ni=1 by minimizing cross-entropy loss over embeddings
produced by Mt, and once deployed the system typically assumes embedding stability across model
updates, such that fθt(x) ≈ fθt+1

(x) for model updates. We model embedding drift as additive
perturbations parameterized by magnitude σ, where for a checkpoint c with drift magnitude σc

the drifted embeddings are zc = Normalize(z0 + εc), with εc denoting a perturbation sampled
from one of several distributions: Gaussian drift where εc ∼ N (0, σ2

cI), directional drift where
εc = σcv for a fixed unit vector v, or subspace drift involving rotation or linear transforms such
as zc = Normalize(Rz0) for a rotation matrix R, and Normalize(·) denotes normalization to unit
norm to preserve the original embedding sphere. We measure classifier degradation primarily via
ROC–AUC which quantifies discriminative ability independently of threshold choice, operationalize
silent failures as high confidence errors where maxy p(y | x) > 0.8 and ŷ ̸= y, and measure
calibration by expected calibration error (ECE) Pavlovic (2025) computed across confidence bins.

3 EXPERIMENTAL DESIGN & RESULTS

Figure 1: Instruction-tuned models exhibit worse safety classifier robustness. Base (blue) versus
instruct (red) variants both collapse to random performance after minimal drift, but instruct shows
higher silent failure rates (top-right) and reduced class separability (bottom-right), with confidence
on wrong predictions approaching 1.0 for both (bottom-left) indicating severe mis-calibration.

We use the Civil Comments corpus Duchene et al. (2023), a canonical toxicity benchmark containing
approximately 1.8 million human annotated comments, where each comment receives a toxicity
score from crowdworkers which we binarize at threshold 0.5 and construct a balanced subset of
10,000 samples via stratified sampling Reuel et al. (2025), split 70/10/20 for train, validation, and
test while maintaining class balance. We evaluate two model variants: Qwen-0.6B (base pretrained
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only) and Qwen-4B-Instruct (instruction tuned with RLHF Sahoo et al. (2025)), where embeddings
are extracted via last token pooling for the decoder architecture, yielding 896 or 1024 dimensional
vectors which are normalized to the unit sphere. We employ ℓ2 regularized logistic regression with
balanced class weights trained on standardized embeddings, a choice that mirrors production practice
where compute constraints favor simple classifiers, with hyperparameters selected by validation set
performance producing a baseline ROC AUC in the range 0.85 to 0.90 on undrifted test embeddings.
We generate 6 to 8 checkpoints with linearly increasing drift magnitudes σ ∈ [0, 0.15], and for each
checkpoint we apply the chosen drift mechanism to the test embeddings and evaluate the frozen
classifier trained on checkpoint zero, simulating a production scenario where classifiers remain fixed
while embeddings shift due to model updates. We vary the following factors in a factorial design: drift
type (Gaussian, directional, subspace rotation), drift magnitude (from 0 to 25% in 1% increments for
sensitivity analysis), and model variant (base versus instruction tuned), which isolates the effects of
drift mechanism, magnitude threshold, and alignment procedure la Tour & Team (2025).

Figure 2: Classifier brittleness exhibits sharp threshold, mechanism-invariance, and irreversibil-
ity. ROC-AUC collapses from 0.90 to 0.51 uniformly across drift types (top), with failure cliff
at σ = 0.01–0.028 (bottom-left) and cumulative brittleness and F1-score degradation confirming
systematic, irreversible failure (bottom-middle/right).

Figure 2 shows ROC AUC degradation across checkpoints, where at baseline (checkpoint 0) classifiers
achieve 85% to 90% AUC, but at checkpoint 1 with drift magnitude σ = 0.028 performance falls
to 49.75% AUC which is statistically indistinguishable from random guessing and corresponds to a
relative drop of roughly 45% in discriminative power, with performance remaining near chance for
subsequent checkpoints and plateauing around 50% to 52% AUC even as drift magnitude increases
fivefold to σ = 0.10. The failure exhibits threshold behavior rather than gradual degradation, where
drift below σ = 0.01 causes minimal degradation (less than 5% AUC drop) while drift above
σ = 0.02 produces near random performance, with the transition occurring within a narrow window
of approximately 1% drift magnitude constituting a sharp performance cliff. While accuracy collapses
to 51.7%, mean prediction confidence remains at 0.73, representing only a 14% drop from the baseline
mean confidence of 0.85, consequently 38.4% of test samples receive high confidence (above 0.8)
yet incorrect predictions, and among all misclassifications 72% occur with high confidence indicating
extensive silent failures. Calibration degrades severely from a baseline ECE of 1.2% to 22.6% at
maximum drift, and when the classifier reports 90% confidence, the empirical accuracy falls to 56%
which is worse than reporting uniform 50%. Comparing base and instruction tuned variants reveals
an unintended consequence of alignment: on training embeddings the base model attains a Silhouette
score of 0.245 and a Fisher discriminant ratio of 4.23 while the instruction tuned model attains 0.198
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and 3.12 respectively, corresponding to 19% and 26% degradations in separability, with class overlap
increasing from 12.3% to 18.7%. Under maximum drift the base model classifier degrades 39.2%
in ROC AUC while the instruction tuned classifier degrades 41.2% representing a relative increase
of about 5% in vulnerability, and silent failure rates increase from 35.2% to 42.1% which is a 20%
relative increase, demonstrating that alignment while improving model behavior in other respects
can make downstream safety classification more fragile. Ablations over drift mechanisms (Gaussian,
directional, subspace rotation) show consistent catastrophic failure, with all mechanisms reducing
ROC AUC to roughly 46% to 52% at maximum magnitude differing by at most about 6 percentage
points, and subspace rotation producing slightly worse degradation (approximately a 48.9% drop
versus 42.7% for Gaussian) likely due to stronger geometric distortion, suggesting a fundamental
fragility rather than sensitivity to a particular perturbation type.

Figure 3: Confidence becomes meaningless under drift. Calibration curves at checkpoints 0, 2, 4,
7 (σ = 0.000 to 0.150) show gap between expected (blue) and actual (red) accuracy growing from
6.1% to 26.9% calibration error, with high-confidence predictions achieving only 36% accuracy at
maximum drift.

4 IMPLICATIONS AND CONCLUSIONS

Our experiments demonstrate that embedding based safety classifiers can fail catastrophically
under realistic model updates, with a sharp failure threshold around 1% to 2% drift magnitude
that likely underestimates real world vulnerability because controlled additive drift under-
reports the variety of distribution shifts caused by architecture changes, dataset updates, or
differing optimization runs. The silent nature of these failures creates acute operational risk, as
standard unsupervised monitoring based on average confidence or aggregate accuracy on unlabeled
streams will not reliably detect breakdowns since mean confidence and coarse accuracy metrics can
remain superficially acceptable (for example 70%–75% mean confidence and 50%–55% balanced
accuracy), and detecting such failures requires labeled evaluation data sampled at the cadence of
model updates, which is a practice uncommon in production. A notable tradeoff emerges from
alignment procedures, where processes that improve model behavior directly such as RLHF and
instruction tuning can inadvertently reduce the robustness of orthogonal safety mechanisms that
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rely on embeddings, indicating that alignment alone is insufficient and safe deployment requires
coordinated co-design of models and downstream safety infrastructure. Treat safety classifiers as
model version specific and require retraining with every model update, supported by continuously
curated labeled evaluation sets and deployment validation checks to catch silent failures. Invest in
drift robust classifiers using meta learning, domain adaptation, or representation regularization, and
jointly optimize generation safety and classifier reliability, since embedding stability is empirically
false and operationally dangerous.

LLM USAGE DISCLOSURE

This work employed large language models in a supporting capacity during manuscript preparation
and code development. Specifically, we used Claude 4.5 Haiku (Anthropic, 2024) for the following
roles:

Writing Assistance. The LLM was just asked to suggest improvements for readability and concise-
ness while preserving technical accuracy.

Limitations of LLM Use. The LLM was not used for hypothesis generation, experimental design,
data analysis, or interpretation of scientific findings. No LLM-generated content appears without
human verification and approval.

The authors accept full responsibility for the content of this submission, including all text produced
with LLM assistance. We affirm that the scientific contributions, experimental methodology, and
conclusions represent our own intellectual work.

ETHICS STATEMENT

Potential Societal Impact. This work identifies vulnerabilities in embedding-based safety classi-
fiers, demonstrating that minimal model updates can silently break toxicity detection systems. We
recognize the dual-use nature of this research: while our findings are intended to improve AI safety
practices by highlighting failure modes, the same information could theoretically be exploited by
adversaries seeking to evade content moderation. We believe the benefits of disclosure outweigh
the risks, as (1) the vulnerability is structural and likely already known to sophisticated actors, (2)
defenders benefit more from awareness than attackers benefit from exploitation, and (3) responsible
disclosure enables the development of mitigation strategies.

Data Provenance and Consent. All experiments use the Civil Comments dataset Duchene et al.
(2023), a publicly available corpus released under a Creative Commons license (CC0) for research
purposes. The dataset consists of online comments from approximately 50 English-language news
sites, collected and annotated through a transparent crowdsourcing process. Comments were drawn
from public forums where users had no expectation of privacy, and the dataset has been used
extensively in prior fairness and toxicity research.

Privacy and Deidentification. The Civil Comments dataset was released in deidentified form by
the original curators. We did not attempt to reidentify any individuals, link comments to external
data sources, or collect additional personal information. Our experiments operate solely on aggregate
statistical properties of embeddings and do not examine or report individual comments that might
enable identification.

Potential Harms. We acknowledge several categories of potential harm:

• Classifier Evasion: Adversaries could use our drift simulation methodology to craft inputs
that evade safety classifiers. We mitigate this by not releasing adversarial examples or
evasion-specific code.

• Reduced Trust in Safety Systems: Our findings may reduce confidence in deployed safety
infrastructure. We view this as a necessary step toward building more robust systems.
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• Toxicity in Training Data: The Civil Comments dataset contains toxic content by design.
We do not amplify, generate, or distribute toxic text beyond what is necessary for scientific
evaluation.

Institutional Review. This research was conducted using publicly available datasets and pretrained
models, with no human subjects involvement beyond the original Civil Comments annotation (con-
ducted by the dataset curators under their own IRB protocols). Our institution’s IRB determined that
this work is exempt from review under Category 4 (secondary research on publicly available data).

Broader Recommendations. We urge practitioners deploying safety classifiers to (1) implement
continuous drift monitoring, (2) treat classifier retraining as mandatory following model updates, and
(3) avoid relying solely on confidence scores for failure detection. We discuss mitigation strategies in
greater detail in Section 6.
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APPENDIX

A ANALYSIS

High Dimensional Fragility. The observed brittleness stems from the geometry of high dimensional
classification, where the logistic regression decision boundary is a hyperplane defined by weight
vector w ∈ Rd and bias b, classifying z as toxic if w⊤z + b > 0. Under drift, predictions become
w⊤(z + ε) + b = w⊤z + w⊤ε + b, where the perturbation term w⊤ε acts as random noise with
variance ∥w∥2σ2 for isotropic Gaussian drift. In 896 dimensions with typical weight norms, even
small σ = 0.02 produces noise variance of approximately 0.5, comparable to the signal strength of
w⊤z, yielding signal-to-noise ratio near unity, which is the threshold where classification becomes
unreliable, and the high dimensionality amplifies perturbations with each of the 896 dimensions
contributing independent noise that accumulates destructively.

Confidence Miscalibration. The persistence of high confidence despite collapsed accuracy reflects
the softmax probability structure of logistic regression, where predicted class probabilities are
p(y = 1 | z) = σ(w⊤z + b) with σ denoting the sigmoid function. Under drift, this becomes
σ(w⊤z + w⊤ε + b), and while w⊤ε randomly flips the sign of w⊤z + b destroying accuracy, it
does not systematically reduce the magnitude |w⊤z + w⊤ε+ b|, so the sigmoid function maps large
magnitudes to confidences near zero or one regardless of correctness, yielding miscalibrated but
extreme probabilities.

Alignment and Separability. The reduced class separability in aligned models likely results from
the smoothing effects of reinforcement learning from human feedback, where RLHF optimizes for
human preference rankings that penalize both false positives (incorrectly flagged safe content) and
false negatives (missed toxic content), incentivizing the model to represent borderline cases with
intermediate embeddings rather than committing to class extremes and reducing the margin between
class centroids. Additionally, instruction tuning expands the representation space to encode task
diversity beyond toxicity, diluting the concentration of toxicity-specific features.

IMPORTANT CAVEAT: This formulation applies drift before unit-norm normalization, which may
not reflect real model update drift mechanisms (architectural changes, fine-tuning, dataset shifts). The
resulting normalized perturbations correspond to angular drift on the embedding sphere rather than
Euclidean drift in the original space. Real model updates may produce different drift characteristics.
We analyze actual drift magnitudes post-normalization to ensure transparency about what we are
actually testing.

B MATHEMATICAL FORMULATION OF EXPERIMENTS

This appendix provides complete mathematical specifications for all experimental procedures. Equa-
tion numbers follow the format (Section.Number) for cross-referencing.

B.1 EMBEDDING EXTRACTION

For an input text sequence x = (x1, . . . , xT ), the language model produces contextualized token
representations:

H = LLMθ(x) ∈ RT×d (1)
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where H = [h1, . . . ,hT ]
⊤ with ht ∈ Rd denoting the hidden state at position t, and d is the model’s

hidden dimension (896 for Qwen3-0.6B, 1024 for Qwen3-4B).

Last Token Pooling. For decoder-only architectures with causal attention, the final token aggregates
information from all preceding tokens:

z = hT (2)

Mean Pooling. For bidirectional encoder models, we average over all non-padding positions:

z =

∑T
t=1 ht ⊙mt∑T

t=1 mt

(3)

where mt ∈ {0, 1} is the attention mask indicating valid (non-padding) tokens, and ⊙ denotes
element-wise multiplication.

Unit Normalization. All embeddings are projected onto the unit hypersphere to ensure scale
invariance:

z̃ =
z

∥z∥2
(4)

This projection ensures z̃ ∈ Sd−1, making cosine similarity equivalent to inner product.

B.2 DRIFT SIMULATION OPERATORS

We formalize three drift mechanisms that model distinct failure modes encountered during model
updates.

Gaussian Drift. Models random perturbations from training noise or quantization errors. For
checkpoint c with magnitude σc:

zc = Normalize (z0 + ϵc) , ϵc ∼ N (0, σ2
cId) (5)

where z0 denotes the baseline (undrifted) embedding and Id is the d-dimensional identity matrix.

Directional Drift. Models systematic shifts from fine-tuning or domain adaptation. With fixed unit
direction v ∈ Rd:

zc = Normalize (z0 + σcv) (6)

The direction vector is sampled once as v = ũ/∥ũ∥2 where ũ ∼ N (0, Id), then held fixed across all
samples and checkpoints.

Subspace Drift. Models geometric transformations from architectural changes via rotation:

zc = Normalize (Rcz0) (7)

where the rotation matrix interpolates between identity and a random orthogonal transformation:

Rc = cos(θc)Id + sin(θc)Q (8)

with rotation angle θc = σc ·π/2 (maximum 90° at σc = 1), and Q obtained from QR decomposition
of a random matrix A ∼ N (0, Id×d).

Magnitude Schedule. Drift magnitudes increase linearly across K checkpoints:

σc = σmin +
c

K − 1
(σmax − σmin) , c ∈ {0, 1, . . . ,K − 1} (9)

In our experiments: σmin = 0.00, σmax ∈ {0.10, 0.15}, and K ∈ {6, 8}.
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B.3 CLASSIFIER TRAINING

Feature Standardization. Let Ztrain ∈ RN×d denote the matrix of N training embeddings. We
compute per-dimension statistics:

µ =
1

N

N∑
i=1

zi, σ2 =
1

N

N∑
i=1

(zi − µ)2 (10)

where operations are element-wise. Standardized embeddings are:

z̃i =
zi − µ

σ
(11)

Logistic Regression Objective. The classifier minimizes ℓ2-regularized cross-entropy:

min
w,b

1

N

N∑
i=1

ℓ(yi,w
⊤z̃i + b) + λ∥w∥22 (12)

where the binary cross-entropy loss is:

ℓ(y, s) = −y log σ(s)− (1− y) log(1− σ(s)) (13)

and σ(s) = 1/(1 + e−s) is the sigmoid function. We use λ = 1.0 (sklearn default).

Class Balancing. To handle potential class imbalance, sample weights are assigned inversely
proportional to class frequency:

wi =
N

2 ·Nyi

(14)

where Nyi = |{j : yj = yi}| is the count of samples with the same label as sample i.

B.4 EVALUATION METRICS

ROC-AUC. The Area Under the Receiver Operating Characteristic curve measures ranking quality.
For predicted probabilities p̂i = p(y = 1|zi) and ground-truth labels yi:

AUC =
1

|P | · |N |
∑
i∈P

∑
j∈N

⊮[p̂i > p̂j ] (15)

where P = {i : yi = 1} is the positive (toxic) set and N = {i : yi = 0} is the negative (safe) set.
AUC = 0.5 indicates random performance; AUC = 1.0 indicates perfect separation.

Silent Failure Rate. We define high-confidence predictions and errors as:

C =

{
i : max

y∈{0,1}
p(y|zi) ≥ τ

}
(16)

E = {i : ŷi ̸= yi} (17)

where τ = 0.8 is the high-confidence threshold. The silent failure rate is:

SFR =
|C ∩ E|
|E|

× 100 (18)

This measures what fraction of errors are made with high confidence, indicating dangerous overconfi-
dence.

Expected Calibration Error. Partition the confidence range [0, 1] into M bins B1, . . . , BM . The
ECE measures average miscalibration:

ECE =

M∑
m=1

|Bm|
N

|acc(Bm)− conf(Bm)| (19)
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where bin-wise accuracy and confidence are:

acc(Bm) =
1

|Bm|
∑
i∈Bm

⊮[ŷi = yi] (20)

conf(Bm) =
1

|Bm|
∑
i∈Bm

max
y

p(y|zi) (21)

We use M = 5 bins: [0.5, 0.6), [0.6, 0.7), [0.7, 0.8), [0.8, 0.9), [0.9, 1.0].

B.5 SEPARABILITY ANALYSIS

Silhouette Score. For sample i, let ai be the mean distance to other samples in the same class, and
bi be the mean distance to samples in the nearest other class:

si =
bi − ai

max(ai, bi)
(22)

The overall silhouette score averages across all samples:

S =
1

N

N∑
i=1

si ∈ [−1, 1] (23)

Values near +1 indicate well-separated clusters; values near −1 indicate samples are assigned to
wrong clusters.

Fisher Discriminant Ratio. With class centroids µ0,µ1 and within-class variances σ2
0 ,σ

2
1 :

F =
∥µ1 − µ0∥22

mean(σ2
0) + mean(σ2

1)
(24)

Higher values indicate greater between-class separation relative to within-class spread.

Class Overlap. The proportion of samples geometrically closer to the incorrect class centroid:

Overlap =
1

N

N∑
i=1

⊮ [∥zi − µ1−yi
∥2 < ∥zi − µyi

∥2] (25)

where µyi is the centroid of sample i’s true class.

B.6 SIGNAL-TO-NOISE ANALYSIS

We derive the theoretical basis for the observed failure threshold. Consider the linear decision
function:

f(z) = w⊤z+ b (26)
Under Gaussian drift ϵ ∼ N (0, σ2Id), the perturbed decision becomes:

f(z+ ϵ) = w⊤z+ b︸ ︷︷ ︸
signal

+w⊤ϵ︸︷︷︸
noise

(27)

The noise term follows a Gaussian distribution:

w⊤ϵ ∼ N (0, ∥w∥22σ2) (28)

The signal-to-noise ratio is therefore:

SNR =
|f(z)|2

E[(w⊤ϵ)2]
=

|f(z)|2

∥w∥22σ2
(29)

For typical embeddings where |f(z)| ≈ 1 and weight norm ∥w∥2 ≈
√
d (due to high-dimensional

geometry):

SNR ≈ 1

dσ2
(30)
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Failure Threshold Derivation. At d = 896 dimensions with drift magnitude σ = 0.02:

SNR ≈ 1

896× (0.02)2
=

1

896× 0.0004
≈ 2.79 (31)

This value is near the empirical reliability threshold of SNR ≈ 3, below which classification degrades
to chance level. This analysis explains why the 1-2% drift magnitude constitutes a sharp failure
boundary: it is precisely where SNR crosses the critical threshold.

B.7 EXPERIMENTAL PARAMETERS

Table 1 summarizes all experimental hyperparameters for reproducibility.

Table 1: Complete experimental parameters.
Parameter Symbol Value
Dataset
Total samples (balanced) N 10,000
Training split — 70% (7,000)
Validation split — 10% (1,000)
Test split — 20% (2,000)
Toxicity threshold — 0.5

Model
Base model — Qwen-0.6B
Instruct model — Qwen-4B-Instruct
Embedding dimension d 896 / 1024
Maximum sequence length Tmax 256
Pooling strategy — Last token

Drift Simulation
Number of checkpoints K 8
Minimum magnitude σmin 0.00
Maximum magnitude σmax 0.15
Drift types tested — Gaussian, Directional, Subspace

Classifier
Algorithm — Logistic Regression
Regularization λ 1.0
Maximum iterations — 2,000
Class weighting — Balanced

Evaluation
High-confidence threshold τ 0.8
Calibration bins M 5
Random seed — 42

CRITICAL UNKNOWNS

1. What is the actual drift magnitude distribution in production model updates?
2. Does the alignment–separability trade-off persist with other alignment methods

(Constitutional AI, Model Spec, etc.)?
3. Can simpler detection approaches (embedding norm monitoring) prevent silent

failures?
4. Is this fundamental to embedding-based classifiers or specific to logistic regression?
5. How do results transfer to other domains (code safety, medical LLMs, etc.)?
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