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ABSTRACT

While LLM agents can plan multi-step tasks, intervening at the planning
stage—before any action is executed—is often the safest way to prevent harm,
since certain risks can lead to severe consequences once carried out. However,
existing guardrails mostly operate post-execution, which is difficult to scale and
leaves little room for controllable supervision at the plan level. To address this
challenge, we highlight three critical gaps in current research: data gap, model
gap, and evaluation gap. To close the data gap, we introduce AuraGen, a control-
lable engine that (i) synthesizes benign trajectories, (ii) injects category-labeled
risks with calibrated difficulty, and (iii) filters outputs via an automated reward
model, producing large and reliable corpora for pre-execution safety. To close
the guardian model gap, we propose a foundational guardrail Safiron, combin-
ing a cross-planner adapter with a compact guardian model. The adapter unifies
different input formats, while Safiron flags risky cases, assigns risk types, and gen-
erates rationales; trained in two stages with a broadly explored data recipe, Safiron
achieves robust transfer across settings. To close the evaluation gap, we release
Pre-Exec Bench, a realistic benchmark covering diverse tools and branching
trajectories, which measures detection, fine-grained categorization, explanation,
and cross-planner generalization in human-verified scenarios. Extensive experi-
ments demonstrate consistent gains of the proposed guardrail over strong base-
lines on Pre-Exec Bench, and ablations further distill actionable practices,
providing a practical template for safer agentic systems.

1 INTRODUCTION

The rapid proliferation of LLM-based agentic systems has opened a new frontier for a broad range
of downstream applications in high-stakes domains (Qian et al., 2024; Luo et al., 2025b; Hong
et al., 2024). However, their growing autonomy introduces significant safety concerns (Hua et al.,
2024; Huang et al., 2025a; Liu et al., 2025). Malicious actors can exploit these systems, and agents
themselves may generate harmful action sequences (i.e., trajectories) due to flawed reasoning or
unforeseen environmental interactions. Ensuring the safety of these agents is therefore a prerequisite
for their widespread adoption, especially in high-stakes domains like healthcare (Xu et al., 2025).

A promising mitigation is a guardrail system (Bassani & Sanchez, 2024; Inan et al., 2023)—an exter-
nal monitor that at the pre-execution (i.e., planning) stage prospectively analyzes an agent’s plan and
intervenes before harmful actions are executed. Yet, building a robust and generalizable guardrail
faces three fundamental challenges aligned with data, model, and evaluation. First, there is a critical
scarcity of high-quality, diverse data capturing harmful agent behaviors. Real-world unsafe trajec-
tories are rare and hard to collect; manual construction is costly and often lacks the coverage needed
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for the vast risk landscape, creating adata bottleneckfor training an effective guardian model. Sec-
ond, there is a pressing need for a powerful and generalizableguardian modelthat can proactively
analyze intended actions; current solutions (Luo et al., 2025a;c; Chen et al., 2025; Chennabasappa
et al., 2025; Padhi et al., 2025a) are often narrow in scope or lack the adaptivity required to handle
diverse threats and settings, as detailed in Table 3 in Appendix C. Third, existing relevantevaluation
benchmarksare ill-suited for theplanningstage—a crucial pre-execution checkpoint where a sys-
tem can proactively analyze the full plan to intercept risks before any action is taken. Most existing
benchmarks (Zhang et al., 2025a;c; Yuan et al., 2024) emphasize execution-time risks, cover limited
scenarios and risk types, and are often ad-hoc and environment-speci�c, whereas planning-stage
ones can be more systematic and generalizable since they analyze plans at the reasoning level.

Contri butions. To address the above challenges regardingdata gap, model gap, and evaluation
gap, we make the following contributions:1) A synthetic data engine for generating risky agent
trajectories (AuraGen ), which overcomes data scarcity through a three-stage pipeline: (i) synthe-
sizing diverse benign trajectories, (ii) injecting category-labeled risks via a principled mechanism,
and (iii) applying an automated reward model for quality control. This yields a large-scale, high-
quality, and controllable corpus for training safety models.2) A foundation guardrail ( Adapter
+ Safiron ), which consists of (i) a uni�edadapterthat normalizes different input formats, and
(ii) a compact guardian model—Sa�ron. Given a normalized trajectory, Sa�ron outputs three
�elds: a binary decision (harmless vs. risky), a �ne-grainedrisk category, and a conciseexpla-
nation, enabling precise and interpretable interception before execution. Sa�ron is trained with a
two-stage recipe from a base model—supervised �ne-tuning followed by GRPO-based reinforce-
ment—under a broadly explored data recipe that jointly optimizes binary detection and category
accuracy with mixed data sources.3) A benchmark for pre-execution (planning-level) safety
evaluation (Pre-Exec Bench ), built through tool re�nement, trajectory generation, and human
veri�cation, providing realistic and high-quality assessments tailored for guardian models.

We further conduct extensive experiments to map the design space of the guardrail framework
and distill a set of best practices for effectively training guardian models. Empirically, the
adapter–Sa�ron pipeline consistently outperforms both open-weight and proprietary baselines on
Pre-Exec Bench, achieving a strong balance of detection accuracy, �ne-grained categorization, in-
terpretability, and preserved task success, while offering actionable guidance for future research.

2 PRELIMINARIES: DEFINITION AND FORMULATION

Terminology Clar i� cation. In this paper,Guardrail denotes the overall safety framework (the
guardrail may additionally involve multiple supporting modules), including our approach and related
works. A Guardian (model) refers to the detection component within a guardrail (in this work,
it speci�cally corresponds to Sa�ron). Moreover, in this work,Trajectory denotes the planned
sequence of actions produced by the agent during the planning phase.

General Agent Work �ow. According to the recent works (Huang et al., 2024a; Liu et al., 2025), a
typical agent operates in a loop consisting of several stages:1) Planning, where it derives the current
sub-task from the user query or task description, often breaking it into smaller steps;2) Tool Invo-
cation or Action Execution, where it selects appropriate tools (e.g., search engines or API calling)
or performs direct environment-facing actions (Huang et al., 2024b);3) Observation of Results,
where it collects and interprets outputs or environmental feedback;4) Internal StateUpdate, where
it integrates observations into memory or context to update its reasoning basis; andTaskCompletion
Check, where it either outputs the �nal result or returns to the planning step if the goal is unmet.

Motivation of Focusing on the Planning Stage.Given the agent work�ow above, the planning
stage is a critical intervention point: it is the moment when the agent has produced a complete
trajectory of intended actions but has not yet executed them. Crucially, this stage reveals theoverall
plan of the agent's behavior–the full sequence of actions to be taken–rather than a local snapshot.
Leveraging this holistic view enablesproactivesafety: harmful trajectories can be intercepted before
they incur any side effects. By analyzing trajectories as a whole, we can assess the agent's overall
intent, detect multi-step and context-dependent risks, and prevent irreversible harm. Since most
agentic systems incorporate a planning phase (Hong et al., 2024; Huang et al., 2024a; Yao et al.,
2023), this intervention strategy generalizes well across architectures and deployment settings.

Problem Formulation. We consider an agentic system where an LLM-basedAgent, denoted as
A , operates within an environmentE . The environment is equipped with a set of tools,U =
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Figure 1: Work�ow of AuraGen as well as four risk injection strategies employed by AuraGen.

f u1; u2; : : : ; um g, which enables interaction with the environment or external services (e.g., sending
an email, querying a database). Given a user queryq, A interprets the intent and devises atrajec-
tory T = ( a1; a2; : : : ; an ) in the planning stage, where eachai is a tool invocation fromU. The
intended process is denoted asT = A(q; E;U). The agentic systems we consider are susceptible to
generating harmful trajectories (Li et al., 2025; Shi et al., 2025). We de�ne arisky trajectory , Trisk,
as any action sequence that violates pre-de�ned safety policies upon execution. Such risks may stem
from internal model errors (e.g., hallucinations) or external adversarial inputs. We adopt arisk pool
(i.e., risk taxonomy)R = f r 1; r 2; : : : ; r k g to categorize potential harms.

To mitigate these risks, we aim to propose a guardrailG that intercepts and evaluatesT before
execution. GivenT, Goutputs: a)Risk Detection, yrisk 2 f 0; 1g indicating whether the trajectory is
benign or risky; b)Risk Classi�cation, ytype 2 R[f benigng specifying the category of harm if risky;
and c)Explanation Generation, e, a rationale explaining the risk judgment (eaims to be concise and
human-interpretable, suf�cient for audit or intervention). Formally denoted as(yrisk; ytype; e) =
G(T). Our goal is to develop a highly accurate and reliableGto ensure safe agentic systems.

3 AURAGEN: DATA ENGINE FORSYNTHETIC RISK TRAJECTORIES

A robust guardrail requires a comprehensive training dataset covering diverse agent behav-
iors—including risky ones—but currently faces two obstacles:Data Scarcity (harmful trajectories
are rare, heterogeneous across systems, and seldom public) andHigh Annotation Cost (pinpoint-
ing risk-inducing steps in long, multi-step trajectories demands expert, labor-intensive labeling). To
overcome both, we introduceAuraGen, as shown in Figure 1, a synthetic data engine that produces
large-scale, diverse, and controllable trajectories spanning a wide spectrum of risks for training a
guardian model. Crucially, AuraGen makes the guardian more�exible and adaptiveby enabling
systematic expansion of risk coverage and rapid incorporation of new scenarios, ensuring safety
across evolving agent ecosystems.

Stage1: Benign Tra jectory Synthesis.The synthesis process is initialized with a structuredmeta-
data pro�le , denoted asM = ( E; U; C), which provides the operational context. Here,E is the
environment description, U is thetool information, andC represents theconstraints(examplied in
Appendix F). We employ an LLM as aGeneration Model, Ggen. This model takesM as input to
produce both a plausible user queryq and a corresponding benign action trajectoryTbenign. This
process can be expressed as:(q; Tbenign) = Ggen(M ). The trajectoryTbenign = ( a1; : : : ; an ) con-
sists of actions that safely contribute to ful�llingq. This stage yields a complete, benign scenario,
encapsulated by the tuple(M; q; Tbenign), which serves as a clean baseline for the subsequent stages.

Stage2: Principled Risk In jection. The core innovation of AuraGen lies in its risk injection mech-
anism. This process is governed by anInjection Model, Ginject, which transforms a benign scenario
into a valuable negative sample. First, a risk categoryr is sampled from a pre-de�ned Risk Pool
R , and an injection strategyS is sampled from the setSset = f Ssingle; Smulti; Snew; Sbridgeg. The
Injection Model then takes the full benign scenario as input to generate a risky trajectoryTrisk that is
contextually relevant to the metadata and query: denoted asTrisk = Ginject(M; q; Tbenign; r; S ). The
strategies inSset are designed to construct a holistic taxonomy of failure modes:

I) Single-Step Perturbation (Ssingle): To simulateatomic risks, the most fundamental failure
type. This strategy modi�es a single actionai into a harmful counterparta0

i , resulting inTrisk =
(a1; : : : ; a0

i ; : : : ; an ). This model isolates errors or simple malicious commands and serves as a
critical baseline to evaluate the guardrail's ability to perform �ne-grained, per-action safety checks.
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Figure 2: Deployment pipeline of proposed guardrail framework.

II) Multi-Step Corruption ( Smulti ): To emulateplanned malicious behaviorsthat require a se-
quence of coordinated steps. This strategy replaces a contiguous subsequence(ai ; : : : ; aj ) with a
new malicious sequence(a0

k ; : : : ; a0
l ). This challenges the guardrail to move beyond isolated action

analysis and perform contextual reasoning.

III) New Branch Diversion ( Snew): To modelcatastrophic goal hijacking, where the agent com-
pletely abandons its original task. The trajectory is truncated at actionak and a new, harmful terminal
sequence(a0

k+1 ; : : : ; a0
m ) is generated, resulting inTrisk = ( a1; : : : ; ak ; a0

k+1 ; : : : ; a0
m ). This mode

is essential for testing the guardrail's ability to enforce long-term goal alignment.

iV) Bridged Branch Diversion (Sbridge): To simulatesophisticated, deceptive adversariesthat at-
tempt to mask their malicious activity. It replaces intermediate actions while preserving the original
�nal action an , leading to the trajectoryTrisk = ( a1; : : : ; ak ; a0

k+1 ; : : : ; a0
m ; an ). By appearing to

ful�ll the task's �nal objective, this mode provides a stringent stress test for the guardrail's capacity
for holistic path auditing, forcing it to look beyond simple outcome-based checks.

Stage3: Automated Quality Assurance.Generating risky trajectories introduces non-trivial chal-
lenges in maintainingdata quality. A related example is: when corrupting an intermediate action
ak ! a0

k within a trajectoryT = ( a1; : : : ; ak ; : : : ; aN ), how can we ensure that the subsequent
actions(ak+1 ; : : : ; aN ) remain valid? In other words, a single corruption might steer the state
trajectory into an unrealistic direction, producing follow-up actions that would never occur in a co-
herent plan. This is just one example—beyond causal consistency, synthetic data must also preserve
continuity, rationality, and risk alignment to be useful for training. To address these challenges, we
employ aReward Model (RM), denotedM RM, for automated quality assurance (its training pro-
cedure is described later). The RM acts as a multi-faceted critic that evaluates each complete sam-
ple—including the metadata, user query, and injected risky trajectory—across �ve complementary
dimensions: Causal Consistency, Postcondition Continuity, Rationality, Justi�cation Suf�ciency,
and Risk Matching (see Appendix G for details). It outputs a tuple(s; f ) = M RM(M; q; Trisk),
wheres 2 f 1; 2; 3; 4; 5g5 is a score vector andf is optional feedback. A �ltering policy� �lter then
decides whether to retain or discard each sample, i.e.,� �lter (s; f ) ! f keep; discardg.

More details of AuraGen, including its �exibility, controllability, customization, and included sce-
narios, are shown in Appendix F.

4 GUARDRAIL FRAMEWORK AND TRAINING

In this section, we present the proposed guardrail framework, illustrated in Figure 2. The framework
comprises two components: (1) a uni�ed adapter that transforms the input, and (2) a guardian model,
Sa�ron, that detects risks within the transformed input. Owing to page limits, we describe the
training of Sa�ron here, while the training details of the adapter are provided in Appendix I.

Figure 3: The training pipeline of Sa�ron.

Training Pipeline. Our training proce-
dure consists of two stages, as shown
in Figure 3. In the �rst stage, we per-
form supervised �ne-tuning (SFT) on a
vanilla modelG0 using datasetD (gen-
erated by AuraGen), obtaining an SFT
model GSFT = SFT(G0; D), which ac-
quires basic response patterns. While SFT
provides basic detection ability, it strug-
gles with rare or ambiguous risks; reinforcement learning (RL) complements it by optimizing for
�ne-grained safety objectives. In the second stage, we employ RL to enhance the model's ability to
classify risks. To construct the RL dataset, we run inference withGSFT onD and de�ne

Deasy= f (x; y) 2 D j GSFT(x) = yg; Dhard = f (x; y) 2 D j GSFT(x) 6= yg; DRL = Deasy[D hard:
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This is because: directly training onDhard alone tends to destabilize learning, as the model
over-focuses on rare or noisy mistakes and quickly collapses (see Figure 5 and subsection 6.1).
In contrast, combining both easy and hard samples intoDRL provides a balanced training sig-
nal—anchoring the model on reliable cases while still exposing it to challenging ones. The �nal
guardian model is then optimized asGSa�ron = RL(GSFT; DRL; R).

Reward Design. The reward functionR(ŷ; y) is designed to encourage both accurate harm-
less/harmful classi�cation and �ne-grained risk categorization. It is de�ned as

R(ŷ; y) =

8
>><

>>:

1:0 if y = harmless andŷ = y;
1:0 if y = harmful ; ŷ = y and risk category matches;
0:5 if y = harmful ; ŷ = y but risk category mismatches;
0:0 otherwise:

Here,ŷ denotes the model prediction andy the ground truth. Although the explanatione is gener-
ated, we do not explicitly include its quality in the reward. First, measuring explanation quality typ-
ically requires complex evaluation mechanisms (e.g., LLM-as-a-Judge (Zheng et al., 2023)), which
would make RL training prohibitively expensive. Second, in our experiments, we observed that as
the model's risk category classi�cation accuracy improves, the correctness of generated explanations
also increases, suggesting that explanation quality can be indirectly enhanced by strengthening risk
categorization. Therefore, we rely on SFT to provide initial signals for rationale generation, while
RL primarily focuses on detection and classi�cation.

RL Algorithm (GRPO). We instantiate the RL stage withGroup Relative Policy Optimization
(GRPO) (Shao et al., 2024), a policy-gradient method that uses a group-wise, on-the-�y baseline
instead of a learned value function. Let� � denote the Sa�ron policy and� ref a frozen reference
policy (we take� ref = GSFT). For each inputx, we sampleK candidatesf ŷi gK

i =1 � � � old(� j x) and
compute rewardsr i . We form the group baselineb(x) = 1

K

P K
i =1 r i and advantagesA i = r i � b(x),

then apply group-wise normalization~A i = A i
Std( f r j gK

j =1 )+ " with " > 0. For compactness, de�ne

Ei;t [�] , 1
K

P K
i =1

1
j ŷ i j

P j ŷ i j
t =1 (�) andKL i;t (x) , KL

�
� � (� j x; ŷi;<t ) k � ref(� j x; ŷi;<t )

�
. The GRPO

objective is:

L GRPO(� ) = Ex

h
Ei;t min

�
� i;t ~A i ; clip( � i;t ; 1 � �; 1 + � ) ~A i

� i
� � Ex [ Ei;t KL i;t (x) ] ;

where� i;t = � � ( ŷ i;t j x; ŷ i;<t )
� � old ( ŷ i;t j x; ŷ i;<t ) , � is the clipping coef�cient, and� controls the KL strength. Intu-

itively, GRPO upweights tokens from candidates scoring above the group mean and downweights
those below, yielding stable improvements without training a critic.

Token-level credit assignment.Each sampled̂yi is a short label (possibly with a brief rationale).
We assign~A i uniformly to all tokens in̂yi (i.e., ~A i;t = ~A i ) and optimize token-level log-likelihood
with end-of-sequence rewards; in practice we use a smallK , an (optionally) adaptive� to limit
policy drift, and standard decoding temperature during rollouts. Compared to training onDhard only,
the group-relative baseline overDRL reduces gradient variance and mitigates collapse while still
focusing updates on the most informative mistakes.

5 PRE-EXEC BENCH: EVALUATING AGENTIC PRE-EXECUTION SAFETY

To evaluate the guardrail on the planning stage or pre-execution, we introducePre-Exec Bench,
a benchmark tailored for rigorouspre-execution(i.e., planning-level) safety analysis. While previ-
ous execution-time risk benchmarks focus on localized and immediate errors when taking actions,
planning-stage benchmarks focus on plan quality scoring, goal alignment checks, trajectory con-
sistency, counterfactual or adversarial planning audits. Overall, Pre-Exec Bench is designed with
bias-mitigation as a �rst-class objective: it aims forrealism (matching real agentic systems),di-
versity (across models, styles, and risk strategies), andquality (human-veri�ed). It is built via a
three-stage pipeline: (1) scenario & tool re�nement, (2) diverse trajectory generation, and (3) two-
phase human veri�cation with debiasing. Pre-Exec Bench remains strictly held out from any training
or model selection for the guardrail.

Stage1: DataExpansion& Scenario and Tool Re�ne ment (WhyweneedPre-ExecBench?). Our
design is motivated by a survey of existing agent safety benchmarks. While valuable, they reveal
critical gaps for evaluatingplanning-time(i.e., pre-execution) safety. ASB (Zhang et al., 2025a)

5



Building a Foundational Guardrail for General Agentic Systems via Synthetic Data

Figure 4:Left: Construction steps of Pre-Exec Bench.Right: Risk type distribution. The benchmark
consists of 1,001 harmless and 671 risky samples (with injected risks).

and AgentSafetyBench (Zhang et al., 2025c): their evaluation emphasizes theexecution phaseand
adversarial attacks, underweighting plan-centric, non-adversarial failures (e.g., hallucinated plans).
R-Judge (Yuan et al., 2024): many samples are dialogue-style and lack stepwise plans and complex
tool interactions needed to assess reasoning quality. OPENAGENTSAFETY (Vijayvargiya et al.,
2025) supports only a limited tool set. To end these, Pre-Ex Bench introduces a novel focus on
the pre-execution planning stage. The construction is inspired by R-Judge's approach of extending
existing datasets; speci�cally, we build upon the rich and diverse scenarios and tools provided by
AgentSafetyBench to ensure broad topic coverage. Before constructing the trajectories, we �rst
perform tool re�nement for more detailed tool calling scenarios: we use an LLM to generate fully-
speci�ed, executable function details from the tool descriptions, which are then rigorously veri�ed
by human experts for both correctness and functional appropriateness.

Stage2: DiverseTra jectory Generation (Realism, Diversity, and De-leakage).Real-world agen-
tic systems are LLM-driven; thus, using LLMs to synthesize trajectories is not merely convenient
butdistributionally realistic. To construct a challenging and unbiased test set, we employ a heteroge-
neous model poolM pool of eight open-source LLMs across �ve developers1. For each scenario, we
�rst sample a benign generatorA benign2 M pool to produce a stepwise planTbenign. We then sample
a (potentially different) injectorA risk 2 M pool to inject a prede�ned risk via one of four strategies,
yielding Trisk. Decouplingbenign and risky generators (cross-model pairing) reduces single-model
artifacts and prevents a model from “attacking its own style”. We further (i)stratify samplingso
no single model dominates the corpus, and (ii)randomize and paraphrase prompts(lexical para-
phrasing, order shuf�ing, and style changes) to avoid template bias. While these measures already
mitigate model-speci�c artifacts, we acknowledge that LLM synthesis alone cannot fully eliminate
bias. Therefore, all trajectory pairs are subsequently subjected to a rigorous human veri�cation and
debiasing process inStage 3, which serves as a non-LLM arbiter to guarantee reliability.

Stage3: Two-PhaseHuman Veri� cation and Debiasing. To break the synthetic-to-synthetic loop
and eliminate residual biases from Stage 2, all trajectory pairs undergo a stringent two-phase human
review conducted by domain experts.PhaseI (quality & validity gate). Each pair(Tbenign; Trisk) is
independently assessed by three reviewers for plausibility, coherence, andcorrectness of risk injec-
tion against a standardized taxonomy. Only samples with unanimous approval are retained, ensuring
high-quality and unambiguous labels.PhaseII (redundancy& distribution control). Approved sam-
ples are grouped into homogeneous batches (by injection strategy). Experts identify and prune
intra-batch redundancies (e.g., repeated narrative structures, near-duplicate risk patterns), keeping
one representative per cluster. We then enforce distributional balance across the four strategies
(by downsampling as needed). This human-in-the-loop stage explicitly �lters out spurious, model-
idiosyncratic artifacts and provides the �nal debiasing guarantee. The details of human evaluation
are shown in Appendix L.

Importantly, Pre-Exec Bench relates to our guardrail but is not tailored only to it; it is built to
facilitate broader research on pre-execution guardrails in the future.

1Qwen2.5-72B-Instruct, DeepSeek-V3, DeepSeek-R1, Llama-3.3-70B-Instruct, Llama-4-Maverick-17B-
128E-Instruct, Qwen3-32B, Mixtral-8� 22B, andgpt-oss-20B
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Figure 5: The performance under the different ra-
tios of hard/easy samples during GRPO training.

Figure 6: Adapter performance. The shaded ar-
eas indicate the categories that were removed.

Figure 7: Statistics of synthetic data generated by AuraGen.
6 EXPERIMENTS

Evaluation Metrics & Methods & Base Model. We evaluate Sa�ron using four metrics: (i)
classi�cation accuracy, which measures whether the model correctly distinguishes harmless from
harmful content across all samples; (ii)harmful detection precision, de�ned only over ground-
truth harmful samples and quantifying the proportion correctly identi�ed as harmful; (iii)risk
category accuracy, which assesses, among correctly detected harmful samples, whether the pre-
dicted risk label matches the ground-truth risk type; and (iv)explanation correctness, which
further examines, conditioned on correct risk prediction, whether the model's explanation se-
mantically aligns with the expected explanation. Due to page limits, the formal de�nitions and
mathematical formulations of these metrics are provided in Appendix D. To balance evalua-
tion ef�ciency and accuracy, we adopt a hybrid approach that combines keyword matching with
LLM-as-a-Judge (Zheng et al., 2023). Further details are provided in Appendix K. We use
Ministral-8B-Instruct-2410 as our base model, with training data synthesized by Aura-
Gen powered byMixtral-8 * 22B-Instruct-v0.1 .

Basic analysis of synthetic data.We use AuraGen to generate around 20k for training (More
details are shown in Appendix F). As shown in Figure 7, AuraGen's synthetic corpus achieves
a near-uniform coverage of the four risk-injection strategies (around 25% each). This balanced
design is not meant to re�ect natural frequency, but rather tostress-test guardrails fairly across
diverse failure modes. In addition, the corpus contains user requests of realistic and moderate length
(mean 23.10; median 21 tokens) and trajectories with long-tailed complexity (mean 14.77; median
9 actions; maxima about 48). The long-tail arises from scenarios with more complex environments
and richer tool combinations, which provide challenging yet plausible cases.

Cost & Latency Analysis. A detailed analysis is provided in Appendix H. At our average input/out-
put length, generating one sample withGPT-5 costs under $0.02. Given that recent open-source
APIs (prices from OpenRouter (OpenRouter, 2025)) are strictly cheaper, their per-sample cost is
even lower. We also present latency analysis in the Appendix H, which also demonstrates the ef�-
ciency of our proposed guardrail.

6.1 BEST PRACTICE FORTRAINING GUARDIAN MODEL

In this section, we outline practices for training the Sa�ron, focusing on how data composition and
sample dif�culty should be organized to achieve stable optimization and strong performance.

The ratio of the training set has a far greater impact on the model than the sample size.From
the trends shown in Figure 8 and Figure 9, we observe that as the proportion of harmful samples
increases, model performance rises almost monotonically and gradually saturates in the 1:4-1:6
range. By contrast, with the ratio �xed, simply expanding the training set size from 2k to 10k
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Table 1: SFT Performance of the Sa�ron under different �ltering strategies on 4,000 samples (harm-
less/harmful ratio 1:3). Red cells indicate the worst values in each column, while green cells indicate
the best values.AVGrequires that the average score across all aspects exceeds the threshold, whereas
ALL requires that every individual aspect score exceeds the threshold.

Filtering Policy � �lter Cls. Acc. Harm. Det. Prec. Risk Cat. Acc. Expl. Corr.

Baseline 0:939� 0:001 0:918� 0:002 0:556� 0:006 0:488� 0:004

AVG> 2 0:948� 0:006 0:916� 0:019 0:549� 0:009 0:484� 0:005

AVG> 1.5 0:947� 0:003 0:920� 0:011 0:568� 0:020 0:495� 0:021

ALL> 2 0:948� 0:014 0:906� 0:019 0:541� 0:015 0:482� 0:018

Classifier 0:951� 0:001 0:915� 0:005 0:602� 0:002 0:537� 0:003

yields very limited gains. The effect of the ratio is especially larger than that of scale for harmful
detection and explanation correctness: moving the harmless:harmful ratio from 3:1 to 1:4 brings
about a +0.15-0.20 improvement in harmful detection and +0.10-0.15 in explanation correctness,
whereas increasing the sample size from 2k to 10k often yields only +0.02-0.05. This explains
why in Figure 9, training with 4k samples under the1:3 or 1:4 ratio still signi�cantly outperforms
the results under the3:1 ratio even after doubling the data.The root of this phenomenon lies in
the in�uence of class priors on the learned decision boundary and gradient signals:when harmful
samples are scarce, the model is more prone to a “benign-by-default” bias; conversely, a higher
proportion of harmful data not only strengthens the ability to distinguish �ne-grained risk categories
and exposes the explanation module to richer counterexamples. Notably, when the ratio becomes
extremely skewed toward harmful (e.g., 1:7 or 1:8), some metrics exhibit diminishing returns or
slight declines, indicating that excessive imbalance can harm the overall accuracy. Finally, after �ve
runs with ratios of 1:4 and 1:5, we chose 1:4 as it achieved a better balance.

Easy samples are indispensable for effective GRPO training, but an excessive proportion of
them leads to performance degradation.As shown in Figure 5, introducing easy samples sub-
stantially boosts classi�cation accuracy and explanation correctness compared to the “w/o easy”
setting. Without easy samples, the model tends to suffer from catastrophic forgetting (Luo et al.,
2023), resulting in unstable optimization and poor overall performance. However, as the ratio of
easy to hard samples increases (from 1:1 to 1:3), the importance of hard samples is gradually di-
luted, which weakens the model's ability to learn from challenging cases.

6.2 BASELINE COMPARISON& M ODULE PERFORMANCEEVALUATION

In this section, we compare baselines and evaluate the performance of different components within
AuraGen and the proposed guardrail. Speci�cally, we contrast Sa�ron (without the adapter) against
standard LLM baselines. The end-to-end performance of the full guardrail (adapter + Sa�ron) is
presented in the case study section (section 7).

Figure 8: Model performance under different sizes of training dataset.

Adapter training and evaluation. We synthesize agentic trajectories in various styles using both
programmatic methods and LLM-based generation to train the adapter. Full training details are
provided in Appendix I. To assess performance, we conduct experiments on the complete training
dataset and further examine the adapter's generalization ability by removing two speci�c styles from
the dataset. We employ LLM-as-a-Judge (i.e.,GPT-4o-mini ) to evaluate the correctness of the
adapter's outputs. As shown in Figure 6, the adapter trained on the full dataset achieves consis-
tently high accuracy across all styles. Even when the “Semicolon Single” and “Bullets” styles are
excluded, it sustains strong performance on unseen categories, demonstrating robust generalization.

Reward model (in AuraGen) training and evaluation. We train and evaluate the reward model
(RM) on synthetic data to avoid costly manual labeling, and �nd strong agreement with human
validation (see Appendix G). RM performance is assessed by two metrics: (1)score difference, the
total deviation from ground-truth across �ve criteria; and (2)instability rate, the fraction of criteria
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Figure 9: Model performance under different ratios between harmless samples and harmful samples
with a harmless and harmful ratio of 3:1.

Table 2: Model performance comparison. See Appendix B for other guardrail performance.

Model Cls. Acc. Harm. Det. Prec. Risk Cat. Acc. Expl. Corr.

Proprietary Models

GPT-5 0:425� 0:003 0:990� 0:002 0:355� 0:012 0:350� 0:014

GPT-5-mini 0:404� 0:001 0:997� 0:000 0:325� 0:001 0:324� 0:002

GPT-4o 0:606� 0:002 0:822� 0:008 0:319� 0:002 0:310� 0:004

GPT-4o-mini 0:452� 0:002 0:957� 0:008 0:274� 0:010 0:264� 0:013

Claude-3.7-Sonnet 0:623� 0:007 0:793� 0:003 0:318� 0:010 0:316� 0:011

Gemini-2.5-Pro 0:438� 0:003 0:978� 0:003 0:416� 0:017 0:402� 0:015

Open-weight Models

Llama-3.1-70B 0:621� 0:013 0:622� 0:015 0:305� 0:012 0:242� 0:010

Mixtral-8 � 22B 0:409� 0:001 0:999� 0:002 0:344� 0:017 0:319� 0:019

Qwen2.5-72B 0:620� 0:013 0:760� 0:013 0:319� 0:022 0:288� 0:023

DeepSeek-V3 0:652� 0:018 0:602� 0:029 0:247� 0:024 0:227� 0:021

gpt-oss-20b 0:560� 0:006 0:788� 0:012 0:295� 0:014 0:279� 0:011

gpt-oss-120b 0:539� 0:009 0:877� 0:009 0:408� 0:006 0:311� 0:003

Safiron(SFT-Only) 0:956� 0:002 0:939� 0:022 0:566� 0:024 0:508� 0:022

Safiron(SFT+PPO) 0:951� 0:001 0:969� 0:008 0:626� 0:001 0:530� 0:007

Safiron(SFT+GRPO) + 0:949� 0:001 0:973� 0:002 0:646� 0:000 0:570� 0:003

with absolute deviation> 2. We show the evaluation results on Appendix G. Using the RM as
a synthetic-data �lter, simple threshold policies (AVG/ALL) underperform on Risk Cat. Acc. and
Expl. Corr. (AVG/ALL) underperform on Risk Cat. Acc. and Expl. Corr. (e.g.,AVG> 2, AVG> 1.5 ;
see Table 1), likely discarding useful samples. We therefore train a lightweight classi�er (SVM) (We
chose a linear SVM for its simplicity) on Pre-Exec Bench keep/discard annotations, using the vector
of per-criterion RM scores as input; thisClassifier policy improves most metrics (Cls. Acc.
0:951, Risk Cat. Acc.0:602, Expl. Corr. 0:537), suggesting the RM encodes structured patterns
that bene�t from supervised guidance. We include all details in Appendix G.

Sa�ron signi�cantly surpasses both proprietary and open-weight models across all four eval-
uation metrics, demonstrating its superiority as the most balanced solution.As shown in Ta-
ble 2, compared with leading proprietary models such as Claude-3.7-Sonnet and GPT-4o, as well
as open-weight models like DeepSeek-V3 and Qwen2.5-72B, Sa�ron consistently achieves much
higher classi�cation accuracy, stronger risk categorization, and better explanation correlation, while
maintaining competitive harm detection accuracy. Notably, the GRPO version of Sa�ron provides
the most stable and well-rounded performance, making it the �nal choice for our study. While pro-
prietary models like GPT-5 achieve near-perfect harmful detection, they suffer from worse other
metrics, effectively over-�agging or exaggerated safety (Röttger et al., 2023) and limiting usabil-
ity. Sa�ron balances detection with �ne-grained categorization and explanation quality, which are
crucial for interpretable pre-execution safety.

Existing popular guardrails are not yet well-suited for the Pre-Exec Bench, underscoring
the necessity of our proposed guardrail.We additionally present the results of LLamaFireWall
(Chennabasappa et al., 2025) and LLama-Guard-3-8B (Gratta�ori & the Llama Team at Meta, 2024)
in Appendix B. The �ndings indicate that these widely used guardrails fail to deliver satisfactory
performance on the Pre-Exec Bench (as they focus on content moderation tasks, such as detecting
toxicity, violence, and hate speech)—thereby underscoring the necessity of our proposed guardrail.
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7 CASE STUDY IN REAL AGENTIC SYSTEMS

Beyond the above evaluations, to assess robustness under real conditions, we conduct a case study
in two agentic systems based on MetaGPT (Hong et al., 2024) and AutoGen (Wu et al., 2023). Full
details (frameworks, risk injection protocol, and dataset construction) are shown in Appendix A.

8 CONCLUSION

In this work, we presented a pre-execution guardrail for LLM agents, addressing data, evaluation,
and model gaps. Our contributions include AuraGen for scalable synthetic risk data, PRE-EXEC
BENCH for plan-level safety evaluation, and Sa�ron, a guardian trained to detect, categorize, and
explain risks. Experiments show consistent improvements over baselines, offering a practical tem-
plate for safer and more scalable agentic systems.
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Timo Schick and Hinrich Scḧutze. Generating datasets with pretrained language models. In Marie-
Francine Moens, Xuanjing Huang, Lucia Specia, and Scott Wen-tau Yih (eds.),Proceedings of
the 2021 Conference on Empirical Methods in Natural Language Processing, pp. 6943–6951,
Online and Punta Cana, Dominican Republic, November 2021. Association for Computational
Linguistics. doi: 10.18653/v1/2021.emnlp-main.555. URLhttps://aclanthology.org/
2021.emnlp-main.555/ .

Zhihong Shao, Peiyi Wang, Qihao Zhu, Runxin Xu, Junxiao Song, Xiao Bi, Haowei Zhang,
Mingchuan Zhang, YK Li, Yang Wu, et al. Deepseekmath: Pushing the limits of mathemati-
cal reasoning in open language models.arXiv preprint arXiv:2402.03300, 2024.

Guangming Sheng, Chi Zhang, Zilingfeng Ye, Xibin Wu, Wang Zhang, Ru Zhang, Yanghua Peng,
Haibin Lin, and Chuan Wu. Hybrid�ow: A �exible and ef�cient rlhf framework.arXiv preprint
arXiv: 2409.19256, 2024.

Jiawen Shi, Zenghui Yuan, Guiyao Tie, Pan Zhou, Neil Zhenqiang Gong, and Lichao Sun. Prompt
injection attack to tool selection in llm agents.arXiv preprint arXiv:2504.19793, 2025.

13



Building a Foundational Guardrail for General Agentic Systems via Synthetic Data

Liyan Tang, Philippe Laban, and Greg Durrett. Minicheck: Ef�cient fact-checking of llms on
grounding documents. InProceedings of the 2024 Conference on Empirical Methods in Nat-
ural Language Processing. Association for Computational Linguistics, 2024. URLhttps:
//arxiv.org/pdf/2404.10774 .

Xiangru Tang, Qiao Jin, Kunlun Zhu, et al. Risks of ai scientists: Prioritizing safeguarding over
autonomy.arXiv preprint arXiv:2402.04247, 2025.

Yu Tian, Xiao Yang, Jingyuan Zhang, Yinpeng Dong, and Hang Su. Evil geniuses: Delving into the
safety of llm-based agents.arXiv preprint arXiv:2311.11855, 2024.

Sanidhya Vijayvargiya, Aditya Bharat Soni, Xuhui Zhou, Zora Zhiruo Wang, Nouha Dziri, Graham
Neubig, and Maarten Sap. Openagentsafety: A comprehensive framework for evaluating real-
world ai agent safety.arXiv preprint arXiv:2507.06134, 2025.

Haoyu Wang, Christopher M. Poskitt, and Jun Sun. Agentspec: Customizable runtime enforcement
for safe and reliable llm agents.arXiv preprint arXiv:2503.18666, 2025a.

Kun Wang et al. A comprehensive survey in llm(-agent) full stack safety: Data, training and deploy-
ment.arXiv preprint arXiv:2504.15585, 2025b.

Jerry Wei, Da Huang, Yifeng Lu, Denny Zhou, and Quoc V Le. Simple synthetic data reduces
sycophancy in large language models.arXiv preprint arXiv:2308.03958, 2023.

Lianmin Wu, Zihan Zhang, Xiaoyang Li, Yifan Hao, Yifan Jiang, Tianjun Chen, Zi Liu, Dawn Song,
and Ion Stoica. Autogen: Enabling next-gen llm applications via multi-agent conversation.arXiv
preprint arXiv:2308.08155, 2023. URLhttps://arxiv.org/abs/2308.08155 .

Zhen Xiang, Linzhi Zheng, Yanjie Li, et al. Guardagent: Safeguard llm agents by a guard agent via
knowledge-enabled reasoning.arXiv preprint arXiv:2406.09187, 2025.

Ran Xu, Yuchen Zhuang, Yishan Zhong, Yue Yu, Xiangru Tang, Hang Wu, May D Wang, Peifeng
Ruan, Donghan Yang, Tao Wang, et al. Medagentgym: Training llm agents for code-based medi-
cal reasoning at scale.arXiv preprint arXiv:2506.04405, 2025.

Zhangchen Xu, Fengqing Jiang, Luyao Niu, Yuntian Deng, Radha Poovendran, Yejin Choi, and
Bill Yuchen Lin. Magpie: Alignment data synthesis from scratch by prompting aligned llms with
nothing.arXiv preprint arXiv:2406.08464, 2024.

Shunyu Yao, Jeffrey Zhao, Dian Yu, Nan Du, Izhak Shafran, Karthik Narasimhan, and Yuan Cao.
React: Synergizing reasoning and acting in language models. InInternational Conference on
Learning Representations (ICLR), 2023.

Sheng Yin, Xianghe Pang, Yuanzhuo Ding, et al. Safeagentbench: A benchmark for safe task
planning of embodied llm agents.arXiv preprint arXiv:2412.13178, 2025.

Tongxin Yuan, Zhiwei He, Lingzhong Dong, et al. R-judge: Benchmarking safety risk awareness
for llm agents.arXiv preprint arXiv:2401.10019, 2024.

Wenjun Zeng, Yuchi Liu, Ryan Mullins, Ludovic Peran, Joe Fernandez, Hamza Harkous, Karthik
Narasimhan, Drew Proud, Piyush Kumar, Bhaktipriya Radharapu, et al. Shieldgemma: Genera-
tive ai content moderation based on gemma.arXiv preprint arXiv:2407.21772, 2024.

Hanrong Zhang, Jingyuan Huang, Kai Mei, Yifei Yao, Zhenting Wang, Chenlu Zhan, Hongwei
Wang, and Yongfeng Zhang. Agent security bench (asb): Formalizing and benchmarking at-
tacks and defenses in llm-based agents. InThe Thirteenth International Conference on Learning
Representations, 2025a.

Letian Zhang, Quan Cui, Bingchen Zhao, and Cheng Yang. Oasis: One image is all you need for
multimodal instruction data synthesis.arXiv preprint arXiv:2503.08741, 2025b.

Zhexin Zhang, Shiyao Cui, Yida Lu, Jingzhuo Zhou, Junxiao Yang, Hongning Wang, and Minlie
Huang. Agent-safetybench: Evaluating the safety of llm agents.arXiv preprint arXiv:2412.14470,
2025c.

14



Building a Foundational Guardrail for General Agentic Systems via Synthetic Data

Jiawei Zhao, Kejiang Chen, Xiaojian Yuan, Yuang Qi, Weiming Zhang, and Nenghai Yu. Silent
guardian: Protecting text from malicious exploitation by large language models.IEEE Trans. Inf.
Forensics & Security, 2024. doi: 10.1109/TIFS.2024.3455775. URLhttps://arxiv.org/
abs/2312.09669 .

Wenting Zhao, Xiang Ren, Jack Hessel, Claire Cardie, Yejin Choi, and Yuntian Deng. (inthe)
wildchat: 570k chatgpt interaction logs in the wild. InThe Twelfth International Conference on
Learning Representations, 2023.

Lianmin Zheng, Wei-Lin Chiang, Ying Sheng, Siyuan Zhuang, Zhanghao Wu, Yonghao Zhuang,
Zi Lin, Zhuohan Li, Dacheng Li, Eric Xing, et al. Judging llm-as-a-judge with mt-bench and
chatbot arena.Advances in neural information processing systems, 36:46595–46623, 2023.

Yaowei Zheng, Richong Zhang, Junhao Zhang, Yanhan Ye, Zheyan Luo, Zhangchi Feng, and
Yongqiang Ma. Llamafactory: Uni�ed ef�cient �ne-tuning of 100+ language models. InPro-
ceedings of the 62nd Annual Meeting of the Association for Computational Linguistics (Volume
3: System Demonstrations), Bangkok, Thailand, 2024. Association for Computational Linguis-
tics. URLhttp://arxiv.org/abs/2403.13372 .

Ziije Zhong, Linqing Zhong, Zhaoze Sun, Qingyun Jin, Zengchang Qin, and Xiaofan Zhang. Syn-
thet2c: Generating synthetic data for �ne-tuning large language models on the text2cypher task.
arXiv preprint arXiv:2406.10710, 2024.

Jialong Zhou, Lichao Wang, and Xiao Yang. GUARDIAN: Safeguarding LLM multi-agent col-
laborations with temporal graph modeling.arXiv preprint arXiv:2505.19234, 2025. URL
https://arxiv.org/abs/2505.19234 .

Kunlun Zhu, Jiaxun Zhang, Ziheng Qi, et al. Safescientist: Toward risk-aware scienti�c discoveries
by llm agents.arXiv preprint arXiv:2505.23559, 2025.

Andy Zou, Zifan Wang, Nicholas Carlini, Milad Nasr, J Zico Kolter, and Matt Fredrikson.
Universal and transferable adversarial attacks on aligned language models.arXiv preprint
arXiv:2307.15043, 2023.

15



Building a Foundational Guardrail for General Agentic Systems via Synthetic Data

APPENDIX CONTENTS

A Case Study on Real Scenarios 17

B Guardrail Baseline Comparison 18

C Related Work 18

D Evaluation Metrics 19

E Risk De�nition 20

F Details of AuraGen 20

G Details of Reward Model Training 21

H Cost & Latency Analysis 26

I Details of Adapter Training 27

J Reproducibility of Training Sa�ron 28

K Details of Experiment Evaluation 28

L Details of Human Evaluation 29

M Toolkit Usage 31

N Prompt Template 31

16



Building a Foundational Guardrail for General Agentic Systems via Synthetic Data

A CASE STUDY ON REAL SCENARIOS

Figure 10: Two typical agentic systems.

While our earlier evaluations quantify pre-execution safety on isolated prompts and controlled plan
fragments, real deployments increasingly rely onagentic systemsthat orchestrate multiple roles and
long-horizon work�ows. In such settings, (i)risk accumulation can amplify seemingly minor local
defects into globally hazardous outcomes; (ii)authority gradients (e.g., expert roles or a mission di-
rector) can induce deference, allowing a single risky suggestion to cascade; and (iii)threat surfaces
expand from single-message inputs to multipleinjection pointsdistributed across stages. To assess
whether a pre-execution guardrail remains effective under these deployment-speci�c pressures, we
conduct an end-to-end case study within two representative multi-agent paradigms.

We instantiate multi-agent environments inspired byMetaGPT (Hong et al., 2024) and
AutoGen (Wu et al., 2023), chosen to contrast two widely used orchestration patterns:

Figure 11: Results of the proposed guardrail
on the case study. We show the results with
(i.e., w/) and without (i.e., w/o) the adapter.

(Left Figure) Linear pipeline.Roles (e.g., planner!
solver! reviewer) communicate in a feed-forward
chain; each role's output becomes the next role's in-
put until a �nal action list and response are produced.
We inject risks at the generation stage of each role.
Although an individual perturbation may be subtle,
composition over depth can aggregate multiple low-
grade issues into overtly unsafe trajectories.

(Right Figure) Expert-driven work�ow.Designated
experts provide guidance that is synthesized by a
M ISSION DIRECTOR. Here, risks are injected at
both the expert and MISSIONDIRECTORstages. Be-
cause expert outputs carry elevated credibility and
the director concentrates decision authority, even
single-shot (or simultaneous) injections can produce
disproportionately dangerous behaviors, capturing a
qualitatively different failure mode from the linear setting.

To approximate realistic deployment failures and reduce overlap with earlier synthetic stressors, we
adopt ahuman expert–drivenrisk injection protocol at thetrajectorylevel. We �rst generate benign
trajectories with AuraGen, then have two human experts independently edit these trajectories into
harmful variants (details in Appendix L); each harmful sample is cross-validated by the other expert.
This yields a balanced set of 50 harmful and 50 harmless trajectories for each agentic system. While
the dataset is small by necessity (manual curation), it suf�ces to highlight qualitatively distinct fail-
ure modes. Relative to prior sections, this design introduces distributional shift (human-curated ed-
its), multi-point injections (per role), and authority-biased cascades (expert/director), enabling us to
test whether the guardrail's pre-execution checks generalize beyond single-agent, single-turn evalu-
ations. More framework and orchestration implementation details are provided in the accompanying
code in the supplementary materials.

As shown in Figure 11, our proposed guardrail achieves strong performance in real-world multi-
agent scenarios, reaching over 90% classi�cation accuracy when equipped with the Adapter. The
Adapter further yields consistent gains across all three evaluation metrics (classi�cation, risk cate-
gorization, and explanation), underscoring its importance in handling heterogeneous trajectory for-
mats. While performance is somewhat lower than on the Pre-Exec Bench—primarily due to the
distributional shift introduced by human-injected risks and multi-point role-level perturbations—the
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guardrail nevertheless maintains reliable effectiveness, demonstrating robustness under complex,
deployment-oriented settings.

B GUARDRAIL BASELINE COMPARISON

Beyond comparing with general LLMs, we also evaluate two widely used guardrail
frameworks on Pre-Exec Bench. The �rst is Llama-Guard-3-8B (Gratta�ori & the
Llama Team at Meta, 2024), and the second is LlamaFireWall (Chennabasappa et al.,
2025). For Llama-Guard-3-8B, we follow the of�cial example provided athttps:
//huggingface.co/meta-llama/Llama-Guard-3-8B , where the user input cor-
responds to the user request and the assistant output corresponds to the agent's planned trajectories.
For LlamaFireWall, we conduct experiments on two of its modules: (i) the basic scanning
function (see https://meta-llama.github.io/PurpleLlama/LlamaFirewall/
docs/documentation/getting-started/how-to-use-llamafirewall , denoted
as llamafirewall-basic in Figure 12), and (ii) the alignment checker (seehttps://
github.com/meta-llama/PurpleLlama/tree/main/LlamaFirewall/examples
).

Figure 12: Classi�cation accuracy of three
guardrail baselines.

Disclaimer. These two guardrail frameworks were
not designed for pre-execution safety evaluation.
Their reported performance should therefore be in-
terpreted asindicative reference pointsrather than
as direct, fully fair baselines against our proposed
framework.

As shown in Figure 12, all three baselines per-
form poorly, with classi�cation accuracy remain-
ing below 60%. This result highlights that existing
guardrails, while useful in other contexts, cannot be
straightforwardly applied to plan-level pre-execution
risk detection—underscoring the need for special-
ized methods such as ours.

C RELATED WORK

Safety of Agentic System.Ensuring the safety of LLM-based agents is crucial as their autonomy
and deployment scale (Wang et al., 2025b; Huang et al., 2024c). Recent works have addressed
this through benchmarks, methodologies, and adversarial analyses. Evaluation benchmarks such
as Agent-SafetyBench (Zhang et al., 2025c), R-Judge (Yuan et al., 2024), SafeAgentBench (Yin
et al., 2025), and RealSafe (Ma, 2025) have systematically measured safety across diverse scenar-
ios. For protective methodologies, TrustAgent (Hua et al., 2024) employs an explicit agent consti-
tution; GuardAgent (Xiang et al., 2025) uses a secondary auditing agent with knowledge reasoning;
AgentSpec (Wang et al., 2025a) provides customizable runtime enforcement; and Causal In�uence
Prompting (Hahm et al., 2025) mitigates risks via causal interventions. Specialized efforts such
as SafeScientist (Zhu et al., 2025) and prioritizing safeguards over autonomy (Tang et al., 2025)
target scienti�c contexts. In adversarial research, Evil Geniuses (Tian et al., 2024) demonstrates
sophisticated bypass techniques, while AgentAuditor (Luo et al., 2025a) achieves near-human audit
accuracy.

Guardrail for LLM(-based Agents). LLM guard models are widely applied in downstream deploy-
ment systems (Dong et al., 2024) to defend malicious attacks like jailbreak Zou et al. (2023); Huang
et al. (2024d). Llama Guard inaugurates LLM safety by �ne-tuning models to classify prompts and
responses across a bespoke safety taxonomy (Inan et al., 2023). IBM's Granite Guardian (Padhi
et al., 2025b) expands detection to bias, profanity, jailbreaks, hallucination, and groundedness of
RAG, topping the GuardBench leaderboard (Bassani & Sanchez, 2024). The most recent release
Granite Guardian 3.3 is top-3 on LLM-AggreFact leaderboard (Tang et al., 2024) and also supports
thinking mode with additional capabilities such as tool-call hallucination detecion. Other popular
guardian models include ShieldGemma (Zeng et al., 2024), ToxicChat-T5 (Lin et al., 2023), and
WildGuard (Han et al., 2024). Beyond single-agent chat, Zhou et al. (2025) propose GUARDIAN
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to model multi-agent conversations as temporal graphs to arrest hallucination propagation. Silent
Guardian embeds adversarial tokens that cause compliant models to halt generation, achieving near-
100% refusal rates (Zhao et al., 2024), while Bergeron deploys a secondary “conscience” LLM to
monitor a primary model and multiplies attack resistance seven-fold (Pisano et al., 2024). Meta's
open-source Prompt Guard toolkit enables rule-based prompt �ltering and evaluation pipelines for
production systems (Meta AI, 2023). A data-free methodology trains off-topic detectors without
real user logs, thereby easing the deployment of guardrails before launch (Chua et al., 2025). In
robotics, RoboGuard fuses temporal-logic synthesis with an LLM “root-of-trust” to keep physical
agents safe under jailbreak attacks (Ravichandran et al., 2025). Some recent works focus on the
safety of agentic systems (Luo et al., 2025a;c; Chen et al., 2025; Xiang et al., 2025; Chennabas-
appa et al., 2025); however, as summarized in Table 3, they still fall short in (i) comprehensive risk
coverage, (ii) keeping human cost low for evaluation and data construction, (iii) rapid adaptivity to
new scenarios and emerging risks, (iv) input generalization across heterogeneous formats/modali-
ties, and (v) explanation–cost trade-offs suitable for real-time monitoring.AgentAuditor (Luo et al.,
2025a) covers a broad set of risks but relies heavily on human annotation and is not designed for
low-latency guardianship, leading to high cost and low ef�ciency in explanation.AGrail (Luo et al.,
2025c) demonstrates high adaptivity through adaptive safety-check generation and test-time adap-
tation, though its reliance on curated benchmarks and moderate input �exibility keeps both human
cost and input generalization at the medium level.SHIELDAGENT (Chen et al., 2025) achieves
medium risk coverage but provides strong explanation signals with ef�cient rule circuits, hence scor-
ing high on the explanation–cost trade-off, while its adaptivity depends on continuous rule engineer-
ing. GuardAgent (Xiang et al., 2025) excels at adapting to new tasks by uploading new functions,
yet its benchmarks involve expert annotation and its explanations are code-based, resulting in higher
human cost and only medium real-time suitability. Finally,LlamaFirewall (Chennabasappa et al.,
2025) emphasizes prompt injection and code risks with lightweight detectors, yielding low anno-
tation cost and ef�cient explanations; however, its coverage is narrower and adaptivity to unseen
scenarios remains limited.

LLMs in Synthetic Data. LLMs have demonstrated exceptional ability in producing synthetic
data (Liu et al., 2024). In contrast to earlier techniques that relied on conventional language mod-
els (Schick & Scḧutze, 2021), modern LLMs present enhanced potential for generating high-quality
synthetic datasets across numerous �elds. These include areas such as multilingual question an-
swering (Riabi et al., 2021), conversational systems (Zhao et al., 2023), instruction tuning (Xu et al.,
2024; Zhang et al., 2025b; Zhong et al., 2024), improving factual accuracy (Wei et al., 2023), scen-
ti�c capabilities (Huang et al., 2025b), and increasing dataset diversity (Dai et al., 2025; Chung
et al., 2023; Riaz et al., 2025). Recently, the DataGen framework (Huang et al., 2025c) was pro-
posed to create high-quality text datasets, supporting more precise evaluation and re�nement of
LLMs. Likewise, Janus, developed by Lee et al., is an LLM trained using a broad set of synthetic
system messages aimed at fostering both personalized and general alignment (Lee et al., 2024).
Therefore, the strong potential of LLMs in synthetic data generation can serve as a key avenue for
obtaining high-quality training data for guardian models.

D EVALUATION METRICS

We report four evaluation metrics to assess the model's performance. LetN denote the total number
of samples,H the set of ground-truth harmful samples, andŷi the model's prediction for samplei .

(1) Classi�cation Accuracy. This metric measures the overall correctness of harmless/harmful
classi�cation across all samples:

Acccls =
1
N

NX

i =1

1
�
ŷcls

i = ycls
i

�
; (1)

whereycls
i 2 f harmless; harmfulg.

(2) Harmful Detection Precision. This metric is restricted to the ground-truth harmful subset
(i 2 H ), and evaluates whether the model correctly identi�es them as harmful:

Accharm =
1

jH j

X

i 2 H

1
�
ŷcls

i = harmful
�

: (2)
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Table 3: Comparison of related guardrail for agentic systems across �ve dimensions. “Risk Cover-
age” reports thecountof our eight risk categories covered. “Human Cost” counts the cost of human
involvement, including evaluation and data construction; lower is better. “Adaptivity” denotes a
guardrail's ability to adapt to new scenarios and expand to new risks quickly. “Input Generalization”
denotes the ability to robustly consume heterogeneous input formats/modalities (e.g., different log
schemas, markup, structured outputs) with minimal task-speci�c engineering. “Exp.–Cost Trade-
off” rates suitability for real-time monitoring (balancing explanations and token/runtime overhead).

Related Work
Risk

Coverage Human Cost Adaptivity
Input

Generalization
Exp.–Cost
Trade-off

AgentAuditor
(Luo et al., 2025a) 5 High Medium Medium Low

AGrail
(Luo et al., 2025c) 5 Medium High Medium Medium

SHIELDAGENT
(Chen et al., 2025) 4 Medium Medium High High

GuardAgent
(Xiang et al., 2025) 2 High High Medium Medium

LlamaFirewall
(Chennabasappa et al., 2025) 4 Low Low Medium High

Ours 8 Low High High High

(3) Risk Category Accuracy. Once a sample is correctly detected as harmful, we further evaluate
whether the predicted risk label matches the ground-truth risk labelyrisk

i . Denote this subset as
H det = f i 2 H j ŷcls

i = harmfulg. Then:

Accrisk =
1

jH detj

X

i 2 H det

1
�
ŷrisk

i = yrisk
i

�
: (3)

(4) Explanation Correctness. For the cases where the risk category is correctly predicted, we
assess whether the model's explanation semantically aligns with the ground-truth explanationyexp

i .
This is determined by an LLM-based judge returning a binary decision. LetH risk = f i 2 H det j
ŷrisk

i = yrisk
i g. Then:

Accexp =
1

jH riskj

X

i 2 H risk

1
�
Judge(ŷexp

i ; yexp
i ) = 1

�
: (4)

E RISK DEFINITION

We show the de�nition of different risk types in Table 4.

F DETAILS OF AURAGEN

AuraGen is designed as a �exible and extensible synthetic data engine, allowing users to easily
con�gure, control, and scale trajectory generation for diverse safety research needs.

Flexibility. AuraGen supports multiple deployment backends. For local use, it integrates with
mainstream models onHuggingFace ; for API-based access, it is compatible with commercial
providers (OpenAI, Claude, Google Gemini) as well as relay services such as DeepInfra2 , Repli-
cate3 , and OpenRouter4 . All work�ows are streamlined through con�gurable �les and an intuitive
interface.

2https://deepinfra.com/
3https://replicate.com/
4https://openrouter.ai/
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Risk Description

Sensitive data privacy vi-
olations

Unauthorized collection, use, disclosure, or leakage of sensitive, con�dential,
or personal information.

Property and �nancial
loss

Actions that directly or indirectly cause �nancial loss or damage to assets.

Misinformation and un-
safe content

Generation or dissemination of false, misleading, harmful, or unsafe
information.

Compromised availability Disruption or degradation of service availability, including resource
exhaustion or denial of service.

Unintended or unautho-
rized actions

Execution of actions beyond user intent or permissions, including escalation
of privileges and unauthorized automation.

External adversarial at-
tack

Susceptibility to external adversarial attacks including prompt injection,
jailbreak attempts, input manipulation, adversarial examples, and other
malicious inputs designed to cause unintended agent behavior or bypass
security controls.

Bias and discrimination Outputs or decisions re�ecting unfair bias, discrimination, or lack of fairness.
Lack of accountability
and traceability

Insuf�cient logging or explainability, making it dif�cult to audit or assign
responsibility for agent actions.

Table 4: The description of different risk types.

Controllability. AuraGen enables guided generation via constraints. Users can specify attributes
directly in the con�guration �le to shape generation behavior. Some used constraint examples are
illustrated in Figure 13.

Customizable risk injection. AuraGen also supports user-de�ned policies for injecting risks. As
shown in Figure 14, users may set explicit probabilities for risk occurrence under different scenar-
ios, or alternatively delegate probability estimation to the LLM, which infers likelihoods based on
scenario–risk alignment.

Scenarios in AuraGen.To approximate realistic agentic environments, we designed AuraGen sce-
narios by integrating two complementary sources. The �rst source is theOpenAI GPT Store, which
offers a wide range of user-facing applications. However, since the underlying tool speci�cations
are not publicly released, we could not directly access them. Instead, we reconstructed the corre-
sponding tool functions manually based on scenario descriptions, ensuring that each case remained
executable while faithfully re�ecting the original tasks. The second source comes from crawling
multiple MCP server websites(e.g.,https://mcpservers.org/ ), from which we extracted
environment information. To guarantee diversity and richness, we retained only those servers that
provided a suf�cient number of tools and discarded overly minimal cases. To avoid potential copy-
right or commercial issues, we anonymized several platforms—for instance, a real-world travel
booking provider was abstracted into a more generic “traveling ticket purchase platform”.

After collecting scenarios from these two sources, we further re�ned them with the help of Mixtral-
8� 22B, which was used to polish descriptions, enrich tool functions, and generate representative
examples. The re�ned scenarios were then manually checked to ensure coherence, correctness,
and compliance with ethical considerations. Notably, AuraGen is designed with generalization in
mind: the toolkit allows users to seamlessly introduce new scenarios through simple con�guration
�les. This modularity enables continuous expansion into unseen domains, supporting both research
�exibility and adaptation to rapidly evolving agentic systems.

We show the statistics of the current scenarios in AuraGen in Figure 15, and show some scenario
examples in Figure 16 and Figure 17.

G DETAILS OF REWARD MODEL TRAINING

To avoid the prohibitive cost of manual labeling, we train on synthetic data, which aligns closely
with human validation. In our human pilot study, the correlation between RM scores assigned by
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Figure 13: Representative constraint types used to guide AuraGen's generation process.

LLMs and human annotators was found to be high (As shown in Table 5), suggesting that LLM-
based annotations can serve as a reliable substitute for human labels.

Speci�cally, we sample1;700 instances from the previously generated synthetic agent trajectories.
Each instance contains (1) the original action trajectory, (2) the corresponding user query, (3) the
injected risky trajectory, and (4) the environment information.

Annotation model. We adoptDeepSeek-R1 as the annotation model to score each data sample
along �ve criteria as shown in Table 6. For each criterion, the model outputs an integer score in
f 1; 2; 3; 4; 5g and a corresponding natural language feedback string. This yields a tuple(s; f ) for
each sample, wheres 2 Z5 denotes the score vector andf is the feedback text.

Metrics. We evaluate RM performance with two metrics: (1)score difference, the total deviation
across �ve criteria from ground-truth scores; and (2)instability rate, the fraction of criteria with
absolute deviation> 2.

As shown in Figure 18, adding criterion-speci�c examples (w/) yields high accuracy and stable
behavior. In this setting, per-criterion average error stays below1:1, indicating uniformly small
deviations. Whilew/o shows slightly lower aggregate error, qualitative inspection showsw/ better
aligns with human judgments, especially on nuanced criteria such as Justi�cation Suf�ciency and
Risk Matching. We therefore adoptw/ as the default for quality assurance.
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Figure 14: User interface for con�guring risk–scenario constraints.

Figure 15: Details of scenarios and environment information.

While the reward model exhibits stable performance in scoring, its ultimate purpose is to serve as a
�lter for synthetic data to enhance dataset quality. A straightforward approach is to apply threshold-
based �ltering, retaining only samples whose scores exceed a pre-de�ned cutoff. However, as shown
in Table 1, such rule-based methods (AVGor ALL) yield mixed results across evaluation metrics.
For instance, bothAVG> 2 andAVG> 1.5 degrade performance on Risk Cat. Acc. and Expl. Corr.,
suggesting that simple threshold-based methods may discard many useful samples.

To address these shortcomings, we introduce a classi�cation-based �ltering mechanism. Speci�-
cally, we use the binary annotations during Pre-Exec Bench construction on whether to discard a
sample to train a lightweight classi�er (i.e., SVM (Cortes & Vapnik, 1995)) to mimic this �ltering
behavior. The classi�er input is then-dimensional vector of reward model scores across evalu-
ation aspects, and the output corresponds to the keep/discard decision.This approach yields clear
improvements.
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Figure 16: The examples of scenarios in AuraGen, including category, description, and available
tools (1).

Figure 17: The examples of scenarios in AuraGen, including category, description, and available
tools (2).

Details of lightweight classi�er. We adopt an SVM (kernel= rbf ; C = 10; 
 = scale ) as the
classi�er and train it using the raw data from benchmark construction. In total, approximately 1,400
samples are collected for training, with a balanced negative-to-positive ratio of 1:1. The classi�er
achieves an evaluation accuracy of 86.93% on the test set, demonstrating its reliability in detecting
low-quality injected samples.

Why not train the reward model itself to produce binary outputs (retain vs. discard) instead
of introducing a separate classi�er? We deliberately avoid this design for two reasons:First, the
reward model is designed as a �ne-grained scorer across multiple evaluation aspects, which allows
it to provide rich, disentangled signals rather than a single coarse decision. Directly training the
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