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Accountable and Fine-Grained Controllable
Rewriting in Blockchains

Shengmin Xu

Abstract—Most blockchains are designed to be immutable
such that an object, e.g., a block or a transaction, is persisted
once it has been registered. However, blockchain immutability
hinders blockchain development due to the increasing abuse of
blockchain storage and legal obligations. To break immutability
in a controlled way, Derler et al. (NDSS’19) proposed a redactable
blockchain with fine-grained controllable rewriting by introduc-
ing the notion of policy-based chameleon hash (PCH). Given a
PCH-based object associated with an access policy, a trapdoor
holder whose rewriting privileges satisfy the access policy can
alter the object. Although this work offers an elegant approach
to blockchain rewriting, it lacks accountability. In practice, the
trapdoor holders may abuse their rewriting privileges, and even
use their chameleon trapdoor to build a device in a blackbox
manner to gain illegal profits while avoiding being caught.
In this paper, we introduce a new design of PCH with blackbox
accountability (PCHA). Blackbox accountability offers not only
linkability between any modified object and its modifier, but
also traceability that enables a central authority to identify
responsible trapdoor holders whose secret keys have contributed
to the blackbox device. Besides modeling PCHAs, we present
a generic construction of PCHAs with rigorous security proofs.
We instantiate a concrete construction of PCHA by introducing
a practical attribute-based traitor tracing (ABTT) with adap-
tive security on prime-order pairing groups. The experimental
analysis demonstrates that our PCHA and ABTT schemes have
modest overheads and superior functionality to the state-of-the-
art solutions. In particular, the price of accountability in key
generation, hash, and adaption is almost negligible compared to
the state-of-the-art solution.

Index Terms— Redactable blockchain, accountable blockchain
rewriting.

I. INTRODUCTION

LOCKCHAIN technologies originating from Bitcoin [24]
have attracted extensive attention in the last decade.
Blockchain technologies have been widely used in large-scale
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applications, such as digital currency, supply chain, insurance,
energy, and medical system. In a nutshell, blockchain is an
immutable append-only ledger whose state is maintained by
a decentralized consensus protocol run among peer nodes,
where registered objects cannot be modified once they appear
in the chain. The immutability of blockchain is essential to
prevent anyone from manipulating the registered objects for
illegitimate benefits. Unfortunately, this property limits the
development of blockchain due to the increasing abuse of
blockchain storage and legal obligations. Nowadays, many
improper contents, e.g., child pornography, copyrighted mate-
rial, and sensitive information, appear in the chain [23]. Users
may be unwilling to participate in such a chain because of the
fear of being prosecuted for possession of illegal information.
Moreover, blockchain immutability is no longer legal since
data regulations, such as “the right to be forgotten” [2]
and the General Data Protection Regulation (GDPR) [31],
grant individual users the right to delete their personal data,
including those in blockchain [29].

To break blockchain immutability in a controlled way,
Ateniese et al. [3] introduced the concept of the redactable
blockchain that allows a particular party, called modifier,
to rewrite a registered object without breaking the link between
blocks. This seminal work offers block-level rewriting con-
trolled at a coarse-grained level based on the technologies
of chameleon hash [18] and public key infrastructure (PKI).
To improve flexibility, Derler et al. [9] proposed a redactable
blockchain with transaction-level rewriting controlled at a
fine-grained level by introducing the notion of policy-based
chameleon hash (PCH). PCH is built from chameleon hashes
with ephemeral trapdoors (CHET) [8] and attribute-based
encryption (ABE) [1]. Recently, based on [9], new construc-
tion of redactable blockchain [30] with accountability was
proposed by introducing the notion of policy-based chameleon
hash with blackbox accountability (PCHA). PCHA is built
from CHET [8], ABE [1], hierarchical identity-based encryp-
tion (HIBE) [6] and one-time signature. It enables any user
to trace malicious modifiers if their secret keys are revealed,
and allows a central authority to link any modified object to
its modifier. Since then, a variety of redactable blockchains
are proposed with essential properties: accountability [30],
self-management [17], revocability [27], [33], decentraliza-
tion [22], [35] and functionality [16], [32]. This trend demon-
strates that PCH is a desirable and valuable cryptographic
tool for redactable blockchain. However, these solutions suffer
from non-negligible shortcomings.

The PCH-based redactable blockchain [9] inherits the lim-
itation of traditional ABE. The nature of ABE is anonymity,
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where an attribute could be shared with multiple users. Given
a secret key of ABE, no one including the central authority
can identify its owner. A malicious modifier may reveal
his/her secret key without being identified, for example, selling
it on eBay to gain illegal profits. To solve this problem,
a trivial solution is encoding the identity of the secret key
owner to his/her secret key or keeping a list to record each
secret key and its owner during the key generation phase.
Given a revealed secret key, the central authority can easily
identify the corresponding malicious modifier. To avoid being
caught, multiple malicious users may collusively encode their
secret keys into a device in a blackbox manner, denoted key-
like decryption box, where these secret keys and even the
decryption algorithm could be hidden. Given a mutable object
in blockchain, the key-like decryption box can be used by
anyone to modify the mutable object if the attributes of the
keys in the key-like decryption box satisfy the access policy
associated with the object. The trivial solution cannot be used
to identify these malicious users because their secret keys are
not revealed. Therefore, accountability is a desirable property
for deploying redactable blockchain in practice.

To mitigate this problem, one possible approach is to com-
bine CHET and attribute-based traitor tracing (ABTT). ABTT
is a cryptographic tool that enables fine-grained access control
and traitor tracing in a blackbox manner. ABTT was first envi-
sioned by Liu et al. [19] and several efficient and secure instan-
tiations of it were later introduced [20], [21], [25]. In ABTT,
one can observe the I/O streams of a key-like decryption
box to identify the malicious users whose secret keys have
contributed to the key-like decryption box. However, one
cannot naively employ the existing ABTT and CHET to extend
PCH with accountability without sacrificing the performance
or security of PCH. Specifically, most PCH-based redactable
blockchain solutions [9], [30], [33] are instantiated using fast
attribute-based message encryption (FAME) [1], where FAME
is adaptively secure on prime-order pairing groups. Current
ABTT solutions are either based on composite-order pairing
groups or in the weak security model, i.e., selective security.
The performance of composite-order pairing groups is much
worse than prime-order pairing groups [12]. Though dual
pairing vector space [26] can encode composite-order groups
to prime-order groups, it incurs a significant overhead due to
enormous encoding schemes [4].

Tian et al. [30] made the first effort to address this challenge
by introducing a new design of ABTT that applies the HIBE
and one-time signature. However, their solution only offers
weak accountability, where semi-trusted modifiers can be
caught if they leak their secret keys in blackbox manner.
An untrusted modifier can launch the impersonation attack and
signature-reuse attack without being identified. We summarize
its fatal security issues as follows.

o Impersonation Attack. Key delegation and key indis-
tinguishability are two important properties in HIBE.
HIBE allows a central authority to issue a secret key
associated with an identity, and the secret key can be
used to derive multiple sub-keys associated with different
identities (with the same prefix). Given a secret key,

it is indistinguishable that this secret key is derived
from the central authority or a secret key holder. Hence,
a malicious key holder may derive a sub-key and use
it in forming a key-like decryption box to avoid being
identified.

o Signature-reuse Attack. One-time signatures do not offer
user authenticity. Based on the generic construction of
PCHA proposed in [30], the verification algorithm only
takes into account the validation of the chameleon hash
and the one-time signature. It does not check the freshness
of the one-time signature and the identity of the corre-
sponding signer. A malicious modifier whose attributes
satisfy the access policy of PCHA can modify the signed
object and reuse the one-time signature associated with
the original object to pass verification.

Besides [30], Panwar et al. [27] proposed a solution to trace
malicious modifiers in blockchain rewriting. However, their
solution only traces the malicious users who perform malicious
rewriting by themselves; the leakage of secret keys has not
been taken into account.

To sum up, current redactable blockchain solutions only
offer weak accountability. The modifiers who perform mali-
cious rewriting by themselves can be identified but the mod-
ifiers who leak their secret keys in blackbox manner cannot
be traced properly. In other words, malicious modifiers may
collusively derive key-like decryption boxes and use them to
compromise the rewriting privileges in redactable blockchain
without being identified. Therefore, the following problem
arises:

“Can we build a practical and secure redactable blockchain
with fine-grained control and blackbox accountability, includ-
ing linkability and traceability?”

A. Contribution

We give an affirmative answer to the above problem by
introducing the concept of accountability toward redactable
blockchain, where modifiers are untrusted. Malicious modi-
fiers can always be identified no matter they make malicious
modifications by themselves in redactable blockchain or they
leak their secret keys in blackbox manner. The main contribu-
tions are described as follows.

o A new construction of PCHA. We introduce a new generic
construction of policy-based chameleon hash with black-
box accountability (PCHA). We give a formal definition
of PCHA and define the notions of full indistinguishabil-
ity, collision-resistance, uniqueness, and accountability in
presence of malicious behaviors. Compared to PCH [9],
the price of accountability in terms of hash and adaption
is almost negligible.

o A new design of ABTT. To optimize the performance
of PCHA, we present a new design of attribute-based
traitor tracing (ABTT), which is adaptively secure on
prime-order pairing groups. Our ABTT enjoys the con-
stant secret key and ciphertext overheads. Specifically,
compared to FAME [1], our ABTT requires 2 additional
group elements in a secret key and 6 additional group
elements in a ciphertext.
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o A redactable blockchain with accountability. Although
ABTT offers traitor tracing in the key-like decryption
box, it cannot provide the accountability that links the
modified object to its modifier. To realize this prop-
erty, we apply the existentially unforgeable identity-based
signature (IBS) [15] to link any modified object to its
modifier publicly, where the identity associated with each
modifier is the same as the identity used in ABTT.

To sum up, we pursue to carefully integrate ABTT, IBS [15],
CHET [8] with the concept of PCHA and present a generic
construction of PCHAs. Compared to the previous PCH [9],
our PCHA achieves accountability with modest overhead.
We demonstrate that our PCHA is practical by integrating
it into redactable blockchain for transaction-level blockchain
rewriting in Section V-E. We support this claim via an exper-
imental implementation.

B. Roadmap

The rest of the paper is structured as follows. We formulate
the problem and system architecture in Section II. Then,
we review several important cryptographic building blocks
used in our proposed solution in Section III. Next, we for-
malize our proposed approach by presenting a new design
of ABTT in Section IV and PCHA with a blockchain-based
application in Section V. We report the experimental evalua-
tion of our proposed ABTT and PCHA in Section VI. Finally,
we present the related work in Section VII before concluding
our work in Section VIII.

II. SYSTEM OVERVIEW

In this section, we formulate the problem of current
redactable blockchains and discuss its challenges. Before
presenting the formulation, we give a running example to
illustrate the problem and its relevant concepts.

A. System Model

As shown in Fig. 1, the redactable blockchain allows a
data owner to compute a chameleon hash associated with
an access policy and a signature. A modifier, who possesses
privileges that satisfy the access policy in a given hash can
then find arbitrary collisions to modify the hashed object in the
blockchain without changing its hash value. The modifier also
needs to produce a valid signature, which links the chameleon
hash value to its producer. In the case that a malicious
modifier does not make malicious rewriting themselves but
leaks his/her secret key in a key-like decryption box, the
central authority can trace the malicious user whose secret
key has contributed to the key-like decryption box.! Thus, the
redactable blockchain supports modifiability at a fine-grained
level and accountability.

IThe key-like decryption box offers the same functions as the secret keys
embedded in the key-like decryption box except for the secret keys and even
the decryption algorithm remains hidden. The reader may refer to Section V-A
for the detailed definition.

Secret signing key & modification privilege
v \

L ; Message m'
Hash || Hash (1) || Verify h Rewrite || Hash (h,7')
Policy A “ Policy A
Owner Signature @ Modifier Signature @’ Central
? Secret signing key Authlor ity
Fig. 1. System model of PCHA.

B. Threat Model

We assume that the central authority and transaction owners
are fully trusted, while transaction modifiers and outsiders (i.e.,
blockchain users who cannot modify blockchain objects) are
untrusted. In the following, we focus on the attacks performed
by malicious modifiers and the security requirements that
inherit from PCH. For simplicity, we do not specify the
attacks performed by outsiders since they are covered by the
attacks which malicious modifiers can perform. In practice,
a transaction modifier may abuse his/her rewriting privilege,
and launch the following attacks:

o Collision-Resistance: Given a registered object associated
with an access policy, the malicious modifier whose
attributes do not match the access policy may attempt
to modify the registered object.

o Accountability: The malicious modifiers may attempt
to break the accountability of redactable blockchain by
impersonating other modifiers in rewriting the registered
object, and/or encapsulating their secrets key in a black-
box manner to derive a key-like decryption box so that
other users may use the decryption box to modify the
registered object anonymously.

We consider the following security requirements that inherit
from PCH:

o Full Indistinguishability: The outputs of hashing and
collision finding are indistinguishable for adversarially
chosen messages and the public key. In PCH, this security
requirement focuses on the hash value only. In our PCHA,
we require that the hash value and signature pair cannot
be distinguished from hashing and collision finding.

o Uniqueness: Uniqueness requires that it is hard to find
different randomnesses yielding the same hash value for
adversarially chosen messages and the public key.

To formalize the above attacks and security requirements in the
threat model, we present four security models in Section V-B.

III. CRYPTOGRAPHIC BUILDING BLOCKS

In this section, we present some building blocks used in our
solution. In particular, we introduce the fingerprint code, which
is used as an ingredient in our ABTT construction. Then,
we recall the formal definition of ABTT. Finally, we review the
formal definition of CHET and IBS, which are two important
building blocks in our PCHA construction.

A. Fingerprint Code

Please refer to the detailed description of fingerprint code
and collision-resistant (CR) security of fingerprint code in [6].
The definition of fingerprint code is presented below.
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Definition 1 (Fingerprint Code): A fingerprint code scheme
FC is a pair of algorithms defined as follows:

FC.Gen(1*,n,t) — (I, tk): The probabilistic code gener-
ator algorithm takes a security parameter k € N, the number
of words n and the collusion bound t as input, and outputs
a code T and a tracing key tk, where T" contains n words
{1, ..., 0} in {0, 1} for some € > 0.

FC.Trace(tk, w*) — S: The deterministic tracing algo-
rithm takes a tracing key tk and a word ©* € {0, 1}¢, and
outputs a subset S of {1, ..., n}. Informally, elements in S are
“accused” of creating the word w.

B. Attribute-Based Traitor Tracing

Please refer to the detailed description of ABTT and IND-
CPA security and collision-resistant traceability (CRT) of
ABTT in [19]. The definition of ABTT is presented below.

Definition 2 (ABTT): An ABTT scheme ABTT with an
attribute universe Q, a message space M and an identity
space I consists of the following six algorithms:

ABTT .ParGen(1¥) — pp: The probabilistic parameter
generation algorithm takes a security parameter k € N as
input, and outputs a public parameter pp, where pp is implicit
input to all other algorithms.

ABTT.Setup(n,t) — (mpk,msk): The probabilistic
setup algorithm takes the number of users n and the collusion
bound t as input, and outputs a master public key mpk and a
master secret key msk.

ABTT KeyGen(msk,S,w) — sks p: The probabilistic
key generation algorithm takes a master secret key msk, a set
of attributes S < Q and an identity w € T as input, and
outputs a secret key skg_g.

ABTT .Enc(mpk, m, A) — c: The probabilistic encryption
algorithm takes a master public key mpk, a message m € M
and an access policy A as input, and outputs a ciphertext c.

ABTT .Dec(sks i, c) — m: The deterministic decryption
algorithm takes a secret key sks_z and a ciphertext ¢ as input,
and outputs a message m € M.

ABT T Trace(msk, D) — S: The deterministic tracing
algorithm takes a master secret key msk and a key-like
decryption box D (associated with a set of attributes Dg)
as input, and outputs a subset S of {1, ...,n}, where D can
output m by giving ¢ with ¢ < ABT T .Enc(mpk, m, A) and
Ds € A.

C. Chameleon Hash With Ephemeral Trapdoor

CHET [8] is a variant of a chameleon-hash used to design
PCH [9]. The security of CHET consists of full indistinguisha-
bility, public collision-resistance, strong private collision-
resistance and uniqueness. We refer the reader to [28] for a
detailed and well-written definition of the security model. The
definition of CHET is presented below.

Definition 3 (CHET): A CHET scheme CHET with a mes-
sage space M consists of the following five algorithms:

CHET .ParGen(1¥) — pp: The probabilistic parameter
generation algorithm takes a security parameter k € N as
input, and outputs a public parameter pp.

CHET KeyGen(pp) — (sk, pk): The probabilistic key
generation algorithm takes a public parameter pp as input,
and outputs a secret key sk and a public key pk.

CHET .Hash(pk, m) — (h,r, etd): The probabilistic hash
algorithm takes a public key pk and a message m € M
as input, and outputs a hash h, a randomness r (sometimes
referred to as “check value”) and an ephemeral trapdoor etd.

CHET Nerity(pk, m, h,r) — {0, 1}: The deterministic ver-
ification algorithm takes a public key pk, a message m € M,
a hash h and a randomness r as input, and outputs a bit
indicating if (m, h,r) is valid.

CHET .Adapt(sk, etd, m,m’, h,r) — r': The deterministic
adaption algorithm takes a secret key sk, an ephemeral
trapdoor etd, a message m € M, a message m' € M, a hash
h and a randomness r as input, and outputs a randomness r'.

D. Identity-Based Signature

IBS allows users to verify digital signatures via the user’s
identifier rather than the public key to mitigate the need for the
certificate authority. We refer the reader to [15] for a detailed
and well-written security model, existential unforgeability, for
IBS. The definition of IBS is presented below.

Definition 4 (IBS): An IBS scheme IBS with a message
space M and an identity space I consists of the following
five algorithms:

IBS.ParGen(1*) — pp: The probabilistic parameter
generation algorithm takes a security parameter k € N as
input, and outputs a public parameter pp.

IBS.Setup(pp) — (mpk, msk): The probabilistic setup
algorithm takes a public parameter pp as input, and outputs
a master public key mpk and a master secret key msk.

IBS.KeyGen(msk, w) — sky.: The probabilistic key gen-
eration takes a master secret key msk and an identity w € T
as input, and outputs a secret key sky.

IBS.Sign(skg, m) — op: The probabilistic signing algo-
rithm takes a secret key sky and a message m € M as input,
and outputs a signature .

IBS Verify(mpk, w,m,o5) — {0, 1}: The deterministic
verification algorithm takes a master public key mpk, an iden-
tity w € I, a message m and a signature oy as input, and
outputs a bit indicating if oy is valid.

IV. ATTRIBUTE-BASED TRAITOR TRACING

In this section, we show a new design of ABTT and
rigorously prove the security of our proposed construction.
The efficiency of this concrete construction is confirmed with
practical implementation in Section VI.

A. Concrete Construction of ABTT

Our ABTT is based on an adaptively secure ABE [1], a fully
collision-resistant fingerprint code [7], and a selectively secure
ABTT [34]. Before presenting the concrete construction, we
introduce the overall ideas of our design.

1) Sketch of ABTT: We give a sketch of our ABTT about
its construction and the realization of blackbox traceability.

o Our concrete construction starts from the adaptively
secure ABE [1]. However, it lacks accountability. An intu-
itive idea to add accountability is to apply the fully
collision-resistant fingerprint code [7] to bind each secret
key of ABE to its owner. Unfortunately, such fingerprint
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Let © = {0,1}* denote the attribute universe, M = {0, 1} be the message space, Z = {0,1}* denote the identity space, and FC =
{Gen, Trace} be a collision-resistant fingerprint code. The concrete construction of ABTT is presented below:

ABT T .ParGen(1%) — pp: Run group generator G(1%) to obtain (p, G,H, G,e, g, h). Return pp = (p, G, H, G, e, g, h).

ABTT .Setup(n,t) — (mpk, msk):
1) Run FC.Gen(1%,n,t) to obtain (', tk), where T' contains n words in {0, 1}* for some £ > 0.

2) Pick a1,a2,b1,b2 € Zy. Set Hy = h®' and Ha = h®2.

3) Pick di,da,ds € Zyp. Set Ty = e(g, h)1191795 and Ty = e(g, h)?22+93,
4) Pick a € Z}. Set g1 = g and h; = h(®") for all i € {1,...,£}.
5) Pick hash functions H; : {0,1}* — G, Hz : {0,1}* — Z, and H3 : Gy — {0, 1},
vhe, Hyy Ho, Ty, To, Ha, Ha, Ha) and msk = (U, tk, o, a1, a2, b1, bz, g%, g%, g%).
ABTT .KeyGen(msk,S,w) — sks,s: Parse w = wy ... we and w € T,
1) Pick 71,72 € Zp. Set sko = (Sk)071, sko,2, Sk073) = (hblrl, hb27'2, hrl+r2)

6) Return mpk = (g1, h1, ...

2) ForallyGSandz712
1

Pick oy € Z,. Compute sky . = H1(ylz) o - Hi(y2z) a2
3) For z =1, 2

Pick ¢’ € Z,. Compute sk, = g?= 7—[1(0112) a H1(012z) o

4) For b=0,1:
Let Wy C {1,...
5) Return sks,s = (sko, {sky}yes, sk’, ska).

ABTT .Enc(mpk, m,A) — c: Parse A = (M, w), where M has n; rows and no columns.

1) Pick mo € M. Set m1 = m & myo.

2) Pick 51,82 € Zy. Set co = (co,1,c0,2,¢0,3) = (H*, Hy?, h*1752) and ¢/ = mo @ H3(T}" - Ty2).

3) Fori=1,...,nyandu=1,2,3

Compute ¢, = Ha (r(i)ul)™ - Ha(r(i)u2)™ - TI12, [Ha(0jul)"

M. Set ¢; = (Ci11,ci12,ci13).
4) Pick € {1,...,n}. For b=10,1:

Pick 7 € Z,. Compute cyp,1 = (hZle(a*“z(ib)))T, Cppa = (g2 and cyps = ma @ Hg(e(g,hzf=1,i#w(a*”2<“’))y).

Set Cuy b = (Cp,b,1,Cyp,b,25 Cy,b,3) aNd Cuy, = (Cuwy,0, Cuny 1)
5) Return ¢ = (¢, o, C1,. .+, Cny, €, Cuyy)-

ABTT .Dec(sks,w,c) — m: If the attribute set S in sks,s satisfies the access policy A = (M, ) in ¢, then there exists a constant set

{~i}ier that satisfies Y, ; v:M; = (1,0,...,0).
1) Compute num = e(ngicZiUSkOJ) ce([Tres czg,sko,g) .

IR A
e(Cw,b,z,Hi:f hy* - h70)7H).
3) Return m = mo & mq.

ABT T .Trace(msk, D) — S: The key-like decryption box D is associated with a set of attributes Ds.
1) Let " = w}...w} in {0,1}". Modify ABT T .Enc(m,A) to ABTT.mEnc(m, A) with the different Cw,, cOmponent:

o For b =0, keep the original encryption algorithm with the message m1 # 0.
« For b = 1, change the original encryption algorithm by setting the message mi = 0.

2) For ¢ =1,.

0
Pick m € M. Run ABTT. mEnc(m, A) (for some A s.t. Ds € A) to obtain c. Execute D(c) to obtain m’. Set wy, = 0 if m = m’;

otherwise, set wy, = 1.
3) Return S < FC.Trace(tk, w™).

- Hi(y3z) @z - ge=. Set sky = (sky,1, Sky2,9 ).
- H1(0132) el ga=. Set sk’ = (ski, skb, g% - g~).

, £} be the set of all ¢ for which w; = b. Compute sk, = Elewb a3 | Set ska = (skwy, skw, ).

- H1(0ju2)*2]™7, where M ; denotes the (i,7)-th elemnet of

e(IT;e; s sko,3) and dec = e(sky - [Lies sk .10 €O, 1) - e(sks -
[Lic: skﬂ( 1),29€0.2) " e(sks - Tl;e; sk:fkim, co,3). Set mo = ¢’ & Hz(num/dec).

2) Set b= wy. Eet f(x) = Sy (@ = Ha(ib) - 3 e, ﬁ Because of £ > |[Wj| and‘w e{1,...,
as f(x) = Tz (zHalb) | (z — Ha(yb)) - ZL‘;%"Q fix®, where f; is the coefficient of z*. Set m1 = ¢y 5,3 D Hs(e(skw,, Cp,b,1) -

r1tra Ty

’

£} N W, we can write f(x)

Fig. 2. Concrete construction of ABTT.

code increases the sizes of the secret key and the cipher-
text linearly to the number of users. To address this issue,
we further apply the cryptographic accumulator used in
the selectively secure ABTT [34] to reduce the linear
complexity to the constant size. We detail the realization
of blackbox traceability and efficiency of our ABTT in
the rest of this subsection.

The parameter generation algorithm outputs a group
description as the public parameter. The setup algorithm

derive a ciphertext c. Only the participants with the set of
attributes S such that S € A can decrypt the ciphertext
¢ by running the decryption algorithm. Once a key-like
decryption box D is found, the tracing key holder can
run the tracing algorithm to obtain a set of identities S.
Informally, the identities in S are “accused” of creating
the key-like decryption box D. In other words, our ABTT
supports blackbox traceability.

2) Sketch of Technical Overview: We give the sketch of a
technical overview from the secret key, ciphertext, and traitor
tracing.

runs the setup algorithm of ABE and the code generator
algorithm of fingerprint code to derive the master public
key and master secret key. Every participant is assigned

a unique identity w and is issued a secret key sks ; o Secret Key: The secret key can be divided into two

associated with a set of attributes S by the key generation
algorithm. Given a message m and an access policy A,
every participant can run the encryption algorithm to

components. One is the attribute-based component that
provides fine-grained access control. The other is an
identity-based component based on the fingerprint code.
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In particular, each data user has a unique identity ® in
{0, 1}¢ and the malicious user can be traced based on
the identity-based component. To improve the efficiency,
we compress the £-bit identity into constant size. Specif-
ically, two collections that recall all i for w; = 0 and
w; = 1 are used.

o Ciphertext: To encrypt a message m = mo @ my, we first
encrypt mo based on the access policy A and then
encrypt m depending on a random challenge bit at the
position y € {1,...,{}. Hence, the ciphertext has two
components: mq under A that can be decrypted with
S € A and m that tests the w-th bit to be either O or
1, where testing the w-th bit to be either 0 or 1 is
not important for the data confidentiality but for traitor
tracing.

o Traitor Tracing: As we mentioned before, the ciphertext
has two components. In the tracing algorithm, the cipher-
text is generated based on two different messages. For
all v € {l1,...,¢}, the tracing algorithm 1) chooses two
messages mq and m; # 0, then encrypts mqo @ m; for
wy, = 0 and mo®O0 for w, = 1; 2) inputs each ciphertext
into the key-like decryption box and observes the output
m' to derive a word ®* = wi...w; as: v, = 0 if
mo ®@ m; = m', and w* = 1 otherwise. Although
anyone can derive a word w* from a decryption-key like
box, the secret tracing key held by the central authority
is required to reveal the modifier(s) from the word w*
according to the definition of the tracing algorithm in
the fingerprint code. Finally, the central authority runs
the tracing algorithm of the fingerprint code to trace the
malicious users.

3) Selection of Suitable Parameters: Subsequently, we dis-
cuss the parameters of bilinear groups and fingerprint codes.

o Bilinear Groups. We assume that the reader is famil-
iar with bilinear maps. We use the group description
(p,G,H, Gr,e, g, h) for a Type-III pairing and MNT6-
992 curve with a 156-bit security level as an instantia-
tion [13].

o Fingerprint Codes. We apply fully collision-
resistant codes. For n users, the fingerprint code
is built from the following set of n words TI.

Block 0 Block 1 .- Block n
Word 1: 0000 1111 1111 1111 1111
Word 2: 0000 0000 1111 1111 1111
Word 3: 0000 0000 0000 1111 1111
Word n: 0000 0000 0000 0000 1111
The code generator FC.Gen chooses a random permu-
tation 7 on (1,...,€) and permutes the columns of

I'g according to 7 to output codewords 7 with tracing
key tk = m. The tracing algorithm FC.Trace computes
the quantities ao, ..., a, and uses the tracing key 7 to
undo the random permutation to infer the adversary who
has codeword number i with overwhelming probability.
We refer the reader to [7] for a detailed and well-written
description of the fingerprint code.

Our ABTT uses three hash functions H; : {0,1}* — G,
Hy : (0,1} — Z, and Hz : Gr — {0, 1}‘m, where ¢y, is
the bit-length of each message and these hash functions are
modeled as random oracles in the security proof. The concrete
construction of ABTT is given in Fig. 2.

B. Security Analysis of ABTT

Theorem 1: The proposed ABTT scheme is IND-CPA
secure if the DLIN assumption holds in the random oracle
model.

To prove the IND-CPA security of our ABTT, we apply the
security reduction. In particular, if there exists a probabilis-
tic polynomial-time adversary who can break the IND-CPA
security of our ABTT with non-negligible advantage, we can
construct a probabilistic polynomial-time simulator to break
the IND-CPA security of FAME [1], where FAME has been
proved IND-CPA secure if the DLIN assumption holds. There
is no security loss during our security reduction. Hence, our
ABTT scheme is IND-CPA secure if the DLIN assumption
holds. We provide a proof of this theorem in Appendix VIII-B.

Theorem 2: The  proposed — ABTT  scheme has
collusion-resistant traceability in the random oracle model if
the modified q-BDHE assumption holds and the underlying
fingerprint code is collision-resistant.

To prove the collusion-resistant traceability of our ABTT,
we apply the security reduction approach. In particular, if there
exists a probabilistic polynomial-time adversary who can
break the collusion-resistant traceability of our ABTT with
a non-negligible advantage, we can construct a probabilistic
polynomial-time simulator to break the modified g-BDHE
assumption and collision-resistance of fingerprint code. Specif-
ically, the simulator uses the given identity set from fingerprint
code and elements of the modified g-BDHE problem to train
the adversary. After receiving the key-like decryption box,
the simulator can reveal the identities whose secret keys are
used in constructing this key-like decryption box to break the
collision-resistance of fingerprint code, and query the key-like
decryption box to find the target element in the modified g-
BDHE assumption. Please refer to Appendix VIII-A for the
formal definition of the modified g-BDHE assumption, and
Appendix VIII-C for the detailed proofs.

V. PoLICY-BASED CHAMELEON HASH WITH BLACKBOX
ACCOUNTABILITY

In this section, we show a formal definition and a security
model of PCHA, and give a generic construction of PCHA
with a rigorous security proof. We then present a concrete con-
struction of PCHA based on the proposed generic construction
and Fujisaki-Okamoto transformation [11].

A. Definition of PCHA

Definition 5 (PCHA): A PCHA scheme PCHA with an
attribute universe Q, a message space M and an identity
space I, involves three types of parties: a central authority,
transaction owners and transaction modifiers, and consists of
the following eight algorithms:

Authorized licensed use limited to: Fujian Normal University. Downloaded on December 08,2022 at 09:20:23 UTC from IEEE Xplore. Restrictions apply.



XU et al.: ACCOUNTABLE AND FINE-GRAINED CONTROLLABLE REWRITING IN BLOCKCHAINS 107

PCHA.ParGen(1*) — pp: The probabilistic setup algo-
rithm is run by the central authority. It takes a security
parameter k € N as input, and outputs a public parameter
pp, where pp is implicit input to all other algorithms.

PCHA.Setup(n,t) — (mpk, msk): The probabilistic
setup algorithm is run by the central authority. It takes the
number of users n and the collusion bound t as input, and
outputs a master public key mpk and a master secret key msk.

PCHA.UKeyGen(msk, w) — skg: The probabilistic user
key algorithm is run by the central authority. It takes a master
secret key msk and an identity w € I as input, and outputs a
secret key skg.

PCHAMKeyGen(msk, S, w") —  (skqr, sks z): The
probabilistic modifier key generation algorithm is run by the
central authority. It takes a master secret key msk, a set of
attributes S C Q and an identity W' € I, and outputs two
secret keys skgy and skg g .

PCHAHash(mpk, sky, m, Ay — (h,r,op): The proba-
bilistic hash algorithm is run by the transaction owner .
It takes a master public key mpk, a secret key sky, a message
m € M and an access policy A as input, and outputs a hash
h, a randomness (sometimes referred to as “check value”) r
and a signature oy.

PCHANerify(mpk, w,m, h,r,o5) — {0,1}: The deter-
ministic verification algorithm is run by any party. It takes a
master public key mpk, an identity v € I, a message m € M,
a hash h, a randomness r and a signature oy, and outputs
a bit indicating if (h,r) is valid hash and (w0, oy) is valid
signature.

PCHA.Adapt(mpk, v, sk, sks g, m,m',h,r,0p) —
(r', 64/): The probabilistic adaption algorithm is run by the
modifier w'. It takes a master public key mpk, an identity
w € 1, a secret key skg, a secret key sks gz, a message
m € M, a message m’ € M, a hash h, a randomness r
and a signature oy, and outputs a randomness r' and a
signature oy .

PCHA.Trace(msk, D) — S: The deterministic tracing
algorithm is run by the central authority. It takes a master
secret key msk, a key-like decryption box D (associated
with a set of attributes Ds) as input, and outputs a sub-
set S € {1,...,n}). Given (m,m’, PCHA.Hash(mpk, sk,
m,A)) with Ds € A, D can output (r',og5) with
PCHANerity(mpk, w,m’, h,r',o5) = 1.

B. Security Model of PCHA

1) Full Indistinguishability: Indistinguishability requires
that it should be infeasible to decide whether a hash digest
and the corresponding signature are fresh or were from
the adaption algorithm. In the previously indistinguishable
model [9], the adversary must follow the keys chosen by the
challenger to launch the attacks, which is a relatively weak
model compared to the fully indistinguishable model. Our full
indistinguishability allows the adversary to choose the signing
key and the secret key used in the HashOrAdapt oracle, where
the signing key and the secret key should belong to a single
user to prevent trivial attacks. The security experiment grants
the adversary access to a HashOrAdapt oracle and requires that

EXP,FL{',\I7BCHA (k,m,t)

pp < PCHA.ParGen(17),b € {0,1}
(mpk, b') + ACHashoradapt () (pp 1, 1)

(ho,r0,00) < PCH.A.Hash(mpk, skg, m’, A)
(h1,71,01)  PCHA.Hash(mpk, sko, m, A)
(r1,01) = PCHA.Adapt(mpk, W, skw, sks,z,m, m’ hi,7m1,01)
return (hy, 1y, op)
return 1 if b =1, else return 0

Fig. 3. FIND-security of PCH.

the randomness r and the signature ¢ do not reveal whether
they were obtained through PCH.A.Hash or PCH.A.Adapt.
The messages, signing keys and secret keys are adaptively
chosen by the adversary.

Definition 6 (FIND-Security of PCHA): Let the advantage
of an adversary A in the FIND experiment be:

AV 4 (e n, 1) = | PrIEXPT Sty 4 Ge n, 1) = 11— 1/2].

We say that PCHA is FIND secure ifAdVZI!\'l]PCHA(K, n,t) is
a negligible function in k for all probabilistic polynomial-time
adversaries A.

2) Collision-Resistance: Collision-resistance requires that
it should be infeasible to find collisions for hashes which
were computed concerning policies which are not satisfied
by the secret keys. The seminal work of PCH [9] introduces
insider collision-resistance and outsider collision-resistance,
where insider collision-resistance implies outsider collision-
resistance. For simplicity, we propose a security model of
collision-resistance to mimic insider collision-resistance. More
specifically, we allow the adversary to corrupt transaction
owners, partial transaction modifiers, and access to collisions
for any mutable transaction. The adversary cannot find any col-
lision for the uncorrupted mutable transactions whose access
policies do not match the attributes of the corrupted modifiers.

Definition 7 (CR-Security of PCHA): Let the advantage of
an adversary A in the CR experiment be:

AdVGTpepa e n, 1) = PrIEXD G peyg 46, 1) = 11,

We say that PCHA is CR secure ifAdva'?pCHA(K, n,t) is a
negligible function in x for all probabilistic polynomial-time
adversaries A.

3) Uniqueness: Uniqueness requires that it is hard to find
different randomnesses yielding the same hash value for the
adversarial-chosen message and public key.

Definition 8 (UNI-Security of PCHA): Let the advantage
of an adversary A in the UNI experiment be:

Adviperali,n. 1) = PriExp {ipey e, 1) = 11

We say that PCHA is UNI secure ifAdV%}I)CHA(K, n,t)isa
negligible function in x for all probabilistic polynomial-time
adversaries A.

4) Accountability: Accountability requires that a key-like
decryption box cannot accuse any identities whose secret keys
do not contribute to the key-like decryption box. We allow
the adversary to corrupt a part of transaction owners (oracle
OukeyGen) and transaction modifiers (oracle OmkeyGen) t0
gain the corresponding secret keys.
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ExpiﬁpcﬂA(m, n,t)
Ly, Ls, Ly < 0,pp + PCHA.ParGen(1%)
(mpk, msk) < PCH.A.Setup(n,t)
(@*, m*, r*, o5, 0", m™* " ok, h") + .Ao(pp7 mpk)
where O < {OukeyGen(*); OMKeyGen (*s *)s Onash (++ *; *),

and OykeyGen(+) on input w € T :
Ly Ly Uw
return PCH.A.UKeyGen(msk, 0)

and OpkeyGen(+,+) on input S C Q and w € T :
Ls + LsU{S}
return PCHA.MKeyGen(msk, S, w)

and Owash (v, -, +) on input © € Z, m € M and A :
skw < PCHA.UKeyGen(msk,w) if © & Ly
(h,r,0w) + PCHA.Hash(mpk, skg, m, A)
return L if r = L
Ly + Ly U {(h, A, m)}
return (h,r, o)

(r', o) < PCHA.Adapt(mpk, 0, sk, skrsﬂu—,/,m,m', h,r,0%)
return L if v’ = L
Ly + Ly U {(h7 A, m/)} if(h7 -,m) €Ly
return r', Ow!
return 1 if PCHA.Verify(mpk, w*, m*,h*,r*,0%) = 1A
PCHAVerify(mpk, @™, m'*, h* r'*, or) =1A
(h*A,) ELy Am* #m* AANLs =0 A (R*,-,m*) € H
return 0
Fig. 4. CR-security of PCH.

EXp.L/JA’\,I;?CHA (k,m,t)
pp < PCHA.ParGen(1%)
(mpk, w*, m*, h*,r*,r'* 0k) + A(pp,n,t)
return 1 if PCHANerify(mpk, w™, m*,h*,r*,0%) = 1A
PCHAVerify(mpk, @*, m*, h*,v'*  0%) = Inr* # ¢'*
return 0
Fig. 5. UNI-security of PCH.

Expﬁ‘C};CHA(H, n,t)
Ly, Lag 0
pp < PCH.A.ParGen(17)
(mpk, msk) < PCHA.Setup(n, t)
D+ AOUKeyGen () OrikeyGen () (pp mpk)
and OykeyGen(+) on input w € L :
Ly + Ly U{w}
return PCH.A.UKeyGen(msk, @)
and OpikeyGen (-, ) on input S C Q and w € L :
L+~ LU {’LD}
return PCHA.MKeyGen(msk, S, @)
return 1if (S=0VSZ Ly ULM)AN|Lm| <
where S < PCH.A.Trace(msk, D)
return 0

Fig. 6. ACT-security of PCH.

Definition 9 (ACT-Security of PCHA): Let the advantage
of an adversary A in the ACT experiment be:

AQVETE ey 4., 1) = PrEXPACh oy a (e 1) = 11,
We say that PCHA is ACT secure ifAde\é&TDCHA(Ka n,t) is

a negligible function in k for all probabilistic polynomial-time
adversaries A.

Ingredients:

o ABTT = {ParGen, Setup, KeyGen, Enc, Dec, Trace}.

o CHET = {ParGen, KeyGen, Hash, Verify, Adapt}.

o IBS = {ParGen, Setup, KeyGen, Sign, Verify}.
PCHA.ParGen(1%) — pp: Return pp < (ppABTT,PPCHET,

ppzBs), where

ppasTT <+ ABTT .ParGen(1"),

ppereT < CHET .ParGen(17),

ppzBs + IBS.ParGen(17).
PCHA.Setup(n,t) — (mpk, msk): Return mpk < (mpkasrT,
kaH£T7mpk135) and msk <« (mskABTT,SkCHgT,mSkIBS),

where
(mpk.ABTTy mskABTT) +— ABTT .Setu p(?’L7 t)7

(skcmeT, Phener) < CHET KeyGen(ppcreT),
(mpkzgs, mskzss) — IBS.Setup(psz,s).

PCHA.UKeyGen(msk, w) — skg: Return skg < sk:(I";)S, where
ski% « TBS.KeyGen(msk, ).
PCHA.MKeyGen(msk,S,w') — (skgr,sks,z/): Return skg <+
Sk(ImBg and sks 51 <+ (Skfg’g)’g—,skcygT), where

sk%i% + IBS.KeyGen(mskzss, w'),

sk7) « ABTT .KeyGen(mskasrr,S, ).
PCHA.Hash(mpk, sks, m,A) — (h,r,04): Return h < (heueT,
C.ABTT), T < TCHET and O < U(IHJBS, where
(thgT, TCHET , etchgT) < CHET .Hash (pkcHgT, m),
CABTT ABTT.EHC(etdcygT, A),
0'(1225 — IBS.Sign(Sk(I%)S, (m, hCHgT, TCHET , C.ABTT))-
PCHAVerify(mpk,w, m, h,r,05) — {0, 1}: Return
IBS.Verify(mkaBs, w, (m, heHET s TCHET CABT’T), U;ﬁé)‘s)/\
CHET Verify(pkewner, m, hener, rewer)-
PCHA.Adapt(mpk, 0, skgr, sks,zr,m,m', h,1,05) — (', 0p):
Return L if PCHA.Verify(mpkpcena,w,m,h,r,o5) = 0; other-
wise, return 7’ < ¢y e7 and ogr — aggg, where
etdener ABTT.Dec(skfé?—,;—, CABTT),
T,CHET — C’H(C/‘T.Adapt(skcﬂgT, etdCHgT, m, m', hCHgT, TCHgT),

olnd — IBS.Sign(skinld, (m' hener, reneT, CABTT))-

PCHA.Trace(msk, D) — S: Parse D = (D, Ds) and (1, 0q/) <
D(m, m', PCH.A.Hash(mpk, skg, m,A)) for all A st. Ds € A.
Derive D’ from D by changing the I/O stream of D. In particular,
Input: D takes (m,m’, h,r,0g), where h = (hewneT, CABTT),
D’ takes capTT, where capTT + ABTT.Enc(r, Dy).
Output: D outputs (v',0g), where (m/, h,r") and o4 are valid,
D’ outputs v if (m', h,r") and o4 are valid.
Then we have r < D'(ABTT.Enc(r,Da)) which is identical
to Das7r7. Return S <« Sap77 U Szns, where SaprTr <

ABTT Trace(mskapr7,D’) and Szss records the signer of all 0.5/
generated during the tracing algorithm.

Fig. 7. Generic construction of PCHA.

C. Generic Construction of PCHA

Our PCHA construction is shown in Fig. 7, which
is based on an adaptively secure and fully collision-
resistant ABTT, a fully indistinguishable, collision-resistant
and uniqueness-driven CHET and an existentially unforgeable
IBS. Based on the operations in redactable blockchain, we give
a sketch of our generic construction as follows.

1) Initialization: The central authority runs the parameter
generation algorithm and setup algorithm to initialize the
system parameters. The parameter generation algorithm runs
parameter generation algorithms of ABTT, CHET and IBS
to generate the public parameters. The setup algorithm runs
the setup algorithm of ABTT and IBS as well as the key
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construction of PCHA is presented below:

PCHA.Setup(n,t) — (mpk, msk):

Return skg = Hi(w')® and sks o = skffé%‘i;-.
PCHA.Hash(mpk, skg,m,A) — (h,r,0s):

2) Compute da s.t. eds =1 mod (p2 — 1)(g2 — 1).

all checks hold; otherwise return 0.

PCHA.Adapt(mpk, W, sk, sks.a,m,m’ b, r,05) = (1, 0g):
1) Return L if PCH.A.Verify(mpk,w,m,h,r,05) = 0.

4) Run S&.Dec(k’sg,cse) to obtain d2. Return L if do = L.

8) Return v’ = (r1,75) and o4 = (u,v).

PCHA.Trace(msk,D) — S:

algorithm ABT T .Enc(m, A

3) Run FC.Trace(tk,w™) to obtain Src. Return S + S U Src.

Let Q = {0,1}* denote the attribute universe, M = {0, 1}*" be the message space, and Z = {0, 1}* denote the identity space. The concrete

PCH.A.ParGen(1¥) — pp: Run group generator G(1%) to obtain (p, G, H, G, e, g, h). Return pp = (p, G, H, G, e, g, h).

1) Run ABTT Setup(n,t) to obtain (mpkasrT, mskasTT), Where mpkagr7 includes H1 and Ho.

2) Pick a symmertic-key encryption scheme S€ = {KeyGen, Enc, Dec}.

3) Pick prime e > N’ with N’ = maz,{(N,-,-,-,-) < RSAKeyGen(1";7)}.

4) Run (N1,p1,q1,-,-) < RSAKeyGen(1"), pick a hash function H4 : {0,1}" — Zj,.

5) Compute d; s.t. edi = 1 mod (p1 — 1)(q1 — 1). Pick a hash function He : {0,1}* — Z2 and x € Z}.

6) Return mpk = (mpkagrT,SE, N1,€e, Ha, Hs, h") and msk = (mskasrT,d1,T).
PCHA.UKeyGen(msk, w) — skg: Compute skg = Hi(w)®. Return skyg.

PCHA.MKeyGen(msk,S,w') — (skgr, sks,qa): Run ABTT.KeyGen(msk.asr7,S,w) to obtain skféf}/%. Compute skqg = Hi(w')”.

1) Run (N2, p2,qz,-,-) < RSAKeyGen(17). Pick a hash function #s5 : {0,1}* — Z},.

3) Pick r1 € Zy, and r2 € Z};,. Compute hy = Ha(m, N1, N2)r{ mod Ny and hy = Hs(m, N1, N2)rs mod Na.

4) Pick p € {0,1}". Run S€.KeyGen(1”) to obtain kse. Run SE.Enc(kse, d2) to obtain cse.

5) Run encode(kse, i) to obtain K, where encode is an injectively function that maps (kse, p) to M.

6) Run ABTT .Enc(K,A) with the randomness (s1, s2) < He (1, A) to obtain can7T.

7) Pick ¢’ € G and k € Z,. Compute R = e(g', h)*. Set v = Ha(m, k1, ke, 71,72, CABTT, Cse, R) and u = (H1(@)")" - (¢')*.
8) Return h = (h1, h2, Nao, He, cABTT,Cs¢), T = (r1,72) and o = (u,v).

PCHANerify(mpk, w, m,h,r,006) — {0,1}: Verify r1 € Zy, and ro € Zy,, hi = Ha(m,Ni,N2)r{ mod N; and hy =
Hs(m, N1, No)rs mod Na. Verify v = Ha(m, hi, ha, 71,72, caBTT,Cs¢, R'), where R = e(u

2) Run ABTT .Dec(sks, a,casTT) to obtain K’, and encode™* (K') to obtain (kisg, 1t').
3) Run ABTT.Enc(K’, A) with the randomness (s’, s5) < He(u', A) to obtain /4377. Return L if caprT # anrr-

5) Let 1 = 7—[4(m, Nl,NQ), m'l = H4(m,,N1,N2) and Y1 = :Ul’r‘f mod N;. Let o = 7-[5(m,N1,N2), :L'/g = Hs(m/,Nl,NQ) and
Yo = zor§ mod N2. Compute 71 = (y1(z1) ™ H)% mod Ny and 75 = (y2(z5)~")%2 mod No.

6) Return L if hy # Ha(m', N1, N2)ri® mod Ny and ha # Hs(m', N1, N2)ry mod Noa.

7) Pick ¢’ € G and k € Z,. Compute R = e(g', h)*. Set v = Ha(m, ki, ha, 71,72, cABTT, cse, R) and u = (H1(@)")® - (¢')*.

1) Let w* = wj ... w; in {0, 1;4. Set S « (. Modify PCH.A.Hash(skg, m,A) to PCH.A.mHash(skg, m,A). In particular, the nested
is modified to ABT T.mEnc(m, Dy) with the different Cw,, component:
o For b = 0, we keep the original encryption algorithm with the message K7 # 0.
e For b = 1, we change the original encryption algorithm by setting the message K; = 0.
2) For ¢ = 1,...,¢: Pick m,m’ € M. Run PCH.A.UKeyGen(msk,w) to obtain sky for any @ € Z. Run PCH.A.mHash(skg, m, A)
(for some A st. D € A) to obtain (h,7,00). Run D(mpk,m,m' h,r,o5) to obtain (r',oq). Set wy = 0 if
PCHANerify(w, m’, h,r’,04) = 1; otherwise wy, = 1. Set S <~ S U if o4 is valid.

LR - e(Hi(w), (h*)"1)Y. Return 1 if

Fig. 8.

generation algorithm of CHET to generate the master public
key and the master secret key. To initialize a transaction owner,
the central authority runs the user key generation algorithm
which runs the key generation of IBS associated with an
identity w to derive a secret signing key. To initialize a
transaction modifier, the central authority runs the modifier
key generation algorithm which runs the key generation of
IBS associated with an identity @’ and ABTT associated with
a set of attributes S. The transaction modifier will gain a secret
signing key of IBS, a secret key of ABTT and a secret key of
CHET.

2) Hashing: Given a message m and an access policy A,
the data owner computes a CHET according to the message
m and encrypts the ephemeral trapdoor under A via ABTT
as well as signing the hash result under the identity of trans-

Concrete construction of PCHA.

action owner using the signing algorithm of IBS to preserve
accountability.

3) Collision-Finding: Given a secret key of ABTT whose &
satisfies A, the modifier can reconstruct the ephemeral trapdoor
to compute the arbitrary collision.

4) Traitor Tracing: Given a key-like decryption box D, the
central authority can trace the malicious modifiers whose keys
have contributed to D. In particular, the central authority can
observe the outputting signature and derive D’ from D adapted
to trace malicious users.

D. Security Analysis of PCHA

Theorem 3: The proposed PCHA has full indistinguisha-
bility if the full indistinguishability of the underlying CHET
holds.
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Fig. 9. PCHA-based redactable blockchain.

Theorem 4: The proposed PCHA has collision-resistance if
the strongly private collision-resistance of CHET and the IND-
CCA security of ABTT hold.>

Theorem 5: The proposed PCHA has uniqueness if the
uniqueness of the underlying CHET holds.

Theorem 6: The proposed PCHA has accountability if
the extensional unforgeability of the underlying IBS and
collusion-resistant traceability of the underlying ABTT hold.

Please refer to Appendix VIII-D to VIII-G for the detailed
proofs.

E. An Instantiation of PCHA

For the sake of readability, we omit the details of ABTT in
the instantiation of PCHA, where the instantiation of ABTT
is given in Fig. 2. In our concrete construction, we use RSA-
based chameleon hash [9] to instantiate CHET and efficient
IBS construction [15]. The concrete construction of PCHA is
depicted in Fig. 8.

1) PCHA-Based Redactable Blockchain: In Fig. 9,
we illustrate a redactable blockchain based on PCHA for
transaction-level blockchain rewriting. The blockchain remains
intact even if a certain policy-based redactable transaction
has been rewritten. In the following, we illustrate the general
structure of the PCHA-based redactable blockchain with four
transactions. In reality, the number of transactions in each
block could be numerous.

The structure of the PCHA-based redactable blockchain is
similar to the traditional immutable blockchain except for the
hash function used in the transaction. For the i-th block B;,
the block header includes the hash digest of the previous
block PH;, a timestamp TS; that records the time of the
block appended, a Merkle root M R; that accumulates four
transactions in the i-th block and a consensus proof z;, where
7; could be a nonce at certain blockchain difficulty in the
PoW-based blockchain or a signature of qualified stockholders
in the PoS-based blockchain.

The PCHA-based redactable blockchain includes two types
of transactions: mutable transactions and immutable trans-
actions. For the i-th block B;, the Merkle root MR;

2ABTT with the IND-CCA security is important since the decryption oracle
of ABTT is required to simulate the adapt oracle. In our concrete scheme,
as shown in Fig. 8, we follow the construction of the seminal work of PCH [9]
via applying Fujisaki-Okamoto transformation [11] to realize ABTT with the
IND-CCA security.

accumulates four transactions. The transactions m;2, m;3
and m;4 are immutable transactions, where the traditional
collision-resistant hash function % is applied. The transaction
m;1 is a mutable transaction, where the PCHA is applied
associated with an access policy A. When m; | needs to be
rewritten to m;,l, a modifier with a PCHA-based secret key
whose attributes S satisfy S = A can compute the arbitrary
collision " without affecting its hash digest. The transaction
modifier then broadcasts (mg’1 ,r"), and all participants verify
the correctness of the new randomness and update their local
copy of the blockchain with the new message and randomness
pair (m; ;,r') if they are valid.

VI. PERFORMANCE EVALUATION

Our implementation was on a PC with Windows 11 x64,
12th Gen Intel(R) Core(TM) i7-12700K 3.61 GHz, RAM
32GB 3200MHz, and performed in Java 8 using the JPBC
library. We implemented our ABTT and PCHA to compare
FAME [1] and PCH [9], respectively, to quantify the price
of adding accountability. Note that our PCHA is the first
scheme that offers transaction-level blockchain rewriting with
accountability; there is no equivalent scheme to compare with.
The previous solutions offer either no accountability [3], [9],
[16], [17], [22], [32], [33], [35] or weak accountability [10],
[27], [30].

A. Results of FAME and our ABTT

We used the MNT6-992 curve for pairing since it is the
best Type-III curve in PBC and offers a 156-bit security
level [13]. We set the size of the fingerprint code ¢ to be 16-
bit, the number of attributes and the size of the policy from
{2,4,...,20}, where the fingerprint code is instantiated by
the fully collusion resistant code [7]. Fig. 10 demonstrates
that our ABTT only has a modest overhead compared to
FAME. As shown in Fig. 10a, our key generation algorithm
takes additional O(£) operations to generate 2 additional
elements in G? to derive a secret key. As shown in Fig. 10b,
our encryption algorithm takes additional O(£) operations to
generate 6 additional elements in G? x H? x M? to derive
a ciphertext. As shown in Fig. 10c, our decryption algorithm
takes the constant overhead to reveal a ciphertext.

B. Results of PCH and our PCHA

We used the MNT6-992 curve for pairing and the 2048-bit
RSA group for the chameleon hash, where the 2048-bit RSA
group provides a 112-bit security level [5]. We set the size of
the fingerprint code ¢ to be 16-bit, the number of attributes and
the size of the policy from {2, 4, ..., 20}. Fig. 11 demonstrates
that our PCHA only has a modest overhead compared to non-
accountability PCH. As in Fig. 11a, 11b and 11c, the trends of
modifier key generation, hash and adaption are very similar to
key generation, encryption, and decryption in Fig. 10a, 10b
and 10c since PCH and PCHA are built from FAME and
ABTT, respectively. Besides, PCH and PCHA take more
running time than FAME and ABTT since the RSA-based
chameleon hash is used. Fig. 11d illustrates that PCHA takes
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Fig. 11. Performances of PCH and our PCHA.

around 120ms to process verification compared to 70ms in
PCH since PCHA needs to run the IBS to verify the linkability
of the modified transaction and its modifier.

VII. RELATED WORK

Blockchain rewriting yields many interesting works [3], [9],
[10], [16], [17], [22], [27], [30], [32], [33], [35].

The seminal work of redactable blockchain was introduced
by Ateniese et al. [3]. They proposed a redactable blockchain
in a permissioned setting that requires a central authority
to grant rewriting privileges via secret keys to a particular
party, called modifier. The select modifier can come together
and alert contents from the blockchain using a large scale
MPC protocol. It offers a block-level rewriting controlled at
a coarse-grained level via an enhanced collision-resistance
chameleon hash [18] and public key infrastructure (PKI). The
enhanced collision-resistance chameleon is used to change
the hash link between the block header and PKI seals the
chameleon hash trapdoor.

To manage rewriting privileges flexibly, Derler et al. [9]
proposed a redactable blockchain in a permissioned setting
with transaction-level rewriting controlled at a fine-grained
level. Compared to [3], here chameleon hashes are used to
hash the transaction in computing the Merkle root. They intro-
duced a cryptographic notion, called policy-based chameleon
hash (PCH), to formalize their solution. PCH is derived
from chameleon hashes with ephemeral trapdoors (CHET) [8]
and attribute-based encryption (ABE) [1]. CHET includes a
long-term trapdoor and an ephemeral trapdoor. The long-
term trapdoor is generated by the central authority and will
be issued to the modifier and the ephemeral trapdoor is
derived from the transaction owner for each transaction. The
ephemeral trapdoor is sealed by the ABE scheme. The mod-
ifier has both trapdoors that can alert the transaction and the

transaction modifier cannot process rewriting since unknown
to the long-term trapdoor.

To eliminate the trusted central authority, Deuber et al. [10]
proposed a block-level redactable blockchain in a permission-
less setting via consensus-based voting. The block header is
modified to have two hash links. Once a modification proposed
aggregates enough votes, the modification will be excited by
breaking one of the links while the other holds. This gives
weak accountability since the identifier of the modifier can
be traced from the proposed pool. However, this redactable
blockchain inherits the vulnerability of consensus-based

voting that suffers from bribing and selfish mining
attacks.
After that, a variety of redactable blockchains are

proposed with essential properties: accountability [30], self-
management [17], revocability [27], [33], decentraliza-
tion [22], [35] and functionality [16], [32].

Tian et al. [30] first considered accountability in PCH-based
redactable blockchain. However, their solution only supports
weak accountability that can link the modified transaction to
its modifier but the key leakage.

Jia et al. [17] introduced the concept of self-management
in redactable blockchain, where the transaction owner can
modifier his/her transaction and this ability can be revoked by
the transaction modifier. However, they assume the modifier is
a semi-trusted party and the accountability has not been taken
into consideration.

Panwar et al. [27] introduced a permissioned redactable
blockchain with traceability and revocability by applying
dynamic group signature schemes (DGSS) and revocable
FAME (RFAME). The traceability links the modified trans-
action to its modifier and the revocability can be used to
revoke the rewriting privilege of the malicious modifier. How-
ever, the traceability only offers weak accountability and the
revocation mechanism takes linear complexity with the size
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of non-revoked modifiers and the updated secret key must be
granted via secure channels.

To manage modifier revocation efficiently, Xu et al. [33]
introduced a novel cryptographic notion, called revocable
policy-based chameleon hash (RPCH), as an extension of
PCH. RPCH is built from a new RFAME and CHET.
Unlike [27], here RFAME only carries out logarithmic com-
plicity and the updated secret key is transferred via public
channels. Compared to the FAME [1], the price of adding
revocability is almost negligible.

To realize the rewriting authorization in the decentralizing
setting, Zhang et al. [35] introduced a multi-authority policy-
based chameleon hash (MPCH), and Ma et al. [22] presented a
decentralized policy-based chameleon hash (DPCH). The idea
behind MPCH and DPCH is similar, where CHET is used to
manage the data rewriting and multi-authority attribute-based
encryption (MA-ABE) is leveraged to handle the rewriting
privilege.

To control the rewriting privilege, Xu et al. [32] introduced
a novel redactable blockchain, called k-time modifiable and
epoch-based redactable blockchain (KERB), inspired by the
double-authentication preventing signature (DAPS). In KERB,
the timeline of the system is partitioned into epochs and each
transaction modifier must make a time-locked deposit, where
the deposit can be drawn after the rewriting privilege is invalid.
In each epoch, the modifier can operate the transaction modi-
fication k times at most. If the modifier processes modification
operations more than k times, the secret key of the modifier
can be extracted and the time-locked deposit is lost.

To support the redaction of additional data and unexpended
transaction output (UTXO) simultaneously, Hou et al. [16]
introduced a new design of redactable blockchain. The pro-
posed solution is based on the PCH and sanitizable signature
to support blockchain rewriting, and designs a multi-round
protocol to ensure that the UTXO can be safely modified.

VIII. CONCLUSION

In this paper, we revisited redactable blockchains and dis-
covered that current solutions cannot realize accountability
properly. To address this problem, we introduced a useful
primitive, called policy-based chameleon hash with black-
box accountability (PCHA), for redactable blockchain with
accountability. We provided generic construction with formal
security proofs and gave a practical instantiation. The exper-
iment demonstrates that the price of accountability is modest
compared to the non-accountable solutions.

APPENDIX
A. Modified q-BDHE Assumption

The modified ¢-Bilinear Diffie-Hellman Exponent (g-
BDHE) assumption was introduced in [14]. The challenger
chooses a group G based on the security parameter 1, randomly
picks a € Z, and returns the following terms:

(@ (@

@), g @D @) @ ¢ g

8,8

Any probabilistic polynomial-time algorithm cannot output
2q+1 . ..
e(g, g)* with more than negligible advantage.

B. Security Proof of Theorem 1

Proof: Suppose there exists a probabilistic polynomial-
time adversary A who can break the IND-CPA security of
our ABTT with non-negligible advantage. We can construct a
probabilistic polynomial-time simulator B to break the IND-
CPA security of FAME [1] executed by C.

1) Setup: B runs FC.Gen(1*,n) to obtain (T, tk),
where I contains n words in {0,1} for some
¢ > 0. B sends « to C and receives ppc =
(p,G,H, Gy, e, g,h, H, Hy, T, T», H1, H3). B picks a €
Z; and a hash function H» : {0, 1}* — Z,. B the computes
g1 =g%and h; = h@) foralli € {1,...,¢€}. Breturns pp =
T, p,G,H, Gr,e, g,h,g1,h1,...,he, H, Hy, T1, T>, H1, Ha,
H3) to A.

2) Phase 1 & 2: A queries the key generation oracle
OkeyGen(+,*) on a set of attributes S C Q and an identity
w € I. B forwards S € Q to C and receives sk¢ =
(sko, {sky}yes, sk’). Let W, € {1,...,{} be the set of all
i for which w; = b. For b = 0,1, B computes sk, =

gz"""b #2(1’7) B returns sks gz = (sko, {sky}yes, sk, skg)
to A, where skg = (skyy,, skyy,).

3) Challenge: A submits two messages (mg,m;) of the
same size, and an access policy A*. B picks m’ € M. B
sends (mo @ m’, m; @ m’) and A* to C, and receives b=
(co, €1y .--»Cny,c'). B picks w € {1,...,¢}. For b = {0, 1},
B picks r € Z, and computes

Cw. b= ((hZle(a*Hz(ib)))r (g(l*'Hz(l//b))r
v 9 5
xm' @ Hs(e(g, hzgzl,#w (a—Hz(ib)))r).

B returns ¢* = (y, co, c1, . .
(cw,,,,O, Cwl,,,l)'

4) Guess: B receives a guess b’ from A and sends b’ to C.

The challenge ciphertext ¢* is derived from ¢ and ¢y, . ¢
is generated by C who encrypts one of mo @ m’ and m; &
m' under the access policy A*. Cw, is computed by B and
seals the message m’. Because A can distinguish the message
used in c¢*, B then uses the returning value of A to break
C. There is no abort during the security reduction. Hence,
we have Adv%&%?%(l") = Advlcl\’lg)_-ﬁmg(l" ). Based on the
Theorem 4.1 in [1], the advantage of our ABTT scheme to
break the DLIN assumption is

/
- Cnys €5 cw,) to A, where ¢y, =

AAVNCOPR (1%, n) < (8Q + 2)AdvE-N(1%)+ (160 + 6)/ p,

where Q is the number of key generation query. U

C. Security Proof of Theorem 2

Proof: Suppose there exists a probabilistic
polynomial-time adversary .4 who can break the
collusion-resistant traceability of our ABTT with a non-
negligible advantage. We can construct a probabilistic
polynomial-time simulator 5 to break the modified g-BDHE
assumption and the collision-resistance of the fingerprint code
executed by C.
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1) Setup: B runs C and receives a set of corrupted W =
{0D};cc in the code ', where C C {1,...,n}. B has the
given elements of the modified g-BDHE assumption as

(g.h, 8, gl), g gl
X h(al) R h(aq), h(aq+2), e h(aSQ+l))

for ¢ = {qH,>n}max Wwith the group description
(p,G,H,Gr,e, g, h), where gy, is the number of
hash queries to Hy. B picks 1Iq,..., IqH2 ,a € Z, and

iefl,...,qn,}. Let f(x) € Zpy[x] be a (g3, — 1)-degree
polynomial function as
qHy
F(x)=a H (x = i) = Fgp,  xT027 4o Fix' + F.
i=1,ii*
B sets h; = R for all i = l,....n, and g = gF@®,
g = g"‘F("‘) from F(x). B picks aj,as,by,by € Z;
and dy,dr,ds € Zp, and sets Hy = h% Hy, = g%
and T) = e(g, h)D4+B T, = e(g, h)y22td . B returns

pp = (Fa p’G’H’GT’e’g’ha gl,hl, ... he, Hy, Hy, T, T2)
and allows A to access the following three hash oracles at any
time.

o Hi(-): For a querying message x3;, € {0, 1}*, B main-
tains a list L3¢, and responds as follows. If there has
been already a tuple (x7¢,, V) in the list £3,, B responds
with V; otherwise, let x7;, be the i-th distinct query, B
returns a different V € G to A, and updates Ly, <«
Ly, U (x3q,, V).

e Ha(-): For a querying message x3;, € {0, 1}*, B main-
tains a list £, and responds as follows. If there has been
already a tuple (x7¢,, [) in the list L4,, B responds with
I; otherwise, let x¢, be the i-th distinct query, B returns
I; to A, and updates Ly, < L, U (x1,, 1;).

e H3(): For a querying message x7/, € Gr, B maintains
a list L3, and responds as follows. If there has been
already a tuple (x7,, Y) in the list £¢,, B responds with
Y; otherwise, let x7¢, be the i-th distinct query, B returns
a different Y in the domain {0, 1} to A, and updates
£H3 <« £H3 U (X'H3, Y).

2) Query: A queries the key generation oracle Okeygen (-» -)
on a set of attributes S C Q and an identity w € Z. Let 0@ be
the i-th element in W and u");l) be the j-th bit in @¥. For the
i-th distinct query and all j = 1,...,¢, B runs Hz(jzby)) to
obtain /;. If I; = I;« is returned by H>, B aborts; otherwise,
B responds as follows. For b = 0,1, let W), C {1, ..., ¢} be
the set of all j for which i)y) = b, let Fyy, (x) = F(x) -
> ieWws #z(jb) be a (g7, — 2)-degree at most polynomial
function. B computes skyy, = gZ_/ew,, T = g @
and sets sky = (skyw,, skw,). B picks ri,r, € Z, and sets
sko = (hb171 pb22 pritm) Forally € S and z = 1,2, B
picks o) € Z,, computes

by bary
sky, =Hi(ylz) = - Hi(y2z) =
ry+rmn ay

Hi(y3z) = -g«

and sets sky = (sky,1,5ky 2,8 7). For z = 1,2, B picks
o' € 7, computes

’

/ d. m m m g
sk, = g% - H1(011z) = - H1(012z) = -H;(013z) = - g«

and sets sk’ = (sk/, skj, g% -¢77"). B returns sks.p = (sko,
{sky}yes, sk', skg) to A.

3) Output: A outputs a key-like decryption box D and an
access policy Dy .

B finds the element e(g, h)"qurI for responding the modified
q-BDHE problem. Let

[/ (x = Ha(ib))

x —I*
be a (n — 1)-degree polynomial function. B picks r" € Z, and
w € {1,...,n}, and computes

F'(x,b) =

wa,b _ (hr/(a2q+271*2q+2)1:/(a), gr/(a2q+27[*2q+2)F(a), Cv/,b,:;)
for cyp3 € {0,1}m. Let cy, = (cuw,.0.Cw,.1). B picks
m € {0, l}‘;'" and si,s € Zp, and computes ¢y =
(Hy', Hy?>,h*1%2). For i = 1,...,n; and u = 1,2,3, B
computes
ciw =Hi(@@u)" - Hy(z()u2)™

- s sy M

H [Hl(O]ul) U H1(0ju2) 2] /

j=1
and sets ¢; = (c¢i1,¢i2,¢i3), where Dy = (M, 7). B
computes ¢ = m} @ H3(T," - T,?) for a random message
mi € {0, 1} and inputs ¢ = (v, co,cl,...,cnl,c/,cww)
to D. B receives a message m* from D. Let F”(x) be a
(2g + n + g3, — 1)-degree polynomial function
x2q+2 _ [*2q+2

e

and F be the coefficient of x' in F”(x) such that

F'(x)=r"- - F'(x) - F(x)

S (a=Ho (b))

(g, h— T ) = e(g, )

It is easy to verify that Fz”qul is equal to r'F'(I*)F(I*)

which is nonzero, and that e(g, h)Fi//'“i for all i # 2¢g + 1 are
commutable from the input of modified g-BDHE problem. B
picks a random tuple (x7¢,, ') from the list £4;, and computes

2q+n+qr,—1

I

i=1,i#2g+1

; 1
(eps e(g, ) I ) TFTFTD = e(g, h)*1t!

as the solution to the modified g-BDHE assumption.

B breaks the collision-resistance of the fingerprint code
by deriving a word ©* = wj...w; in {0, 1}¢. For all
w € {1,...,n}, B modifies the encryption algorithm with the
different ¢,,, component:

o If Ho(wb) = I* for b € {0, 1}, B generates a ciphertext
based on m* and mj in our previous simulation for
breaking the modified g-BDHE assumption. For b such as
H(yb) = I*, it keeps the original encryption algorithm
with the message m]. For (1 —b) such as H(y (1 —b)) #
I'*, it changes the original encryption algorithm by setting
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the message m; = 0. B encrypts a random message
m € {0, 1} and inputs m to D. After receiving m’ from
D, B sets w?/‘/ = b if m* = m’; otherwise, w =1-b.
o Otherwise, for b = 0, it keeps the original encryption

algorithm with the message m; # 0, and for b = 1,
it changes the original encryption algorithm by setting
the message m| = 0. BB encrypts a random message m €
{0, 1} and inputs m to D. After receiving m’ from D,
B sets w// = 0 if m = m’; otherwise, w =1

At the end, B returns w* to C as the word. C cannot find the

correct identities whose secret keys contribute to D.

In the above security simulation, we can construct B to
break the modified g-BDHE assumption and the collision-
resistance of the fingerprint code. There is an abort during
the simulation. If A queries the secret key related to the i*-
th H>(-) in the key generation oracle Okeygen (-, -), B aborts.
In other words, the abort happens if A guesses i* incorrectly
with 1/g#,q1;,. Hence, the advantage of our ABTT scheme
to break the modified g-BDHE assumption and the collision-
resistance of the fingerprint code is

AWV sr (15, 0) = qrogr (AdvE T (1)
+Advc fc(l", n)).
O
D. Security Proof of Theorem 3
Proof: Suppose  there exists a  probabilistic

polynomial-time adversary A who can break the FIND
security of our PCHA with non-negligible advantage. We can
construct a probabilistic polynomial-time simulator 5B to
break the FIND security of the underlying CHET executed
by C.

1) Setup: B sends x to C and receives the public
parameter ppepner. C then runs AB7 7 .ParGen(1%) and
IBS.ParGen(1¥) to obtain pp 77 and pprrs. B sends

pp = (pPABTT, PPCHET > PPIBS) 10 A.

on a secret key skp, a secret key sksg;, a mes-
sage m, a message m’ and an access policy A, where
sks.p = (skABTT,skCHgT) B forwards (skener,m,m’)
to C and receives (hensT,rcHeT,eldeneTr). B then

runs AB77T.Enc(etdener,A) to obtain cqpr7 and
IBSs. SIgn(skIB)S, (m, hener, reHET, CABTT)) to  obtain
%US)S B returns h = (heneT,cABTT), T = reneT, and
o= 0%8)8 to A.
3) Output: A outputs a bit b’ and B forwards b’ to C.
The simulation is perfect from A’s point of view. The
advantage of A breaks FIND security is

FIND FIND
AdVA PCHA(K’ n, t) < AdV.A,CHgT(K)

where AdVE‘NC[;_{gT(K) is the advantage of breaking the full
mdlstinguishabihty of CHET [28].
O

E. Security Proof of Theorem 4

Proof: The security proof of Theorem 4 is based on a
sequence of games.

Gamey: The original collision-resistance game.

Gamey: As Gamey, but we abort, if A makes a query
(w, skgy, sks g, m, m',h,r,o5), for which h verifies, to the
adaptive oracle, for a & returned by the hashing oracle, but m
has never been input to the hashing oracle or the adaption
oracle, and A does not have enough attributes to find a
collision all by itself. Let this event be Ej.

Assume that event E1 happens with non-negligible probabil-
ity. We can construct a simulator B which breaks the strongly
private collision-resistance of the underlying CHET. B works
as follows. Let Q be an upper bound on the queries to the
hashing oracle. 5 then makes a guess i € {1,2,..., Q}. All
queries but the i-th one, are answered as in the prior game.
On the i-th query, however, I3 encrypts 0 instead of the real
etd. Thus, we have at most lost a factor of Q. If B guessed
right, but .4 behaves noticeably different now. B can use A to
break the IND-CCA of the underlying ABTT.

In the case that etd is no longer given to A, which also
means that A can find a collision, without etd. Thus, 53 can use
A to break the strongly private collision-resistance of CHET.

Hence, if B guessed i right, B can use A to break
IND-CCA of the underlying ABTT and the strongly private
collision-resistance of CHET.

| PriSol — PriSi1| < q Q(AQYN B (e, 1)

+AQVEEIET (),

where Advi'?g}’_?goy/(x) is the advantage of breaking strongly
private collision-resistance of CHET [28].

Games: As Gamej, but we abort, if the adversary outputs
(*, m*, r*, o5, w*, m™, r'*, a*  h*), such that the winning
conditions are fulfilled. Let this event be E».

Assume that event E» happens with non-negligible prob-
ability. We can construct B to break the strongly private
collision-resistance of CHET.

Let Q be an upper bound on the queries to hashing oracle.
B then makes a guess i € {1,2,...,Q}. All queries but
the i-th one, are answered as in the prior game. On the i-
th query, however, B encrypts 0/€9! instead of the real etd.
Thus, we have at most lost a factor of Q. If B guessed right,
but A behaves noticeably different now. 3 can use A to break
the IND-CCA of the underlying ABTT.

In the case that etd is no longer given to A, which also
means that A can find a collision, without etd. Thus, 53 can use
A to break the strongly private collision-resistance of CHET.

Hence, if B guessed i right, B can use A to break the
IND-CPA of the underlying ABTT and the strongly private
collision-resistance of CHET.

| Pr[S1] — Pr(Sy]| < Q(AdV'\ D E2 (. n, 1)
+AQVECHET ().

As now A has no additional way to win this game, our
statement is proven. Hence, the advantage of A is

Adva'?pCHA(K, n,t) < 2Q(Adv£2‘3{g?‘7(ic, n,t)
+ AAVICHRET ().
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F. Security Proof of Theorem 5

Proof: Suppose there exists a  probabilistic
polynomial-time adversary A who can break the UNI
security of our PCHA with non-negligible advantage. We can
construct a probabilistic polynomial-time simulator B to
break the UNI security of the underlying CHET executed by
C.

1) Setup: B sends x to C and receives the public
parameter ppcper. C then runs AB77 .ParGen(1%) and
IBS.ParGen(1*) to obtain ppap7T and pprps. B sends
pP = (PPABTT> PPCHET > PPIBS) t0 A.

2) Output: A outputs (mpk, w*, m*, h*,r*,r’™*, o), where
h* = (hpyescABTT). B forwards (mpk, m*, hpyeq, 1,
r’™) to C.

The simulation is perfect from A’s point of view. The
advantage of A breaks UNI security is

UNI UNI
AdVA,PCHA(K’ n, t) < AdV.A,CHgT(K)

where Advill!\lcg_lgT(K) is the advantage of breaking the
uniqueness of CHET [28].
O

G. Security Proof of Theorem 6

Proof: Suppose  there exists a  probabilistic
polynomial-time adversary A who can break the ACT
security of our PCHA with non-negligible advantage. We can
construct a probabilistic polynomial-time simulator 5B to
break the CRT security of the underlying ABTT executed by
CapTT and the existential unforgeability of the underlying
IBS executed by Cz5s.

1) Setup: B sends (x,n,t) to Cap7T and receives
the public parameter pp 4p77 and the master public key
mpk ogTT. B sends (k,n,t) to Czps and receives the pub-
lic parameter pp7ps and the master public key mpkzps.
C then runs CHET .ParGen(1¥) to obtain ppener and
CHET KeyGen(1¥) to obtain skepner and skener. C

returns pp = (PPABTT. PPCHET > PPTBS) and mpk =
(mpk ABTT, PkcHeT, mpkzps) to A.
2) Query: A can adaptively query the following oracles.
o OukeyGen(-): A queries on an identity w. B forwards ©
to Czps and receives the secret key sk(IugS. B returns
_ ()
skip < skypg to A
o OukeyGen(-»-): A queries on a set of attributes S and
an identity w. B forwards @ to C 477 and receives the
secret key skg‘gs. B forwards w to Czps and receives

the secret key skfgg—)T. B returns sky <« Sk(IiL)?)S

sks. p < skffl’g"%)j— to A.

3) Output: A outputs a key-like decryption box D. B runs
PCHA.Judge. If D can derive a valid signature oz, B
forwards (', 0/) to Czps as valid forgery. If D can trace
to the users whose secret keys have not been queried before,
B forwards the modified D’ generated in PCH.A.Trace to
CABTT-

The simulation is perfect from A’s point of view. The
advantage of A breaks the ACT security is

and

ACT RT E

where Adva'ﬁBTT(x,n,t) is the advantage of breaking

the  collision-resistant  traceability —of ABTT and

AdVS&I\BTT—(k,n, t) is the advantage of breaking the

existential unforgeability of IBS. 0
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