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Abstract

Backdoor attacks embed hidden behaviors
into neural networks, causing misclassification
when specific triggers are present. While many
backdoor methods differ in trigger design or
poisoning strategy, they often share a common
goal: mapping any triggered input to a fixed
target label. This paper investigates whether such
attacks lead to similar functional behavior of
poisoned models. We introduce a framework to
analyze backdoored models from a function space
perspective, using metrics over both hard and soft
predictions. Our study includes two aspects: (1)
the consistency of each attack’s learned function
across training runs, and (2) the functional sim-
ilarity across different attack strategies. Results
show that some attacks (e.g., FTrojanNN, SSBA)
yield stable, convergent behavior, while others
(e.g., WaNet, Input-Aware) are highly variable.
Cross-attack comparisons reveal functional
clusters, particularly among clean-label methods,
while visible or training-controlled attacks deviate
more sharply. These findings suggest that even
with similar objectives, backdoor methods shape
model functions in distinct ways, motivating
function-level analysis as a tool for understanding
or defending against neural backdoors.

1. Introduction

Deep Neural Networks (DNNs) are parameterized functional
mappings from input distributions to output spaces. Al-
though DNNs have achieved remarkable success in a variety
of tasks, they remain vulnerable to a wide range of security
threats. Backdoor attacks on DNNG, first proposed by Gu et al.
(2019), aim to mislead the original functional mapping: back-
doored models behave correctly on original clean data during
test time, but are forced to misbehave whenever a predefined
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trigger is present in the input. This attack poses a practical
threat when users rely on third-party models or datasets.

To explore the capability of backdoor attacks, researchers
have proposed various methods, addressing the needs
from different perspectives. For example, work by Turner
et al. (2019), Zeng et al. (2021), and Barni et al. (2019)
design human imperceptible triggers at different levels to
improve the stealthiness of backdoored samples; clean-label
attacks (Turner et al., 2019; Barni et al., 2019; Li et al.,
2023) keep all labels unchanged during data poisoning; and
methods such as Nguyen & Tran (2021; 2020) access the
training process itself.

However, despite these varied designs, backdoored attacks
share similar objectives (e.g., mapping any triggered input to
the target label). This motivates us to look into backdoored
models’ output behaviour, to evaluate whether they induce
similar functional changes in the model’s decision function.

In this paper, we are specifically interested in the most com-
mon all-to-one (single-targeted) backdoor scenario, where
the adversary chooses a single target label, and any input with
the trigger is trained to be classified into this single target
label. We conduct two complementary lines of evaluation:

e Individual study: For each attack, we evaluate the
consistency of the induced decision function under different
random training factors.

* Cross-attack study: We measure the functional similarity
between different backdoored models, using a diverse
suite of output-based metrics over clean and poisoned test
distributions.

Our findings reveal significant variation in both within-attack
stability and cross-attack similarity, providing new insight
into the functional behaviours of backdoor mechanisms.

2. Related work

Backdoor attacks. Early backdoor attacks were based on
fixed visible triggers: Badnets (Gu et al., 2019) is the first
work that backdoors DNNs by adding a small pattern to a
portion of training images, and Blended (Chen et al., 2017)
overlays a semi-transparent image trigger. More stealthy pat-
terns have since been explored: Low frequency (Zeng et al.,
2021) proposes smooth low-frequency triggers optimized via
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bilevel programming; FTrojanNN (Wang et al., 2022) per-
turbs Fourier coefficients; Refool (Liu et al., 2020) overlays
natural reflection artifacts. In contrast to those dirty label at-
tacks that might change the original images labels, clean label
attacks, proposed by Turner et al. (2019) maintain correct la-
bels on poisoned samples. Other methods, such as SIG (Barni
etal., 2019) that adds sinusoidal noise and CTRL (Li et al.,
2023) that defines the trigger in the spectral space, also fall
into this clean-label attack category. Beyond data poisoning,
several methods modify the training process for finer control:
WaNet (Nguyen & Tran, 2021) applies imperceptible
geometric wraps during training; Input-Aware (Nguyen &
Tran, 2020) learns a trigger generator during training.

Evaluating backdoor attacks. Benchmark studies such as
BackdoorBench (Wu et al., 2022) and TrojanZoo (Pang et al.,
2022) implement various attacks and defenses in a unified
framework, revealing important backdoor features, e.g.,
influences of poisoned sample selection, model structure,
poisoning ratio, and trigger hyperparameters. Additionally,
several papers analyze backdoor attacks in different aspects.
On the learning dynamics side, Li et al. (2021) and Yuan et al.
(2025) observe that the loss of backdoored samples typically
decreases faster during the early training stage. Zhang et al.
(2024) conduct a formal analysis on how different backdoor
learning behaves as orthogonal and linear sub-tasks in the
network. On the representational side, analysis often yields
to backdoor sample detections. Chen et al. (2018) explores
the separability of the hidden-layer activations of poisoned
and clean samples. Tran et al. (2018) uses robust statistics
in singular-vector space. Jebreel et al. (2023) analyzes the
backdoor samples in layer-wise feature space.

Despite this rich ecosystem of attacks and defenses, as far
as we are aware no prior work systematically compares
the functional similarity of models trained under different
backdoor methods.

3. Functional similarity evaluation

Functional similarity quantifies how similarly a set of models
behaves on the same input distribution, which has a long
history in ensemble learning (Klabunde et al., 2023). In the
backdoor context, we evaluate models over two matched test
distributions derived from a common base dataset.

* X ean: the unmodified clean test dataset;

* Xoison: the same inputs with the trigger applied, excluding

samples whose true label already equals the adversary’s
target class, to prevent artificially high attack successful
rates in all-to-one scenario.

For any input x; € X and a model fy, we extract three forms
of output as the basis for output evaluation:

* Logits z; = fy(x;) € R, where C is the number of classes

¢ Softmax probabilities p; =softmax(z;) = %
j=1exp(z;

* Predicted label §; = argmax(p;)

In previous literature, clean accuracy (CA) and attack
successful rate (ASR) are defined as top-1 predicted label
accuracy computed on Xgjean and Xpoison, T€SPECtively; they
fit naturally into our functional similarity framework. On
top of that, we employ a suite of similar metrics that operate
on the hierarchy of outputs, introduced in Appendix B.

4. Individual study of attacks

This section presents an analysis of various backdoor attacks,
evaluating both their effectiveness and the consistency of
their learned functions under random training factors such
as random initialization and data shuffling.

The results are shown in Table 1, and the complete result are
shown in appendix. On the clean test set, we can observe
different levels of accuracy and consistency decreasing.
Training-controlled methods (WaNet and Input-Aware)
exhibited notable impact on the clean learning task, as shown
by lower accuracies and greater disagreement, suggesting
variability in their learned functions. BadNets also shows
a large deviation from the clean baseline. Attacks that
optimize human imperceptible triggers (LF, Blended, SSBA
and FTrojanNN), tend to maintain high accuracy and exhibit
low disagreement metrics, showing that their decision
boundaries remain almost identical under random factors.
Among soft metrics, the logit norm (INorm) is systematically
higher than the probability norm (pNorm), indicating that
differences between different runs are mostly scale shifts
in confidence, rather than probability reshuffling; SSBA’s
and FTrojanNN’s low INorm values corroborate their tight
functional clustering.

Upon evaluating the poisoned test set, FTrojanNN and
SSBA almost achieve perfect attack success with minimal
variance, highlighting their robustness. In contrast, WaNet
and Input-Aware show huge spreads — disagreement 17%
and 13%, k near zero, and cJSD exploding, illustrating that
training-controlled randomness not only lowers ASR but
also makes the triggered decision function unstable. Refool
underperformed across different poisoning ratios, indicating
its relative weakness. Clean-label attack methods (LC, SIG,
CTRL) and LF are sensitive to the poisoning ratio, as their
performances drop significantly at a 1% poisoning rate.

5. Cross-attack evaluation

In this section, we extend our analysis to cross-attack
evaluations, aiming to understand the functional similarities
and differences among various backdoor attack methods.
Specifically, we examine pairwise functional similarity
metrics across models trained with different backdoor
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Table 1. Individual study of different attacks. Each attack is evaluated on Preact-ResNet18 (He et al., 2016) on CIFAR-10 with 5
independent runs. For pairwise metrics, scores are computed between all model pairs and then averaged. The accuracies are shown in
the format of mean(std). In each column, the best-performing result is highlighted in green, while the worst is highlighted in red.

Hard predict Soft predict

Attack Pratio acct dis| ecdis] mmdis] k.T KpT cJSD|  INorm| pNorm| sChurn| JSDJ|

% % x1 x100 x100 %100 x100 x1 x10 x10 x100

Xetean
Clean - 9390(0.17) 519 085 4.98 9424 9424 3.74 343 0.51 0.59 2.44
BadNets 8%  92.01(0.12) 8.81 1.10 8.67 90.21 90.21 3.03 5.70 0.90 1.03 4.89
Blended 8% 93.51(0.17) 567  0.87 5.46 93.70  93.70 3.29 3.56 0.56 0.65 2.71
LF 8% 93.44(0.09) 567 0.86 5.56 93.70  93.70 2.39 3.67 0.55 0.65 2.68
SSBA 8% 93.58(0.19) 564 0.88 5.40 93.74 93.74 3.28 3.56 0.55 0.63 2.65
Refool 8% 9233(0.07) 6.65 0.87 6.56 92.61 92.61 3.76 4.00 0.65 0.75 3.20
FTrojanNN 8% 93.65(0.19) 559 0.88 5.35 93.79 93.79 1.88 3.46 0.55 0.64 2.70
LC 8% 92.80(0.28) 6.14  0.85 5.79 93.17 93.17 3.34 341 0.59 0.70 2.87
SIG 8%  92.75(0.23) 6.23 0.86 592 93.08 93.08 3.71 3.51 0.60 0.70 2.94
CTRL 8% 92.84(0.200 6.10 0.85 5.86 9322 9322 2.37 345 0.60 0.70 291
WaNet 8% 88.89(2.09) 1428 131 11.73  84.12 84.12 33642 4.51 1.41 1.69 7.24
Input-Aware 8% 90.80(0.80) 11.02 1.20 10.13 8775 87.75 144.64 4.66 1.04 1.25 5.43
BadNets 1%  93.60(0.08)  6.01 0.94 5.91 93.33 93.33 2.17 4.28 0.59 0.69 2.98
Blended 1%  93.69 (0.09) 5.52 0.88 5.41 93.87 93.87 2.86 3.52 0.52 0.61 2.54
LF 1%  93.55(0.12) 5.60 0.87 545 93.78 93.78 2.33 3.56 0.54 0.63 2.62
SSBA 1% 93.85(0.17) 523 0.85 5.03 94.19  94.19 1.58 3.44 0.51 0.59 2.46
Refool 1% 93.38(0.17) 5.86  0.89 5.64 9349  93.49 3.19 3.74 0.57 0.66 2.77
FTrojanNN 1% 93.84(0.16) 539 088 5.19 94.01 94.01 1.71 3.42 0.51 0.61 2.47
LC 1% 93.82(0.09) 523 0.85 5.11 94.19 94.19 2.73 3.38 0.51 0.59 2.44
SIG 1% 93.76(0.05) 526  0.84 5.20 94.15 94.15 3.24 342 0.51 0.60 2.42
CTRL 1% 9385(0.16) 528 0.86 5.09 94.13  94.13 2.57 3.39 0.51 0.59 243
‘WaNet 1%  90.63(1.25) 11.49 1.24 9.90 87.23 8723 116.57 441 1.16 1.40 5.87
Input-Aware 1% 90.87(0.68) 10.85 1.19 10.07 87.95 8795  95.69 4.97 1.12 1.33 6.01
Apoison

BadNets 8% 94.08(0.57) 3.87  0.66 3.14 66.28 66.17 9.88 4.29 2.07 3.25 13.59
Blended 8% 99.76(0.15)  0.33 1.81 0.13 3223 31.38 0.66 3.83 1.69 3.04 12.46
LF 8%  98.79(0.26) 1.14 0.97 0.80 5234 5225 1.90 3.15 1.03 1.68 7.07
SSBA 8%  99.97(0.02) 0.04 = 0.02 17.52  20.82 0.01 3.32 1.06 1.86 7.69
Refool 8% 91.72(0.35) 10.71  1.30 1027 32.02 32.04 3.84 4.44 1.41 2.38 11.49
FTrojanNN 8% 100.00(0.00) 0.00 - 0.00 - - 0.00 3.09 0.83 1.41 5.95
LC 8% 99.34(043) 1.06 232 0.48 16.99 18.64 5.22 2.86 0.62 1.08 4.30
SIG 8% 97.61(0.58) 2.49 1.09 1.71 46.95 4722 9.69 3.51 1.15 2.06 8.65
CTRL 8% 95.88(1.26) 4.10 1.13 245 48.10 49.04  46.03 3.19 0.93 1.63 6.78
‘WaNet 8%  94.74(2.60) 8.62 2.01 5.37 1580 15.56  202.59 294 1.02 1.75 7.05
Input-Aware 8%  92.69(1.93) 13.27 1.92 10.86 5.14 5.33 113.19 3.39 1.00 1.71 7.12
BadNets 1% 7797(4.24) 1427 0.66 8.91 6342 63.05 655.94 3.22 0.79 1.31 5.33
Blended 1% 96.32(0.33) 341 0.93 2.98 5256  52.60 3.22 3.73 1.48 2.66 11.05
LF 1%  86.60(1.61)  8.71 0.66 6.74 64.66 6482  83.84 3.00 0.70 1.16 4.89
SSBA 1% 98.97(0.19) 1.08 1.06 0.82 47.55 4753 1.01 3.18 0.86 1.48 6.19
Refool 1% 47.16(1.85) 3541 0.67 32.01 5250 5251  208.04 4.18 1.22 2.08 9.87
FTrojanNN 1% 99.90 (0.02) 0.11 1.16 0.08 45.14 4552 0.02 3.02 0.70 1.18 4.97
LC 1% 82.46(0.45) 1235 0.70 11.80  60.89 60.89 6.91 2.86 0.60 1.02 4.15
SIG 1% 84.05(3.07) 1121 0.73 7.27 6120 61.38 312.02 3.48 1.10 1.94 8.18
CTRL 1% 64.92(11.04) 26.02 093 1401  52.68 53.81 4805.33 3.07 0.83 1.44 5.92
WaNet 1% 71.00(6.79) 2674 1.25 19.04 3335 3320 1710.07 2.80 0.65 1.12 429
Input-Aware 1% 67.32(9.82) 4141 1.35 3247 2261 2257 4338.78 342 0.78 1.35 5.56

strategies. To ensure fair comparison, we control for
randomness: each pairwise comparison uses models trained
with the same model initialization, data shuffling, and
poisoned indices as much as possible. Poisoned indices
are aligned within attack categories that share the same
labeling target, but differ across clean- and dirty-label by
design. The poisoned inputs are generated dynamically for
training-controlled methods and can not be aligned.

We use two representative metrics — min-max normalized
disagreement to assess hard boundaries and Jensen-Shannon
divergence on raw logits, shown in Figure 1. Other
metrics are shown in the appendix. On Xeqn, clean label
attacks (LC, SIG, CTRL) form a tight cluster with their
metrics similar to others, exhibiting low mutual JSD and
relatively low min-max disagreement, indicating that these
methods produce similar output distributions. Similarly,

imperceptible attacks like FTrojanNN, SSBA, and LF show
tighter functional alignment. BadNets, Refool, WaNet, and
Input-Aware are consistently outliers, suggesting that the
presence of visible artifacts or perturbation of the training
process dramatically changes both the decision boundaries
and the output distributions. While comparing two metrics
respectively, some attack pairs (e.g. LC-FTrojanNN) show
low min-max disagreement but higher JSD, suggesting they
produce similar labels but for different reasons.

On the poisoning test set, a dominant trend is that min-max
normalized disagreement strongly correlates with accuracy,
even though it is normalized against theoretical upper and
lower bounds. Several attacks achieve nearly perfect attack
success (Blended: 99.76; SSBA: 99.97; FTrojanNN: 100.00;
LC: 99.34), thus forming a low-disagreement cluster where
most pairwise mmdis values are close to zero. Despite this,
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Figure 1. Cross attack evaluation. We compare each pair of attacks on the two representative metrics, min-max-normalized disagreement
on raw predictions and Jensen-Shannon divergence on logits. (a) and (b) are evaluated on Xiean, (¢) and (d) are on Xpoison. All attacks are
evaluated on Preact-ResNet18 on CIFAR-10 with 8% poisoning rate. For convenience, the accuracies are commented under each attack name.

JSD offers a more nuanced view. For example, although
the ASR of SSBA (99.97) and FtrojanNN (100.00) are high,
CTRL still has a smaller JSD (CTRL-SIG: 2.50; CTRL-
SSBA: 2.53; CTRL-FTrojanNN: 2.52) when paired with
SIG (97.61), suggesting that CTRL is relatively close to SIG
in logit space. Similar pattern emerges on BadNets-LF vs.
BadNets-SIG. BadNets, Blended, WaNet, and Input-Aware
remain outliers, exhibiting high disagreement with nearly
every other attack.

6. Conclusion

In this paper, we introduce a functional perspective for
evaluating and comparing backdoor attacks on DNNs,
providing a principled way to compare backdoor behaviours
beyond surface metrics. Our study reveals that while many
attacks achieve similar levels of attack success, they differ in
their effect on the function learned by a backdoored model.
Notably, training-controlled attacks like WaNet and Input-

Aware exhibit inconsistent behaviours across runs, whereas
optimized attacks such as SSBA and FTrojanNN converge to
more stable decision boundaries. Cross-attack comparisons
further reveal distinct functional clusters: clean-label attacks
tend to behave similarly, while visible or input-dependent
triggers introduce larger divergences in both prediction and
confidence spaces. Future Work: Extending our evaluation
to larger and more datasets, architectures, and attack settings,
and further explore the internal representations of models to
understand how backdoor attacks affect intermediate model
functions. Policy Implications: Our findings underscore the
need for comprehensive Al security compliance programs.
As backdoor attacks pose significant challenges for detection
and mitigation, especially in critical sectors like healthcare,
finance, and autonomous systems, implementing standard-
ized evaluation frameworks and certification processes can
help ensure model integrity. Moreover, our results, alongside
broader research in the field, suggest that there is unlikely
to be one set of policies that can govern all attacks.
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Appendix
A. Discussion

Limitations. While our study investigates functional similarity across a range of backdoor attacks, it is primarily
grounded in experiments on CIFAR-10, with additional results on CIFAR-100; both remain relatively small-scale and
image-classification-focused. Extending our evaluation to larger and more diverse datasets (e.g., ImageNet) and architectures
(e.g., VGGs and ViTs) would further validate the generality of our observations. Moreover, our analysis is restricted to the
all-to-one attack setting, which does not capture more complex threat models such as multi-targeted, all-to-all settings, or
multi-trigger attacks, where multiple triggers with different target behaviors may co-exist. Finally, training-controlled attacks
(e.g., WaNet, Input-Aware) inherently involve randomness in poison generation, which limits our ability to control for training
factors and precisely align comparisons.

Future directions. Building on the current findings, we plan to extend our analysis along several dimensions. First, even
though our analysis discovered some patterns, the findings are still relatively coarse. We aim to move beyond output-level
similarity and explore functional representations within the model, such as intermediate activations and representational
trajectories, to localize the backdooring features better. Second, we intend to apply our functional framework to more complex
and realistic attack scenarios, particularly multi-trigger or hybrid attacks, where multiple triggers may target different classes
or interact in unpredictable ways. Third, we are interested in studying functional generalization and transferability—whether
backdoors trained under one condition (e.g., dataset, architecture) induce functionally similar behavior when transferred
or fine-tuned. Finally, we hope to use insights from functional similarity to inspire defense strategies, such as detecting
anomalous functional clusters in ensemble or federated settings.

B. Metrics for functional similarity

Disagreement. This directly measures the proportion of inputs for which the two models predicted different classes.

N
dis(fM),f®)= %Zﬂ{yi” #yPY. (1
1=1

The metric is sensitive to flips in the decision boundary rather than confidence: any change that causes a different top-1 label
prediction will result in disagreement.

Error-corrected disagreement. To account for the fact that two highly accurate models cannot disagree more often than
their individual rates, we normalize raw disagreement by each model’s error following (Fort et al., 2019), and then average
symmetrically as

1[dis(fM,£®)  dis(fM,f?)

ecdis(fM.f®) =2 Ere(f0) | Bu(f®) |

@

where Err(-) denotes the error rate. The metric measures the two models’ disagreement that falls within their error budgets.
Here, the minimum value 0 indicates models always agree, and the maximum value 1 suggests that their disagreement matches
each model’s average error rate.

Min-Max-normalized disagreement (Klabunde & Lemmerich, 2022). Another method to re-scale the disagreement is
to leverage its theoretical minimum and maximum given the error rates

_D-L

dis(FD fF@y_ 2~ 3
mndis(f V.1 ?) = 7=, )
where D = dis(Y (D, Y®), U = |Err(Y V) — Err(Y®)| and L = min [Err(Y M) +Err(Y )] are the upper and lower

bound for disagreement.

Cohen’s kappa (Cohen, 1960). The kappa statistic corrects agreement on chance-level overlap, measuring the agreement
beyond what random coinciding predictions would produce, given the marginal label distributions.
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where p, =1 —dis(f 1), £ )) is the observed agreement and p, = N2 Z 1n£1) (%) is the expected agreement by chance.

The kappa value is highly influenced by class imbalance and prediction bias, as when one class prediction dominates, a high
raw disagreement can yield a high value.

Fleiss’s kappa (Fleiss, 1971). This extends Cohen’s kappa from pairwise agreement to multi-rater cases.

Class Jensen-Shannon divergence. We take the frequency histogram of class labels over the test set for each model, and
compute the pairwise Jensen-Shannon divergence

N
1
—_— T - — i pu—
q_(qla"'7QC) ) qc_N;:l]l{yl C}7 (5)

1 1
eISD(fW.f®) =2 D (0 121) + 5 D (a2 M)

where M = % (q(l) + q(2)). It complements disagreement as it tracks distributional shift rather than instance-level alignment.

Norm of difference. We calculate norm between the logits and probabilities

N
1
1) 2y _—
INorm(f1), £2)) QNiE_l\zz ©)
Norm(f®,7®) = L3 [l —pt?)| ;
p orm(f f ) 2N¢:1 P; , @)

For a group of models, instead of matching the pairwise differences, we compare the individual logits or probabilities over
their average. In practice, p is set to be 2. They measure the confidence-spread changes on predictions.

Surrogate churn (Bhojanapalli et al., 2021). Surrogate churn is proposed as a differentiable version of raw disagreement
that also accounts for confidence shifts

(63 e}

p(l) p(2)
sChurn(f™, f(2) ZNZ — o | - 17() . )

2
maxp; . maxp; . .

Here, for o« — oo it recovers raw disagreement, while o =1 weights confidence differences linearly.

Jensen-shannon Divergence. We apply the Jensen-shannon divergence on the output probability distributions.
ISD(fM, )= ZDKL || M)+ Dy (27| M1). ©)

where M = ( ) +z(2)> It emphasizes discrepancies in low-probability entries, and can detect subtle shifts that the norm
of difference may understate. Also, it often correlates with the cross-entropy gap between models.

C. Experiment details
C.1. Datasets

Our experiments are conducted on CIFAR-10 and CIFAR-100 (Krizhevsky et al., 2009), two classical image classification
datasets. CIFAR-10 consists of 60,000 32 x 32 color images evenly across 10 classes, with 50,000 for training and 10,000
for testing. CIFAR-100 has the same data format but includes 100 fine-grained classes, each with 600 images.

We listed all the hyperparameters used and the characteristics of each attack in Table 2. For CIFAR-10, we evaluate attacks
under poisoning ratios of 1%, 5%, 8%, and 10%. For CIFAR-100, we use 1%, 5%, and 10%. The poisoning ratio is defined
as the number of poisoned samples over the total training set size. In clean-label attacks (e.g., LC, SIG, CTRL), poisoned
samples are restricted to the target class by definition. As a result, the maximum feasible poisoning ratio is limited by the
size of that class. By default, the target label is set to O for all attacks.

8
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Table 2. Summary of backdoor attack configurations. We detail each method’s core hyperparameters and trigger characteristics in
this table. For every attack, we list the stage at which it is applied (data poisoning or training controlled), the trigger’s visibility (visible,
stealthy, or invisible), its spatial coverage (local or global), the target type (dirty-label or clean-label), the fusion mechanism by which
the trigger is embedded, and whether the trigger is sample-agnostic or tied to specific inputs.

Attack Hyperparameters Stage Visibility Coverage Labelstrategy Embedding type Trigger Scope

BadNets size: 3x 3 poisoning visible local dirty additive agnostic
position: bottom-right

Blended blend a: 0.2 poisoning stealthy global dirty additive agnostic

LF blend a:: 0.2 poisoning  stealthy global dirty additive agnostic

SSBA / poisoning stealthy global dirty additive specific

Refool ghost rate: 0.49 poisoning  stealthy global dirty additive agnostic
Ot 0.4

FTrojanNN  trigger channel: [1,2] poisoning  invisible global dirty non-additive specific

magnitude: 30
window size: 32
pos. list: [15,15,31,31]

LC PGD step size: 1.5 poisoning  stealthy local clean additive agnostic
PGD steps: 100
€e=8
§=40

SIG f:6 poisoning  stealthy global clean additive agnostic
amplitude A: 40

CTRL trigger channel: [1,2] poisoning  stealthy global clean non-additive agnostic
trigger pos.: (15,31)

WaNet warp strength s: 0.5 training invisible global dirty warping specific
grid scale k: 5

Input-Aware  mask density: 0.032 training visible local dirty additive specific
clean train epochs: 25
Adiv: 1
Anorm: 100

C.2. Training setup

We implement all attacks based on BackdoorBench! (Wu et al., 2022), which is a widely used and reproducible framework
for backdoor attacks. All experiments are conducted using PreAct-ResNet18 architecture. The hyperparameters are listed
in Table 3.

Table 3. Model Training Settings.

Parameter Value
optimizer SGD
momentum 0.9
weight decay Se-4
learning rate scheduler ~ Cosine Annealing
initial learning rate 0.01

batch size 128

total epochs 100

D. Result of individual study.

In this section, we list the full results of the individual study part. In Table 4 and Table 5, we present the CIFAR-10 evaluation
on the clean and poisoned test sets, respectively. In Table 6, we present the result for CIFAR-100 dataset. Patterns of attack
robustness appear to be similar across datasets and different poisoning rates: SSBA and FTrojanNN maintain effectiveness
and consistency, whereas training-controlled methods, BadNets, and Refool are relatively unstable.

1https ://github.com/SCLBD/BackdoorBench
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Table 4. Individual study on CIFAR-10 AGiean. For every column in every group of poisoning ratios, the best is highlighted with green,
while the worst is highlighted with red.

. hard predict soft predict
attack pratio
acct dis] ecdisy mmdis] cKappat fKappat cJSD| INorm| pNorm| sChurn] JSDJ
% % x1 x100 x100 x100 x100 x1 x10 x10 x100
Clean - 9390(0.17) 5.19 0.85 4.98 94.24 94.24 3.74 343 0.51 0.59 2.44
BadNets 10% 91.67(0.15) 9.47 1.14 9.31 89.48 89.48 4.03 5.74 0.96 1.09 5.24
Blended 10%  93.46 (0.06) 5.75 0.88 5.67 93.61 93.61 2.14 3.53 0.56 0.65 2.75
LF 10% 93.27(0.04) 5091 0.88 5.86 93.43 93.43 2.16 3.67 0.57 0.67 2.82
SSBA 10% 93.51(0.25) 5.75 0.89 5.46 93.62 93.62 2.76 352 0.56 0.65 2.73
Refool 10% 92.19(0.09) 6.80 0.87 6.69 92.44 92.44 3.00 4.02 0.65 0.76 323
FTrojanNN 10% 93.45(0.09) 5.81 0.89 5.69 93.54 93.54 3.29 3.44 0.57 0.66 2.78
WaNet 10% 89.40(2.32) 13.33 1.28 10.74 85.18 85.18 269.58 4.67 1.32 1.58 6.74
BadNets 8% 92.01(0.12) 8.81 1.10 8.67 90.21 90.21 3.03 5.70 0.90 1.03 4.89
Blended 8% 93.51(0.17) 5.67 0.87 5.46 93.70 93.70 3.29 3.56 0.56 0.65 2.71
LF 8% 93.44(0.09) 5.67 0.86 5.56 93.70 93.70 2.39 3.67 0.55 0.65 2.68
SSBA 8% 93.58(0.19) 5.64 0.88 5.40 93.74 93.74 3.28 3.56 0.55 0.63 2.65
Refool 8% 92.33(0.07) 6.65 0.87 6.56 92.61 92.61 3.76 4.00 0.65 0.75 3.20
FTrojanNN 8% 93.65(0.19) 5.59 0.88 5.35 93.79 93.79 1.88 3.46 0.55 0.64 2.70
LC 8% 92.80(0.28) 6.14 0.85 5.79 93.17 93.17 3.34 341 0.59 0.70 2.87
SIG 8% 92.75(0.23) 6.23 0.86 5.92 93.08 93.08 3.71 3.51 0.60 0.70 2.94
CTRL 8% 92.84(0.20) 6.10 0.85 5.86 93.22 93.22 2.37 3.45 0.60 0.70 291
WaNet 8% 88.89(2.09) 14.28 1.31 11.73 84.12 84.12 336.42 4.51 1.41 1.69 7.24
Input-Aware 8% 90.80(0.80) 11.02 1.20 10.13 87.75 87.75 144.64 4.66 1.04 1.25 543
BadNets 5% 92.59(0.29) 7.96 1.08 7.60 91.16 91.16 2.49 5.35 0.81 0.92 4.30
Blended 5% 93.64(0.17) 5.74 0.90 5.53 93.62 93.62 2.39 3.55 0.55 0.64 2.66
LF 5% 93.41(0.11) 5.80 0.88 5.67 93.55 93.55 3.54 3.65 0.56 0.65 2.74
SSBA 5% 93.61(0.13) 5.45 0.85 5.31 93.95 93.95 2.94 352 0.53 0.62 2.58
Refool 5% 92.55(0.13) 6.60 0.89 6.43 92.67 92.67 2.90 3.92 0.63 0.73 3.11
FTrojanNN 5% 93.67(0.18) 5.57 0.88 5.33 93.81 93.81 3.34 3.38 0.54 0.63 2.60
LC 5% 93.72(0.12)  5.50 0.88 5.34 93.89 93.89 1.16 343 0.53 0.62 2.58
SIG 5% 93.56(0.09) 5.65 0.88 5.54 93.72 93.72 243 3.45 0.54 0.64 2.63
CTRL 5% 93.52(0.10) 5.55 0.86 5.44 93.84 93.84 1.87 3.46 0.54 0.63 2.61
WaNet 5% 8828 (4.44) 15.64 1.41 11.05 82.59 82.59 560.89 4.81 1.56 1.83 8.11
Input-Aware 5% 90.92(0.60) 10.85 1.20 10.10 87.95 87.95 104.79 4.69 1.04 1.23 5.47
BadNets 1% 93.60(0.08) 6.01 0.94 5.91 93.33 93.33 2.17 4.28 0.59 0.69 2.98
Blended 1% 93.69(0.09) 5.52 0.88 5.41 93.87 93.87 2.86 352 0.52 0.61 2.54
LF 1% 93.55(0.12) 5.60 0.87 5.45 93.78 93.78 2.33 3.56 0.54 0.63 2.62
SSBA 1% 93.85(0.17) 5.23 0.85 5.03 94.19 94.19 1.58 3.44 0.51 0.59 2.46
Refool 1% 93.38(0.17) 5.86 0.89 5.64 93.49 93.49 3.19 3.74 0.57 0.66 2.77
FTrojanNN 1% 93.84(0.16) 5.39 0.88 5.19 94.01 94.01 1.71 3.42 0.51 0.61 2.47
LC 1% 93.82(0.09) 5.23 0.85 5.11 94.19 94.19 2.73 3.38 0.51 0.59 2.44
SIG 1% 93.76 (0.05) 5.26 0.84 5.20 94.15 94.15 324 342 0.51 0.60 242
CTRL 1% 93.85(0.16) 5.28 0.86 5.09 94.13 94.13 2.57 3.39 0.51 0.59 243
WaNet 1% 90.63(1.25) 11.49 1.24 9.90 87.23 87.23 116.57 441 1.16 1.40 5.87
Input-Aware 1% 90.87(0.68) 10.85 1.19 10.07 87.95 87.95 95.69 4.97 1.12 1.33 6.01

E. Result of cross attack study.

In Figures 2 to 5, we show the cross attack study result on CIFAR-10 5% and 8% poisoning rates. At a poisoning rate of
8%, the clustering patterns among clean-label attacks become more pronounced, as a higher poisoning rate leads to a larger
clean performance decrease. Interestingly, the norm of difference on logits (Idiff) reveals clearer patterns compared to
prediction-based differences (pdiff), as clean-label attacks exhibit tighter clustering in the logit space, underscoring their
consistent impact on the model’s internal representations.

These observations emphasize the importance of considering both poisoning rates and the choice of similarity metrics when
evaluating the functional impact of backdoor attacks.
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Table 5. Individual study on CIFAR-10 Xjoison-

. hard predict soft predict
attack pratio
acct dis]  ecdis] mmdis] cKappat fKappat cJSD|{ INorm|{ pNorm| sChurn] JSD]
% % x1 x100 x100 x100 x100 x1 x10 x10 x100
BadNets 10%  94.36 (0.63) 3.76 0.67 2.94 65.74 65.58 11.97 4.97 0.48 0.44 2.04
Blended 10%  99.86 (0.06) 0.21 1.89 0.12 21.10 23.30 0.12 3.05 0.03 0.02 0.11
LF 10%  99.15(0.12) 0.74 0.88 0.57 56.24 56.39 0.40 2.45 0.08 0.08 0.38
SSBA 10%  99.99(0.01) 0.01 - 0.00 - -0.01 0.00 2.30 0.00 0.00 0.01
Refool 10%  94.14(0.24) 7.76 1.33 7.46 31.45 31.47 1.70 5.09 0.86 0.82 4.24
FTrojanNN 10%  100.00 (0.00)  0.00 - 0.00 - - 0.00 2.15 0.00 0.00 0.00
WaNet 10%  95.90(1.50) 6.71 1.82 4.69 15.99 16.22 65.65 3.60 0.80 0.78 3.76
BadNets 8%  94.08 (0.57) 3.87 0.66 3.14 66.28 66.17 9.88 5.02 0.49 0.45 2.14
Blended 8%  99.76 (0.15) 0.33 1.81 0.13 32.23 31.38 0.66 2.88 0.04 0.04 0.18
LF 8%  98.79(0.26) 1.14 0.97 0.80 52.34 52.25 1.90 2.49 0.12 0.12 0.55
SSBA 8%  99.97(0.02) 0.04 - 0.02 17.52 20.82 0.01 2.35 0.01 0.00 0.02
Refool 8%  91.72(0.35) 10.71 1.30 10.27 32.02 32.04 3.84 5.20 1.14 1.11 5.75
FTrojanNN 8%  100.00(0.00) 0.00 - 0.00 - - 0.00 2.24 0.00 0.00 0.00
LC 8%  99.34(0.43) 1.06 2.32 0.48 16.99 18.64 5.22 3.11 0.15 0.13 0.56
SIG 8%  97.61(0.58) 2.49 1.09 1.71 46.95 47.22 9.69 3.21 0.28 0.27 1.08
CTRL 8%  95.88(1.26) 4.10 1.13 2.45 48.10 49.04 46.03 3.15 0.44 0.44 1.84
WaNet 8%  94.74 (2.60) 8.62 2.01 5.37 15.80 15.56 202.59 3.79 1.02 1.01 4.80
Input-Aware 8%  92.69(1.93) 13.27 1.92 10.86 5.14 5.33 113.19 3.41 1.26 1.18 4.87
BadNets 5%  90.72(2.28) 7.67 0.84 4.86 57.39 56.40 163.22 4.96 0.89 0.84 3.98
Blended 5%  99.53(0.15) 0.63 1.42 0.43 33.13 33.38 0.62 291 0.07 0.07 0.29
LF 5%  97.87(0.32) 1.89 0.90 1.45 55.10 55.12 3.02 2.73 0.20 0.20 0.92
SSBA 5%  99.94(0.02) 0.07 1.91 0.04 36.57 38.44 0.02 1.93 0.01 0.01 0.04
Refool 5%  85.98(0.57) 16.45 1.18 15.77 36.18 36.21 10.46 5.66 1.72 1.70 8.89
FTrojanNN 5%  99.99 (0.01) 0.01 - 0.00 - -0.01 0.01 2.41 0.00 0.00 0.01
LC 5%  98.82(0.48) 1.63 1.65 1.01 29.71 30.58 6.60 3.19 0.20 0.19 0.73
SIG 5%  97.06(0.35) 2.86 0.98 2.40 50.43 50.52 3.61 3.00 0.30 0.31 1.20
CTRL 5%  93.96 (1.87) 5.40 1.00 2.93 52.93 53.75 104.24 3.06 0.58 0.60 2.54
WaNet 5%  97.09(2.19) 4.95 3.24 2.05 13.22 13.49 140.12 4.11 0.63 0.58 2.89
Input-Aware 5%  89.59(2.92) 18.20 1.88 14.80 7.01 7.17 265.40 3.46 2.12 2.27 8.63
BadNets 1%  77974.24) 1427 0.66 8.91 63.42 63.05 655.94 4.46 1.49 1.48 7.01
Blended 1%  96.32(0.33) 3.41 0.93 2.98 52.56 52.60 322 3.15 0.35 0.36 1.64
LF 1%  86.60 (1.61) 8.71 0.66 6.74 64.66 64.82 83.84 3.76 0.89 0.91 4.35
SSBA 1%  98.97(0.19) 1.08 1.06 0.82 47.55 47.53 1.01 241 0.11 0.11 0.52
Refool 1%  47.16(1.85) 35.41 0.67 32.01 52.50 52.51 208.04 5.70 3.51 3.65 19.16
FTrojanNN 1%  99.90(0.02) 0.11 1.16 0.08 45.14 45.52 0.02 3.64 0.02 0.01 0.07
LC 1%  82.46(0.45) 12.35 0.70 11.80 60.89 60.89 6.91 3.10 1.19 1.26 4.56
SIG 1%  84.05(3.07) 11.21 0.73 7.27 61.20 61.38 312.02 3.40 1.11 1.22 5.39
CTRL 1% 64.92(11.04) 26.02 0.93 14.01 52.68 53.81 4805.33 5.51 2.53 2.82 13.96
WaNet 1%  77.00(6.79) 26.74 1.25 19.04 33.35 33.20 1710.07 4.49 2.57 2.86 12.24
Input-Aware 1% 67.32(9.82) 41.41 1.35 32.47 22.61 22.57 4338.78 3.67 3.37 4.85 15.60
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Table 6. Individual study of different attacks on Atiean. The results are evaluated on Preact-ResNet18 on CIFAR-100. For every column
in every group of poisoning ratios, the best is highlighted with green, while the worst is highlighted with red.

. hard predict soft predict
attack pratio
accT dis]  ecdis] mmdis] cKappat fKappat c¢JSD| INorm| pNorm| sChurn] JSD]
% % x1 %100 %100 x100 x100 x1 x10 x10 %100
Xclean
Clean - 70.82(0.17) 2594  0.89 25.78 73.79 73.79 9.79 14.31 1.91 4.26 11.92
BadNets 10%  67.14(0.41) 33.12 1.01 32.78 66.54 66.54 12.52 18.09 2.50 5.25 16.92
Blended 10%  69.34(0.26) 28.18 0.92 27.92 71.53 71.53 10.78 14.93 2.09 4.65 13.31
LF 10%  68.58(0.16) 2925  0.93 29.11 70.45 70.45 9.79 15.39 2.16 4.74 13.78
SSBA 10%  69.44(0.33) 2798 092 27.66 71.74 71.73 9.69 15.11 2.07 4.56 13.16
Refool 10%  68.15(0.35) 2896 091 28.65 70.73 70.73 10.01 15.36 2.15 471 13.77
FTrojanNN 10%  69.59(0.14) 2790 0.92 27.77 71.82 71.82 9.37 15.11 2.07 4.58 13.22
WaNet 10%  63.16(0.92) 40.79 1.11 40.06 58.76 58.76 212.43 23.18 3.21 5.90 22.54
Input-Aware 10%  64.21(0.67) 39.33 1.10 38.77 60.28 60.27 205.32 22.96 3.10 5.71 21.73
BadNets 5%  68.81(0.27) 29.77  0.95 29.53 69.93 69.93 11.46 16.20 2.23 4.80 14.61
Blended 5%  70.11(0.35) 2729 091 26.94 72.43 72.43 11.34 14.61 2.01 4.46 12.68
LF 5%  69.56(0.18) 2799  0.92 27.82 71.72 71.72 10.23 14.90 2.06 4.53 13.00
SSBA 5%  70.07(0.23) 27.11 091 26.88 72.62 72.62 8.42 14.67 2.01 442 12.63
Refool 5%  69.09(0.12) 28.13 091 28.01 71.58 71.58 10.13 15.00 2.09 4.56 13.22
FTrojanNN 5%  70.22(0.34) 27.29 0.92 26.98 72.43 72.43 9.47 14.76 2.02 4.47 12.79
WaNet 5%  64.04(1.00) 39.15 1.09 38.32 60.41 60.41 157.12 22.62 3.11 5.71 21.69
Input-Aware 5%  64.90(0.34) 38.45 1.10 38.16 61.17 61.16 173.39 23.07 3.04 5.55 21.26
BadNets 1%  70.33(0.19) 26.76  0.90 26.57 72.97 72.97 8.83 14.81 1.98 4.39 12.56
Blended 1%  70.68(0.38) 2633  0.90 25.98 73.40 73.40 9.13 14.38 1.95 431 12.12
LF 1%  70.50(0.45) 26.85 091 26.41 72.88 72.88 8.92 14.56 1.98 4.37 12.45
SSBA 1%  70.51(0.35) 2641 0.90 26.07 73.32 73.32 9.42 14.36 1.95 431 12.16
Refool 1%  70.43(0.22) 2639  0.89 26.16 73.34 73.34 8.31 14.50 1.96 4.32 12.30
FTrojanNN 1%  70.57(0.09) 2623  0.89 26.15 73.50 73.50 9.23 14.38 1.95 431 12.19
LC 1%  70.24(0.32) 2597 0.87 25.65 73.76 73.76 9.69 14.19 1.94 4.24 12.01
SIG 1% 69.92(0.17) 26.15 0.87 25.99 73.58 73.58 10.01 14.19 1.94 4.26 12.09
CTRL 1%  70.15(0.30) 26.24  0.88 25.94 73.49 73.49 8.94 14.21 1.93 4.29 12.06
WaNet 1%  63.44(1.25) 40.00 1.09 39.01 59.55 59.55 213.36 23.26 3.19 5.75 22.50
Input-Aware 1%  63.76(0.21)  39.69 1.10 39.52 59.90 59.90 184.05 24.00 3.17 5.67 22.24
Xpoison
BadNets 10%  87.40(0.99) 9.17 0.73 7.92 61.20 61.12 34.91 13.78 1.00 1.18 4.75
Blended 10%  99.54(0.08) 0.59 1.29 0.48 37.00 36.80 0.22 8.27 0.07 0.08 0.33
LF 10%  94.89(0.40) 4.97 0.98 4.45 50.07 50.07 5.11 8.59 0.49 0.67 2.56
SSBA 10% 100.00(0.00) 0.01 - 0.00 - -0.00 0.00 6.39 0.00 0.00 0.01
Refool 10%  91.86(0.79)  10.96 1.35 9.98 29.83 29.81 20.77 12.54 1.16 1.39 6.11
FTrojanNN 10%  99.69 (0.04) 0.40 1.30 0.35 35.54 3542 0.04 5.76 0.05 0.05 0.23
WaNet 10% 92.73(5.99) 1186 2.57 4.51 15.73 15.35 1239.68 14.13 1.30 1.41 7.26
Input-Aware 10%  94.61(2.02) 9.83 2.03 7.23 6.09 6.32 133.62 12.09 1.32 1.42 6.14
BadNets 5% 73.87(3.79) 21.74 0.84 17.75 52.24 52.05 619.01 13.77 2.12 2.65 10.52
Blended 5%  98.72(0.13) 1.47 1.15 1.29 42.39 42.41 0.57 9.60 0.17 0.21 0.83
LF 5%  88.50(1.07) 10.17  0.89 8.82 53.01 53.03 40.26 10.71 0.95 1.34 5.02
SSBA 5%  99.98 (0.00) 0.04 1.63 0.03 19.99 18.17 0.00 7.02 0.01 0.01 0.04
Refool 5%  79.68(1.20) 23.51 1.16 22.29 35.50 35.50 56.04 14.54 2.27 2.98 12.80
FTrojanNN 5%  99.08 (0.50) 1.22 12.20 0.56 26.88 3343 7.78 7.31 0.13 0.14 0.69
WaNet 5%  95.48 (1.77) 7.39 1.94 5.14 15.49 16.39 100.63 13.62 0.84 0.90 4.49
Input-Aware 5%  88.11(5.48) 19.52  2.07 12.83 12.36 12.71 1045.05 12.99 2.19 2.65 10.89
BadNets 1% 38.66(2.72) 32776  0.53 24.44 61.31 61.30 607.97 14.47 2.77 4.38 15.51
Blended 1%  91.20(1.05) 8.08 0.93 6.71 51.85 51.89 37.35 13.64 0.76 1.17 4.18
LF 1% 42.62(2.14) 3239  0.57 26.37 60.24 60.24 337.71 14.24 2.67 4.62 15.88
SSBA 1%  98.81(0.36) 1.48 1.33 1.00 36.76 37.39 4.05 11.16 0.16 0.20 0.82
Refool 1% 32.79(1.22) 46.29 0.69 33.64 47.85 47.85 141.41 16.38 3.74 6.61 24.55
FTrojanNN 1%  9227(9.08) 1228  6.93 0.89 21.90 17.25 2900.75 14.58 1.32 1.44 7.62
LC 1%  90.49 (1.58) 9.91 1.06 7.87 45.15 45.27 85.78 15.41 1.07 1.27 4.79
SIG 1%  70.21(6.04) 26.60 0.93 19.74 47.31 47.24 1580.39 13.60 2.06 4.52 12.76
CTRL 1%  91.77(4.85) 10.69 1.88 4.20 31.84 32.17 793.31 16.70 1.14 1.82 6.76
WaNet 1%  79.80(8.34) 26.53 1.51 16.92 26.53 26.84 2730.56 19.28 2.65 3.20 15.60
Input-Aware 1%  63.31(847) 48.14 1.38 41.00 19.56 19.47 3396.68 15.92 4.14 6.67 26.40
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Figure 2. Cross study on CIFAR-10 Xgjean, 8% poisoning rate.
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Figure 3. Cross study on cifar10 Xpeison, 8% poisoning rate.
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Figure 4. Cross study on CIFAR-10 Xgjean, 5% poisoning rate.
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Figure 5. Cross study on cifar10 Xpeison, 5% poisoning rate.
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