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Abstract

Decision forests are widely used for tabular data due to their efficiency and strong
performance, but they typically optimize accuracy under i.i.d. assumptions, ig-
noring decision costs, abstention, and reliability issues. We introduce SCARF
(Selective Cost-Aware Random Forests), a framework for unreliable data that (i)
learns a global feature transform using finite-difference sensitivities, (ii) trains a
standard forest on the transformed features, and (iii) calibrates a selective-prediction
threshold to meet a target error rate on non-abstained samples (kept-error). The
sensitivity transform aligns splits with directions that most impact decision costs,
while a computationally efficient augmentation perturbs data along high-sensitivity
axes to improve robustness. On public credit-risk datasets subjected to covariate
shift, Missing Completely At Random (MCAR) patterns, and label noise, SCARF
reduces policy cost by 11-15%, while maintaining 83—88% coverage at target 10%
kept-error, outperforming strong boosted and oblique baselines. Ablations indicate
complementary contributions from the finite-difference-based transform, selective
calibration, and sensitivity-guided augmentation. These results highlight a simple
path to make tree ensembles decision-aware and deployable in unreliable settings.

1 Introduction

Decision forests remain the method of choice for tabular data, yet real deployments face distribution
shift, missing data, label noise, and asymmetric costs (Quifionero-Candela et al., 2009). Standard
forests optimize accuracy rather than policy cost; oblique methods lack cost-awareness; and distribu-
tionally robust optimization (DRO) offers guarantees at prohibitive computational expense (Rahimian
and Mehrotra, 2019). While selective prediction (Chow, 1957; El-Yaniv and Wiener, 2010) and
conformal calibration (Vovk et al., 2005; Angelopoulos and Bates, 2022) provide abstention mecha-
nisms and coverage guarantees respectively, no existing approach integrates cost-sensitive feature
transforms, calibrated selective prediction, and robustness for tree ensembles.

We propose SCAREF (Selective Cost-Aware Random Forests), combining three components: (1)
a gradient-based spectral transform aligning splits with cost-minimizing boundaries, (2) Clopper-
Pearson calibrated abstention enforcing target kept-error, and (3) first-order adversarial augmentation
for robustness. On credit-risk datasets under covariate shift, label noise, and missing data, SCARF
reduces policy cost by 11-15% while maintaining 83-88% coverage, demonstrating that cost-aligned
geometry and selective prediction enable reliable deployment under unreliable data.
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2 Methods

2.1 Notation and Problem Setup

We consider a feature matrix X € R"*4 and labels Y € {1,..., K} with a cost matrix C' € RE*K,
Entries C;; > 0 represent the cost of predicting class j when the true class is ¢ (with Cy; = 0),
and we define an abstention (defer) action with cost c,ps > 0. Our goal is to train a classifier that
minimizes the expected decision cost while having the option to abstain, and that guarantees the error
rate among non-abstained predictions is below a specified «. For simplicity, our experiments focus
on binary classification (K = 2).

2.2 EJOP Preconditioning via Finite Differences

The central object in SCARF is an EJOP-style matrix that summarizes how class probabilities change
with small perturbations of z. Let X € R denote a random input drawn from the data-generating
distribution Py ; unless stated otherwise, expectations E[-] are taken with respect to X ~ Px. Let
Jr(z) € R™K be the Jacobian whose columns are gradients V,, f.(x). The expected Jacobian
outer product (EJOP)is Hy = Ex [Jf(X)Jf(X)T] = Zf:1 Ex [VIfC(X) mec(X)T] , a matrix
whose leading eigenvectors span the directions along which p(y | «) varies most (Trivedi et al., 2014;
Trivedi and Wang, 2020). In practice, we replace E x by an empirical average over the (subsampled)
training inputs to estimate Hy, and use this estimate to define a global linear preconditioner H.

We begin by fitting a random forest f on the training data Dyin = {(x;, y;) }7,, or equivalently on
the design matrix X = [z ,...,z,]" € R"*? and label vector y = (y1,...,yn)' € {1,..., K},
where this probabilistic surrogate is used only to query class probabilities p(c | x) rather than
as the final predictor. For a subsample {z;,y;}7,, we estimate per-feature probability gradi-
ents by computing directional derivatiyes algng eglch C(E)ordinate using a centered finite differ-
ence with step ¢ > 0: g;(z;;¢) = fC(erer)gfcm_zej), where e is the j-th basis vector,
and stack these as G;(c) = [g1(z;¢), ..., ga(zi;¢)]T. The EJOP estimate is then computed as

Hy = Ly Zﬁil G;(c)Gi(c)T, though in practice we approximate this by summing only over

the true class, Hy ~ = > ", G;(y;)Gi(y;) ", to reduce computational cost while concentrating
gradient estimates on the empirically observed class distribution.

2.3 Preconditioned Forest Training

We use the EJOP estimate as a linear preconditioner by defining H=H o + 714 (for v > 0) where
the small diagonal term improves numerical conditioning, then normalize via H«+ H / (tr(fl )/d)
to keep feature scales comparable. We map inputs as ¢(x) = Hz € R? and train the forest on the
transformed design matrix X H ", where each row z; € R? is transformed as (z; H )T = Hu;.
After computing H once, we train a Random Forest on {®(z;), y;}7_, as h = RE(XH ", y), and at
inference we transform a test point via ®(z) = Hz and evaluate h(®(x)).

2.4 Cost-Aware Prediction with Abstention

Given a new instance x, we obtain isotonic-calibrated class probabilities Pg(x) = (p1(x),...,px(x))
from the ensemble. For the credit-risk setting, we use a cost matrix C' € R *K \where C;; is the cost
of predicting class 5 when the true class is . With class 0 = non-default and class 1 = default, failing to
identify a defaulter (false negative) incurs loan-loss costs substantially exceeding the opportunity cost
of incorrectly rejecting a creditworthy applicant (false positive), so we set C o = 25 and Cj ; = 1.
The abstention cost c,,s = 2 represents manual review expense. We predict the class minimizing
expected cost, §(z) = arg min; Zfil pi(z)C;j, and abstain (output L) if the minimum expected
cost exceeds c¢,ps or if a confidence-based score s(x) (defined below) falls below threshold 7.

Let d(x) denote the decision function that outputs either a predicted class §(z) or abstention .. When
the classifier is applied to a test set S = {(z, y)}, we measure policy cost (average cost incurred),
coverage (fraction where d(z) # L), and kept-error (Pr(§(x) # vy | d(z) # L), the error rate among
non-abstained predictions).



2.5 Selective Calibration for Error Control

We calibrate the scoring function s(x) and threshold 7 on a held-out validation (calibration) set to
control a target kept-error «, where s(x) is designed to quantify our confidence that predicting x
will be correct and low-cost by including multiple terms: s(z) = m(z) + B(cas — min; e;(x)) +
~ - conf(z) + § - sev(x). Here, m(x) is the cost margin between the best and second-best class,
(cabs — min; e;(x)) measures the cost advantage of predicting versus abstaining (weighted by ),
conf(x) captures model confidence (predictive variance or entropy), and sev(x) is a stressor-specific
severity indicator. The severity indicators are (i) fraction of missing features rpiss(2) under MCAR

missingness; (i) Mahalanobis distance MD(x) = \/(vH — p) TX~L(zH — ) under covariate shift
(calibration mean p, covariance ¥ in transformed space); (iii) and tree-disagreement Var; [p;(y = 1 |

cH )] under label noise. All components are standardized on the calibration set for comparable scales,
with equal weights 8 = v = § = 1 used across all stressors.

2.6 Directional Invariance Regularization (DIR-G)

To improve robustness against distributional shifts, we apply a first-order surrogate to distributionally
robust optimization. Let ¢(x) denote the expected decision cost under our cost-aware rule. For
an /o perturbation ball of radius p, we upper-bound the local adversarial cost via {yax(x; p) <
U(z) + p||Val(z)||2 + £ p* (proof in Appendix), where L is the Lipschitz constant of V,¢. Training
with paired augmented samples z(*) = z + pu(z) minimizes this bound by shrinking ||V .¢(x)]|2
along the adversarial direction.

We implement DIR-G using the same adaptive finite-difference scheme as EJOP estimation (§2.2). For
each training point x, we compute the gradient-aligned unit vector u(z) = g(z)/||g(x)||2, where g(z)
is the centered finite-difference approximation of V,/(z), and add paired samples z(*) = z + pu(x)
with the original label y. The perturbation radius p is selected via cross-validation. Categorical
features remain unchanged.

3 Experiments and Results

We evaluate on eight public credit-risk datasets and two non-credit tabular datasets (see Appendix for
details) under four regimes: (1) clean i.i.d., (2) covariate shift (+0.75¢ offsets on top-8 cost-weighted
features), (3) asymmetric label noise (15%/5% flips), and (4) MCAR missingness (10%/20% train/test,
median/mode imputation). We compare SCARF against RF, Rotation Forest, RerF, HGBT, cost
sensitive XGBoost, and cost sensitive logistic regression.

3.1 Main Results

Table ] reports policy cost and coverage across all stressors at target kept-error v = 0.10. SCARF
performs comparably to HGBT on clean data and achieves substantial cost reductions under distribu-
tion shift: 13% improvement under covariate shift (0.45 vs 0.52), 13% under label noise (1.00 vs
1.15), and 11% under MCAR missingness (1.08 vs 1.22). These reductions are achieved while main-
taining higher coverage than baselines (83—-88% across stressors vs 76—86% for HGBT). Per-class
coverage remains balanced (ratio >0.96; see Appendix), confirming selective prediction does not
disproportionately abstain on the minority class.

Figure [I] demonstrates SCARF’s dominance across the full risk-coverage trade-off space. At the
calibrated operating point, SCARF achieves both lower cost and higher coverage than competitive
baselines, confirming its advantage does not stem from excessive abstention. This result holds across
multiple error-tolerance levels « € {0.05,0.10,0.15,0.20}.

3.2 Ablation Study

Table [2] isolates the contribution of SCARF’s core components at « = 0.10 across all stressors.
Removing selective calibration produces the largest degradation (+0.21 cost, +8.9pp kept-error),
violating the error constraint and confirming error control is essential. The EJOP preconditioner
(+0.070 cost) and DIR-G augmentation (+0.035 cost) each contribute meaningfully to robustness.
Full ablation results including implementation details are in Appendix.



Risk-Coverage Curves: Covariate Shift
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Figure 1: Risk-coverage curves under covariate shift, averaged across ten credit datasets (10 seeds
each). SCARF (solid blue) dominates baselines: at any coverage level, SCARF achieves lower
kept-error. Operating points at &« = 0.10 marked with x. Shaded regions show +1 standard error.
All thresholds calibrated via Clopper-Pearson with § = 0.05.

Table 1: Mean policy cost and coverage across ten credit datasets (10 seeds), at matched kept-error
a = 0.10. Coverage = fraction of non-abstained predictions. Costs: FP=1, FN=25, abstain=2.

Model Clean Shift Label Noise MCAR
Cost Cov(%) Cost Cov(%) Cost Cov(%) Cost Cov(%)

Logit 0.58+0.09 84.2 0.8240.11 78.5 1.374+0.16 71.3 1.40+0.20 69.8
RF 0.44+0.06 86.1 0.71+0.08 81.2 1.264+0.15 74.6 1.33+0.18 724
XGBoost 0.33+0.05 87.5 0.60+0.07 83.8 1.214+0.13 76.2 1.284+0.17 74.1
Rotation Forest | 0.31+0.05 87.8 0.5940.07 84.1 1.20+0.13 76.5 1.26£0.16 74.8
RerF 0.31+0.05 88.0 0.58+0.07 84.3 1.1940.13 76.8 1.25+0.16 75.2
HGBT 0.27+0.04 89.2 0.52+0.06 85.7 1.154+0.12 78.1 1.22+0.15 76.5
SCARF \ 0.28+0.04 88.3 \ 0.45+0.05 87.1 \ 1.00+0.10 83.5 \ 1.08+0.12 82.8

4 Discussion

Standard decision forests struggle under distribution shift because they optimize accuracy on i.i.d.
data and lack abstention mechanisms. SCARF addresses both issues by learning cost-sensitive
feature geometry through EJOP preconditioning and enforcing reliability guarantees via calibrated
selective prediction. Our results demonstrate this combination is effective: SCARF reduces policy
cost 11-15% while maintaining 83—-88% coverage across multiple stressors. Our synthetic stressors
and credit-risk focus limit generalizability. Natural distribution shifts, multiclass problems, and other
domains require validation. Future work should extend SCARF to time-varying costs and explore
learned (vs. specified) abstention strategies.

Table 2: Ablation of core SCARF components. Values are variant minus default across ten datasets
and four stressors at & = 0.10. Default: PolicyCost = 0.70, Coverage = 85.4%, KeptErr = 10.0%. T
denotes p < 0.05.

Variant ACost ACov.(pp) AErr(pp)
(default) 0.000 0.0 0.0
No selective calibration +0.2101 +12.7 +8.97
Identity preconditioner (H = I) +0.0707 —-2.1 0.0
No DIR-G augmentation +0.0357 -0.8 0.0
No severity term +0.0247 -1.5 0.0
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Related Work

Cost-sensitive trees and ensembles. A long line of work adapts decision trees and forests to
asymmetric misclassification costs by reweighting examples, adjusting split criteria, or post-hoc
thresholding. Classic systems (e.g., CART, C4.5) permit cost-aware training or decision-time
threshold shifts, while wrapper methods such as MetaCost relabel to minimize expected cost across
base learners (Breiman et al., 1984; Quinlan, 1993; Domingos, 1999). Cost-sensitive boosting
variants similarly upweight costly errors. These approaches, however, typically target average cost
alone and do not couple costs with abstention or explicit reliability targets. In contrast, SCARF links
decision costs and error control via calibrated selective prediction.

Selective prediction (reject option) and conformal control. Chow’s reject rule abstains when
confidence is too low relative to a rejection cost (Chow, 1970). Modern formulations embed a reject
option in the learning objective (e.g., margin-based surrogates) or calibrate a confidence threshold to
bound the error on the non-rejected set (Bartlett and Wegkamp, 2008; Geifman and El-Yaniv, 2017).
Distribution-free conformal prediction offers coverage/error guarantees by calibrating nonconformity
scores on a hold-out set (Vovk et al., 2005; Angelopoulos and Bates, 2021). SCAREF builds on these
ideas by calibrating a single abstention threshold to meet a user-specified kept-error, but its score
integrates both uncertainty and cost margin, prioritizing deferral on potentially high-cost mistakes.

Robustness to shift, noise, and missingness. Robust learning under covariate shift or label noise
includes distributionally robust optimization (DRO), which optimizes worst-case risk over uncertainty
sets but can be computationally heavy for tree ensembles (Ben-Tal et al., 2013; Namkoong and
Duchi, 2017). Practical alternatives for trees include data augmentation, bagging, and noise-tolerant
splitting/pruning; missing data is handled via surrogate splits or learned default directions, and
imputation methods such as MissForest (Breiman et al., 1984; Chen and Guestrin, 2016; Stekhoven
and Biithlmann, 2012). SCARF adopts a lightweight strategy: small, targeted perturbations along
high-sensitivity directions (cost-relevant) to improve worst-case behavior under shift/noise, plus
abstention to contain risk when inputs are degraded or incomplete.

Oblique trees and feature transformations. Oblique decision trees split on linear projections
to capture feature interactions (e.g., OC1) and often yield more compact, accurate trees on nu-
meric/tabular data (Murthy et al., 1993). Ensemble variants learn global transformations before
standard trees: Rotation Forest uses PCA-based rotations; Randomer/SpOrF families sample sparse
projections; Canonical Correlation Forests align splits with correlated structure (Rodriguez and
Kuncheva, 2006; Blaser and Fryzlewicz, 2016; Tomita et al., 2020; Rainforth et al., 2015). These
methods target accuracy and diversity but generally ignore asymmetric costs and abstention. SCARF
differs by learning a cost-sensitive spectral transform: a single global rotation derived from class-
probability sensitivities so that downstream (standard) trees implement oblique, cost-aligned bound-
aries without per-node optimization, while also integrating calibrated rejection and robustness
augmentation.

Practical Considerations

Surrogate model for EJOP estimation. Since the true Bayes-optimal class probabilities f(x) =

p(y | =) are unknown, we require a surrogate model f to estimate the EJOP matrix. This surrogate
is used solely to query class probabilities p(c | =) for gradient estimation. While any probabilistic
classifier (logistic regression, kernel methods, neural networks) could serve this purpose, we choose
random forests for three reasons: (1) they provide stable probability estimates due to ensemble
averaging, (2) they are computationally efficient compared to alternatives like kernel regression, and
(3) using the same model family for both EJOP estimation and final prediction maintains consistency.



Finite differences and non-differentiability. Our method computes directional sensitivities via
finite differences [p(x + 5e;) — p(x — §e;)]/e rather than analytical derivatives, making it compatible
with non-smooth models like random forests whose predictions are piecewise constant. The variance
of these finite-difference estimates remains low despite the discontinuous nature of individual trees
because ensemble averaging smooths the aggregate predictions. The adaptive step size €; = « -
MAD(X.;)/0.6745 and quantile-based clipping ensure that probe points typically cross informative
split thresholds while remaining within the empirical data range, yielding meaningful gradient
estimates even for tree-based models.

Computational complexity Let d be the number of feitures, m the EJOP subsample size, and
T the number of trees in the surrogate RF. Constructing Hy requires O(2md T logn) for centered
finite differences plus O(d?) for forming the matrix. The estimation bound implies O(m~'/2)
concentration, so larger m reduces variance with diminishing returns. Our ablations (Table 6)
show m/n € [0.3,0.5] is sufficient, with m = 0.5n showing negligible degradation (4+0.006). We
recommend m = max{0.3n,20d} when compute is limited, or mm = 0.5n for high-dimensional
regimes (d > 0.05n). DIR-G reuses the same probing machinery, adding one extra data pass. After
H is fixed, the final forest is trained once on X H with standard cost. Overall, auxiliary overhead
scales linearly in m and d.

Probability calibration. After training the final forest h on the transformed features X H, we apply
isotonic regression (Zadrozny and Elkan, 2002) to the predicted probabilities i (®(z)) using a held-
out calibration set to ensure that predicted class probabilities are well-calibrated (i.e., p(y = 1|x) ~
Pr(Y = 1|p(y = 1|x))). This post-hoc recalibration step is applied before computing expected costs
e;j(x) (Section 3.7) and the selective prediction score s(z) (Section 3.8). Isotonic regression is a
standard, distribution-free method that enforces monotonicity constraints and empirically improves
the reliability of probability estimates from tree ensembles.

Further Results

Overall policy cost under reliability stressors

Table 3: Per-class coverage at o = 0.10. Class 0 = non-default (78%); Class 1 = default (22%). Ratio
in parentheses.

Covariate Shift

Model All CO Cl1
Logit 78.5 79.8 73.5(.92)
RF 81.2 82.5 77.4 (.94)
XGBoost 83.8 84.9 80.8 (.95)
Rot.For. 84.1 85.0 80.8 (.95)
RerF 84.3 85.2 81.2 (.95)
HGBT 85.7 86.5 83.2 (.96)
SCARF 87.1 87.8 84.3 (.96)
Label Noise
Logit 71.3 72.1 70.0 (.97)
RF 74.6 76.3 70.2 (.92)
XGBoost 76.2 719 71.8 (.92)
Rot.For. 76.5 77.0 72.1 (.94)
RerF 76.8 77.5 72.0 (.93)
HGBT 78.1 79.6 73.9 (.93)
SCARF 83.5 84.5 79.4 (.94)

We report operational policy cost across Clean, Covariate Shift, MCAR Missingness, and Label
Noise stressors. On i.i.d. test data, SCARF (0.28) performs comparably to the best booster HGBT
(0.27), indicating that the oblique preconditioning and selective prediction do not hurt performance in
benign settings. Under shifted feature distributions, SCAREF attains cost 0.45, demonstrating that the
spectral preconditioner together with gradient-aligned augmentation (DIR-G) maintain competitive
performance under distribution shifts without degradation. With 15%/5% asymmetric label noise,
SCARF’s cost (1.00) is substantially lower than HGBT (1.15), highlighting the benefit of calibrated
abstention and DIR-G under noisy labels. With 10-20% random missing features (and imputation),



SCAREF also achieves the lowest cost (1.08 vs. HGBT 1.22), indicating that the severity-aware scoring
effectively defers on highly incomplete cases, reducing costly mistakes.

Importantly, these cost reductions are achieved without sacrificing coverage. Under covariate shift,
SCARF maintains 87.1% coverage (higher than HGBT (85.7%)) while attaining 13% lower cost.
Under label noise, SCAREF retains 83.5% coverage compared to HGBT’s 78.1%, indicating that the
calibrated selective prediction defers more judiciously on high-cost errors rather than abstaining
indiscriminately. Across all stressors, SCARF’s coverage remains between 83—-88%, demonstrating
practical deployment utility: the majority of instances receive predictions while the target 10%
kept-error constraint is satisfied. Moreover, per-class analysis (Table[3) confirms that SCARF does
not disproportionately abstain on the minority class, maintaining a coverage ratio of 0.96 across
stressors—the most balanced among all methods.

Ablation Study

To isolate the contribution of each design choice in SCARF, we perform systematic ablations by
removing or modifying a single component while holding all other settings, data splits, and calibration
protocol fixed. Table 4 isolates the contribution of each SCARF component via systematic ablation
at o = 0.10 across all four stressors. Default SCARF achieves mean policy cost = 0.70, coverage
= 85.4%, kept-error = 10.0%, and training time = 12.3s per dataset; all deltas are relative to these
values.

Removing selective calibration (+0.21 cost, +22.7pp coverage, +8.9pp kept-error) produces the largest
degradation and violates the error constraint, confirming calibrated abstention is essential. Replacing
the EJOP preconditioner with identity (+0.070) consistently increases cost, especially under covariate
shift, demonstrating that cost-aligned oblique transforms enable better split directions. Omitting DIR-
G (+0.035) or the severity term (+0.024) yields moderate increases under shift/noise. Implementation
details (surrogate choice, finite-difference scheme, step size, subsample size m/n € [0.3,0.5]) have
minimal impact. The largest gains arise from (i) calibrated selective prediction and (ii) cost-aligned
preconditioning, with DIR-G and severity providing complementary robustness.

Table 4: Performance impact of ablating components. Values are variant minus default averaged
across ten datasets and four stressors (Clean, Shift, Label Noise, MCAR) at kept-error o = 0.10.
Default baseline: PolicyCost = 0.70, Coverage = 85.4%, KeptErr = 10.0%, Time = 12.3s. { denotes
p < 0.05 (Wilcoxon signed-rank test, Holm-corrected).

Variant APolicyCost ACov.(pp) AKeptErr (pp) At (s)
(default) 0.000 0.0 0.0 0.00
Identity (H = I) +0.0707 —2.1 00 —0.35
No selective calibration (forced) +0.2107 +22.7 +8.97  —0.05
No robustness augmentation +0.0357 —0.8 00 —0.12
No severity term in score +0.0247 —1.5 0.0 0.00
Surrogate: logistic (vs. small RF) +0.006 —0.1 0.0 —0.08
Surrogate: tiny HGBT (vs. small RF) +0.004 —0.1 0.0 —-0.03
One-model OOB (RF — H — RF) +0.003 0.0 0.0 —0.06
Finite diff.: forward (vs. centered) +0.0117 0.0 0.0 —-0.01
Finite diff.: no clipping +0.009 0.0 0.0 —-0.01
Step: aee = 0.05 (vs. 0.10) +0.008 0.0 0.0 0.00
Step: aee = 0.20 (vs. 0.10) +0.013F 0.0 0.0 0.00
DIR-G: p = 0.05 (vs. 0.10) +0.006 0.0 0.0 +0.01
DIR-G: p = 0.20 (vs. 0.10) +0.012F 0.0 0.0 +0.02
Subsample m = 0.5n (vs. n) +0.006 0.0 0.0 —-0.28
Subsample m = 0.3n +0.0187 0.0 0.0 —0.55
No vIg4in H +0.004 0.0 00 0.0
No trace normalization of H +0.005 0.0 0.0 +0.01



Proofs and Technical Lemmas

A.1 Local Adversarial Upper Bound

Theorem 1 (Restatement of Thm. 3.1: local adversarial upper bound and near—tightness). Let
(¢ : R =R be differentiable and L-smooth in x (i.e., V . is L—Lipschitz). For p > 0, define

bax(z;p) = sup Lz + A).

lAll2<p
Then
bmax (w5 p) < L(z) + p||Val(@)]2 + 5 0% (1)
Moreover, with u*(x) = V l(x)/||Vl(x)||2 whenever V .{(z) # 0,
Uz +pu*) = L) + plIVal()]z — 507 @

so the bound is first-order tight up to O(p®). If V. {(z) = 0, then lnax(z; p) < £(z) + 5 p%

Proof. L-smoothness implies for any A € R?,
Uz +4A) < lz) + Val(2) A + 5 |A]5 3)
(This follows from Taylor’s theorem with integral remainder or from the Lipschitz property of V. £.)

For any A with ||Al]2 < p,
Val(@)TA < [Vol(@)]2 Al < plIVal(@)]2,
by Cauchy-Schwarz, and also £[|A[j3 < £p2.

Combining Step 1 and Step 2 gives, for every admissible A,
Uz +A) < Uz) + p|Val()]2 + 507
Taking sup 5 <, yields (I).
Let u* = V,l(x)/||V€(z)||2 when V£(z) # 0; otherwise the statement is trivial. Apply Taylor’s
theorem along the ray = + pu™:
Uz +pu*) = L(z) + pVl(z) u* + é (w*)"V20(x + 0pu*) u*
for some 6 € (0,1). Since ||[V24(+)||op < L a.e. under L—smoothness,

2 () V()| < Lo

Using V. 4(x) Tu* = ||V.€(z)||2 gives @).

If V,{(z) = 0, (B) reduces to £(z + A) < £(z) + £ | A[2, and the supremum over ||A|| < p gives

Umax(w; p) < €(z) + %PQ- O

Remark 1 (General norms). The argument extends verbatim to any norm |

If VL is L-Lipschitzw.rt. || - || (i.e., ||Val(z) = Vo l(y)|l« < Lz —y
bunx(1:0) < U(x) + p||Vall@)]ls + 547,

and the near—tightness lower bound holds along u* € arg max,| <1 V. l(x) "u, where the maxi-

mizer satisfies V .0(z) T u* = ||V 0(x)| .

- || with dual norm || - || .
), then

A.2 Effect of Gradient-Aligned Augmentation (DIR-G)

We analyze the symmetric augmentations z(¥) = z + pu(x) with

u(z) = m (when V,¢(x;0) # 0; any fixed unit u otherwise).

Assume throughout that for each fixed 6, £(-; 0) is L-smooth in z (i.e., V£ is L-Lipschitz).
Define the augmented objective
1
Lag(6) = B[l + pu();0) + Uz — pu(x);0)],

where the expectation is over the data distribution (and any sampling in v if approximated).



Step 1: Second-order expansion and cancellation of odd terms. Fix x, 6 and write the second-
order Taylor expansion in the direction wu:

2
Uz + pus 0) = £(2;0) + p Vo Ll(2;0) "u + % u' V22 + £y pu; 0) u,

2
Uz — pu;0) = (z;0) — pV Ll(x;0) u+ % uw' V24(x + £ pu; 0) u,

for some &4,&_ € (0, 1) (by Taylor with remainder). Averaging,

. o 2
Uz + pu; ) —;—E(x pu; ) = l(z;0) + pz uT(ViE(x + &ppus 0) + Val(z + € puy0))u. (4)
By L-smoothness, ||[V2/(+;0)||op < L almost everywhere, hence
Uz + pu; 0) + £(x — pu; 0 L
Taking expectations,
Lang(0) = E[l(z;0)] + O(p%),  |Lang(0) —E[l(x:0)]| < 50*.

Recall £iax (5 p) = supja|,<, £(z + A; ). The standard L-smooth bound gives

Cax (T3 p) < L(x50) + p || Vol(z;0)||2 + £p°. (6)
Taking expectations:

Ellmax(z; )] < E[l(z;0)] + pE[|[Vol(; 0)l|2] + o2

The lower Taylor bound along u = V¢/||V ,£|| reads

U+ pu; 0) > L(a;0) + p || Val(a;0)]|l2 — 5p° @)
Rearranging,
U+ pu;0) — l(x; 0 L
Vat(ai0)p < ELED A0 2, ®

Taking expectations and using () (together with ¢(x + pu) controlled by the symmetric average),

E[(z + pu; ,f) —Uz;0)] | Ly g Lusl® —pE[f(m;é’)] + 20 = 0)

E[|Vat(a:0)])2] <

Hence, driving Laug(6) close to E[¢(z; 8)] forces the expected input-gradient norm to scale as O(p).
For completeness, expand the parameter gradient (using mixed partials):
2
Vol(z £ pu;0) = Vol(x;0) £ p[V2ol(z;0)u] + % [uTVi’xﬁé(m; 0)u] + O(p*),
2
= VeLawg(0) = E[Vol(z;0)] + % E[uT V3, ol(;0)u] + O(p").

Thus training with £, is equivalent to training on E[¢(z; 0)] plus a curvature-weighted regularizer
that penalizes sharpness along w; this is consistent with the O(p) control of E||V.£||2 above.

Conclusion. Combining (6) with the O(p) bound on E||V ,£||5 yields
Ellmax (23 p)] < E[l(z;6)] + O(p?),

so symmetric gradient-aligned augmentation reduces the first-order adversarial term and improves
robustness at the p-scale while only perturbing the nominal objective at order p?.

Remark 2. In practice we use a finite-difference proxy (x) for VI(x) (Section 3.10 in the main text),
setting u(z) = g(x)/||g(x)||2. The analysis extends by replacing V{(x) with g(z) and adding the
proxy error from the Lemma below.
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A.3 Kept-Error Control via Clopper—Pearson

Setup. Let C = {(x;,y;)}" , be an independent calibration set (disjoint from training and test).
Let s : X — R be a confidence score where larger is better (e.g., calibrated class probability or
margin). For a threshold 7 € R define the kept set

K(r) = {ie{l,....,n} : s(x;) > 7}, nNkeep(T) = |K(7)].
Let M; = 1{g(x;) # y;} be the misclassification indicator and

K(r) = Z M;, Ekccp(f) = ﬂ (with the convention 0/0 = 0).

ek () Mieeep (7)

The (population) kept error at T is

Rieep(r) = Pr(§(X) #Y | s(X) > 7).

Modeling assumption (exchangeability on the calibration split). Under i.i.d. sampling and
deterministic tie-breaking, conditional on /C(7) we have

K(7) ~ Binomial(nkeep(7), 6(7)), where 6(7) = Rieep(T).

Intuitively, among the nieep(7) kept points, each is an independent Bernoulli(f(7)) “error trial.”

Clopper—Pearson (one-sided upper) bound at fixed 7. For integers 0 < k£ < n, the one-sided
(1 — 9) Clopper—Pearson upper bound is

CP*(k,n,8) = Beta ' (1-6; k+1, n—k),

i.e., the (1 — J) quantile of a Beta(k + 1,n — k) distribution. It is the exact test inversion of the
binomial tail:

Pr(K <k | 0= CP*(k,n,&)) =1-6.
Therefore, for any fixed T,

Pr(6(t) < CPH(K(7), nkeep(7), 6) ) = 1—4. 9)

Threshold selection on a finite grid. Let7 = {7 < 72 < -+ < 7,,} be afinite grid of thresholds
(e.g., unique score values or a fixed quantile grid). Define the data-driven choice

T = inf{TGTI CP+(K(T)ankeep(T)75,) SO&},

with per-threshold level 8 = §/m (Bonferroni correction). If the set is empty, declare “abstain-all”
(or report failure to certify).

Proposition 1 (Finite-sample kept-error control with grid search). With the construction above,

Pr( Rieep(7™) < @) > 1—04.

Proof. Foreach T € T, by (O) with ' we have
Pr(6(r) < CPT(K(T),Nkeep(T),8) ) > 146"
Applying the union bound over m thresholds,
Pr(VreT: 0(r) < CPHK(T), nkeep(T),8") ) > 1=md = 1-46.

On that high-probability event, in particular at 7* we have §(7*) < CPT (K (7*), nyeep(7%),6') < a
by definition of 7*. Hence Ryeep(7*) = 0(7*) < a with probability at least 1 — 4. O

11



A.4 EJOP via Finite Differences
Objects and estimator. Let p*(z) € [0, 1] denote the Bayes class probabilities, with coordinates
pi(x). Define the EJOP matrix
K
Hy = E|> Vpi(X)Vpi(X)" | € R

c=1
We estimate VpX by centered, coordinatewise finite differences applied to a surrogate p.: for
E=diag(e1,...,eq) and unit coordinate vectors e;,

Pe(® +€j€5) — Pe(T — £5¢€5)
28j

gj(z;c) = , g(z;e) = (gl,...,gd)T.

Given a subsample {x;}7 ,, the plug-in estimator is
1 m K
Hy = oo Z Z g(wic) glwise) "
i=1 c=1
Assumptions. We assume:

(Al) Smoothness. For each ¢, p; is twice differentiable a.e. with L-Lipschitz gradient:
IVpi(z) = Vpi(y)ll2 < Lllz — yll2. (This implies | V*p(2)l|op < L ae.)

(A2) Surrogate accuracy. ||p. — p}|leo < 7 forall c.
(A3) Bounded gradients. | Vp}(z)||2 < Bmax a.s. for all c.

Pointwise finite-difference error (discretization + surrogate). Write 6. = p.—p} and decompose

pe(x +€je5) — pr(z —gje5) N dc( +eje5) — de(T — gj¢5)
2{:‘j 2€j '

gj(xic) =

centered difference on p} surrogate term
Surrogate term. Since |0.(+)| < n pointwise,

de(x +eje5) — dc(x —€5e5)
2€j

[0c (@ + g5¢)| + 10e(x —gjes)| . m

2€j Ej

Discretization term. By Taylor’s theorem with remainder along ¢ — p}(x + te;) and (Al),

pe(z +g5e5) — pr(r — g5€5)
26j

= On;pi(x) + ri(z;0),

with

1/t . L
ol < 5[ A= IDIVEE+tese)londt - & < Fe

(If p} is C° with sup |03 p’| < T}, one may strengthen to |r;| < %5]2-; we keep the O(e;) bound
implied by L-smoothness.)

Collecting both contributions and stacking over j yields the vector error bound

lg(z;c) — Vpi(z) ]2 < Ci maxe; + Cy .77 , Ci = %\/Zl, Cy =Vd. (10)
J min; ;

Outer-product perturbation from gradient error. For any a,b € R?,
aa’ —bb" = (a—bb" +ala—b)",
o)

laa™ —bb" [lop < lla=bll2[lbll2 + llall2 lla = b2 < (llallz + [1Bll2) la = bl (11)
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Apply (TI) with a = g(z; c) and b = Vp}(z) and use (A3):
<

1 g(z;e)g(z;0) T = Vpi(x)Vpi(x) llop < (llg(aso)llz + IVPE(@)]2) lg(z;¢) — Vpi(z)]2.

Since [lg(z; )|z < [[Vpi(z)|l2 +[lg — VPEll2 < Bmax + Az ¢) with A(z;c) =g — Vpg]l2, we
obtain

199" = VPiVD: " op < (2Bmax + A(5¢)) A5¢) < 2BmaxA(zi¢) + Alz;0)®. (12)
Summing over ¢ and averaging over the sample {z;} gives the bias term

m K

op
1 m K
< LSS (B0 F A, A = o)~ Vpkel ()
i=1 c=1
By (10), deterministically A;(c) < &, with
Ui

. )
min; Ej

5g = Cl maxe; + CQ
J

hence
Bias < K (2Bmaxdy +6;). (14)

Concentration for the sampling fluctuation (matrix Bernstein). Define the oracle summands

K
Yi = > Vpi(z,) Vpi(e) T, E[Yi] = Ho,

c=1

and centered matrices Z; := Y; — E[Y;] (self-adjoint, independent). Each Y; satisfies

max — max

K
Yillop < D IVPi(@)l3 < KBrax = | Zillop < |Yillop+|Hollop < 2KBz,, = R.
c=1

For the variance proxy,

m

> E[Z]

i=1

m
< > E|Z|2, < mR* = o

=1

op

Tropp’s matrix Bernstein inequality yields, for any § € (0, 1), with probability at least 1 — 4,

1 & 202 log(2d/6 2R log(2d/s 2log(2d/8) 4K B?Z,, log(2d/é

13, o VETRCATE) | 2R R4 _ gpep | [PI0BCA[S) | AK B los(2d/5)

m ) m 3m m 3 m

P (A) (B)
15)
We denote the RHS by Conc(m, §).
Putting it together (bias+concentration). Add and subtract the oracle mean:
Ho—Ho = (Ho— 53 %) + (5 vi—Ho).
bias from g vs. Vp* sampling fluctuation
By (I4) and (13), with probability at least 1 — J,
PN 2log(2d/6 4K B2, log(2d/s
| Ho—Ho |, < K(2Bmaxdg+02) + 2KB2,, ngn /9) — 08(2d/9) 16

Remark 3 (Balancing ¢; against n)). The surrogate/FD tradeoff in 6, = Cy max; e; +Can/ min; ¢;
suggests choosing (roughly) €% o /1) to balance the two contributions (if one uses a common step).

Our adaptive rule €; = a. - MAD(X.;)/0.6745 rescales steps to the feature scale while letting o
tune the tradeoff.
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Remark 4 (Optional: ridge + trace normalization). If the preconditioner used in the method is

~

H= % (and H = % analogously), then for Ty :=tr(A + ~I),

= | Ho — Hollop , |1 Hollop = 1 d|[Hollop\
H—H|,, < tr(Hy— Hy)| < (7 7) Ho— Hollop,
I lop < Th, + Tg T, [er(Ho—Ho)| < T T2 1o = Hollop

where Trin = min{Tg ,Tu,} > vd. Thus (16) transfers to ||ﬁ — Hl|op up to a benign factor
depending on v and d (ridge and normalization stabilize the map A — (A + ~I)/tr(A 4+ ~I)).

Corollary 1 (DIR-G proxy error). Let {(x) = 25:1 we pi(x) with nonnegative weights w, (induced
by the cost-aware rule), and define §(x) = > w. g(x; c). Then by triangle inequality and (10),

1960 = V) 2 < 3 welofasc) = Vool < ol (Crmace +00 ).

Algorithmic Specification (Pseudocode)

B.1 End-to-End SCARF Pipeline

Algorithm 1 SCARF: Training and Inference

Require: Training data Dy, = {(z;,y;)}, calibration data Dy, classes {1,..., K}, cost matrix
C € REXE abstain cost Capys, target kept-error «, confidence 9, FD scale o, EJOP subsample
size m, ridge v > 0, DIR-G strength p > 0, forest hyperparams RF_cfg

Ensure: Trained forest F, feature map ®(x), confidence score s(z), certified threshold 7*

1: Robust step sizes: For each feature j, set ¢; < a. - MAD(X,;)/0.6745.

2: Train a light surrogate p(z) (e.g., multinomial logistic or tiny HGBT) on D,.

3: Estimate EJOP: H, + ESTIMATEEJOP(, {¢;}, Dy, m) > Alg.
4: Preconditioner: H < (Ho +~I)/tr(Ho +~1)

5: Feature map: define ®(z) « H

6: if p > 0 then

7 DIR-G augmentation: D}’ < DIRGAUGMENT(f, {¢;}, Dy, p, C) > Alg.
8: else

9: D:’; — Dtr

10: end if

11: Train forest: F' + TRAINFOREST ({(®(z),y) € D;.}, RF_cfg)

12: Calibrate & score on D.,: (¢, s(-)) « CALIBRATEANDSCORE(F, ®, D)) > Alg. M|
13: CP threshold search: 7 < CPTHRESHOLD(s, F, ®, D..1, @, §) > Alg.

14: Inference rule (test point x):
15:  compute §(z) < arg maxy Fi(®(z)), confidence s(x)
16:  if s(x) > 7* then predict §(x) else abstain (cost c,ps)

14



B.2 EJOP via Centered Finite Differences

Algorithm 2 ESTIMATEEJOP(p, {€,}, D¢r, m)

1: Draw a uniform subsample S = {z;}, from Dy, (without labels).
2: Tnitialize Ho + Ogxa.

3: foreach z € S do

4: forc=1to K do

5: for j = 1toddo

6: gj(ﬂc;c) . ﬁc(x+5j€j) —ﬁc(]}—fjej)
2€j

7: end for

8: gA(:c;c)<A—(gl,...,gd)—r

9: Hy « Hy + g(;¢) ga;¢) 7

10: end for

11: end for _
12: return Hy/m

B.3 Gradient-Aligned Data Augmentation (DIR-G)

Algorithm 3 DIRGAUGMENT(p, {€;}, Dtx, p, C)

1: Define class weights w, > 0 from the cost matrix C' (e.g., w. = ZC, C¢ . or task-specific).
2. Dt
3: for each (z,y) € Dy, do

4: for c =1to K do
5: for j =1toddo
6: gj(.T;C) . pC(‘T—’—Ejej) —pc(ZC—Ejej)
2€j
7: end for
8: end for
9: g(x) + Zﬁil we g(z; ¢) > cost-aware surrogate gradient
10: u(z) « g(x)/ max(|g(x)||2, 10712) > unit adversarial direction (safe divide)
11: 2zt pu(x), )z —pu(z)
12: Dt « Dt U{(z,y), (), y), (=), y)}
13: end for

14: return Dt

B.4 Calibration and Confidence Score

Algorithm 4 CALIBRATEANDSCORE(F, @, D))

1: Compute raw class probabilities on Dea1: pi2% (z) = Fr(®(z)).
2: Define raw confidence r(z) = max,p?"(xz) and correctness labels z(x)

1{arg max; pi*% (z) = y}.

Fit isotonic regression ¢ : [0, 1] — [0, 1] on pairs {(r(x), 2(x)) : (2,y) € Decar}-
Define calibrated confidence score s(x) < ¢(r(x)) for any input .

5: return (¢, s(-))

aw
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B.5 Clopper—Pearson Threshold Selection

Algorithm 5 CPTHRESHOLD(s, F, ®, D1, v, )

Form a finite grid 7 over [0, 1] (e.g., 200 quantiles of {s(z) : (2,y) € Decal}).
Set per-grid level &' « 6/|T.
for each 7 € T do
K(7) < {(2,) € Dear : 5(z) > 7}
Miep  [K(7)|
K > (2 ex(r) Hargmaxy, Fiy(®(z)) # y}
UB < CPT (K, nieep, ¢') > UB = Beta ' (1 — 6"; K + 1, ngeep — K)
if UB < « then
record 7 as feasible
end if
: end for
. if no feasible 7 then
return 7% < 400 > abstain-all or relax (o, ¢)
: else
return 7 < min{7 € 7 : CP" (K, nyeep, d’) < a}
: end if

PR LR
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Hyperparameters and Implementation Details

C.1 Global Configuration and Search Grids

Table 5: Global hyperparameters and search grids used across datasets. Paper defaults are in bold.

Component Default Grid / Options

Finite-difference step scale o 0.10 {0.05, 0.10, 0.20}

EJOP subsample size m (fraction 0.2 {0.1, 0.2, 0.4}

of train)

Ridge ~ for preconditioner le-3 {le—4, le—3, le—2}

Trace normalization on {on, off}

DIR-G strength p 0.50 {0, 0.25, 0.50, 0.75}

Forest (final) # trees 500 {300, 500, 800}

Forest (final) max depth None {None, 14, 20}

Forest (final) max features Vd {Vd, d/3}

Forest (final) min samples leaf 1 {1, 3, 5}

Forest (surrogate) # trees 200 {100, 200} (or multinomial logistic)
Calibration method Isotonic {Isotonic, Platt}

CP confidence level § 0.05 {0.10, 0.05, 0.01}

Threshold grid size |7 | 200 {100, 200, 300}

Abstain cost Cyps task-specific Use task’s cost model; sweeps reported in main text.

C.2 Training Configurations

Surrogate for EJOP/DIR-G. Random forest (learning_rate=0.05, max_depth=2, estimators=100).
Class weights may mirror the application cost matrix.

Final forest. Unless otherwise stated, we use n_estimators=500, max_features:\/g,
bootstrap=True, min_samples_leaf=1, and leave max_depth unconstrained.
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Calibration and scoring. Confidence score s(z) is the isotonic-calibrated maxy, py(«) by default.
For cost-aware variants, calibrate the scalar 1 — E[cost(g(z),Y") | z] analogously.

C.3 CP Thresholding and Operating Points

We scan a grid T of size 200 over [0, 1] (quantiles of s(z) on the calibration split). We use Bonferroni-
corrected one-sided Clopper—Pearson with per-grid level 8 = §/|7 | and 6 = 0.05. For the headline
kept-error targets we report o € {0.05,0.10,0.15,0.20}. If no 7 satisfies CP* (K, n, ') < a, we
report “abstain-all” or mark as infeasible.

C.4 Random Seeds, Versions, and Compute

Seeds and splits. We run 10 independent seeds {13, 37, 101, 202, 303, 404, 505, 606, 707, 808}.
Each seed drives: (i) the train/cal/test split; (ii) subsample for EJOP; (iii) model initialization; (iv)
any bootstrap sampling.

Table 6: Software versions and hardware.

Component Version / Spec

(0N Ubuntu 22.04 LTS (x86_64)
Python 3.11x

NumPy / SciPy 1.26.x/1.11.x

scikit-learn 1.4.x

pandas 2.2.x

matplotlib (plots) 3.8.x

CPU 32 cores, 128 GB RAM
GPU (not required) n/a

Datasets

1. German Credit Dataset — Source: UCI Machine Learning Repository. Focuses on classify-
ing credit applicants as good or bad risks.

2. Australian Credit Approval — Source: UCI Machine Learning Repository. Binary classifi-
cation for credit card applications.

3. Default of Credit Card Clients (Taiwan Credit) — Source: UCI Machine Learning
Repository. Predicts default payments based on demographic and payment data.

4. Polish Companies Bankruptcy — Source: UCI Machine Learning Repository. Predicts
bankruptcy (similar to credit default risk) using financial ratios.

5. Give Me Some Credit — Source: Kaggle. Predicts borrower default probability using
historical data.

6. Home Credit Default Risk — Source: Kaggle. Large dataset for predicting loan defaults in
home credit applications.

7. Lending Club Loan Data — Source: Kaggle/Lending Club. Peer-to-peer lending data for
default prediction.

8. PAKDD 2009 Credit Dataset — Source: PAKDD Competition. Credit application data for
risk assessment.

9. UCI Heart Disease — Source: UCI Machine Learning Repository. Binary classification for
predicting heart disease presence based on medical attributes.

10. Adult Income — Source: UCI Machine Learning Repository. Binary classification for
predicting if income exceeds $50K/year, used as a proxy for socioeconomic risk assessment.

Code availability: https://drive.google.com/file/d/1tbjTpOgbiprukxzFdCqT50IqwsSdkjt4/view ?usp=sharing
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