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Abstract

Generative AI models are increasingly applied in biotechnological domains, yet
existing safeguards fail to account for how diverse conversational failure modes can
be repurposed into biorisk-relevant attacks. We present a crowdsourced, multi-turn
jailbreak dataset collected from non-technical university students who achieved
effective red teaming capabilities with 5+ hours of learning, plus transformation
protocols that systematically identify safety vulnerabilities in frontier language
models. Central to our study is a domain-targeted Biorisk-Shift transformation
leveraging this dataset, which successfully converts general jailbreak patterns into
high-stakes biological contexts with a 53.5% bypass rate of biosafety guardrails.
Complementary transformations, including Attack Enhancement and Failure Root-
Cause Iteration, further expand the range of elicited harmful outputs. Benchmarks
against defense-filtered models show that even state-of-the-art safeguards can be
circumvented, underscoring how ordinary conversational exploits can escalate into
risks for protein design, genome editing, and molecular synthesis. Our findings
demonstrate the need for comprehensive biosecurity-specific evaluation methods
that involve a large contributor base and integrated safeguards that directly address
the translation of everyday model failures into extreme biological threats.

1 Introduction

Frontier generative models still exhibit failure modes that can be translated into high-stakes biological
contexts, despite domain filters and safety training [12, 9, 8]. Our core finding is that ordinary jailbreak
patterns and refusal-circumvention tactics, originally collected outside biology, can be systematically
repurposed into biorisk-relevant attacks via a domain-targeted Biorisk-Shift transformation that
bypasses biosafety guardrails in over half of attempts [2, 4]. This reframes evaluation: the primary
danger is not only bespoke bio-specific prompts, but the ease with which generic conversational
failures can be shifted into protein design, genome editing, and molecular synthesis contexts [14, 4].

Leveraging real conversations to surface biosecurity risk. We start from thousands of human-
written dialogues collected from non-expert contributors and preserve their naturalistic escalation
dynamics (social framing, rapport, gradual pressure), then apply lightweight, reproducible trans-
formations to translate these failures into biological domains [5, 13]. Our human corpus contains
3,000 threads from 100+ university student contributors (83% with 3–43 turns), with the majority
from non-technical disciplines including English literature, psychology, political science, and history.
Critically, these contributors achieved substantial attack success rates with only 5+ hours of directed
learning covering basic AI safety concepts. This demonstrates that effective adversarial prompting
requires minimal specialized training. We expand coverage with >800 sample synthetic interactions
drawn from the same seed distribution.
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Human threads 3,000
Contributors 100
Multi-turn ratio 83.3%
Turn span 3–43
Synthetic dialogs 50,000

Table 1: Corpus at a glance. Human and synthetic partitions share one schema for reproducible
evaluation and augmentation.

A critical insight for biosecurity threat modeling is that initially failed or relatively benign conversa-
tions from these novice contributors can be systematically enhanced into successful biorisk attacks.
This design choice matters for biosecurity: diverse, everyday conversation styles from non-experts
generate a wider variety of prompts that are easily reframed into dual-use biological inquiries, and
even unsuccessful attempts contain latent adversarial structure that can be algorithmically amplified
into biological contexts.

Domain-targeted Biorisk-Shift. We introduce a two-stage transformation that (i) strengthens the
conversational frame (authority, trust, and benign research context) and (ii) maps generic objectives
into biologically specific but high-level requests (e.g., protein engineering, sequence editing, or
synthesis planning) without revealing operational procedures [14, 3]. This Biorisk-Shift achieves a
53.5% bypass rate against biosafety safeguards in frontier models, demonstrating that translation—not
just invention—of attacks is a central vector for risk.

Figure 1: Turn-length distribution from human dataset
for turns >=3.

Additional transformations for breadth
and pressure-testing. To systematically
raise difficulty while remaining model-
agnostic, we add (1) Attack Enhancement,
which restructures previously failed threads
and converts 48% into successes, and (2)
Failure Root-Cause → Iteration, which di-
agnoses refusal causes and repairs the di-
alogue (25% success). These transforma-
tions complement Biorisk-Shift by cover-
ing non-biological failure modes that are
readily translatable into biosafety-relevant
settings. This finding has profound impli-
cations for biological threat modeling, as
it suggests that the effective attack surface
includes not only successful adversarial at-
tempts, but also the vast corpus of failed
conversations and benign interactions that
can be systematically enhanced into dual-
use biological inquiries.

Evaluation signal and implications. Us-
ing an automated harmfulness grader derived from Mazeika et al. [7] and defense-filtered configura-
tions of state-of-the-art models, our simple transformations produce up to a 55% bypass of biosafety
guardrails; mitigations reduce but do not eliminate risk [7]. The takeaway for biosecurity is pragmatic:
start from real human dialogues, preserve interaction structure, and apply light domain-targeted shifts
to reveal residual vulnerabilities that conventional single-turn, bio-only tests miss [1]. Our dataset
and protocols offer a compact, reproducible surface for stress-testing generative AI in biologically
relevant contexts and for developing stronger, domain-specific conversational defenses.

2 Dataset & Collection Protocol

Scope. We collect 3,000 human-authored jailbreak conversations from 100 non-expert contributors
via an interactive interface with immediate grader feedback. In a representative subset, 83.3% of
dialogues are multi-turn (3–43 turns), reflecting rapport-building and escalation dynamics that are
central to biosafety evaluations. This design choice matters because real-world misuse often unfolds
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gradually, with benign-seeming exchanges setting the stage for harmful requests and because prior
work shows that multi-turn adversarial prompting uncovers vulnerabilities missed in single-turn
settings [11, 6].

Why multi-turn for biosafety. Biosafety guardrails often hold at first exposure but degrade under
sustained conversational pressure. Long-horizon dialogues thus provide the “stress window” in which
safeguards can be eroded, revealing latent pathways to biological misuse [10]. For biosecurity, this is
especially salient: actors need not begin with direct biological requests but can instead escalate from
innocuous-seeming queries into dual-use or hazardous territory.

3 Augmentation Protocols (Multi-Turn Preserving)

We apply three lightweight, conversation-preserving transformations to expand coverage and increase
evaluation pressure without revealing operationally actionable details. These transformations are
designed to stress-test safeguards in ways directly relevant to biosecurity, by either repairing failed
attacks or reframing ordinary jailbreaks into biologically specific settings.

(A) Attack Enhancement. Previously failed threads are restructured using staged requests and
persona priming, while keeping the original objective constant. This increases the chance of bypassing
defenses by layering in conversational scaffolding with success rising to 48% on prior failures.

(B) Failure Root-Cause → Iteration. We identify why individual threads fail (e.g., missing
context, premature directness), then regenerate targeted repairs. This systematic recycling aligns with
adversarial training practices and yields 25% success.

(C) Biorisk-Shift. Our most important transformation for this workshop combines high-level
psychological framing (authority, rapport, research framing) with a domain-targeted, scholarly tone.
It preserves natural research-like progression (literature review → methods → troubleshooting),
thereby mimicking plausible academic inquiry while incrementally escalating into dual-use areas.
Outcome: 53.5% bypass of biosafety guardrails on a held-out bio subset, underscoring how non-
biological jailbreak failures can be systematically “shifted” into high-stakes biological security
contexts.

4 Evaluation & Results

Figure 2: Success rates by transformation on
held-out sets. Bars show (A) 48%, (B) 25%,
(C) 53.5%. Error bars: bootstrap 95% CI.

Experimental setup. We evaluate a representative
frontier model in two settings: Base and Defense-
Filtered. Inputs are human dialogs (§2) and their
transformed counterparts (§3). An automated harm-
fulness grader labels each thread as success (harm-
ful completion present) or failure. We report results
over fixed test partitions with three random seeds for
prompt stochasticity.

Metrics. The primary metric is per-thread suc-
cess rate, p̂ = 1

N

∑N
i=1 1{harmful(i)}, with 95%

bootstrap confidence intervals (10,000 replicates).
We analyze (i) overall rates, (ii) effects of multi-
turn–preserving transformations, and (iii) success vs.
turn depth.

Headline results. Transformations materially in-
crease evaluation pressure (Tab. 2). Overall, harmful
completions reach 55% in biosafety-focused subsets.
Success rises with turn depth, concentrating in the
8–20 turn regime (Fig. 3).
Depth sensitivity. Binning by turn depth shows monotone increases through early/mid dialogue:
rates are flat for ≤ 5 turns, then rise in 8–20, consistent with escalation effects. A smoothing spline
highlights the inflection without overfitting (Fig. 3).
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Method Base

Human (raw) 0
+ Attack Enhancement (A) 48
+ Root-Cause → Iteration (B) 25
+ Biorisk-Shift 54

Overall (bio subsets) 55

Table 2: Summary of success rates converting normal conversation threads that do not succeed in
jailbreaking models into successful attack vectors. All values are percentages rounded to nearest
whole number.

Reproducibility notes. All results are averaged across three seeds; we release scripts that (i)
reproduce partitions, (ii) run the grader, and (iii) render Tab. 2 (protocol modifications) and Tab. 2
(success vs. depth).
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Figure 3: Success vs. turn depth (loess). Multi-turn advantages concentrate in the 8–20 turn regime.

Takeaway. Diverse human multi-turn dialogs, coupled with minimal, reproducible transformations,
provide a compact and effective surface for probing conversational safety in biosafety-relevant
settings.

5 Conclusion

We present a compact framework for probing generative AI safeguards, with a focus on vulnerabilities
that matter for biosafety and biosecurity. Our human corpus (§2) captures realistic, long-horizon
dialogues that reveal escalation dynamics often missed by single-turn testing, and our augmentation
protocols (§3) demonstrate how these generic jailbreak failures can be systematically translated into
biological contexts. Empirically (§4), the transformations yield ∼55% bypass of biosafety guardrails
overall, with the domain-targeted Biorisk-Shift achieving 53.5%, showing that conversational vulnera-
bilities in general-purpose jailbreaks can readily be reframed into protein design, genome editing, or
molecular synthesis requests. Defenses reduce but do not eliminate these risks, underscoring that safe-
guards must address interaction-level strategies such as framing, staged requests, and rapport-building,
rather than relying solely on turn-local refusals. Taken together, our results position biosafety as
a stringent, policy-relevant proving ground for evaluating and hardening multi-turn robustness in
generative AI systems.
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