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ABSTRACT

While adversarial training methods have resulted in significant improvements
in the deep neural nets’ robustness against norm-bounded adversarial perturba-
tions, their generalization performance from training samples to test data has been
shown to be considerably worse than standard empirical risk minimization meth-
ods. Several recent studies seek to connect the generalization behavior of adver-
sarially trained classifiers to various gradient-based min-max optimization algo-
rithms used for their training. In this work, we study the generalization perfor-
mance of adversarial training methods using the algorithmic stability framework.
Specifically, our goal is to compare the generalization performance of vanilla ad-
versarial training scheme fully optimizing the perturbations at every iteration vs.
the free adversarial training simultaneously optimizing the norm-bounded pertur-
bations and classifier parameters. Our proven generalization bounds indicate that
the free adversarial training method could enjoy a lower generalization gap be-
tween training and test samples due to the simultaneous nature of its min-max
optimization algorithm. We perform several numerical experiments to evaluate
the generalization performance of vanilla, fast, and free adversarial training meth-
ods. Our empirical findings also show the improved generalization performance of
the free adversarial training method and further demonstrate that the better gen-
eralization result could translate to greater robustness against black-box attack
schemes and higher transferability of the adversarial examples designed for free
adversarially trained neural networks.

1 INTRODUCTION

While deep neural networks (DNNs) have led to remarkable results in standard supervised learn-
ing tasks in computer vision and natural language processing, they are widely recognized to be
susceptible to minor adversarially-designed perturbations to their input data commonly regarded as
adversarial attacks (Szegedy et al.| [2013] |Goodfellow et al.,2014). Adversarial examples are typi-
cally designed by finding the worst-case norm-constrained perturbation that leads to the maximum
impact on the classification loss at an input data point. To combat norm-bounded adversarial at-
tacks, adversarial training (AT) methods (Madry et al.l |2017) which learn a DNN classifier using
adversarially-perturbed training examples have been shown to significantly improve the robustness
of a DNN against norm-bounded adversarial attacks. Several variants of AT methods have been
developed in the machine learning community to accelerate and facilitate the application of AT
algorithms to large-scale machine learning problems (Shafahi et al.,[2019; |Wong et al., [2020).

While AT algorithms have achieved state-of-the-art robustness scores against standard norm-
bounded adversarial attacks, the generalization gap between their performance on training and test
data has been frequently observed to be significantly greater than the generalization error of DNNs
learned by standard empirical risk minimization (ERM) (Schmidt et al., 2018 Raghunathan et al.|
2019). To understand the significant generalization gap in adversarial training, several theoretical
and empirical studies have focused on the generalization properties of adversarially-trained models
(Yin et al., 2019} Rice et al.||2020). These studies have attempted to analyze the generalization error
in learning adversarially-robust models and reduce the generalization gap by applying explicit and
implicit regularization techniques such as early stopping and Lipshcitz regularization methods.
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Specifically, several recent works (Lei et al.,[2021; [Farnia & Ozdaglar, 2021} Xiao et al.,[2022b)) have
focused on the connections between the optimization and generalization behavior of adversarially-
trained models. Since adversarial training methods use adversarial training examples with the worst-
case norm-bounded perturbations, they are typically formulated as min-max optimization problems
where the classifier and adversarial perturbations are the minimization and maximization variables,
respectively. To solve the min-max optimization problem, the vanilla AT framework follows an itera-
tive algorithm where, at every iteration, the inner maximization problem is fully solved for designing
the optimal perturbations and subsequently, a single gradient update is applied to the DNN’s param-
eters. Therefore, the vanilla AT results in a non-simultaneous optimization of the minimization and
maximization variables of the underlying min-max problem. However, the theoretical generaliza-
tion error bounds in (Farnia & Ozdaglar, [2021} Lei et al.,|2021) suggest that the non-simultaneous
optimization of the min and max variables in a min-max learning problem could lead to a greater
generalization gap. Therefore, a natural question is whether an adversarial training algorithm with
simultaneous optimization of the min and max problems can reduce the generalization gap.

In this work, we focus on a widely-used variant of adversarial training proposed by [Shafahi et al.
(2019), adversarial training for free (free AT), and aim to analyze its generalization behavior com-
pared to the vanilla AT approach. While the vanilla AT follows a sequential optimization of the
DNN and perturbation variables, the Free AT approach simultaneously computes the gradient of
the two groups of variables at every round of applying the backpropagation algorithm to the multi-
layer DNN. We aim to demonstrate that the mentioned simultaneous optimization of the classifier
and adversarial examples in free AT could translate into a lower generalization error compared to
vanilla AT. To this end, we provide theoretical and numerical results to compare the generalization
properties of vanilla vs. free AT frameworks.

On the theory side, we leverage the algorithmic stability framework (Bousquet & Elisseeff, 2002}
Hardt et al.l 2015) to derive generalization error bounds for free and vanilla adversarial training
methods. The shown generalization bounds suggest that in the nonconvex-nonconcave regime, the
free AT algorithm could enjoy a lower generalization gap than the vanilla AT, since it applies si-
multaneous gradient updates to the DNN’s and perturbations’ variables. We also develop a similar
generalization bound for the fast AT methodology (Goodfellow et al.|[2014) which uses a single gra-
dient step to optimize the perturbations. Our theoretical results suggest a comparable generalization
bound between free and fast AT approaches.

Finally, we present the results of our numerical experiments to compare the generalization perfor-
mance of the vanilla, fast, and free AT methods over standard computer vision datasets and neural
network architectures. Our numerical results also suggest that the free AT method results in a con-
siderably lower generalization gap than the vanilla AT and relatively improves the generalization
performance over the fast AT algorithm. While the lower generalization error of free AT does not
lead to a significant improvement of the test accuracy under white-box PGD attacks, our empirical
results suggest that the networks trained by free AT result in a higher test accuracy under standard
black-box adversarial attacks. Furthermore, our numerical findings indicate that the adversarial per-
turbations designed for DNNs trained by free AT could transfer better to an unseen target neural net
classifier than those optimized for DNNs trained according to vanilla and fast AT. We can summarize
this work’s contributions as follows:

* Leveraging the algorithmic stability framework to analyze the generalization behavior of the free
AT algorithm,

* Providing a theoretical comparison of the generalization properties of the vanilla, fast, and free
AT methods,

* Numerically analyzing the generalization and test performance of the free vs. vanilla AT schemes
under white-box and black-box adversarial attacks.

2 RELATED WORK

Generalization in Adversarial Training: Since the discovery of adversarial examples (Szegedy
et al.| 2013)), a large body of works has focused on training robust DNNs against adversarial pertur-
bations (Goodfellow et al., 2014 |Carlin1 & Wagner, 2017; Madry et al., 2017} |Zhang et al.,[2019).
Shafahi et al. (2019) proposed “free” adversarial training algorithm to update the neural net and
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adversarial perturbations simultaneously, and |Wong et al. (2020) proposed “fast” algorithm, both
of which were originally aimed at reducing the computational cost of adversarial training. Com-
pared to standard training, the overfitting in adversarial training is shown to be significantly more
severe (Rice et al.,[2020). A line of works analyzed adversarial generalization through the lens of
uniform convergence analysis such as via VC-dimension (Montasser et al., 2019; |Attias et al., 2022)
and Rademacher complexity (Yin et al.,|2019; [Farnia et al., | 2018}; |/Awasthi et al., [2020; | Xiao et al.|
2022a). |Schmidt et al. (2018)) proved tight bounds on the adversarially robust generalization error
showing that vanilla adversarial training requires more data for proper generalization than standard
training. Xing et al. (2022) studied the phase transition of generalization error from standard train-
ing to adversarial training. Also, the reference (Andriushchenko & Flammarion|2020) discusses the
catastrophic overfitting in the Fast AT method.

Uniform Stability: Bousquet & Elisseeff] (2002) developed the algorithmic stability framework to
analyze the generalization performance of learning algorithms. |Hardt et al.|(2015) further extended
the algorithmic stability approach to stochastic gradient-based optimization (SGD) methods. [Bassily
et al.| (2020); [Lei (2023) analyzed the stability under non-smooth functions. Some recent works
applied the stability framework to study the generalization gap of adversarial training, while they
mostly assumed an oracle to obtain a perfect perturbation and focused on the stability of the training
process. Xing et al.| (2021) analyzed the stability by shedding light on the non-smooth nature of
the adversarial loss. [Xiao et al. (2022b)) further investigated the stability bound by introducing a
notion of approximate smoothness. Based on this result, | Xiao et al. (2022c) proposed a smoothed
version of SGDmax to improve the adversarial generalization. |Xiao et al./(2023)) utilized the stability
framework to improve the robustness of DNNs under various types of attacks.

Generalization in minimax learning frameworks: The generalization analysis of general mini-
max learning frameworks has been studied in several related works. |Arora et al.|(2017) established
a uniform convergence generalization bound in terms of the discriminator’s parameters in generative
adversarial networks (GANSs). Zhang et al. (2017);|Bai et al.|(2018)) characterized the generalizabil-
ity of GANSs using the Rademacher complexity of the discriminator function space. Some work also
analyzed generalization in GANs from the algorithmic perspective. |[Farnia & Ozdaglar (2021); Le1
et al. (2021)) compared the generalization of SGDA and SGDmax in minimax optimization problems
using algorithmic stability. Wu et al. (2019)) studied generalization in GANs from the perspective of
differential privacy. [Ozdaglar et al. (2022) proposed a new metric to evaluate the generalization of
minimax problems and studied the generalization behaviors of SGDA and SGDmax.

3 PRELIMINARIES

Suppose that labelled sample (x,y) is randomly drawn from some unknown distribution D. The
goal of adversarial training is to find a model f,, with parameter w € W which minimizes the
population risk against the adversarial perturbation ¢ from a feasible perturbation set A, defined as:

R(w) = ]E(Ly)wp |:%163£( h(“h 0; x>y):| s

where h(w, §; x,y) = Loss(fy, (2 + 0),y) is the loss function in the supervised learning problem.
Since the learner does not have access to the underlying distribution D but only a dataset S =

{z1, 29, -+ ,x,} of size n, we define the empirical adversarial risk as
1 n
Rs(w) == 2 1%1135(}1(1075;1?]‘,%)-
]:

The generalization adversarial risk Egen(w) of model parameter w is defined as the difference be-
tween population and empirical risk, i.e., Egen(w) := R(w) — Rg(w). For a potentially randomized
algorithm A which takes a dataset .S as input and outputs a random vector w = A(.S), we can define
its expected generalization adversarial risk over the randomness of a training set .S and stochastic
algorithm A, e.g. under mini-batch selection in stochastic gradient methods or random initialization
of the weights of a neural net classifier,

Egen(A) 1= Es a[R(A(S)) — Rs(A(9))]-

Throughout the paper, unless specified otherwise, we use || - || to denote the £ norm of vectors or
the Frobenius norm of matrices.
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3.1 ADVERSARIAL TRAINING

In the field of adversarial training, the perturbation set A is usually an Ly-norm or L.,-norm
bounded ball of some small radius ¢ (Szegedy et al., |2013} [Goodfellow et al., [2014). To robus-
tify a neural network, the standard methodology Avupia 1S to train the network with (approximately)
perfectly perturbed samples, both in practice (Madry et al., [2017; Rice et al., 2020) and in theory
analysis (Xing et al., 2021} Xiao et al.,[2022b), which is formally defined as follows:

Algorithm 1 Vanilla Adversarial Training Algorithm Avaypii,

1: Input: Training samples .S, perturbation set A, learning rate of model weight a.,,, mini-batch
size b, number of iterations T'

2: forstept < 1, --- , T'do
3: Uniformly random mini-batch B C S of size b .
4: Compute adversarial attack d; for all (z;,y;) € B: §; <— argmaxz h(w, d; 75, y;)

5: Update w with perturbed samples: w < w — %~ Z(xj vnes Yoh(w, 65:25,;)
6: end for o

In practice, due to the non-convexity of neural networks, it is computationally intractable to compute
the best adversarial attack § = arg maxg, , h(w,d;z), but the standard projected gradient descent
(PGD) attack (Madry et al., 2017) is widely believed to produce near-optimal attacks, by iteratively
projecting the gradient Vsh(w, d; ) onto the set of extreme points of A, i.e.,

malg):= argmin  [g—d|?, (1)
0 €ExtremePoints(A)

updating the attack ¢ with the projected gradient wa(Vsh(w,d;2)) and some step size «g, and
projecting the update attack to the feasible set A, i.e,

Pa(g) := argmin|lg — 4. 2)
SEA

Despite the significant robustness gained from Ay, it demands high computational costs for
training. The “free” adversarial training algorithm Ag. (Shafahi et al.}[2019) is proposed to avoid
the overhead cost, by simultaneously updating the model weight parameter w when performing
PGD attacks. Ag. is empirically observed to achieve comparable robustness to Avyaiia, While it can
considerably reduce the training time (Shafahi et al., 2019; Wong et al., 2020).

Algorithm 2 Free Adversarial Training Algorithm Agee

1: Input: Training samples .S, perturbation set A, step size of model weight «,,, learning rate of
adversarial attack a5, free step m, mini-batch size b, number of iterations 7'
2: forstep+ 1, ---, T/mdo

3: Uniformly random mini-batch B C S of size b

4: 6 :=[0;](j:z;.y;e B} < Uniform(A®)

5: for iteration 7 < 1, --- , m do

6: Compute weight gradient and attack gradient by backpropagation:

7: Juw % ij,yjeB Vuh(w,65525,y;), and g5 < [Vsh(w, 05375, Y5)](j:2;.y,€B)
8: Update w with mini-batch gradient descent: w <— w — o, Gw

9: Update § with projected gradient ascent: 6 <~ [Pa(d; + as7a(9s;))] (j:x; y;€B)

10: end for
11: end for

We also compare Ay, and Apeee With the “fast” adversarial training algorithm Ap,, (Wong et al.|
2020), which is a variant of the fast gradient sign method (FGSM) by (Goodfellow et al. (2014).
Instead of computing a perfect perturbation, it applies only one projected gradient step with fine-
tuned step size from a randomly initialized point in A. It is also empirically observed to achieve
comparable robustness with fewer cost (Wong et al.,|2020; |Andriushchenko & Flammarion, 2020).
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Algorithm 3 Fast Adversarial Training Algorithm Ag,g

1: Input: Training samples X, perturbation set A, , learning rate of model weight «,,, step size of
adversarial attack ¢vs, mini-batch size b, number of iterations 7T’

2: forstept < 1, ---, T do

3: Uniformly random mini-batch B C S of size b

4 Compute adversarial attack 0 with random start:

5 0= [6j]{j:$j7yj~63} < Uniform(A®)

6: g5 [Vsh(w, 6525, 9)jiw, ,eB)

7 6 < [Pa(d; + asma(9s;))] jix; y,e B

8: Update w with perturbed sample: w < w — %= Zx%ijB Vh(w,d;;2;5,y5)

9: end for

4  STABILITY AND GENERALIZATION IN ADVERSARIAL TRAINING

To bound the generalization adversarial risk, the notion of uniform stability with respect to the
adversarial loss is introduced (Bousquet & Elisseeft] 2002).

Definition 1. A randomized algorithm A is e-uniformly stable if for all datasets S,S’ € D™ such
that S and S’ differ in at most one example, we have

supE 4 max h(A(S),d;x) — max h(A(S'),6;z)| <e. (3)

T €A dEA

As Theorem 2.2 in |Hardt et al. (2015), the generalization risk in expectation of a uniformly stable
algorithm can be bounded by the following theorem

Theorem 1. Assume that a randomized algorithm A is e-uniformly stable, then the expected gener-
alization risk satisfies
|Egen| = [Es,A[R(A(S)) — Rs(A(S))]| < €.

Proof. The proof can be found in Theorem 2.2 in Hardt et al.| (2015) by replacing the loss function
with the adversarial loss maxsea h(w, d; ). O

In order to study the uniform stability of adversarial training, we make the following assumptions
on the Lipschitzness and smoothness of the objective function. Our generalization results will hold
as long as Assumptions|[T} [2Jhold locally within an attack radius distance from the support set of X.

Assumption 1. h(w, ¢) is jointly L-Lipschitz in (w, 6) and L.,-Lipschitz in w over W x A, i.e., for
everyw,w’ € W and §,6' € A we have

|A(w, ) — h(w',8")* < L? (|lw — w'|* + [|§ = &'|I*) , | h(w,8) = h(w",8)|* < Ly w —'|*.

Assumption 2. h(w,d) is continuously differentiable and [-smooth over W x A, ie.,
[Vwh(w,d),Vsh(w, )] is B-Lipschitz over W x A and for every w,w’ € W, §,6' € A we have

IVwh(w, 8) = Vwh(w',6) | + [Vsh(w, §) = Vsh(w',8")[|* < B2 (Jw — w'|* + [|6 — &"]]*) -

We clarify that the Lipschitzness and smoothness assumptions are common practice in the uni-
form stability analysis (Hardt et al., 2015} | Xing et al., [2021} [Farnia & Ozdaglar, [2021} Xiao et al.,
2022b). In practice, although ReLU activation function is non-smooth, recent works (Du et al.|
2019; |Allen-Zhu et al., [2019) showed that the loss function of over-parameterized neural networks
is semi-smooth; also, another line of works (Xie et al., [2020; Singla et al., [2021) suggest that re-
placing ReLU with smooth activation functions can strengthen adversarial training; and some works
(Fazlyab et al.| [2019; |Shi et al.| [2022) attempt to compute the Lipschitz constant of neural networks.

5 STABILITY-BASED GENERALIZATION BOUNDS FOR FREE AT

In this section, we provide generalization bounds on vanilla, fast, and free adversarial training al-
gorithms. While previous works mainly focus on theoretically analyzing the stability behaviors of
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vanilla adversarial training under the scenario that h(w, J; x) is convex in w (Xing et al., 2021} Xiao
et al.| 2022b), or h(w,d;x) is concave or even strongly-concave in d(Lei et al., 2021} [Farnia &
Ozdaglar, 2021; |Yang et al.| |2022} |Ozdaglar et al.| |2022)), our analysis focuses on the nonconvex-
nonconcave scenario: without assumptions on the convexity of h(w,d;x) in w or concavity of
h(w, §; ) in 6. We defer the proof of Theorems [2]and 4] to the Appendix[A.1]and[A.2] Throughout
the proof, we assume that AssumptionsI]and [2|hold.

Theorem 2 (Stability generalization bound of Avypina). Assume that h(w, 0) satisfies Assumptions
and|2|and is bounded in [0, 1], and the perturbation set is an Lo-norm ball of some constant radius
g, i.e, A ={d:]0|] < e}. Suppose that we run Ayuing in Algorithm for T steps with vanishing
step size cuyy < c/t. Letting constant Avaning := B¢, then

b 1 2L, Y am‘1u+1 Aanilla
gggn(Avam'”a) S — (1 + > ( C(Eﬂn =+ L)) ot TAW:im,HJrl . (4)
n AVanilla b

By equation E], we have the following asymptotic bound on Egen (Avanilla) With respect to 7" and n
AVanilla AVanilla
ggen(AVanma) =0 (T AVanilla -+ 1 /n )‘Vunilla+1) . (®)]

This bound suggests that the vanilla adversarial training algorithm could lead to large generalization

AVanilla AVanilla
gaps, because for any 7' = €2(n), the bound T’ a1 /n it T = Q(1) is non-vanishing even when
we are given infinity samples. This implication is also confirmed by the following lower bound from
the work of [ Xing et al.|(2021) and |Xiao et al. (2022b):

Theorem 3 (Lower bound on stability; Theorem 1 in|Xing et al.| (2021, Theorem 5.2 in Xiao et al.
(2022b)). Suppose A = {0 : ||d]| < e}. Assume w(S) is the output of running Avuina on the
dataset S with mini-batch size b = 1 and constant step size c,, < 1/ for T steps. There exist some
loss function h(w, 0; x) which is differentiable and convex with respect to w, some constant € > 0,
and some datasets S and S’ that differ in only one sample, such that

Bllu(s) - w2 0 (VF+ 7). ©

This lower bound indicates that Ay, could lack stability when the attack radius e = (1), hence
the algorithm may result in significant generalization error from the stability perspective. Note that
the lower bound in equation [§]is not inconsistent with Theorem 2] in which the step-size is assumed
to be vanishing av,,, ; < ¢/t and thus the lower bound is not directly applicable under that assumption.
However, this constant generalization gap could be reduced by free adversarial training.

Theorem 4 (Stability generalization bound of Age). Assume that h(w, ) satisfies Assumptions
and|2|and is bounded in [0, 1], and the perturbation set is an Lo-norm ball of some constant radius
g i.e, A ={0:||0]| < e}. Suppose that we run Ay, in Algorithm[2|for T /m steps with vanishing
step size au, < c/mt and constant step size as. If the norm of gradient Vsh(w, §; x) is lower
bounded by 1/v for some constant v > 0 with probability 1 during the training process, letting
constant Apr. := fe(1+ Be/m + asepB)™ 1L, then

1 AFree

b 1 2LL AFreet1 T\ Mrreet1
Apee) < — (1 —_ — :
5gen ( Free) =0 ( + )\Free ) ( bﬂ )\Free) ( m ) (7)

Remark 1. Theorem H|indicates how the simultaneous updates influence the generalization of ad-
versarial training. From equation E] we have the following asymptotic bound on Egen(Afree) With
respect to I’ and n

Eqen(Arre) = O (T ). (8)

Therefore, by controlling the step size as of the maximization step, we can bound the coefficient
AFree and thus control the generalization gap of Afpwe., where a lower ag can result in a smaller
generalization gap.

Comparing equation (8| with equation [5|suggests that for any 7' = O(n), Apwe can generalize better
than Avgpina, Since

T )\AFrcc / T\ 1 1\ 1
Free Tl /1 Vanilla+1 Free 1 1
= — = O 1/T AFree 1 .
AVanilla AVanilla n T

T Aania+1 /n Avanilla 1
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Figure 1: Learning curves of different algorithms for a ResNet18 model adversarially trained against
Lo and L, attacks on CIFAR-10. The free curves are scaled horizontally by a factor of m.

Furthermore, when T = O(n), equation gives Egen(Afree) = O (1 /n ST ), which implies that

the generalization gap of A can be bounded given enough samples. If the number of iterations 7'
is fixed, one can see that the generalization gap of A has a faster convergence to 0 than Av,piia-
Therefore, neural nets trained by the free adversarial algorithm could generalize better than the
vanilla adversarially-trained networks due to their improved algorithmic stability. Our theoretical
results also echo the conclusion in [Schmidt et al.| (2018)) that adversarially robust generalization
requires more data, since Ag.. increases with respect to €. We also provide theoretical analysis for
the fast adversarial training algorithm Ap,y in Appendix [A3]

6 NUMERICAL RESULTS

In this section, we evaluate the generalization performance of vanilla, fast, and free adversarial
training algorithms in a series of numerical experiments. We first demonstrate the overfitting issue
in vanilla adversarial training and show that free or fast algorithms can considerably reduce the
generalization gap. We demonstrate that the smaller generalization gap could translate into greater
robustness against score-based and transferred black-box attacks. To examine the advantages of free
AT, we also study the generalization gap for different numbers of training samples.

Experiment Settings: We conduct our experiments on datasets CIFAR-10, CIFAR-100 (Krizhevsky
[2009), Tiny-ImageNet 2015), and SVHN (Netzer et al., 2011). Following
the standard setting in Madry et al.| (2017), we use ResNet18 (He et al.| 2016) for CIFAR-10 and
CIFAR-100, ResNet50 for Tiny-ImageNet, and VGG19 (Simonyan & Zisserman) 2014) for SVHN
to validate our results on a diverse selection of network architectures. For vanilla adversarial training
algorithm, since the inner optimization task maxsea h(w, d; x) is computationally intractable for
neural networks which are generally non-concave, we apply standard projected gradient descent
(PGD) attacks (Madry et al.| 2017) as a surrogate adversary. For free and fast algorithms, we adopt

Afree and Ap,y defined in Algorithms [2]and 3] following [Shafahi et al. (2019); [Wong et al.| (2020).




Under review as a conference paper at ICLR 2024

Table 1: Robust generalization performance of different algorithms for a ResNet18 model adversar-
ially trained against Lo-norm and L£..-norm attacks on CIFAR-10. We run five independent trials
and report the mean and standard deviation of the robust accuracy on training and testing datasets.

Lo-norm attack L -norm attack

Results (%) Vanilla Fast Free Vanilla Fast Free
Train Acc. | 100.0+0.0 89.6+£0.2 86.5+0.2 | 95.0£0.3 81.3+0.4 63.6+£0.3
Test Acc. 65.5+0.2 59.8+£04 65.7+04 | 43.8+0.1 39.14+0.2 46.4+0.3
Gen. Gap 345+0.2 29.8+02 208+04|51.24+03 422404 17.2+0.2

—e— Vanilla —e— Fast Free
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80 80.0
) )
®© 78 ©77.5
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3 3
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74 ~
70.0
64 80 96 112 128 144 160 176 192 1 2 3 4 5 6 7 8 9
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Figure 2: Robust accuracy of ResNet18 models adversarially trained by vanilla, fast, and free algo-
rithms against square attack on CIFAR-10. The left figure applies L attacks of radius ranging from
64 to 192, and the right figure applies £, attacks of radius ranging from 1 to 9.

Robust Overfitting during Training Process: We applied £o-norm attack of radius e = 128/255
and L,-norm attack of radius ¢ = 8/255 to adversarially train ResNet18 models on CIFAR-10. For
the vanilla algorithm, we used a PGD adversary with 10 iterations and step-size €/4. For the fast
algorithm, we used step-size &g = £/2 for the Lo-norm attack and &5 = € for the £.,-norm attack.
For the free algorithm, we applied the learning rate of adversarial attack s = ¢ with free step
m = 4. The other implementation details are deferred to Appendix [B.I| We trained the models for
200 epochs and after every epoch, we tested the models’ robust accuracy against a PGD adversary
and evaluated the generalization gap. The numerical results are presented in Table [I] Also, the
training curves are plotted in Figure

Based on the empirical results, we observe the significant overfitting in the robust accuracy of the
vanilla adversarial training: the generalization gap is above 30% against L, attack and 50% against
Lo attack. On the other hand, the free AT algorithm has less severe overfitting and reduced the
generalization gap to 20%. Although the free AT algorithm applies a weaker adversary, it achieves
comparable robustness on test samples to the vanilla AT algorithm against the PGD attacks by low-
ering the generalization gap. Additional numerical results for different numbers of free AT steps and
on other datasets are provided in Appendix [B.T.

Robustness Evaluation Against Black-box Attacks: To study the consequences of the general-
ization behavior of the free AT algorithm, we evaluated the robustness of the adversarially-trained
networks against black-box attack schemes where the attacker does not have access to the parame-
ters of the target models (Bhagoji et al.,|2018). We applied the square attack (Andriushchenko et al.,
2020), a score-based methodology via random search, to examine networks adversarially trained by
the discussed algorithms as shown in Figure 2] We also used adversarial examples transferred from
other independently trained robust models as shown in Figure [3] More experiments on different
datasets are provided in Appendix[B.2.

We extensively observe the improvements of the free algorithm compared to the vanilla algorithm
against different black-box attacks, which suggests that its robustness is not gained from gradient-
masking (Athalye et al., 2018) but rather attributed to the smaller generalization gap.
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Figure 3: Robust accuracy against transferred attacks designed for another independently trained
robust model. The left figure applies Lo attacks and the right figure applies £, attacks.

Generalization Gap for Different Numbers of Training Samples: To examine our theoretical
results in Theorems [2] and ] we evaluated the robust generalization loss with respect to different
numbers of training samples n. We randomly sampled a subset from the CIFAR-10 training dataset
of size n € {10000, 20000, 30000, 40000, 50000}, and adversarially trained ResNet18 models on
the subset for a fixed number of iterations. As shown in Figure[d] the generalization gap of free AT is
notably decreasing faster than vanilla AT with respect to n, which is consistent with our theoretical
analysis. More experimental results are discussed in the Appendix[B.3.
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Figure 4: Adversarial generalization gap of ResNet18 models adversarially trained by vanilla, fast,
and free algorithm for a fixed number of steps on a subset of CIFAR-10.

7 CONCLUSION

In this work, we studied the role of min-max optimization algorithms in the generalization perfor-
mance of adversarial training methods. We focused on the widely-used free adversarial training
method and, leveraging the algorithmic stability framework we compared its generalization behav-
ior with that of vanilla adversarial training. Our generalization bounds suggest that not only can the
free AT approach lead to a faster optimization compared to the vanilla AT, but also it can result in a
lower generalization gap between the performance on training and test data. We note that our the-
oretical conclusions are based on the upper-bounds following from the algorithmic stability-based
generalization analysis, and an interesting topic for future study is to prove a similar result for the
actual generalization gap under simple linear or shallow neural net classifiers. Another future direc-
tion could be to extend our theoretical analysis of the simultaneous optimization updates to other
adversarial training methods such as TRADES (Zhang et al.,2019) and ALP (Kannan et al.| 2018)).



Under review as a conference paper at ICLR 2024

REFERENCES

Zeyuan Allen-Zhu, Yuanzhi Li, and Zhao Song. A convergence theory for deep learning via over-
parameterization. In International conference on machine learning, pp. 242-252. PMLR, 2019.

Maksym Andriushchenko and Nicolas Flammarion. Understanding and improving fast adversarial
training. Advances in Neural Information Processing Systems, 33:16048—-16059, 2020.

Maksym Andriushchenko, Francesco Croce, Nicolas Flammarion, and Matthias Hein. Square at-
tack: a query-efficient black-box adversarial attack via random search. In European conference
on computer vision, pp. 484-501. Springer, 2020.

Sanjeev Arora, Rong Ge, Yingyu Liang, Tengyu Ma, and Yi Zhang. Generalization and equilibrium
in generative adversarial nets (gans). In International conference on machine learning, pp. 224—
232. PMLR, 2017.

Anish Athalye, Nicholas Carlini, and David Wagner. Obfuscated gradients give a false sense of se-
curity: Circumventing defenses to adversarial examples. In International conference on machine
learning, pp. 274-283. PMLR, 2018.

Idan Attias, Aryeh Kontorovich, and Yishay Mansour. Improved generalization bounds for adver-
sarially robust learning. The Journal of Machine Learning Research, 23(1):7897-7927, 2022.

Pranjal Awasthi, Natalie Frank, and Mehryar Mohri. Adversarial learning guarantees for linear
hypotheses and neural networks. In International Conference on Machine Learning, pp. 431-
441. PMLR, 2020.

Yu Bai, Tengyu Ma, and Andrej Risteski. Approximability of discriminators implies diversity in
gans. arXiv preprint arXiv:1806.10586, 2018.

Raef Bassily, Vitaly Feldman, Cristébal Guzman, and Kunal Talwar. Stability of stochastic gradient
descent on nonsmooth convex losses. Advances in Neural Information Processing Systems, 33:
4381-4391, 2020.

Arjun Nitin Bhagoji, Warren He, Bo Li, and Dawn Song. Practical black-box attacks on deep
neural networks using efficient query mechanisms. In Proceedings of the European conference
on computer vision (ECCV), pp. 154-169, 2018.

Olivier Bousquet and André Elisseeff. Stability and generalization. The Journal of Machine Learn-
ing Research, 2:499-526, 2002.

Nicholas Carlini and David Wagner. Towards evaluating the robustness of neural networks. In 2017
ieee symposium on security and privacy (sp), pp. 39-57. leee, 2017.

Simon Du, Jason Lee, Haochuan Li, Liwei Wang, and Xiyu Zhai. Gradient descent finds global
minima of deep neural networks. In International conference on machine learning, pp. 1675—
1685. PMLR, 2019.

Farzan Farnia and Asuman Ozdaglar. Train simultaneously, generalize better: Stability of gradient-
based minimax learners. In International Conference on Machine Learning, pp. 3174-3185.
PMLR, 2021.

Farzan Farnia, Jesse M Zhang, and David Tse. Generalizable adversarial training via spectral nor-
malization. arXiv preprint arXiv:1811.07457, 2018.

Mahyar Fazlyab, Alexander Robey, Hamed Hassani, Manfred Morari, and George Pappas. Efficient
and accurate estimation of lipschitz constants for deep neural networks. Advances in Neural
Information Processing Systems, 32, 2019.

Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial
examples. arXiv preprint arXiv:1412.6572, 2014.

Moritz Hardt, Benjamin Recht, and Yoram Singer. Train faster, generalize better: Stability of
stochastic gradient descent. arXiv preprint arXiv:1509.01240, 2015.

10



Under review as a conference paper at ICLR 2024

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image recog-
nition. In Proceedings of the IEEE conference on computer vision and pattern recognition, pp.
770-778, 2016.

Harini Kannan, Alexey Kurakin, and Ian Goodfellow. Adversarial logit pairing. arXiv preprint
arXiv:1803.06373, 2018.

Alex Krizhevsky and Geoffrey Hinton. Learning multiple layers of features from tiny images.
Technical Report 0, University of Toronto, Toronto, Ontario, 2009. URL https://www.cs.
toronto.edu/~kriz/learning-features-2009-TR.pdf.

Ya Le and Xuan Yang. Tiny imagenet visual recognition challenge. CS 231N, 7(7):3, 2015.

Yunwen Lei. Stability and generalization of stochastic optimization with nonconvex and nonsmooth
problems. In The Thirty Sixth Annual Conference on Learning Theory, pp. 191-227. PMLR,
2023.

Yunwen Lei, Zhenhuan Yang, Tianbao Yang, and Yiming Ying. Stability and generalization of
stochastic gradient methods for minimax problems. In International Conference on Machine
Learning, pp. 6175-6186. PMLR, 2021.

Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian Vladu.
Towards deep learning models resistant to adversarial attacks. arXiv preprint arXiv:1706.06083,
2017.

Omar Montasser, Steve Hanneke, and Nathan Srebro. Vc classes are adversarially robustly learnable,
but only improperly. In Conference on Learning Theory, pp. 2512-2530. PMLR, 2019.

Yuval Netzer, Tao Wang, Adam Coates, Alessandro Bissacco, Bo Wu, and Andrew Y Ng. Reading
digits in natural images with unsupervised feature learning. 2011.

Asuman Ozdaglar, Sarath Pattathil, Jiawei Zhang, and Kaiqing Zhang. What is a good metric to
study generalization of minimax learners? Advances in Neural Information Processing Systems,
35:38190-38203, 2022.

Aditi Raghunathan, Sang Michael Xie, Fanny Yang, John C Duchi, and Percy Liang. Adversarial
training can hurt generalization. arXiv preprint arXiv:1906.06032, 2019.

Leslie Rice, Eric Wong, and Zico Kolter. Overfitting in adversarially robust deep learning. In
International Conference on Machine Learning, pp. 8093-8104. PMLR, 2020.

Ludwig Schmidt, Shibani Santurkar, Dimitris Tsipras, Kunal Talwar, and Aleksander Madry. Ad-
versarially robust generalization requires more data. Advances in neural information processing
systems, 31, 2018.

Ali Shafahi, Mahyar Najibi, Mohammad Amin Ghiasi, Zheng Xu, John Dickerson, Christoph
Studer, Larry S Davis, Gavin Taylor, and Tom Goldstein. Adversarial training for free! Ad-
vances in Neural Information Processing Systems, 32, 2019.

Zhouxing Shi, Yihan Wang, Huan Zhang, J Zico Kolter, and Cho-Jui Hsieh. Efficiently computing
local lipschitz constants of neural networks via bound propagation. Advances in Neural Informa-
tion Processing Systems, 35:2350-2364, 2022.

Karen Simonyan and Andrew Zisserman. Very deep convolutional networks for large-scale image
recognition. arXiv preprint arXiv:1409.1556, 2014.

Vasu Singla, Sahil Singla, Soheil Feizi, and David Jacobs. Low curvature activations reduce overfit-
ting in adversarial training. In Proceedings of the IEEE/CVF International Conference on Com-
puter Vision, pp. 16423-16433, 2021.

Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan Bruna, Dumitru Erhan, Ian Goodfellow,
and Rob Fergus. Intriguing properties of neural networks. arXiv preprint arXiv:1312.6199, 2013.

Eric Wong, Leslie Rice, and J Zico Kolter. Fast is better than free: Revisiting adversarial training.
arXiv preprint arXiv:2001.03994, 2020.

11


https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf
https://www.cs.toronto.edu/~kriz/learning-features-2009-TR.pdf

Under review as a conference paper at ICLR 2024

Bingzhe Wu, Shiwan Zhao, Chaochao Chen, Haoyang Xu, Li Wang, Xiaolu Zhang, Guangyu Sun,
and Jun Zhou. Generalization in generative adversarial networks: A novel perspective from pri-
vacy protection. Advances in Neural Information Processing Systems, 32, 2019.

Jiancong Xiao, Yanbo Fan, Ruoyu Sun, and Zhi-Quan Luo. Adversarial rademacher complexity of
deep neural networks. arXiv preprint arXiv:2211.14966, 2022a.

Jiancong Xiao, Yanbo Fan, Ruoyu Sun, Jue Wang, and Zhi-Quan Luo. Stability analysis and gen-
eralization bounds of adversarial training. Advances in Neural Information Processing Systems,
35:15446-15459, 2022b.

Jiancong Xiao, Jiawei Zhang, Zhi-Quan Luo, and Asuman E. Ozdaglar. Smoothed-SGDmax: A
stability-inspired algorithm to improve adversarial generalization. In NeurIPS ML Safety Work-
shop, 2022c. URL |https://openreview.net/forum?id=4rksWKdGovR.

Jiancong Xiao, Zeyu Qin, Yanbo Fan, Baoyuan Wu, Jue Wang, and Zhi-Quan Luo. Improving
adversarial training for multiple perturbations through the lens of uniform stability. In The
Second Workshop on New Frontiers in Adversarial Machine Learning, 2023. URL https:
//openreview.net/forum?id=gvALKz8BUV.

Cihang Xie, Mingxing Tan, Boqing Gong, Alan Yuille, and Quoc V Le. Smooth adversarial training.
arXiv preprint arXiv:2006.14536, 2020.

Yue Xing, Qifan Song, and Guang Cheng. On the algorithmic stability of adversarial training.
Advances in neural information processing systems, 34:26523-26535, 2021.

Yue Xing, Qifan Song, and Guang Cheng. Phase transition from clean training to adversarial train-
ing. Advances in Neural Information Processing Systems, 35:9330-9343, 2022.

Zhenhuan Yang, Shu Hu, Yunwen Lei, Kush R Vashney, Siwei Lyu, and Yiming Ying. Differentially
private sgda for minimax problems. In Uncertainty in Artificial Intelligence, pp. 2192-2202.
PMLR, 2022.

Dong Yin, Ramchandran Kannan, and Peter Bartlett. Rademacher complexity for adversarially
robust generalization. In International conference on machine learning, pp. 7085-7094. PMLR,
2019.

Sergey Zagoruyko and Nikos Komodakis. Wide residual networks. arXiv preprint
arXiv:1605.07146, 2016.

Hongyang Zhang, Yaodong Yu, Jiantao Jiao, Eric Xing, Laurent El Ghaoui, and Michael Jordan.
Theoretically principled trade-off between robustness and accuracy. In International conference
on machine learning, pp. 7472-7482. PMLR, 2019.

Pengchuan Zhang, Qiang Liu, Dengyong Zhou, Tao Xu, and Xiaodong He. On the discrimination-
generalization tradeoff in gans. arXiv preprint arXiv:1711.02771, 2017.

12


https://openreview.net/forum?id=4rksWKdGovR
https://openreview.net/forum?id=qvALKz8BUV
https://openreview.net/forum?id=qvALKz8BUV

	Introduction
	Related Work
	Preliminaries
	Adversarial Training

	Stability and Generalization in Adversarial Training
	Stability-based Generalization Bounds for Free AT
	Numerical Results
	Conclusion
	Proof of Stability Generalization Bounds
	Proof of Theorem 2
	Proof of Theorem 4
	Stability Generalization Analysis for Fast Adversarial Training

	Additional Numerical Results
	Robust Overfitting During Training Process
	Robustness Against Black-box Attack
	Generalization Gap for Different Numbers of Training Samples
	Transferability
	Soundness of the Lower-bounded Gradient Norm Assumption in Theorem 4
	Possible Future Direction: Free–TRADES


