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Abstract

The rapid advances in generative Al models have empowered the creation of highly realistic
images with arbitrary content, raising concerns about potential misuse and harm, such as
Deepfakes. Current research focuses on training detectors using large datasets of generated
images. However, these training-based solutions are often computationally expensive and
show limited generalization to unseen generated images. In this paper, we propose a training-
free method to distinguish between real and Al-generated images. We first observe that
real images are more robust to tiny noise perturbations than Al-generated images in the
representation space of vision foundation models. Based on this observation, we propose
RIGID, a training-free and model-agnostic method for robust Al-generated image detection.
RIGID is a simple yet effective approach that identifies whether an image is Al-generated
by comparing the representation similarity between the original and the noise-perturbed
counterpart. Our comprehensive evaluation demonstrates RIGID’s exceptional performance.
RIGID surpasses existing training-free detectors by more than 25% on average. Remarkably,
RIGID performs comparably to training-based methods, particularly on unseen domain
data. Additionally, RIGID maintains consistent performance across various image generation
techniques and demonstrates strong resilience to common image corruptions.

1 Introduction

In recent years, deep learning has revolutionized image generation, enabling the creation of highly realistic
images. Platforms such as Stable Diffusion Rombach et al| (2022b)) and Midjourney Midjourney| (2022)) allow
users to generate arbitrary content through text prompts. However, these advanced Generative Al (GenAlI)
applications are accomplished with amplified risks and concerns about misuse, such as Deepfakes. Some
prompt-based jailbreak techniques |Chin et al.| (2024); [Tsai et al.| (2023); [Yang et al.| (2024)) can bypass
platforms’ safeguards and generate inappropriate content, highlighting the urgent quest for practical solutions
to reliable Al-generated image detection.

In the space of Al-generated image detection, a common practice is to design a detector that learns to
distinguish between real and generated images. Early research [Frank et al.| (2020); Dzanic et al.| (2020));
Chandrasegaran et al.| (2021]) discovered that the upsampling process in Generative Adversarial Network
(GAN |Goodfellow et al.| (2020)) leaves periodic artifacts in the spatial or frequency domain of the generated
images, allowing for effective detection of low-quality generated images by checking these specific traces.
However, synthetic artifacts have been weakened with advances in generation methods [Corvi et al.| (2023)).
This has led to the development of numerous training-based detection methods, which learn common features
of generated images by training on large datasets of real and fake images. Wang et al. Wang et al.| (2020)
show that a deep neural network (DNN) classifier trained on images from a single GAN can surprisingly
generalize to images from unseen GANs. Gragnaniello et al. |Gragnaniello et al.| (2021) enhance detection
performance by using extensive data augmentations. Corvi et al. |Corvi et al.| (2023)) train a classifier on
images generated by Latent Diffusion Model (LDM [Rombach et al.| (2022a)). Ojha et al.|Ojha et al.| (2023)
train a simple linear classifier on features extracted from the pretrained CLIP |Radford et al.| (2021) model.
NPR |Tan et al.| (2024) leverages distinctive upsampling artifacts inherent in generative models to develop
a classifier based on pixel relationship patterns. DIRE |Wang et al.| (2023), on the other hand, computes
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Figure 1: Overview of RIGID. Upper left: visualization of the attention range of different models for real
images and Al-generated (fake) images by GradCAM [Selvaraju et al| (2017). CLIP and DINOV2 attend
better to global context than ResNet 50. Upper right: visualization of the cosine similarity landscape
for real and Al-generated images by plotting the interpolation of two random directions in the image pixel
space with coefficients a and . See details of the landscape visualization in the Appendix. We find that
on DINOvV2, real and Al-generated images exhibit distinct sensitivity results. Bottom: the framework of
RIGID. RIGID uses a pretrained feature extractor to compute the pairwise cosine similarity on the original
and noise-perturbed images for Al-generated image detection. The entire detection process is training-free,
model-agnostic, and efficient. See Sec. @ for details.

the diffusion inverse reconstruction error for both real and fake images and trains a detector to distinguish
between these errors.

While current training-based detectors demonstrate promising results, they still have several limitations.
First, their performance is heavily reliant on the quantity, quality, and diversity of the training data. Second,
the training and re-training costs can be significant and scale unfavorably with the data volume. Finally, the
observed drop in their generalization ability to images generated by new or unforeseen models. To circumvent
these drawbacks, AEROBLADE [Ricker et al| (2024) presents a training-free solution by computing the
reconstruction error of a pretrained autoencoder only in the inference phase. Although AEROBLADE only
shows good detection performance on images generated by LDM, it opens up new avenues for research in
training-free Al-generated image detection.

In this paper, we aim to develop a more efficient training-free and model-agnostic Al-generated image
detection framework. We start by summarizing the lessons from existing studies as a unified paradigm: the
exploration of effective representations contrasting real v.s. Al-generated images is essential to successful
detection. This exploration has spanned various domains, including the frequency domain of images, the
feature space of common classifiers, the representation space of pretrained large vision models, and the
reconstruction error space. However, a crucial question remains: What kind of representation space is
most suitable for detecting AI-generated images?
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Stein et al. Stein et al.| (2024) argue that models that consider both global image structure and key objective
allow for a richer evaluation of a generative model. Motivated by this observation, we visualize the heatmap of
different vision models by GradCAM [Selvaraju et al.| (2017)) on some images (upper left of Fig. . The results
demonstrate that supervised models (ResNet 50 [He et al.| (2016])) focus primarily on the main objects directly
relevant to the classification result. In contrast, self-supervised models, particularly DINOv2 |Oquab et al.
(2023)), exhibit a more holistic perspective, capturing a broader understanding of the image content Paul &
Chenl| (2022)). Furthermore, we investigate the sensitivity of real and fake images to small perturbations, with a
plot of the cosine similarity landscape (see Sec. for details) shown in the upper right of Fig.[1] Our findings
reveal that, compared to real images, Al-generated images exhibit higher sensitivity to small perturbations
when using models like DINOv2, which adopts a more global view. Interestingly, this phenomenon is not so
obvious in ResNet 50 and CLIP. The reason could be that DINOv2 uses self-supervised learning on images
only, while ResNet 50 uses image labels for supervised learning, and CLIP uses image captions for weakly
supervised learning.

Taking advantage of this unique sensitivity property, we propose a Robust AI-Generated Image Detection
method, RIGID. RIGID is a simple and efficient detection method. As shown in the bottom of Fig.
given an image, RIGID can effectively tell if it is real or Al-generated, by only adding some minor noise
and calculating the cosine similarity between the original and the noisy images to set a detection threshold.
Notably, RIGID does not require any training or a priori knowledge of the generated images (e.g.,
which model is used for generation). We evaluate the detection performance of RIGID on a wide range
of Al-generated image datasets and benchmarks. The results show that RIGID, albeit a training-free method,
is often more effective than extensively trained classifiers. Moreover, RIGID outperforms the state-of-the-art
(SOTA) training-free method AEROBLADE by more than 25% in terms of average precision. Furthermore,
RIGID exhibits strong generalization across various generative methods and robustness to common image
corruptions. Furthermore, RIGID exhibits strong generalization across various generative methods, even
outperforming training-based methods on unseen and out-of-domain scenarios (see Fig. |2)).

We summarize our main contributions as follows:

o We propose RIGID, a simple training-free method for detecting Al-generated images. Under noise
perturbation in the pixel space, RIGID leverages the differentiated sensitivity in the representation
space of a pre-trained model to detect real versus Al-generated images.

o We prove that the detection mechanism in RIGID is equivalent to comparing the gradient norm (i.e.,
sensitivity) of a smoothed cosine similarity metric, as illustrated by Fig. [1| (top right panel).

e Experiments show that RIGID outperforms the SOTA training-free method and has strong general-
ization across image generation models and robustness to image corruptions. Notably, RIGID shows
superior performance on out-of-domain datasets and unseen generation scenarios, even outperforming
training-based detectors.

2 Related Works

Image Generation GANs and diffusion models are dominant image generation techniques. BigGAN [Brock
et al.| (2018) enhanced stability with orthogonal regularization, while StyleGAN [Karras et al.| (2019)) improved
controllability using a style-based generator. DDPMHo et al| (2020) and LDM Rombach et al.| (2022a)
achieve high-quality image generation. Conditional image generation, focusing on generating images from
inputs like text, has seen advancements with GigaGAN |Kang et al.| (2023) and ADM Dhariwal & Nichol
(2021). DiT |Peebles & Xie| (2023)) leverages Transformer’s global context capture for improved text-to-
image generation. These methods underpin popular tools like Stable Diffusion [Rombach et al.| (2022b) and
Midjourney [Midjourney| (2022)).

Al-generated Image Detection Early Al-generated image detection relied on hand-crafted features like
color [McCloskey & Albright| (2018; [2019) and co-occurrence features |Nataraj et al.| (2019), but these became
unreliable with advanced generative models. Frequency domain analysis Frank et al.| (2020)); Dzanic et al.
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(2020); |(Chandrasegaran et al.| (2021)), while effective for upsampling models, fails to detect artifacts in diffusion
model outputs |Corvi et al.| (2023).

Training-based methods have shown promise. Training classifiers on GAN-generated images with aug-
mentations (Gragnaniello et al.| (2021)) has yielded some generalization |[Wang et al.| (2020)), while methods
utilizing CLIP features |Ojha et al.| (2023) or diffusion reconstruction errors Wang et al.| (2023) have also been
explored. However, these methods often suffer from limited generalizability and high computational costs.
Training-free methods like AEROBLADE [Ricker et al.| (2024])), based on autoencoder reconstruction errors,
offer an alternative solution. Nevertheless, it is only effective for images generated by LDM using similar
autoencoders, and its generalizability remains a challenge.

3 Methodology

3.1 RIGID

Design Objective This work aims to develop an effective training-free method for detecting Al-generated
images. Unlike existing training-free methods like AEROBLADE Ricker et al.| (2024), which rely on the
autoencoder used by LDM, our goal is to achieve effective detection across images produced by various
generative methods without any prior knowledge of the generation process (i.e., a model-agnostic detector).
Notably, our approach does not change any component of the pretrained model, including the architecture
and training weights. Its detection solely uses the inference results of an off-the-shelf pretrained feature
extractor to derive features differentiating real and generated images.

Core Idea While real and generated images often exhibit subtle differences in semantics and texture, these
distinctions become increasingly difficult to discern by a human user as generation methods advance. Current
training-based detectors attempt to extract these hidden differences through supervised learning. Our work
takes a different approach by exploiting the sensitivity difference of real and generated images to small
perturbations. As shown in the upper right of Fig. [I} adding noise perturbations causes the features of real
images to change continuously, resulting in a smoother gradient. Conversely, generated images are more
sensitive to noise, leading to a steeper change and gradient. Although the added noise is subtle, it can act
as a probe for global features covering texture-rich and texture-poor regions of the image, which proves
beneficial for generated image detection |Zhong et al.| (2023)). To accurately perceive how global features are
affected by noise, we employ DINOv2 [Oquab et al.| (2023)) as our backbone model (feature extractor) since it
has a holistic image view [Stein et al.| (2024]). A detailed discussion on the impact of different backbones on
detection performance is provided in Sec. [4:4]

Workflow The workflow of RIGID is illustrated at the bottom of Fig. Our proposed Al-generated
image detector leverages the sensitivity difference between real and fake images to tiny perturbations for
classification. Given an input sample, RIGID begins by adding subtal perturbations to the image. Then, both
the original input sample and its noise-perturbed counterpart are fed into DINOv2 to obtain their feature
embeddings. Next, the cosine similarity of the embedding is calculated and used to determine whether the
input is a generated image through the following threshold-based detection:

S(x) = Usim(f(z), flx +A-8)) <e}; 6~ N(0,I) (1)

where f(-) is the feature extractor, sim(-) represents the cosine similarity between two embeddings, 1{-}
denotes the binary indicator function, § is the additive noise drawn from a standard normal distribution
N(0,1), and X controls the noise level. An image is classified as Al-generated when the cosine similarity
between the embeddings of the input image and its noised counterpart falls below a specified threshold e. The
threshold e is typically chosen to ensure the correct classification of the majority of real images (e.g., 95%).
Notably, the selection of these thresholds is independent of the generated images. Compared to existing
methods, our approach offers several significant advantages:

e Training-free: RIGID operates solely during the inference phase, eliminating the expensive training
costs like |Corvi et al.| (2023)); Wang et al.| (2020)); |(Gragnaniello et al.| (2021)); Wang et al.| (2023]).
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Figure 2: Comprehensive performance comparison of RIGID against baseline methods across multiple datasets
and scenarios. Our training-free method RIGID consistently outperforms other training-free approaches and
is competitive with or better than many training-based methods across: (a) Evaluations on IMAGENET and
LSUN-BEDROOM. (b) Cross-domain evaluations (see Sec. [.2.3), where R denotes real image and F denotes
fake image. (c) Out-of-domain data (face and lung X-ray images). RIGID demonstrates strong generalization
ability and robustness without requiring any training on Al-generated images.

o Generation-Independent: Unlike AEROBLADE Ricker et al| (2024), a training-free method
that relies on an autoencoder closely tied to the underlying image generation model, RIGID utilizes
DINOv2|Oquab et al.| (2023), a model trained with self-supervised learning without generated images.

¢ Model-agnostic: RIGID does not assume the knowledge of generation models, demonstrating the
capability to detect a wide range of Al-generated images, including those from unseen generation
models and out-of-domains (as summarized in Fig. [2)).

o Computationally Efficient: Unlike DIRE Wang et al.| (2023) and AEROBLADE
, which need to compute reconstruction errors involving multi-step forward and backward
diffusion processes via diffusion models, RIGID operates more efliciently by calculating embedding
similarity directly.

3.2 Theoretical Analysis

Based on our RIGID framework, given a backbone f(-) : R® — R? and the cosine similarity function
h(:) : R? x R4 — R. The score function in eq. [I| can be reformulated in expectation as:

G(z) = ((ho f)* N(0,X°I))(z) = Esonor2n[h(f(z +0), f(x))] (2)

where * denotes the convolution operator between two functions, defined as h * g = [, h(t)g(x — t)dt. Then,
according to the Stein’s lemma (1981), G(z) is differentiable with a gradient of:
1

t—x 1 )
W/Rd(hojc)(t) 2 p (ﬁl|x—t||2> dt .

_ %an Noxenls - h(f (@ +6), f(x))]

VG(z) =

Therefore, the random perturbation ¢ introduced by RIGID to f(x + §) can be viewed as an operation
of probing the gradient of the smoothed cosine similarity metric G(z). According to the cosine similarity
landscape in the upper right panel of Fig. [l the gradient norm of fake images is greater than that of real
images due to higher sensitivity to random perturbations. This analysis shows that RIGID is effectively
leveraging the gradient information of the cosine similarity metric for detection.
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Table 1: The AUC and AP of different Al-generated image detectors on IMAGENET. A higher value indicates
better performance. The bolded values are the best performance, and the underlined italicized values are
the second-best performance. The same annotation holds for all tables.

AUC/AP (%) Training Diffusion GAN VAE Average

) Samples ADM ADMG LDM DiT BigGAN GigaGAN StyleGAN XL RQ-Transformer ~ Mask GIT il

Wang 720 000 65.96/66.75  65.56/66.59  67.82/69.43  61.97/64.25  83.15/84.76  71.19/69.96 66.63/66.06 60.66/61.67 65.43/66.97  67.60/68.43
Gragnaniello 400 000 60.21/59.91  59.45/59.71 61.61/61.37  56.67/56.56  59.62/58.49  53.63/52.35 51.58/52.35 56.49/54.34 53.70/52.68  56.99/56.24
Corvi 400 000 63.94/63.85  65.55/65.19  62.18/60.83  56.64/55.23  61.91/59.95  50.15/49.18 48.48/48.05 63.21/60.48 61.19/59.51 59.25/58.03
DIRE 80 000 57.79/56.67  57.09/56.80  61.47/62.15  53.21/53.52  49.63/50.00  50.00/51.14 52.91/53.87 53.17/52.41 49.93/51.57  53.91/54.24
Ojha 720 000 90.90/90.76 87.13/87.20 86.55/86.36  81.67/81.86 96.31/96.24 93.54/93.55 92.16/92.13 94.12/93.79 95.28/95.05 90.85/90.77
NPR 720 000 83.73/81.26 84.01/83.14 94.43/91.36 83.12/82.78  89.85/87.42 79.70/78.56 77.88/75.83 77.31/75.19 92.03/90.73 84.67/82.92
AEROBLADE Training Free  52.20/53.65  59.24/57.93  62.97/61.96  72.98/73.65  50.07/50.94  55.21/54.87 51.17/52.85 70.23/69.36 59.80/58.71 59.32/59.33
RIGID Training Free  87.75/86.06  83.50/81.46  81.50/80.23  72.07/69.55  93.86/93.57 89.29/87.92  85.94/84.75 93.39/93.11 92.65/91.91  86.67/85.40

4 Experiments

4.1 Experimental Setup

Dataset To comprehensively evaluate Al-generated image detectors, we use two rigorous test sets from [Stein|
(2024)). We assess detectors on IMAGENET [Deng et al| (2009) and LSUN-BEDROOM [Yu et al| (2015)),
using images generated by diverse SOTA models (Diffusion Dhariwal & Nichol| (2021)); Rombach et al.| (2022a);
Song et al (2020); Ho et al.| (2020); (Wang et al/ (2022)); Peebles & Xie| (2023), GAN Brock et al.| (2018);
Kang et al. (2023); Karras et al|(2019); Sauer et al| (2021} |2022), VAE [Lee et al. (2022)), Transformer [Bond]
Taylor et al.|(2022)), Mask Prediction Chang et al.| (2022)) selected from a leaderboard |with Code, ensuring
representation of cutting-edge generative capabilities.

Furthermore, we expand evaluation to images from popular platforms like Stable Diffusion [Rombach et al.

2022b), Midjourney Midjourney] (2022), and Wukong (2022)), sourced from the Genlmage [Zhu et al.
2024]) benchmark. We also evaluate on out-of-distribution datasets including generated faces 140k Real &

Faces| (2020) and lung X-ray (2022) images to further assess generalization capabilities. This diverse

range of generative models and datasets allows for a more robust and generalizable assessment of detector
performance. A detailed description of the datasets used in our evaluation can be found in the Appendix.

Evaluation Metrics Following existing detection methods |Corvi et al| (2023)); Wang et al,| (2020)), we
primarily utilize two key metrics to evaluate the performance of the detectors in our experiments: Area Under
the Receiver Operating Characteristic curve (AUC) and Average Precision (AP). Both AUC and AP provide
a quantitative measure of detection accuracy, with higher scores indicating better performance.

Baselines We conduct a comparative analysis of RIGID against a range of established Al-generated image
detection methods, encompassing both training-based and training-free approaches. The former include
Wang et al Wang et al.| (2020), Gragnaniello et al Gragnaniello et al.| (2021), Corvi et al |Corvi et al.| (2023),
DIRE [Wang et al.| (2023), Ojha [Ojha et al|(2023) and NRP [Tan et al.|(2024). The latter includes a prominent
training-free method: AEROBLADE Ricker et al| (2024). Detailed information regarding the implementation
of these baseline methods can be found in the Appendix.

4.2 Evaluation of Detection Performance

Fig. [2| provides a comprehensive overview of RIGID’s performance compared to baseline methods across
multiple datasets and evaluation scenarios. As shown, RIGID consistently outperforms other training-free
approaches and shows competitive or superior performance compared to most training-based methods. This
overview highlights three key aspects of our evaluation: (a) Evaluations on standard datasets (IMAGENET
and LSUN-BEDROOM), (b) Cross-domain performance where training and testing distributions differ, and (c)
Out-of-domains such as face and medical images. The consistent performance across these diverse scenarios
underscores RIGID’s robustness and generalizability.
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Table 2: The AUC and AP of different Al-generated image detectors on LSUN-BEDROOM.

Training Diffusion Projected Unleashing
AUC/AP (%) © ADM DDPM iDDPM Projected ; StyleGAN Average
Samples GAN GAN Transformer
Wang 720 000 66.13/65.96 81.87/82.07 78.46/79.13 90.63/90.59 92.55/92.43  98.47/98.34  92.55/92.66 85.81/85.88
Gragnaniello 400 000 55.92/57.46 65.58/65.99 62.47/62.87 59.15/57.95 63.36/62.36 67.08/66.01 66.12/67.00 62.96,/62.81
Corvi 400 000 56.67/58.21 68.67/70.02  68.70/69.57  55.46/54.94  54.54/55.16  54.26/55.71  72.44/71.91  61.54/62.22
DIRE 80 000 56.36/57.26 60.29/60.87 63.52/63.74 56.31/55.89 57.42/58.14 58.38/58.83 64.77/65.26 59.58/60.00
Ojha 720 000 82.37/82.66  90.88/90.66  91.92/92.02 95.02/94.85 96.73/96.63 91.92/91.88  96.94/96.84  92.25/92.22
NPR 720 000 85.05/82.73 96.58/92.42 92.29/90.70 95.51/92.35  93.61/90.72 92.66/89.88  97.80/94.67 93.36/90.41
AEROBLADE Training Free  58.03/59.33 73.92/74.31 68.20/69.18 51.46/50.00 52.10/50.81 52.60/50.81 61.19/58.34 59.46/58.98
RIGID Training Free  74.04/72.92 89.30/89.76 85.61/86.07  93.86/94.49  94.41/94.81 84.12/81.53 92.49/92.63 87.69/87.47
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ney from GenImage (2024)). is the median. R: Real images, F: Fake images.

4.2.1 Testing on ImageNet and LSUN-Bedroom

We comprehensively evaluate Al-generated image detection methods on IMAGENET and LSUN-BEDROOM
(Tables |1] and . Note that DIRE’s performance is lower than reported due to format bias w
(2024). Our analysis reveals several key findings of RIGID:

1) Superior Performance. RIGID significantly outperforms AEROBLADE (another training-free method)
over 25% on average, establishing a new SOTA for training-free detection. Moreover, RIGID generally
surpasses training-based methods, only underperforming SOTA training-based methods (Ojha or NPR) on
specific generation methods.

2) Strong Generalization Ability. RIGID effectively detects images from diverse generation methods
across both datasets. In contrast, training-based methods show significant limitations: Wang et al’s method
(trained on ProGAN) performs poorly on diffusion models. NPR (trained on LSUN) shows performance
degradation on IMAGENET, with average performance inferior to RIGID.

3) Independence from Generation Bias. Unlike AEROBLADE, which depends on autoencoders from
generative models, RIGID operates independently using only DINOv2, a self-supervised vision model.
AEROBLADE’s performance varies significantly based on whether test images were generated using similar
autoencoders used by itself, which is evident in its improved performance on images generated by methods
using autoencoders (LDM, DiT, RQ-Transformer).

4.2.2 Evaluation on Popular Text-to-Image Generation Platforms

Fig. 3] compares the detection performance of RIGID and other detection methods on images generated by
four widely used platforms: Wukong, SD 1.4, SD 1.5 and Midjourney. All images are extracted from the
Genlmage benchmark |Zhu et al.| (2024)). In this setting, training-free methods outperform training-based
methods such as Ojha, likely because the training data lags behind rapidly evolving generation techniques.
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Figure 5: Robustness to Image Corruptions. The top row shows the robustness to Gaussian noise (A
represents the noise intensity). The second row shows the robustness to JPEG compression, and the bottom
row shows the robustness to Gaussian blur.

This highlights the need for effective, stable, and training-free detection. Notably, RIGID consistently
outperforms all other methods across platforms, achieving the highest average AP scores, which underscores
RIGID’s robust performance and generalizability across various generated images and models.

4.2.3 Cross Domain and Out-of-domain Testing

Following |Wang et al.| (2023)), we evaluate detection methods under domain shifts where real and fake
distributions differ. Fig. [4] shows two cross-domain scenarios: (a) real images from IMAGENET with fake
images from LSUN-BEDROOM, and (b) the reverse configuration. RIGID maintains stable performance
across both scenarios, demonstrating robust domain shift resilience. In contrast, training-based methods

show significant AP decline when tested on distributions different from their training data. RIGID even
outperforms Ojha in Fig. [4] (a) and NPR in Fig. [ (b).

For extreme generalization testing, Fig. [2| (c) shows results on entirely different domains: face images
[Real & Faces| (2020)) and medical X-rays (2022). Even in these specialized visual domains, RIGID
maintains strong detection performance (> 80% AUC), significantly outperforming baselines. This exceptional
out-of-domain capability further confirms RIGID’s model-agnostic design enables effective deployment across
diverse scenarios.

4.3 Robustness to Image Corruptions

Following [Wang et al.| (2023)); Ricker et al|(2024), we evaluate detector robustness against three common
image corruptions: Gaussian noise, JPEG compression, and Gaussian blur. As shown in Fig. we
test each corruption at five intensity levels (A = {0.05,0.1,0.15,0.2,0.25}; Quality= {90, 80,70, 60, 50};
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Sigma= {1,2,3,4,5}) across four generation methods: ADM Dhariwal & Nichol| (2021)), LDM Rombach et al.|
(2022a), BigGAN Brock et al.| (2018]), and StyleGAN [Karras et al.| (2019).

RIGID consistently outperforms baseline methods under most corruption conditions, demonstrating superior
resilience. It maintains a significant advantage over AEROBLADE across all corruption types and generation
models. While training-based methods show less degradation under JPEG compression and Gaussian blur
(likely due to these corruptions being included in their training augmentations), they perform poorly with
unfamiliar corruptions like Gaussian noise. For example, Wang et al’s method experiences only a 3%
performance drop with JPEG compression but a substantial 13% drop with Gaussian noise.

These results highlight RIGID’s intrinsic robustness to image corruptions without requiring specific training
accommodations, demonstrating its reliability even when processing degraded images.

4.4 Ablation Studies

Noise Intensity Fig. |§| illustrates the impact of noise intensity (A) on RIGID’s performance, alongside the
trend of cosine similarity between real and generated (fake) images. At A = 0, both real and generated images
exhibit a cosine similarity of 1, resulting in an AP of approximately 50%, equivalent to a random guesser.
As noise intensity increases, the disparity in cosine similarity between real and generated images widens.
However, excessively high noise levels negatively impact RIGID’s detection performance, likely due to the
disruption of normal feature representation caused by the noise. Within a moderate noise range (0 to 0.17),
RIGID maintains high detection performance with AP scores greater than or equal to 80%. Importantly,
even under very high noise levels, RIGID continues to outperform the baseline methods listed in Table
This demonstrates that RIGID is not a hyperparameter-sensitive method.
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Backbone Fig. 8 provides visual comparisons of the interest regions identified by different backbones in
RIGID and their corresponding performance in detecting Al-generated images. The heatmaps on the left of
Fig. [§| reveal distinct patterns in how each backbone perceives image features: ResNet50 and CLIP exhibit a
more localized focus, highlighting specific regions within the images. SAM [Kirillov et al.|(2023) and DINOv2
show a more balanced focus, capturing both local details and global context. The boxplot on the right of
Fig. [§] compares the Average Precision of each backbone in detecting generated images. Notably, SAM and
DINOv2, with their holistic approach to image understanding, achieve significantly higher AP scores than
locally-focused backbones (ResNet50 and CLIP), underscoring the importance of a holistic view for effective
Al-generated image detection. This insight informed RIGID’s backbone choice.

4.5 Interpretability Analysis

To demonstrate that RIGID’s detection mechanism specifically targets generation artifacts, we employ
GradCAM |Selvaraju et al.| (2017) visualization on deliberately selected samples exhibiting poor generation
quality with artifacts perceptible to average observers. In Fig. [7] the heatmap intensity reflects cosine
similarity: high-heat areas (red) denote regions maintaining similarity under perturbation, indicating authentic
characteristics, whereas low-heat areas (blue) signify sensitivity to noise, exposing Al-generated content. These
visualizations reveal RIGID’s systematic attention to artifact-rich regions, including texture discontinuities,
geometric inconsistencies, and edge anomalies, thereby validating that detection performance originates from
genuine artifact recognition rather than spurious correlations.

5 Discussion

Limitations of training-based methods: While training-based Al-generated image detectors [Corvi et al.
(2023); [Wang et al.| (2020)); Gragnaniello et al.| (2021));Wang et al.| (2023) can perform well in controlled settings,
they face significant limitations: (a) Expensive training cost. Effective detectors require substantial
computational resources and extensive data collection. (b) Dependence on training data quality and
quantity. Tables|[l|and [2| show that detectors with more training samples achieve higher average performance,
but acquiring diverse, high-quality generated images remains costly. (¢) Hyperparameter sensitivity.
Fine-tuning numerous hyperparameters (augmentation methods, learning rates, etc.) further increases
the computational cost. (d) Poor generalization. Fig. [2] clearly show that the training-based detector
generalizes poorly to generation styles different from the training data.

Limitations of training-free methods: While addressing training costs and improving generalization,
training-free approaches also have limitations: (a) Reliance on pretrained models. These detectors may
inherit biases from their foundation models. AEROBLADE’s dependence on LDM autoencoders significantly
limits its effectiveness on images from different generative architectures. (b) Performance degradation on
high-quality generated images. As shown in Table[l] training-free methods (both AREOBLADE and
RIGID) struggle to achieve high detection accuracy on high-quality generated images (e.g., DiT-XL2).

6 Conclusion

This paper introduced RIGID, a novel training-free and model-agnostic method for robust detection of
Al-generated images. Based on our key observation that real images exhibit less sensitivity to random
perturbations in the representation space, RIGID effectively uses this property to distinguish between real
and Al-generated images by comparing the representation similarity before and after noise perturbation. Our
extensive evaluations demonstrate that RIGID not only outperforms existing training-free detectors, but also
outperforms many training-based methods, especially when dealing with unseen generation methods and
out-of-domain data. This exceptional generalization capability, coupled with RIGID’s resilience to diverse
image corruptions, establishes it as a powerful solution for detecting Al-generated images.
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A Experimental Details

All our experiments were tested on a NVIDIA GeForce RTX 3090 with 24G memory. The model we used is
DINOv2 |Oquab et al|(2023) VIT Large with a patch size of 14, and the noise intensity A is 0.05.

B Cosine Similarity Landscape

Following [Li et al.| (2018), we plot the cosine similarity landscape of real and generated images. The plot
function is defined as follows:

f(zla, 8) = ﬁ S simlfo(z @ (o + Av)), fo(z)] (4)

reX

Where X represents the sample set of real images or generated images, sim is the cosine similarity, fo() is a
feature extractor, and u and v are two random direction vectors sampled from the Gaussian distribution. We
plot the cosine similarity landscape of ResNet50, CLIP and DINOv2 in Fig. 1 in the main paper. In our
experiments, o and [ range from -0.5 to 0.5 with a step size of 0.01.

C Generated Datasets

The generated images on IMAGENET and LSUN-BEDROOM we used are both from [Stein et al.| (2024)), which
generated 100,000 images for each generation model in each dataset based on the leaderboard [with Code| of
generation quality on the two datasets. For class-conditional models, the same number of samples from each
class is generated, i.e. 100 images per class in IMAGENET. The repository link and FID scores of different
generation methods on IMAGENET and LSUN-BEDROOM are as follows:

C.1 ImageNet

e Three models used sets of 50k publicly available images provided at https://github.com/openai/
guided-diffusion/tree/main/evaluations

— ADM Dhariwal & Nichol| (2021). FID=11.84
— ADMG Dhariwal & Nichol (2021). FID=5.58
— BigGAN [Brock et al|(2018). FID=7.94

o DiT-XL-2 Peebles & Xief (2023). FID=2.80. https://github.com/facebookresearch/DiT.

o GigaGAN Kang et al.[(2023). With 100k images provided privately by authors. FID=4.16.

o LDM Rombach et al.| (2022a)). FID=4.29. https://github.com/CompVis/latent-diffusion.

o StyleGAN-XL [Sauer et al| (2022). FID=2.91. https://github.com/autonomousvision/

stylegan-x1.
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Figure 9: Display of Generated Images on ImageNet. Generation methods include: ADM, ADMG,
LDM, DiT-XL2, BigGAN, GigaGAN, StyleGAN-XL, RQ-Transformer and MaskGIT.

e RQ-Transformer [Lee et al| (2022). FID=9.71. https://github.com/kakaobrain/
rq-vae-transformer.

15


https://github.com/kakaobrain/rq-vae-transformer
https://github.com/kakaobrain/rq-vae-transformer

Under review as submission to TMLR

Projected iDDPM DDPM ADM
GAN

Diffusion

Projected
GAN

StyleGAN

Unleashing
Transformer

Figure 10: Display of Generated Images on LSUN-Bedroom. Generation methods include: ADM,
DDPM, iDDPM, Diffusion Projected GAN, Projected GAN, StyleGAN and Unleashing Transformer.

o Mask-GIT |Chang et al|(2022). FID=5.63. https://github.com/google-research/maskgit.

C.2 LSUN-Bedroom

e Three models used sets of 50k publicly available images provided at https://github.com/openai/
guided-diffusion/tree/main/evaluations|

— ADM Dhariwal & Nichol| (2021). FID=2.20

— DDPM (2020). FID=5.18.

— iDDPM Nichol & Dhariwal| (2021). FID=4.54.
— StyleGAN [Karras et al.| (2019). FID=2.65.

o Diffusion-Projected GAN |Wang et al.| (2022). FID=1.79. https://github.com/Zhendong-Wang/
Diffusion—-GAN.
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o Projected GAN [Sauer et al| (2021). FID=2.23. https://github.com/autonomousvision/
projected-gan.

o Unleashing Transformers Bond-Taylor et al.| (2022). FID=3.58. https://github.com/samb-t/
unleashing-transformers.

C.3 Genlmage

Genlmage [Zhu et al.| (2024)) is the latest million-level benchmark for detecting Al-generated images. One
of the advantages of Genlmage is that it contains generated images from four mainstream text-to-image
platforms, including: Wukong|Gu et al.|(2022)), SD 1.4 Rombach et al.| (2022b)), SD 1.5 Rombach et al.| (2022b)
and Midjourney Midjourney| (2022)). Genlmage input sentences follow the template "photo of class", where
"class" is replaced by ImageNet labels. For Wukong, Chinese sentences tend to achieve better generation
quality. In this way, the sentences are translated into Chinese in advance.

C.4 Out-of-Domain Images

e 140k Real and Fake  Faces. https://www.kaggle.com/datasets/xhlulu/
140k-real-and-fake-faces

e Lung X-ray Images https://www.kaggle.com/datasets/hazrat/awesomelungs

D Baselines

Wang et al. Wang et al.| (2020) We use the code and model checkpoints from the official repositoryﬂ

Gragnaniello et al.|Gragnaniello et al|(2021) and Corvi et al. |Corvi et al.| (2023) we use the code and
model checkpoints from the official repositoryE] provided by Corvi et al. This repository also includes the
detector from Gragnaniello et al.

DIRE [Wang et al.| (2023) We use the code and model checkpoints from the official repositoryﬂ However,
Ricker et al.|(2024) points out that the excellent performance reported in DIRE is because it saves real
images as jpegs and generated images as png, which causes DIRE to learn the differences between formats.
Therefore, we converted both real images and generated images into jpeg format and tested their performance
as shown in Tables 1 and 2 in the main paper.

Ojha We use the code and model checkpoints from the official repositoryﬂ
NPR We use the code and model checkpoints from the official repository{ﬂ

AEROBLADE [Ricker et al (2024) We use the code from the official repository{’} We use the autoencoder
from CompVis-stable-diffusion-v1-1-ViT-L-14-openai to compute the reconstruction error.

E Display of Generated Images

We display images generated by different generation methods on IMAGENET and LSUN-BEDROOM in Fig. 9]

and Fig.

Thttps://github.com/PeterWang512/CNNDetection
2https://github.com/grip-unina/DMimageDetection
3https://github.com/ZhendongWang6/DIRE
4https://github.com/WisconsinATVision/UniversalFakeDetect
Shttps://github.com/chuangchuangtan/NPR-DeepfakeDetection
6https://github.com/jonasricker/aeroblade
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Figure 11: Display of Perturbed Images. The first row shows the images perturbed by Gaussian noise
with different intensities A. The second row shows the JPEG compressed images with various qualities and
the bottom row shows the Gaussian blurred images.

Table 3: The AP of noise from different distribution on IMAGENET. A higher value indicates better
performance.

Distribution ADM ADMG LDM DiT BigGAN GigaGAN StyleGAN XL RQ-Transformer Mask GIT Aver

Laplace 86.36 79.49 78.57 67.91 93.98 86.49 84.53 92.65 90.94 84.55
Gamma 85.96 80.51 78.58 71.82 93.15 88.70 84.73 93.24 90.82 85.28
Chi-Square  86.65 79.74 75.86 68.09 94.76 88.25 86.42 92.73 91.45 84.88
Gaussian ~ 86.06 81.46 80.23 69.55  93.57 87.92 84.75 93.11 91.91 85.40

F Display of Perturbed Images

We display images perturbed by different 3 perturbation methods: Gaussian Noise, JPEG Compression and
Gaussian Blur in Fig. [[1] For each perturbation, we set five levels, including A = 0.05,0.1,0.15,0.2,0.25,
q = 90,80, 70,60,50 and v = 1.0, 2.0, 3.0,4.0, 5.0.

G Ablation Study: Noise

In Sec. 4, we discuss the impact of perturbation intensity and backbone model on RIGID detection performance.
Further, we compare the impact of noise from different distributions on the performance of RIGID in Table [3]
The distributions we use include: Laplace distribution, Gamma distribution, Chi-square distribution and
Gaussian distribution. We fix the noise intensity to 0.05. It can be seen that using different noises has a
minimal impact on the overall performance of RIGID.
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