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ABSTRACT

Recent studies reveal the vulnerability of neural networks to backdoor attacks.
By embedding backdoors into the hidden neurons with poisoned training data,
the backdoor attacker can override normal predictions of the victim model to the
attacker-chosen ones whenever the backdoor pattern is present in a testing input.
In this paper, to mitigate public concerns about the attack, we propose a novel
backdoor defense via identifying and purifying the backdoored neurons of the
victim neural network. Specifically, we first define a new metric, called benign
salience. By combining the first-order gradient to retain the connections between
neurons, benign salience can identify the backdoored neurons with high accuracy.
Then, a new Adaptive Regularization (AR) mechanism is proposed to assist in
purifying these identified bad neurons via fine-tuning. Due to the ability to adapt
to different magnitudes of parameters, AR can provide faster and more stable
convergence than the common regularization mechanisms in neuron purifying.
Finally, we test the defense effect of our method on ten different backdoor attacks
with three benchmark datasets. Experimental results show that our method can
decrease the attack success rate by more than 95% on average, which is the best
among six state-of-the-art defense methods.

1 INTRODUCTION

The brilliant feat of neural network (NN) make it a focal point of many attacks, one of the most
threatening among which is the backdoor attack (Liu et al.,2017; Barni et al.,2019). By mixing poi-
soned data into the training set, backdoor attack can control the victim NN to output attacker-chosen
predictions for triggered inputs, while hardly disturb the predictions of normal inputs. Moreover,
the triggers crafted by the attacker can be only several blocks of pixels (Li et al.,|2020b) or even the
invisible noises (Zhong et al.,|2020), which makes the attack notoriously perilous in applications.

Based on the findings in (Gu et al.l [2017), backdoor attacks can succeed because the neurons that
memorize trigger patterns, often called bad neurons, only keep a strong connection with the triggers
but rarely react to normal features. Naturally, to defend the attack, a direct idea is to remove or
mitigate the effect of bad neurons, e.g., model-pruning or fine-tuning (Gu et al.| 2017). However,
the existing defense methods are mainly flawed from two perspectives.

Neuron Evaluation. To evaluate which neurons are backdoored, current approaches are mostly
based on the activation magnitude (AM) of neurons (Gu et al.| 2017). Neurons with low AMs about
normal inputs are deemed to be “bad”, and pruned during the defense stage. Despite being intuitive
and easy to apply, such a metric sometimes leads to the over-pruning of good neurons as it may
ignore the connections between neurons. For instance, consider a case where a clean neuron N in
the network has low AMs but has very high weights on its downstream neurons. A has a strong
positive effect on the final predictions but is still judged to be bad based on the above rule.

Neuron Purifying. As bad neurons are marked in the evaluation stage, the next step is to purify or
prune them. Currently, most pruning based defense methods choose to roughly remove bad neuron
from the backdoored network. However, as pointed out by prior works (Liu et al., [2018), some bad
neurons can also be related to the predictions of normal data. Roughly removing these neurons can
easily cause the performance degradation of the target model.
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In this paper, we propose a novel backdoor defense method (called WIPER) to overcome the two
flaws. Specifically, instead of utilizing AM, we define a more effective metric called benign salience
(BS, Section .1} to evaluate the importance of neurons. Compared to AM, BS retains the connec-
tions between neurons through the first-order gradient, hence bad neurons can be identified more
accurately. Then, after identifying bad neurons, our method chooses to fine-tune but not directly
prune them in the neuron purifying stage (Section f.2) to avoid unexpected performance degra-
dation. Through a newly designed adaptive piece-wise regularization mechanism, our fine-tuning
method can be far more effective in mitigating the network’s attention on trigger patterns than the
existing fine-tuning method (Truong et al.l 2020). Our contributions are summarized in four folds:

* We propose WIPER, a novel backdoor defense method that combine the advantages of both
model pruning and fine-tuning to identify and purify backdoored neurons.

* We design a new metric BS to mark the bad neurons whose attention is misled to the
backdoor trigger patterns. Since the connections between neurons are reserved via the
first-order gradient, defenders can use BS to distinguish bad neurons with higher accuracy
than the commonly used metrics, e.g., AM.

* We develop a new type of regularization adaptive regularization (AR). Compared to the
common regularization, AR can better accelerate and stabilize the purifying process of bad
neurons by adaptively adjusting the penalty degree to different magnitudes of parameters.

* We conduct extensive experiments on benchmark datasets to validate the effectiveness of
WIPER. The result shows that our method outperforms state-of-the-art defenses signifi-
cantly on both attack success rate decreasing and model performance maintenance.

2 RELATED WORKS

Backdoor attack. A typical backdoor attack is done by injecting a small volume of poison data
crafted with the attacker-chosen triggers into the training set. To maintain the stealthiness of back-
door attacks, the triggers used by attackers are various. For instance, the trigger used in (Li et al.,
2020b) was a simple rect with the resolution of 3 x 3. Blend attack (Chen et al., |2017) adopted
common life devices, e.g. glasses, as a trigger so as to evade the inspection of humans. Moreover,
the authors in (Zhong et al.| [2020) attempted to design a human-imperceptible yet effective noise.
The clean-label attack (Shafahi et al., 2018 made the natural features in images difficultly learnable
so that the model was forced to only rely on the trigger to correctly classify without modifying the
label. More recently, similar to clean-label attack, sinusoidal signal attack (Barni et al., [2019) de-
signed an easily-learned trigger to conduct the backdoor attack. WIPER is designed to provide an
effective to defend the above-mentioned attacks and ensure model security in applications.

Backdoor defense. Backdoor defenses can be roughly divided into two categories: detection-based
methods (Wang et al., 2019; [2020; [ Xu et al.,|2021) that aim to detect whether a neural network is
backdoored, and purifying-based methods (Zhao et al.,|[2019; Truong et al., 2020} Yoshida & Fujinol
2020; L1 et al.l 2021a) that try to remove the backdoor while maintaining the performance of the
target model. Up to now, the detection-based method has been well developed and many remarkable
works (Gao et al., [2019; [Wang et al.l 2020; Xu et al.|, |2021)) achieve quite a high detection rate.
Thus, this paper mainly focuses on the bad neuron purifying to remove the backdoor. Inspired
by the fact that the bad neurons were dormant with the presence of clean data, fine-pruning (Liu
et al.| [2018) removed the backdoor by erasing the neurons with activation values below a certain
threshold. However, the effectiveness of fine-pruning heavily depends on the quality of holding
data, and it can be easily evaded by some state-of-the-art attacks, such as TrojanNN (Liu et al.,[2017)).
In (Truong et al.,|2020), the authors suggested that referring to catastrophic forgetting (Delange et al.,
2021)), fine-tuning the model with some clean data was a simple yet effective method to remove the
backdoor. Similar to fine-pruning, fine-tuning also need high-quality clean data to mitigate the
effect of bad neurons. Recently, knowledge distillation (Yoshida & Fujinol [2020; |Li et al., [2021a)
was proposed to achieve backdoor defense by distilling clean knowledge from the infected model
to a fresh model but failed to defend TrojanNN (Liu et al., [2017) due to the lack of consideration
for its special trigger attention mechanism. Recently, a novel work, Al-Lancet (Zhao et al.| [2021),
was proposed to locate bad neurons by doing comparative experiments with triggered inputs and
clean inputs whose trigger-pasted regions were cropped. Such an idea achieves competitive defense
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performance against pixel-level backdoor attacks, however, fails to respond to the state-of-the-art
attacks that uses crafted noises as triggers to cover the whole input image.

3 PROBLEM DESCRIPTION

Problem Setting. We consider the typical backdoor attack scenario as discussed in prior works (Gu
et al., 2017;|Liu et al.| [2017; Barni et al.l [2019; L1 et al., 2020b). In the scenario, a model trainer is
with the knowledge of the training set D; collected from multiple data providers and a self-owned
clean set D.. The trainer seeks to leverage D; to train a clean neural network . While, among the
data providers, there exists at least a malicious one A that attempts to backdoor the trained model F
by stealthily adding poisoned data into Dj.

Attack Goal. In the above scenario, the attacker .4 aims to complete the following goals.
* By crafting the testing inputs with specific triggers, .4 can mislead the backdoored net-

work F' to output desired labels that are different from the ground-truth predictions (or
predictions of a clean network F).

» To maintain the stealthiness of the attack, .4 should make the backdoored network F’ to
perform similar to F as being given the clean inputs.

Defense Goal. As opposed to the attack goals, the defender, i.e., the model trainer who has full
access to the internal architecture of the target model, aims to achieve the following two goals.

* The first is to erase the backdoors from F’ and make the purified model perform correctly
as being given with triggered inputs.

* To maintain utility, the purified model should perform similar to the original model trained
with clean data (i.e., D; without poison data).

Note, to ensure the feasibility of the defense method in varying applications, e.g., federated learn-
ing (Li et al.,|2020a), the defender is limited to only utilizing its self-owned validation set to achieve
the defense goals.

4  APPROACH

In this section, we present the design details of WIPER.

As illustrated in Algorithm [I] and Figure [T WIPER
mainly proceeds in two steps. The first is to find the bad
neurons required to be cleansed by evaluating the impor-
tance of neurons. Then, a neuron-purifying strategy is
leveraged to disable the effect of these bad neurons from
the backdoored model.

4.1 NEURON IMPORTANCE EVALUATION

WIPER uses a novel metric called BS to evaluate the
importance of neurons and distinguish bad neurons.
As mentioned before, BS outperforms the conventional
metric AM used in the existing pruning-based defense
method (Liu et al 2018)) because instead of evaluating
each neuron independently, BS additionally considers the
connections between neurons in importance evaluation.

4.1.1 THE DEFINITION OF BS
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Figure 1: Backdoor attacks (top image)
and WIPER (bottom image).

In more details, the definition of BS basically follows two principles: 1) the importance of a neuron
positively correlates to its contribution to the loss decreasing of the target network; 2) connections
between neurons are established during the gradient backward propagation process in the training
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Protocol 1 WIPER

Input: F’: the backdoored model; D.: a set of clean data owned by the defender; A: the set of
neurons needs to be purified; a: the hyperparameter to adjust the purifying magnitude; Sy:
reserved ratio of neurons; [: the tag of the layer required to be purified; n: the total number of
epoch of purifying; n: momentum accumulation factor.

Output: F: the purified model.

: # Neuron Importance Evaluation.

Compute the gradient of all neurons on the [-th layer over D..

Evaluate the importance for the neurons on the [-th layer of 7’ based on Eq.[2|and Eq.

Select 5y neurons with least importance (i.e., the lowest MBS) in the [-th layer and add them

into A.

5. # Neuron Purifying.

6: for each iteration ¢ = 0 to n do

7: Update 3; <= fBo - (1 — %).

8: for x,y € D. do

9.

0

bl

Optimize F' based on Lyyri fying-
: Update M BS; for each neuron in [-th layer and reset A that select §; neurons with the
lowest M BS to add into A.
11: end for
12: end for

stage. Following the first principle, we first define BS to be the differential loss format.
BS=ALp, =Lp, (wy) — Lp,(w), (1)

where w denotes the parameters of neurons in a trained (backdoored) network F” and wy is the initial
parameters that usually approximates to 0 (Sun, [2019). Then, combined with the second principle,
we can rewrite the computation of Eq.[T]through Taylor expansion.

BS =~ Lp,(0) = Lp, (w) = (Lp,(w) + VuLp, (w)" (0 —w) + Ry) — Lp, (w)

2
= —Vw,CDC (w)Tw + R = —Vwﬁpc(w)T’lm @

where R; is the Taylor remainder consisting of 2-th derivative of Fip_(w) and quadratic term of
w, which can be omitted in the final deduction. Note that, if Lp_(+) is a non-linear function, the
errors induced by the ignorance of R; can be non-negligible. However, for most neural network
architectures, the last a few layers (output layer) are always fully connected, i.e., being linear layers.
At this time, the linear approximation in Eq. [2] becomes reasonable and effective. Therefore, in
practice, WIPER pays more attention to purify the top fully-connected layers with BS to achieve
backdoor defense. We argue that such a setting is effective due to the following reason. Consider
the scenario where the attacker only backdoors the feature extraction layers. The extracted feature
about triggers can be simply blocked by the output layer if the neurons related to the trigger features
are allocated with low weights. Also, the blocking can easily happen because the trigger features are
useless for normal samples. Conversely, if the output layer is backdoored, the attack can be always
successful as soon as the trigger feature is extracted. Therefore, to ensure attack effectiveness, the
objective of most backdoor attacks is focused more on the output layers. The same goes for the
defender. The experimental results in Section[5.5]also prove the above statement.

Moreover, Eq. Jindicates that BS can be used to quantify the importance of w. Then, the importance
of a certain neuron can be quantitatively evaluated by the summation of BSs of its all downstream
weights. Intuitively, higher BS indicates higher contribution of the neuron to the loss decreasing
of F', i.e., with more importance. Therefore, as illustrated in Algorithm (Step 4), WIPER marks
neurons with the lowest BS as bad neurons, and the downstream weights of the marked neurons are
punished to diminish the impact of the neurons. Moreover, reconsider the backward propagation
based gradient computation process. It can be observed that BS not only considers the activation
weight of each neuron but also involves its connection with downstream neurons into importance
evaluation via the first-order gradient V,,£p_(w)T. Thus, unlike the conventional metric AMEI, BS
can better avoid the problem of over-pruning good neurons.

'In prior backdoor defense methods (Liu et al.l 2018), AM is computed by AM = |w - 2| where w is the
neuron parameters and x in the input.
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Except for BS, we define, that can be adopted to evaluate the importance of a neuron, there are many
inspiring metrics that own the similar function, a typical one of which is neuron shapley (Ghorbani
& Zou, 2020). Theoretically, neuron shapley can perfectly assess the contribution of a neuron to the
overall performance of the model but seriously suffers from the unaffordable exponential computa-
tion costs (even if with some mitigation measurements such as pruning algorithms or Monte Carlo
estimation (Ghorbani & Zou, [2020)). For backdoor defense, it requires not only the excellent ability
of backdoor erasing but also acceptable time complexity in applications. Therefore, we argue that
neuron shapley is not a suitable metric to evaluate the importance of a neuron in backdoor defense
scenarios. Thus, at the beginning of our design, we decided to abandon these complex methods and
propose a new metric BS to resolve the problem.

4.1.2 FURTHER DISCUSSION

While implementing WIPER, we notice that although WIPER converges in the expected direction,
its convergence curve suffers from great oscillation. Review the definition of BS in Eq.[2] It can be
discovered that the unstability is mainly caused by the fact that limited by the real-world computation
resource, WIPER sometimes has to adopt Stochastic Gradient Descent (SGD) to complete model
purifying. With SGD, only one batch of data is taken into computation thereby easily leading the
gradients used to compute BSs to be trapped into local optimum thereby degrading the performance
of WIPER. At this time, we can use the momentum accumulation mechanism to mitigate the problem
as follows.

MBS;(w)=n-MBS;_1(w) + (1 —n)-BS(w),0<n<1, 3)
where M BS;(w) denotes the accumulated BS of w in the i-th epoch and 7 is the momentum factor
given by defenders.

Furthermore, in WIPER, the initial proportion 3 of purified neurons (with least BS) is an empirical
hyperparameter. Considering that the neurons required to be purified will be on the decrease along
with the model purifying process, 3 usually starts with a large value and then is slowly decayed until
the purifying process is completed. Referring to the decaying mechanism of learning rate, we define
the following decaying function in WIPER.

B =po- epoch ) “4)

where [ is initial value of 3, epoch is the number of training epochs and cur_epoch denotes the
current epoch.

epoch — cur_epoch

4.2 NEURON PURIFYING

We now elaborate how WIPER leverages an improved neuron fine-tuning strategy to achieve bad
neuron purifying.

Without consideration of model performance, a basic idea for neuron purifying is to wipe out bad
neurons by forcing all the parameters of them to be 0. Following the idea and adding the model
performance into consideration, we can derive the following way to achieve bad neuron purifying
like (L1iu et al., [2018)).

n
Epurifying = ZCE(]:/(%),%) —|—Oéz Hw_OHka (5)
i=1 weA

where A denotes the set of bad neurons, CE(-) is the cross-entropy loss function, « is the penalty
coefficient and ||w — 0|5 is the Li-norm regularization term (k € {1,2}) that promotes the pa-
rameters of bad neurons to lose impact on the model outputs. Compared to Ls-regularization,
L -regularization is known to be able to completely cleanse the impact of w but requires more
optimization rounds as w is large (Hoefler et al.,|2021). In contrast, Ls-regularization can accelerate
the purifying process but can never makes w to be exactly O thereby easily causing the overshoot of
the global optimum (also discussed in Section[5.6). To address the issue, we design a piece-wise
regularization item called adaptive regularization (AR).

—e vl w< 1,
AR(w) = ¢ wl, lw] <1, (©6)

w—1

e , w > 1.
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As shown in Fig. 2] AR can provide a higher
penalty degree than L to accelerate conver-
gence when the input parameter is large. Mean-
while, the penalty degree of AR is similar to
the L;-norm regularization as the parameter is
close to 0. In our evaluation, we will demon-
strate that benefited from the ability to process
different magnitudes of parameters, AR ensures
faster convergence rate and high stability than
Ly and Lo regularization in neuron fine-tuning
(see Fig. [§]in Section [5.6). Finally, with AR,
the purifying loss can be rewritten as follows:

Gradient Size

Figure 2: The penalty degree of three types of reg-
ularization items over different magnitudes of in-

puts ['purifying = Z CE(f, (x2)7 yz)+a Z AR(wJ)
=1

JEA
(N

5 EXPERIMENTS

In this section, we mainly experiment with the effectiveness of WIPER in backdoor defense and
answer the following research questions (RQs).

¢ RQ1 Effectiveness: Can WIPER defend the state-of-the-art backdoor attacks?
* RQ2 A Closer Look at BS: Is BS a good metric in identifying bad neurons?

* RQ3 Improvement: Is AR more suitable for bad neuron purifying than the common reg-
ularization?

* RQ4: Approximation Availability: Is purifying output layers enough to defend backdoor
attacks?

Table 1: The performance of WIPER compared with six state-of-the-art defense methods over ten
backdoor attacks in CIFAR-10.

Defense | Before | Fine-tuning | KD | NAD | Fine-Pruning | IBAU | ANP |  WIPER
Attack | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR
BadNet 8742 995 | 7842 2331 | 50.17 5.46 | 70.54 4.34 | 80.68 14.70 | 81.77 11.70 | 83.02 545 | 83.20 5.03

BA 87.67 99.77 | 78.69 18.10 | 50.66 6.94 | 70.58 13.51 | 80.77 25.06 | 80.97 6.14 | 8226 546 | 82.82 5.22
ETA 87.2 9724 | 7557 28.62 | 5093 9.71 | 71.68 1042 | 81.85 1579 | 82.85 9.03 | 8120 6.45 | 8241 5.80
1A 86.83 98.67 | 78.38 28.10 | 49.10 729 | 70.71 587 | 78.73 4240 | 82.46 10.51 | 80.91 5.78 | 82.04 6.02

SIG 85.14 911 | 7582 1654 | 51.84 6.56 | 68.71 3.62 | 80.69 16.03 | 80.54 8.42 | 8230 5.28 | 8241 3.73
TrojanNN | 86.83 98.67 | 79.46 7337 | 51.27 9.23 | 71.71 3498 | 80.40 67.92 | 82.63 1224 | 84.80 6.79 | 84.67 4.68
MC 87.10 99.78 | 78.40 77.56 | 50.62 8.66 | 70.86 33.73 | 81.62 75.63 | 44.54 15.87 | 80.04 7.43 | 80.92 6.77
WaveNet | 85.87 97.68 | 77.24 18.10 | 51.87 7.55 | 70.41 13.35 | 81.45 17.94 | 80.66 9.96 | 8248 7.21 | 82.59 581
SSA 86.30 9821 | 77.52 1830 | 51.41 9.56 | 71.38 1432 | 82.63 1649 | 78.82 836 | 8048 6.54 | 81.70 4.76
LogitAttack | 86.92 99.98 | 79.08 23.92 | 49.51 5.66 | 69.81 6.73 | 8043 1396 | 81.86 10.85 | 83.09 7.65 | 83.03 5.54

5.1 EXPERIMENT SETTINGS

Baselines. Four state-of-the-art defense methods are considered as baselines, which are Fine-
Pruning (Liu et al.,2018]), Fine-tuning (Truong et al.| 2020}, KD (Yoshida & Fujino, 2020)), NAD (Li
et al 2021a)), IBAU (Zeng et al,, [2022), and ANP (Wu & Wang, [2021). We compare their de-
fense effect with WIPER against ten backdoor attacks, namely badNet (Gu et al.l [2017), blend
attack (BA) (Chen et al., 2017), enhanced trigger attack (ETA) (L1 et al., 2020b), invisible attack
(IA) (Zhong et al., 2020), sinusoidal signal attack (SIG) (Barni et al.| 2019)), TrojanNN (Liu et al.,
2017), IMC (Pang et al.,[2020)), WaveNet (Nguyen & Tran,|2021), SampleSpecifiedAttack (SSA) (L1
et al.,|2021b)), and LogitAttack (Zhang et al.,|2022)) on three benchmark datasets SVHN, CIFAR-10,
and CIFAR-100. For fair comparisons, all the configurations of these attacks and defense follow
their corresponding original papers (Appendix A.3 and A.4). Moreover, all defense methods are
implemented with access to parts of the clean data randomly selected from the training set (5% to
the size of training sets but never used in the training process like (Yoshida & Fujino} 2020; Li et al.,
2021a;|Liu et al., |2018} |Zeng et al., 2022)).
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Attack | BadNet | BA | ETA | 1A | SIG | TrojanNN
Method | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR
Before 87.42 99.50 | 87.67 99.77 | 87.20 97.24 | 86.83 98.67 | 85.14 91.10 | 86.83 98.67

Fine-Pruning + AM | 80.68 14.70 | 80.77 25.06 | 81.85 15.79 | 78.73 42.40 | 80.69 16.03 | 80.40 67.92
Fine-Pruning + BS | 81.11 1047 | 81.70 14.22 | 82.34 10.72 | 80.20 18.11 | 80.79 11.71 | 81.85 16.50
Ours + AM 81.72 1235 | 82.03 17.28 | 81.97 12.78 | 81.51 30.55 | 81.88 15.17 | 83.09 55.32
Ours + BS 8320 5.03 | 82.82 5.22 | 8241 580 | 82.04 6.02 | 8241 3.73 | 84.67 4.68

Table 2: Comparison of backdoor defense with different purifying strategies and neuron importance
evaluation metrics on CIFAR10.

Evaluation Metrics. The performance of backdoor defense is evaluated with two widely-used
metrics: the accuracy of the model on clean samples (ACC), and the attack success rate (ASR). ASR
denotes the ratio of triggered samples that succeed in misleading the target model to output attacker-
chosen predictions. An effective defense method should significantly lower ASR and remain high
ACC. All metrics are average values computed with the whole testing set that are never used in the
training or purifying stage.

Other Setups. While implementing WIPER, we fix «, 5y, 7 to be 0.01, 0.5, and 0.9. The number
of epochs for neuron purifying is set to 10 similar to (Li et al.| [2021a). The purified layer is the
output layer (usually the last full connection layer in the network) (Liu et al., [2018). Moreover, we
adopt standard SGD with a constant learning rate of 0.01 and batch size of 128. All experiments
are conducted using ResNet18 as the target model with a workstation equipped with Nvidia V100.
Parts of the results with SVHN and CIFAR-100 are left in the supplementary material.

5.2 RQ1: EFFECTIVENESS

To validate the effectiveness of WIPER, we first test and analyse the defense effect of WIPER
against different backdoor attacks. Then, we compare the performance of WIPER with other defense
methods. Table[I] Table[7](Appendix A.2) and Table[§](Appendix A.2) summarize the experimental
result of five different backdoor defense approaches against six state-of-the-art backdoor attacks with
SVHN, CIFAR-10, and CIFAR-100. In the tables, Before means the ACC and ASR of backdoored
models before being purified.

Overall, it can be observed that the performance (simultaneously consider both ACC and ASR)
of WIPER considerably outperforms the other backdoor defense methods under different settings.
Specifically, considering the decrease of ASR, two state-of-the-art methods, KD and NAD, can
achieve competitive performance compared with WIPER but notably suffers from the problem of
model performance degradation. For example, to maintain the ASR to be less than 10%, KD sacri-
fices at most 35% loss of ACC while WIPER only 5%. For NAD, it attains similar performance to
WIPER on most backdoor attacks but fails to defend the TrojanNN attack. This is because besides
adding poisoned data into the training set, TrojanNN allows the attacker to select and manipulate
specific neurons to enhance the memory of backdoored model about the trigger patterns. The model
distillation method used in NAD make the purified model inherit the “enhanced memory” from the
backdoored model thereby leading to the low defense effect of NAD on TrojanNN. In contrast, the
bad neuron filtering mechanism of WIPER can accurately mark these backdoored neurons and lower
the ASR of TrojanNN significantly. Furthermore, considering performance maintenance, WIPER
can ensure lower ACC degradation of the model compared with other defense methods in almost
all conditions. For instance, in SVHN (Table [7), with only less than 1% degradation of the model
performance, WIPER can drop the ASR of six attacks to less than 5%. However, the other method
still struggles against the attacks, especially for Fine-Pruning.

5.3 RQ2: A CLOSER LOOK AT BS

As mentioned before, one of the key factors to make WIPER outperform other methods is the in-
troduction of BS. Here, comprehensive experiments are conducted to explain why BS can achieve
such an improvement on backdoor defense from three perspectives: 1) statistical analysis; 2) atten-
tion analysis; 3) effect on neuron purifying. In the experiments, a ResNet18 network is trained with
CIFAR10. During the training process, we backdoor the model according to the widely-used bench-
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Figure 3: The left graph is about experimental result of BS, and the right one is about Fine-Pruning
with AM. For both of the two graphs, the horizontal axis indicates the neurons of the victim model.
Each bar corresponds to one neuron. All recorded BS and AM values are averaged over 1000 testing
samples (500 for clean and 500 for poison data). Especially, the BS and AM for clean data are sorted
in descending order for the convenience of observation.

mark attack BadNet 2017) and ensure 100% ASR. The poison label and poison ratio are
set to 0 and 5%. The trigger is a 3x 3 square in the upper left corner 2017).

Statistical Analysis. We record the averaged BSs of all neurons by feeding a batch of clean and
poison data, 500 for each, as shown in the left of Figure[3] From the results, an interesting finding is
that the BSs of neurons are almost opposite for clean and poison data. In fact, such a phenomenon
is precisely what we desire in bad neuron filtering. This is because the phenomenon proves that BS
well describes the principle of backdoor attacks: making some neurons to be strongly activated by
triggers to change the original label output and rarely activated by clean data to avoid lowering the
performance of victim model on normal inputs. Also, we can use BS to accurately mark the neurons
with low importance to normal predictions but high significance to trigger activation. Referring to
AM, shown in the right of Figure 3] it can be observed that there is no significant difference in AM
between neurons. Such a flaw makes AM unable to provide a clear division between benign and bad
neurons, and leads the bad neurons marked by AM to be mixed in some benign neurons.

Attention Analysis. Further, to validate the above statement, we visualize the attention of neurons
on the original input image in Figure [3] The results show that for both BS and AM, the attention
of benign neurons is mostly focused on the main body of the input image, i.e.,around the airplane.
Then, the upper left corner, the place where triggers are added, draws the attention of bad neurons
marked by BS. Clearly, it is proved that with BS, WIPER accurately identifies which neurons con-
tribute the most to backdoor attacks. Conversely, the attention of the bad neurons marked by AM is
not only focused on the upper left corner but also somewhere else.

Effect on Neuron Purifying. Finally, we conduct experiments to show that the choice of neuron
importance evaluation metric can lead to significant effect on neuron purifying. From the results
of Table 2] given the same purifying method (Fine-Pruning or WIPER), the defense effect with BS
outperforms the ones with AM on both ACC and ASR. Especially, with AM, Fine-Pruning fails to
defend the TrojanNN attack. However, with BS, Fine-Pruning succeeds in defending TrojanNN due
to the better ability of BS to identify bad neurons. All the facts prove that BS is a good metric.

5.4 RQ3: IMPROVEMENT OF AR ON NEURON PURIFYING

To show the advantages of AR on fine-tuning based neuron purifying, we experimentally compare
it with the other two commonly used regularization methods L, and L. Figure[§](Appendix A.2)
illustrates the performance of WIPER employed with three kinds of regularization mechanisms.

It is observed that the difference of these three kinds of regularization methods mainly stems from
the changing trend of ASR. In more details, the intrinsic property of Lo makes it only “strong”
on penalizing large parameters (more than 1, shown in Figure [)), and unable to actually decrease
parameters to 0. However, for a backdoored network, the parameters of bad neurons are usually
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very small (close to 0). Thus, Lo fails to provide proper penalty on bad neurons and leads to the
lowest ASR decreasing speed. Then, for Lq, it can always reduce the ASR to a similar level to
AR . However, since the penalty of L is too weak, its convergence speed is still lower than AR.
Finally, the required epochs of AR is just around 2, which is significantly lower than L; and Lo
regularization, which requires more than 15 epochs to erase the backdoor. Thus, the adoption of AR
in backdoor defense can greatly improve the performance of neuron purifying.

5.5 RQ4: IS PURIFYING OUTPUT LAYERS ENOUGH TO DEFEND BACKDOOR ATTACKS

In this subsection, we mainly answer the question of whether only purifying the last few layers is
enough for erasing the backdoor from the victim model. Table [5| (Appendix A.2) reports the per-
formance of WIPER as the target purifying layers are changed. From the results, adding feature
extraction layer (i.e., convolution layers) into backdoor purifying shows little improvement on de-
fense effect, only less 1% more decrease on ASR. In contrast, the performance of the purified model
degrades more significantly when more convolution layers are introduced. As aforementioned, such
a phenomenon occurs because backdoor attacks usually pay less attention on the feature extraction
layers than the output layer to achieve better attack effectiveness. Therefore, forcibly purifying the
feature extraction layers contributes little to the backdoor defense but can easily lead to the over-
pruning of the victim model and lower the model performance.

5.6 OTHER CASES

Impact of Clean Data. As discussed in the prior works (Liu et al., 2018; Truong et al., 2020;
Yoshida & Fujino, 2020; [Li et al.l 2021a)), the amount of clean data owned by the defender is a
crucial factor that affects the effect of backdoor defense significantly. Here, for the convenience
of statistic and comparison, we use the ratio of clean data set to training set as the indicator to
denote the amount of clean data owned by the defender. Figure [5|(Appendix A.2) demonstrates the
performance of five defense methods against six attacks over different data ratios. Strikingly, with
the strict condition of 1% data ratio, WIPER can still maintain almost 90% ASR drops and less than
3.5% accuracy drops. In contrast, most of other methods fail to achieve effective backdoor defense
(Iess than 40% ASR drops on some attacks) or suffer from significant ACC drops (more than 20%).

Impact of o. As discussed in Section[#.2] « is a vital factor to determine the degree of WIPER to
punish the bad neurons. Table [6] (Appendix A.2) summarizes the experimental results of WIPER
with coarse-tuning of . The results show that larger o makes WIPER focus more on backdoor pu-
rifying and achieve lower ASR but is with the expense of slightly decreased ACC. Correspondingly,
lower « allows the target model to maintain higher ACC but results in a higher ASR. Therefore,
a trade-off exists between ASR and ACC. However, the trade between ASR and ACC are not ex-
changed at equal values. It can be found that in most cases, only less than 1% ACC drop can leads to
the drop of ASR for about 50% to 60%. As a result, in practice, the defender is suggested to choose
a litter higher magnitude of « to ensure the effectiveness of WIPER.

Impact of Purifying Strategy. Furthermore, in Table 2] we also show the influence of purifying
strategy choice on backdoor defense. As expected, despite of maintaining the performance of the
purified model in an acceptable range, Fine-Pruning (fine-tuning with L; + pruning) still suffers
from poor capacity of backdoor erasing. However, if Fine-Pruning is replaced with our purifying
strategy, the results can be improved significantly. For instance, referring to the TrojanNN attack,
substituting Fine-Pruning with our purifying strategy can make the ACC rise from 81.85% to 84.67%
while the ASR drops from 16.50% to 4.68%, even with AM as the importance evaluation metric.

6 CONCLUSION

We proposed a backdoor defense approach WIPER that could combine the advantages of both model
pruning and fine-tuning. WIPER improved current backdoor defense method from two aspects. The
first was to propose a new metric called benign salience to evaluate the importance of neurons in a
network and filter the bad ones. The second was to design a new regularization item for backdoor
purifying, which could accelerate the neuron purifying process significantly. Finally, we conducted
extensive experiments to show that the WIPER achieved ideal performance on both erasing the
backdoor and maintaining the model performance after being equipped with such two techniques.
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A APPENDIX

A.1 ALTERNATIVE METRICS

Here we first examine whether the gradient magnitude of a neuron can be served as a good metric
to distinguish between good and bad neurons and Figure ] shows results. Similar to AM, solely
employing gradient magnitude is hard to detect bad neurons.

1.0+ Clean Data
Poison Data

0.5F

0.0

0.5+

1.0

Figure 4: The gradient magnitude of each neuron with respect to clean data and poison data respec-
tively. The evaluation settings follow Figure

BS vs. Neuron Shapley & Integrated Gradient. Some literature (Sundararajan et al., 2017} Ghor-
bani & Zou, [2020) developed various metrics to quantify the importance of neurons. To show better
practicality of BS, we compare our method with other importance evaluation metrics. Specifically,
we select two common-used metrics: Neuron Shapley (Ghorbani & Zou, 2020) and Integrated Gra-
dient [Sundararajan et al| (2017). Table [3] reports the performance and overhead of three metrics.
As can be seen, BS obtains competitive defense performance and only needs considerably smaller
overheads compared with Integrated Gradient and Shapley value.

Table 3: The performance and overhead of different metrics against BadNet.
Metric | ACC ASR  Time
BS 832 5.03 1.00

Integrated Gradient | 83.25 5.10 10.76
Shapley Value 82.89 492 968.17

Table 4: The performance of Al-Lancet and WIPER against four backdoor attacks.
Defense | ~Al-Lancet WIPER

Attack | ACC  ASR ACC ASR

BadNet | 80.15 521 83.20 5.03
BA 73.81 27.17 82.82 5.22
ETA 68.67 2993 8241 5.80
SSA 68.47 2214 817 4.76

A.2 ADDITIONAL EXPERIMENT ON DIFFERENT DATASETS
Firstly, we demonstrate that the poor defense performance of Al-Lancet Zhao et al.| (2021) against

state-of-the-art attacks. Table E] shows that Al-Lancet is vulnerable against BA, ETA, and SSA,
which adopt more threatening triggers covering the entire images or being dynamic.

12
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Attack | BadNet | BA \ ETA \ 1A \ SIG | TrojanNN
Purified Layer | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR

FC only 8320 503 | 82.82 522 | 8241 5.80 | 82.04 6.02 | 8241 3.73 | 84.67 4.68
FC+1Conv | 8219 515 | 8129 593 | 8137 577 | 8046 544 | 81.26 3.98 | 82.890 4.24
FC+2Conv | 80.29 479 | 7931 524 | 7942 538 | 77.66 5.69 | 79.82 4.05 | 81.00 4.01
FC+3Conv | 77.03 483 | 77.84 434 | 77.65 4.60 | 76.71 5.62 | 7796 345 | 79.72 5.36
FC+4Conv | 7449 451 | 7486 435 | 71.56 4.04 | 73.33 4.96 | 7456 3.22 | 72.73  4.67

Table 5: The performance of WIPER when purifying different layers. Here n Conv indicates puri-
fying the last n convolution layers.

Attack |  BadNet | BA \ ETA \ 1A \ SIG TrojanNN
@ | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR

0.001 | 83.57 77.03 | 84.09 86.74 | 83.69 066.43 | 84.07 76.82 | 83.57 28.09 | 86.09 33.18
0.005 | 83.55 21.01 | 84.14 26.20 | 84.41 16.54 | 8344 2597 | 82.64 6.69 | 8622 5.57
0.01 | 8320 5.03 | 82.82 522 | 8241 5.80 | 82.04 6.02 | 8241 3.73 | 84.67 4.68
0.05 | 8276 548 | 82.89 542 | 82.10 548 | 8197 5.69 |81.78 4.02 | 8425 4.86

0.1 8220 530 | 82.18 5.07 | 81.55 3.96 | 8133 4.72 | 81.20 3.44 | 8439 439

Table 6: The performance of WIPER with different «v against six backdoor attacks in CIFAR-10.

Here we report some additional experimental results in SVHN and CIFAR-100. From experiments,
we can further consolidate our conclusion that WIPER is an effective defense against backdoor
attacks (also discussed in Section [3)).

Figure[6|and Figure[7]illusrate the defense performance of different defenses on SVHN and CIFAR-
100. Besides, Figurem@ and Figure [T0] show the defense performance of WIPER with varying regu-
larization items on SVHN and CIFAR-100. Table [9]and Table[I0]report the defense performance of
WIPER with different purifying strategies and neuron importance evaluation metrics on SVHN and
CIFAR-100.

Defense | Before | Fine-tuning | KD \ NAD | Fine-Pruning | IBAU | WIPER
Attack | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR | ACC ASR
BadNet 94.68 100 | 85.74 3.17 | 60.16 442 | 8622 271 | 93.17 69.57 | 89.70 6.83 | 94.14 0.49

BA 94.62 100 | 86.54 144 | 524 261 | 8647 3.11 | 9229 79.65 | 87.95 991 | 94.09 143
ETA 9459 9998 | 87.61 6.34 | 53.08 498 | 87.56 6.28 | 93.41 68.52 | 91.22 1098 | 94.11 4.94
1A 94.68 100 | 85.17 3.26 | 5245 451 | 8625 1.87 | 9423 8753 | 89.71 945 | 9453 248
SIG 9438 9697 | 8485 131 | 5322 687 | 8.3 322 |93.16 3853|8859 228 |93.69 131

TrojanNN | 94.71 100 | 88.75 842 | 49.64 481 | 8745 3197 | 9231 97.82 | 8822 11.34 | 9452 241
IMC 94.15 100 | 87.52 10.56 | 52.62 5.15 | 86.41 32.53 | 93.50 98.23 | 87.52 18.16 | 93.90 1.92
WaveNet | 94.13 99.36 | 84.68 2.81 | 55.86 6.26 | 84.84 4.57 | 92.54 40.86 | 88.06 3.25 | 93.90 2.70
SSA 94.60 97.41 | 8522 222 | 5283 7.59 | 8530 4.07 | 9495 40.76 | 87.52 527 | 9333 3.17
LogitAttack | 94.93 100 | 86.16 3.38 | 51.68 4.22 | 86.30 3.55 | 93.60 68.75 | 90.01 6.62 | 93.51 2.14

Table 7: The performance of WIPER compared with four state-of-the-art defense methods over six
backdoor attacks in SVHN.

Defense | Before | Fine-tuning | KD | NAD | Fine-Pruning | IBAU |  WIPER
Attack ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR
BadNet 69.66 99.83 | 60.74 11.01 | 18.84 1.51 | 32.80 2.32 6348 2553 | 59.29 344 63.71 1.12

BA 68.68 99.81 | 61.68 2332 | 1532 1.59 | 33.24 246 | 63.08 26.68 | 61.62 9.08 | 63.21 0.80
ETA 68.98 9843 | 62.71 17.99 | 17.52 1.44 | 31.03 3.11 | 62.89 37.63 | 60.82 1.67 | 6235 0.83
1A 69.12  99.88 | 59.44 27.79 | 16.57 191 | 31.37 3.02 | 60.97 23.30 | 60.27 594 | 62.11 0.55
SIG 68.92 90.21 | 57.48 21.18 | 1548 1.58 | 30.50 1.62 | 61.43 28.07 | 59.11 8.12 | 63.89 0.26

TrojanNN | 70.84 94.66 | 61.97 56.76 | 16.61 1.57 | 30.38 32.03 | 61.45 78.99 | 60.58 11.56 | 63.92 0.20
IMC 69.08 99.55 | 62.41 62.15 | 17.52 198 | 31.19 3540 | 61.62 87.98 | 60.47 15.16 | 60.91 0.97
WaveNet | 67.68 98.84 | 59.49 22.07 | 16.00 129 | 31.08 246 | 62.04 27.87 | 5995 837 | 62.04 0.99
SSA 68.03 97.76 | 58.80 22.00 | 1550 1.38 | 3045 021 | 6223 2898 | 61.00 6.46 | 60.82 1.38
LogitAttack | 68.35 99.87 | 61.49 11.26 | 19.24 255 | 3290 3.15 | 62.63 26.09 | 58.80 4.82 | 62.00 0.53

Table 8: The performance of WIPER compared with four state-of-the-art defense methods over six
backdoor attacks in CIFAR-100.

A.3 ATTACK IMPLEMENTATION DETAILS

We summarize the implementation details of ten backdoor attacks used in this paper as follows:
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Attack | BadNet | BA | ETA | IA | SIG | TrojanNN
Method ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR
before 94.68 100.00 | 94.62 100.00 | 94.59 99.98 | 94.68 100.00 | 94.38 96.97 | 94.71  100.00

Pruning + AM | 93.17 69.57 | 9229 79.65 | 93.41 68.52 | 9453 87.53 | 93.16 3853 | 92.31 97.82
Pruning + BS | 93.58 17.58 | 93.01 19.25 | 93.58 24.92 | 93.07 13.78 | 93.52 12.84 | 93.41 20.88
Purifying + AM | 93.70  34.06 | 93.91 2932 | 93.56 45.50 | 94.57 35.19 | 93.64 27.10 | 93.84  63.08
Purifying + BS | 94.14 049 | 9409 287 | 9411 494 | 9423 948 | 93.69 148 | 9452 241

Table 9: Comparison of backdoor defense with different purifying strategies and neuron importance
evaluation metrics on SVHN.

Attack | BadNet | BA \ ETA \ 1A \ SIG | TrojanNN
Method ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR ‘ ACC ASR
before 69.66 99.83 | 68.68 99.81 | 68.98 98.43 | 69.12 99.88 | 68.92 90.21 | 70.84 94.66

Pruning + AM | 63.48 2553 | 63.08 26.68 | 62.89 37.63 | 60.97 2330 | 61.43 28.07 | 61.45 78.99

Pruning + BS | 63.55 16.69 | 63.02 19.87 | 61.73 18.07 | 61.02 11.77 | 62.21 1528 | 61.96 29.63
Purifying + AM | 63.62 2031 | 63.15 23.51 | 63.01 25.04 | 61.75 19.27 | 62.52 22.67 | 62.83 70.57
Purifying + BS | 63.71 1.12 | 63.21 0.80 | 6235 0.83 | 62.11 0.55 | 63.89 0.26 | 63.92 0.20

Table 10: Comparison of backdoor defense with different purifying strategies and neuron importance
evaluation metrics on CIFAR100.

» BadNet: A 3x3 trigger with random pixel values is pasted in the top left corner of 5%
training images, and labels tamper with 0.

* Blend Attack: We used the same trigger, a hello kitty image, in the original paper, blend
ratio of 0.2, and inject rate of 0.05.

* Enhanced Trigger Attack: Following the original paper, we adopt the same random spa-
tial transformation layer consisting of rotation and scale to pre-process the poison data. The
associated parameters of the trigger used in this attack are identical to BadNet.

* Invisible Attack: We generated the same trigger with 32 x 32 resolution in the original
paper and injection rate of 0.05.

* Sinusoidal signal attack: We used the backdoor trigger generation function in the original
paper with 6 = 20 and f = 6 and injection rate of 0.1.

* TrojanNN: Based on the implementation of the original paper, we utilized the same reverse
engineer technology to craft a 3 x 3 square trigger from the fully connected layer. Other
parameters are set the same in BadNet.

* IMC: Similar to the original paper, we used a random noise with 3 x 3 size as the trigger
and optimize the trigger during the training process.

* WaveNet: We used the corruption technique with a transformation probability of 0.2 de-
fined in the original paper to process images.

* SSA: We added noises produced by the generator used in the original paper for 20% of
images.

» LogitAttack: We poisoned 5% training data with the trigger of 3 x 3 similar to BadNet.

A.4 DEFENSE IMPLEMENTATION DETAILS

We list the detailed defense settings of Fine-Pruning, Fine-tuning, KD, NAD, and I-BAU for refer-
ence:

* Fine-Pruning: As suggested in the original paper, we pruned the last layer of the model
with a pruning rate of 0.1, where AM is measured over a random subset of the training set
as same to BS.

* Fine-tuning: Following the original paper, we adopted a standard fine-tuning procedure
with a fixed learning rate of 0.1, momentum factor of 0.9, L, weight decay factor of 1 X
10~*, and cross-entropy loss function to recover the backdoored model.
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Figure 5: The defense performance of five defense methods over different data ratio (0.01, 0.05, 0.1,
0.15, 0.2) in CIFAR-10. The images from left to right indicate against BadNet, BA, ETA, IA, SIG,
and TrojanNN.
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Figure 6: The defense performance of five defense methods over different data ratio (0.01, 0.05, 0.1,
0.15,0.2) in SVHN.
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Figure 7: The defense performance of five defense methods over different data ratio (0.01, 0.05, 0.1,
0.15, 0.2) in CIFAR-100.

e KD: The standard knowledge approach is employed to recover the backdoored model,
where cross-entropy loss and KL divergence are fused together as the overall loss function.
The weights of the two loss terms are set to 0.5 along with the temperature of 2 and epoch
of 50.

* NAD: We replicated the defense of NAD, where the backdoored model is fine-tuned for
10 epochs with an initial learning rate of 0.1 and a momentum of 0.9. The learning rate is
divided by 10 after every 2 epochs.

* I-BAU: For [-BAU, we reused their original hyperparameter C5 = 10.
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Figure 8: The performance of WIPER with different regularization items (L, Lo, and AR) on
CIFAR-10. The images from left to right indicate against BadNet, BA, ETA, IA, SIG, and TrojanNN.
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Figure 9: The performance of WIPER with different regularization items (L1, Lo, and AR) on
SVHN.
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Figure 10: The performance of WIPER with different regularization items (L1, Lo, and AR) on
CIFAR-100.
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