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Abstract

Many graph learning applications involve an-
alyzing geometric graphs (e.g., nearest neigh-
bor graphs over embeddings) built over sensi-
tive data, thus requiring formal privacy pro-
tections. In this paper, we study bench-
mark problems in privately analyzing geo-
metric graphs obtained from high dimen-
sional embeddings. We provide several new
results for the differentially private approxi-
mation of minimum spanning trees and hier-
archical clustering in Euclidean graphs. Our
algorithms achieve a near optimal privacy-
utility trade-off (up to constants), providing
a (1 + η)-multiplicative approximation with
Õ(ρ/η2) additive error per edge of the tree
under ρ-dist privacy (a generalization of DP
in geometric data where neighboring datasets
different in a single point moved by at most ρ
distance). Furthermore, we establish a sepa-
ration between Euclidean and general graphs
by proving a lower bound of Ω(ρ

√
n) additive

error per edge of the tree for general graphs
under a similar privacy notion, demonstrat-
ing that better utility is indeed achievable
(allowing also multiplicative approximation)
for geometric data. Our algorithm can also
be directly applied to widely used cluster-
ing algorithm based on MST, incurring only
a small loss in the approximation guarantee
compared to its non-private counterpart.

1 INTRODUCTION

Graphs play a fundamental role in data analysis and
machine learning, providing the essential tools to un-
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lock insights from interconnected data. By model-
ing relationships between entities such as users in a
social network, products in a recommendation sys-
tem, or proteins in a biological network, all kinds of
graph allow us to understand and leverage the com-
plex structure within data. Given the importance
and wide-range of applications of graph data process-
ing, ensuring the privacy of sensitive data involved in
graph algorithms is of particular importance. One
of the main privacy notions that has been proposed
and used extensively in graph analysis is differential
privacy (DP) Dwork et al. (2006), which has been
successfully applied across numerous graph problems.
Key applications include generating private approx-
imations of graph cuts Dalirrooyfard et al. (2023);
Chandra et al. (2024); Aamand et al. (2025), spectral
properties Liu et al. (2024), correlation and hierarchi-
cal clustering Cohen-Addad et al. (2022); Imola et al.
(2023); Deng et al. (2025), as well as in the release of
various numerical graph statistics Imola et al. (2022);
Eden et al. (2025); Suppakitpaisarn et al. (2025).

A significant line of work in private graph analysis fo-
cuses on approximating the minimum spanning tree
(MST) Sealfon (2016); Pinot et al. (2018); Pagh and
Retschmeier (2024); Hlad́ık and Tětek (2024); Pagh
et al. (2025); Dietz and Kerschbaum (2025). This
problem is not only of inherent interest but also serves
as a benchmark task for evaluating the performance
of algorithms that generate private synthetic graphs.
Prior work in this area focused on addressing the prob-
lem for general graphs and it is hence affected by the
hardness of providing approximation guarantees on ar-
bitrary graphs. For instance, algorithms designed to
address privacy in arbitrary graphs under certain pri-
vacy notions (e.g., DP with ℓ∞-sensitivity), have a cost
that scales superlinearly with n (which is unavoidable
due to the Ω(n1.5) lower bound in Pinot (2018)), ren-
dering them non-trivial only for graphs with very large
average edge weights and thus impractical for general
use. A natural question is whether these guarantees
can be made more practical by focusing on a restricted
but still useful class of graphs. In this work we fo-
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cus on the class of geometric graphs where the nodes
are associated with an embedding and the edges are
defined by similarity between these embeddings, e.g.,
those based on Euclidean distance (i.e., defining the
edge weight between any two points as the ℓ2 dis-
tance between them) or cosine distance. Indeed, such
graphs are a common use case for many graph analy-
sis in practice as modern deep learning applications on
graphs often operate on graphs that are derived from
computing nearest neighbor relationships on high di-
mensional embeddings Cai et al. (2018); Papernot and
McDaniel (2018); Halcrow et al. (2020); Makarov et al.
(2021); Chami et al. (2022). For example, in Halcrow
et al. (2020), graphs are constructed by fusing mul-
tiple similarity measures from high-dimensional em-
beddings to create task-specific graphs optimized for
homophily, which are then used for semi-supervised
learning. Also, cosine similarity can be used to mea-
sure the similarity between two binary functions in the
embedding space Xu et al. (2017). As these graphs
have inherent structure properties it is in theory pos-
sible to derive better bounds (compared to those for
arbitrary graphs) for important private graph prob-
lems over them.

In this paper, we mainly focus on similarity graphs
based on the Euclidean distance of high dimensional
embeddings. These graphs are implicitly defined by
n-point, d-dimensional dataset X ∈ Rd×n of embed-
dings. We develop accurate and private schemes for
releasing important combinatorial characterizations on
such Euclidean graphs, including minimum spanning
trees (MSTs) and hierarchical clustering. We formally
define the notion of differential privacy here:

Definition 1. Fix privacy budget parameters ε ≥ 0
and 0 ≤ δ ≤ 1, a randomized algorithm A is (ε, δ)-
differentially private ((ε, δ)-DP) if, for every possible
output o and any two “neighboring” inputs X ∈ Rn×d

and X ′ ∈ Rn×d, we have

Pr[A(X) = o] ≤ eε ·Pr[A(X) = o] + δ.

The definition of “neighboring” datasets is critical, as
it determines which information is considered sensi-
tive and should be protected. Standard DP protects
against arbitrary changes to a single data point, which
in some applications can be sometimes overly conserva-
tive. In certain applications (e.g., location data, sensor
readings), it can be sufficient to protect against small
perturbations (e.g., a few kilometers in GPS coordi-
nates or slight variations in energy usage Xiao and
Xiong (2015)). Therefore, for Euclidean embeddings,
we adopt the natural notion of (ε, δ)-DP under ρ-dist
privacy in Epasto et al. (2023), which is a general-
ization of the standard (ε, δ)-DP without the ρ-dist
adjacency notion. In the ρ-dist adjacency notion, two

datasets X and X ′ are neighboring if one can be trans-
formed into the other by moving a single data point
a Euclidean distance of at most ρ. We note that this
is a generalization of the standard adjacency notion
since this allows us to flexibly provide utilities essen-
tially only depending on the smaller distance ρ instead
of the radius Γ of the sample space. As we will show,
this allows us to provide more practical privacy-utility
trade-off in real-world applications.

Under this privacy notion, which we will call ρ-dist pri-
vacy for brevity, we provide a collection of upper and
lower bounds for privately approximating the MSTs.
This privacy notion allows us to present an near opti-
mal algorithm for Euclidean graphs and, furthermore,
to establish a separation between the utility achiev-
able in Euclidean graphs and general graphs (under
a similar privacy notion tailored for general graphs).
Moreover, we also apply our algorithm to privatize a
practical clustering algorithm used in real-world ap-
plications, the Affinity clustering Bateni et al. (2017)
algorithm, achieving a near optimal approximation ra-
tio with an extra linear-sized additive error.

1.1 Related Works

The study of differentially private minimum span-
ning tree was initialed by Sealfon (2016). Generally
speaking, previous literature mainly focus on DP with
two main notions of adjacency: ℓ1-sensitivity and ℓ∞-
sensitivity. In ℓ1-sensitivity, two graphs are neighbor-
ing if the sum of the edge weights differs by at most
the sensitivity parameter ∆1, this is also known as
weight-level privacy. In the ℓ∞-sensitivity, two graphs
are neighboring if the weight of every edge differs by
at most a sensitivity parameter ∆∞. In both privacy
notions, the edge set is public.

In Sealfon (2016), the authors showed that by sim-
ply using the Laplace mechanism, it is possible to
give an Õ(n) error algorithm for private MST approx-
imation under the ℓ1-sensitivity. Hlad́ık and Tětek
(2024) later showed that Õ(n) is necessary. Pinot
et al. (2018) and Pagh and Retschmeier (2024) gave
DP algorithms under the ℓ∞-sensitivity by privatiz-
ing Prim’s algorithm, and obtained an approximate-
DP algorithm with Õ(n1.5) error. We note that since
Prim’s algorithm needs to select n − 1 edges to con-
struct a spanning tree, then the Õ(

√
n) overhead from

advanced composition is not avoidable, and the error is
still Õ(n1.5) even for very sparse graphs with bounded
maximum degree. This prevents any improvement
when considering sparse graphs.

As ρ-dist privacy is a special case of the privacy notion
under ℓ∞-sensitivity (with ρ = ∆∞; see Appendix D),
prior work on ℓ∞-privacy is applicable to the privacy



Zongrui Zou, Alessandro Epasto, Rudrajit Das, Chenglin Fan

notion used in this work. However, all prior work on
ℓ∞-sensitivity has cost of at least Ω(n1.5) for comput-
ing a minimum spanning tree. Moreover, prior work
only applied to privatizing one the specific algorithm
(Prim’s algorithm), rendering it unsuitable for other
clustering applications like our work (e.g., the affinity
clustering).

1.2 Problem Setting

Although our focus is on geometric graphs, we also
include results for general graphs for comparison. We
first present our settings for similarity graphs based on
Euclidean distances.

ρ-dist privacy in Euclidean graphs. Fix any in-
tegers d, n ∈ N+. The input of the problem is a
d-dimensional, n-instance real-valued dataset X =
{x1, x2, · · · , xn} ∈ Rd×n. Further, for a given edge

set E ⊆
(
[n]
2

)
1, we define the corresponding simi-

larity graph of X with respect to E as a weighted
graph G = ([n], E, w). In this graph, each vertex in
[n] corresponds to a point in X, and the weight of
an edge between vertices x and y is given by the ℓ2
distance between their corresponding points, that is,
wxy = ∥x − y∥2 for any {x, y} ∈ E. We adopt ρ-dist
privacy Epasto et al. (2023):

Definition 2. (ρ-dist privacy) Let X,X ′ ∈ Rn×d be
two d-dimensional datasets with n points. X and X ′

are neighboring if and only if there exists one integer
i ∈ [n] such that ∥xi − x′

i∥2 ≤ ρ and that xj = x′
j for

every j ∈ [n] and j ̸= i.

ρ-node privacy in general graphs. We also ex-
plore a variant of ρ-dist privacy that is specifically tai-
lored for general graphs (including other types of sim-
ilarity graphs on geometric embeddings of datasets),
which we refer to as ρ-node privacy. In this set-
ting, each input is instead a n-vertex weighted graph
G = ([n], E, w). Under ρ-node privacy, two graphs
G and G′ are neighboring if G′ is obtained from G
by modifying the edge weights associated with exactly
one node, with the change on each edge not exceeding
ρ. We write x ∼ y if there is an edge between x and
y. Formally speaking:

Definition 3. (ρ-node privacy) Let G = ([n], E, w)
and G′ = ([n], E, w′) be two graphs on n-vertices with
the same topology. G and G′ are neighboring if and

1Note that without giving E, the data embeddings
themselves can be considered as an implicit complete sim-
ilarity graph. However, it is not necessary to explicitly
construct this complete similarity graph for each down-
stream application. For instance, one may efficiently build
a sparse k-NN graph from the synthetic data, which scales
well even for large n.

only if there exists a vertex x ∈ [n] such that |wxy −
w′

xy| ≤ ρ for all y ∼ x and that wzw = w′
zw for every

{z, w} ∈ E and x /∈ {z, w}.

We note that two neighboring graphs share the same
edge set. This setting is consistent with prior work
on private MST approximation Sealfon (2016); Pinot
et al. (2018); Pagh and Retschmeier (2024); Hlad́ık
and Tětek (2024); Pagh et al. (2025); Dietz and Ker-
schbaum (2025). Indeed, outputting a MST reveals a
subset of the edge set E, which is impossible when the
E itself is private.

In Appendix D, we also illustrate why ρ-node privacy
is a practical consideration for the problem that we
are studying, instead of standard ℓ1-sensitivity (i.e.,
weight-level privacy) or ℓ∞-sensitivity in previous lit-
erature Pagh and Retschmeier (2024); Pagh et al.
(2025). Specifically, we consider ρ-node privacy be-
cause it encompasses some natural similarity-based
privacy notions in geometric data.

1.3 Our Results

We first establish a lower bound for approximating
MST under ρ-node privacy (the notion tailored for
general graphs). We show that no private algorithm
can achieve an expected additive error smaller than
Ωρ(n

1.5), which is matched by prior algorithms Pinot
et al. (2018). This shows that for general graphs, ρ-
node privacy is no easier than the privacy under ℓ∞-
notion Pagh et al. (2025), and that private analysis
must therefore be highly inaccurate.

Theorem 4 (Informal version of Theorem 27). Fix
0 < ε < 1 and 0 < δ < Θ(1/

√
n), and let M be

algorithm for finding a minimum spanning tree that
preserves (ε, δ)-DP under ρ-node privacy. Then, there
exists a positively weighted graph G such that,

EM(G)→T̃

[
CostG(T̃ )

]
≥ CostG(T ) + Ωρ(n

1.5),

where T is the minimum spanning tree in G. Here, Ωρ

is the asymptotic notation that hides ρ as a constant.

Then, we show that under two relaxations: (1) allow-
ing a small constant multiplicative error and (2) con-
sidering Euclidean graph under ρ-dist privacy, we are
able to present a private algorithm for approximating
Euclidean MSTs that achieves an additive error only
linear in the number of points n and, notably, has no
dependence on the dimension d. This result demon-
strates a separation in the hardness of approximating
the MST between general graphs and Euclidean graphs
(though under related different privacy notions).

Theorem 5 (Informal version of Theorems 11
and 13). For any ε > 0, 0 < δ < 1, and constant
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η > 0, there exists an (ε, δ)-ρ-dist DP algorithm that
for any Euclidean similarity graph G, outputs with high
probability a spanning tree T̃ such that:

CostG(T̃ ) ≤ (1 +O(η))CostG(T ) + Õδ

(
nρ

ε · η2

)
.

Here, T is one of the minimum spanning trees of G,
and CostG(T ) is the weight of T on G.

The algorithm underpinning Theorem 5 relies on norm
preserving projections to reduce data dimensional-
ity. A notable example is the Johnson-Lindenstrauss
Transformation (JLT). Indeed, using the JLT to im-
prove the utility of private algorithms is a rather folk-
lore idea Kenthapadi et al. (2012); Nikolov (2023).
However, it was never applied in private MST approx-
imation, and our analysis is notably more flexible: it
accommodates any norm preserving projection, while
the privacy analysis in prior work Kenthapadi et al.
(2012) is specific to random Gaussian matrix.2

This generality is a key advantage since by decoupling
the theoretical guarantees from the specific projection
method, we provide a universal and practical frame-
work for private dimensionality reduction. For exam-
ple, it allows us to select a projection matrix based
on computational constraints; for instance, sparse or
fast-JLT transformations Dasgupta et al. (2010); Kane
and Nelson (2014); Rakhshan and Rabusseau (2020)
can offer significant performance benefits over dense
Gaussian matrices on large-scale datasets.

More interestingly, we can show that the dependency
on the dataset size n in our utility guarantee is op-
timal, even if allowing a multiplicative factor. This
holds even for datasets of moderately high dimension,
specifically when d = O(log n), demonstrating that the
upper bound achieved by our simple dimension reduc-
tion technique is already tight.

Theorem 6 (Informal version of Theorem 16). Fix

any ε = O(1) and δ ≤ 1−e−ε

2(1−e−2ε) . There exists a Eu-

clidean similarity graph G such that if a mechanism M
for finding minimum spanning tree preserves (ε, δ)-ρ-
dist privacy, then we have

EM(G)→T̃ [CostG(T̃ )] ≥ (1+η)CostG(T )+Ωρ

(
n

1 + ε

)
for any 0 ≤ η ≤ Oε(1). Here, T is the minimum span-
ning tree in G. Further, G is an Euclidean embedding
of d = O(log n) dimensional data.

Finally, because our algorithm uses a private prepos-
sessing procedure that is applicable to any subsequent

2Moreover, the results in Kenthapadi et al. (2012) do
not directly yield a multiplicative guarantee on distance
preservation.

non-private MST algorithm, it can be used to privatize
many widely used hierarchical clustering algorithms
that rely on constructing an MST. In particular, we
propose the first private version of the Affinity clus-
tering algorithm Bateni et al. (2017). We analyze the
output of our private algorithm’s first-round cluster-
ing by comparing it to the optimal cluster under the
metric from Definition 26.

Theorem 7 (Informal version of Theorem 17). Fix
ε > 0, 0 < δ < n−c, and a small constant η > 0. For
any input dataset X with Euclidean similarity graph
G, let C∗ be the optimal non-singleton clustering of G.
There exists an (ε, δ)-ρ-dist DP hierarchical clustering
algorithm which, in its first round, outputs a clustering
C satisfying:

cost(C(G))

2(1 +O(η))
≤ cost(C∗(G)) + Õδ

(
(n−#C(G))

εη2

)
.

Here, cost(C(G)) is the cost of clustering C on graph
G (see also Definition 26), and #C(G) is the number
of clusters in C.

We note that the non-private Affinity clustering al-
gorithm achieves a 2-approximation in its first round.
Our private algorithm thus incurs only an additional
1 + O(η) factor in the approximation ratio, demon-
strating that the privacy cost is minimal compared to
the inherent approximation factor.

2 PRIVATE MST IN EUCLIDEAN
GRAPHS

In section 1.1 we have discussed that previous al-
gorithms on private minimum spanning tree gives
Õ(n1.5) purely additive error under ρ-node privacy for
constant ρ. In this section, we consider the special
but practical case of Euclidean graphs to break this
barrier (by also allowing a multiplicative approxima-
tion). Before that, we present two warm-up examples.
For comparison, in Section 2.1, we first consider gen-
eral graphs and add noise to their edge weights as a
post-processing step. This gives Õ(n

√
∆) purely ad-

ditive error on finding minimum spanning tree under
node privacy, where ∆ is the maximum (unweighted)
degree. For geometric graphs, we show in Section 2.2
an alternative error bound of Õ(n

√
d) where d is the

dimension of each vertex. This error bound inspires
us to use dimension reduction techniques to reduce
error. In Section 2.3, we apply a random projection
technique to reduce the additive error on finding MST
under node-privacy to only Õ(n/η2) while allowing a
multiplicative error at most 1 + O(η), thus breaking
the Õ(n1.5) barrier.
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2.1 Warm up I: A trivial privatization using
post-processing over edge weights

As a warm up, in Algorithm 1, we give the simplest
approach to privatize an arbitrary MST algorithm by
Gaussian mechanism and post-processing. This gives
an Õ(n∆) error bound under ρ-node privacy. This
shows a separation between ρ-node privacy and ℓ∞-
sensitivity privacy under bounded degree graphs.

Algorithm 1: Post-Processing with Edge-Flipping

Input: A graph G = ([n], E, w) with maximum
unweighted degree ∆, privacy budgets
(ε, δ) and the sensitivity ρ ≥ 0.

Output: A tree T ⊆ E as an approximation of
the MST in G.

Let T ← ∅, σ ← ρ
√

2∆ log(1.25/δ)

ε and r ← n ;
Adding i.i.d. Gaussian noise from distribution
N (0, σ2) to each edge weight;
Initializing clusters ci = {vi} for each i ∈ [n];
while the number of clusters r > 1 do

for each cluster ci in (c1, c2, · · · , cr) do
Let e be the cheapest edge going out of ci;
Add e to T ;

Merge clusters connected by edges added in
this iteration;

Update r to be the new number of clusters
after merging;

return T .

Theorem 8. Algorithm 1 preserves (ε, δ)-DP under
ρ-node privacy. Moreover, with high probability, the
spanning tree T it outputs has a total weight that ex-
ceeds that of the true minimum spanning tree of G by

at most Õ
(

nρ
√
∆

ε

)
.

The proof of Theorem 8 is straightforward and de-
ferred to Appendix C.1.

2.2 Warm up II: Another trivial privatization
using post-processing over coordinates

In this section we only consider ρ-dist-privacy in the
ℓ2-Euclidean space. In such privacy notion, for any
neighboring dataset X,X ′, there is only one pair of
data points x ∈ X and x′ ∈ X ′ such that ∥x− x′∥2 ≤
ρ. Therefore, there is another obvious way of post-
processing, that is to perturb each coordinate of the
input dataset by adding independent d-dimensional

Gaussian noise of variance ∼ ρ2 log(1/δ)
ε2 , instead of

adding noise to edge weights as in Algorithm 1. Then,
with high probability, for any {x, y} ∈ E, the noisy

edge weight would be

ŵxy = ∥x+ z − (y + z′)∥2 ≤ ∥x− y∥2 + ∥z − z′∥2
≤ wxy + Õ(

√
dρ).

Similarly we also have

ŵxy ≥ wxy − Õ(
√
dρ).

By the union bound over O(n2) edges and the almost
identical reasoning in the last section, we directly give
the following theorem for low-dimensional data:

Theorem 9. There is an (ε, δ)-ρ-dist DP algorithm
that for any d-dimensional, n-instance dataset X, it
finds a spanning tree T ⊆ E such that w.h.p, T has
a total weight that exceeds that of the true minimum
spanning tree of the Euclidean similarity graph of X

(in terms of E) by at most Õ
(

nρ
√
d

ε

)
.

2.3 Improved utility in Euclidean graph via
dimension reduction

In this section, again we consider the Euclidean sim-
ilarity graph of dataset X ∈ Rd×n determined by a
fixed edge set E ⊆

(
[n]
2

)
, where edge weights are de-

fined by the ℓ2 distances between entries in X. We
begin by defining the norm preserving projection:

Definition 10. Fix any d, r,∈ N+ and 0 ≤ η, β ≤ 1.
A function P is a (d, r, η, β)-norm preserving projec-
tion if P : Rd → Rr and that for any x ∈ Rd, with
probability at least 1− β,

(1− η)∥x∥22 ≤ ∥P (x)∥22 ≤ (1 + η)∥x∥22.

We also write P (X) = [P (x1), P (x2), · · · , P (xn)] for
X ∈ Rd×n. With the definition of such projection,
the idea is to first reduce the dimension of dataset X
from d to O(log n), and then use the post-processing
scheme in Section 2.2 to generate a private synthetic
dataset. Next, we use the given edge set E3 to gener-
ate the similarity graph G̃ out of this synthetic dataset,
where the edge weights are distances between the cor-
responding embeddings. Finally, we apply the non-
private Bor̊uvka’s algorithm for finding MST on the
similarity graph G̃ as a post-processing procedure. We
first present the algorithm in Algorithm 2:

Theorem 11. Given a (d, r, η, β)-norm preserving
projection P , Algorithm 2 preserves (ε, β)-DP under
ρ-dist privacy.

3By default one can consider E as a full graph (i.e., E =(
[n]
2

)
). However, for the sake of efficiency one can also build

sparse similarity graphs using non-private LSH Datar et al.
(2004) to speed up downstream applications. Therefore
our algorithm is by design to handle non-complete graphs.
Further, generating a sparse similarity graph using non-
private algorithms does not compromise privacy since it

post-processes a private synthetic dataset X̃.
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Algorithm 2: Approximating MSTs in Euclidean
Graph With Norm Preserving Projection

Input: A dataset X ∈ Rd×n, privacy budgets
(ε, δ), the sensitivity ρ ≥ 0, a desired
relative factor η ∈ (0, 1) and a
(d, r, η, β)-norm preserving projection P .

Output: A tree T ⊆
(
[n]
2

)
.

Let T ← ∅ and r ← n;

Let X̂ ← P (X);

for each column x̂i in X̂ do
Sample zi ∈ Rr whose entries are i.i.d.

sampled from Lap

(
ρ
√

r(1+η)

ε

)
;

Let x̃i = x̂i + zi ;

Let X̃ = (x̃1, · · · , x̃n);
Construct the Euclidean similarity graph
G̃ = ([n], E, w̃) of X̃;
Initializing clusters ci = {vi} for each i ∈ [n];
while the number of clusters r > 1 do

for each cluster ci in (c1, c2, · · · , cr) do
Let e be the cheapest edge in G̃ going out
of ci;
Add e to T ;

Merge clusters connected by edges added in
this iteration;

Update r to be the new number of clusters
after merging;

return T .

Note that Algorithm 2 adds Laplace noise to the ran-
domly projected data, instead of the raw input. There-
fore, before getting into the proof of Theorem 11, we
discuss the privacy guarantee of a mechanism when
the input is also random.

Let X,Y be two random variables, a coupling of X,Y
is a joint distribution C = (X ′, Y ′) such that its
marginal distribution X ′ and Y ′ follows the same dis-
tribution as X and Y . Under some specific privacy
notion, for two datasets x, y ∈ R, we write x ∼k y
if there exists a series x = x0, x1, · · · , xk = y such
that xi is the neighbor of xi+1 for any 0 ≤ i ≤ k − 1.
We present the following lemma in this section. The
analysis of of Lemma 12 follows a relatively standard
approach, and we include it in Appendix C.4 for the
sake of correctness and completeness.

Lemma 12. Let S : R → R be a random mapping
and M : R → Y be an (ε, 0)-differentially private al-
gorithm. Given k > 0, suppose that for any x, y ∈ R
that x ∼ y, there exists a coupling C of S(x) and S(y)
such that with probability at least 1 − δ′ over the ran-
domness of C, S(x) ∼k S(y). Then, the mechanism
M◦ S preserves (kε, δ′)-differential privacy.

Theorem 11 can be obtained by considering the norm
preserving projections as the random mappings in
Lemma 12, and we defer the details in Appendix C.2.

We have shown that the privacy of Algorithm 2 is
preserved for any abstract norm preserving projec-
tion P . Fix d, r, 0 < η < 1/2, recall that accord-
ing to Johnson-Lindenstrauss Lemma (Lemma 25),

a (d, r, η, 2e−η2r/8)-norm preserving projection exists,
which is simply the random Gaussian matrix 1√

r
Π

where each entry in Π ∈ Rr×d is i.i.d. sampled from
N (0, 1). Define G = ([n], E, w) be the Euclidean sim-
ilarity graph given input X ∈ Rd×n and edge set E.
Replacing P with such random matrix in Algorithm 2,
we have the following utility guarantee.

Theorem 13. Fix ε > 0, 0 < δ < n−4 and small
η. There is a random norm preserving P such that
Algorithm 2 is (ε, δ)-ρ-dist DP. Further, given any

X ∈ Rd×n, and a fixed edge set E ⊆
(
[n]
2

)
, with proba-

bility at least 1− 1/poly(n) (over the randomness of P
and Laplace noise), Algorithm 2 finds a spanning tree

T̃ of the Euclidean similarity graph G = ([n], E, w) of
the input dataset X such that

CostG(T̃ ) ≤ (1 +O(η))CostG(T ) + Õ

(
nρ log(1/δ)

ε · η2

)
.

Here, T is one of the minimum spanning trees of G.

We defer the proof of Theorem 13 in Appendix C.3.

3 LOWER BOUND FOR
EUCLIDEAN GRAPHS

In this section, we show that for Euclidean graphs,
any differentially private algorithm for the minimum
spanning tree (MST) must incur an additive error of
Ω(n) under distance privacy (Definition 2). This lower
bound holds even for multiplicative approximations
exist and when the edge set E is public. This implies
that our algorithm is optimal up to constant factors.
The construction of our lower bound depends on the
concept of kissing number in high dimensional space.

Definition 14. Let d ∈ N+. The kissing number in
dimension d, K(d), is the maximum number of non-
overlapping unit spheres that can touch a single unit
sphere in dimension d.

We apply the following guarantee on the kissing num-
ber in d dimensional space:

Theorem 15. (Jenssen et al. (2018)) The kiss-
ing number in d dimension satisfies that K(d) ≥
Ω((2/

√
3)d).

We then present the hardness result for privately ap-
proximating the minimum spanning tree on Euclidean
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graphs. We note that the hard instance is a Euclidean
embedding in O(log(n))-dimension space.

Theorem 16. (Lower bound for Euclidean graph.)

Fix any ε > 0 and 0 ≤ δ ≤ 1−e−ε

2(1−e−2ε) . Suppose the

mechanism M for finding minimum spanning trees is
an (ε, δ)-ρ-dist DP algorithm. Then, there exists an
Euclidean graph G such that

EM(G)→T [w(T )] ≥ (1 + η)w(T ∗) + Ω
(ρn
eε

)
.

for any 0 ≤ η ≤ e−ε

32(1+e−ε) . Further, G is an Euclidean

similarity graph of d = O(log n) dimensional data.

Before diving into the proof of Theorem 16, we first
present the construction of the “hard graph”, which
is also based on a star graph. Let α > 0 be some
parameter to be determined. We consider a n-vertex
Euclidean graph G = (V,E,w) where V = {v} ∪ki=1

{ua, ub} such that 1 + 2k = n. Here, let v be the cen-
tral vertex, and for each pair (ua, ub), we place them
on a ray emanating from v (with each pair assigned
to a different ray), such that ua lies at a distance α
from v, and the distance from ub to v is 2α. Further-
more, we position the central vertex at the center of a
d-dimensional sphere with radius α/2. Each vertex ua

is then placed at the center of a distinct d-dimensional
sphere, also of radius α/2, such that the spheres cor-
responding to different ua are neither intersecting nor
tangent to each other. Note that such configuration is
feasible when K(d) > k. By Theorem 15, it is enough
to set d = O(log n). The detailed proof of Theorem 16
is given in Appendix C.5.

4 APPLICATIONS TO
HIERARCHICAL CLUSTERING

Here we apply the dimension reduction framework to
private clustering for nodes in the Euclidean space. We
first introduce the concept of affinity clustering Bateni
et al. (2017), which is an example of hierarchical clus-
tering based on Bor̊uvka’s algorithm. We believe sim-
ilar results can be proved for other algorithms.

Affinity Clustering using Bor̊uvka’s algorithm.
Clustering algorithms can be designed using ap-
proaches that construct a minimum spanning tree.
Bor̊uvka’s algorithm is a well-known algorithm for
finding MSTs, and is especially useful in parallel com-
putation scenarios. In Bor̊uvka’s algorithm, each ver-
tex is initiated as a cluster. Then, the algorithm picks
the cheapest edge going out of each cluster, and use
these edges to merge clusters to form largest clusters.
This process continues iteratively until a spanning tree
of the graph is found and all vertices are connected.
This algorithm naturally defines a hierarchy of ver-

tices, and can be equivalently considered as a proce-
dure for hierarchical clustering. We call this kind of
clustering as affinity clustering.

For the clustering task in this section, we define G as
the complete Euclidean similarity graph of the input
dataset X ∈ Rd×n (i.e., letting E =

(
[n]
2

)
in Algo-

rithm 2). We made this relaxation since computing
the nearest neighbor in Bor̊uvka’s algorithm can be
easily speed up with standard Local Sensitivity Hash-
ing tehcniques Datar et al. (2004).

Note that Algorithm 2 is exactly a private version
of Bor̊uvka’s algorithm for finding minimum spanning
trees. Moreover, since the size of each cluster will be
doubled at each iteration of Bor̊uvka’s algorithm (see
step 8 to 14 in Algorithm 2), Algorithm 2 terminates in
at most O(log n) rounds. To measure the utility of the
clustering, based on the utility measure (Definition 26)
that was firstly proposed in Bateni et al. (2017), we
present the following utility guarantee for Algorithm 2
in the first round of affinity clustering. The proof of
Theorem 17 can be found in Appendix C.6. Notably,
a single round of affinity clustering often yields good
solutions for various applications.

Theorem 17. Fix any input dataset X whose Eu-
clidean embedding is G, let C∗ be the optimal non-
singleton clustering of G. The first round of Algo-
rithm 2 finds a clustering C of G such that

cost(C(G))

2(1 +O(η))
≤

cost(C∗(G)) + Õ

(
(n−#C(G)) · log(1/δ)

εη2

)
Here, cost(C(G)) is the cost (defined in Definition 26)
of clustering C on graph G, and #C(G) is the number
of clusters in C.

Tightness of the multiplicative factor. To un-
derstand how good is the utility, we show that there
exists an example G such that the cost of the best non-
singleton clustering on G is at most 1/2+o(1) fraction
of the cost of the clustering obtained from the first
round of non-private affinity clustering. Therefore,
our ( 1

2+O(η) )-approximation for private algorithms is

nearly optimal for small η > 0. Here, G is a n-vertex
cycle in which n is odd and the weight of each edge
starts from 1 and increases by 1 clockwise, until the
weight of the n-th edge is n. Then, the clustering from
the first round of the affinity clustering is clearly the
path with edge weights 1, 2, · · · , n− 1, and the cost of
which is n(n−1)/2. However, by deleting non-adjacent
edges and join the edge with weight n, we obtain a new
non-singleton clustering of cost (1 + n)2/4. The ratio
between the costs of two clustering is 1/2 + o(1), con-
cludes our claim.
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5 EMPIRICAL RESULTS

This section presents empirical results of our al-
gorithms on both synthetic graphs and a publicly-
available real-world graphs extracted from LastFM
Asia Social Network dataset Asuncion et al. (2007).Us-
ing similarity graphs constructed from Euclidean em-
bedding, we benchmark the performance of our algo-
rithm against standard private MST approximation
methods including edge-flipping Sealfon (2016).

5.1 Advantage of dimension reduction in
Privately Approximating MST

First, we provide empirical evidence for the improve-
ment afforded by a JL-type transformation over its
absence. To this end, we define a baseline algorithm,
trivial, which adds noise directly to each Euclidean
embedding. In contrast, our method (Algorithm 2,
denoted JLT) first applies a JL-transform to preserve
norms before perturbing the data.

We evaluate our improvements on datasets with n =
5×103 instances across varying dimensions, using pri-
vacy parameters ε = 1 and δ = 10−4. Crucially,
rather than generating synthetic data independently
from an identical distribution, we deliberately con-
struct datasets where distances between datapoints
are highly unconcentrated. This is because that data
from an i.i.d distribution (for instance, high dimen-
sional Gaussian distribution), usually produces span-
ning trees of highly concentrated sizes, making even
a random spanning tree already very close to the real
MST, which obscure the advantage of our algorithm.

Figure 1: Left: a sample testing dataset in 2D space,
with 8 clusters and 4 outliers; Right: private MST
approximation on dataset with different dimensions.

Our dataset combines tight clusters (from multivariate
Gaussians with random centers and variable spreads)
with distant outliers (sampled uniformly from a wide
range). This forces the MST to include both very long
and very short edges, creating the high variance in the
sizes of spanning trees. A sample dataset of n = 150
points generated with this strategy is illustrated in
Figure 1. With such a distribution of the synthetic
data, we test the improvement of JLT over trivial

with dimensions from d = 103 to d = 105. The re-
sults are also shown in Figure 1. Each datapoint is an

average over 50 independent runs. Indeed, as the di-
mension increases, the advantage of the JLT becomes
more apparent, as its theoretical guarantee is indepen-
dent of the dimension (unlike that of trivial), a key
property that we have established in Theorem 13.

5.2 Private Affinity Clustering

As our primary application, we evaluate our frame-
work on graph clustering. We focus on Affinity Clus-
tering Bateni et al. (2017), a hierarchical method
based on Bor̊uvka’s algorithm for constructing a min-
imum spanning tree (MST). For this practical task,
we use the real-world LastFM Asia Social Network
dataset Asuncion et al. (2007) (with n = 7624 in-
stances, p = 7842 features). We apply PCA to project
the data into a range of dimensions from d = 1 × 103

to d = 5 × 103 to obtain different datasets with vary-
ing dimensionality. To establish a more comprehensive
baseline, we also compare against the edge-flip algo-
rithm which directly adds noise to edge weights. This
is a standard and well-known technique from prior
work on privately approximating minimum spanning
trees Sealfon (2016); Pagh et al. (2025)4.

Figure 2: k = 1 Figure 3: k = 2

Figure 4: k = 3 Figure 5: k = 4

Figure 6: Private Affinity Clustering.

We evaluate the clustering error (Definition 26) for
the first four iterations (where k is the number of it-
erations) of Affinity Clustering. The results, averaged
over 50 independent runs (Figure 6), demonstrate a
dramatic advantage for the JLT method in the first
round. We note that by the 4-th round, all points are
grouped by each method into a single cluster, so the

4We note that while more sophisticated in-place per-
turbation algorithms exist for private MST Pinot (2018);
Pagh and Retschmeier (2024); Pagh et al. (2025), they
are unsuitable for hierarchical clustering tasks like Affin-
ity Clustering, as they rely on privatizing sequential algo-
rithms.
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clustering error is identical for every method.
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Supplementary Materials

A Preliminaries

In this section, we introduce some basic technical definitions and lemmas that underpin our proofs.

Lemma 18 (Post processing Dwork et al. (2006)). Let M : X → O be a (ε, δ)-differentially private algorithm.
Let f : O → O′ be an arbitrary randomized mapping, then f ◦ A : X → O′ is also (ε, δ)-differentially private.

Lemma 19 (Basic composition Dwork et al. (2006)). Let d ∈ X be a dataset andM1, · · · ,Mk be k algorithms

such that Mi : X → Oi preserves (εi, δi)-DP. Then the composed algorithm M : X →
∏k

i=1Oi defined as

M(d) = (M1(d), · · · ,Mk(d)) preserves (
∑k

i=1 εi,
∑k

i=1 δi)-DP.

The following introduces the Laplace distribution and its standard tail bound:

Definition 20 (Laplace distribution). Given parameter b, Laplace distribution (with scale b) is the distribution
with probability density function

Lap(x|b) = 1

2b
exp

(
−|x|

b

)
.

We use Lap(b) to denote the Laplace distribution with scale b.

Lemma 21. Let x be a random variable with Lap(b) distribution. Then, Pr[|x| ≥ tb] ≥ exp (−t).

We also describe mechanisms that are commonly used in differential privacy. We begin by defining the sensitivity
of a function.

Definition 22 (ℓp-sensitivity). Let f : X → Rk be a query function on datasets. The sensitivity of f (with
respect to X ) is

sensp(f) = max
D,D′∈X ,
D∼D′

∥f(D)− f(D′)∥p.

Lemma 23 (Laplace mechanism). Fix any ε > 0. Suppose f : X → Rk is a query function with ℓ1-sensitivity
sens1(f). Then the mechanism

M(D) = f(D) + (Z1, · · · , Zk)
⊤

is (ε, 0)-differentially private, where Z1, · · · , Zk are i.i.d random variables drawn from Lap(sens1(f)/ε).

Lemma 24 (Gaussian Mechanism). Fix any ε ∈ (0, 1) and δ ∈ (0, 1). Suppose f : X → Rk is a query function
with ℓ2-sensitivity sens2(f). Then the mechanism the Gaussian MechanismM, defined by

M(D) = f(D) +N (0, σ2Id),

is (ε, δ)-differentially private if the noise scale σ satisfies

σ ≥ sens2(f)

ε

√
2 ln

(
1.25

δ

)
.

We recall the standard JLT transformation using random Gaussian matrix:

Lemma 25. Fix any 0 < η < 1
2 . Let M be a r × d matrix whose entries are i.i.d. sampled from N (0, 1). Then

∀x ∈ Rd,

Pr

[
(1− η)∥x∥22 ≤

1

r
∥Mx∥22 ≤ (1 + η)∥x∥22

]
≥ 1− 2e−η2r/8.
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For the clustering task, we recall the following measure of utility introduced in Bateni et al. (2017):

Definition 26 (Bateni et al. (2017)). The cost of a a cluster is the sum of edge weights of a minimum Steiner
tree connecting all vertices of the cluster. The cost of a clustering is the sum of the costs of its clusters. Finally,
a non-singleton clustering of a graph partitions its vertices into clusters of size at least 2.

B Hardness of Approximating MST Under ρ-Node Privacy for General Graphs

In this section we instead consider the lower bound of finding the maximum spanning tree privately. This implies
a lower bound for private minimum spanning tree approximation by simply flipping the edge weights: setting
new edge weights w′

e = W −we, where W = O(
√
n) is the maximum edge weight in the graphs used to establish

the lower bound. We prove the following lower bound:

Theorem 27. Fix 0 < ε < 1 and 0 < δ < O(1/
√
n). Suppose algorithm A for finding maximum spanning tree

preserves (ε, δ)-differential privacy under ρ-node privacy (Definition 3). There exists a positively weighted graph
G (which may depend on A) such that

EA

 ∑
e∈A(G)

we

 ≤ ∑
e∈T∗

we − Ω

(
ρn1.5

ε

)
,

where T ∗ is the maximum spanning tree in G.

Definition 28. A beta distribution denoted by Beta(α, β) is a continuous distribution on [0, 1] with two param-
eters α, β > 0 and the probability density at p ∈ [0, 1] is proportional to pα−1(1− p)β−1. More formally,

PrP∼Beta(α,β)[P ≤ p] =

∫ p

0

tα−1(1− t)β−1

B(α, β)
dt

where B(α, β) is the normalization factor.

The following proposition describes the anti-concentration property of beta distributions:

Proposition 29. (Steinke & Ullman Steinke and Ullman (2017)) Fix β > 0 and d ∈ N. Let P1, · · · , Pd be
independent samples from Beta(β, β). If 1 ≤ β ≤ 1

2 log
(

d
224

)
then

E
P1,··· ,Pd

[
max
i∈[d]

Pi

]
≥ 3

4
.

Definition 30. (The construction of the hard distribution based on star graphs.) Fix d, n ∈ N+ and β > 0.
Let G be a star graph on n vertices, such that between the central vertex and each non-central vertex v, there
are d multi-edges. For each edge e, first independently sample Pe from Beta(β, β), then let X ∈ {0, 1}s×m be a
random matrix in which Xi,e is an independent Bernoulli random variable with mean Pe. Here m = (n − 1)d
is the number of edges. We define the edge weight for each edge e as we :=

∑s
i=1 Xi,e, which follows binomial

distribution with mean sPe.

Remark 31. This construction can be transformed into a simple graph without multi-edges through the following
steps. Let G be the graph described as above. First, replace each non-central vertex v into d new vertices
v′1, · · · , v′d. Each original multi-edge incident to v is then reassigned to connect to one of these new vertices.
Next connect v′1, · · · , v′d in sequence to form a path, where each edge in the path has weight s + 1. We denote
the resulting graph as G′. It is straightforward to verify that all path edges must be included in any maximum
spanning tree, as all other edges in G′ have weights at most s by the construction. Consequently, computing
the maximum spanning tree in the simple graph G′ is equivalent to doing so in G as all v1, · · · vd are already
connected in the maximum spanning tree.

Let G be the “hard” distribution of graphs that we described in Definition 30. We prove the following property
associated with G:
Lemma 32. Let G ∼ G, and T ∗ be the maximum spanning tree in G. Suppose we chose a proper β such that
1 ≤ β ≤ 1

2 log(d/224), then

E
G

[∑
e∈T∗

we

]
≥ 3

4
· s · (n− 1).
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Proof. This proof mainly follows the anti-concentration property of random variables from Beta distribution.
Notice that for each non-central vertex v, the maximum spanning tree of G must contain the edge incident to
v with the largest weight. In particular, let E(v) be the collection of edges connecting the central vertex to v,
then finding the maximum spanning tree T ∗ equivalents selecting the maximum-weight edge for each non-central
vertex v.

Given a non-central vertex v ∈ [n − 1] and an implementation of {Pe}e∈E(v), we let e∗(v) be the edge e with
largest Pe in E(v). By the construction of the hard distribution G, we have that

E
G

[∑
e∈T∗

we

]
=

∑
v∈[n−1]

E
G

[
max

e∈E(v)
: we

]

≥
∑

v∈[n−1]

∫ 1

p=0
E
[
we : e = e∗(v) | max

e∈E(v)
Pe = p

]
·Pr

[
max

e∈E(v)
Pe = p

]

=
∑

v∈[n−1]

∫ 1

p=0

sp ·Pr

[
max

e∈E(v)
Pe = p

]

= (n− 1) · s · E
e∈E(v)

[
max

e∈E(v)
Pi

]
≥ 3

4
· s · (n− 1).

Here, the last inequality comes from Proposition 29.

The following lemma reduces the lower bound for (ε, δ)-differential privacy to (1, δ)-differential privacy by re-
weighting the edges:

Lemma 33. (Pagh et al. Pagh et al. (2025)) Fix any 0 < ε, δ < 1. Suppose that there is an (ε, eε−1
e−1 · δ)-

deferentially private MST algorithm M such that for every input graph G with MST denoted by T ,

EM

 ∑
e∈M(G)

we

 ≤ (∑
e∈T

we

)
+ o

(
n1.5

ε

)
.

Then, there exists a (1, δ)-deferentially private algorithm M ′ such that for every input graph G′ with MST denoted
by T ′,

EM ′

 ∑
e∈M(G′)

w′
e

 ≤ (∑
e∈T ′

w′
e

)
+ o

(
n1.5

)
.

Our lower bound relies on the following conclusion from Steinke and Ullman (2017):

Lemma 34. (Theorem 3 in Steinke and Ullman (2017).) Let β, γ, ρ, k > 0 and s, d ∈ N+ be a fixed set
of parameters. Let P = (P1, . . . , Pm) be independent samples from the beta distribution Beta(β, β), and let
X ∈ {0, 1}s×m be a random matrix such that every Xi,j is an independent sample from Bernoulli distribution
with mean Pj for every i ∈ [s] and j ∈ [m]. Let A : {0, 1}s×m → Rm be a (1, βγk/(sρ))-differentially private
algorithm (where two datasets X and X ′ are neighboring if and only if they differ by at most one row). Assume

that EP,X,A[∥A(X)∥22] = k, ∥A(X)∥1 ≤ ρ and

EP,X,A

[∑
j∈[m]A(X)j ·

(
Pj − 1

2

)]
≥ γk , (1)

then s ≥ βγ
√
k.

We note that an algorithm for finding the maximum spanning tree in a weighted graph with public edge set can
be considered as algorithm A in Lemma 34, by formulating its output as a m-dimensional Boolean vector that
indicates which edges are chosen in the maximum spanning tree. In this case EP,X,A[∥A(X)∥22] = ∥A(X)∥1 =
n− 1. Further, the privacy notion in Lemma 34 aligns with the node-privacy under our construction of G, as all
edges are incident on the central vertex, so changing these edge weights by 1 equivalents changing one row of X.
We are now ready to present the proof of Theorem 27:
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Proof. (Of Theorem 27.) With Lemma 33, we now only consider the lower bound under (1, δ)-DP algorithms.
Let γ = 0.02, s =

√
n/10, k = ρ = n − 1 and d be the least constant such that log(d/224) ≥ 20, and let

β = 1
2 log(d/224). Let δ = βγk/(sρ) = O(1/

√
n). For the sake of contradiction, we assume that there exists a

(1, δ)-deferentially private maximum spanning tree algorithm A such that

EG∼G,A

 ∑
e∈A(G)

we

 > EG∼G

[∑
e∈TG

we

]
− n1.5

1000
,

where TG is the maximum spanning tree of G. To apply Lemma 34, notice that

EG,A

 ∑
e∈[m]

(A(G))e

(
s · Pe −

s

2

)
= EG,A

 ∑
e∈[m]

(A(G))ewe

+ EG,A

 ∑
e∈[m]

(A(G))e (s · Pe − we)

− EG,A

 ∑
e∈[m]

(A(G))e ·
s

2

 .

Recall that the weight we of each e ∈ [m] is the sum of s independent Bernoulli random variables
with mean Pe, then by the standard Chernoff-Hoeffding’s inequality and the union bound, we have that
E
[
maxe∈[m] |we − s · Pe|

]
≤
√
3s log n. Combing this and the fact that ∥A(G)∥1 = n − 1 since a spanning

tree has exactly n− 1 edges, we have that

EG,A

 ∑
e∈[m]

(A(G))e

(
s · Pe −

s

2

) ≥ EG,A

 ∑
e∈[m]

(A(G))ewe

− (n− 1)(
√
3s log n+ s/2). (2)

By the assumption and the definition of A, we see that

EG,A

 ∑
e∈[m]

(A(G))ewe

 = EG∼G,A

 ∑
e∈A(G)

we

 > EG∼G

[∑
e∈TG

we

]
− n1.5

1000

> 0.75 · s · (n− 1)− n1.5 log n

1000
,

where the last inequality comes from Lemma 32. Combing this and eq (2), we have that

EG,A

 ∑
e∈[m]

(A(G))e

(
s · Pe −

s

2

) > 0.75 · s · (n− 1)− n1.5

1000
− (n− 1)(

√
3s log n+ s/2)

=
1

4
· s · (n− 1)− n1.5

1000
− (n− 1)

√
3s log n

> sγ(n− 1)

(3)

for s =
√
n

10 , γ = 0.02 and large enough n. This is equivalently saying that

EG,A

 ∑
e∈[m]

(A(G))e

(
Pe −

1

2

) > γ · k

where k = EP,X,A[∥A(X)∥22] ≡ n− 1. Then, by Lemma 34, we have that

s ≥ βγ
√
k ≥ 0.2 ·

√
n− 1,

which leads to a contradiction for large enough n as s =
√
n/10. Therefore, we have that

EG∼G,A

 ∑
e∈A(G)

we

 ≤ EG∼G

[∑
e∈TG

we

]
− n1.5

1000
,

which concludes the proof of Theorem 27 by the probabilistic method.
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C Missing Proofs

C.1 Proof of Theorem 8.

Theorem 35 (Restatement of Theorem 8). Algorithm 1 preserves (ε, δ)-DP under ρ-node privacy. Moreover,
with high probability, the spanning tree T it outputs has a total weight that exceeds that of the true minimum

spanning tree of G by at most Õ
(

nρ
√
∆

ε

)
.

Proof. (Of Theorem 8.) First we show the privacy guarantee. Suppose G = ([n], E, w) and G′ = ([n], E, w′)
are a pair of neighboring graphs under the ρ-node privacy notion, then clearly ∥w − w′∥2 ≤ ρ

√
∆. Thus, by

basic Gaussian mechanism, step 2 in Algorithm 1 is enough to produce a private synthetic graph and the privacy
guarantee comes from that DP algorithms are robust to post-processing. Next we consider the utility. For any
T ⊆ E, we define CostG(T ) be the sum of edge weights of edges in T on the graph G. Let Ĝ be the noisy graph
obtained by adding Gaussian noise to edge weights in G as Algorithm 1. Then with high probability, for each
T ⊆ E, we have

|CostG(T )− CostĜ(T )| ≤
σ|T | · polylog(n, 1/δ)

ε
=
|T |ρ
√
∆ · polylog(n, 1/δ)

ε
.

Let T ∗ and T̂ ∗ be the MST in G and Ĝ respectively, then

CostG(T̂
∗)− CostG(T

∗) ≤ CostG(T̂
∗) + CostĜ(T

∗)− CostĜ(T̂
∗)− CostG(T

∗)

≤ nρ
√
∆ · polylog(n, 1/δ)

ε
.

This completes the proof.

C.2 Proof of Theorem 11

Theorem 36 (Restatement of Theorem 11). Given a (d, r, η, β)-norm preserving projection P , Algorithm 2
preserves (ε, β)-DP under ρ-dist privacy.

Proof. (Of Theorem 11.) We first show that if X and X ′ are a pair of neighboring dataset, then P (X) and
P (X ′) are also “close” with high probability for the same Π. Recall that in ρ-dist privacy, there exists at most
one i ∈ [n] such that ∥xi − x′

i∥2 ≤ ρ. Then, P (X) and P (X) can only differ in the i-th entry (i.e., P (xi) and
P (x′

i)). Further, by the fact that P is a (d, r, η, β)-norm preserving projection, we have that with probability at
least 1− β,

1√
r
· ∥P (xi)− P (x′

i)∥1 ≤ ∥P (xi)− P (x′
i)∥2

≤
√

(1 + η) · ∥xi − x′
i∥2

≤ ρ
√
(1 + η).

LetM be the post-processing step that projects X̂ to X̃ (from Step 4 to Step 7 of Algorithm 2). Clearly under
ρ-dist privacy, M preserves ε′-differential privacy where ε′ = ε/(ρ

√
r(1 + η)). Then, the proof of Theorem 11

completes by directly applying Lemma 12 where we interpret P (X) in Algorithm 2 as S(X) in Lemma 12. The
coupling of S(X) and S(X ′) is constructed by letting both share the same randomness of the projection P .
Finally, the proof is completed due to the post-processing property of differentially private algorithms (Lemma
18).

C.3 Proof of Theorem 13

Theorem 37 (Restatement of Theorem 13). Fix ε > 0, 0 < δ < n−4 and small η. There is a random norm
preserving P such that Algorithm 2 is (ε, δ)-ρ-dist DP. Further, given any X ∈ Rd×n, and a fixed edge set

E ⊆
(
[n]
2

)
, with probability at least 1 − 1/poly(n) (over the randomness of P and Laplace noise), Algorithm 2



Zongrui Zou, Alessandro Epasto, Rudrajit Das, Chenglin Fan

finds a spanning tree T̃ of the Euclidean similarity graph G = ([n], E, w) of the input dataset X such that

CostG(T̃ ) ≤ (1 +O(η))CostG(T ) + Õ

(
nρ log(1/δ)

ε · η2

)
.

Here, T is one of the minimum spanning trees of G.

Proof. (Of Theorem 13.) We set r = 8 log(2/δ)
η2 . Then, we have that for any η ∈ (0, 1

2 ),

ρ
√
r(1 + η) ≤ 4 ·

ρ
√
log(2/δ)

η

and β = 2e−η2r/8 = δ, which implies that Algorithm 2 is (ε, δ)-DP. For any pair of entries u, v ∈ [n], we use

wuv, ŵuv and w̃uv to denote the edge weights (i.e., the ℓ2 distance) in the Euclidean embeddings of X, X̂ and

X̃, respectively. According to Lemma 25 and a union bound over all O(n2) pair of entries, we have that with
probability at least 1−O(1/n), for any u, v ∈ [n] we have

w̃uv = ∥x̃u − x̃v∥2 = ∥x̂u + zu − (x̂v + zv)∥2
≤ ∥x̂u − x̂v∥2 + ∥zu − zv∥2

=
1√
r
∥Π(xu − xv)∥2 + ∥zu − zv∥2

≤ (1 + η)∥xu − xv∥2 + ∥zu − zv∥2

≤ (1 + η) · wuv + Õ

(
ρ

ε
· log(1/δ)

η2

)
.

Here, the last inequality comes from the tail bound of Laplace distribution. For the same reasoning, we also have

w̃uv ≥ (1− η)wuv − Õ(ρ log(1/δ)/(εη2)).

Let T̃ be the minimum spanning tree found on G̃ in Algorithm 2. Note according to Algorithm 2, G̃ has the
same edge set as G. Therefore, following the proof of Theorem 8, we have that

CostG(T̃ ) ≤
1 + η

1− η
· CostG(T ) + Õ

(
nρ log(1/δ)

ε · η2

)
≤ (1 +O(η))CostG(T ) + Õ

(
nρ log(1/δ)

ε · η2

)
for small 0 < η, which completes the proof.

C.4 Proof of Lemma 12

Lemma 38 (Restatement of Lemma 12). Let S : R → R be a random mapping and M : R → Y be an (ε, 0)-
differentially private algorithm. Given k > 0, suppose that for any x, y ∈ R that x ∼ y, there exists a coupling
C of S(x) and S(y) such that with probability at least 1− δ′ over the randomness of C, S(x) ∼k S(y). Then, the
mechanismM◦ S preserves (kε, δ′)-differential privacy.

Proof. (Of Lemma 12.) We prove it in the discrete case, the continuous case follows identically. Let Rk ⊆ R2

be the collection of all (w, z) ∈ R2 satisfying that w ∼k z. For any neighboring datasets x ∼ y and any possible
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output a ∈ Y, we have

PrM,S [M(S(x)) = a]

PrM,S [M(S(y)) = a]
=

∑
(x′,y′)∈R2 PrC [S(x) = x′,S(y) = y′] ·PrM[M(x′) = a]∑
(x′,y′)∈R2 PrC [S(x) = x′,S(y) = y′] ·PrM[M(y′) = a]

≤
∑

(x′,y′)∈Rk
PrC [S(x) = x′,S(y) = y′] ·PrM[M(x′) = a] + δ′∑

(x′,y′)∈R2 PrC [S(x) = x′,S(y) = y′] ·PrM[M(y′) = a]

≤ δ′

PrM,S [M(S(y) = a)]
+ max

(x′,y′)∈Rk

PrM[M(x′) = a]

PrM[M(y′) = a]

≤ ekε +
δ′

PrM,S [M(S(y)) = a]
,

which implies that

PrM,S [M(S(x)) = a] ≤ ekε ·PrM,S [M(S(y)) = a] + δ′,

and thus completes the proof.

C.5 Proof of Theorem 16

Theorem 39 (Restatement of Theorem 16). Fix any ε > 0 and 0 ≤ δ ≤ 1−e−ε

2(1−e−2ε) . If the mechanism M for

finding minimum spanning trees preserves (ε, δ)-differential privacy under ρ-dist privacy, then there exists an
Euclidean graph G such that

EM(G)→T [w(T )] ≥ (1 + η)w(T ∗) + Ω
(ρn
eε

)
.

for any 0 ≤ η ≤ e−ε

32(1+e−ε) . Further, G is an Euclidean embedding of d = O(log n) dimensional data.

Proof. (Proof of Theorem 16.) Given a pair (ua, ub), we write ea = {v, ua}, eb = {v, ub} and eab = {ua, ub}.
Let T be the minimum spanning tree of the graph G described above. By the construction above, for any two
different ua and u′

a that are α-far from the central point, the angle between them is at least π/3. Therefore the
distance between them satisfies that w({ua, u

′
a}) > α. Then, clearly T includes ea, eab for every pair (ua, ub),

and the weight of T is 2kα. Further, every spanning tree of G must include either ea or eb to connect both ua

and ub to the central vertex. We we are ready to present the proof of Theorem 16.

Let M be a mechanism on finding minimum spanning tree. For the sake of contradiction, we assume that M is
(ε, δ)-differentially private. Given any pair (ua, ub), we define the projection of M onto the sub-graph induced
{v, ua, ub} as Mu. Specifically, Mu selects which two edges among {ea, eb, eab} are included to connect this
subgraph. With a slight abuse of notation, we write ea ∈ Mu to indicate that the mechanism includes ea as an
edge in the spanning tree. Fix a pair (ua, ub). Since at least one of {ea, eb} must be selected into any feasible
spanning tree, then

PrM(G)(ea ∈Mu(G)) +PrM(G)(eb ∈Mu(G)) ≥ PrM(G)(ea ∈M(G) ∨ eb ∈Mu(G)) = 1 (4)

Let G′ be a new graph obtained from G by exchanging the position of a pair (ua, ub). By the post-processing
property, Mu preserves (ε, δ)-differential privacy, and thus

PrM(G)(eb ∈Mu(G)) ≥ PrM(G′)(eb ∈Mu(G
′)) · e−2αε − 1− e−2αε

eε − 1
· δ

= PrM(G)(ea ∈Mu(G)) · e−2αε − 1− e−2αε

eε − 1
· δ.

(5)

Here, the inequality comes from the group privacy. Plug eq. (4) into eq. (5), we have that

PrM(G)(eb ∈Mu(G)) ≥ e−2αε

1 + e−2αε
− 1− e−2αε

eε − 1
· δ ≥ e−ε

2(1 + e−ε)
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if we choose α = 1/2 and 0 ≤ δ ≤ 1−e−ε

2(1−e−2ε) . Suppose M chooses a spanning tree T . Note that Mu is not optimal

if and only if it selects eb. Therefore, the expected error can be reformulated as

EM(G)[w(T )− w(T ∗)] =
∑

(ua,ub)

α · EM(G)[⊮{eb ∈Mu(G)}]

= kα ·PrM(G)(eb ∈Mu(G)) ≥ kα · e−ε

2(1 + e−ε)

≥ n

16
· e−ε

(1 + e−ε)
.

Combining the fact that w(T ∗) = 2kα = n− 1, we have that

EM(G)[w(T )] ≥ (1 + η)w(T ∗) +
n

32
· e−ε

(1 + e−ε)
.

for any 0 ≤ η ≤ e−ε

32(1+e−ε) . This completes the proof of Theorem 16.

C.6 Proof of Theorem 17

Theorem 40 (Restatement of Theorem 17). For any input dataset X whose Euclidean embedding is G, let C∗
be the optimal non-singleton clustering of G. The first round of Algorithm 2 finds a clustering C of G such that

cost(C∗(G)) ≥ cost(C(G))

2(1 +O(η))
− Õ

(
(n−#C(G)) · log(1/δ)

εη2

)
Here, cost(C(G)) is the cost of clustering C on graph G, and #C(G) is the number of clusters of clustering C.

Proof. (Of Theorem 17.) Let G = ([n], E,w) represent the Euclidean embedding of the given dataset X. For
each v ∈ [n], denote by vnear as the nearest node in G to v, and define the ℓ2 distance between v and vnear as
w(v, vnear). Let C be an arbitrary non-singleton clustering on [n]. For each vertex v, let Tv be the minimum
spanning tree of the cluster in C that v belongs to. Since C is non-singleton, then there is an edge in Tv that
incident on v, and thus the weight of this edge is at least w(v, vnear). Since each edge can join at most two nodes
into a cluster, then by a double counting principle, the sum of the weights of minimum spanning trees over all

clusters is at least cost(C(G)) ≥
∑

v∈[n]
w(v,vnear)

2 .

On the other hand, let CA be the clustering of the first round of Algorithm 2. For each vertex v ∈ [n], one round
of Algorithm 2 adds at most one edge. Suppose this edge is ev. Also let e∗v be the shortest edge incident on v.
By the utility guarantee of edge weights, we have that with high probability, the following holds:

w(ev) ≤
1

1− η
· w̃(ev) +O(log(1/δ)/(εη2)), w̃(e∗v) ≤ (1 + η) · w(e∗v) +O(log(1/δ)/(εη2)).

Since ve is chosen by the algorithm, then we have w̃(ev) ≤ w̃(e∗v). Combining these two facts we have that

w(ev) ≤
1 + η

1− η
· w(e∗v) +O(log(1/δ)/(εη2)) =

1 + η

1− η
· w(v, vnear) +O(log(1/δ)/(εη2)).

It is easy to verify that the number of edges selected by Algorithm 2 is exactly n−#C(G). Therefore, for small
η > 0, we have

cost(CA(G)) ≤
∑
v∈[n]

(1 +O(η)) · w(v, vnear) + (n−#C(G)) ·O(log(1/δ)/(εη2)),

which completes the proof of Theorem 17.

D Connections between ρ-node privacy and geometric dataset

Here, we illustrate why ρ-node privacy is a natural notion if we consider geometric dataset. In particular, we
discuss how this privacy notion implies some natural privacy notions in geometric data.
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D.1 ρ-dist privacy in Euclidean embeddings.

Consider a d-dimensional real-valued dataset X = {x1, x2, · · · , xn} ∈ Rd×n and its natural Euclidean embedding
where each data is a point in d-dimensional Euclidean space, and the weight between two points is just the ℓp
distance between them, i.e., wxy = ∥x− y∥p for any x, y ∈ X. A natural privacy notion in such metric space is
ρ-dist privacy Epasto et al. (2023). An algorithm is ρ-dist-DP if the algorithm protects privacy of a single data
point if it is moved in the metric space by at most ρ. Clearly, ρ-node privacy encompasses ρ-dist privacy since
once we move a point x by ρ, then

|wxy − w′
xy| = |∥x− y∥p − ∥x′ − y∥p| = |∥(x− x′) + (x′ − y)∥p − ∥x′ − y∥p|
≤ ∥x− x′∥p ≤ ρ.

That is, if an algorithm preserves ρ-node privacy, it also preserves ρ-dist privacy.

D.2 ρ-rotate privacy in Euclidean or cosine similarity embeddings.

In high-dimensional unsupervised learning, cosine similarity is also commonly employed to quantify the distance
between data points within a graph embedding. Again consider a d-dimensional dataset X = {x1, x2, · · · , xn} ∈
Rd×n, where each data point x is normalized to a unit vector. Then, the cosine similarity

SC(x, y) = x⊤y/(∥x∥2∥y∥2) = x⊤y

between two unit-vectors x, y ∈ X is determined by the angle between them, which we refer to as the angular
distance. Similarly, we define ρ-rotate privacy as a variant of ρ-dist privacy, where two graphs are considered
neighboring if one data point is rotated by an angle of at most ρ. In such graphs we could define the edge weight
between x, y as

wxy :=
√
2(1− SC(x, y)),

which is the ℓ2 distance between x and y (so it is also an Euclidean embedding). Then, ρ-node privacy also
encompasses the ρ-rotate privacy as

|wxy − w′
xy| =

∣∣∣√2(1− SC(x, y))−
√
2(1− SC(x′, y))

∣∣∣ ≤ |θ − θ′| ≤ ρ

according to Proposition 41, where θ and θ′ are the angles between x, y and x′, y respectively. That is, under
Euclidean embeddings, if an algorithm preserves ρ-node privacy, it also preserves ρ-rotate privacy.

Similarly, if we consider the cosine similarity embedding, we could define the edge weight between x, y in such
embedding as

wxy := 1− SC(x, y) = 1− x⊤y.

Then, under the ρ-rotate privacy, if we let θ and θ′ be the angles between x, y and x′, y respectively, it is easy to
verify that

|wxy − w′
xy| = | cos(θ)− cos(θ′)| ≤ |θ − θ′| ≤ ρ

as |d cos(θ)
dθ | ≤ 1. Therefore, under cosine similarity embeddings, if an algorithm preserves ρ-node privacy, it also

preserves ρ-rotate privacy.

Proposition 41. For any θ1, θ2 ∈ [0, π/2], we have∣∣∣√2− 2 cos(θ1)−
√
2− 2 cos(θ2)

∣∣∣ ≤ |θ1 − θ2|.

Proof. Let f(θ) =
√
2− 2 cos(θ) for all θ ∈ [0, π/2], it is enough to show that |df(θ)dθ | ≤ 1 . Indeed, we have that

d

dθ

√
2− 2 cos(θ) =

1

2
(2− 2 cos(θ))−

1
2 · d

dθ
[2− 2 cos(θ)]

=
sin(θ)√

2− 2 cos(θ)
=

√
1− cos2(θ)

2− 2 cos(θ)

=

√
1 + cos(θ)

2
≤ 1,

which completes the proof.


	INTRODUCTION
	Related Works
	Problem Setting
	Our Results

	PRIVATE MST IN EUCLIDEAN GRAPHS
	Warm up I: A trivial privatization using post-processing over edge weights
	Warm up II: Another trivial privatization using post-processing over coordinates
	Improved utility in Euclidean graph via dimension reduction

	LOWER BOUND FOR EUCLIDEAN GRAPHS
	APPLICATIONS TO HIERARCHICAL CLUSTERING
	EMPIRICAL RESULTS
	Advantage of dimension reduction in Privately Approximating MST
	Private Affinity Clustering

	Preliminaries
	Hardness of Approximating MST Under -Node Privacy for General Graphs
	Missing Proofs
	Proof of Theorem 8.
	Proof of Theorem 11
	Proof of Theorem 13
	Proof of Lemma 12
	Proof of Theorem 16
	Proof of Theorem 17

	Connections between -node privacy and geometric dataset
	-dist privacy in Euclidean embeddings.
	-rotate privacy in Euclidean or cosine similarity embeddings.


