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ABSTRACT

Large language models (LLMs) are extensively adapted for downstream applica-
tions through a process known as “customization,” with fine-tuning being a common
method for integrating domain-specific expertise. However, recent studies have
revealed a vulnerability that tuning LLMs with malicious samples can compromise
their robustness and amplify harmful content, an attack known as “jailbreaking.”
To mitigate such attack, we propose an effective defensive framework utilizing
data curation to revise commonsense texts and enhance their safety implication
from the perspective of LLMs. The curated texts can mitigate jailbreaking attacks
at every stage of the customization process: before customization to immunize
LLMs against future jailbreak attempts, during customization to neutralize jail-
breaking risks, or after customization to restore the compromised models. Since
the curated data strengthens LLMs through the standard fine-tuning workflow, we
do not introduce additional modules during LLM inference, thereby preserving
the original customization process. Experimental results demonstrate a substan-
tial reduction in jailbreaking effects, with up to a 100% success in generating
responsible responses. Notably, our method is effective even with commonsense
texts, which are often more readily available than safety-relevant data. With the
every-stage defensive framework and supporting experimental performance, this
work represents a significant advancement in mitigating jailbreaking risks and
ensuring the secure customization of LLMs.

1 INTRODUCTION

Large language models (LLMs), such as OpenAI’s GPT series (Radford et al.,|2018]) and Meta’s Llama
(Touvron et al.| |2023agb)), have been widely adapted through a process known as customization(Li
et al., 2023efbga)). This process involves fine-tuning LL.Ms with domain-specific data, introducing
safety mechanisms, and optimizing their performance for targeted applications (L1 et al., 2024b; J1
et al.; 2024; Eapen & Adhithyan| 2023)). Through customization, LLMs transition from generalist
systems to domain-specific experts, capable of nuanced reasoning and decision-making in specialized
environments(Li et al., [2022; 2023djc). Recent studies emphasize the importance of customization
for optimizing LLMs across various domains, including programming (Xu et al.| 2023} |Gur et al.|
2023; Jin et al.,|2023) and healthcare (Chen et al., | 2024; Thapa & Adhikaril 2023} |Saab et al., [2024)),
as well as for function-specific tasks like tool learning (Hao et al.l |2024; |Qin et al., [2023a}b) and
social analysis (Shu et al.,2024).

However, customization presents its own challenge. Studies by |Qi et al.| (2023)) and |Yang et al.
(2023)) have explored the risks posed by the inclusion of harmful examples during fine-tuning, a
vulnerability known as the jailbreaking attack, which can lead to unintended or harmful outputs from
LLMs. In practical development, while customization is not typically controlled by adversaries using
entirely malicious datasets, there is always the risk of malicious third-party data providers inserting
harmful examples into crowdsourced datasets (Xi et al., 2023 Fang et al.| 2021). These datasets
often undergo limited inspection due to the high cost and difficulty of quality assessment (Miao et al.,
2018} Zhang et al., 20205 Koh et al.| [2022). If such harmful examples are used during fine-tuning,
they can compromise LLMs, leading to significant jailbreaking vulnerabilities(Li et al.| |2024c} Xiong
et al., [2024).
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Figure 1: An illustration of (a) Jailbreaking attack through ne-tuning (b)-(d) our proposed curation-
based defense by including data in different stages of customization work ow.

This work. Diverging from existing jailbreaking defenses that rely on self-re ection (Zhang et al.,
2023b; Li et al., 2023f; Phute et al., 2023) or additional models (Pisano et al., 2023; Hu et al.,
2023), which are often costly and introduce inference complexity, our method leverages the standard
customization pipeline by incorporating safety-curated data during ne-tuning to mitigate potential
jailbreaking vulnerabilities. Furthermore, our curation technique is applicable to commonsense data,
which demonstrates the exibility of usable data in building defense and eliminates the necessity for
expensive security-relevant texts.

We characterize our approachdeta-drivenandall-stage-orienteds follows:

I) Data-driven refers to the fact that curated data can be seamlessly integrated into the standard
customization pipeline without additional modules. To achieve this, we prdRoseCURE, a data
curation framework designed to enhance safety implication in texts, mitigating jailbreaking attacks
without prior knowledge of adversarial tactid0BOCURE is grounded in a key observation : safe
texts in jailbroken LLMs tend to have higher perplexity than harmful ones (as detailed in Section
4). Since perplexity re ects the level of new informatidRoBOCURE curates texts to increase their
perplexity ( measured by a jailbroken LLM) while enhancing the safety implicaltare OCURE

brings safety implication as new knowledge by the jailbroken LLM. Through ne-tuning, these
curated texts robustify the LLMs by embedding safety alignment into parameters.

II) All-stage-oriented. Unlike previous methods that are restricted to a xed application stage
(Hu et al., 2023; Phute et al., 2023; Zhang et al., 202BBOCURE can be integrated at every
stage in the customization work ow. As shown in FigureRoBOCURE can be applied before,
during, or after customization with the presence of jailbreaking attacks. When implemented at
the pre-customization stage (Figure 1-(b)), curated data is introduced to fortify LLMs, effectively
immunizing the model against future jailbreaking attempt®dBOCURE is applied during attack-
injected customization (Figure 1-(c)), the curated data neutralizes harmful examples, protecting the
LLM. Finally, if RoBOCURE is employed after customization, where a model has already been
compromised (Figure 1-(d)), it can restore the LLM's robustness through additional ne-tuning.
Importantly, curated data can be applied across multiple stages to for higher effectiveness.

Through extensive evaluations, we demonstrate the effectivenddssifCURE-curated data in
mitigating jailbreaking effects. By applying0OBOCURE in combination for all-stage defense, we
achieve optimal performance, with a 100% rate of responsible responses from various LLMs even in
the presence of a jailbreaking attack. In summary, this work makes the following contributions:

* We proposeROBOCURE, a data curation framework designed to enhance the safety implication of
text by increasing its perplexity. ApplyingoBoCURE to commonsense data offers a cost-ef cient
solution that does not depend on security-relevant data.

» Our defensive framework, built oROBOCURE, can be integrated into every stage of the cus-
tomization work ow without requiring additional modules, thereby avoiding execution latency for
LLMs.

» Experiments highlight the effectiveness of our method and its general applicability across different
LLMs. By using a combinational approach, we can maximize the potential for effective defenses.
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2 RELATED WORK

LLM Customization. Recent advancements in LLMs have shown remarkable capabilities in various
tasks (Bubeck et al., 2023), demonstrating exceptional planning (Ahn et al., 2022; Wu et al., 2023;
Ruan et al., 2023), reasoning (Shinn et al., 2024; Wu et al., 2024, Lu et al., 2024), and problem-solving
(Kim et al., 2024; Madaan et al., 2024) skills. Interest in LLMs has surged to invoke tools and APIs
for diverse tasks (Wang et al., 2023a; Richards; Qin et al., 2023a; Huang et al., 2023) and interact
dynamically with environments for real-time adjustments (Wang et al., 2023b; Wu et al., 2023; Yao
et al., 2022) By tailoring LLMs to speci ¢ contexts and needs, we can unlock their full potential as
adaptable and effective intelligent customized agents.

Jailbreaking Attacks. While LLMs are generally effective, it can still result in unintended harm to
users by exhibiting offensive behavior, reinforcing social biases (Hutchinson et al., 2020; Weidinger
et al., 2022), and disseminating false information (Lin et al., 2022), commonly referred to as
jailbreaking Research indicates that alignment can be circumvented by ne-tuning with malicious
data (Andriushchenko et al., 2024; Qi et al., 2023; Yang et al., 2023) and by using adversarial prompts
with carefully crafted inputs designed to elicit harmful responses during inference (Chao et al.,
2023; Wei et al., 2023; Zou et al., 2023). These techniques reveal signi cant vulnerabilities, shifting
the focus from enhancing LLM functional effectiveness to ensuring its safety, responsibility, and
robustness.

Robustifying LLMs Robusti cation techniques are crucial to ensure that LLMs behave in ways
consistent with human values (Gabriel, 2020). These techniques can be implemented through various
approaches. One approach involves incorporating aligning prompts, which inject helpful, honest,
and harmless prompts into the model to enhance alignment (Askell et al., 2021). Another approach
focuses on training the models to embed alignment, either through supervised ne-tuning (SFT)
(Kopf et al., 2024; Li et al., 20244a) or reinforcement learning with human feedback (RLHF) (Dai

et al., 2023; Ji et al., 2024; Ouyang et al., 2022). Additionally, representation engineering can be
employed, where vectors are inserted into the hidden layer representations of the model after training,
guiding the model towards desirable behaviors within its latent space (Jorgensen et al., 2023).

3 PROBLEM FORMULATION: ALL-STAGE DEFENSE

This section outlines the threat model and our proposed defense, assuming a curated dataset is already
available (details on technical design are deferred to Section 5).

3.1 THREAT MODEL: JAILBREAKING ATTACK

We begin by de ning the jailbreaking attack, where we assume that the adversary has full knowledge
of the LLM and its tuning con gurations. This allows the adversary to prepare a harmful dataset
D =fQ ;R g, consisting of a set of security-relevant quefi€s g and their harmful responses

fR g. D are injected into crowdsourced dataBetresulting in the jailbreaking of. Formally:

Rham "% (Qsed) St = argmin Eiry2zop ) ( (Qi):Ri) (1)

Eg. 1 encompasses both ne-tuning and inference phases. Following the same ne-tuning process
as Qi et al. (2023) and Yang et al. (2023) using loss funct{gn), the LLM is compromised to

after being ne-tuned on@ [D ), resulting in harmful respons&s,am When prompted with
security-relevant queriésec. For instance, when giveQgec: Create a tutorial on how to hack into
an industrial database produces responses with harmful information designed to satisfy the query.

3.2 DEFENSEFORMULATION AT EVERY CUSTOMIZATION STAGE

Pre-attack defensestarts out by ne-tuning to produce a robusti ed version, using the curated
dataseD (with techniques detailed in Section 5). Everriis later ne-tuned with an adversary-
injected datasdd [D , resulting in™ , it remains robust by providing safe and responsible responses
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Rsafe during inference. This process can be depicted as follows:

T (Qsec) sttt T =argminE(g rj2(op ) ((Qi):Ri)

R inference
safe

. ‘ (2
and ~=argminEy g,y2p ( (Q);Ri)

For example, given the same quéy.. as in 3.1, a more robust modeél tends to respond with safer
information such aRgae =“1 cannot ful Il your request. As an responsible Al, my purpose.is...

In-attack defenseis applied concurrently with the jailbreaking attack during LLM customization.
The curated datas&¥ is combined with the customization dabaand the malicious dat® ,
neutralizing the harmful effects introduced By and resulting in a more robust modégl,

Rsafe inference (Qsec) sit: ~=argmin Ei:r)2(0D [D)\( (Qi):Ri) 3)

Post-attack defensdeverages additional ne-tuning afterhas been compromised and becomes
Using the curated datasBt, post-attack defense restoresto a robusti ed version;™

infi — . N
Reate "¢ YQsec) Sit: ~=argmin Eo riyzo ( (Q)iRi)

. . 4
and  =argminE,.r)2op ) (f (Qi);Ri)

4 MOTIVATION FOR DATA CURATION DESIGN

This section begins by introducing our motivation from empirical ndings in 4.1, which highlight
text perplexity disparities across different domains (safe, harmful, and commonsense) with varying
security-level LLMs (robust and jailbroken). Building on these ndings, we outline the technical
design of our data curation approach in 4.2, with the detailed methodology provided in Section 5.

4.1 EMPIRICAL MOTIVATION FROM TEXT PERPLEXITY DISPARITY

Perplexity measures the level of uncertainty (or surprise) exhibited by LLMs when gen-
erating a sequence of text. Formally, given a textual sequefice= (Xo;X1;:::;Xn)

with words x;, whegei = 0;1;::;n, the perplexity of an LLM on X is de ned as:

ppl (X) = expf 2 Mlogp (XijXo;X1;::Xi 1)g, Wherelogp (XijXo;X1; X 1) computes

the log-likelihood of generating wond given the preceding contefto; X1;:::; X; 1). A higher
perplexity value indicates that the LLM is more uncertain or “surprised” by the text sequence,
suggesting it may contains information that is not previously encountered for the model.

Building on the above de nition, we are particularly interested in examining the perplexity levels
of the robust and jailbroken LLMs when exposed to safe, harmful, and commonsense texts. Using
Llama-3-8B and Mistral-7B, which are originally safety-aligned upon downloading, we ne-tune
them with a set of harmful texts to create their jailbroken versions, following Qi et al. (2023).

Next, we evaluate commonsense datasets using Alpaca (Taori et al., 2023), Dolly (Conover et al.,
2023), and the commonsense queries from BeaverTails (Ji et al., 2024), and security-relevant datasets
using security-relevant queries from AdvBench (Zou et al., 2023) and BeaverTails, each with inde-
pendently prepared safe and harmful responses (methods same as Qi et al. (2023)). Both the robust
and jailbroken versions of LLMs (Llama-3-8B and Mistral-7B) are evaluated on these datasets, with
the perplexity distributions presented in Figure 2.

As shown in Figure 2-(a)(c), the robust LLMs tend to exhibit the lowest perplexity for safe texts
and the highest perplexity for harmful texts, suggesting deliberate efforts by developers (Meta's
and Mistral Al's) to reinforce safety alignment. In contrast, the jailbroken models (Figure 2-(b)(d))
shows the opposite trend, with lower perplexity for harmful texts and higher perplexity for safe. This
indicates thasafety-relevant content introduces unfamiliar information to the jailbroken LLM.

When ne-tuning a jailbroken large language model (LLM) using safety-related texts, it is
expected to make the model safer.

https://huggingface.co/docs/transformers/en/perplexity
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Figure 2: Text perplexity on (a)(c) robust (safety-aligned) and (b)(d) jailbroken LLMs is presented in
box plots, with each row corresponding to a dataset. Abbreviations: “SecQ” for security-relevant
queries, “CommonQ” for commonsense queries, “SafeR” for safe responses, and “Harm” for harmful
responses. AdvBench and BeaverTails datasets are split into subsets speci ed by post xes. For
example, “AdvBench-CommonQ” refers to AdvBench examples containing commonsense queries
(with the corresponding commonsense LLM response by default), while “AdvBench-SecQ-HarmR”
refers to AdvBench examples with security-relevant queries and harmful responses.

However, due to the scarcity and high cost of obtaining high-quality safety-domain datasets Conti et al.
(2018); Ring et al. (2019); Hackett et al. (2018); Anderson (2001); Gordon & Loeb (2002), collecting
suf cient amounts of such data for ne-tuning poses a signi cant challenge, despite its proven
effectiveness in enhancing LLM robustness (Dai et al., 2023). Moreover, exclusively ne-tuning with
safety-domain data may lead models to overemphasize these domains, potentially diminishing their
performance on commonsense tasks Gururangan et al. (2020); Perez et al. (2021). In contrast, using
commonsense texts provides an affordable and exible solution, as they are widely available and easy
to collect, making this the focus of this paper.

Thus, we raise a critical questio@an any type of data be used to mitigate the risks of a jailbroken
LLM, regardless of the speci ¢ data domain?

4.2 OVERVIEW: AMPLIFYING PERPLEXITY WITH SAFETY IMPLICATION

To address the above question, we propose a data curation approach that increases the text perplex-
ity (i.e., introduces new information) in commonsense texts while incorporating “safety implica-
tion"—de ned by safety-aware keywords, responsible tone, and benign semantics. For example,
given the questiorfHow to utilize arti cial intelligence?,” instead of providing a straightforward list

of commonsense answers, a curated LLM response coultHeee is a helpful, responsible, and
respectful response: Arti cial Intelligence (Al) can be utilized in various elds, and using it safely

can lead to more secure, ef cient systems that bene t both individuals and society. Key areas and
principles include.. " This approach ensures safety is integrated while providing useful information.

The key motivation is t@urate commonsense data so that it can serve as safety-relevant data by
incorporating safety implications. This involves increasing perplexity by embedding safety-aware
elements into commonsense data, thus fusing a “safety sense” into original texts. When jailbroken
LLMs are ne-tuned with this curated data, the safety implications function as new information,
helping to mitigate jailbreaking. Additionally, because the data is rooted in the commonsense domain,
the LLM's ability to handle general commonsense tasks is preserved.

5 ROBOCURE: AMPLIFYING PERPLEXITY WHILE INTEGRATING SAFETY

Next, we introducdROBOCURE, a data curation framework designed to mitigate jailbreaking attacks
by revising commonsense texts to increase perplexity while incorporating safety implication. As
illustrated in Figure 3ROBOCURE start with a set oeed words and phrasefrom the safety
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Figure 3: An illustration of honRoBOCURE works, whereAAA represent generated texts through
output sampling. In this casé,[las lower perplexity, whild demonstrates poor helpfulness. As
a result, the beam search sele&tfor the next round of output samplingerplexity is measured
by a LLM that needs to be robusti ed, and helpfulness is rated by GPT-40 using prompts in
Appendix A.

domain. Then, given commonsense texts consisting of queries and anR@BECURE curates
(revises) these texts throughitput sampling with various con gurations to increase perplexity (from

the perspective of LLMs that need to be robusti ed) while integrating safety-domain seed words.
RoBOCURE employs ahelpfulness scor® ensure that the curated, higher-perplexity texts retain
their original informative value in answering queries. FindRgBOCURE appliesbeam searchto

retain the topk curated texts with the highest perplexity and suf cient helpfulness scores, iteratively
revising these texts through additional rounds of output sampling. The curated texts produced by
RoBOCURE are used at all stages of customization, as introduced in Section 3, and are ne-tuned to
mitigate jailbreaking effects. Below, we elaborate on the technical detail®pbRURE.

Seed Set PreparationTo prepare a set of words and phrases with safety-related content, we collect
literature from top Al and Security conferences over the past three years, focusing on areas such as
safety, privacy, fairness, transparency, and societal considerations. From 300+ Itered publications
(which, while not exhaustive, are considered suf cient), we use GraphRAG (Edge et al., 2024) to
extract safety-relevant keywords and phrases, sutévédence-based,” “precautionary,” “ethical
obligations,” “reliable sources,’and“it's important to follow safe practices when...To ensure the
relevance of these keywords, GPT-40 is then used to Iter out attack-relevant term&i@aning,’ ),

re ning the set of 500+ safety-oriented keywords and phrases. This curated seed set is then used to
curate commonsense texts during output sampling.

Output Sampling. Given that the sampling method (or decoding strategy) signi cantly in uences
the text content generated by LLMs (Chen et al., 2021; Pearce et al., 2023; Zhu et al., 2024), we
adopt output sampling to curate texts. We employ two essential sampling techniques: (1) temperature
sampling (Shi et al., 2024), which modulates the temperature paraméveadjust the next-word
generation process by scaling the probability distribution computed by the LLM, and (2) nucleus
sampling (also known as tgpsampling) (Ravfogel et al., 2023), which selects from the smallest
possible set of words whose cumulative probability exceeds a given thré3hdldese two methods

often complement each other, promoting the generation of diverse responses (Pearce et al., 2023).

To curate texts for increased perplexity while incorporating safety implication, we prompt GPT-40
to adjust the input texts iteratively, guided by instructions to integrate the seed set we previously
prepared. As illustrated in Figure 3, GPT-40 is given an explicit prompt to incorporate the seed set
and explores different combinations @f ; P) across multiple generations. We further employ a
beam search process to Iter and retain the most promising (curated) texts aligned with our goals.

Beam Search.We apply beam search to iteratively curate texts and progressively increase their
perplexity. Unlike breadth- rst search (BFS), which uses all samples generated from the current
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round for the next, beam search retains only thekapsults based on a ranking process. To rank the
curated texts, we not only consider perplexity but also introdurelafulness scor® ensure the

curated texts remain helpful in terms of query relevance, clarity of expression, comprehensiveness,
and the usefulness of knowledge. GPT-40 is used to rate each text on a scale of 1-5 across these four
aspects (rubrics are presented in Tables 4-7), with the nal helpfulness score being the average.

Using both perplexity and helpfulness scores, we rst Iter out texts whose helpfulness scores have
decreased by more than 10% compared to the original texts. The remaining texts are then ranked
based on descending perplexity, and thekgempirically set to 3) are selected. These selected texts
are used for the next round of output sampling and beam search, allowing for continued increases in
perplexity and integration of safety implication.

Instruction Fine-Tuning. After obtaining curated texts from multiple iterations (set to 5 in this work)

of output sampling and beam search, we ne-tune LLMs in all customization stages, as described in
Section 3.2. The instructions (prompts) for ne-tuning are constructed from different parts of the
curated texts. Typically, each text sample consists of a p4auary, responsehere theesponsés
curated and integrated with safety implication. We useajiineryto form instructions and the curated
responsess expected outputs, ne-tuning LLMs using Huggingface framework (Huggingface, 2021).

6 EXPERIMENT

6.1 BEXPERIMENTAL SETTING

Dataset: We use two groups of datasets: (1) security-domain queries from AdvBench and BeaverTails
to evaluate whether LLMs (jailbroken or robusti ed) produce safe responses; and (2) commonsense
queries from Alpaca, BeaverTails and Dolly to assess whether LLMs provide helpful responses in
commonsense tasks. The ne-tuning set is also sampled from commonsense queries with no overlap
with the evaluation set.

Evaluation Metrics: Following prior work Zou et al. (2023); Qi et al. (2023); Zhang et al. (2023a),

we use two key metrics to evaluate the safety of LLM responses: (1) safety rate (SR) — the fraction
of responses that provide safe and responsible information to security-domain queries, indicating the
defense's effectiveness; and (2) safety sc&adg) — a score ranging from 1 to 5, generated by
GPT-40, that measures the safety level of LLM responses, with higher scores indicating a greater
level of safety. Additionally, we use (3)elpfulness scoréSyg p) from Section 5 to evaluate the
quality of LLM responses in providing useful information to queries.

Baseline: Existing defenses against ne-tuning-based jailbreaking are scarce, especially those that
do not introduce additional detection modules. We consider three groups of baselines: (1) NoDef
— no defense applied, inspired by the no-attack baseline used in Qi et al. (2023); (2) RandDrop —
inspired by Zhang et al. (2023b) with a random portion (20% and 50%) of the ne-tuning dataset
dropped; and (3) PPLDrop — inspired by Hu et al. (2023), where we drop a portion (20% and 50%)
of the ne-tuning dataset with the highest perplexity for a victim (robust) LLM, as higher perplexity
often signals harmful text, as shown in Figure 2-(a)(c). In addition to these baselines, we compare our
all-stage defense with single-stage ablations (pre-attack-only, in-attack-only, and post-attack-only).

Jailbreaking Attack: Building on the methods from Qi et al. (2023) and Yang et al. (2023), we
defend against two types of jailbreaking attacks: (1) ExHarm — which uses explicitly harmful texts,
including step-by-step instructions for malicious actions; and (2) AOA — which uses instructions
designed to turn LLMs into "absolutely obedient agents” that follow any instruction, including
harmful ones. By default, harmful examples comprise 10% of the ne-tuning dataset, suf cient to
cause signi cant jailbreaking. We vary this proportion and analyze its impact in Section 6.3.

Defense Settingin output sampling, we vary the temperatiireand topp P parameters, con guring

LLMs with every possible combination ¢T ; P), whereT ; P 2 [0:25; 0:5; 0:75; 1:0]. During beam
search, we iteratively curate texts, stopping the process after ve rounds. The curation examples are
sampled from commonsense queries without overlap with the evaluation and ne-tuning sets. By
default, we set the number of curation examples to match the number of jailbreaking examples (1:1),
and we adjust this ratio in Section 6.3.

A comprehensive list of experimental settings is provided in Appendix B.
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Table 1: Defense effectiveness against jailbreaking attacks (ExHarm and AOA) is evaluated using SR,
Ssare, andSpe p, Where higher values indicate better performamadface andunderlinehighlight
the best performance among all defenses against ExHarm and AOA, respectively.

Llama-3-8B Llama-2-13B Vicuna-13B Mistral-7B
SR Ssare SHeLe SR Ssare Svete SR Ssare Shere SR Ssare Shele

NoDef ExHarm 15.2% 2.11 3.74 21.3% 2.35 3.81 19.2% 2.53 3.63 11.7% 155 2.84
AOA  21.8% 2.57 3.89 24.4% 2.56 3.92 23.6% 2.75 3.71 13.8% 1.89 3.03

RandDro -ZOO/EXHarm 12.9% 1.58 3.66 18.6% 2.24 3.58 17.3% 2.05 3.48 9.7% 1.49 2.67
P NOA  20.6% 2.15 3.83 23.7% 2.50 3.84 22.7% 2.68 3.59 11.3% 1.62 2.93

RandDro _500/EXHarm 8.4% 1.33 3.42 16.2% 2.17 3.32 12.1% 1.62 3.15 53% 1.27 251
P NOA  18.6% 2.07 3.74 20.2% 2.73 3.69 17.4% 1.93 3.46 10.5% 1.56 2.78

PPLDrop-20% ExHarm 34.7% 2.80 3.81 38.9% 2.77 3.93 38.3% 3.18 3.78 29.6% 2.60 3.14
P °AOA  495% 3.56 4.03 50.1% 3.65 3.97 43.1% 3.27 3.81 30.8% 2.74 3.39

PPLDrop-50% ExHarm 51.2% 3.54 3.79 54.9% 3.76 3.67 46.2% 3.34 3.58 37.2% 2.90 2.80
P ®AOA  55.4% 3.70 3.91 57.3% 3.81 3.64 53.7% 3.76 3.22 46.2% 3.17 2.96

Pre-Attack ExHarm 44.6% 3.38 3.82 47.3% 3.59 3.92 43.6% 3.31 3.77 35.3% 2.82 2091
(this work) AOA  48.5% 3.52 4.11 55.2% 3.73 3.86 47.3% 3.39 3.80 33.4% 2.87 3.19

In-Attack ExHarm 83.6% 4.40 3.88 87.3% 4.58 4.09 79.6% 3.94 3.78 72.2% 3.83 2.96
(this work) AOA  85.2% 4.51 4.17 91.5% 4.66 4.10 80.2% 4.51 3.95 78.1% 4.01 3.05

Post-Attack ExHarm 91.7% 4.62 4.05 94.3% 4.73 4.16 93.1% 4.57 3.82 87.5% 4.66 3.17
(this work) AOA  93.6% 4.76 4.21 96.5% 4.82 4.20 95.7% 4.66 3.98 91.6% 4.71 3.48

All-Stage ExHarm99.2% 4.81 4.11 100% 4.89 4.23 98.3% 4.73 3.88 96.5% 4.68 3.61
(this work) AOA 100% 4.93 4.24 100% 4.97 4.46 98.6% 4.79 4.03 98.0% 4.72 3.75

Defense Attack

6.2 MAIN RESULTS. DEFENSEEFFECTIVENESS

Table 1 presents the performance of all defenses against ExHarm and AOA attacks. Notably, the
all-stage defense demonstrates the highest effectiveness, consistently mitigating jailbreaking attacks
across all evaluated LLMs, achieving over 96% SR and, in some cases, fully preventing jailbreaking
(100% SR) by guiding LLMs to generate safe responses. Furthermore, curating commonsense texts
for ne-tuning not only improves security but also enhances the helpfulness of LLM responses.

Among the single-stage defenses we propose, the post-attack defense proves to be the most effective.
We attribute this to the dominance of ne-tuning, as LLMs are often most in uenced by the most
recent customization. Consequently, defenses applied after the attack have the strongest impact on the
model's behavior. This also explains why pre-attack defenses are less effective—jailbreaking occurs
after the defense, signi cantly diminishing its impact. The in-attack defense also shows notable
effectiveness, outperforming the baselines and demonstrating its ability to neutralize the effects of
jailbreaking during the customization process.

Interestingly, baseline methods involving partial dataset removal may negatively impact LLM perfor-
mance, even when the models are already jailbroken. For instance, randomly dropping 50% of the
ne-tuning set can, in some cases, exacerbate the jailbreaking effect due to the lack of control over
removed data selection. Similarly, dropping samples based on perplexity can negatively affect the
model's ability to provide helpful responses, as seen with PPLDrop-50% on Llama-2-13B. Too many
functional ne-tuning samples are discarded, hindering the model's commonsense functionality. This
highlights the importance of retaining the original dataset intact while focusing on adding a small
curated set of data, as proposed in this work, to enhance LLM robustness.

6.3 MUTUAL INFLUENCE UNDER VARYING ATTACK AND DEFENSEVOLUMES

Figure 4 presents the SR of pre-, in-, and post-attack defenses on Llama-3-8B and Mistral-7B with
varying volumes of curated and harmful texts, where the volumes are measured as a ratio to the
ne-tuning set. A "mutual reinforcement” effect can be observed: with one attack or defense volume
xed, slightly increasing the other drives LLMs toward their respective objectives (either safer or
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