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ABSTRACT

Out-of-distribution (OOD) detection is a major threat for deploying machine learn-
ing models in safety-critical scenarios. Data augmentations have been proven to
be beneficial to OOD detection by providing diverse features. However, previous
methods have only focused on the role of data augmentation in the training phase,
overlooking its impact on the testing phase. In this paper, we present the first
comprehensive study of the impact of test-time augmentation (TTA) on OOD
detection. We find aggressive TTAs can cause distribution shifts on OOD scores of
In-distribution (InD) data, whereas mild TTAs do not, resulting in the effectiveness
of mild TTAs on OOD Detection. Based on the above observations, we propose a
detection method that performs a K-nearest-neighbor (KNN) search on mild TTAs
instead of InD data. With only 25 TTAs, our method outperforms existing methods
using the entire training set (1.2 million images) on IMAGENET for OOD detection.
Moreover, our approach is compatible with various model architectures and robust

to adversarial examples.

1 INTRODUCTION

Deep Neural Networks (DNNs) are typi-
cally trained in a closed-world assumption.
When these models encounter unfamiliar in-
puts from the open world, they may face out-of-
distribution (OOD) samples, which can disrupt
the system’s normal operation. In safety-critical
applications such as autonomous driving (Kitt
et al.,2010) and healthcare (Schlegl et al.,[2017),
identifying and handling these OOD inputs is
crucial. For instance, a self-driving car may
fail to detect objects on the road that are not
included in the training set, which could lead to
an accident.

To distinguish OOD samples from in-
distribution (InD) data, a rich line of OOD
detection algorithms have recently been
developed.  According to the availability
of OOD samples, current OOD detection
methodologies can be categorized into three
categories: OOD Exposure, InD-dependent, and
InD-independent (Yang et al. 2021c). OOD
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Figure 1: OOD detection performance with dif-
ferent sampling ratios on IMAGENET training set.
Our method is InD-independent and thus not af-
fected by the sampling ratio. With only 25 TTAs,
our method outperforms KNN (Sun et al.| [2022])
and VIM (Wang et al} |[2022), which rely on the
entire training set (1.2 million images).
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Exposure involves collecting external OOD samples during training to aid the OOD detector in
learning the difference between InD and OOD data. Common methods include OE (Hendrycks et al.}
2018a), MCD (Yu & Aizawa, [2019), and UDG (Yang et al., 2021b). Although OOD Exposure is
simple and effective, it cannot detect unseen OOD data. InD-dependent methods use known InD data
as a reference set. For example, |Lee et al.|(2018) measure the minimum Mahalanobis distance from
the class centroids; KNN (Sun et al., 2022) explores the k—th nearest neighbor distance between the
input sample and the reference set; VIM (Wang et al., 2022)) uses the reference set for covariance
estimation. InD-dependent methods are influenced by the quantity and quality of InD data, as shown
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in Figure[T] In contrast, the InD-independent method designs a scoring method based on the output
of the model to detect OOD. MSP (Hendrycks & Gimpel, [2016) and ML (Hendrycks et al.,[2019a))
use the maximum SoftMax and maximum Logit scores to indicate ID-ness, Energy (Liu et al.,
employs energy-based functions, and ODIN (Liang et al, 2017) uses temperature scaling
and gradient-based input perturbations. While the InD-independent method is straightforward and
user-friendly, its performance requires further improvement.

Currently, numerous studies have demonstrated that data augmentation can enhance the performance
of OOD detection. Notable methods include Mixup (Zhang et all,2017), CutMix [2019),
and PixMix (Hendrycks et all [2022). However, these methods are mainly applied in the training
phase. While demonstrated that TTAs can be used for OOD detection, there is a
dearth of comprehensive research on the impact of TTAs on OOD detection.

In this paper, we propose an InD-independent OOD detection method based on TTA. First, we
present a comprehensive exploration of the effect of TTA on OOD detection. We categorize TTA
into In-distribution Augmentation (IDA) and Out-of-distribution Augmentation (OODA) based on
their effects on image feature expression. Empirical results reveal that OODA leads to a shift in
the distribution of OOD scores, rendering it ineffective for OOD detection. In contrast, IDAs are
favorable for OOD detection. Based on these findings, we propose an OOD detection method that
boosts KNN with TTA. Specifically, we use the K-th nearest neighbor (KNN) distance between the
embedding of the input sample and the generated TTAs to indicate ID-ness, instead of InD data as
a reference set. As a non-parametric method, our method does not depend on the information of
external OOD data and InD data, and does not modify the model, which is a model-agnostic method.
Detection results for common OOD datasets on CIFAR-10 and IMAGENET show that our method
outperforms existing methods. Especially for concurrent KNN 2022)), our method only
generates 25 TTAs and outperforms the performance of KNN with 1.2 million images as the reference
set on IMAGENET (as shown in Figure[T). We summarize our contributions as follows:

1. Our study is the first to investigate the effect of TTA on OOD detection. We classify test-time
data augmentations into IDA and OODA and demonstrate that IDA can enhance OOD detection
performance. We believe our findings will encourage further research into TTA-based data-efficient
OOD detection techniques.

2. We proposed an OOD detection method that employs TTA to improve KNN. Experimental results
show that generating as few as 25 TTA samples outperforms SOTA methods achieved by using a
reference set of 1.2 million images on IMAGENET.

3. Our method introduces the sequential mask as TTA, and comprehensive evaluations on various
OOD detection benchmarks across different model architectures show our method consistently
outperforms the SOTA methods. As a plug-and-play method, our method’s performance can be
further enhanced by incorporating high-quality embeddings. Moreover, our method is also robust
to adversarial examples that cause OOD score shifts.

2 A CLOSER LOOK AT TEST TIME AUGMENTATION ON OOD DETECTION

Geiping et al.| (2022) firstly classifies data augmentation as aggressive or mild based on whether the
augmentation destroys image expression. Empirical results suggest that aggressive data augmentation
produces more diverse features, resulting in higher but unstable gains, whereas mild augmentation
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Table 1: OOD Detection Performance (AUROC) of TTAs on CIFAR-10. The detection performance
of IDA is much higher than that of OODA, and using multiple IDAs leads to optimal performance.
See Appendix [Dfor results on IMAGENET.

TTA OOD Datasets
Cifar100 SVHN Texture Places365 iSUN LSUN Average
Hflip 87.93 95.13 88.92 90.39 95.84  98.33 92.76
Gray 86.77 92.49 87.38 88.71 9342  96.75 90.92
CenterMask 87.43 95.07 87.89 88.49 9424  97.99 91.85
DA CenterCrop 87.17 95.27 89.10 90.24 95.77  98.06 92.60
Fourier Low Pass 87.02 94.40 89.27 90.70 96.88  98.08 92.73
Hflip + Gray 87.63 95.21 88.93 90.24 95.71  98.43 92.69
Hflip + Gray + CenterMask 88.37 95.24 88.97 90.11 9548  98.37 92.76
Hflip + Gray + CenterMask + CenterCrop 88.80 94.78 89.55 90.69 9591  98.12 92.97
VAlip 55.88 46.14 42.71 61.53 59.89  62.06 54.70
Rotate 53.55 50.55 45.88 61.54 58.83  58.38 54.79
OODA Colorlitter 65.87 61.88 61.03 70.80 69.05  70.65 66.55
Invert 73.94 77.58 68.42 77.15 77.33 83.02 76.24
Fourier High Pass 59.24 53.38 48.91 71.84 63.96 64.16 60.25

Table 2: LPIPS of different data augmentations: IDA generally yields lower scores than OODA, with
MASK achieving the lowest LPIPS on both CIFAR-10 and IMAGENET.

LPIPS Hflip Gray Mask Crop Vilip Rotate90 ColorJitter Invert
CIFAR-10 0.048 0.1184 0.0052 0.0171  0.075 0.082 0.1618 0.2368
IMAGENET 0.2961 0.2466 0.01 0.1425 0.5839 0.6312 0.4484 0.5656

leads to more stable but weaker gains. Inspired by the above observations, we also classify test-time
data augmentation into In-Distribution Augmentation (IDA) and Out-of-Distribution Augmentation
(OODA), and investigate its impact on OOD detection:

» IDA: TTAs that do not affect the expression of image features, such as horizontal flip (HFlip), gray,
small-size center masking, large-size center cropping, and Fourier low-pass filtering.

* OODA: TTAs that drastically change the features of the image, such as vertical flip (VFlip),
rotation, ColorlJitter, Invert, and Fourier high-pass filtering.

The impact of IDA and OODA on the distribution of OOD scores. We find IDA and OODA have
distinct effects on the OOD score distribution. Figure 2]illustrates the shift in the distribution of OOD
scores (Liu et al.;2020) for both InD and OOD data resulting from IDA and OODA. Our observations
reveal that IDA has a negligible effect on the score distribution of InD data, while slightly modifying
the distribution of OOD data. In contrast, OODA induces a distribution shift in InD data, making it
resemble the distribution of OOD.

The performance of IDA and OODA. Based on the above findings, we conduct a simple method
for OOD detection by comparing output consistency between input samples and their augmentations.
The results in Table |1| show that IDA can effectively detect OOD data. Moreover, using multiple
IDAs and selecting the one with the highest similarity can further improve the detection performance.
In contrast, OODA cannot be used for OOD detection, as it causes the score distribution of InD and
OOD data to become similar.

How to identify IDA and OODA? According to the conclusions of |Geiping et al.|(2022), aug-
mentations that have a great impact on the expression of image features are considered aggressive
augmentations (OODA), and vice versa, moderate augmentations (IDA). To assess how various aug-
mentation techniques affect image representation, we computed the Learned Perceptual Image Patch
Similarity (LPIPS) distances, as shown in Table[2] LPIPS quantifies the perceptual difference between
two images, with lower scores indicating greater similarity and thus implying less impact from the
augmentation method. Our analysis reveals that IDA typically yields lower LPIPS scores than OODA.
Interestingly, augmentations with lower LPIPS scores tend to exhibit superior performance in Table [T]
This correlation suggests that LPIPS can serve as an effective metric for differentiating between IDA
and OODA techniques. Notably, grayscale transformation is an exception to this pattern, possibly
due to the LPIPS model’s learned sensitivity to color characteristics.

Why IDA is effective for OOD Detection? We provide a visual explanation of why IDA is beneficial
for OOD detection. We enhance Grad-CAM by modifying the weight computation of feature maps,
using a global average of the gradients backpropagated from the Energy score. Figure |3|illustrates
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Figure 4: Overview of our method for OOD detection. We first perform a sequential mask for
the input image. Next, the input image and corresponding TTAs are fed into the model to obtain
embeddings. Then the k—th largest similarity between the input image and the TTAs embedding is
selected as the ID score. If the score exceeds the threshold, it is detected as InD.

the visualization outcomes of InD and OOD data, as well as their IDA results. It can be observed that
the OOD heatmap is noticeably affected by IDA, while the InD heatmap remains unaffected, which
explains why IDA can be utilized for OOD detection in Table[T] See more visualization results in

Appendix [E]

Takeaway: In contrast to OODA, IDA has the ability to generate distinguishable heatmap differences
between InD and OOD data, making it suitable for OOD detection. Furthermore, using multiple
IDAs and selecting the most similar can further improve detection performance.

3 METHOD

Preliminary. Let X denote the input space and ) denote the label space. Given a pre-trained
classifier f : X — ), trained on InD data drawn from distribution P;,,, the goal of OOD detection is
to determine whether a test sample z € X" is drawn from P;,, or from an unknown distribution P,,;.
Formally, we seek a scoring function g : X — R and a threshold A such that:

InD, ifg(x) > A
@) = {OOD, if g(z) < A M
Design Objective. This work considers the classifiers trained on InD data that may encounter OOD
samples. Unlike previous methods (Sun et al., 2022} [Lee et all, 2018)), our goal is to design an
effective OOD detection method that requires neither OOD data nor prior knowledge of InD data.
Our approach aims to explore the relationship between a sample and its TTAs, and exploit this
for OOD detection. Notably, our method does not alter any component of the classifier, including
the architecture and trained weights, making it a model-agnostic plug-and-play detector that can
seamlessly integrate with different model architectures.

Core Idea. Our core idea is to construct a scoring function for OOD detection by utilizing the
relationship between samples and their TTAs. Unlike KNN which performs a nearest neighbor
search in the feature space of the entire training data, our approach focuses on searching within the
local neighborhood of input samples provided by TTAs. Therefore, our method is data-efficient
and InD-independent. However, our method requires some IDA that is effective for OOD detection.
Therefore, selecting an appropriate TTA strategy becomes crucial for the success of our method.

TTA Strategy. Our findings in Sec. [2] suggest that enhancing OOD detection performance hinges
on identifying an array of effective IDAs. However, the repertoire of conventional IDAs is limited,
and combining multiple stylistically diverse augmentations doesn’t necessarily improve detection
performance. As shown in Table [I] where the combination of Hflip and Gray underperforms
compared to Hflip alone. Furthermore, Table 2] reveals that masking has the least impact on image
features among common augmentations. Leveraging this insight, we introduce a novel Test-Time
Augmentation (TTA) strategy called Sequential Mask. This approach applies masks to images in a
sequential manner, generating a substantial number of similar IDAs. Figure[5]shows the detection
performance when utilizing varying numbers of masked images as a reference set. Note that the
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mask size is 8x8 on CIFAR-10 and 44x44 on IMAGENET. The results demonstrate a clear trend that
the detection performance gradually improves with an increasing number of IDAs obtained through
sequential mask.

Framework. Figure d] depicts the overview of
our method. We explore the effectiveness of
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S(z,k) = H{=Simy(2,27) > A} () Figure 5: OOD detection performance with differ-

ent number of masks. x and y axes indicate the
detection performance on Place365 and iNaturalist.
The detection performance improves as the number
of masks increases.

where Simy(z, z*) is the cosine similarity to
the k-th nearest neighbor, and 1{-} is the binary
indicator function. Typically, the threshold A is
selected to ensure accurate classification of the
majority of ID data (e.g., 95%). The thresholds are independent of OOD data. The k is selected using
the validation method in [Hendrycks et al.| (2018b). Compared to earlier methods, our method has
several compelling advantages:

1. InD Independent: Our method does not necessitate any prior knowledge of the InD data. This
stands in contrast to KNN (Sun et al., 2022)) and Mahalanobis distance (Lee et al., [2018]), and
VIM (Wang et al.,[2022)), which needs InD data for covariance estimation. Therefore, our method’s
performance remains unaffected by the InD data (see Figure[I)), and it is genuinely distributional
assumption-free.

2. OOD-agnostic: Our testing process does not depend on any knowledge of the unknown data.
Instead, we estimate the threshold using only the InD data.

3. Model-agnostic: Our testing procedure solely requires the classifier’s output and doesn’t modify
the classifier. This renders our method applicable to a wide range of model architectures, including
convolutional neural networks (CNNs) and the more recent Transformer-based ViT model (Doso{
vitskiy et al., [2020). Furthermore, our method’s reliance solely on input masking, ensures its
adaptability across various model architectures without the need for model-specific parameter
reconfiguration.

4 EXPERIMENTS

4.1 EXPERIMENTAL SETTING

ID Datasets. Following the latest OOD benchmark (Yang et al., [2022; [2021a), we chose CIFAR-
10 (Krizhevsky et al.,|2009) and IMAGENET (Krizhevsky et al.,|2017)) as the ID datasets. CIFAR-10
consists of 10 classes of 32x32 color pictures, containing a total of 60,000 images, and each class
contains 6000 images. Among them, 50000 images are used as the training set and 10000 images are
used as the test set. IMAGENET is a large-scale dataset with 1000 classes, its training set contains 1.2
million images and its validation set contains 50,000 images. We resize all images to 224x224.

OOD Datasets. According to the existing OOD detection benchmarks (Yang et al.,[2022)), we se-
lect six OOD datasets for both CIFAR-10 and IMAGENET. For CIFAR-10, the OOD datasets
are Cifar100 (Krizhevsky et al.| [2009), SVHN (Netzer et al., 2011), Texture (Kylberg, 2011,
Places365 (Zhou et al.,2017), iSUN (Xu et al.,|2015) and LSUN (Yu et al., [2015)), with Cifar100
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Table 3: Comparison with competitive OOD detection methods on CIFAR-10. A is AUROC and
F is FPR95, 1 indicates larger values are better and vice versa. The bolded values are the best
performance, and the underlined italicized values are the second-best performance, the same below.

OOD Datasets

AUC Trl‘;‘,'ll{ng Cifar100 SVHN Texture Places365 iSUN LSUN Average
4 g A+ FL At F. At F. At F. At F, At F| At

MSP 5629 B88.11 40.67 0436 4874 OLI3 5196 8924 3780 9403 2859 9591 4401 9213
ML 49.65 88.09 2808 9532 4133 9106 4252 89.87 2636 9521 1355 9758 3358 92.86
Energy 4809 8818 2563 9549 3977 9115 40.59 90.02 2434 9538 1185 9779 3171 93.00
ODIN 50.86 8210 23.4 92.69 3844 87.07 4299 8558 1533 9582 10.05 9756 3013 90.14
VIM v 5422 87.33 1561 9485 2502 9489 5032 89.10 3057 9562 4779 9419 3725 92.66
KNN v 5190 9027 3532 9531 4030 9386 4588 9119 2886 9570 2823 9600 3842 93.72
GradNorm 7354 6013 65.14 68.62 7324 5731 6855 6690 6201 7000 4170 8257 64.03 67.59
DICE v 5371 8379 2686 93.89 40.82 89.43 47.46 8504 30.18 93.14 801 9817 3451 90.58
GEN 4521 8860 2783 9522 4033 9179 3643 9100 2451 9552 1289 97.36 3120 93.25
NAC v 4627 8837 3292 9432 3547 9037 4482 8883 2218 9555 1436 9727 3267 9245
ASH-P 5302 8552 3873 9444 3826 89.46 4564 87.15 2464 9436 1855 9735 3647 91.38
ASH-B 6146 7422 5122 8055 6235 77.63 6582 7850 4697 8336 2636 89.78 5236 80.67
ASH-S 50.15 84.27 27.64 96.17 3977 89.55 4678 8472 2569 94.17 1618 9813 3437 9117
Ours 4736 90.79 3039 9517 37.07 9350 4323 9129 1746 9695 1524 9745 3179 94.19

being the near OOD and the rest being the far OOD. For IMAGENET, the OOD datasets used are
NINCO (Bitterwolf et al.,[2023), SSB hard (Vaze et al.,[2022), iNaturalist (Van Horn et al., [2018)),
Places365, SUN (Xiao et al.,[2010), Texture, where NINCO and SSB hard are near OOD and the rest
are far OOD.

Evaluation metrics. We mainly use the following two metrics to evaluate OOD detection algorithms:
1) FPR95 measures the false positive rate (FPR) at which the true positive rate (TPR) is equal to
95%, a lower score indicates better performance. 2) AUROC measures the area under the receiver
operating characteristic (ROC) curve, showing the relationship between TPR and FPR. The area
under the ROC curve can be interpreted as the probability that a positive ID example has a higher
detection score than a negative OOD example, with higher scores indicating better performance. In
this paper, we use AUROC as the main metric.

Backbones. We use ResNet18 (He et al.| 2016) as the backbone for CIFAR-10. The model is trained
for 200 epochs, with a batch size of 128. We use the cosine annealing learning rate (Loshchilov &
Hutter) starting at 0.1. We train the models using stochastic gradient descent with momentum 0.9,
and weight decay 5~%. We use a ResNet50 (He et al.,[2016)) backbone with resolution 224x224 for
IMAGENET, and use the pre-trained weights from torchvision (maintainers & contributors}, [2016])
with a 76.13% accuracy.

Baseline Methods. We compare our methods with seven baselines that do not require fine-tuning.
They are MSP (Hendrycks & Gimpel, 2016), MaxLogit (Hendrycks et al., 2019a), Energy (Liu
et al., [2020), ODIN (Liang et al., [2017), VIM (Wang et al.| |2022), KNN (Sun et al., 2022) and
ASH (Djurisic et al.), Where ASH has three shaping algorithms (Pruning, Binary and Scale). VIM
and KNN require 50,000 and 200,000 InD data on CIFAR-10 and IMAGENET, respectively. See
Appendix [A] for baseline settings.

4.2 EVALUATION ON CIFAR-10 TASK

Setup. Our method is conducted on the logit space for CIFAR-10, and the mask size used is 8x8,
and the number of neighbors masked is 16. We use £ = 2 for detection. Notably, in contrast to
KNN (Sun et al.| 2022), where optimal performance is highly sensitive to the choice of k-value, our
method demonstrates robust performance with consistently smaller k-values. The choice of space
source and k-value are discussed further in Sec.

Performance. Table [3|reports the detection performance of our method and SOTA methods on
CIFAR-10. All methods do not use OOD data. VIM and KNN require the entire training set (50,000
images) as a reference set or for covariance estimation. As a SOTA method, KNN achieved an average
performance of 93.72% on CIFAR-10. However, our method achieves an average performance of
94.19% without relying on any ID data, which outperforms existing all methods, especially on the
near-OOD dataset (CIFAR-100).
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Table 4: OOD Detection Performance on IMAGENET. The labeling is the same as Table

OOD Datasets

AUC Trgm[mg NINCO SSB-hard iNaturalist Places365 SUN Texture Average
ata F| At Fl At F| At F| AT F| AT F| At F| At

MSP 7238 79.63 90.33 70.03 5343 88.01 7649 7823 7374 7983 70.73 7859 7285 79.05
ML 69.54 7991 89.84 7029 4832 9131 7328 81.03 6635 8439 6078 8426 68.02 81.87
Energy 7022 79.14 9356 69.86 50.54 90.96 7401 80.80 65.02 8452 58.69 84.57 68.67 81.64
ODIN 76.58 76.87 91.54 71.00 4212 9095 7038 8128 61.89 8440 50.74 8552 6554 81.67
VIM v 70.17 7899 9635 6401 7356 87.12 8725 7750 83.68 79.23 2293 96.60 7232 80.58
KNN v 7583 7790 98.86 57.71 6389 85.60 88.84 71.65 7546 7790 1427 9647 69.53 77.87
GradNorm 7330 7255 8330 67.71 2430 94.13 6810 7574 4420 88.16 37.40 8854 5510 81.14
DICE v 79.00 76.46 8830 66.57 32.10 93.06 76.10 79.54 51.20 86.24 43.10 88.01 61.63 81.65
GEN 79.50 81.22 8720 69.07 4640 92.19 79.70 80.60 7530 82.64 67.00 83.25 7252 81.49
NAC v 73.62 7847 86.52 6826 3631 9352 7033 7853 5324 8881 49.75 88.14 61.63 82.62
ASH-P 63.83 8026 96.73 69.29 3654 92.87 70.82 81.67 5848 86.35 49.51 87.84 62.65 83.05
ASH-B 6032 81.95 86.17 71.23 1641 9740 6856 84.82 3849 9442 1936 9409 4822 87.32
ASH-S 58.65 82.77 9574 68.11 14.87 98.06 6432 83.09 4237 9272 1608 9646 4867 86.87
Ours 59.33 8219 8581 7143 37.10 9255 7488 75.81 40.10 9182 3537 9154 5543 84.22

4.3 EVALUATION ON LARGE-SCALE IMAGENET TASK

Setup. The mask size used for IMAGENET is 44x44, and the number of neighbors masked is 25. We
use k = 4. For space sources on IMAGENET, we found that the combination of logit and softmax can
achieve the most effective results (as shown in Figure [6).

Performance. In Table 4] we compare our method with competitive methods on IMAGENET for six
OOD datasets. On the near-OOD dataset (NINCO and SSB-hard), we achieve the highest average
AUROC and the lowest average FPR95, showing the superiority of our method on hard tasks. On
average performance, our method achieves an average AUROC of 84.22%, which is only 2 percentage
points below the SOTA performance of ASH. However, Tables [3] and [] reveal that ASH requires
different shaping algorithms for various In datasets to achieve optimal performance — specifically,
ASH-P for CIFAR-10 and ASH-B for IMAGENET. In contrast, our method maintains consistent
performance across different InD datasets without such dataset-specific adaptations.

Comparison with ID-dependent Methods. Vim Wang et al.| (2022)) and KNN (Sun et al., [2022)
need ID data to calculate OOD scores, so their performance is affected by ID data. In contrast, our
method computes the OOD score exclusively through TTA. For each detection, KNN searches the
k—th nearest neighbor within the reference set (usually the entire training set), while our method
only needs to perform distance calculations with generated TTAs, reducing the computational cost.
Only generating 25 TTAs, our method outperforms KNN with 1.2 million images as a reference set.
Moreover, ID-dependent methods are susceptible to unbalanced data (Mani & Zhang} 2003)), while
ours does not.

Limitations. According to Table [3| and Table ] we find that our method is weaker than SOTA
methods for detecting texture whether on CIFAR-10 or IMAGENET. We think the reason is that
texture images are not sensitive to masking. Hence, how to better detect OOD datasets that are not
sensitive to TTA is our future work.

4.4 BOOST BY ACTIVATION RECTIFICATION

Our method is based on the similarity of the image with its TTAs, and Ming et al.|(2023)) shows that
embedding quality is the key to distance-based OOD detection methods. Activation rectification
(ReAct (Sun et al.,[2021))) can effectively suppress the high activation values on the feature of OOD
data. We combine our method with ReAct, and the results in Table [5] show that the combination
achieves improved performance.

4.5 ROBUSTNESS

Azizmalayeri et al.| (2022)) indicates that existing OOD detection methods have made great progress,
but adversarial examples can shift the OOD score distribution. We evaluate the robustness of
different OOD detectors on three common adversarial attacks, whose hyperparameters are given in
the Appendix [A] As shown in Table 6] the projected gradient descent (PGD) attack (Madry et al.,
2017) causes a shift in the OOD scores of methods based on logit and softmax outputs (MSP, ML,
Energy, and ODIN), resulting in a crash in detection performance. For distance-based (KNN) and
multi-space sources (VIM) detection methods, they detect PGD fairly well, but suffer performance
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Table 6: Robustness of OOD Detection Methods on CIFAR-10.

Adversarial Attacks

Table 5: Boosted with ReAct. Method FGSM PGD C&W Average CODAUC
SimCLR (Ours)  77.63  81.33 7143  76.80 91.29
Mothod — CIFAR-T0 TMAGENET Mask (Ours) 66.10 8334 4547 6497 94.19
Ours 94.18 §7.93 MSP 8637 2226 7933  62.65 92.13
ReAct 92.66 90.80 ML 85.62  1.84 7925  55.57 92.86
ReAct+Ours  94.27 91.02 Energy 8548  1.84 79.16  55.49 93.00
ODIN 88.01 656 79.40  57.99 90.14
KNN 2282 7152 5063  48.32 93.72
VIM 58.56  83.65 63.50  68.57 92.59
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Figure 6: Detection performance using different Figure 7: Detection performance using different
space source. mask size.

degradation for the simple attack FGSM (Fast Gradient Sign Method) (Goodfellow et al., [2014).
As for our method, when using the sequential mask as the TTA, the detection performance for the
C&W attack (Carlini & Wagner}, 2017) is relatively low. This is possibly due to the fact that the tiny
perturbation of the C&W attack is not sensitive to masking. The average detection performance is
optimal when using SimCLR’s combined augmentations (Chen et al., 2020). However, SImCLR is
more aggressive, leading to a decrease in the detection performance of OOD.

4.6 ABLATION STUDY

Source Space. Wang et al.| (2022) points out that the optimal space source for OOD Detection
depends on the InD datasets and detection methods. Figure 6] shows the detection performance of our
method on CIFAR-10 and IMAGENET using different spatial sources, where the red line represents
the average performance for different OOD datasets. It can be seen that on CIFAR-10, logit is the
optimal space source, and the combination of logit and softmax each accounting for 0.5 has the best
performance on IMAGENET.

Mask Size. Figure [7]shows the impact of different mask sizes on detection performance, where
the yellow line represents the average performance for different OOD datasets. For CIFAR-10
and IMAGENET, the mask sizes we tested are {8,6,5,4} and {54, 44, 37,32} respectively, and
the count of generated samples are {16, 25,36,49}. It can be observed that the optimal count of
generated samples on CIFAR-10 and IMAGENET is 16 and 25, i.e., the optimal mask size is 8 and
44. Note that the choice of hyperparameters has minimal impact on the detection performance
of CIFAR-10. Furthermore, even when using the worst hyperparameter, our method achieves a
performance of over 86% on IMAGENET, surpassing the SOTA (85.54%). Therefore, our method is
not hyperparameter-sensitive.

k Value in KNN. In Figure[8] we analyze the effect of k. We vary the number of generated samples
k from 1 to the maximum on CIFAR-10 and IMAGENET. There are several interesting observations:
1) As k increases, the detection performance exhibits a tendency of slight improvement initially,
followed by a sharp decline. 2) When the value of k is small, the gap in detection performance is not
large. 3) The optimal k value is 2 on CIFAR-10 and 4 on IMAGENET.

TTA Strategy. Our method differs from KNN in that it searches for the nearest neighbors in the
samples generated by TTA, rather than in the reference set. Therefore, an appropriate TTA strategy
can effectively enhance the detection performance of our method. Table|/|illustrates the detection
performance of different TTA strategies on CIFAR-10. The FiveCrop and FiveMask strategies involve
cropping and masking the four corners and center of the image, while the TenCrop and TenMask
strategies include a horizontally flipped version of the image. It can be observed that sequential
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Table 7: Performance of Different TTA Strategies on CIFAR-10.

Method OOD Datasets
Cifar100 SVHN Texture Places365 iSUN LSUN Average
Sequential Mask 90.79 95.17 93.50 91.29 96.95 9745 94.19
Edge Mask 90.90 95.00 93.19 91.43 97.04 97.25 94.14
Central Mask 88.00 95.41 89.72 88.78 96.04  98.15 92.68
Five Mask 90.26 95.77 92.30 91.31 96.63  98.00 94.05
Ten Mask 90.26 95.94 90.96 91.63 96.77 98.41 94.00
FiveCrop 86.35 93.22 90.00 90.11 95.84 97.03 92.09
TenCrop 86.84 94.12 90.51 90.50 96.14 9742 92.59
SimCLR 86.00 92.37 88.78 90.01 94.16  96.43 91.29

masking is the most effective TTA strategy. Furthermore, we conducted a study on the impact of
different masking methods on detection performance. Figure [0]presents visualizations of different
mask methods. We found that the performance of edge masking is the closest to that of sequential
masking. We believe this is because edge masking is milder than center masking, and hence more
conducive to OOD detection, which is consistent with the observations in Sec. 2]

Architecture. Table[§]shows the detection performance of our method on different model architec-
tures. From the table, we can see that our method shows good performance for any OOD dataset,
regardless of the model employed. As a plug-and-play approach, our method does not require modifi-
cation of the model structure and parameters. Therefore, there is no additional cost in switching our
method between different model structures. Notably, a small decrease in the detection performance
of our method occurs when using swin transformer as the backbone. We further test the detection
performance of baselines when using the swin transformer as the backbone in Appendix [F} The
results show that the performance of baselines all declined and our method remains optimal.

5 RELATED WORK

5.1 OOD DETECTION METHODS

OOD Data Exposure Approach. Some works collect a bunch of external OOD samples to help
OOD detectors better learn ID/OOD differences. Outlier Exposure (Hendrycks et al.,2018a)) utilizes
an auxiliary OOD dataset to improve OOD detection. [Lee et al.[(2017) use GAN to generate OOD
samples that are located near ID samples. Several methods including MCD (Yu & Aizawa, 2019),
NGC (Wu et al.| [2021)), and UDG (Yang et al.,|2021b) can leverage external unlabeled noisy data to
enhance OOD detection performance. Although using external OOD data is a simple and effective
approach, how to effectively select additional data and how to prevent the model to overfit the given
OOD is still an open problem.

InD-Dependent Approach. Some InD-dependent methods require InD data as a reference
set. [Lee et al.| (2018) measures the minimum Mahalanobis distance of class centroids, KL-
Matching (Hendrycks et al.l[2019a) computes the minimum KL divergence between softmax and
the mean class conditional distribution, and KNN (Sun et al.| 2022) performs a K-nearest neighbor
search on the reference set. VIM (Wang et al.| 2022) uses InD data to estimate the covariance of
features to analyze the main space of features. Another part of the InD-dependent methods requires
InD data for training. ConfBranch (DeVries & Taylor, 2018)) builds an additional branch from the
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Table 8: Performance of Our Method with Different Architectures on IMAGENET.

Architectures . . 00D Datasets
iNaturalist Places SUN Texture Average
ResNet50(He et al.|[2016) 92.61 75778 91.88  91.39 87.92
DenseNet121(Huang et al.[|2017) 92.03 7425 91.53  93.21 87.75
WideResNet101(Zagoruyko & Komodakis![2016) 94.41 84.28  86.36 83.80 87.21
Vit-b-16(Dosovitskiy et al.[[2020) 92.70 82.81 84.71 85.43 86.43
Swin-t(Liu et al.|2021) 88.95 81.54 82.17 81.70 83.36

penultimate layer to estimate confidence scores. CSI (Tack et al., [2020) explores the effectiveness of
OOD detectors against learned objectives. MOS (Huang & Lil [2021)) uses priors on supercategories
to perform hierarchical OOD detection. VOS (Du et al.,[2022)) produces better energy scores with the
support of synthetic virtual outliers. The high performance of InD-dependent methods depends on
the quantity and quality of InD data.

InD-Independent Approach. InD-independent methods attempt to perform OOD detection by
devising scoring functions. MSP (Hendrycks & Gimpel, 2016) and ML (Hendrycks et al.| 2019a)
directly use the maximum SoftMax score and maximum logits score to detect OOD. ODIN (Liang
et al.} 2017) uses temperature scaling and gradient-based input perturbation. Energy Liu et al.| (2020)
uses energy-based functions. GRAM (Sastry & Oorel, |2020) computes the gram matrix within hidden
layers. DICE (Sun & Li, 2022)) performs weight sparsification in the last layer. GradNorm (Huang
et al., [2021) focuses on gradient statistics. ReAct (Sun et al.,|2021)) uses rectified activations, and
ASH (Dyurisic et al.) reshapes the activation by three shaping algorithms.

5.2 AUGMENTATION FOR OOD DETECITON

Some works have observed that regularizing the model during the training phase using data augmen-
tation will help to better estimate the uncertainty. Mixup Zhang et al.| (2017) mixes samples by pair,
and AugMix Hendrycks et al.[(2019b) mixes samples with their augmentations. CutMix |Yun et al.
(2019)) replaces cut regions in a sample with patches from another image, and PixMix [Hendrycks et al.
(2022) combines images through additive or multiplicative fusion with additional mixing datasets.
YOCO Han et al.| (2022) crops images both vertically and horizontally, then mix them in pairs.
Mohseni et al.|(2021) search for the optimal combination of augmentations through reinforcement
learning. |Geiping et al.| (2022)) systematically studied the effect of data enhancement in the training
phase on OOD generalization. They found that aggressive augmentations result in more diverse
features, while mild augmentations lead to more consistent features. As a result, aggressive augmen-
tations provide a higher but unstable gain, whereas mild augmentations yield a lower but more stable
gain. However, the research on the impact of TTA on OOD detection remains elusive.

6 CONCLUSION

This paper presents the first systematic study on the impact of TTA for OOD detection and demon-
strates that IDA at test time is beneficial and data-efficient for OOD detection. Furthermore, we
propose a new TTA-based OOD detection method, which conducts a K-nearest neighbor search on
TTAs. Our method only requires a handful of TTAs and spares the need for InD data as a reference
set and external OOD data. Extensive experiments show that our method outperforms the SOTA
methods on several OOD detection benchmarks. We hope that our work can inspire future research
on data-efficient OOD detection using TTAs. We also do not see any immediate ethical concerns or
negative societal impacts from this study.
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A APPENDIX

A EXPERIMENTS DETAILS

Software and Hardware. All methods are implemented in PyTorch 1.13. We run all the experiments
on NVIDIA GeForce RTX-3090 GPU.

Detains of augmentations. In Table [I| the mask size of CenterMask is 4x4, and the size of
CenterCrop cropped image is 30x30 and then resize to 32x32. Both Fourier high-pass filtering and
low-pass filtering preserve 90% of the high-pass or low-pass signals. The angle of rotation is 90. In
Colorlitter, brightness is 0.4, contrast is 0.4, saturation is 0.4, hue is 0.1.

Hyperparameters for Baselines. For VIM, when feature spaces of dimension N > 1500, we set the
dimension of the main space to D = 1000, otherwise set D = 512. For KNN, the dimension of the
penultimate feature where we perform the nearest neighbor search is 512 and 2048 on CIFAR-10 and
IMAGENET respectively, and we choose k£ = 50 following Yang et al.|(2022) for detection.

Hyperparameters for Adversarial Attacks. We compare the robustness of our method to adversarial
attacks with existing OOD detection methods in Table 5. The attack methods we use are FGSM,
PGD, and C&W. Among them, the perturbation budget of FGSM is 0.05 (¢ = 0.05), and that of PGD
and C&W is 8/255 (e = 8/255). The number of PGD attack steps is 50, and the step size is 0.002.
The maximum number of iterations for C&W is 1000.

B HYPER-PARAMETERS IN AUGMENTATIONS

Table[I0]investigates the detection performance of rotation and ColorJitter with large disturbance
degree. It can be seen that the detection performance of these two augmentations is poor i.e., both
are OODA. Moreover, we investigate the detection performance for different rotation angles in the
Table Results show that when the angle is small, the detection performance is higher than when
the angle is slightly larger. This matches the intuition. When the rotation angle is small, it does not
change the image features and can be regarded as IDA; when the rotation angle reaches a certain
number of degrees such that it changes the image features, it becomes OODA.
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Table 9: OOD Detection Performance of TTAs on IMAGENET. The detection performance of IDA is
much higher than that of OODA, and using multiple augmentations leads to the optimal performance.

TTA OOD Datasets
iNaturalist Places365 SUN Texture Average
Hflip 80.67 73.46 7322 7046 74.45
Gray 85.89 69.18 75.03  66.67 74.19
CenterMask 81.58 68.68 76.11  73.25 74.91
CenterCrop 80.11 74.24 7549 7422 76.02
Fourier Low Pass 82.36 71.58 73.46 7192 74.83
Hflip + Gray 82.75 74.44 7493 71.22 75.83
IDA Hflip + Gray + CenterMask 82.30 73.37 76.47 7241 76.13
Hflip + Gray + CenterMask + CenterCrop 83.63 73.97 76.76  73.33 76.92
Hflip + CenterMask 80.97 71.81 76.96  72.88 75.66
Hflip + CenterCrop 83.13 74.46 7523 7253 76.34
Gray + CenterMask 80.19 70.75 7799  73.18 75.53
Gray + CenterCrop 82.28 72.97 76.70  73.36 76.33
CenterMask + CenterCrop 81.27 71.75 7775  73.95 76.18
Gray + CenterMask + CenterCrop 81.81 72.12 78.16  73.98 76.52
VAlip 4342 63.61 7530  55.72 59.51
Rotate 43.38 63.61 7526  55.46 59.43
OODA ColorlJitter 70.28 59.21 71.80 5791 64.80
Invert 76.55 58.89 82.01 6240 69.96
Fourier High Pass 84.37 66.37 72.08  56.41 69.81

Table 10: Detection performance of OODA under different parameters. For Colorlitter, the 4 numbers
represent brightness, contrast, saturation and hue.

Rotate ColorJitter
0.1.0.1 0202 0303 0404
20 180270 (101 0201 0301 04.0.1
Cifarl0 5470 5483 5464 6881 6832 6755 6655
ImageNet 5943 6328 6349 6479 6480 6481  64.80

InD Dataset

C AUGMENTATION USED IN THE TRAINING PHASE

To test the effect of adding augmentation during the training phase on the detection of IDA and
OODA, we design three sets of experiments in Table |l 1|to compare the detection performance of
using horizontal flip and vertical flip as TTA on models trained with horizontal flip, vertical flip and
no augmentation. It can be observed that the detection performance of horizontal flip is much better
than that of vertical flip on the model trained without augmentation. In addition, the performance of
vertical flipping is improved on the model trained with vertical flipping. However, it is still weaker
than the performance of horizontal flip.

Therefore, since our approach is to compare the output similarity of samples and augmentations,
adding some kind of augmentation during the training phase will make this augmentation more like
IDA, but it will still not perform as well as a deterministic IDA (e.g., horizontal flipping). Furthermore,
since we are using multiple augmentations with K-nearest neighbor search, adding some OODAs
will only slightly decrease the overall performance.

D OOD DETECTION PERFORMANCE OF TTAS ON IMAGENET

We compare the OOD detection performance of different augmentations when CIFAR-10 is the InD
dataset in Sec. 2] Table[9]shows the OOD detection performance of different augmentations on the
large-scale dataset (IMAGENET). Consistent with the results in Sec. [2] the detection performance of
IDA is much higher than that of OODA, which proves that the division of IDA and OODA is based
on whether to destroy common features, and does not depend on the target dataset. Moreover, the
detection performance is further improved when a k-nearest neighbor search is conducted on multiple
augmentations.
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Table 11: Augmentation used in the training Table 12: Detection Performance of Rotation

phase with different degrees.
Training Augmentation Hflip Vflip InD Dataset Rotate Degree
Hflip 92.76  54.70 5 15 30
No Aug 90.09 56.18 Cifar10 92.05 8526 46.03
Vlip 89.58 78.23 ImageNet  75.85 68.40 54.09

E VISUALIZATION

Sec. [2shows that horizontal flipping can cause a difference between the heatmaps of InD and OOD
data. To further demonstrate the impact of IDA and OODA on image features, we show the heat
maps of common IDAs and OODAs on large-scale datasets in Figure[I0] The visualization results of
CIFAR-10 are not shown because its resolution is too low. It can be observed that OODA has a great
influence on the features of both InD and OOD data. IDA will not change the high thermal area of
InD, while OOD will be affected by IDA. Based on the observation of a large number of visualization
results, we have obtained the following empirical conclusions:

* OOD data has a larger proportion of high thermal regions than InD data, that is, the useful
features of OOD are more dispersed.

* IDAs do not change the high thermal region of InD, but they will change the high thermal
region of OOD. And OODA s have an impact on the features of both InD and OOD. Therefore,
IDA can be used for OOD detection, and OODA cannot be used for OOD detection.

* No single IDA was able to cause changes in the high thermal regions of all OOD data.
Horizontal flip is an effective TTA for OOD Detection, but the third row of Figure
(Places365) shows that horizontal flip does not have as much impact on the heatmap as other
TTAs.

Based on the above conclusions, we designed Sequential Mask for OOD detection. First, masking is
an IDA that can effectively detect OOD. Then, since the useful features of OOD are more dispersed
than InD, the features of OOD are more likely to be changed in the masked samples produced by
sequential mask. Finally, The sequential mask can generate multiple Masked samples to make up for
the inability of a single IDA to maintain high detection performance for all OODs.

Moreover, we visualise the samples with their masked augmentations in Fig. (a), and it can
be seen that there may be some kind of “non-ideal” mask that causes the InD and OOD and their
enhancements to be far apart. However, the use of multiple IDAs makes the distance between the InD
and its nearest neighbour significantly smaller than that of the OOD.

We also show the distribution of embedding similarity between images from different datasets and
their 16 IDAs in Fig. [IT](b). It also shows that multiple IDAs will lead to a significant difference in
the distribution of embedding similarity between InD and OOD.

F DETECTION PERFORMANCE OF BASELINES ON SWIN TRANSFORMER

In Table|8] Our method has significant performance degradation only on the Swin Transformer. To
further verify whether our method is architecture-sensitive, we tested the detection performance of
common OOD detection methods on Swin Transformer in Table[T3l It can be observed that all the
detection methods show performance degradation on Swin Transformer. In particular, ODIN shows
an average performance degradation of 59.37%. While the average performance of our method is
83.36%, which still outperforms all baselines. Therefore, we conclude that it is not that our method
is architecture-sensitive, but that there are some architectures (e.g., Swin Transformer) that are not
suitable for OOD detection.

G ALGORITHM

The Algorithm [T] details the three main components of our method: sequential mask generation,
embedding similarity computation, and KNN-based OOD scoring. Sequential Mask Generation:
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Figure 10: Heatmaps of IDAs and OODAs for InD and OOD. The visualization technology we use
is the improved Grad-CAM, which uses a global average of the gradients backpropagted from the
Energy score to compute the weights of the feature maps.
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Figure 11: (a) Visualization of embeddings of InD and OOD, as well as their IDAs, It can be observed
that the distance between InD and its nearest neighbor is much smaller than OOD. (b) The distribution
of embedding similarity between images and their 16 IDAs. It shows that InD (Cifar10) has a higher
embedding similarity to its IDAs than OOD.

Given an input image z € R7*W*C e generate K masked versions using a sequential strategy.
Unlike random masking, our approach ensures uniform coverage of the image space.

Similarity Computation: For the original image = and its masked versions {z1,...,xx}, we
calculate the cosine similarity on the embedding space of a pre-trained model f(-).

KNN-based OOD Detection: Our method uses the k-th highest similarity as the OOD score.
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Table 13: Detection Performance of Different OOD Detection Methods on Swin Transformer.

AUC (%) NINCO SSB-hard iNaturalist Places365 SUN  Texture  Avg

MSP 80.22 71.14 89.94 77.93 79.65  80.57 7991
ML 81.15 68.20 89.07 73.06 75.58  79.08  77.69
ODIN 62.65 63.14 70.57 46.30 55.13 6547 60.54
Energy 77.14 68.47 84.99 67.47 70.88 7644  74.23
VIM 81.03 69.08 91.34 76.44 7752  87.54  80.49
KNN 79.44 64.17 87.59 77.18 7649 8828  78.86
GradNorm  45.52 49.98 38.70 26.41 3278 3546  38.14
DICE 41.20 57.20 32.60 32.53 35.55 70.80  44.98
GEN 80.66 68.04 90.68 80.50 81.64 8232  80.64
NAC 76.58 67.29 91.48 75.53 80.87 83.14  79.15
ASH-B 82.26 70.13 94.32 85.14 88.10  89.75  84.95
ASH-S 80.24 68.24 92.61 81.64 8556  87.65  82.66
ASH-P 82.35 67.73 93.19 83.42 8748 89.05  83.87
Ours 81.37 67.71 90.79 78.58 81.89  84.04  80.73
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Algorithm 1 TTA-based OOD Detection

Require:

AN A

Input image x
Pre-trained model f(-)
Number of masks K
Mask size m x m
Similarity threshold A
KNN parameter k

Ensure: OOD detection result

7: function GENERATESEQUENTIALMASKS(z, K, m)

8:

9:
10:
11:
12:
13:
14:
15:
16:
17:
18:
19:
20:

21:
22:
23:
24
25:
26:
27:
28:
29:
30:
31:
32:
33:
34:
35:
36:
37:
38: end function

M0
H, W + height and width of =
Sp < |H/m], sy < |[W/m]
for i < 1to K do
h < (i mod sp) x m
w < [i/sp] X m
x; < x with m x m mask at position (h, w)
M+~ MU {z;}
end for
return M
end function
function COMPUTESIMILARITY (21, 22)
return oty
1 2
end function
function DETECTOOD(x)
M < GENERATESEQUENTIALMASKS(z, K, m)
z < f(x)
Z < {f(@)|wi € M}
S+
for z; € Z do
s; < COMPUTESIMILARITY(z, 2;)
end for
Sort S in descending order
sk < k-th largest value in S
if s, > ) then
return InD
else
return OOD
end if

> Set of masked images

> Stride

> Cosine similarity

> Original embedding
> TTA embeddings
> Similarities

> KNN similarity
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