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Abstract001

The increasing adoption of large language mod-002
els (LLMs) in software engineering necessi-003
tates rigorous security evaluation of their gener-004
ated code. However, existing benchmarks often005
lack relevance to real-world AI-assisted pro-006
gramming scenarios, making them inadequate007
for assessing the practical security risks associ-008
ated with AI-generated code in production en-009
vironments. To address this gap, we introduce010
A.S.E (AI Code Generation Security Evalua-011
tion), a repository-level evaluation benchmark012
designed to closely mirror real-world AI pro-013
gramming tasks, offering a comprehensive and014
reliable framework for assessing the security of015
AI-generated code. Our evaluation of leading016
LLMs on A.S.E reveals several key findings.017
In particular, current LLMs still struggle with018
secure coding. The complexity in repository-019
level scenarios presents challenges for LLMs020
that typically perform well on snippet-level021
tasks. Moreover, a larger reasoning budget does022
not necessarily lead to better code generation.023
These observations offer valuable insights into024
the current state of AI code generation and help025
developers identify the most suitable models026
for practical tasks. They also lay the ground-027
work for refining LLMs to generate secure and028
efficient code in real-world applications.029

1 Introduction030

The rapid advancement of large language models031

(LLMs) has greatly enhanced the AI programming032

ecosystem, with tools like Cursor (Cursor, 2025)033

and Claude Code (Anthropic, 2025) enabling de-034

velopers to choose models that best fit their tasks.035

These AI assistants significantly improve program-036

ming efficiency, leading to a surge of AI-generated037

code in production environments. However, re-038

search (Siddiq and Santos, 2022; Vero et al., 2025;039

Peng et al., 2025; Hajipour et al., 2024; Li et al.,040

2025b; Fu et al., 2024b; He and Vechev, 2023;041

Pearce et al., 2025; Wang et al., 2024) has shown042

that such code can harbor security vulnerabilities, 043

posing serious risks such as data breaches or sys- 044

tem failures (Pearce et al., 2025; Siddiq and San- 045

tos, 2022; Fu et al., 2023; Li and Paxson, 2017). 046

Relying on developers to ensure the security of AI- 047

generated code can be highly challenging given the 048

complexity of modern software systems. Therefore, 049

there is a pressing need to identify and utilize AI 050

models that are capable of generating secure code. 051

Despite the numerous benchmarks (Hendrycks 052

et al., 2021; Dou et al., 2024; Chen et al., 2021; 053

Austin et al., 2021; Li et al., 2025b; Vero et al., 054

2025; Peng et al., 2025; Fu et al., 2024a; Ha- 055

jipour et al., 2024; Siddiq and Santos, 2022; Wang 056

et al., 2024) developed by both academia and in- 057

dustry to evaluate AI-generated code, most of them 058

(Hendrycks et al., 2021; Dou et al., 2024; Chen 059

et al., 2021; Austin et al., 2021) primarily focus on 060

code quality, such as syntax correctness and func- 061

tional accuracy, while overlooking critical security 062

considerations. Although some benchmarks (Li 063

et al., 2025b; Vero et al., 2025; Peng et al., 2025; 064

Fu et al., 2024a; Hajipour et al., 2024; Siddiq and 065

Santos, 2022; Wang et al., 2024) attempt to address 066

code security (as shown in Table 1), they are often 067

inadequate to assess the actual security risks of AI- 068

generated code in real-world production scenarios 069

due to several key reasons: (a) Limited relevance 070

to real-world data. These datasets are typically 071

sourced from human-curated synthetic code snip- 072

pets, which have limited relevance to the functional 073

and security scenarios of real-world projects. (b) 074

Code generation tasks detached from real-world 075

AI programming. Their code generation tasks are 076

typically limited to isolated code snippets, focusing 077

solely on functional descriptions without consid- 078

ering the context within files or projects, which 079

does not align with mainstream AI programming 080

paradigm. (c) Unreliable code evaluation meth- 081

ods. Security assessments of generated code often 082

rely on manual or LLM-based judgment, which are 083
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unreliable and difficult to automate or reproduce084

consistently. This gap poses a significant challenge085

for both developers and organizations seeking to086

integrate AI-generated code securely into their sys-087

tems.088

To bridge this gap, we introduce A.S.E (AI Code089

Generation Security Evaluation), a repository-level090

evaluation benchmark designed to closely mirror091

real-world AI programming scenarios, offering a092

comprehensive and reliable framework for assess-093

ing the security of AI-generated code. Specif-094

ically, A.S.E has the following key design fea-095

tures: (a) Real-world data source: The dataset096

is derived from high-quality GitHub open-source097

repositories with documented CVEs. A.S.E lever-098

ages vulnerability-related code extracted from CVE099

patches, ensuring that the data reflects both realistic100

and security-sensitive scenarios. (b) Simulation101

of real-world code generation tasks: A.S.E mim-102

ics AI programming assistants like Cursor by ex-103

tracting code contexts (including both intra-file and104

cross-file contexts) from the repository, and provid-105

ing them to LLMs for code generation. (c) High106

accuracy and reproducibility in code evaluation:107

For each test case, corresponding to a specific CVE108

and repository, A.S.E designs targeted static vulner-109

ability detection rules that can scan for the original110

CVE, ensuring accurate security assessment of the111

regenerated project.112

Building on these design principles, the A.S.E113

benchmark includes 120 repository-level instances,114

consisting of 40 seed dataset collected from GitHub115

and 80 mutated variants generated through se-116

mantic and structural mutation techniques, such117

as identifier renaming and control-flow reshaping.118

These variants are introduced to mitigate data leak-119

age risks, ensuring that the evaluation reflects the120

LLM’s capabilities rather than its memorization.121

Based on A.S.E, we evaluated 26 mainstream122

commercial or open-source models under the same123

experimental setup, leading to several key find-124

ings. First, existing LLMs still face significant125

challenges in secure coding. All models fall short126

in terms of security performance compared to their127

code quality performance (such as syntax correct-128

ness). Even the best-performing model, Claude-129

3.7-Sonnet, achieved only a total score of 52.79130

in our evaluation. Second, A.S.E introduces sig-131

nificant complexity in repository-level scenarios,132

which presents a challenge for LLMs that typically133

perform well on snippet-level tasks. For exam-134

ple, although GPT-3 excels on SafeGenBench (Li135

et al., 2025b), its performance on the A.S.E. bench- 136

mark drops, falling behind many other models. 137

Third, slow-thinking configurations, which allo- 138

cate more deliberate computation or multi-step re- 139

flection, tend to underperform compared to fast- 140

thinking configurations that rely on concise, direct 141

decoding. This suggests that a larger reasoning 142

budget does not necessarily lead to better code gen- 143

eration. These observations offer valuable insights 144

into the current state of AI code generation, help- 145

ing developers select the most appropriate models 146

for their specific tasks. Furthermore, they provide 147

a foundation for refining LLMs, enhancing their 148

ability to generate secure and efficient code in real- 149

world applications. 150

The main contributions of this paper are summa- 151

rized as follows: 152

• New repository-level benchmark from real 153

code. We release A.S.E, a repository-level 154

evaluation benchmark derived from real-world 155

GitHub repositories with documented CVEs. 156

Unlike existing benchmarks, A.S.E is designed 157

to closely mirror real-world AI programming 158

tasks by leveraging vulnerability-related code 159

from CVE patches, ensuring the data reflects 160

both realistic and security-sensitive scenarios. 161

• Automated and reproducible evaluation 162

framework. We develop a reproducible 163

vulnerability-targeted evaluation framework that 164

integrates custom vulnerability detection rules 165

tailored to each data instance. Compared to 166

previous work, this framework enables more 167

automated and accurate code evaluation. It com- 168

prehensively considers the capabilities of AI- 169

generated code, including security, quality, and 170

generation stability. 171

• Extensive experiments and findings. We 172

evaluate 26 mainstream commercial and open- 173

source LLMs on A.S.E, revealing several key 174

findings. These insights shed light on the current 175

state of AI code generation, guiding developers 176

in selecting the most suitable models for their 177

tasks. Additionally, they lay the groundwork 178

for refining LLMs to improve their ability to 179

generate secure and efficient code in real-world 180

applications. 181

2 Related Work 182

Benchmarks for AI-generated code evaluation gen- 183

erally fall into functionality-oriented and security- 184
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oriented lines. Functionality benchmarks (Chen185

et al., 2021; Austin et al., 2021; Liu et al., 2024;186

Bogomolov et al., 2024; Ding et al., 2023; Liang187

et al., 2025; Li et al., 2025a; Jimenez et al., 2024)188

primarily measure syntactic validity and functional189

correctness (e.g., HumanEval (Chen et al., 2021)190

via unit tests), with limited emphasis on vulnera-191

bilities. Security benchmarks (Siddiq and Santos,192

2022; Vero et al., 2025; Peng et al., 2025; Hajipour193

et al., 2024; Li et al., 2025b; Fu et al., 2024b) explic-194

itly evaluate security and reliability. A consolidated195

comparison of representative security benchmarks196

and A.S.E is provided in Table 1 (Appendix A).197

2.1 Relevance to Real-world Scenarios198

Early functionality benchmarks focus on small,199

self-contained tasks (Chen et al., 2021; Austin et al.,200

2021), while newer ones move toward long-context201

and repository-level settings (Liu et al., 2024; Bo-202

gomolov et al., 2024; Ding et al., 2023; Liang et al.,203

2025; Li et al., 2025a; Jimenez et al., 2024); SWE-204

Bench (Jimenez et al., 2024) is a representative205

example built from real projects. By compari-206

son, many security benchmarks remain snippet-207

centric (Siddiq and Santos, 2022; Vero et al., 2025;208

Peng et al., 2025; Hajipour et al., 2024; Li et al.,209

2025b; Fu et al., 2024b), limiting their ability to210

reflect context-dependent vulnerabilities. A.S.E211

targets real-world CVE-derived tasks and incorpo-212

rates repository context during generation.213

2.2 Code Assessment Methods214

Security evaluation spans manual review (Siddiq215

and Santos, 2022), LLM-as-judge (Bhatt et al.,216

2023), generic SAST (Hajipour et al., 2024; Li217

et al., 2025b), and test-based checks (Vero et al.,218

2025; Peng et al., 2025; Fu et al., 2024b). These219

approaches trade off scalability, robustness, and220

reproducibility (e.g., judge sensitivity or SAST221

miscalibration across projects). A.S.E follows a222

project- and CVE-aligned detection design to re-223

duce ambiguity in evaluation.224

3 The A.S.E Framework225

This section introduces the A.S.E. framework,226

which includes three core components: benchmark227

construction (subsection 3.2), code generation task228

setup (??), and code evaluation (??), as shown in229

Figure 1. We will first highlight the key features230

of the A.S.E. design, followed by a detailed discus-231

sion of each of these three core components.232

3.1 Design Philosophy 233

We aim to create a repository-level evaluation 234

benchmark that mirrors real-world AI program- 235

ming scenarios, offering a reliable framework for 236

assessing the security of AI-generated code. To 237

ensure accurate results, A.S.E. focuses on realistic 238

data sources, task settings, and code assessment 239

methods. Specifically, the core features of the 240

A.S.E benchmark are designed around the follow- 241

ing principles: 242

(i) Data Source: Real-world and Repository- 243

Level Data Sources. To reflect the performance of 244

large models in real-world software environments, 245

A.S.E constructs tasks from active open-source 246

repositories with documented CVEs and verifiable 247

patches. It utilizes vulnerability-related code ex- 248

tracted from CVE patches, ensuring the data cap- 249

tures realistic and security-sensitive scenarios. To 250

mitigate the risk of data leakage, A.S.E employs 251

semantic and structural mutation techniques, such 252

as identifier renaming and control-flow reshaping, 253

on the collected real-world repositories. These vari- 254

ants help prevent data leakage and ensure that the 255

evaluation reflects the LLM’s capabilities, not its 256

memorization. 257

(ii) Task Settings: Practical Simulations of AI 258

Programming Workflows. To simulate realistic 259

usage, A.S.E replicates AI programming assistants 260

like Cursor by extracting code contexts—both intra- 261

file and cross-file—directly from the repository. 262

These contexts are then provided to LLMs for code 263

generation, closely mimicking real-world AI pro- 264

gramming scenarios. Moreover, the generated code 265

is output in the form of diff files, allowing patches 266

to be applied directly to the repository, further re- 267

flecting real software development practices. 268

(iii) Code Assessment: High Accuracy and Re- 269

producibility Assessment. Instead of relying on 270

manual or LLM-based judgment, which can be 271

unreliable and difficult to reproduce consistently, 272

A.S.E designs targeted static vulnerability detec- 273

tion rules for each test case, corresponding to a 274

specific CVE and repository. These rules are tai- 275

lored with dedicated source–sink definitions and 276

taint propagation paths to successfully detect the 277

original CVE, thereby ensuring an accurate security 278

assessment of the regenerated project. 279

Following these guidelines, we introduce the 280

A.S.E benchmark to evaluate in repository-level 281

code generation regarding security. After that, we 282

detail the three key steps: benchmark construction, 283
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(a) A.S.E Benchmark Construction (b) Model Code Generation (c) Security Evaluation of Model-Generated Code

Seed Dataset(High-Quality GitHub Repository)

Code Structure MutationDual Code
Mutation

Seed Dataset

Security Expert Review

Precise vulnerability identification
Systematic extraction of relevant
information
Remove code related to vulnerabilities Incomplete Repository

+

Generated Repository

A.S.E Dataset

Vulnerability Functional
Description

Code Context

LLMs Generated Code

Mutated DatasetCVE Patch

Customized
SAST Tool

Code Semantic Mutation

Comprehensive Assessment

Code Security

Code Quality

Generation Stability

(60%)

(30%)

(10%)

Comprehensive Evaluation
Leaderboard

License

Reasoning Mode(Fast/Slow)

Context Length

Rank Model Overall Security Quality Stability

Claude-3.7-Sonnet-
20250219

63.01 46.72 91.58 75.00

Claude-3.7-Sonnet-
Thinking-20250219

61.04 44.65 89.85 72.92

Qwen3-235B-A22B-
Instruct-2507

60.15 48.03 82.08 67.08
... ... ... ... ... ...

Figure 1: Overall workflow of A.S.E. (a) A.S.E benchmark construction: from high-quality GitHub seeds, we build
the A.S.E dataset via dual mutations (structure/semantic), CVE patches, and a customized SAST tool, followed by
expert curation. (b) Model code generation: given an incomplete repository, a vulnerability description and context
guide LLMs to complete the repository. (c) Security evaluation: comprehensive assessment with security, quality
and stability.

task design, and result evaluation.284

3.2 A.S.E Benchmark Construction285

Guided by our design philosophy, we construct286

the A.S.E benchmark as shown in Figure 1(a) and287

Figure 2. To ensure realism and adequate secu-288

rity expertise, we form a team of ten contributors289

(five Ph.D. candidates and five master’s students)290

from top-tier universities with strong backgrounds291

in cybersecurity and web development. All con-292

tributors have hands-on experience in vulnerability293

discovery and remediation, focusing on common294

web issues (e.g., XSS, SQL injection, and path295

traversal), and are familiar with secure coding and296

static analysis. Benchmark construction proceeds297

in four stages: determining data sources, filtering298

candidate repositories, expert-guided refinement299

and quality control, and dataset expansion.300

The construction of the benchmark proceeds in301

four stages: determining data sources, filtering302

candidate repository, expert-guided refinement and303

quality filtering, and dataset expansion.304

Step 1: Determining Data Sources. We col-305

lect CVE records and their associated repositories306

from public vulnerability databases and enterprise-307

internal sources. We require accessible commit308

histories to locate vulnerable code precisely and309

to support task construction. This step yields over310

100,000 raw CVE entries as the starting pool.311

Step 2: Filtering Candidate Repositories. Start-312

ing from raw CVE entries, we apply a multi-stage313

filtering and verification pipeline to ensure both314

project quality and a verifiable vulnerability–fix315

linkage. We first retain only CVEs that (i) fall316

into web-relevant categories in the 2024 Top CWE317

list (Corporation, 2025) and (ii) provide traceable 318

fixing-commit contexts, so that each instance is 319

grounded in a concrete code change rather than 320

an abstract vulnerability description. We then en- 321

force repository quality by requiring either active 322

monthly maintenance or a popularity threshold 323

of over 1,000 GitHub stars, which removes aban- 324

doned projects and preserves realistic codebases 325

with sufficient complexity. After these filters, the 326

pool is reduced to approximately 50,000 candidate 327

repositories. 328

To further strengthen evidence and reduce noise, 329

we run multiple SAST tools (e.g., CodeQL (Cod- 330

eQL, 2025) and Joern (Yamaguchi et al., 2014)) 331

on the candidates and intersect their findings with 332

the lines modified by the fixing commits. We keep 333

only cases where the SAST alerts overlap with 334

the actual modified lines, which simultaneously 335

suppresses false positives and establishes an ex- 336

plicit vulnerability–fix causal chain. This design 337

ensures that each retained instance is (i) practically 338

observable by automated analysis and (ii) correctly 339

anchored to the corresponding fix commit, produc- 340

ing 199 high-confidence candidates for subsequent 341

expert refinement. 342

Step 3: Expert-Guided Refinement and Qual- 343

ity Control. To ensure the final benchmark is 344

genuinely security-relevant and reflects real-world 345

vulnerabilities that are both detectable and repro- 346

ducible, we refine the dataset through expert anno- 347

tation and validation. Specifically, we first conduct 348

an initial manual review to further control data qual- 349

ity. At this stage, security experts remove obvious 350

false positives introduced by static analysis tools 351

and discard commits that modify an excessive num- 352
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Algorithm-Guided Screening and Preselection

Step 1 : Determining Data Sources

Raw CVE data (100,000+ entries, including

internal and public data)

Open source vulnerability dataset (including

CVE IDs and fix commit records)

Manually retrieved and supplemented

reproducible project snapshots

Enterprise CVE Dataset (with associated

patches and metadata)

Step 2 : Filtering Candidate Repository

Expert-Guided Curation and Refinement

       Vulnerability types related to web

development in the 2024 Top CWE

       Including commit information

CWE Filtering
Cross-site scripting (XSS) 
SQL injection
path traversal
command injection

Java, Python
Go, PHP

JavaScript

Automated Filtering

Filtered Data Tools & Commits

Vulnerability Results Language Results

5000+ CWE datas

Pre-screened repositories

Step 4: Vulnerability detection and verification

199 Candidate 
Repositories

Reproducibility 
Checks

Fine
Filtering

Step 3: Build A.S.E Dataset
Manual
review

40 Seed
Repositories

80 Mutated
Repositories

SAST false positives

large-scale commits

199 Candidate 

Repositories

A.S.E Dataset

+

Docker-based
Reproducibility

Dual-toolchain
Detection

autopoc:latest

ai_gen_code:latest

aiseceval
(CodeQL + Joern)

Expert-grade
SAST

tool-built-in and
CVE-specific custom

detection rules

one-to-one rule-to-
CVE mapping for

result traceability

Step 3: Build A.S.E Dataset

Dual-toolchain Detection: Code Flow Validation

1. HrmEmployeeLeaveRecordController.java — queryPageList(...)

Source entry: user input via HTTP request flows unvalidated into the business logic layer.

2. HrmEmployeeLeaveRecordServiceImpl.java — queryLeaveRecordPageList(...)
Business logic layer: forwards user input without security filtering or validation.

3. HrmEmployeeLeaveRecordMapper.java — queryLeaveRecordPageList(...)
DAO layer (MyBatis Mapper): passes user input directly to the SQL query.

4. HrmEmployeeLeaveRecordMapper.xml — queryLeaveRecordPageList(...)
Sink (exploitation point): SQL is defined in an XML configuration (MyBatis), where user input is directly concatenated into the

query. Because it's in an ORM XML file rather than Java source, static analysis tools may fail to detect this SQL injection.

Taint Flow Analysis

A.S.E Dataset

+

Static Analysis 
Tools

Taint Flow
 Analysis

199 Candidate 
Repositories

Reproducibility 
Checks

Fine
Filtering

Step 2.1 : Build A.S.E Benchmark
Manual
review

40 Seed
Repositories

80 Mutated
Repositories

SAST false positives

large-scale commits

Docker-based
Reproducibility tool-built-in and

CVE-specific custom
detection rules

one-to-one rule-to-
CVE mapping for

result traceability

Dual-toolchain
Detection

autopoc:latest

ai_gen_code:latest

aiseceval
(CodeQL + Joern)

Commit
Exploitability Check

Structural
mutation

Semantic
mutation

Expert-grade
SAST

199 Candidate 
Repositories

Reproducibility 
Checks

Fine
Filtering

Manual
review

SAST false positives

large-scale commits

Step 3.1 : Candidate Refinement  Step 3.2 : Robust Validation 

Docker-based
Reproducibility tool-built-in and

CVE-specific custom
detection rules

one-to-one rule-to-
CVE mapping for

result traceability

Dual-toolchain
Detection

autopoc:latest

ai_gen_code:latest

aiseceval
(CodeQL + Joern)

Commit
Exploitability Check

Expert-grade
SAST

40 Seed
Repositories

80 Mutated
Repositories

Structural
mutation

Semantic
mutation

Step 4 : Dataset Expansion Manual Filtering

Figure 2: Overview of A.S.E benchmark construction. Algorithm-guided screening and preselection (left):
aggregate CVE-linked sources and automatically filter repositories by web-related CWEs, vulnerability types
(XSS, SQL injection, path traversal, command injection), and languages (Java, Python, Go, PHP, JavaScript).
Expert-guided curation and refinement (right): conduct manual review, reproducibility and exploitability checks,
and dual-toolchain SAST (e.g., CodeQL + Joern) with CVE-specific rules; then expand 40 seed repositories via
structural/semantic mutation to 80 variants.

ber of files (e.g., more than 10), since large-scale353

changes obscure vulnerability localization and hin-354

der precise labeling. Building on the cleaned can-355

didate set, we then proceed with a fine-grained356

expert analysis that focuses on the vulnerabilities357

themselves. Security experts precisely annotate358

the vulnerable code regions, reconstruct the rele-359

vant execution context (e.g., source/sink signatures,360

API definitions, call chains), and design targeted361

CodeQL/Joern queries to validate taint propagation362

paths. Once validated, the labeled vulnerable code363

is removed to create a fill-in-the-code setting. By364

combining the functional description of the vul-365

nerability with its extracted context, we generate366

structured prompts that require models to reason367

over repository-level structures and logic rather368

than isolated snippets. After final expert review, 40369

repositories with verified CVE records are retained370

as the seed dataset, each anchored at a baseline371

commit that provides a stable starting point for task372

construction and evaluation. This expert-driven373

process guarantees authenticity, reliability, and re-374

producibility across all benchmark tasks.375

Step 4: Dataset Expansion. We expand the seed376

tasks with semantics-preserving transformations to377

improve coverage and robustness. We apply (i) se-378

mantic transformations (e.g., systematic renaming379

and equivalent API substitution) and (ii) structural380

transformations (e.g., control-flow edits, call-graph381

refactoring, and file-layout reorganization). These382

changes preserve behavior while reducing surface383

overlap with public code that may appear in train- 384

ing corpora. Overall, we generate 80 additional 385

variants from the 40 seed repositories, resulting in 386

120 benchmark instances. 387

Raw(Internal + Public)

Initial Filter(CWE + Commit)

Tool∩Commit

High-quality Seeds

Final Dataset

100k+

Manual Drop

Tool-based Drop

Initial Drop

5k+

199

40

120

95k

4.8k

159

Figure 3: Benchmark Construction Funnel.

General Statistics. Figure 3 illustrates the data 388

reduction pipeline from the initial collection of raw 389

CVE entries to the final benchmark. The funnel 390

chart presents the number of instances retained af- 391

ter each stage of filtering and refinement, showing 392

how the dataset was progressively narrowed from 393

a large pool of raw vulnerabilities to a carefully 394

curated benchmark. The resulting A.S.E bench- 395

mark comprises 120 repository-level vulnerability 396

instances and the overall composition is illustrated 397

in Figure 4. 398

Specifically, the dataset targets four categories 399

of vulnerabilities that are widely prevalent in real- 400

world web projects, each aligned with a CWE entry: 401

SQL Injection (29.2%, CWE-89), Path Traversal 402

(26.7%, CWE-22), Cross-Site Scripting (25.0%, 403

CWE-79), and Command Injection (19.2%, CWE- 404

78). This mapping defines the dataset at the CWE 405
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Figure 4: Statistics of A.S.E benchmark, including the
distribution of top CWE categories, programming lan-
guages, and repositories.

level, ensuring that evaluation tasks align with406

security-critical issues that LLMs must account407

for when generating code in real-world develop-408

ment. Each category captures a distinct challenge409

where secure functionality requires the model not410

only to implement business logic correctly but also411

to avoid unsafe coding patterns:412

• Cross-Site Scripting (XSS): evaluates whether413

the model can generate web logic (e.g., in-414

put/output rendering) while preventing injec-415

tion of malicious scripts into trusted contexts.416

• SQL Injection (SQLI): tests whether the417

model, when generating database operation418

logic, properly handles user input and avoids419

unsafe SQL statement construction.420

• Path Traversal: examines if the model can421

implement file access functionality without422

exposing sensitive paths outside the intended423

directory scope.424

• Command Injection: assesses whether the425

model can generate code involving system426

interactions while preventing the execution of427

unauthorized operating system commands.428

From a language perspective, A.S.E spans429

five mainstream programming environments to430

reflect realistic multi-language software develop-431

ment. The distribution is concentrated in PHP432

(50.0%), followed by Python (19.2%), Go (14.2%),433

JavaScript (14.2%), and Java (2.5%). This dis-434

tribution highlights the dominance of PHP in435

vulnerability-prone web applications while also en-436

abling evaluation of model generalization across437

diverse programming languages.438

We also analyze the size of the vulnerable code439

that define each code generation task. Specifically,440

the number of vulnerable lines of code (LOC) per441

task varies substantially, with an average of 35.77,442

a median of 18, and a range of [2–415]. These443

statistics characterize the functional code fragments 444

that models are required to regenerate, highlight- 445

ing the variation in task complexity—from small, 446

localized code edits spanning only a few lines to 447

larger segments involving multiple statements or 448

function bodies. This diversity ensures that the 449

benchmark captures both simple and complex gen- 450

eration scenarios under realistic repository-level 451

settings. 452

For tooling integration, we incorporate two state- 453

of-the-art static analysis frameworks—CodeQL 454

and Joern—which are packaged into containerized 455

environments to ensure reproducibility and ease of 456

deployment. Each tool is applied to 50% of the 457

benchmark instances, providing complementary 458

static analysis capabilities for security evaluation. 459

The containerization not only standardizes the exe- 460

cution environment across different platforms but 461

also guarantees that results are consistent and re- 462

producible. 463

3.3 Evaluation Pipeline (Overview) 464

A.S.E evaluates models with a repository-level, 465

two-stage pipeline: (i) code generation, where 466

an LLM produces a repository-aware patch for a 467

masked vulnerable region using retrieved project 468

context; and (ii) code assessment, where the patch 469

is applied and evaluated along Quality, Security, 470

and Stability. We defer full pipeline details, prompt 471

composition, and metric definitions to Appendix C. 472

4 Experiments 473

We evaluate a representative set of 26 state-of-the- 474

art LLMs on the A.S.E benchmark to examine their 475

code security generation capabilities. This diverse 476

selection includes both proprietary families (e.g., 477

Claude 3.7/4, GPT-4o, Grok-3/4, Gemini 2.5) and 478

widely-adopted open-source models (e.g., Qwen3, 479

DeepSeek-V3/R1, GLM-4.5), covering both “fast 480

thinking” and “slow thinking” reasoning paradigms. 481

A list of the evaluated models and the experimental 482

environment are provided in Appendix D. 483

4.1 Overall Results 484

For completeness and reproducibility, we report 485

the full leaderboard in Table 2 (Appendix B). We 486

summarize the key observations below. Table 2 487

reveals a substantial gap between code quality and 488

security: while most models produce correct and 489

useful code, none surpass the 50-point threshold 490

on Code Security. This indicates that secure cod- 491

ing remains a critical weakness for current LLMs. 492
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Qualified and Secure Qualified but not Secure Patch Integration Failed SAST Check Failed

Figure 5: Attributional distribution across Code LLMs. Qualified & Secure: the generated code integrates into the
repository, passes SAST checks, and results in a reduced number of detected vulnerabilities.; Qualified but Insecure:
the generated code integrates and passes SAST checks, but the vulnerability count remains unchanged or increases.;
Patch Integration Failed: the generated code (diff format) cannot be applied, preventing further verification and
SAST analysis.; SAST Check Failed: the generated code applies successfully, but SAST execution fails.

Moreover, A.S.E effectively exposes weaknesses493

in secure code generation under repository-level494

settings, where models must resolve cross-file de-495

pendencies and handle long-context reasoning be-496

yond snippet-level generation. Consequently, mod-497

els that perform well on snippet-oriented bench-498

marks, such as GPT-o3 on SafeGenBench (Li et al.,499

2025b), can experience a noticeable drop in perfor-500

mance.501

Among the evaluated models, Claude-3.7-502

Sonnet achieves the highest overall score (63.01)503

and a strong Code Quality score (91.58), yet its504

Code Security score remains below 47. Similarly,505

Claude-Sonnet-4 obtains the best Code Quality per-506

formance but only 34.78 in Code Security. In con-507

trast, GPT-o3 exhibits extremely high Generation508

Stability (98.91) but fails almost completely in se-509

curity and quality. Similar patterns appear in GPT-510

4.1 and Qwen3-235B-A22B, suggesting that high511

stability does not guarantee secure code.512

Moreover, Figure 5 presents the distribution of513

code generation outcomes for each model, catego-514

rized into four types: qualified and secure, qualified515

but insecure, patch integration failed, and SAST516

check failed. These results highlight two main pat-517

terns: (1) Flagship models tend to prioritize code518

correctness over security. For example, Claude-3.7-519

Sonnet generates 91.7% qualified code, yet 43.8%520

of it remains insecure. (2) Weaker models struggle 521

with basic code generation in complex repository- 522

level scenarios, producing a lower proportion of 523

qualified code and failing most SAST checks. 524

4.2 Analysis and Findings 525

In this section, we examine model performance 526

from multiple complementary perspectives. We 527

focus on the most critical insights regarding model 528

categories, reasoning paradigms, task-level chal- 529

lenges, and benchmark robustness. Extended anal- 530

yses regarding architectural effects, scaling laws, 531

and the decoupling of stability and security are 532

provided in Appendix E. 533

I. Model Category: open-source models perform 534

comparably to closed-source Code LLMs. Our 535

results show a narrowing performance gap between 536

open-source and proprietary Code LLMs. While 537

top-tier closed-source models like the Claude series 538

maintain a slight edge in Code Quality, prominent 539

open-source representatives such as Kimi-K2 and 540

Qwen3-235B-A22B-Instruct demonstrate compara- 541

ble overall performance and even superior genera- 542

tion stability. This parity suggests that state-of-the- 543

art open-source models have become competitive 544

in secure code generation. 545

II. Reasoning Paradigms: Slow-thinking can 546

lead to security regressions. Contrary to ex- 547
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Figure 6: Overall performance comparison of fast vs.
slow thinking modes in the Claude series.

Figure 7: Detailed performance of various Code LLMs
across four task categories of A.S.E benchmark.

pectations, deliberate reasoning paradigms (“slow-548

thinking”) often underperform in Code Security549

compared to their “fast-thinking” counterparts. As550

shown in Figure 6, this trend is consistent across551

the Claude series, where thinking modes exhibit552

noticeable performance drops in security metrics.553

This suggests that while slow-thinking enhances554

complex reasoning, it may inadvertently introduce555

vulnerabilities. This degradation potentially stems556

from the generation of overly complex logic or a557

lack of security-specific reinforcement during the558

extended reasoning process.559

III. Task-level Challenges: path traversal560

presents the greatest challenge. As shown in Fig-561

ure 7,Path Traversal is consistently the most chal-562

lenging task. Among the four evaluated vulnerabil-563

ity types, all Code LLMs perform relatively weakly564

on Path Traversal, with even the most advanced565

model scoring below 50.0. This difficulty likely566

stems from the subtlety and context-dependence of567

path manipulation techniques, which are harder to568

detect than more explicit attacks. The results sug-569

gest that current Code LLMs lack robust reasoning570

about file system operations and access control.571
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3.90%
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Figure 8: Detailed Attribution classification of Claude-
3.7-Sonnet: Original (top) and Mutation Test (bottom).

IV. Benchmark Consistency Across Original and 572

Mutated Datasets. We observe minimal perfor- 573

mance variation between the original benchmark 574

and its mutated variants, suggesting that A.S.E is 575

robust and free from substantial data leakage. As 576

illustrated in Figure 8, the error distributions for 577

Claude-3.7-Sonnet remain consistent across both 578

datasets. For Path Traversal and SQL Injection, the 579

model frequently produces qualified yet insecure 580

code, while for XSS and Command Injection, it 581

tends to generate secure and qualified outputs. 582

5 Conclusion 583

In this work, we introduced A.S.E, the first 584

repository-level benchmark designed to evaluate 585

the security of AI-generated code. By leverag- 586

ing real-world projects with documented CVEs, 587

repository-level context, and customized static de- 588

tection rules, A.S.E provides a more authentic 589

and rigorous evaluation framework than previous 590

snippet-oriented benchmarks. Our extensive evalu- 591

ation of 26 state-of-the-art LLMs reveals a critical 592

"quality-security gap": while current models excel 593

in functional correctness, they frequently generate 594

insecure code in complex, repository-level scenar- 595

ios. These findings underscore the limitations of 596

current reasoning paradigms and highlight the ur- 597

gent need for security-aware model alignment. Ul- 598

timately, A.S.E serves as both a diagnostic tool for 599

developers and a foundation for the next generation 600

of secure-by-design LLMs. By bridging the gap 601

between isolated code generation and real-world 602

software engineering, A.S.E marks a substantial 603

step toward ensuring that AI-assisted programming 604

is not only efficient but also reliable and secure. 605
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Limitations606

Despite its contributions, A.S.E has several lim-607

itations. First, the current scope of A.S.E is re-608

stricted to web-related projects, four vulnerability609

categories, and five programming languages. This610

focus was a deliberate design choice to establish611

a foundational benchmark that balances feasibil-612

ity and representativeness. Other domains such as613

mobile, embedded, or blockchain software were614

not included in this version, but we view them as615

important future directions to be developed collab-616

oratively with the broader community. Second, the617

evaluation framework relies on customized static618

analysis rules for code security assessment. Al-619

though it improves the accuracy and automation of620

security evaluation, the approach is inherently lim-621

ited by the nature of static methods. In particular,622

it cannot dynamically verify functional correctness623

or detect vulnerabilities that manifest only at run-624

time, such as concurrency issues or environment-625

dependent flaws. Finally, while A.S.E leverages626

repository-level context and patch-based evalua-627

tion to simulate real-world workflows, it cannot628

fully capture the diversity and unpredictability of629

software engineering practices in production en-630

vironments. Nevertheless, it marks a substantial631

advance beyond prior isolated snippet-level bench-632

marks, taking an important step toward bridging633

the gap between controlled evaluation settings and634

the complex realities of secure software develop-635

ment. These limitations, however, also highlight636

opportunities for further extension and refinement.637
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Appendix834

This appendix provides supplementary information835

to support the findings and methodology discussed836

in the main text. In Appendix D, we detail the837

evaluated models and the hardware/software con-838

figurations of our experimental setup. Appendix839

E presents an extended analysis of model perfor-840

mance, focusing on architectural influences, scal-841

ing laws, and the decoupling of generation stability842

from security. To provide a qualitative perspec-843

tive, Appendix F conducts a granular case study844

on SQL injection tasks, illustrating representative845

error modes in repository-level generation. Finally,846

Appendix G discusses potential real-world applica-847

tions of the A.S.E benchmark and outlines direc-848

tions for future research.849

A Comparison of Security Code850

Generation Benchmarks851

This part provides a consolidated comparison ta-852

ble of representative security-oriented benchmarks853

and A.S.E. We summarize each benchmark along854

key axes that are frequently conflated in the main855

text: (i) task provenance (synthetic vs. derived from856

real-world projects/CVEs), (ii) context granularity857

(snippet/function vs. repository-level context), and858

(iii) security assessment protocol (manual review,859

LLM-as-judge, generic SAST, test-based checks,860

or customized project-specific detectors). The table861

is intended to support reproducibility and to clar-862

ify how A.S.E differs from prior settings beyond863

headline task descriptions.864

B Full Leaderboard of Evaluated Models865

This appendix reports the full leaderboard for all866

26 evaluated LLMs on A.S.E (Table 2). We include867

the complete set of models and metrics to ensure868

transparency and reproducibility, while keeping869

the main text focused on high-level trends. The870

reported scores correspond to the evaluation pro-871

tocol and experimental environment described in872

Appendix D.873

C Evaluation Pipeline Details874

A.S.E adopts a repository-level two-stage pipeline875

that emulates real-world patching: Code Genera-876

tion followed by Code Assessment. The first stage877

constructs a fill-in-the-code task over a real reposi-878

tory state, and the second stage evaluates the inte-879

grated patch across quality, security, and stability.880

C.0.1 Code Generation 881

For each benchmark instance, A.S.E retrieves the 882

corresponding GitHub repository and checks out 883

a fixed baseline commit that contains the vulnera- 884

bility. Expert annotations identify the vulnerable 885

region in the target file, which is masked and re- 886

placed by a special token <masked>, yielding a 887

fill-in-the-code setting. 888

The model input contains two components: 889

(i) the masked file with a functional description 890

of the vulnerability generated by Claude-Sonnet- 891

4 (Anthropic, 2025) and refined by experts; and 892

(ii) repository-level context, including the project 893

README and a set of related files retrieved via 894

BM25 ranking (Robertson and Zaragoza, 2009). 895

Models are instructed to output a unified-diff patch 896

so that it can be applied automatically (e.g., via 897

git apply). To assess run-to-run variability, each 898

instance is executed three times under identical, 899

containerized conditions. 900

C.0.2 Code Assessment 901

Given a generated patch, A.S.E first performs a 902

quality pre-check, since security is meaningful only 903

when the code can be integrated and analyzed. 904

Specifically, we apply the patch to the baseline 905

repository and run essential static checks (e.g., syn- 906

tax verification and tool execution sanity). If inte- 907

gration or basic checks fail, the attempt is treated as 908

unsuccessful for downstream security evaluation. 909

We then assess security by measuring whether 910

vulnerability alerts decrease after integrating the 911

generated patch. For each instance, we use expert- 912

crafted static analysis rules tailored to the target 913

CVE, explicitly modeling sources, sinks, and taint 914

propagation patterns. Because a single rule set may 915

produce multiple alerts within a project, we use 916

the relative change in alert counts as a more robust 917

signal than a single binary label. 918

Finally, to characterize variability of LLM out- 919

puts, we compute a stability score based on the 920

consistency of results across repeated runs. 921

C.0.3 Metrics 922
Quality. Quality measures whether the generated 923
patch is successfully integrated into the repository 924
and passes essential static checks. A test is success- 925
ful only if the patch applies cleanly and satisfies 926
both static analysis and syntax checks: 927

Quality =
1

N

N∑
t=1

qt, (1) 928

where N is the number of tests and qt = 1 if 929

test t merges and passes all checks, and qt = 0 930
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Table 1: Comparison of Security-Oriented Code Generation Evaluation Datasets.

Dataset CWE
Tags

Granularity
(Repo/Snippet) Provenance Domain Open

Source
Security

Eval.

A.S.E (Ours) ✓ Repository Real-World Repos Realistic Full-Web Repositories ✓ SAST

SafeGenBench ✓ Snippet Human-Curated Synthetic Simplified Programming Tasks ✓ SAST + LLM

BaxBench ✗ Snippet Human-Curated Synthetic Backend Programming Tasks — Test Cases

CWEval ✓ Snippet Human-Curated Synthetic Simplified Programming Tasks ✓ Test Cases

CODEGUARD+ ✓ Snippet Human-Curated Synthetic Simplified Programming Tasks — Test Cases

CodeLMSec ✓ Snippet Human-Curated Synthetic Simplified Programming Tasks ✓ SAST

SecurityEval ✓ Snippet Human-Curated Synthetic Simplified Programming Tasks ✓ SAST + Manual

Table 2: The leaderboard of various advanced Code LLMs on the A.S.E. benchmark. represents the fast-thinking
mode and indicates slow-thinking mode.

Rank Model License Thinking Overall Security Quality Stability

1 Claude-3.7-Sonnet-20250219 Proprietary 63.01 46.72 91.58 75.00
2 Claude-3.7-Sonnet-Thinking-20250219 Proprietary 61.04 44.65 89.85 72.92
3 Qwen3-235B-A22B-Instruct-2507 Open Source 60.15 48.03 82.08 67.08
4 Qwen3-Coder Open Source 59.31 42.69 85.16 81.54
5 DeepSeek-V3-20250324 Open Source 58.59 40.89 85.87 82.94
6 Claude-Sonnet-4-20250514 Proprietary 57.14 34.78 92.37 85.65
7 Kimi-K2-20250711-Preview Open Source 55.29 37.82 79.90 86.25
8 GPT-4o-20241120 Proprietary 55.10 45.65 72.46 59.67
9 Qwen-Coder-Plus-20241106 Proprietary 53.55 37.98 73.78 86.27

10 Claude-Opus-4-20250514 Proprietary 52.71 31.95 85.82 77.91
11 Grok-3 Proprietary 52.18 38.64 73.54 69.41
12 DeepSeek-R1-20250528 Open Source 51.76 38.01 74.39 66.38
13 Gemini-2.5-Pro-Exp-20250325 Proprietary 51.02 29.98 84.04 78.21
14 Claude-Sonnet-4-Thinking-20250514 Proprietary 50.92 34.10 76.81 74.22
15 Claude-Opus-4-Thinking-20250514 Proprietary 50.17 30.70 79.84 77.98
16 GLM-4.5 Open Source 49.80 35.92 70.24 71.74
17 Grok-4 Proprietary 42.40 29.53 59.78 67.42
18 o4-mini-20250416 Proprietary 41.35 27.87 60.74 64.07
19 Grok-3-mini Proprietary 30.49 22.37 38.15 56.26
20 Codex-mini-latest Proprietary 29.71 22.96 34.68 55.29
21 Hunyuan-T1-20250321 Proprietary 21.92 15.57 20.21 65.18
22 Qwen3-235B-A22B-Thinking Open Source 18.11 9.42 15.60 77.81
23 GPT-4.1-20250414 Proprietary 17.26 5.26 16.46 91.66
24 Qwen3-235B-A22B Open Source 13.37 3.34 7.27 91.86
25 o3-mini-20250131 Proprietary 13.23 3.67 3.91 98.57
26 o3-20250416 Proprietary 10.22 0.36 0.36 98.91

otherwise.931
Security. Security measures whether the inte-932

grated patch reduces detected vulnerabilities under933
the instance-specific static analysis rules:934

Security =
1

N

N∑
t=1

st, (2)935

where st = 1 if vafter(t) < vbefore(t) and st = 0936

otherwise, and vbefore(t) / vafter(t) denote the num-937

bers of detected alerts before and after patch inte-938

gration.939
Stability. Stability measures consistency across940

repeated runs for the same benchmark instance.941
For each instance i ∈ B, we compute the standard942
deviation over three runs, denoted as σi. We con-943
vert lower variation to a higher score via min–max944
normalization:945

σ̃i =

1− σi − σmin

σmax − σmin
, if σmax > σmin,

1, otherwise,
(3)946

where σmin = mini σi and σmax = maxi σi. The 947
stability score is: 948

Stability =
1

|B|
∑
i∈B

σ̃i. (4) 949

Overall. We aggregate the three dimensions 950
with fixed weights: 951

Overall = 0.6× Security + 0.3× Quality + 0.1× Stability.
(5) 952

These weights reflect practical priorities: security 953

is the primary objective, quality ensures feasibility 954

of integration, and stability captures consistency 955

without dominating the aggregate score. 956
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D Experimental Details957

D.1 Evaluated Models958

We choose a total of 26 state-of-the-art LLMs,959

consisting of 18 proprietary models and 8 open-960

source models. A key selection criterion is the961

availability of both “fast thinking” and “slow962

thinking” modes, which allows for a comprehen-963

sive comparison of reasoning paradigms. For964

the proprietary models, our evaluation covers965

flagship families. This includes the Claude se-966

ries (3.7-Sonnet (Anthropic, 2024), Sonnet-4 (An-967

thropic, 2025), Opus-4 (Anthropic, 2025)) and968

their “thinking” counterparts, the GPT family969

(GPT-4o (Hurst et al., 2024), GPT-4.1 (OpenAI,970

2025a), Codex-mini (OpenAI, 2025b), and ad-971

ditional variants), the Grok series (Grok-3 (xAI,972

2025a), Grok-4 (xAI, 2025b), Grok-3-mini (xAI,973

2025a)), Gemini-2.5-Pro (Comanici et al., 2025),974

Qwen-Coder-Plus (Hui et al., 2024), and Hunyuan-975

T1 (Tencent Hunyuan, 2025). For the open-source976

models, we select 8 widely adopted representatives977

spanning diverse architectures. The set includes978

the Qwen3 series (Yang et al., 2025) (Qwen3-979

235B-A22B-Instruct, Qwen3-Coder, Qwen3-235B-980

A22B), DeepSeek-V3 (DeepSeek-AI et al., 2024),981

DeepSeek-R1 (DeepSeek-AI et al., 2025), Kimi-982

K2 (Team et al., 2025), and GLM-4.5 (Zeng et al.,983

2025).984

D.2 Experiment Setup985

All experiments were conducted on a Ubuntu sys-986

tem equipped with an Intel(R) CPU @ 2.50GHz,987

16 threads, and 32GB of memory. To ensure ex-988

perimental consistency, we set a unified context989

length of 64K tokens for model inputs and allow a990

maximum output length of 64K tokens.991

E Extended Analysis and Findings992

E.1 Model Architecture (MoE vs. Dense)993

Analysis of open-source architectures reveals that994

Mixture-of-Experts (MoE) models generally out-995

perform dense models in security tasks. Leading996

models such as Qwen3-235B-A22B and DeepSeek-997

V3 utilize MoE to achieve stronger security per-998

formance, suggesting that the sparse activation of999

specialized experts may be beneficial for handling1000

diverse security constraints.1001

E.2 Scaling Laws on Code Security1002

We evaluate the Qwen2.5-Coder and Qwen3 series1003

to investigate scaling effects. As shown in Table1004

Table 3: Qwen model performance by scale. Bold num-
bers indicate the best score per series.

Model Overall Security Quality Stability

Qwen2.5-Coder Series
0.5B-Instruct 36.67 25.56 37.79 100.00
1.5B-Instruct 31.57 26.86 32.53 56.90
3B-Instruct 34.12 29.52 38.28 49.22
7B-Instruct 45.60 40.78 52.95 52.47
14B-Instruct 42.76 32.24 56.44 64.87
32B-Instruct 44.43 30.99 65.08 63.16

Qwen3 Series
4B-Thinking-2507 39.93 33.57 44.43 64.57
4B-Instruct-2507 39.05 32.08 49.17 50.50
30B-A3B-Thinking-2507 41.89 31.85 56.21 59.20
30B-A3B-Instruct-2507 56.59 45.46 72.89 74.47
235B-A22B-Thinking-2507 35.18 24.51 46.89 64.09
235B-A22B-Instruct-2507 60.15 48.03 82.08 67.08

3, security performance generally improves with 1005

model size. For the Qwen3 series, security scores 1006

increase from 33.57 to 48.03 as parameters scale 1007

up. However, this growth can plateau, as seen in the 1008

Qwen2.5-Coder series, indicating that architectural 1009

improvements (e.g., transitioning to Qwen3) often 1010

yield greater gains than raw parameter scaling. 1011

E.3 The Stability-Security Decoupling 1012

Our data shows that high generation stability does 1013

not necessarily imply fewer vulnerabilities. For 1014

instance, GPT-o3 achieves a near-perfect stability 1015

score (98.91) but yields the lowest security and 1016

quality scores (0.36) among all evaluated models. 1017

This highlights a critical decoupling: progress in 1018

a model’s ability to produce syntactically correct 1019

and compilable code does not inherently translate 1020

to the generation of secure logic. 1021

F Case Study 1022

To illustrate the practical challenges of repository- 1023

level secure code generation, we conduct 1024

a case study on the SQL injection task 1025

sqli_mutation_181 (CWE-89). As shown in 1026

Figure 9 (a), the vulnerable implementation in 1027

the original repository constructs a query by 1028

directly concatenating untrusted input into a 1029

LIKE pattern with leading and trailing wildcards 1030

(e.g., “%userInput%”). In the absence of pa- 1031

rameterization—or when relying only on brittle 1032

escaping—attacker-controlled input becomes part 1033

of the SQL syntax, leaving the application vulnera- 1034

ble to classic injection attacks. Analysis of model 1035

outputs on this task reveals three representative 1036

generation patterns: (i) Qualified and Secure, (ii) 1037

Qualified but Insecure, (iii) Unqualified. 1038

1. Qualified and Secure (Qwen3-235B-Instruct; 1039

Figure 9 (b)). In this positive case, the model 1040
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 Qualified and Secure (Parameterized)

Qualified but Insecure (Vulnerable)

Vulnerable (CWE-89)

Unqualified (Patch Merge Failed)

 (a) Original repository  (b) Qwen3-235B-Instruction

 (c) DeepSeek-V3  (d) Claude-Sonnet-4-Thinking

Figure 9: Case study of repository-level code generation for the SQL injection task (sqli_mutation_181, CWE-
89), showing (a) the original vulnerable implementation and three representative model outputs: (b) secure code
generation with parameterization, (c) functionally correct but insecure concatenation, and (d) invalid diff code that
cannot be integrated into the original repository.

rewrites the vulnerable query as a parameter-1041

ized statement. Instead of unsafe string con-1042

catenation, the model produces a query with1043

placeholders and binds user input as a typed pa-1044

rameter (e.g., WHERE col LIKE CONCAT(’%’,1045

’?’, ’%’)). This generation enforces strict sep-1046

aration of code and data: SQL is parsed prior to1047

parameter binding, ensuring that user-supplied1048

characters are always treated as data rather than1049

executable syntax. Escaping and type valida-1050

tion are delegated to the database driver, thereby1051

eliminating injection risk while preserving the1052

intended substring-search semantics. The re-1053

sulting diff integrates cleanly into the repository1054

(correct context/line alignment) and passes code1055

quality checks, demonstrating the model’s abil-1056

ity to generate correct and secure code.1057

2. Qualified but Insecure (DeepSeek-V3; Fig-1058

ure 9 (c)). In contrast, some models generate1059

code that is functionally correct but remains1060

insecure. As illustrated in Figure 9 (c), the1061

generated diff preserves the concatenation-with-1062

wildcards idiom, e.g., sql = "SELECT ...1063

WHERE title LIKE ’%" + keyword + "%’";1064

(or equivalent forms using || or CONCAT). Here,1065

user input is directly interpolated into the LIKE1066

clause without parameter binding, causing the1067

database engine to interpret attacker-supplied1068

characters as part of the query syntax. Conse-1069

quently, although the generated code integrates1070

and passes SAST checks successfully, it fails 1071

to eliminate the injection surface and thus vi- 1072

olates the security requirement. This failure 1073

mode can be attributed to two likely factors: (i) 1074

objective-weighting bias, whereby models are 1075

implicitly optimized to prioritize syntactic va- 1076

lidity and executability over security guarantees, 1077

and (ii) corpus-prior bias, as unsafe concatena- 1078

tion idioms are disproportionately represented 1079

in pretraining and fine-tuning corpora relative 1080

to parameterized exemplars. 1081

3. Unqualified (Claude-Sonnet-4-Thinking; Fig- 1082

ure 9 (d)). Another failure pattern consists of 1083

unqualified generations. We observe two com- 1084

mon issues: (i) the literal propagation of place- 1085

holder or meta-tokens (e.g., <MASKED>) without 1086

semantic instantiation, resulting in ineffective 1087

code, and (ii) misaligned diffs, where a syntacti- 1088

cally correct parameterization transformation is 1089

proposed but the generated hunk does not corre- 1090

spond to the appropriate line numbers, causing 1091

integration tools such as git apply to fail. The 1092

underlying cause lies in insufficient modeling 1093

of global file structure and positional alignment: 1094

while models capture local token-level depen- 1095

dencies, they lack robust mechanisms to track 1096

higher-level organizational cues such as block 1097

boundaries, comments, and whitespace. This 1098

leads to “logic-right but position-wrong” errors 1099

that break integration. 1100
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These three phenomena highlight the tension1101

among core objectives in repository-level code gen-1102

eration: (i) secure coding practices, (ii) semantic1103

correctness (functional and logical soundness), and1104

(iii) structural applicability (context and position1105

alignment). Our analysis indicates that satisfying1106

only one or two of these dimensions is insufficient1107

for practical deployment; robust repository-level1108

code generation requires all three to be met simulta-1109

neously, further reinforcing the conclusions drawn1110

in our preceding analysis.1111

G Potential Applications and Future1112

Directions1113

The evaluation results presented above highlight1114

both the opportunities and challenges of applying1115

LLMs to secure code generation. While A.S.E1116

demonstrates that repository-level benchmarking1117

is feasible and yields valuable insights, the find-1118

ings also reveal significant gaps between current1119

model performance and the requirements of secure1120

software engineering. Building on these results,1121

we now discuss the broader implications of A.S.E,1122

including its potential applications, and future di-1123

rections.1124

G.1 Potential Applications.1125

A.S.E has broad potential for both research and1126

practice in AI-assisted programming. First, it offers1127

a systematic benchmark for model selection and de-1128

ployment, enabling both developers and enterprises1129

to evaluate candidate LLMs not only for functional1130

correctness, but also for their ability to generate1131

secure code. Second, A.S.E supports prompt engi-1132

neering and context evaluation, allowing system-1133

atic comparisons of different prompting strategies1134

(e.g., direct prompts vs. chain-of-thought, with-1135

/without repository-level context) to identify the1136

most effective configurations for secure program-1137

ming. Third, A.S.E provides feedback for model1138

refinement and training, giving model developers1139

practical signals from security-critical tasks to im-1140

prove safety alignment. Finally, it serves as a re-1141

source for education and training, where learners1142

can experiment with authentic CVE-based tasks1143

and automated evaluation results, thereby gaining1144

insights into patching practices and the risks of1145

insecure AI code generation.1146

G.2 Future Directions.1147

Building upon the foundation of A.S.E, further1148

research and development can proceed in several1149

key directions. First, expanding the dataset to en- 1150

compass a wider spectrum of programming lan- 1151

guages, vulnerability categories, and software do- 1152

mains would substantially enhance representative- 1153

ness and increase the benchmark’s applicability 1154

across diverse contexts. Second, integrating dy- 1155

namic analysis techniques, such as test-case ex- 1156

ecution for functional correctness and proof-of- 1157

concept validation for vulnerability presence, could 1158

complement the current static approach and enable 1159

more comprehensive evaluation of AI-generated 1160

code. Third, exploring automated or LLM-assisted 1161

generation of static analysis rules holds promise 1162

for reducing reliance on manual expert calibration, 1163

thereby improving scalability and adaptability to 1164

newly disclosed CVEs. Finally, incorporating addi- 1165

tional evaluation dimensions, such as performance 1166

overhead and compliance with regulatory or orga- 1167

nizational standards, would provide a more holistic 1168

and multi-faceted understanding of AI-generated 1169

code. 1170
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