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ABSTRACT

Counterfactuals provide guidance on achieving a favorable outcome from a model,
with minimum input perturbation. However, counterfactuals can also be exploited
to leak information about the underlying model, causing privacy concerns. Prior
work shows that one can query for counterfactuals with several input instances and
train a surrogate model using all the queries and their counterfactuals. In this work,
we analyze how model extraction attacks can be improved by further leveraging
the fact that the counterfactuals also lie quite close to the decision boundary. Us-
ing polytope theory, we derive a novel theoretical relationship between the error in
model approximation and the number of queries, when the queries exactly return
the “closest” counterfactual. Noting the practicalities of counterfactual genera-
tion, we also provide additional theoretical guarantees leveraging Lipschitz conti-
nuity, that hold when the counterfactuals are reasonably close but may not be the
closest ones. Our theoretical results help us arrive at a simple strategy for model
extraction, which includes a loss function that treats counterfactuals differently
than ordinary instances. Our approach also alleviates the related problem of “de-
cision boundary shift”. Experimental results demonstrate the performance of our
strategy on synthetic data as well as popular real-world tabular datasets.

1 INTRODUCTION

As machine learning becomes ubiquitous in consequential decision-making, there is an increasing
interest in post-hoc explanation methods (Slack et al.,2021;|Han et al.,|2022). Post-hoc explanations
provide insights on the decision-making of complex models after they have already been trained.
Among post-hoc explanation methods, counterfactual explanations (Wachter et al., 2017)) provide
a unique functionality: They provide guidance on how to change the input features to achieve a
more favorable outcome, e.g., increase your income by 10K to qualify for the loan. Given an input
instance, a counterfactual explanation (also called a counterfactual) is another instance that belongs
to a different output class. Typically, the counterfactual is selected based on certain desirable criteria
such as proximity to the original instance, change in as few features as possible, etc. Counterfactuals
are simple enough for the users to understand, enabling a way to provide feedback, and build trust.

Despite the many advantages they offer, counterfactuals also have the potential to leak sensitive
information about the underlying model. It can become a serious threat, especially if users can
query the model, as in[Machine Learning as a Service|(MLaaS) platforms (Gong et al.l 2021} Tramer,
et al.l 2016). has become a popular alternative to learning models on-site. The services are
usually monetized, and the users are typically charged for the number of queries (Gong et al.,2020;
Juuti et al., |2019). Preserving the privacy of these models is a huge concern for the operators of
such services because by strategically querying the model, an adversary may be able to “steal” the
model (Wang et al.| [2022; |Gong et al.l 2021; Tramer et al.| [2016; Pal et al.| [2020; Juuti et al.,[2019).
Stealing usually involves training a surrogate model to provide similar predictions as the target
model, a practice also referred to as model extraction. In this work, our main question is: How to
provide theoretical guarantees on model extraction attacks using counterfactual explanations?.

Using counterfactuals for model extraction has received limited attention. One existing method is
to treat counterfactuals as ordinary labeled points and use them for training the surrogate model
(Aivodji et al.| [2020). While this may work for a well-balanced query dataset with queries from
the two classes lying roughly equidistant to the decision boundary, it is not the same for unbal-
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anced datasets. The surrogate decision boundary might not always overlap with that of the target
model (see Figure [T, a problem also referred to as a decision boundary shift (Wang et al., [2022).
This is a result of the learning process where the boundary

is typically kept as far as possible from the training exam- Target model’s decision boundary
ples (margin) to achieve better generalization (Shokri et al., Surrogate model’s decision boundary
2021). This issue is aggravated when the system provides Qe e
only one-sided counterfactuals, i.e., counterfactuals only for (one-sided)
queries with unfavorable predictions which is a common use A

case, e.g., only for rejected applicants in a loan application. o ©

This is because the counterfactuals are typically quite close to Unfavorable region ™,
the decision boundary. Hence, when treated as ordinary la- —— .
beled points for training the surrogate model, one-sided coun-
terfactuals make the dataset unbalanced in terms of the dis-
tance from the decision boundary.

Favorable
region

Figure 1: Decision boundary shift.

In this work, we analyze how model extraction attacks can be improved by leveraging the fact that
the counterfactuals are close to the decision boundary, and demonstrate strategies that alleviate the
decision-boundary-shift issue. We provide novel theoretical guarantees for the attacks, addressing
an important knowledge gap in the existing literature. In contrast to existing attacks |Aivodji et al.
(2020) and Wang et al.| (2022)) which require the system to provide counterfactuals for queries from
both sides of the decision boundary, our methods require only one-sided counterfactuals (from one
side of the decision boundary). Our contributions can be listed concisely as follows:

* Guarantees on model approximation using closest counterfactuals: We first demonstrate how
the closest counterfactuals can provide a linear approximation of the decision boundary around the
counterfactuals (Theorem [I). Then, we use results from the polytope theory to analyze the good-
ness of this linear approximation. In this regard, we theoretically characterize the relationship
between the average extent of agreement of the surrogate model (obtained using linear approxi-
mations) with the target model, and the number of queries required (Theorem [2)).

* An attack based on the Lipschitz continuity of models: Noting the difficulties associated with
generating the closest counterfactuals, we focus on an alternative strategy where we exploit only
the fact that counterfactuals lie reasonably close to the decision boundary, but need not be ex-
actly the closest. Accordingly, we observe that the Lipschitz continuity of the models constricts
deviations of the prediction probabilities around matching points (Theorem [3)). To be precise, if
my and me are two y—Lipschitz continuous classifiers and c is a matching point, i.e., an input
instance such that m; (¢) = ma(c), then for any « in the input space, m1(x) and ms(x) differ at
most by 27|| — c||2. This observation leads to a new way of utilizing counterfactuals in model
extraction. We note that by forcing the surrogate model to match the prediction probabilities of the
target model at a sufficiently large number of points along the decision boundary, we can force the
decision boundaries of the target and surrogate models to overlap significantly. We further note
that this can be achieved with counterfactuals, as they lie closer to the target decision boundary
where the prediction probability of the target model is known to be 0.5.

* An analysis of the attack based on the Lipschitz continuity: We also evaluate the query com-
plexity of the aforementioned strategy for target models with a convex decision boundary under
the assumption of closest counterfactuals (Theorem[d)). We further look into the case of monotonic
models, where a reduction in the query complexity is observed (Corollary [T)).

* A novel loss function and empirical validation: We implement the aforementioned strategy
through a novel loss function (Equation [5) for neural-network-based classifiers whose decision
boundaries are not necessarily convex. Our proposed loss function forces the surrogate models
to predict a pre-determined probability for counterfactuals rather than treating them as ordinary
labeled instances. We conduct experiments on both synthetic datasets, as well as, four real-world
datasets, namely, Adult Income (Becker & Kohavi,[1996)), COMPAS (Angwin et al.,[2016), DCCC
(Yeh, |2016), and HELOC (FICO}, 2018). Our strategy outperforms the attack by |Aivodji et al.
(2020) over all these datasets (Section ) using one-sided counterfactuals, i.e., only queries from
the unfavorable side of the decision boundary.

Related Works: A plethora of counterfactual-generating mechanisms has been suggested in existing
literature (Guidottil [2022; |[Verma et al.}[2022; |Karimi et al.,[2022). In addition to the proximity to the
original instance, these mechanisms focus on properties such as plausibility (Karimi et al.| [2020), di-
versity (Mothilal et al., [2020), sparsity (Dhurandhar et al.l |2018)), and other pre-defined constraints
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(Deutch & Frost| [2019). Despite being useful as a post-hoc explanation method, counterfactuals
may leak sensitive information about the underlying dataset or the model. Related works that fo-
cus on leaking information about the dataset from counterfactual explanations include membership
inference attacks (Pawelczyk et al., 2023) and explanation-linkage attacks (Goethals et al.l [2023).
Previously, Shokri et al.| (2021) looked into membership inference from other types of explanations,
e.g., feature-based. Instead, we focus on model extraction from counterfactual explanations.

Model extraction attacks (without counterfactuals) have been the topic of a wide array of studies (see
surveys |Gong et al.|(2020) and |(Oliynyk et al.[(2023))). Various mechanisms such as model inversion
(Gong et al.| [2021)), equation solving (Tramer et all 2016)), as well as active learning have been
considered (Pal et al.||2020). Milli et al.|(2019) looks into model reconstruction using other types of
explanations, e.g., gradient-based. |Yadav et al.| (2023) explore algorithmic auditing using counter-
factual explanations, focusing on linear classifiers and decision trees. Using counterfactual explana-
tions for model extraction has received limited attention, with the notable exception of |Aivodji et al.
(2020) and [Wang et al.[ (2022)). |Aivodji et al.[ (2020) suggest using counterfactuals as ordinary la-
beled examples while training the surrogate model. This suffers from the issue of decision boundary
shift, particularly for unbalanced query datasets (one-sided counterfactuals). Wang et al.[(2022)) is a
significant contribution which introduces a clever strategy of further querying for the counterfactual
of the counterfactual. Both these methods require the system to provide counterfactuals for queries
from both sides of the decision boundary. Nevertheless, a user with a favorable decision may not
usually require a counterfactual explanation, and hence a system providing one-sided counterfactu-
als might be more common, wherein lies our significance. While model extraction attacks (without
counterfactuals) have received interest from a theoretical perspective (Tramer et al., 2016} Papernot;
et al., 2017; Milli et al., |2019), model extraction attacks involving counterfactual explanations lack
such a theoretical understanding. Our work proposes and theoretically analyzes model extraction
attacks by explicitly utilizing the fact that the counterfactuals are close to the decision boundary.
We provide novel performance guarantees in terms of query complexity for the proposed attacks,
leveraging polytope theory, and also address the decision-boundary shift issue.

2 PRELIMINARIES

Notations: We consider machine learning models m : R? — [0, 1] for binary classification that
take an input value 2 € R? and output a probability between 0 and 1. The final predicted class
is denoted by |m(x)] € {0,1} which is obtained by thresholding the output probability at 0.5
as follows: |m(z)] = 1[m(x) > 0.5] where 1[-] denotes the indicator function. Throughout
the paper, we denote the output probability by m(x) and the corresponding thresholded output by
|m(x)]. Consequently, the decision boundary of the model m is the (d — 1)-dimensional hypersur-
face (generalization of surface in higher dimensions; see Definition ) in the input space, given by
OM = {x : m(x) = 0.5}. We call the region where |m(x)] = 1 as the favorable region and the
region where |[m(x)] = 0 as the unfavorable region. We always state the convexity/concavity of
the decision boundary with respect to the favorable region (i.e., the decision boundary is convex if
the set M = {x € R? : [m(x)] = 1} is convex). We assume that upon knowing the range of val-
ues for each feature, the d—dimensional input space can be normalized so that the inputs lie within
the set [0, 1]d (the d—dimensional unit hypercube), as is common in literature (Liu et al., 2020;
Tramer et al.,2016; Hamman et al.| 2023} Black et al., 2022). We denote by g,,, the counterfactual
generating mechanism corresponding to the model m, which is defined next.

Definition 1 (Counterfactual Generating Mechanism). Given a cost function c : [0,1]¢ x [0,1]¢ —
Rg for measuring the quality of a counterfactual, and a model m, the corresponding counterfactual
generating mechanism is the mapping g, : [0,1]¢ — [0, 1] specified as

gm(x) = argmin c(x,w). ()
wel0,1]¢
Lm(2) 17| m(w)]
The cost c(x, w) is selected based on specific desirable criteria, e.g., c(x, w) = || — w||,, with

|| - ||, denoting the L,-norm. Specifically, p = 2 leads to the following definition of the closest
counterfactual (Wachter et al.,|2017; |[Laugel et al., 2017; Mothilal et al., 2020).

Definition 2 (Closest Counterfactual). When c(x,w) = || — w||2, the resulting counterfactual
generated using g, as per Definition[l)is called the “closest counterfactual.”
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Problem Setting: Our problem setting involves a target model m which is pre-trained and as-
sumed to be hosted on a [MLaa$| platform (see Figure 2). Users can query it with a set of
input instances D C [0, 1]¢ through an |Appli-
[cation Programming Interface] (API). The [API
will provide the users with the set of predic- APL
. . Queries D
tions, i.e., {|m(z)] : * € D}, and a set
of one-sided counterfactuals for the instances Machine Learning d:{)
whose predicted class is 0, i.e., {gm(x) : © € Model m(x)
D, [m(x)] = 0}. Note that, by the definition
of a counterfactual, |m(g.,(x))] = 1 for all
x with [m(x)] = 0. An adversary, while ap-
pearing to be a normal user, can query with an ) )
attack dataset Dy C [0, 1] and use the re- Figure 2: Problem setting.
turned labels and counterfactuals to train their
own surrogate model m. The goal of the adversary is to achieve a certain level of performance
with as few queries as possible. In this work, we use fidelity as our performance metric for model
extractiorﬂ Next, we provide the definition of fidelity over a reference set of input instances (Dyt).

User/Adversary

Definition 3 (Fidelity (Aivodji et al.,|2020)). With respect to a given target model m and a reference
dataset D,y C [0, 1]¢, the fidelity of a surrogate model m is given by

Y Lim(2)] = [m(2)]].

Fldm D, |
ref D,

n‘f

Background on Geometry of Decision Boundaries: Our theoretical analysis employs arguments
based on the geometry of the involved models’ decision boundaries. We assume the decision bound-
aries are hypersurfaces. A hypersurface is a generalization of a surface into higher dimensions, e.g.,
a line or a curve in a 2-dimensional space, a surface in a 3-dimensional space, etc.

Definition 4 (Hypersurface, [Lee (2009)). A hypersurface is a (d — 1)-dimensional sub-manifold
embedded in R?, which can also be denoted by a single implicit equation S(x) = 0 where x € RY.

We focus on the properties of hypersurfaces which are “touching” each other, as defined next.
Definition 5 (Touching Hypersurfaces). Let S(x) = 0 and T (x) = 0 denote two differentiable
hypersurfaces in RY. S(x) = 0 and T(x) = 0 are said to be touching each other at the point w
if and only if S(w) = T (w) = 0, and there exists a non-empty neighborhood 8., around w, such
that VY € By, with S(x) = 0 and x # w, only one of T (x) > 0 or T(x) < 0 holds. (i.e., within
Bw,S(x) = 0 and T (x) = 0 lie on the same side of each other).

Next, in Lemma [T]we show that touching hypersurfaces share a common tangent hyperplane at their
point of contact. This result is instrumental in exploiting the closest counterfactuals in a model
extraction attack. The proof is deferred to Appendix [A.T]

Lemma 1. Let S(z) = 0 and T (x) = 0 denote two differentiable hypersurfaces in R?, touching
each other at point w. Then, S(x) = 0 and T (x) = 0 have a common tangent hyperplane at w.

Properties of Classifiers: We now introduce two properties of neural-network-based classifiers,
namely Lipschitz continuity and monotonicity, which are often encountered in related works
(Bartlett et al., 2017} |Gouk et al.l 2021} Pauli et al., [2021; [Hamman et al.| 2023} [Liu et al., [2020;
Marques-Silva et al., [2021). These properties are commonly observed in practice and can be ex-
ploited in perfecting model extraction attacks.

Definition 6 (Lipschitz Continuity). A model m is yv—Lipschitz continuous if and only if
[m(@1) —m(@2)| < 7llzy — @22 )
forall T1, x5 € [0,1]%, withy € R} and | - | denoting the absolute value.

Definition 7 (Monotonicity in a Feature). A model m(x) is monotonic in feature i if for all input
vectors x,x' € [0,1]? such that x; > a’; for j =i and xj = x’; for j # i, we have m(z) > m(z’).

!The performance can be evaluated using either accuracy or fidelity (Jagielski et al., 2020). Accuracy is a
measure of how well the surrogate model can predict the true labels, over the data manifold of interest. Fidelity
measures the agreement between labels predicted by the surrogate and the target models. While attacks based
on both measures have been proposed in literature, fidelity-based attacks have been deemed more useful as a
first step in designing and mounting future attacks (Jagielski et al.| [2020; |[Papernot et al., 2017).
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3 MAIN RESULTS

3.1 GUARANTEES ON MODEL APPROXIMATION USING CLOSEST COUNTERFACTUALS

We first start out with demonstrating how the closest counterfactuals provide a linear approximation
of any decision boundary. Prior work (Yadav et al.l [2023) show that for linear models, the line
joining a query instance @ and the closest counterfactual w(= g,,(x)) is perpendicular to the lin-
ear decision boundary. We generalize this observation to any differentiable decision boundary, not
necessarily linear, as presented in the following theorem.

Theorem 1. Let S denote the decision boundary of a classifier and x € [0,1]¢ be any point that is
not on S. Then, the line joining x and its closest counterfactual w is perpendicular to S at w.

The proof follows by showing that the d-dimensional ball with
radius || — w]|2 touches (as in Definition [3)) S at w, and in-
voking Lemmal|I] For details see Appendix|A.T]

Target boundary
m(x)=0.5

o,
s,

As a direct consequence of Theorem[I] an adversary may query
the system and calculate tangent hyperplanes of the decision | ¢
boundary drawn at the counterfactual instances. This leads to a
linear approximation of the decision boundary (see Figure3).

If the decision boundary is convex from the unfavorable side, [ Queries

i.e., the region where [m(xz)] = 0, such an approximation [a Counterfactualy  Polytope
will provide a set of supporting hyperplanes. The intersection (one-sided) approximation
of these supporting hyperplanes will provide a circumscribing

polytope approximation of the decision boundary. We show
that the fidelity of such an approximation, evaluated over uni-
formly distributed input instances, tends to 1 for large n.

Figure 3: Polytope approximation
of a convex decision boundary.

Theorem 2. Let m be the target binary classifier whose decision boundary is convex (i.e., the set
{x € [0,1]? : |m(x)] = 1} is convex) and has a continuous second derivative. Denote by M,
the polytope approximation of m constructed with n supporting hyperplanes obtained through i.i.d.
queries. Assume that the fidelity is evaluated with respect to a D,.s which is uniformly distributed

over [0,1]% Then, when n — oo the expected fidelity of M, is given by
E [Fidm,D (M) =1—¢ 3)

ref
2 ~
where € ~ O (niﬁ) and the expectation is over both M,, and D,,y.

The proof utilizes a result from polytope theory (Boroczky Jr & Reitzner, [2004) which pro-
vides a complexity result on volume-approximating smooth convex sets by random poly-
topes. The proof involves observing that the volume of the overlapping decision regions of
m and M, (for example, regions A and C in Figure translates to the expected fidelity
when evaluated under a uniformly distributed Dyr. Appendix [A.2] provides the detailed steps.

Convex Concave
Region Region

Remark 1 (Relaxing the Convexity Assumption). Even though The-
orem 2] assumes convexity of the decision boundary for analytical
tractability, the attack can be extended to a concave decision bound-
ary. This is because the closest counterfactual will always lead to a
tangent hyperplane irrespective of convexity and now the rejected re-
gion can be seen as the intersection of these half-spaces (Theorem([]
does not assume convexity). However, it is worth noting that approx-
imating a concave decision boundary is, in general, more difficult
than approximating a convex region. To obtain equally-spaced out
tangent hyperplanes on the decision boundary, a concave region will
require a much denser set of query points (see FigureH) due to the
inverse effect of length contraction discussed in|Aleksandrov|(1967, Chapter Il Lemma 2). Further-
more, approximating a decision boundary which is neither convex nor concave is much more chal-
lenging as the decision regions can no longer be approximated as intersections of half-spaces. This

,,f Length
¢ contraction

O,

Denser

b Queries

Figure 4: Approximating
concave regions need denser
queries than convex regions.
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motivates us to propose an attack that does not depend on convexity assumption leveraging Lipschitz
continuity, as discussed next. Experiments indicate that the query complexity of this Lipschitz-based
attack is upper-bounded by the result in Theorem 2] (see Figure[I6).

3.2 AN ATTACK BASED ON THE LIPSCHITZ CONTINUITY OF THE MODELS

Generating the closest counterfactuals, which are used in the attack discussed in Section[3.1] is often
a challenging task. Hence, in this Section, we propose an alternative strategy that depends only on
the fact that counterfactuals lie closer to the decision boundary but need not be the closest. Here,
we consider the difference of the model output probabilities (before thresholding) as the measure of
similarity between the target and surrogate models. This metric forces the decision boundaries of
the two models to be overlapped, and hence, will act as a proxy to the fidelity. The proposed attack
is based on the Lipschitz continuity of the models involved.

In the following theorem, we show that the difference of the model outputs corresponding to a
given input instance can be bounded by having a point with matching outputs in the affinity of that
instance. This is the key observation in devising the new attack.

Theorem 3. Suppose the target (m(x)) and the surrogate (m(x)) models are ~y-Lipschitz continu-
ous. Assume m(w) = m(w) for some w € [0,1]% Then, for any x € [0,1]%, the difference between
the outputs of the two models is bounded from above as follows;

[m(z) —m(z)| < 27[[z — wl]2. )

The proof is presented in Appendix [A3] Usually, a smaller Lipschitz constant is indicative of a
higher generalizability of a machine learning model (Gouk et al., 2021} [Pauli et al.,[2021)). Therefore,
it may be reasonable to assume ~ above is relatively small.

Target boundary
m(x)=0.5

Surrogate

Remark 2 (Local Lipschitz Continuity). It is noteworthy that R bounciary

if a well-spread set of points W = {w;,i = 1,..., N} which istebing V= ’
. ~ . . . oints ‘ 3. 0

satisfies m(w;) = m(w;) fori = 1,..., N is available over [ . © )

some region A C [0,1]%, then local y—Lipschitz continuity of & L\/* "o

m and m in the locality of w;’s is sufficient to ensure the con-

ditions of Theorem[B|for all x € A. ©

Figure 5: An attack based on the
Lipschitz continuity of target and
surrogate models.

Proposed attack: Theorem [3] provides the motivation for a
novel model extraction strategy. Let w be a generic instance
of a set of counterfactuals generated by a certain query. Recall
that OM denotes the decision boundary of m. As implied by the theorem, for any & € OM, the devi-
ation of the surrogate model output from the target model output is bounded above by a multiple of
the distance between « and the counterfactual that lies closest to it, given that all the counterfactuals
satisfy m(w) = m(w). Knowing that m(w) = 0.5, we may design a loss function which forces
m(w) to be 0.5 (see Section . Consequently, with a sufficient number of well-spaced counterfac-
tuals to cover OM, we may achieve arbitrarily small |m(x) — m(x)| at the decision boundary of m

(Figure|[3).

Note that, the above mechanism merely aligns the decision boundaries of the target and surrogate
models. Hence, to guarantee that the classes are not switched (i.e., to guarantee m(x) > 0.5 —
m(x) > 0.5 and vice versa), the surrogate model needs to be trained on at least some points that lie
further away from the decision boundary, in addition to the counterfactuals.

Remark 3 (Extensions to Other Contours). This strategy can be extended to approximate any given
contour My, = {x € [0,1]? : m(x) = k}. It can be helpful in cases where the counterfactual
generating algorithm provides counterfactuals that lie on OMy, for some k > 0.5, e.g., due to
constraints imposed by robustness (Upadhyay et al., 2021 |Hamman et al.| | 2023} |Black et al.| |2022),
given that the attacker knows the value of k.

It is worth noting that the above strategy overcomes two challenges beset in existing works; (i)
the problem of decision boundary shift (particularly with one-sided counterfactuals) present in the
method suggested by |Aivodji et al.| (2020) and (ii) the need for counterfactuals from both sides of
the decision boundary in the methods of |Aivodji et al.|(2020) and [Wang et al.| (2022)).
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3.3 AN ANALYSIS OF THE ATTACK BASED ON THE LIPSCHITZ CONTINUITY

We now present a complexity result for the strategy outlined in Section 3.2} Even though the attack
is valid for a decision boundary of any shape, here, we assume conditions similar to Theorem 2] for
analytical tractability.

Theorem 4. Consider a pair of y-Lipschitz continuous target and surrogate classifiers, m(x) and
m(x)(z € [0,1]9), respectively, with m(zx) having a convex decision boundary (specifically, the
set {x € [0,1]% : |m(z)] = 1} is convex). Assume the explanation mechanism provides closest
counterfactuals. For any point x on the decision boundary of m, |m(x) — m(x)| < € can be

d—1
achieved by {Qd (L Véd_l — 1) -‘ number of queries.

We provide a constructive proof for Theorem []in Appendix [A.4] As a
proof sketch, consider the following line of arguments. First, a net of

points (an 7-cover) is constructed over the (d — 1) —dimensional faces of Max dist=1
the d-dimensional hypercube (see Figure[6). Next, from Theorem [T} we oo 0 0 0

observe that the closest counterfactual of a point is equivalent to its pro- © o0 00

jection onto the decision boundary. Therefore, the counterfactuals of the ° o 00 .}5
n-cover over the hypercube form an 7-cover over the decision boundary, | . ¢ & ® ¢ ®

due to the contraction of distance between points when projected onto |0® *d°® *® '}6

a convex hypersurface (Aleksandrov} [1967, Chapter III Lemma 2). The
n-cover over the decision boundary upper-bounds || — w]|| for all « on
the decision boundary, where w is the counterfactual from the n-cover
which is closest to x. Substituting this upper-bound in the right-hand
side of the inequality in Theorem [3] along with some algebraic manipu-
lations yields the result.

Figure 6: n-net Nj; on a
2-dimensional face of a
3-dimensional unit cube.

Monotonicity of a classifier (see Definition[7) has been identified as a highly desirable property for
preserving fairness and explainability (Liu et al.||2020). The classifier being monotonic, in addition
to having a convex decision boundary, allows a reduction in the required number of queries, as stated
in the corollary below (Appendix [A:4] presents a proof).

Corollary 1. Assume m(x) to be monotonic in q(< d) features, in addition to the assumptions in
Theorem 4| Then, for any point x on the decision boundary of m, |m(x) — m(x)| < € can be

d—1
achieved by {(Qd -q) <L Vedfl - 1) -‘ number of queries.

4 EXPERIMENTS

While the primary contribution of this work is theoretical, in this section we fur-
ther present empirical evidence corresponding to the results presented in Section [3

Query complexity - Spherical boundary

Verifying Theorem [2} We carry out the attack described
in Section in a synthetic setting where the model has
a spherical decision boundary since they are known to
be more difficult for polytope approximation (Arya et al.|
2012). Figure[7]presents a log-log plot comparing the theo-
retical and empirical query complexities for several dimen-
sionality values d. The empirical approximation error de-
cays faster than n=2/(?=1) as predicted by Theorem 2| (see
Appendix [B.T] for more details).

Next we present details of the experiments corresponding 4
to the attack proposed in Section[3.2]

In(n)

Model architectures: The classifiers are neural networks
whose decision boundaries are not necessarily convex. All
the target models use binary cross entropy as the loss func-
tion. The surrogate models use either a binary cross entropy

Figure 7: A synthetic experiment for
verifying Theorem [2] Dotted and
solid lines indicate the theoretical and
empirical rates of convergence.
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loss (based on |Aivodji et al.| (2020), named “Baseline”) or a modified version of the binary cross
entropy loss which treats counterfactuals differently (named “Proposed”). The modified loss func-
tion is given in Equation [5| Let y(x) denote the target model’s prediction received from the
associated with the input instance . We assume that the counterfactuals are distinguishable from
the ordinary instances, and assign them a label y(w) = 0.5. Then,

Li(m,y) = ﬁ Z (]l ly(x) = 0.5,m(x) < k| {klog (ﬁz?w)) + (1 —k)log (11_ﬁ7,](€:13)) }

Here, D denotes the set of all query instances and the counterfactuals. This loss function ensures
m(w) ~ k for the counterfactuals w. The first term accounts for the counterfactuals, where they
are assigned a non-zero loss if the surrogate model’s prediction is below k. Furthermore, this term
averts the effects of counterfactuals that lie farther inside the favorable region, which are the result of
imperfections in the generating mechanisms. The second term is the ordinary binary cross-entropy
loss, which becomes non-zero only for ordinary query instances. Note that substituting & = 1
in Ly (m,y) yields the ordinary binary cross entropy loss. It is noteworthy that this approach is
different from the broad area of soft-label learning [Nguyen et al.[ (2011ajb) in two major aspects:
(1) the labels in our problem do not smoothly span the interval [0,1] — instead they are either O, 1
or 0.5; (ii) labels of counterfactuals do not indicate a class probability — the class is strictly y = 1,
and hence, the counterfactuals that are well within the surrogate decision boundary do not cause a
penalty even if their label is k # 1.

Experimental setup: We experiment with two counterfactual generating methods, namely,
[Counterfactual Explanations| (DICE)) due to Mothilal et al.| (2020), and the minimum cost counter-
factuals (denoted by MCCF) by Wachter et al.|(2017). Fidelity is used for evaluating the agreement
between the models. It is evaluated over both uniformly generated instances (denoted by Dy,;) and
test data instances from the data manifold (denoted by Dy ) as the reference dataset Dy.r. We com-
pare the “Proposed” surrogate models against the “Baseline” surrogate models.

The experiments were carried out as follows:

1. Randomly initialize the target model and train using Dyy,.
2. Initialize A as the placeholder for results from the queries. The results include labels pre-
dicted by the target model for all the query instances (i.e., {|m(x)] : © € D}), and
counterfactuals for the query instances with label 0 (i.e., {g,, () : @ € D, [m(x)] = 0}).
Generate a random seed R for initializing surrogate models.
Fort=1,2,...,T:
(a) Query for IV data points from the attack dataset D,y,cx and append the results to A.
(b) Initialize all surrogate models with R and train on A, where the loss function is
Ly (m,y) for “Baseline” models and L (,y),0 < k < 1 for “Proposed” models.

(c) Record ¢ and the corresponding fidelities over D).

5. Repeat steps 1, 2, 3 and 4 for .S number of times and calculate average fidelities for each ¢,
across repetitions.

Based on the experiments of |Aivodji et al.| (2020) and Wang et al.[ (2022), we select T, N = 20
and S = 100. The value of k was determined empirically. In practice, this can be done based on
probability predictions received through the [API| (Tramér et all, 2016) or by brute-forcing based on
cross-validation scores. For more details on the experimental setup, see Appendix [B]

W

Results: Figure [§] illustrates the results of the experiments conducted on a synthetic dataset. In
the figure, it is clearly visible that the “Baseline” model is affected by a decision boundary shift.
In contrast, the “Proposed” model’s decision boundary closely approximates the target decision
boundary. More details corresponding to this experiment are given in Appendix BT}

Table [I] provides the fidelity of “Proposed” and “Baseline” surrogate models on real-world data,
evaluated over Dy and Dyy; as Dyer. In all cases, the “Proposed” surrogate model performs either
better or similar to the “Baseline” surrogate model. Additional experiments on real-world datasets
are detailed in Appendix
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Target Model Baseline Model Proposed Model

Training data
A Counterfactuals
' * Queries w/ Lm(x)-|=l

* Queries w/ Lm(x)1=0

Pl | g9 ol S *
0.4 0.6 0.8 10 0.0 0.2 10
1 x1

Figure 8: A 2-dimensional demonstration of the proposed attack. Orange and blue shades denote the
favorable and unfavorable decision regions of each model. Circles denote the target model’s training
data. The value of k is set to k = 0.5.

Table 1: Fidelity for real-world datasets achieved with 400 queries. Values presented are the aver-
ages =+ standard deviations (as percentages) over an ensemble of size 100.

Architecture known (model 0) Architecture unknown (model 1)

]D)test Duni ]Dtest Duni
Base. Prop. Base. Prop. Base. Prop. Base. Prop.
o MCCF 91+£3.2 94432 84432 91+£32 91£4.5 94432 84+3.2 90+3.2

X
P,é“\\ DiICE  9143.2 93£3.2 87445 90+3.2 91£3.2 92432 87+4.5 89+4.5
b MCCF 9243.2 96£2.0 94+1.7 96+2.0 91£89 96+3.2 94+2.0 94489
C/Oﬂ\<2 DiCE  96+1.7 96£1.7 934+2.0 95+1.7 95£1.7 954£5.5 93+1.7 94+1.7

¢ MCCF 8948.9 99+0.9 95422 96+1.4 90£7.7 97+4.5 95£2.2 95£11.8
OCC DIiCE  98+1.7 98+1.0 94+1.7 95+1.4 97£2.0 98%+1.7 94+£1.7 95+1.7
MCCF 91+4.7 96£2.2 9242.8 94+2.4 90£7.4 95+5.5 91£3.3 93+3.2
Q&»\” DiICE  954+2.6 95£2.6 94424 95+2.0 95£4.5 95+4.5 93+2.6 94424

Conclusion: We introduce two model extraction strategies aided by counterfactuals, along with the
analyses of the corresponding query complexities under a few constraints. The two attacks exploit (i)
properties of closest counterfactuals; and (ii) the Lipschitz continuity of target and surrogate models,
respectively. Our work addresses an important knowledge gap in the existing literature by providing
theoretical guarantees. Furthermore, our attacks address the issue of decision boundary shift amidst
a system providing one-sided counterfactuals. Experiments demonstrate a significant improvement
in fidelity compared to the baseline method proposed in/Aivodji et al.[(2020) for the case of one-sided
counterfactuals. In a broader notion, we demonstrate that one-sided counterfactuals can be used for
perfecting model extraction attacks, exposing a potential vulnerability in [MLaaS| platforms. Given
the importance of counterfactuals in explaining model predictions, we hope our work will inspire
countermeasures and defense strategies, paving the way toward secure and trustworthy machine
learning systems.

Limitations and future work: One limitation of our theoretical results is the assumption of a con-
vex decision boundary. While this assumption is satisfied in some settings [Amos et al.| (2017), it is
not often the case. In addition, the derivations require the counterfactual generating mechanisms to
provide the closest counterfactuals. Any relaxation to these assumptions are paths for exploration.
We note that the attack proposed in Section [3.2] remains valid as long as the majority of counter-
factuals lie closer to the decision boundary; they need not be the closest ones to the corresponding
original instances. Utilizing techniques in active learning in conjunction with counterfactuals is an-
other problem of interest. Extending the results of this work for multi-class classification scenarios
can also be explored. Our findings also highlight an interesting connection between Lipschitz con-
stant and vulnerability to model extraction, which could also have implications for future work on
generalization, adversarial robustness, etc.
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A PROOFS

A.l1 PROOF OF LEMMA [[] AND THEOREM 1]

Lemma 1. Let S(z) = 0 and T (x) = 0 denote two differentiable hypersurfaces in R?, touching
each other at point w. Then, S(x) = 0 and T (x) = 0 have a common tangent hyperplane at w.

Proof. From Definition[3] there exists a non-empty neighborhood 5,,, around w, such that V& € By,
with S(x) = 0 and  # w, only one of 7 (x) > 0or 7(x) < 0 holds. Let x = (z1,22,...,2q)
and x[, denote  without x), for 1 < p < d. Then, within the neighborhood B,,, we may re-
parameterize S(x) = 0 as x, = S(x[,]). Note that a similar re-parameterization denoted by x, =
T(z(,)) can be applied to T () = 0 as well. Let Ay, = {@) : ® € By \ {w}}. From Deﬁnition
all z € By, \ {w} satisfy only one of 7(x) < 0 or 7 (x) > 0, and hence without loss of generality
the re-parameterization of 7 (x) = 0 can be such that S(x[,) < T'(x[,)) holds for all [, € As,.
Now, define F'(z[,) = T(x[,) — S(x[)). Observe that F(x[,) has a minimum at w and hence,
Va,, F(wy)) = 0. Consequently, Vg T(w,)) = Vi, S(wy,)), which implies that the tangent
hyperplanes to both hypersurfaces have the same gradient at w. Proof concludes by observing that
since both tangent hyperplanes go through w, the two hypersurfaces should share a common tangent
hyperplane at w. O

Theorem 1. Let S denote the decision boundary of a classifier and x € [0, 1]¢ be any point that is
not on S. Then, the line joining x and its closest counterfactual w is perpendicular to S at w.
Proof. The proof utilizes the following lemma.

Lemma 2. Consider the d-dimensional ball Cy centered at x, with w lying on its boundary (hence

Cy intersects S at w). Then, S lies completely outside Cy.

The proof of Lemma 2] follows from the following contradiction. Assume a part of S lies within Cy.
Then, points on the intersection of S and the interior of C,, are closer to x than w. Hence, w can no
longer be the closest point to «, on S.

From Lemma[2] C, is touching the curve S at w, and hence, they share the same tangent hyperplane
at w by Lemma[I] Now, observing that the line joining w and x, being a radius of C, is the normal

to the ball at w concludes the proof (see Figure[J). O
Target
Boundary
/¥~ Tangent
Counterfactual

Figure 9: Line joining the query and its closest counterfactual is perpendicular to the decision bound-
ary at the counterfactual. See Theoremm for details.

We present the following corollary as an additional observation resulting from Lemma 2]

Corollary 2. Following Lemma[2} it can be seen that all the points in the d-dimensional ball with
x as the center and w on boundary lies on the same side of S as x.

13
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A.2 PROOF OF THEOREM[2]

Theorem 2. Let m be the target binary classifier whose decision boundary is convex (i.e., the set
{x € [0,1]¢ : |m(x)] = 1} is convex) and has a continuous second derivative. Denote by M,
the polytope approximation of m constructed with n supporting hyperplanes obtained through i.i.d.
queries. Assume that the fidelity is evaluated with respect to a D,.; which is uniformly distributed

over [0, 1]%. Then, when n — oo the expected fidelity oan is given by

E [Fidmymrqf(ﬂ;_fn) — 1 3)
where € ~ O (n_ﬁ> and the expectation is over both M,, and Dyer.

Proof. We first have a look at Boroczky Jr & Reitzner| (2004, Theorem 1 (restated as Theorem [3]
below)) from the polytope theory. Let M be a compact convex set with a second-order differen-
tiable boundary denoted by OM. Let aq,...,a, be n randomly chosen points on OM, distributed
independently and identically according to a given density dgy. Denote by H (a;) the supporting
hyperplane of M at a;. Assume C' to be a large enough hypercube which contains M in its interior.

Now, define
M, = (| Hy(a;)NC (6)
=1

which is the polytope created by the intersection of all the supporting hyperplanes. The theorem
characterizes the expected difference of the volumes of M and M,,.

Theorem 5 (Random Polytope Approximation, (Boroczky Jr & Reitzner, [2004)). For a convex
compact set Ml with second-order differentiable OM and non-zero continuous density dgyy,

E[V(,) - VM)| = 7 (0M,d)n~ 7T + 0 (n=7°T) 7)

asn — oo, where V (-) denotes the volume (i.e., the Lebesgue measure), and 7(0M, d) is a constant
that depends only on the boundary OM and the dimensionality d of the space.

Let x;,% = 1,...,n be n i.i.d queries from the |m(x)] = 0 region of the target model. Then, their
corresponding counterfactuals g,,(x;) are also i.i.d. Furthermore, they lie on the decision boundary
of m. Hence, we may arrive at the following result.

Corollary 3. Let M = {z € [0,1]¢ : |m(x)] = 1} and M,, = {z € [0,1]¢ : {Mn(az)-l = 1}.
Then, by Theorem/3]
E [V(Mn) _ V(M)} ~O (n—*) ®)

when n — oc. Note that Ml C M, and hence, the left-hand side is always non-negative.

From Definition [3| we may write

E [Fidm,ﬂ)mr(Mn)}

_E Wlf\ S &1 [lm()] = |30 ] [ D] ©)
T XDyt

= |D1ref|E X;mefIP’ “m(xﬂ = LMn(X)—‘ )XH (" query size is fixed) (10)

—P [Lm(xﬂ - {MH(X)H (- x’s are i.i.d.) (11)

_ /Mnn»[tmuﬂ = [92.09] [31,%) = ()] B [ (x) = )] i 12)

where M, is the set of all possible m,,’s.

14
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Now, by noting that

we may obtain

E {Fidm,mmr(m)] =1- / P {Lm(Xﬂ # L

n

(M) = V(M) _ 7~ . .
1 /M Wp [¥8,(x) = 1 ()] i

=1 for unit hypercube

(*. X’s are uniformly distributed) (15)
~1-E {V(Mn) - V(M)} . (16)

The above result, in conjunction with Corollary [3] concludes the proof. O

A.3 PROOF OF THEOREM[3]

Theorem 3. Suppose the target (m(x)) and the surrogate (h(x)) models are ~y-Lipschitz continu-
ous. Assume m(w) = m(w) for some w € [0,1]%. Then, for any x € [0,1]%, the difference between
the outputs of the two models is bounded from above as follows;

[m(z) —m(x)| < 27[|z — w,. )
Proof.
[m(z) —m(z)| = |[m(z) —m(w) - (m(z) - m(w))| (17
= [m(x) —m(w) = (m(z) —m(w))| (18)
< |m(z) — m(w)| + |m(x) — m(w)| (19)
<yllz—wll2 <ylle—wl|2
< 29[|z — wl|2 (20)
where the first inequality is a result of applying the triangle inequality and the second follows from
the definition of Lipschitz continuity (Definition [6). O

A.4 PROOF OF THEOREM [4 AND COROLLARY[]]

Theorem 4. Consider a pair of y-Lipschitz continuous target and surrogate classifiers, m(x) and
m(zx)(x € [0,1]%), respectively, with m(zx) having a convex decision boundary (specifically, the
set {z € [0,1]¢ : |m(z)] = 1} is convex). Assume the explanation mechanism provides closest
counterfactuals. For any point x on the decision boundary of m, |m(x) — m(x)| < € can be

— d—1
achieved by [Zd (% — 1) —‘ number of queries.

Proof. An n-covering over the faces of the unit hypercube can be constructed as follows. Consider

a net of points, As, on a given face of the unit hypercube, such that the outermost points are § away
from the (d — 2)-dimensional edges and each point is § away from its closest neighbors (see Figure
[6). The cardinality of this net can be calculated as follows;

|N5| = # points on a face 21
= (# points along a single dimension of a face)d’1 (22)

B length of a side ] -t
~ \_gap between points

1 d—1
= (5 - 1) . (24)

15
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Note that any point on the (d— 1)-dimensional face of the hypercube is no further than v/d — 16 from
a point belonging to N. Consequently, if we have similar nets on each face of the d-dimensional
unit hypercube, the maximum distance from any point on the surface of the hypercube to a point
belonging to the composite net Ns is v/d — 16. Since the hypercube has 2d faces, |N;| = 2d|N| =

2d (1 — 1)d_1. Letting 7 = v/d — 16 and simplifying for | 5| gives
d—1
vd—1
Ns = {2d< - 1> w . (25)

n

Now, by querying explanations for the points belonging to this n-cover on the hypercube, we obtain
an 7)-cover over the convex decision boundary of the target model. This is a consequence of combin-
ing Theorem [I] with the fact that projecting the points on the faces of the hypercube onto the convex
hypersurface would only reduce the distance between them (Aleksandrov, 1967, Chapter III Lemma
2). The n-cover over the decision boundary guarantees || — w||s < 7, where x is any point on
the target decision boundary and w is its closest counterfactual. We may obtain the final result by
letting 7 = €/2~ and by replacing the right-hand side of Theorem with the new upper-bound. [

Corollary 1. Assume m(x) to be monotonic in q(< d) features, in addition to the assumptions in
Theorem 4| Then, for any point x on the decision boundary of m, |m(x) — m(x)| < € can be

d—1
achieved by {(2d —q) (2"7 Ved_l - 1) -‘ number of queries.

Proof. Assume that m(x) is monotonic in the feature z; (see Definition . Then, from the two
faces of the unit hypercube at ; = 0 and x; = 1, it is sufficient to query only from the face at
x; = 0, since the query points on the other face will result counterfactuals that lie on the face itself.
Note that the information provided by such counterfactuals is already available by knowing that
is monotonic. Extending the argument to all the ¢ monotonic features will reduce queries from ¢
faces, which concludes the proof. O

B EXPERIMENTAL DETAILS AND ADDITIONAL RESULTS
In this section, we provide details about our experimental setup with additional experimental results.

B.1 DETAILS OF SYNTHETIC EXPERIMENTS

We carry-out two synthetic experiments: one to demonstrate the validity of Theorem [2]and the other
to visualize the attack proposed in Section 3.2}

Experiment for verifying Theorem [2; This experiment includes approximating a spherical deci-
sion boundary in the first quadrant of a d—dimensional space. The decision boundary is a portion of
a sphere with radius 1 and the origin at (1,1, ...,1). The input space is assumed to be normalized,
and hence, restricted to the unit hypercube. See Section [3.1]for a description of the attack strategy.
Figure |10| presents a visualization of the experiment in the case where d = 2. Figure [/| presents a
comparison of theoretical and empirical query complexities for d greater than 2.

Experiment to visualize attack proposed in Section[3.2} This experiment is conducted on a syn-
thetic dataset which consists of 1000 samples generated using the make_moons function from the
sklearn package. Features are normalized to the range [0, 1] before feeding to the classifier.
Model architectures are given below:

Target model:

Input(2) ———| Dense(10, ReLU) ———| Dense(20, ReLU) ——— Dense(20, ReLU) ———| Dense(10, ReLU) ———| Dense(1, Sigmoid)

Surrogate model:

Input(2) ——— Dense(10, ReLU) ———| Dense(20, ReLU) ——— Dense(20, ReLU) ———| Dense(1, Sigmoid)
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Figure 10: Synthetic attack for verifying Theorem [2| in the 2-dimensional case. Red dots repre-
sent queries and blue dots are the corresponding closest counterfactuals. Dashed lines indicate the
boundary of the polytope approximation.
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Figure 11: Misclassifications w.r.t. to the target model, over D, and D as the reference datasets
for the 2-dimensional demonstration in Figure[8] “Baseline” model causes a large number of mis-
classifications w.r.t. the “Proposed” model.

All the layers are L2-regularized with a regularization coefficient of 0.001. Each model is trained
for 100 epochs with a batch size of 32. Since the intention of this experiment is to demonstrate
the functionality of the modified loss function given in equation[5] a large query of size 200 is used,
instead of performing multiple small queries. An empirically determined value of k£ = 0.5 was used,
along with MCCF as the counterfactual generating method. Figure[§]shows how the original model
extraction attack proposed by |Aivodji et al.| (2020) suffers from the boundary shift issue, while the
model with the proposed loss function overcomes this problem. Figure [[T]illustrates the instances
misclassified by the two surrogate models.

B.2 DETAILS OF EXPERIMENTS ON REAL-WORLD DATASETS

We use four publicly available real-world tabular datasets (namely, Adult Income, COMPAS,
DCCC, and HELOC) to evaluate the performance of the proposed attack. The details of these
datasets are discussed next.

* Adult Income: The dataset is a 1994 census database with information such as educational
level, marital status, age and annual income of individuals (Becker & Kohavi, [1996). The
target is to predict “income”, which indicates whether the annual income of a given person
exceeds $50000 or not (i.e., y = L[income > 0.5]). It contains 32561 instances in total
(the training set), comprising of 24720 from y = 0 and 7841 from y = 1. To make the
dataset class-wise balanced we randomly sample 7841 instances from class y = 0, giving
a total effective size of 15682 instances. Each instance has 6 numerical features and 8
categorical features. During pre-processing, categorical features are encoded as integers.
All the features are then normalized to the range [0, 1].
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* Home Equity Line of Credit (HELOC): This dataset contains information about cus-
tomers who have requested a credit line as a percentage of home equity [FICO) (2018)).
It contains 10459 instances with 23 numerical features each. Prediction target is
“is_at_risk” which indicates whether a given customer would pay the loan in the fu-
ture. Dataset is slightly unbalanced with class sizes of 5000 and 5459 for y = 0 and
y = 1, respectively. Instead of using all 23 features, we use the following subset of 10
for our experiments; “estimate_of_risk”, “net_fraction_of_revolving_burden”, “percent-
age_of legal_trades”, “months_since_last_inquiry_not_recent”, “months_since_last_trade”,
“percentage_trades_with_balance”, “number_of _satisfactory _trades”, “aver-
age_duration_of resolution”, ‘“nr_total_trades”, ‘“nr_banks_with_high ratio”. ALl the
features are normalized to lie in the range [0, 1].

* Correctional Offender Management Profiling for Alternative Sanctions (COMPAS): This
dataset has been used for investigating racial biases in a commercial algorithm used for
evaluating reoffending risks of criminal defendants (Angwin et al.l 2016)). It includes 6172
instances and 20 numerical features. The target variable is “is_recid”. Class-wise counts
are 3182 and 2990 for y = 0 and y = 1, respectively. All the features are normalized to the
interval [0, 1] during pre-processing.

¢ Default of Credit Card Clients (DCCC): The dataset includes information about credit card
clients in Taiwan |Yeh| (2016). The target is to predict whether a client will default on
the credit or not, indicated by “default.payment.next.month”. The dataset contains 30000
instances with 24 attributes each. Class-wise counts are 23364 from y = 0 and 6636 from
y = 1. To alleviate the imbalance, we randomly select 6636 instances from y = 0 class,
instead of using all the instances. All the attributes are numerical, and normalized to [0, 1]
during pre-processing.

Two surrogate model architectures, one exactly similar to the target architecture (model O - known
architecture) and the other slightly different (model 1 - unknown architecture), are tested. Model
architectures are as follows:

Target model/Surrogate model O:

Input ———| Dense(20, ReLU) ———| Dense(10, ReLU) ——— Dense(1, Sigmoid)

Surrogate model 1:

Input ———| Dense(20, ReLU) ———| Dense(10, ReLU) ——— Dense(5, ReLU) ———| Dense(1, Sigmoid)

Each layer is L2-regularized with a regularization coefficient of 0.001. Each model is trained for
200 epochs with a batch size of 32. Values of & used were 0.5 for MCCF and 0.8 for [DiCE}

Primary results: Figures|12|and[14|illustrate the fidelities achieved by the two model architectures

described above. Figures|I3|and ghow the corresponding variances of the fidelity values over 100

realizations. It can be observed that the variances diminish as the query size grows, indicating more

stable model extractions. Figure|l6|compares the rate of convergence of the empirical approximation
ref

errorie., 1 — E [Fide
—2/(d-1)

error decays faster than n .

(]V[n) with the rate predicted by Theorem Notice how the empirical

Figure[T7]illustrates the dependence of the attack performance on the Lipschitz constant of the target
model. Following|Gouk et al.[(2021)), we approximate the Lipschitz constant of a neural network by
the product of the spectral norms of the weight matrices. We achieve different Lipschitz constants
by controlling the L2-regularization of the layer weights while training the target model. The plots
indicate that a higher Lipschitz constant affects adversely for model extraction.

Additional results: We perform additional experiments on a variety of model architectures and
counterfactual generating mechanisms. These experiments demonstrate the generalizability of the
attack proposed in Section[3.2} Experimental details are provided in Table 2] while Figure [T8]illus-
trated the results. In all the cases, the “Proposed” models surpass “Baseline”” models in performance.

18



Under review as a conference paper at ICLR 2024

Adult Income COMPAS DCCC HELOC
Over test data Over test data Over test data Over test data
0.95 - = 0.950
0.90 0975
0.85 0.90 0.950 0.925
..0.80 0.925 0.900
= 0.85
< 0.900
Zo7s ’ 0.875 [/
(' . . . iy .
-------------- 0.8751 /
0.70 Baseline0 0.80 Baseline0 Baseline0 |y g5q / Baseline0
—— Proposed0 i —— Proposed0 |y g5 ! —— Proposed0 i —— Proposed0
0.651 3 e Baselinel | __|f - Baselinel | || = - Baselinel 0-825; | - Baselinel
i . 0.825
0.60! ! Proposedl Proposed1 ! Proposedl 0.800| ! Proposed1
100 200 300 400 100 200 300 400 100 200 300 400 100 200 300 400
Query size Que!’y size Query size Query size
Over uniform data Over uniform data Over uniform data Over uniform data
0.90
0.88
0.86
2
$0.84
T
= . . 0.88 . .
0.82| [}/ BaselineO | | [ = - Baseline0 | | [[ Baseline0 7SN Baseline0
0.80] / — Prop0§ed0 0.88 — Propo.sedO 0.86 —T Prop0§ed0 0.881 /! — Propo.sedO
/e Baselinel | || = - Baselinel N I Baselinel | |/ = - Baselinel
0.781 ] —— Proposedl 0.86 —— Proposedl ’ —— Proposedl | ggg —— Proposedl
100 200 300 400 100 200 300 400 100 200 300 400 100 200 300 400
Query size Query size Query size Query size

Figure 12: Fidelity for real-world datasets with DiCE as the counterfactual generating mechanism.
Solid lines indicate “Proposed” models. Dashed lines indicate “Baseline” models. Colors corre-
spond to the model architecture.
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Figure 13: Variance of fidelity for real-world datasets with DiCE as the counterfactual generating
mechanism. Solid lines indicate “Proposed” models. Dashed lines indicate “Baseline” models.
Colors correspond to the model architecture.
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Figure 14: Fidelity for real-world datasets with MCCF as the counterfactual generating mechanism.
Solid lines indicate “Proposed” models. Dashed lines indicate “Baseline” models. Colors corre-
spond to the model architecture.
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Figure 15: Variance of fidelity for real-world datasets with MCCF as the counterfactual generating
mechanism. Solid lines indicate “Proposed” models. Dashed lines indicate “Baseline” models.
Colors correspond to the model architecture.
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Figure 16: A comparison of the query complexity derived in Theorem IZI with the empirical query
complexities obtained on the Adult Income and HELOC datasets. The graphs are on a log-log
scale. We observe that the analytical query complexity is an upper bound for the empirical query
complexities. All the graphs are recentered with an additive constant for presentational convenience.
However, this does not affect the slope of the graph, which corresponds to the complexity.
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Figure 17: Dependence of fidelity on the target model’s Lipschitz constant. The approximations of
the Lipschitz constants are shown in the legend with standard deviations within brackets. Lipschitz
constants are approximated as the product of the spectral norm of weight matrices in each model.
MCCF is used as the counterfactual generating method. With a higher Lipschitz constant, the fidelity
achieved by a given number of queries tend to degrade.

Table 2: Details of additional experiments demonstrating the generalizability of the proposed attack.
See Figure |T_8| for results.

Dataset Counterfactual generating method  Hidden layer sizes
Target: 10, 30, 10
Surrogate0: 10, 10
Surrogatel: 10, 20
Target: 20, 30, 10
Surrogate0: 30, 30, 10
Surrogatel: 10, 20
Surrogate2: 20, 30, 10
Target: 10, 30, 10
Surrogate0: 10
Surrogatel: 10, 30, 20
All the hidden layers are dense and the activations are ReLU. L2 regularization with a coeffi-
cient of 0.001 has been used. All the output layer activations are Sigmoid.

Experiment A COMPAS MCCF L2-norm

Experiment B DCCC MCCF L1-norm

Experiment C ~ Adult Income = MCCF L1-norm
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Figure 18: Additional experiments on different model architectures and counterfactual generating
methods. Details are given in Table 2] Results indicate that the performance is independent of
model architecture as long as the surrogate models are closer to the target model in complexity,
which is also an observation made by [Aivodji et al.| (2020). Furthermore, the “Proposed” models
perform better than the “Baseline” models irrespective of the type of the cost function ¢(z, w) used
in the counterfactual generation mechanism, given that the generated counterfactuals lie closer to
the decision boundary.
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Figure 19: Results corresponding to the Adult Income dataset with queries sampled from biased
versions of the dataset (i.e., a biased Dyyck ). The version used in Figure contains 24720 and
7841 examples from classes y = 0 and y = 1, respectively. The version corresponding to Figure
@contains 2472 and 7841 examples from classes y = 0 and y = 1, respectively.
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