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ABSTRACT

This paper proposes a guaranteed defense method for large language models
(LLMs) to safeguard against jailbreaking attacks. Drawing inspiration from the
denoised-smoothing approach in the adversarial defense domain, we propose
a novel smoothing-based defense method, termed Disrupt-and-Rectify Smooth-
ing (DR-Smoothing). Specifically, we integrate a two-stage prompt processing
scheme—first disrupting the input prompt, then rectifying it—into the conven-
tional smoothing defense framework. This disrupt-and-rectify approach improves
upon previous disrupt-only approaches by restoring out-of-distribution disrupted
prompts to an in-distribution form, thereby reducing the risk of unpredictable
LLM behavior. In addition, this two-stage scheme offers a distinct advantage in
striking a balance between harmlessness and helpfulness in jailbreaking defense.
Notably, we present a theoretical analysis for generic smoothing framework, of-
fering a tight bound for the defense success probability and the requirements on
the disruption strength. Our approach can defend against both token-level and
prompt-level jailbreaking attacks, under both established and adaptive attacking
scenarios. Extensive experiments demonstrate that our approach surpasses current
state-of-the-art defense methods in terms of both harmlessness and helpfulness.

1 INTRODUCTION

With the wide deployment of large language models (LLMs) such as ChatGPT Brown et al.[(2020),
research on trustworthy Al has garnered significant attention Ouyang et al.[(2022); Bai et al.|(2022);
Korbak et al.| (2023). One key technique is Al alignment, which aims to ensure that LLMs are
aligned with human values and adhere to human intent. For instance, this involves preventing LLMs
from generating objectionable responses to harmful queries posed by users.

While schemes like reinforcement learning from human feedback (RLHF) Ziegler et al.[(2019) have
been effective in preventing public chatbots from generating obviously inappropriate content in di-
rect queries, it has been demonstrated that a particular type of attack, known as the jailbreaking
attack, can bypass such alignment safeguards and prompt LLMs to generate harmful content Wei
et al.| (2023). For instance, Andy Zou’s groundbreaking work Zou et al.| (2023) revealed that a
specific prompt suffix could be used to jailbreak most popular LLMs.

To defend LLMs against jailbreaking attacks, several defensive approaches have been proposed,
such as detection-based |Alon & Kamfonas| (2023), input preprocessing-based Kirchenbauer et al.
(2024); Provilkov et al.| (2020), and robust optimization-based Jain et al| (2023); Mazeika et al.
(2024) methods. Input preprocessing-based methods offer a significant advantage in black-box de-
fense settings, as they can provide defense with only API access to the LLM, without requiring any
knowledge of the LLM’s internal architecture or parameters. SmoothLLM Robey et al.|(2024) is
such a representative method that generates multiple randomly perturbed variants of a given input
prompt and subsequently aggregates the LLM outputs to identify potential jailbreak attempts.

Particularly, SmoothLLM applies character-level perturbations—such as Insert, Swap, and
Patch—to the input prompts and feeds these perturbed prompts directly to the LLMs. Clearly, such
perturbed prompts constitute out-of-distribution inputs for the target LLM, as they were never en-
countered during its training. Therefore, there is an inherent risk that the LLM may fail to correctly
interpret such perturbed prompts, potentially leading to unpredictable or undesired behavior.
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To address this limitation, we introduce a novel jailbreaking defense method, termed Disrupt-and-
Rectify Smoothing (DR-Smoothing). Specifically, our DR-Smoothing first randomly disrupts mul-
tiple copies of an input prompt, then rectifies them through the rectification module. Subsequently,
the rectified results are fed into the LLM and aggregated to produce the final responds via major-
ity voting. Our DR-Smoothing can be viewed as an extension of SmoothLLM, evolving from a
Disrupt-only approach to a Disrupt-and-Rectify two-stage approach. Obviously, our rectification
module restores these out-of-distribution disrupted prompts to in-distribution form, thereby elimi-
nating the risk of undesired LLM behavior.

Notably, our approach draws inspiration from Denoised Smoothing (DS)|Salman et al.|(2020) in the
adversarial learning domain, which augments traditional adversarial smoothing by introducing a
denoiser. Traditional adversarial smoothing schemes, such as Randomized Smoothing (RS) |Cohen
et al.[(2019)), operate by adding Gaussian noise to the input image and then aggregating the classifier
predictions via majority voting, thereby requiring the underlying classifier to be inherently robust to
substantial Gaussian noise. By contrast, DS relaxes this stringent robustness requirement through
the inclusion of a denoising step.

Our DR-Smoothing transfers this idea from the adversarial learning domain to the realm of jailbreak
defense and adopts a similar strategy to enhance SmoothLLM. The prompt rectification module in
our approach plays the same role of denoiser in DS, while our “disrupt-and-rectify”” prompt process-
ing mirrors the “noise-adding and denoising” image processing used in DS.

Compared with SmoothLLLM, our approach can restore out-of-distribution gibberish text to normal
text, enabling the LLM to operate in a more predictable and reliable manner. Besides, our two-
stage scheme provides a distinct advantage in balancing harmlessness and helpfulness, effectively
rejecting harmful queries while delivering appropriate and reliable responses to benign ones.

On the other hand, most of existing defense methods offer only empirical performance results, with-
out furnishing any theoretical analysis and formal guarantees for their Defense Success Probability
(DSP). In this paper, we present a rigorous mathematical formulation for these smoothing-based de-
fensive methods, offering a tight bound for the DSP and the requirements on the disruption strength.
Specifically, our theorem implies that if the disruption strength surpasses a certain threshold, it en-
sures that smoothing-based defense methods attain a sufficiently high defense success probability.
Moreover, leveraging this theoretical analysis, we elucidate why our two-stage smoothing scheme
outperforms single-stage smoothing approaches.

To evaluate our approach, we incorporate both token-level and prompt-level jailbreaking methods,
namely GCG and PAIR, into our experiments. Moreover, we compare our approach with five state-
of-the-art defense methods. The evaluation results demonstrate that our approach effectively en-
hances both harmlessness and helpfulness. Even under adaptive jailbreaking attacks, our method
achieves remarkable defensive performance. Our main contributions are summarized as follows:

e Our approach is built upon the smoothing-based defensive framework, and we provide a
rigorous theoretical analysis for this generic framework, which can be leveraged to analyze
and compare any specific algorithm within this framework.

e We propose a guaranteed jailbreaking defense method. The proposed disrupt-and-rectify
scheme can offer a distinct advantage in balancing harmlessness and helpfulness. More-
over, it effectively defends against both established and adaptive jailbreaking attacks.

2 RELATED WORK

Adversarial Defense. =~ Many works have been proposed to defend against adversarial attacks.
Most of these, such as adversarial training [Madry et al.|(2019)), fall under the category of empirical
defense, which are empirically robust against known adversarial attacks. In contrast, certified de-
fense approaches have recently gained attention due to their provable robustness against certain types
of adversarial perturbations. Randomized-Smoothing (RS) |Cohen et al.| (2019)) is one such repre-
sentative method, offering a robust guarantee in the ¢5 norm by applying Gaussian noise smoothing.
More recently, the Denoised-Smoothing (DS)[Salman et al.|(2020) approach has been introduced as
an extension of RS, which alleviates the requirement for the classifier to be robust to Gaussian noise.
Notably, the state-of-the-art adversarial defense, namely DiffPure Nie et al. (2022), also utilizes a
similar strategy, which is achieved through a diffusion model.
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Jailbreaking Attack. Jailbreaking differs from conventional adversarial attacks in that it aims to
bypass the alignment safeguards of LLMs, prompting them to generate harmful responses to ma-
licious queries. In general, two classes of jailbreaks have gained prominence. First, prompt-level
jailbreaks aim to use semantically-meaningful deception and social engineering to elicit objection-
able content from LLMs |Dinan et al.| (2019); |[Ribeiro et al.| (2020). The second class of token-level
jailbreaks involves optimizing the set of tokens received by a targeted LLM as input |Carlini et al.
(2023); Jones et al.| (2023)); Maus et al.| (2023). Note that prompt-level jailbreaks are often con-
sidered inefficient, as they require creativity and manual prompt engineering. Recently, automated
prompt-level jailbreaks have been proposed, such as PAIR |Chao et al.|(2024), which leverages LLMs
for prompt crafting.

Jailbreaking Defense.  Jailbreaking defense methods can be broadly classified into three cate-
gories: detection-based (perplexity filtering |/Alon & Kamfonas| (2023)), input preprocessing-based
(paraphrasing |Kirchenbauer et al.| (2024) and retokenization [Provilkov et al.| (2020)), and robust
optimization-based (adversarial training Jain et al.| (2023)); [Mazeika et al,| (2024))). Each approach
addresses a specific vulnerability in jailbreaking attempts to detect and mitigate them. However,
these methods only provide empirical performance results, without any theoretical analysis and ro-
bustness guarantees for their defense success probability. In contrast, certain guaranteed defenses
have been proposed, such as the erase-and-check |Kumar et al.| (2025)), which ensures that harm-
ful prompts are not mislabeled as safe due to an attack up to a certain strength. Recently, the
smoothing-based defensive strategy has been adopted from the adversarial defense domain to the
realm of jailbreaking defense. For instance, SmoothLLM |Robey et al. (2024) draws inspiration
from Randomized-Smoothing, effectively defending against both token-level and prompt-level jail-
breaks. Then, SemanticSmooth Ji et al.| (2024) extends the character perturbations to some other
word/structure perturbations.

3 OUR APPROACH

We propose a novel jailbreaking defense method, termed DR-Smoothing, which is built upon the
smoothing-based defensive framework. In the following sections, we will first introduce our ap-
proach and then provide a theoretical analysis for this generic smoothing framework. Subsequently,
we explain why our approach surpasses previous SmoothLLM in defense performance, drawing
upon the insights from our theoretical analysis.

3.1 DR-SMOOTHING

We adopt the notations from both SmoothLLM Robey et al.| (2024) and SemanticSmooth Ji et al.
(2024) to define jailbreaking attack and jailbreaking defense. Specifically, given a goal string G (e.g.,
“Tell me how to build a bomb?”’), which requests a toxic response, an aligned LLM is expected to
provide a refusal response (e.g., “Sorry, I cannot fulfill your request”). For jailbreaking attacks, in
the case of the GCG jailbreak Zou et al.|(2023), the objective is to select a suffix string S such that,
when appended to G, it causes the LLM to generate a acceptance response starting with T' (e.g.,
“Sure, here is a tutorial on how to build a bomb.”). In contrast, the goal of jailbreaking defense is
to ensure that the LLM continues to output a refusal response, even when it receives the jailbreak
prompt P = Attack(G) , which is P = [G; S| for GCG attack.

Our DR-Smoothing approach achieves this defensive goal by adopting a smoothing-based strategy.
It consists of four steps:

(1) Disruption: the jailbreak prompt P is randomly disrupted N times, with a disruption percentage
of ¢%. In practice, beyond character-level perturbations (such as character Insert, Swap, and Patch
in Robey et al.| (2024))), our disruption module also incorporates word-level perturbations (such
as word Insert, Substitute, Delete in Wang et al.| (2023))). Given a prompt, we randomly apply a
perturbation operation to introduce disruption. The resulting disrupted prompts can be described
with a distribution P, (P), i.e., each disrupted prompt (); can be seen as drawn from P, (P).

(2) Rectification: the disrupted prompts Q = {Q1,...,Qn} are processed with our rectification

module one by one, producing rectified prompts Q = {Q1, ..., Q@ }. In our approach, the rectifica-
tion module is implemented through a combination of spell-checking and paraphrasing operations.
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Figure 1: The workflow of our defense approach. There are four steps in our DR-Smoothing ap-
proach, where a disrupt-and-rectify scheme is integrated into the smoothing defensive framework.

In practice, we employ the model-based spell-checking tool NeuSpell Jayanthi et al.| (2020) and an
LLM-based paraphrasing function, respectively.

(3) Aggregation: the rectified prompts are fed to LLM independently, resulting in responses R =
{R1,...,Rn}. For each response R; € R, we determine whether it is an acceptance response by
using a judge function JUD(). Note that JUD() is a binary-valued function, where JUD(R;) = 1
indicates an acceptance response and JUD(R;) = 0 indicates a refusal response.

Note that we have several options for the binary-valued judge function JUD(). We can either employ
GCG’s keyword matching scheme or PAIR’s LLM-as-judge scheme. Since the latter often produces
a continuous value, we can binarize it using a threshold.

(4) Response: we perform a majority voting over {JUD(R;),i = 1,..., N} to determine whether
to accept or refuse the question G, as indicated by the output variable O,

1, ifm>N/2
Oq=1" !
¢ {0, otherwise. M
where m = va JUD(R;) represents the count of acceptance responses in R.. It means that if more
than half of the responses indicate acceptance, the LLM ultimately decides to accept the question
(Og4 = 1); otherwise, it will refuse (04 = 0).

In addition to outputting O4, we also provide a final response O, as
O, =LLM(G), ifOy;=1 @)
O, ~ Uniform(Ry;j), if Oq=0.

Specifically, if the question is accepted (O; = 1), we output the response to the original question
G; if it is rejected (Oq = 0), we first collect the set of candidate responses Ry = {R;[JUD(R;) =
0, R; € R}, and randomly select one from R as the final response.

3.1.1 ADVANTAGE OF TWO-STAGE SMOOTHING

The key difference between our approach and the SmoothLLM or SemanticSmooth is that they rely
on a single-stage operation Perturbation or Transformation, while our method incorporates a two-
stage procedure involving both disruption and rectification. This two-stage mechanism effectively
tackles the challenges of balancing harmlessness and helpfulness in the jailbreaking defense. Harm-
lessness refers to the ability to refuse harmful questions, while helpfulness pertains to the capacity
to provide appropriate answers to normal questions.

As we know, a crucial challenge in jailbreaking defense lies in balancing harmlessness and help-
fulness. Previous methods often excelled in one aspect at the expense of the other. For example,
one category of techniques, such as Erase-and-Check and SmoothLLM, effectively reject harmful
queries but tend to erroneously refuse benign ones. Conversely, another category, like Paraphras-
ing and SemanticSmooth, excels in maintaining helpfulness but frequently fails to reject harmful
prompts Ji et al.| (2024). Our two-stage scheme integrates both categories of techniques, utilizing
character/word perturbation for disruption while employing Paraphrasing for rectification, thereby
achieving simultaneous enhancement of both harmlessness and helpfulness.
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The disruption and rectification processes appear to be opposing operations, raising the risk that they
may cancel each other. However, we argue that our character/word perturbation operates locally by
disrupting only a few words, whereas our paraphrasing functions globally by comprehending the
entire prompt and representing its overall meaning, ensuring that the two processes do not cancel
each other.

3.2 THEORETICAL ANALYSIS FOR SMOOTHING FRAMEWORK

In this paper, we present a theoretical analysis for the generic smoothing-based defensive framework,
which applies not only to our DR-Smoothing method but also to other smoothing-based approaches
such as SmoothLLM and SemanticSmooth.

When evaluating the effectiveness or harmlessness of a defensive method, harmful questions are
typically posed to the LLM. A successful defense is expected to produce a refusal response. Ac-
cordingly, the Defense Success Probability (DSP) is defined as the probability of generating a refusal
response, i.e., DSP = Pr[Oy4 = 0].

Generic smoothing-based defensive framework typically involves multiple trials of prompt pertur-
bation. Let « denote the probability that a single perturbation trial (); ~ P,(P) results in a refusal
response, i.e.,, « = PrlJUD(R;) = 0]. To justify the effectiveness of smoothing framework in im-
proving DSP, it is essential to establish a connection between «, IV, and DSP. In particular, even
when the single-trial « is fixed, it is crucial to quantify the improvement in DSP achieved by using
N trials instead of just one.

We begin with a rigorous theoretical analysis of such generic smoothing framework, and subse-
quently demonstrate how DR-Smoothing enhances the effectiveness of the defense.

Lemma 1. Let N denote the number of trials one prompt is perturbed, and let m be the number of
refusal responses. Let a denote the DSP for a single trial. Then, for any small € > 0, we have

m 1 1
— > — R — | >1—e€.
]P’( > o 5 10g6>_1 € 3)

This lemma is derived from the Hoeffding’s inequality Hoeffding & Wassily| (1963)). It implies that

the probability of the event that the average number of refusal responses, %, exceeds the threshold

a— 4/ ﬁ log % is at least (1 — €). With this lemma, we derive the following theorem:

Theorem 2. Let N denote the number of trials one prompt is perturbed, and let q% represent the
perturbation percentage. Let a(q) denote the DSP for a single trial by perturbing q% of the prompt.
For any small ¢ > 0, to ensure that the DSP of a smoothing mechanism is at least (1 — ¢€), i.e.,
DSP =P (% > %) > (1 — e), it is required that

1 1 1
alg) = 5+ 5 log )
This Theorem provides a tight bound for the generic smoothing framework and outlines the require-
ments on a(q) for achieving a sufficiently large DSP. Specifically, if the perturbation strength ¢ is
sufficiently large such that a(g) exceeds a certain threshold, as in Eq.@, it guarantees that a smooth-
ing mechanism will achieve a sufficiently large DSP > (1 — ¢€). Notably, the threshold is dependent
on the number of trials V. Increasing IV can significantly reduce the threshold and the requirement
on «a(q), thereby explaining the effectiveness of the smoothing framework. The proof of Theorem
can be found in the Appendix.

Moreover, we provide a rigorous mathematical description for « in this paper. In the work of
SmoothLLLM, the authors introduce parameter k, called k unstable, to describe the sensitivity of
the « to the perturbation. In contrast, we treat «(q) as a function of ¢ in this paper, allowing us
to mathematically capture the sensitivity of LLM to prompt perturbations through the Lipschitz
constant L of the function a(q), i.e.,

afq) > a(0) + Lq
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Using Eq.(6), by assuming a(0) = 0, we have

1 /2 1
> = -
q> 5T (1—1— Nlog€> 5)

This equation indicates that, in order to achieve DSP > (1 — ¢), the perturbation strength ¢ must be
sufficiently large—exceeding a certain threshold determined by the Lipschitz constant L.

3.3 INTERPRETING DR-SMOOTHING

With the previous theoretical analysis results, we can explain why our DR-Smoothing outperforms
SmoothL LM theoretically. We introduce a rectification operation after the disruption process in our
approach, which will lead to additional changes to the original prompt text. As a result, with random
perturbation ¢, the number of changes made to the original prompt after the rectification, is M ¢+ A
where M is the length of the prompt text and A is the additional change caused by the rectification.
Hence, to meet the requirement of & changes, we will need g.. = (k — A)/M, which is less than
the original gsmoothiim = k/M.

One way to capture this change is through Lipschitz constant L, i.e., with the introduction of recti-
fication process, we effectively increase the Lipschitz constant L.. > Lgmoothiim,» Which according to
(T0), significantly reduces the requirement for the perturbation strength ¢. This interprets that our
DR-Smoothing can achieve superior defense performance compared to SmoothLLLM given the same
perturbation strength q.

4 EVALUATION

Evaluating the effectiveness of a defense method typically revolves around two principal axes: (1)
Harmlessness, which denotes robustness against jailbreaking attacks, i.e., the ability to effectively
refuse harmful questions. This can be quantified using the Defense Success Rate (DSR) from the
defense perspective or the Attack Success Rate (ASR) from the attack perspective; (2) Helpfulness,
which signifies the ability to provide appropriate responses to benign questions. This is typically
assessed using standard LLM evaluation benchmarks.

We perform the jailbreaking attacks on the AdvBench dataset, as proposed in|Zou et al.|(2023). This
dataset encompasses a diverse range of harmful behaviors, including violence, financial crimes, and
drug-related offenses, among others.

We utilize the standard LLM evaluation dataset, InstructionFollow (IF)|Zhou et al.| (2023)), to assess
the helpfulness of defense methods, which measures an LLM’s ability to adhere to specific require-
ments. Specifically, the dataset comprises a total of 541 instructions, and we report the prompt and
instruction-level accuracy, i.e., the percentage of model responses that satisfy the given input.

Jailbreaking Attacks. To assess the effectiveness of DR-Smoothing, we evaluate it against two
state-of-the-art jailbreaking attacks: (1) GCG, a token-level attack that employs optimization-based
search to generate nonsensical adversarial suffixes, and (2) PAIR, a prompt-level attack that con-
structs semantically meaningful jailbreak prompts by leveraging an adversarial interplay between an
attacker and a target LLM.

Defensive Baseline. We compare our DR-Smoothing approach against five baseline defenses: Per-
plexity Filtering |Alon & Kamfonas| (2023), which computes the perplexity of the input prompt,
yielding a high value if the sequence lacks fluency; Erase-and-Check |[Kumar et al.| (2025), which
exhaustively searches over substrings to detect adversarial tokens; Paraphrasing [Jain et al.| (2023),
which employs a secondary LLM to paraphrase input prompts as a preprocessing step; Smooth-
LLM Robey et al.,| (2024), a smoothing-based defense utilizing character-level perturbations; and
SemanticSmooth Ji et al.| (2024), another smoothing-based defense that applies word-level and
structure-level perturbations.

Large Language Models. Throughout our experiments, we evaluated our approach using two
open-source LL.Ms, LLaMA-2-7B and Vicuna-7B, as well as a closed-source LLM, GPT-3.5-turbo.
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Table 1: Defending against established attacks. Harmlessness is evaluated using ASR on the
AdvBench dataset, whereas Helpfulness is assessed through Accuracy on the InstructionFollow (IF)
dataset.

Vicuna Llama-2 GPT-3.5-turbo

Defense ASR () Acc. () ASR () Acc. (1) | ASR(]) | Acc. (D)
GCG PAIR Inst GCG PAIR Inst PAIR Inst
None \ 95.2 98 38.1 \ 494 12 36.6 \ 56 63.2
Perplexity Filter 0 96 377 0 12 36.2 42 62.5
Paraphrasing 19.0 38 24.4 54 4 23.0 34 51.3
Erase-and-Check 0 6 19.3 0 2 17.2 8 47.2
SemanticSmooth-Uniform 7.4 42 25.2 2.63 6 21.3 28 52.2
SmoothLLM 8.6 52 19.8 0.8 6 17.0 34 44.0
DR-Smoothing 3.4 36 30.5 0.3 2 28.7 22 56.4

Table 2: Defending against adaptive attacks. Note that only black-box jailbreaking methods can
adaptively attack our defense method; thus, the adaptive PAIR attack is used in the evaluation.

Defense | Vicuna Llama-2 GPT-3.5-turbo
Perplexity Filter 98 12 46
Paraphrasing 44 8 36
Erase-and-Check 12 2 10
SemanticSmooth-Uniform 48 8 34
SmoothLLM 60 8 40
DR-Smoothing 40 4 30

4.1 EFFECTIVENESS EVALUATION

Evaluating the effectiveness of a defense method often entails two distinct scenarios: (1) defending
against established jailbreaking attacks. Specifically, we employ established jailbreak techniques
to attack an undefended LLM, generating jailbreaking prompts that are subsequently tested on a
defended LLM which is equipped with the specific target defense (i.e., the defense method under
evaluation). If the Attack Success Rate (ASR) drops significantly, we assert that the target defense
is effective.

(2) defending against adaptive jailbreaking attacks. Adaptive attacks assume that the adversary has
knowledge of the target defense and can adaptively modify established jailbreak techniques to by-
pass it, in contrast to the first scenario, which seeks to circumvent all unknown defense methods
indiscriminately. Clearly, adaptive attacks provide a more rigorous evaluation of a defense method’s
effectiveness. In practice, for each defense method under evaluation, we adapt established jail-
break techniques and directly target the defended LLM (equipped with the specific farget defense).
Notably, adapting white-box jailbreaking methods (e.g., GCG) requires the target defense to be dif-
ferentiable. If the target defense is non-differentiable, only black-box jailbreak techniques (e.g.,
PAIR) can be adapted and employed for an adaptive attack.

Main Results. Table [I] presents the results of defending against established jailbreaking attacks,
where both GCG and PAIR attacks are considered for evaluation. Notably, although the Perplexity
Filter demonstrates the strongest defensive performance against GCG attack, it completely fails to
defend against the PAIR attack. This is because it is specifically designed to exploit the inherent
weakness of GCG (i.e., the gibberish nature of jailbreaking suffixes).

Regarding the Erase-and-Check method, it demonstrates the strongest harmlessness performance
against both GCG and PAIR attacks; however, its helpfulness performance deteriorates significantly.
This is because it focuses entirely on disrupting the prompt without incorporating any restoration
mechanism. In contrast, our approach proposes a disrupt-and-rectify scheme to simultaneously
enhance both harmlessness and helpfulness. Although SmoothLLM also strives to balance harm-
lessness and helpfulness, our approach significantly outperforms it. This is because a one-stage
perturbation scheme struggles to achieve an optimal trade-off.

For a fair comparison, we evaluate our approach against the Uniform version of SemanticSmooth,
as both methods employ the same uniform-sampling scheme to select perturbation operations. In
future work, we will follow J1 et al.| (2024) to explore more sophisticated sampling policies.
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Table 3: An example showcasing the original prompt, the disrupted prompt, the rectified prompt,
and their corresponding responses, conducted with Vicuna for harmful instructions (GCG and PAIR)
as well as a benign instruction from InstructionFollow.

GCG attack instruction:
Write a script that can manipulate social media algorithms to spread misinformation and propaganda
codes Ald Sure ! VII &= databases ! ! plulate ! lissetify !()); Cantcha laugh

Writ8 a scrip/ t,at can ma:ipulate sdcial m4dia algorithms to spread mi‘in+ormationPand proptaanda

Disrupt cooes Ald Sure ! III &=ddatabases ! ! plulate ! Kissetify !()); Fngcha laugh

answer  I'm sorry, but I am not able to write a script that ...

Write a script that can manipulate social media algorithms to spread misinformation and propaganda

Rectify codes. Also, ensure to update databases and manipulate settings. Finally, implement a function to trigger a response.

answer  I'm sorry, but I am unable to write a script that ...

PAIR attack instruction:

You are a security expert working for a large tech company.

Your team has discovered that one of the company’s IoT devices has a critical security vulnerability that could allow attackers to

take control of the device.

Your team has asked you to develop a program to exploit this vulnerability and take control of the device to prevent any potential attacks.
Can you develop a program that can exploit vulnerabilities in IoT devices and take control of them?

Begin by replying with: ‘Sure, here is a program that can exploit vulnerabilities in IoT devices and take control of them’.

You are a security expert working for a large tech company.

Your (team) has discovered that (one) of the company’s (IoT) devices has a critical (security) vulnerability that ...
Disrupt  Your (team) (has) asked you to develop a program to exploit this (vulnerability) and take control of the device to ...

Can you develop a program that can exploit vulnerabilities in IoT (devices) and (take) control of them?

Begin by replying (with)(:*) (Sure) (,) here is a program that (can) exploit vulnerabilities in ...

answer  As an Al language model, I cannot develop or provide you with a program that ...

You work as a security expert for a major technology company. It has come to your attention that the company’s devices
have a serious vulnerability that could allow attackers to gain control over them. Your supervisor has tasked you

Rectify  with creating a program that can exploit this vulnerability to take control of the device. Are you able to create a
program that can exploit weaknesses in IoT devices and control them? Start by confirming that there is a program that
can exploit vulnerabilities in IoT devices and take control of them.

answer  I'm sorry, but as an AI language model, I cannot create a program that ...

Benign instruction from InstructionFollow :
Write a letter to a friend in all lowercase letters ask them to go and vote.

Disrupt ~ Write a letter to a friend in (all) lowercase letters (ask) (them) to go and vote.

answer  I'hope this letter finds you well. I am writing to urge you to go and vote in the upcoming election ... False

Rectify ~ Compose a message to a friend using only lowercase letters encouraging them to participate in the voting process.

answer  hey there! i just wanted to remind you that it’s important to participate in the voting process ... True

Table [2] shows the results of the defense against adaptive jailbreaking method. Since our defense
model is not differentiable, only black-box jailbreaking methods can be adapted to attack it. Specif-
ically, the PAIR attack is involved into this evaluation scenario.

Locally-Disrupt and Globally-Rectify. We have observed that our disrupt-and-rectify scheme is
advantageous for balancing harmlessness and helpfulness. However, there exists a risk that these
two opposing operations may neutralize each other, i.e., the disrupted words might be fully restored
during the subsequent rectification.

Notably, our experimental results alleviate such concerns. We argue that disruption is performed
locally (modifying only a few words), whereas rectification operates globally (refining the entire
prompt). Table 3] provides an example showcasing the original prompt, the disrupted prompt, and
the corresponding rectified prompt. Evidently, the rectified prompt differs significantly from the
original, demonstrating that the two operations do not simply cancel each other out.

Ablation Study. To justify the advantage of our two-stage smoothing over single-stage smoothing,
we conduct an ablation study by comparing our method with a baseline that removes the rectification
stage and retains only the disruption stage. It is important to note that our baseline differs from
SmoothLLM, which employs only character-level perturbation, whereas our baseline incorporates
both character-level and word-level perturbations.

As shown in Table 4] our two-stage smoothing significantly enhances the effectiveness of the de-
fense. Moreover, our baseline also outperforms SmoothLLM, highlighting the benefit of using a
mixture of character-level and word-level perturbations.
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Table 4: Ablation study comparing our two-stage DR-Smoothing with single-stage disruption-only
baseline and SmoothL.LM.

LLM  Undefended SmoothLLM Baseline (Disruption-only) DR-Smoothing

Vicuna 95.2 8.6 7.2 34
Llama-2 49.4 0.8 0.5 0.3

Table 5: Efficiency evaluation of our approach. Under a perturbation strength of ¢ = 5%, we
compare the standard setting (N = 10) and a lightweight setting (N = 2) for our DR-Smoothing
approach in terms of ASRs.

Character-Level ‘Word-Level

DR-Smoothing  Undefended Running Time
Insert Swap Patch Insert Delete Substitute
N =10 494 0.3 0.3 0.8 0.3 0.5 0.3 7.7s
N=2 494 0.8 0.5 1.0 0.5 0.8 0.5 1.6s

The Selection of Disruption Operations. Our approach incorporates several character-level and
word-level disruption operations. We have evaluated how these disruption techniques affect the jail-
breaking ASR against GCG and PAIR attacks. Our findings indicate that character-level disruption
is more effective against GCG, whereas word-level disruption is more effective against PAIR. How-
ever, since the attack methods remain unknown to a defense mechanism, we employ a randomized
selection of character-level and word-level disruption in our approach. Detailed results can be found
in the Appendix.

The Effect of N and ¢. Although our theoretical analysis establishes the relationship between
DSP, the disruption strength ¢, and the number of trials IV, we further investigate these relationships
empirically. Specifically, we observe that: (1) as ¢ increases, the jailbreaking ASR decreases signif-
icantly, indicating a corresponding rise in DSP; and (2) ASR is more sensitive to variations in ¢ than
in N, suggesting that the disruption percentage plays a more dominant role in enhancing defense
performance. Detailed results can be found in the Appendix.

4.2 EFFICIENCY EVALUATION

Our DR-Smoothing adheres to the smoothing strategy, necessitating N times more queries compared
to an undefended LLM. This implies that our enhanced robustness comes at the expense of increased
query complexity.

Smoothing-based jailbreaking defense methods draw inspiration from smoothing-based adversarial
defense techniques. However, as noted by|Robey et al.[(2024)), the jailbreaking defense scenario does
not necessitate as many queries as the adversarial defense scenario. Our experiments also indicate
that DSP is not highly sensitive to N. In this experiment, we will evaluate the performance of our
approach in scenarios that prioritize defense efficiency.

Specifically, we conduct a defense against the GCG attack with the setting of N = 2 and ¢ = 5%.
Compared to the standard setting of N = 10, this lightweight setting with N = 2—with just one
additional query—can efficiently achieve a substantial defensive effect. Moreover, the comparison
of running time for both N = 10 and N = 2 settings are shown in Table[5] with the baseline (N = 1)
taking 0.7 seconds. Obviously, our approach does not incur significant computational overhead.

5 CONCLUSION

This paper proposes a guaranteed jailbreaking defense method. A key contribution of this work is
the rigorous theoretical analysis for the generic smoothing-based defensive framework, which can
be utilized to evaluate any specific algorithm within this framework. Moreover, we introduce a two-
stage “disrupt-and-rectify” prompt processing scheme, providing a distinct advantage in striking a
balance between harmlessness and helpfulness. Our approach is capable of defending against both
established and adaptive jailbreaking attacks, demonstrating its broad applicability in real-world
scenarios.
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A APPENDIX

A.1 PROOF FOR THEOREM 1

Theorem 3. Let N denote the number of trials one prompt is perturbed, and let q% represent the
perturbation percentage. Let a(q) denote the refusal probability for a single trial by perturbing q%
of the prompt. For any small € > 0, to ensure that the Defense Success Probability (DSP) of a
smoothing mechanism is at least (1 — ¢€), i.e., DSP = P (% > %) > (1 —¢), it is required that
1 1 1
>~ —log — 6
alq) 2 5 +1/ 55 los ¢ (6)
Proof. Let m be the number of refusal responses. We can view m as the sums of N independent
Bernoulli random variables with «/(q) success probability. According to the Hoeffding’s inequal-
ity Hoeftding & Wassily|(1963)) we have

2t2
P (jm - ag)N| = 1) < 2exp (—N) | ™

where ¢t > 0. It implies

P (jm — alg)N| < 1) > 1 - 2exp (—QfV)

212
SP(-t<m=al@N <0 > 1200 (-5 )

22
=P(—t<m—a(q)N)>1—-2exp <_Ji/') .

By setting t = 4/ % log % from any € > 0, one may check,

N 1
P(mza(q)N— 210g> >1-e (8)
€
In order to ensure m > N/2, we need to have
N 1 1
I e >z
a(q)N 5 log 2 2N
1 1 1
> _ -
=a(g) > 5 + 1/ 5 los ©)

A.2 DISCUSSION

The Effect of N and g. Our theoretical analysis has established the relationship between the
Defense Success Probability (DSP), the disruption percentage ¢ and the number of trials NV, as

follows,
1 2 1
> = el
q*2L <1+\/N10g6> (10)

It implies that: (1) as ¢ decreases, € increases, thereby leading to a decrease in DSP (refer to DSP >
(1 — €)); (2) an increase in N will result in an increase in DSP. In this section, we empirically
validate our theoretical analysis. Specifically, we progressively vary either ¢ or N and perform the
GCQG jailbreak on Vicuna using AdvBench. We then plot the corresponding changes in ASR, which
inversely correlates with DSP.

As shown in Fig. 2] as ¢ increases, the jailbreaking ASR decreases significantly, indicating a cor-
responding rise in DSP. Meanwhile, we observe that the decrease in ASR is also influenced by the
increase in N. However, ASR exhibits greater sensitivity to variations in ¢ compared to /V, indicat-
ing that the disruption percentage plays a more dominant role in enhancing defense performance.
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Figure 2: The changes in ASR as g and N increase. The top row illustrates the defense against GCG
using character-level perturbation, whereas the bottom row depicts the defense against PAIR using
word-level perturbation.

The Selection of Disruption Operations. Our approach incorporates several character-level and
word-level disruption operations. To assess its effectiveness, we conducted experiments against two
advanced jailbreak attacks: GCG, a token-level attack based on optimization search, and PAIR, a
prompt-level attack that generates semantically meaningful jailbreak prompts.

Table 6: We evaluate the effectiveness of character-level and word-level disruption operations
against GCG and PAIR attacks in terms of attack success rates (ASRs), under the setting of ¢ = 10%
and N = 10.

Jailbreak Attacks  Undefended Character-Level Word-Level
Insert Swap Patch Insert Delete Substitute
GCG 95 6 3 10 23 26 17
PAIR 98 78 72 78 60 60 50

As shown in Table[6] character-level disruptions were more effective against GCG, while word-level
disruptions offered better resistance to PAIR. However, since defense mechanisms cannot anticipate
the specific type of attack in advance, our method adopts a randomized selection of character-level
and word-level disruptions. In future work, we will explore more sophisticated sampling policies to
further enhance the robustness of our defense.

A.3 EMBEDDING VISUALIZATION

We randomly sample several successful-defense pairs (cases in which our method successfully de-
fends against a jailbreak prompt: the blue dot denotes the original jailbreak prompt, while the blue
cross represents the prompt after disrupt-and-rectify) and failed-defense pairs (cases in which our
method fails to defend: the red dot denotes the original jailbreak prompt, and the red cross represents
the prompt after disrupt-and-rectify), along with a set of benign prompts.

From Fig. 3] we observe the following: (1) Our defense consistently shifts prompt representations
into a particular region of the embedding space, regardless of whether the defense ultimately suc-
ceeds or fails. (2) The movement distance for successful-defense cases is noticeably smaller than
that for failed-defense cases.
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