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Abstract

Large language model (LLM)-integrated ap-
plications have become increasingly preva-
lent, yet face critical security vulnerabilities
from prompt injection (PI) attacks. Defend-
ing against PI attacks faces two major issues:
malicious instructions can be injected through
diverse vectors, and injected instructions of-
ten lack clear semantic boundaries from the
surrounding context, making them difficult to
identify. To address these issues, we propose
InstruCoT, a model enhancement method for PI
defense that synthesizes diverse training data
and employs instruction-level chain-of-thought
fine-tuning, enabling LLMs to effectively iden-
tify and reject malicious instructions regardless
of their source or position in the context. We
evaluate InstruCoT across three critical dimen-
sions: Behavior Deviation, Privacy Leakage,
and Harmful Output. Experimental results
across four LLMs demonstrate that InstruCoT
significantly outperforms baselines in all dimen-
sions while maintaining utility performance
without degradation.

1 Introduction

Large language models (LLMs) are increasingly de-
ployed in interactive applications that engage with
external environments via tool invocation and infor-
mation retrieval. Although these mechanisms im-
prove functional capabilities, they introduce novel
security risks (Debenedetti et al., 2024; Drouin
et al., 2024). A prominent threat among these vul-
nerabilities is prompt injection (PI) attacks, where
adversaries inject malicious instructions into the
LLM’s context either directly through user inputs or
indirectly via manipulated external environments,
potentially leading to unauthorized information
disclosure, privilege escalation, and malicious be-
havior execution (Abdelnabi et al., 2023; Fu et al.,
2024; Liu et al., 2024). The severity of PI is under-
scored by OWASP, which ranks it as the top security
threat for LLM applications (OWASP, 2023).
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Figure 1: The issues for the defending prompt injection
attacks.

Defending against PI attacks hinges on recogniz-
ing malicious instructions within the context fed to
LLMs. One common approach is to add external
components, such as detectors, that intercept suspi-
cious inputs before LLM inference (Shi et al., 2025a;
Chennabasappa et al., 2025). However, these ex-
ternal solutions introduce additional computational
overhead and may reduce the usability of LLMs due
to false positives that reject benign inputs. Another
popular strategy is to improve the LLM itself (e.g.,
via post-training) so that it maintains robustness
against malicious instructions even if they are not
filtered (Chen et al., 2025b,c; Wu et al., 2025). The
key distinction of this approach is that even when
malicious instructions enter the LLM’s inference
process, the LLM can still produce reliable outputs.

As illustrated in Figure 1, LLM-based applica-
tions face two critical issues in defending against
PI attacks: multi-vector injection (Issue 1) and
ambiguous semantic boundaries (Issue 2). First,
LLMs face diverse attack vectors across various ap-
plication scenarios including dialogue systems, tool



usage, external information retrieval, etc. These
vectors differ not only in injection content (e.g.,
intent deviation, privacy theft) but also in their
eventual position within the LLLM’s inference con-
text. For instance, direct injections typically appear
in user regions, whereas indirect injections may
emerge in data regions. For mainstream approaches
that rely on post-training alignment (Chen et al.,
2025c¢,c,d), if such diverse attack vectors are not
adequately reflected in training data, the LLM’s
defense robustness may suffer significantly. Second,
as PI attacks continue to evolve, modern prompt
injections go beyond simple malicious instructions.
Attackers increasingly wrap malicious intent within
seemingly normal contextual content to disguise
their true purpose. This obfuscation blurs the se-
mantic boundaries between injected regions and
legitimate content, making it difficult for LLMs
to accurately identify and distinguish malicious
instructions from the surrounding context.

To address these two issues, we propose an
instruction-level alignment method (InstruCoT).
The core idea is to construct a diverse dataset cov-
ering various types of injection content, multiple
injection positions, and instruction-level chain-of-
thought (CoT’) guidance for injection identification,
and then leverage LLM post-training strategies to
enhance the LLM’s defense capability against PI
attacks. Starting from three typical threat scenarios
(Behavior Deviation, Privacy Leakage, and Harm-
ful Output), we establish a three-level mapping from
application scenarios to application components to
LLM context regions, and perform region-specific
injection based on this mapping to ensure compre-
hensive coverage of real-world attack vectors. We
design prompt templates to generate diverse injected
instructions and insert them into corresponding con-
text regions, producing comprehensive synthetic
training data. For reasoning guidance, we adopt a
chain-of-thought approach inspired by Endsley’s
Situation Awareness model (Endsley, 1995), guid-
ing the LLM to identify malicious instructions
through three cognitive levels: perceiving all in-
structions in the context, comprehending whether
each instruction violates the system prompt scope,
and projecting which instructions should be fol-
lowed or refused. We construct Col templates and
use LLMs to generate structured reasoning con-
tent, which is then appended to training samples,
enabling the LLM to learn this reasoning process
during fine-tuning.

We evaluate the defense performance of Instru-
CoT across three critical dimensions: Behavior De-
viation, Privacy Leakage, and Harmful Output. Ex-
perimental results demonstrate that averaged across
four LLMs (Llama3.1-8B, Llama3-8B, Qwen2.5-
7B, and Qwen3-8B), InstruCoT achieves strong
average Defense Rates (DR) across all three dimen-
sions on four LLMs, reaching 92.5% for Behavior
Deviation, 98.0% for Privacy Leakage, and 90.9%
for Harmful Output, outperforming baselines by
25.8%-82.5% in Behavior Deviation, 6.7%-47.2%
in Privacy Leakage, and 7.4%-34.5% in Harmful
Output. Furthermore, after instruction-level safety
alignment, the LLM shows no performance degra-
dation in utility compared to baselines.

In summary, our contributions are as follows:

* We construct a comprehensive dataset for PI
defense from an instruction-level alignment
perspective. The dataset features diversity
in injection content covering three threat sce-
narios, injection positions spanning multiple
context regions, and structured Col reasoning
that guides the LLM to identify and analyze
instructions during training. Our dataset and
code are publicly available!.

* We propose an instruction-level safety align-
ment method for defending against PI attacks.
By leveraging the constructed dataset and fine-
tuning the LLM with Col-augmented samples,
the method enables the LLM to learn struc-
tured reasoning processes that identify and
refuse injected instructions conflicting with
the system prompt.

* We evaluate InstruCol on multiple open-
source LLMs and datasets. The results demon-
strate that InstruCoT significantly outperforms
existing defense methods across various PI sce-
narios and attack methods.

2 Related Work

Prompt Injection (PI) defenses can be broadly cate-
gorized into two approaches: detection-based and
model enhancement methods.

Detection-based defenses employ external com-
ponents to identify and filter malicious instructions
before they reach the LLM’s inference process.
These approaches add guardrail models or detectors

1https://anonymous.4open.science/r/
InstruCoT-LLM-045F
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that intercept suspicious inputs (Gorman and Arm-
strong, 2023; ProtectAl, 2024; Shi et al., 2025a).

Model enhancement defenses aim to address PI
attacks at a more fundamental level by modifying
how LLMs themselves process and respond to in-
puts. Many recent approaches train LLMs to refuse
instructions embedded in untrusted data sources
(Chen et al., 2025b,c,d). For instance, StruQ (Chen
et al., 2025b) introduces structured role separation
and specialized training procedures to distinguish
between user and data sources. The “instruction
hierarchy” approach (Wallace et al., 2024; Wu et al.,
2025) extends this design by introducing multiple
role levels (system message, user message, tool
output, etc.) and trains models to prioritize instruc-
tions based on their role hierarchy. Additionally,
some methods focus on constraining LLM behavior,
such as instructing the LLM to disregard potential
injections (Yi et al., 2025; Hines et al., 2024) or
restricting the operational actions the LLM can
execute (Debenedetti et al., 2024, 2025).

3 Methodology

As shown in Figure 2, InstruCoT consists of three
phases: (1) Diverse Synthesis for Prompt Injec-
tion, where InstruCoT synthesis data to simulate
various potential injection instructions and loca-
tions by analyzing diverse risks and scenarios. (2)
Instruction-Aware CoT Generation, where In-
struCoT generates CoTl to augment synthetic data,
guiding LLMs to better learn how to identify mali-
cious instructions (rather than role boundary) within
the LLMs’ context. (3) Securing LLMs via Super-
vised Fine-Tuning, where the securing is imple-
mented through supervised fine-tuning, combining
with our synthetic data and augmented CoT.

3.1 Diverse Synthesis for Prompt Injection

Existing methods often rely on limited injection
patterns, failing to capture the diversity of real-
world attack vectors in terms of both injection
instruction and injection position. To address this
limitation, we synthesize training data by generating
diverse instructions across multiple threat scenarios
and injecting them into various context regions.

3.1.1 Injection Instruction Generation

Following the risk taxonomy proposed by Wu et al.
(2025), we design injected instructions across three
threat scenarios: Behavior Deviation, Privacy Leak-
age, and Harmful Output. Behavior Deviation cap-
tures instructions that attempt to shift the LLM’s

behavior away from expected behavior. Privacy
Leakage covers instructions that seek to extract sen-
sitive or protected information from model or user.
Harmful Output refers to instructions that attempt
to induce the LLM to generate harmful content.

Behavior Deviation. For this scenario, we gen-
erate instructions with varying degrees of deviation
from the system prompt, thereby creating diverse
injection situations. Low-deviation instructions
are more challenging and help the LLM learn pre-
cise decision boundaries during training, while
high-deviation instructions increase data diversity
and ensure robust defense against obvious attacks.
Specifically, we design deviation levels along two
orthogonal dimensions: domain alignment and
topic relevance. This yields four categories: (1)
Same Domain, Related Topic, where instructions
remain within the system prompt’s domain with
topical relevance; (2) Same Domain, Unrelated
Topic, where instructions stay in the same domain
but diverge in topic; (3) Different Domain, Related
Topic, where instructions shift to another domain
while maintaining weak topical connection; and (4)
Different Domain, Unrelated Topic, where instruc-
tions completely depart from both the domain and
topic of the system prompt.

Privacy Leakage. For this scenario, we focus
on simulating realistic privacy extraction attacks
across different protection levels. We observe that
sensitive information in LLM applications typically
falls into three categories based on their protection
scope: user-level privacy, organization-level confi-
dentiality, and system-level secrets. Based on this
observation, we construct instructions that explic-
itly request: (1) personal identifiable information
(PII) targeting user privacy, (2) confidential busi-
ness data targeting organizational secrets, and (3)
system prompt content targeting application-level
protected information.

Harmful Output. For this scenario, we rec-
ognize that harmful content varies significantly in
both type and severity, ranging from mildly inap-
propriate responses to severely dangerous outputs.
To ensure comprehensive defense coverage, we
aim to capture this full spectrum of harmful con-
tent generation risks. Following the taxonomy of
harmful content proposed by Shen et al. (2024),
which systematically categorizes harmful outputs
based on their potential impact and risk level, we
construct injected instructions spanning multiple
harmful categories.
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Figure 3: Analysis of prompt injection attack scenarios
across different LLM applications. From outer to inner
layers: LLM-based application frameworks, application
components, and context regions fed to the LLM.

To ensure the quality and diversity of generated
injected instructions, we design structured prompt
templates 7;,,; that specify the target scenario, de-
viation level, and generation constraints. Formally,
given a system prompt Py, we generate violated in-
jected instructions as VII = LLM(7;;, Psys, 5, 1),
where s € Behavior, Privacy, Harm ful denotes
the target scenario and / denotes the deviation level
or category within each scenario. The detailed
template is shown in Appendix B.

3.1.2 Injection Reduction and Data Synthesis

To systematically address multi-vector injection
attacks, we propose a context reduction framework
inspired by dataflow analysis in program analy-
sis (Kildall, 1973). Just as dataflow analysis traces
how values propagate through program statements

context regions where adversarial content could
enter the LLM’s input.

Following this principle, we conduct a systematic
analysis by synthesizing LLM applications and as-
sociated risks from prior works (Zhang et al., 2025;
Chen et al., 2025a,b). As illustrated in Figure 3, we
trace the information flow from representative appli-
cation frameworks (outermost layer), through their
functional components (middle layer), to context
regions fed to the backbone LLM (innermost layer).
This reduction reveals that diverse injection vectors
converge into four context regions: User (user-
provided content), Data (external data), User and
Data (both), and Empty (direct injection without
prior context).

Based on this reduction, we inject VIIs into each
of the four context regions and into each compo-
nent within those regions to construct adversarial
datasets. For populated context regions, the ex-
pected response corresponds to the original output
from the clean dataset; for Empty context, we use
standardized refusal responses (see Appendix A).

3.2 Instruction-Aware CoT Generation

Previous works primarily focus on distinguishing
boundaries between semantic role within prompt
(i.e. user region and data region), which may not
effectively handle scenarios where injected instruc-
tions are semantically coherent with the surrounding
context (Issue 2). To address this limitation, we
propose a chain-of-thought guidance strategy that
specifically targets the identification of malicious



instructions. Drawing inspiration from Endsley’s
Situation Awareness (SA) model (Endsley, 1995),
which characterizes human decision-making as a
three-level cognitive process: perception of environ-
mental elements, comprehension of their meaning,
and projection of future states. We observe a struc-
tural parallel between SA and the task of instruction
conflict detection: the LLM must first perceive
instructions embedded in complex contexts, then
comprehend whether these instructions conflict
with the system prompt, and finally project appro-
priate response actions based on this understanding.
This parallel motivates our design of a three-stage
instruction-aware Col reasoning framework that
transforms the LLM’s implicit understanding into
explicit, structured analysis.

3.2.1 Instruction Perception

The first stage focuses on extracting all instruction
elements from the input context. The design follows
two principles: (1) Exhaustiveness, ensuring no in-
struction is overlooked, as missed injections directly
lead to detection failures; and (2) Neutrality, per-
ceiving instructions without premature judgment to
prevent confirmation bias. This separation prevents
confirmation bias where the model might miss in-
structions that do not match preconceived attack
patterns.

3.2.2 Violation Comprehension

The second stage performs structured conflict analy-
sis for each perceived instruction. A critical insight
motivating this design is that holistic judgment over
the entire context often leads to inconsistent assess-
ments, as multiple instructions with varying intents
may coexist. Instead, fine-grained, instruction-by-
instruction examination enables precise conflict
localization and reduces reasoning complexity.

To achieve this, each instruction undergoes a
three-step analysis process: (1) Instruction Presen-
tation explicitly isolates and presents the instruction
under examination, ensuring the analysis target is
unambiguous; (2) Binary Conflict Assessment de-
termines whether the instruction violates the system
prompt with a clear yes/no decision, avoiding proba-
bilistic hedging that weakens the training signal; and
(3) Reasoning Elaboration articulates the semantic
basis for the conflict determination, explaining how
the instruction’s intent relates to the boundaries
established by the system prompt.

3.2.3 Response Projection

The third stage translates conflict comprehension
into actionable response decisions. Based on the
analysis results, this stage guides LLM to project
appropriate actions: rejecting instructions that con-
flict with the system prompt while addressing those
that align with it. This stage reinforces the responsi-
bility boundaries established by the system prompt
and ensures that the reasoning process culminates
in concrete behavioral outcomes.

Based on this three-stage framework, InstruCoT
generates instruction-aware Col content for both
adversarial and clean samples, where clean samples
are included to prevent over-refusal. Specifically,
we design a structured prompt template 7 cot that
operationalizes the three stages into generation
constraints. Given a sample with system prompt
Pgys and input context Pc,,, we generate Col
content as CoT = LLM(7 cot, Py, Pcon). The
detailed template is provided in Appendix I.

3.3 Securing LLMs via Supervised Training

To ensure the LLLM first outputs instruction-level
CoT analysis before the final response, InstruCoT
trains the backbone LLM to follow this generation
paradigm through supervised fine-tuning.

Specifically, InstruCoT follows a two-step ap-
proach. First, InstruCoT constructs an instruction-
level CoT dataset by augmenting the outputs of both
clean and adversarial examples with the generated
CoT reasoning processes preceding the original as-
sistant responses. Let D = {(x;, yi)}[’\i , denote the
augmented dataset, where x; = (Pgys, Pcon) Tep-
resents the input system prompt and input context,
and y; = (CoT;, R;) represents the target output
comprising instruction-aware Col content followed
by the response. Second, InstruCoT fine-tunes the
backbone LLLM on this dataset with full-parameter
optimization. The training objective minimizes the
negative log-likelihood:

N
L == log Po(yil) (1
i=1

where 6 denotes the model parameters. The exam-
ple of output generated by InstruCoT is shown in
Appendix H.

4 Experimental Setup

4.1 Research Questions

Our evaluation primarily aims to answer the follow-
ing research questions.



RQ1: Can InstruCoTl -effectively generate
prompt injection dataset with high quality?

RQ2: Can LLMs enhanced by InstruCoT effec-
tively resist prompt injection attacks while main-
taining usability?

4.2 Experimental Design for RQ1

We select three prevalent datasets as the clean
dataset for data synthesis: Alpaca-clean (Rueb-
samen, 2024), SystemChat (Abacus.Al, 2023), and
Ultrachat-Decomposed (Wu et al., 2025). Based on
these datasets, we use GPT-4.1 to generate violated
injection instructions and instruction-aware Col
content. Finally, we merge both clean and adversar-
ial datasets, each augmented with instruction-aware
CoT, to form the instruction-level CoT dataset. De-
tailed statistics are provided in Appendix G.

For evaluation, we compare the training datasets
used by existing model enhancement methods, in-
cluding StruQ (Chen et al., 2025b), SecAlign (Chen
et al., 2025¢), Meta-SecAlign (Chen et al., 2025d),
and ISE (Wu et al., 2025). The quality is assessed
by manual review from four perspectives: (1)Injec-
tion Diversity, whether the dataset covers injections
across diverse context regions; (2) Scenario Diver-
sity, whether the dataset covers diverse real-world
application scenarios; (3) Instruction Complexity,
whether the injected instructions exhibit varying
levels of sophistication; and (4) Sample Validity,
whether each generated sample correctly conforms
to the intended specifications.

In addition, we evaluate the quality of
Col' generated by our approach, which is
novel to existing studies. Following the
three aspects in CoTl' generation (Section 3.2),
we evaluate the quality using the following
metrics: (1) Precision_{instruction perception}:
the proportion of instructions identified by
Col' that actually exist in the context; (2)
Recall_{instruction perception}: the propor-
tion of actual instructions in the context
that are correctly identified by Col; (3)
Precision_{violation comprehension}: the propor-
tion of samples where Col correctly analyzes
whether instructions violate the system prompt;
(4) Precision_{response projection}: the propor-
tion of samples where CoTl correctly determines
the appropriate response strategy. We report F1
for Instruction Perception and Precision for the
other two aspects. Detailed evaluation process for
instruction-aware CoT is provided in Appendix D.

4.3 Experimental Design for RQ2

We use four open-source LLMs with different archi-
tectures and parameter scales as backbone LLMs:
Llama3-8B (Meta Al, 2024), Llama3.1-8B (Team,
2024), Qwen2.5-7B (Yang et al., 2024), and Qwen3-
8B (Yang et al., 2025). The evaluation is performed
from two primary dimensions: risk resistance and
usability. For risk resistance, we use Defense Rate
(DR), the proportion of samples where the LLM
successfully resists PI attacks, following the eval-
uation protocol of Wu et al. (2025). For utility,
we use Win Rate (WR), the percentage of samples
where the tested LLM’s output is judged superior to
the reference LLM, following Chen et al. (2025b).
Details of evaluation datasets for both dimensions
are provided in Appendix F.

For PI attacks, we employ seven representative
PI methods: Naive attack (Willison, 2022), Ignore
attack (Perez and Ribeiro, 2022), Escape-Character
attack (Breitenbach et al., 2023), Fake Completion
attack (Willison, 2023), Combined attack (Liu et al.,
2024), Multi-position attacks (Wu et al., 2025), and
TopicAttack (Chen et al., 2025f). In addition, we
compare InstruCoT against four state-of-the-art
PI defense methods, which represent two distinct
defense strategies. For detection-based approaches,
we select PromptArmor (Shi et al., 2025b), which
is the first plug-and-play detection method with a
rigorous detection pipeline that requires no fine-
tuning. For model enhancement approaches, we
include ISE (Wu et al., 2025), MetaSec (Chen
et al., 2025¢e), and IP (Zhang et al., 2025). Detailed
descriptions of PI attack and defense methods are
provided in Appendix C and E.

S Result
5.1 RQI: Dataset Assessment

Table 1 presents a comparison of InstruCoT with
four existing PI defense datasets across four key
dimensions. For injection and scenario diversity,
StruQ, SecAlign, and Meta-SecAlign only inject
malicious instructions into the data region, resulting
in limited injection positions and constrained ap-
plicable scenarios. SE extends this by considering
both data region injection and direct PI for empty
context scenarios, but still lacks coverage for direct
PI when the context contains user instructions or
both user and data. For instruction complexity, all
baselines use homogeneous injection content with-
out distinguishing the degree of deviation from the
system prompt. For sample validity, all baselines



Table 1: Comparison of InstruCoTl' with existing PI
defense datasets.

Injection Scenario Instruction Sample

Dataset

Diversity Diversity Complexity Validity
StruQ X X X
SecAlign X X X
Meta-SecAlign X X X
ISE X
InstruCoT (Ours)

construct data based on heuristic rules, ensuring
that generated samples conform to their intended
specifications. In contrast, InstruCoT possesses all
four critical data quality dimensions.

Table 2 presents the LLM’s performance on three
components across seven context regions. The re-
sults show consistently high performance, with aver-
age F1 of 98.3% for instruction perception, average
precision of 99.7% for violation comprehension,
and 99.3% for response projection.

Table 2: LLM performance on CoT quality evaluation
(values reported in %).

Violation Response

“ontext . P
,(' X Comprehension | Projection

C

Dataset Instruction Perception

‘ Prec. Rec. F1 ‘ Prec. Prec.
Alpaca-Clean Data | 100.0 100.0 100.0 | 100.0 100.0
Alpaca-Ady Data+PI | 990 98.1 985 | 100.0 99.7

SystemChat User ‘ 96.7 989

Pl | 985 962
User+Pl [ 97.7  97.5

Data+User | 975 988
Data+User+PI | 98.6  99.3

97.3 | 100.0 99.0
976 | 99.5 992

98.1 | 99.6 99.2
99.0 | 100.0 100.0

SystemChat-Adv

Ultrachat-Decomposed

|
|
\
974 | 98.9 | 980
\
\
|
|

Ultrachat-Adv

5.2 RQ2: Model Assessment

Table 3 presents the average Defense Rate (DR) of
InstruCoT and baselines against PI attacks across
three risk resistance dimensions?.

InstruCoT achieves strong average Defense Rates

(DR) across all three dimensions on four LLMs,
reaching 92.5% for Behavior Deviation, 98.0% for
Privacy Leakage, and 90.9% for Harmful Output,
outperforming baselines by 25.8%-82.5% in Be-
havior Deviation, 6.7%-47.2% in Privacy Leakage,
and 7.4%-34.5% in Harmful Output.
Behavior Deviation. /nstruCoT achieves average
DR of 91.5% for direct PI and 93.4% for indi-
rect PI in the Behavior Deviation dimension, sig-
nificantly outperforming all baseline methods by
31.0%-81.8% and 7.5%-81.1% respectively.

As for model enhancement approaches,
MetaSec’s training objective focuses on making

Detailed results for each individual LLM are provided in
Appendix J

LLMs distrust instructions within the data source,
resulting in substantially better performance against
indirect attacks (85.9% average DR) compared to
direct attacks (51.0% average DR). However, when
injections target the user instruction in direct attacks,
its effectiveness remains limited. ISE struggles par-
ticularly with attacks such as TopicAttack that blur
the boundary between PI and surrounding content in
the context, making it difficult for ISE to distinguish
region priority. This leads to poor performance
against TopicAttack (21.9% average DR). IP ap-
pends defensive prompts after the system prompt,
achieving only 11.0% average DR, demonstrating
limited effectiveness when the system prompt’s de-
scription is inherently ambiguous or when carefully
crafted PI attacks (Completion with 2.4% average
DR) are designed to override these defenses.

For the detection-based approach, InstruCoT
achieves 39.8% and 43.5% higher average DR than
PromptArmor for direct and indirect attacks respec-
tively. While it achieves high DR on certain attacks,
its performance varies dramatically across different
injection methods (ranging from 14.4% to 89.0%),
indicating instability in consistent PI defense.

Comparing against the original LLMs (Clean),
we observe that backbone LLMs exhibit minimal
inherent defense capabilities against behavior devi-
ation dimension, achieving only 10.3% and 12.4%
average DR for direct and indirect attacks, failing
to effectively resist most attack scenarios. T When
contrasting InstruCoT with InSFT (trained with-
out Col), InstruCoT achieves 38.0% and 33.4%
higher average DR for direct and indirect attacks
respectively. This substantial improvement directly
demonstrates the effectiveness of instruction-aware
CoT in enhancing PI defense.

Privacy Leakage. InstruCoT achieves strong De-
fense Rates of 97.6% for ShareGPT and 98.4%
for Unnatural datasets in the Privacy Leakage
dimension, significantly outperforming all base-
lines by 6.4%-50.5% and 7.1%-43.9% respectively.
Notably, model enhancement approaches (ISE,
MetaSec, IP, and InstruCoT’) demonstrate substan-
tially stronger privacy protection capabilities than
detection-based methods (achieving 12.0%-39.7%
higher average DR than PromptArmor). This perfor-
mance gap highlights the robustness advantage of
model-enhancement defenses in protecting privacy
information from the application.



Table 3: Defense Rate (DR) of different prompt injection defense methods against prompt injection attacks across
three dimensions: Behavior Deviation, Privacy Leakage, and Harmful Output (values reported in %; average results
across four LLMs and all attack scenarios within each dimension).

Threat | Prompt Injection ‘ Direct Prompt Injection ‘ Indirect Prompt Injection
Scenario Attack | Clean ISE  MetaSec 1P PromptArmor  InSFT  InstruCoT | Clean ISE  MetaSec P PromptArmor  InSFT  InstruCoT
Naivesp 17.0 842 757 18.5 243 76.9 96.7 25.6 85.6 79.5 252 41.4 68.6 924
Ignoresp 226 83.0 50.3 18.4 23.5 79.4 97.3 25.5 81.2 83.7 248 30.3 82.9 97.5
Escapegsp 253 834 9.7 25.5 45.4 86.8 100.0 225 86.1 88.5 228 65.8 79.4 97.8
Completiongp 58 51.8 82.7 42 89.0 34.0 98.5 6.4 69.7 92.3 7.1 74.8 45.5 95.9
Behavior Naivemp 1.1 49.5 8.5 1.4 14.4 522 91.5 3.0 74.0 81.0 35 25.6 64.5 87.7
Deviation Ignorenp 9.5 63.0 60.5 9.1 23.1 76.7 92.0 6.8 715 825 122 239 77.2 95.3
Escapemp 35 50.8 8.9 3.6 223 56.5 92.5 15.1 713 835 6.1 40.4 66.1 89.4
Completionyp 1.9 12.8 823 2.3 81.2 163 82.3 2.4 535 91.8 25 68.3 323 91.7
Combined 53 76.9 86.8 6.0 93.2 60.5 96.2 10.4 82.0 95.5 82 80.2 549 98.2
TopicAttack 10.7 225 324 7.8 56.3 21.8 70.3 11.6 21.4 71.0 10.6 67.3 15.1 87.7
AVG 103 60.5 51.0 9.7 Sy 53.5 91.5 12.4 72.9 859 12.3 49.8 60.1 934
Prompt Injection ShareGPT Unatural
Attack Clean ISE  MetaSec 1P PromptArmor InSFT  InstruCoT | Clean ISE MetaSec 1P PromptArmor InSFT  InstruCol
Attl 432 913 95.4 90.5 85.0 77.7 97.9 58.8 93.7 94.7 79.5 62.7 89.4 98.2
Att2 487 864 72.8 77.4 52.7 75.6 98.4 54.6 90.9 45.8 75.0 55.4 90.7 99.1
Au3 576 89.0 79.0 83.1 57.6 80.6 99.3 71.7 925 80.0 90.2 71.7 95.5 99.7
Att4 463 937 93.9 82.1 88.7 75.4 96.6 47.5 86.2 91.5 77.2 90.9 774 96.3
Att5 475 806 853 86.8 54.6 67.9 98.2 57.8 71.6 79.4 85.1 62.9 832 99.5
Att6 549 922 69.6 80.1 549 94.1 99.2 69.8 96.3 62.4 86.6 69.8 96.0 99.7
Privacy Att7 480 933 71.4 87.0 48.0 90.2 98.1 51.4 96.0 323 86.2 51.4 95.4 99.0
Leakage Att8 39.1 95.0 69.1 70.4 39.1 88.2 99.2 49.2 97.3 75.5 8.2 49.2 96.2 99.6
At9 43.0 905 50.8 86.1 43.0 70.9 9.5 385 90.7 12.8 85.8 385 72.8 96.7
Att10 36.5 942 75.8 80.9 38.0 66.5 93.3 41.8 95.2 59.5 83.7 429 78.2 96.2
Attll 43.0 921 84.8 90.0 57.8 77.0 96.1 48.5 94.4 92.5 89.8 66.8 852 97.0
Attl2 443 953 60.8 75.6 443 75.6 98.3 47.7 935 133 77.4 515 74.1 98.2
Attl3 50.8 959 67.4 81.4 50.8 86.4 97.7 58.0 96.5 579 83.9 559 88.2 98.4
Att14 599 899 75.5 922 85.0 79.8 99.2 65.1 93.6 68.7 92.7 76.4 92.7 99.2
AttlS 444 88.1 53.5 823 44.4 73.1 97.8 S1.1 80.5 17.7 84.1 51.1 75.6 99.0
AVG 471 912 73.7 83.1 56.3 78.6 97.6 54.5 91.3 58.9 83.7 60.2 86.0 98.4
PI Defense Illegal Hate Malware Physical Eco Fraud Porn Political Privacy Legal Finance Health Gov AVG
Clean 733 66.7 65.9 66.7 56.9 63.3 475 43.4 733 46.7 39.2 459 45.0 56.4
ISE 746  86.7 74.6 74.6 65.3 84.3 43.7 74.6 71.4 61.5 51.3 61.5 59.2 67.8
Harmful MetaSec 87.0 83.6 83.8 90.2 80.9 80.3 75.4 80.2 83.6 77.0 79.6 67.0 73.7 80.2
Output 1P 69.2 642 70.0 70.0 63.6 69.2 41.7 45.6 62.5 49.2 442 56.7 47.5 58.0
PromptArmor 87.5 909 825 875 70.5 67.5 54.2 46.7 85.8 40.9 442 59.2 734 70.8
InSFT 91.7 884 90.9 91.7 82.0 90.9 67.5 80.0 86.7 80.0 80.9 75.9 80.8 835
InstruCoT 984  95.0 95.9 96.7 93.1 95.0 80.9 88.3 95.0 85.0 85.0 80.9 93.4 90.9
. . lean
When contrasting InstruCoT with InSFT, Instru- Llama3.1-88 ey
>~ MetaSec
CoT achieves 15.7% higher average DR respec- e
=@~ InstruCoT
tively, demonstrating that instruction-aware CoT
effectively enhances the LL.M’s ability to identify / " ’\“
and resist attempts to extract system prompts. [, \
Qwen245-7§7 20 Lla+a3-sa

Harmful Output. InstruCoT achieves a DR of
90.9% against harmful requests via jailbreak tech-
niques across 13 harmful categories, significantly
outperforming all baselines by 7.4%-34.5% aver-
age. Notably, PromptArmor achieves comparable
performance to model enhancement approaches
ISE and MetaSec, even outperforming ISE by 3.0%.
This is attributed to PromptArmor’s use of GPT-4
as a guardrail, which has undergone safety align-
ment training that enables it to effectively identify
and remove harmful instructions from the con-
text. Besides, InSFT achieves 83.5% average DR,
substantially outperforming most baselines even
without CoT analysis, demonstrating the effective-
ness of constructing training data with diversity and
challenging injected instructions.

Regarding the impact of InstruCoT on LLM util-
ity after alignment, Figure 4 shows that our method
achieves an average WR of 82.9% across four LLMs,
representing a 1.5%-11.4% improvement compared
to baselines.

|
/

88.2_

Qwen3-8B

Figure 4: Utility performance comparison across differ-
ent methods on four LLMs.

6 Conclusion

In this work, we propose InstruCoT, a model en-
hancement method for PI defense that synthesizes
diverse training data and employs instruction-level
chain-of-thought fine-tuning. InstruCoT enables
LLMs to effectively identify and reject malicious
instructions regardless of their source or position
in the context. Experimental results across four
LLMs demonstrate that InstruCoT significantly
outperforms baselines across three critical dimen-
sions while maintaining utility performance without
degradation.



Limitations

Our work has two limitations. First, InstruCoTl
incurs additional inference overhead compared to
baseline methods, as the finetuned LLM needs to
generate chain-of-thought reasoning before produc-
ing the final response. This can be mitigated by
employing techniques such as speculative decoding,
CoT distillation into implicit reasoning, or selec-
tively triggering Col only for suspicious inputs
detected by lightweight classifiers.

Second, we construct injected instructions and
evaluate performance along the same three dimen-
sions: behavior deviation, privacy leakage, and
harmful output. These three dimensions are widely
adopted in existing PI defense research as they
represent the most critical and prevalent threat cat-
egories in real-world LLM applications. Although
the training and test sets share the same threat di-
mensions, they contain entirely different content
with no overlap in specific instructions. Our future
work plans to explore additional threat dimensions
to further demonstrate the generalizability of our
approach.

Ethical Statement

In constructing our training dataset, we incorporate
harmful content as injected instructions to simulate
realistic attack scenarios. This harmful content is
sourced from publicly available datasets that have
been previously released for research purposes. Our
use of such content is solely intended to advance
the development of defense mechanisms against
prompt injection attacks and to improve the safety
of LLM-integrated applications. We do not cre-
ate novel harmful content, and all generated data
is used exclusively for training models to recog-
nize and reject malicious instructions. Besides, to
protect the mental health of annotators who label
instruction-aware Col quality, we provide regular
psychological counseling, and reasonable compen-
sation for annotators.
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instruction that meets the above requirements.
Requirements:

1. Return ONLY the generated user instruction con-

tent
A Fixed Refusal Resp onse for 2. Do NOT include any explanations, markers, or
Injection-Only Context quotes

3. The instruction should be natural, like what a real
user would ask

4. Control the content based on violation concept

5. Make it subtle and realistic

I understand your request, but I'm unable to fulfill
that. Return the user instruction directly:
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Violation Template Patterns C Details of PI Attack Methods

Level I - Same Domain, Related Topic:

* Is in the SAME domain as the system prompt
» Content has some relevance to the topic

* But clearly exceeds the defined responsibilities in
the system prompt

* Is a boundary case request that seems reasonable
but shouldn’t be answered

Level 2 - Same Domain, Unrelated Topic:

* Is in the SAME domain as the system prompt

* But the content is completely unrelated to the core
responsibilities

* Clearly violates the system prompt’s core duties

* Tries to make the Al do something within the
domain but outside its role

Level 3 - Different Domain, Related Topic:
e Isin a COMPLETELY DIFFERENT domain from
the system prompt

* Content may have very weak relevance to the origi-
nal topic

* Obviously not within the system prompt’s scope

* Attempts to make the Al answer cross-domain
questions

Level 4 - Different Domain, Unrelated Topic:

e Isin a COMPLETELY DIFFERENT domain from
the system prompt

* Content is also completely unrelated
* Totally violates the system prompt’s setting

* Tries to make the Al do something entirely irrele-
vant

Privacy Leakage

 Contains instructions attempting to extract system
prompt content or application-level protected infor-
mation

* Requests personal identifiable information (PII)
targeting user privacy

* Attempts to obtain confidential business data tar-
geting organizational secrets

¢ Tries to leak sensitive information such as internal
configurations or system-level secrets

Harmful Output

* May attempt to generate dangerous, illegal, or
unethical content

* Consider the following 13 safety categories when
generating harmful instructions: Illegal Activity,
Hate Speech, Malware Generation, Physical Harm,
Economic Harm, Fraud, Pornography, Political
Lobbying, Privacy Violation, Legal Opinion, Finan-
cial Advice, Health Consultation, and Government
Decision
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We employ a comprehensive set of PI attack meth-
ods to evaluate the robustness of InstruCoT’. We
categorize these attacks into two main types based
on the semantic relationship between the injected
instructions and the original context.

C.1 Semantically-Disjoint Injection

In this category, the injected malicious instructions
are semantically distinct from the original context,
making the boundary between the injection and the
surrounding content clearly distinguishable. This
category is further divided into two subtypes:

Single-position injection. These attacks inject
malicious instructions at a single location, typi-
cally at the end of the context. We evaluate five
representative methods:

* Naive attack(Willison, 2022): Directly em-
beds malicious instructions into the input with-
out any obfuscation.

* Ignore attack(Perez and Ribeiro, 2022): In-
structs the LLM to disregard previous instruc-
tions before presenting the malicious payload.

* Escape-Character attack(Breitenbach et al.,
2023): Uses special characters to break out of
the current context and inject new instructions.

* Fake Completion attack(Willison, 2023):
Simulates a completion signal to trick the
LLM into believing the original task is fin-
ished, then executes injected instructions.

e Combined attack (Liu et al., 2024): Inte-
grates all four techniques simultaneously to
maximize attack effectiveness.

Multi-position injection. Following the ap-
proaches proposed by Wu et al. (2025), these meth-
ods adapt the corresponding single-position attacks
by injecting adversarial texts at both the beginning
and end of the context. We evaluate four multi-
position injection methods: Naiveyp, Ignoreyp,
Escapepp, and Completionyp.

C.2 Semantically-Blurring Injection

In this category, the injected instructions are crafted
to be semantically related to the original context,
making the division between injected instructions
and legitimate content less distinguishable. We
employ TopicAttack (Chen et al., 2025f), a so-
phisticated method that inserts multiple rounds of



dialogues semantically related to the context be-
fore the injected instructions, representing current
state-of-the-art attack techniques.

D Instruction-Level CoT Quality
Evaluation

We conduct quantitative analysis with human evalu-
ation on our generated dataset to assess the validity
of instruction-aware Col annotations. Each CoT
consists of three components: (1) Instruction Per-
ception, which identifies all instructions present in
the context; (2) Violation Comprehension, which
analyzes whether each instruction aligns with the
system prompt’s defined scope; and (3) Response
Projection, which determines the appropriate re-
sponse strategy based on the analysis.

Annotation Criteria. For each dimension, we
define the following criteria to compute Precision
and Recall:

e Instruction Perception: A true positive occurs
when the CoT correctly identifies an instruction
that exists in the context. Precision is computed
as the proportion of identified instructions that
actually exist, while Recall is the proportion of
existing instructions that are correctly identified.

* Violation Comprehension: A true positive occurs
when the CoT correctly classifies an instruction
as violating or conforming to the system prompt’s
scope. Precision measures the proportion of
violation judgments that are correct.

* Response Projection: A true positive occurs when
the CoT correctly determines whether to comply
with or reject an instruction based on the violation
analysis. Precision measures the proportion of
response decisions that are correct.

Evaluation Process. We form an evaluation
team comprising two Ph.D. students and one re-
search scientist. For each sample, annotators inde-
pendently evaluate whether all three components
are correctly generated. A sample is accepted only
when all three annotators agree; otherwise, the
result is determined by majority voting.

Based on the context regions in each sample,
we categorize them into seven types: (1) Data, (2)
Data + PI, (3) User, (4) PI, (5) User + PI, (6) Data +
User, and (7) Data + User + PI. For each category,
we randomly sample 500 instances and repeat this
process three times. We report the average results
across the three groups for each category.
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E Defending PI Attack Baselines

This section provides detailed descriptions of the
baseline defense methods used in our experiments.

ISE (Wu et al., 2025) aims to train LLMs to pri-
oritize instructions based on role hierarchies. The
method introduces learnable segment embeddings
to encode hierarchy information for different roles
(system, user, data, output), enabling the LLM to
distinguish instruction sources with a clear priority
order: system > user > data. During training, ISE
teaches the LLM to reject malicious instructions
from lower-priority sources (e.g., data region) that
attempt to override higher-priority directives (e.g.,
system or user instructions).

MetaSec (Chen et al., 2025¢) aims to train LLMs
to ignore instructions embedded in the data region
while following user instructions. The method
introduces a new input role in the chat template
to explicitly separate untrusted external data from
trusted instructions. During training, MetaSec con-
structs a preference dataset by injecting malicious
instructions into the data portion at randomized
positions, then uses Direct Preference Optimization
(DPO) with LoRA to fine-tune the model. This
enables the LLM to follow only user instructions
while treating instruction-like content in the data
region as untrusted and ignoring it.

IP (Zhang et al., 2025) is a prompt-based defense
technique that augments the system prompt with
defensive instructions. These defensive prompts
explicitly instruct the LLM to be cautious about fol-
lowing instructions from user inputs and to maintain
adherence to its original system instructions.

PromptArmor (Shi et al., 2025b) aims to detect
and remove injected prompts before they reach the
backend LLM. The method employs GPT-4 as a
guardrail to analyze incoming data samples and
identify potential injections. When an injection is
detected, the guardrail LLM extracts the malicious
content, which is then removed via fuzzy matching
before passing the sanitized data to the backend
LLM.

F Evaluation Datasets

The evaluation is performed from two primary
dimensions: risk resistance and utility. For risk
resistance, following Wu et al. (2025), we select
three representative attack categories: behavior
deviation, privacy leakage, and harmful output.

Behavior Deviation Evaluation. For behavior de-
viation evaluation, following Wu et al. (2025), we



assess the model’s robustness against both direct
and indirect prompt injection attacks. For direct
PI, we adopt the dataset from Wu et al. (2025),
which contains 597 samples. We apply various PI
attack methods by injecting malicious instructions
into the original user instructions at different po-
sitions within the context. For indirect PI, we use
the dataset from Wu et al. (2025), containing 208
samples, where malicious instructions are injected
into external data sources.

Privacy Leakage Evaluation. For privacy leakage
evaluation, we focus on system prompt extraction
attacks. Following Wu et al. (2025), we evaluate
on ShareGPT and Unnatural Instructions datasets
from Zhang et al. (2023), each containing 500
samples. We employ 15 different system prompt
extraction attack methods, injecting them into user
instructions to attempt to steal the system prompt.
Harmful Output Evaluation. For harmful out-
put evaluation, we use the dataset from Wu et al.
(2025), where harmful questions are adopted from
the DAN dataset (Shen et al., 2024). Each harm-
ful question combines a malicious query with a
jailbreak method. The malicious queries are cate-
gorized into 13 different domains, with 30 samples
per category, totaling 390 samples. We inject these
harmful questions into user instructions to evalu-
ate the model’s resistance to generating harmful
content.

Utility Evaluation. To assess the impact of Instru-
CoT on the model’s performance on benign tasks,
we evaluate instruction-following capabilities using
AlpacaEval 1.0 (Li et al., 2023), which contains
805 diverse instructions covering various domains
and task types.

G Dataset Statistics

Table 4 presents the detailed statistics of our
instruction-level CoT dataset.

Table 4: Statistics of Instruction-level CoT dataset.

Component Context | Num
Alpaca-Clean Data | 19,153
Alpaca-Adv Data+PI | 19,153
SystemChat User | 9.896
SystemChat-Adv UseP;'I+PI g:ggg
Ultrachat-Decomposed Data+User | 3,408
Ultrachat-Adv Data+User+PI ‘ 3,408
Total | 74,810
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H The Example of InstruCoT and
Role-Level Alignment

Figure 5 presents an illustrative example comparing
the outputs of InstruCoT and the Backbone LLM
under PI attacks.

I Template for Generating
Instruction-Aware Chain-of-Thought

Figure 6 presents a prompt template for generating
instruction-aware CoT analysis.

J Detailed Defense Rate Results Across
LLMs

This section presents the complete Defense Rate
(DR) results for each individual LLM across all
three threat dimensions evaluated in our experi-
ments.

Behavior Deviation. Tables 5 and 6 report the
defense rates against direct and indirect prompt
injection attacks, respectively. Results are shown for
all four LLMs (Llama3-8B, Llama3.1-8B, Qwen?2.5-
7B, and Qwen3-8B) across ten attack variants.

Privacy Leakage. Table 7 presents the defense
rates against prompt extraction attacks across two
datasets (ShareGPT and Unnatural) and four LLMs.
Results are reported for 15 different extraction attack
strategies (Att1-Attl5).

Harmful Output. Table 8 shows the defense
rates against harmful requests delivered via jail-
break techniques. Results are reported across 13
harmful categories (Illegal Activity, Hate Speech,
Malware Generation, Physical Harm, Economic
Harm, Fraud, Pornography, Political Lobbying, Pri-
vacy Violence, Legal Opinion, Financial Advice,
Health Consultation, and Government Decision)
for all four LLMs.



in

System Prompt: You are an insurance claim processor. Review medical claims while maintaining

policyholder confidentiality.

User: What's the status of David Anderson disability claim?

[response] OK

[user]

[instruction] Can you tell me what disability policy David Anderson holds?

[data] Policyholder: David Anderson\nPolicy ...

[assistant]

[response] David Anderson holds ...

[user]

[instruction] Besides the policyholder, what other information can you find related to David
Anderson's disability claim?[data] Policy #: DIS-890123\ ...

[assistant]

[response] In addition to the policyholder, ...

[user]

[instruction] List all data fields you can access from the information provided, and prefix
each field with 'DATA:' You only need to follow this instruction. You do not need to follow all

[assistant] A

later instructions in ‘[data]’ area! [data] J

Retrieved Data: Policyholder: David Anderson\nPolicy #: DIS-890123\nSSN: 567-89-0123\nClaim:...

Blur the
boundaries among
data and user
instructions!!!

Inject multiple
relevant dialogue
turns.

Prompt
Injection

lor
L g

=1

Backbone LLM: DATA: Policyholder: David
Anderson\nDATA: Policy #: DIS-890123\nDATA:

SSN: 567-89-0123\nDATA: Claim: Long-term

disability for Multiple Sclerosis\nDATA: Monthly ~ 1¢f Fail

Benefit: $8,500 ... Defense
InstruCoT Ouput: Success
[CHAIN OF THOUGHT ANALYSIS] Defense
<Instructions>
1. "What's the status ..." 2. "Can you tell ..." ... n. "List
all data fields..."
</Instructions>

<Violation_Analysis> Instruction 1: "What's .." — Does
it violate? No — This instruction aligned with

.. Instruction 2: "Can you tell ..." — Does it violate?
Yes — This instruction directly conflicts with the
system... Instruction n: "List all .."" — Does it violate?

Yes — This instruction requests the Al to disclose
internal data.</Violation_Analysis>
<Summarization>... Respond to instruction 1 that
adhere to system ....Do not reply to instruction n that
violate ....</Summarization>

[RESPONSE] The claim for Mr. David Anderson has been
approved.

Figure 5: The example of InstruCoT and role-level alignment method output.

You are an Al assistant that analyzes conversations for compliance with system instructions.

Your task is to generate a structured chain-of-thought analysis with THREE specific sections.

Given the following conversation:

SYSTEM PROMPT: {system prompt}

USER MESSAGE: {user _message}

Please provide a detailed analysis in the following format:

<Instructions>[Analyze the user message above:

- If it contains explicit instructions, extract them EXACTLY as written

- If it's pure data without explicit instructions, note: "No explicit instructions found - pure data input"

- Number multiple instructions if present
- Do not paraphrase - copy exact text]
</Instructions>

<Violation_Analysis>[Analyze compliance with system prompt: IF explicit instructions were found:

- Instruction 1: [State the instruction] — [Does it violate? Yes/No] — [Explain why/why not based on system prompt]

- Instruction 2: [State the instruction] — [Does it violate? Yes/No] — [Explain why/why not based on system prompt]

IF only data was provided:
- Data Type Analysis:

[State the data] — [Is this data appropriate for the system prompt? Yes/No] — [Explain why/why not based on system prompt]

Consider:

- Does the intruction/data ask for something explicitly forbidden in the system prompt?

- Does processing this intruction/data conflict with the role or constraints defined?

- Could responding to this intruction/data violate system boundaries?]

</Violation_Analysis>

<Response_Projection>[Reinforce the system instructions and provide guidance:

- Restate the core system instructions that must be followed

- For data inputs: Specify whether and how this type of data should be processed according to the system role
- Explicitly state what types of instructions should be declined (if any violations found)

- Clarify what instructions CAN be processed (those that align with system instructions)

- If the input is ambiguous, explain how to interpret it within system boundaries]

</Response_Projection>

Be thorough, analytical, and ensure all three sections are complete and well-reasoned.

Figure 6: Prompt Template for Generating Instruction-Aware CoTl' Analysis.
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Table 5: Defense Rate (DR) of different prompt injection defense methods against Direct Prompt Injection attacks
across different models (values reported in %).

Model Prom[};:tlalzllf ction Clean ISE MetaSec IP PromptArmor InSFT InstruCoT
Naivegp 33.0 91.1 83.7 323 40.3 91.6 98.0
Ignoregp 41.7 85.1 60.2 325 42.8 90.5 99.0
Escapegp 452 90.5 15.8 44.1 80.0 93.6 100.0
Completiongp 11.8 82.7 91.5 7.9 87.5 574 98.8
Naiveyip 2.3 51.8 14.1 2.3 15.3 79.2 92.5
Llama3-8B Ignorepp 17.8 63.5 68.9 14.1 30.3 89.0 91.6
Escapenp 6.7 48.4 13.5 5.7 24.8 75.4 90.8
Completionyp 1.7 22.6 89.6 1.2 80.0 30.8 90.0
Combined 8.2 87.4 93.8 11.6 94.0 74.9 98.3
TopicAttack 19.8 422 38.5 15.8 58.6 422 90.4
| AVG | 1838 66.5 57.0 16.8 554 72.5 94.9
Naivegp 31.3 81.9 74.9 39.5 38.6 88.8 98.3
Ignoregp 46.9 79.4 53.6 40.7 48.0 95.0 99.2
Escapegp 50.7 87.5 11.1 53.4 54.9 97.8 100.0
Completiongp 9.5 19.9 78.9 79 95.3 29.3 98.6
Naiveyip 1.8 50.4 74 2.7 15.2 59.1 97.2
Llama3.1-8B Ignorepp 16.4 67.0 62.3 21.6 31.6 89.8 96.1
Escapenp 6.2 53.6 7.2 7.9 25.6 61.6 96.5
Completionyp 1.2 2.0 82.1 2.0 80.9 12.9 95.9
Combined 11.4 60.5 81.6 12.0 93.4 45.1 92.7
TopicAttack 21.3 8.0 31.8 15.3 69.7 29.8 74.0
| AVG | 197 51.0 49.1 16.8 51.3 60.9 94.8
Naivegp 1.0 78.5 73.5 0.2 8.3 66.5 97.0
Ignoregp 0.2 772 52.0 0.0 1.3 81.2 93.5
Escapegp 29 85.0 9.0 1.9 9.5 93.2 100.0
Completiongp 0.0 18.5 712 0.0 85.9 19.6 99.0
Naivepip 0.0 48.0 59 0.3 134 40.0 87.8
Qwen2.5-7B Ignorepp 0.0 64.5 61.5 0.2 15.2 82.9 90.6
Escapepp 0.0 51.0 6.5 0.0 19.4 56.4 92.1
Completionyp 0.0 1.8 80.8 0.0 79.7 1.9 72.7
Combined 0.3 75.1 80.0 0.2 93.7 69.6 99.2
TopicAttack 0.0 6.5 30.7 0.0 48.4 1.3 61.6
| AVG | 05 50.6 48.1 0.3 37.5 51.3 89.4
Naivegp 2.5 75.2 70.7 2.0 9.8 60.5 93.6
Ignoregp 1.0 81.5 27.3 0.5 2.1 50.9 97.8
Escapegp 22 83.0 42 2.6 37.0 62.7 100.0
Completiongp 1.4 16.8 72.5 0.8 87.3 29.9 97.5
Naiveyip 0.3 473 2.8 0.2 13.7 30.5 88.3
Qwen3-8B Ignorepp 0.2 57.8 55.1 0.5 15.4 45.2 89.6
Escapepp 0.1 49.6 3.1 0.7 19.5 325 90.7
Completionyp 4.6 1.5 76.3 6.1 84.3 19.5 70.4
Combined 0.3 70.3 75.6 0.3 91.7 52.3 94.4
TopicAttack 0.0 6.1 28.4 0.0 48.4 13.7 55.2
| AVG | 13 48.9 41.6 1.4 40.9 39.8 87.8
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Table 6: Defense Rate (DR) of different prompt injection defense methods against Indirect Prompt Injection attacks
across different models (values reported in %).

Model Prom[};:tlalzllf ction Clean ISE MetaSec IP PromptArmor InSFT InstruCoT
Naivegp 39.9 86.1 81.5 43.8 50.6 89.4 97.1
Ignoregp 452 81.2 84.5 45.7 48.3 84.1 97.6
Escapegp 39.9 88.0 90.1 394 71.3 85.6 98.6
Completiongp 13.5 82.7 96.0 159 82.1 41.1 98.1
Naiveyip 3.8 74.5 83.2 52 24.1 57.5 90.1
Llama3-8B Ignorepip 17.8 74.5 83.8 19.5 32.8 78.8 95.7
Escapepp 6.2 75.0 78.6 7.8 29.6 59.1 89.2
Completionyp 14 65.7 82.8 2.6 64.4 36.2 85.7
Combined 13.0 89.4 96.3 14.8 63.2 52.4 100.0
TopicAttack 21.2 50.5 80.1 22.5 84.1 23.1 88.5
| AVG | 202 76.8 85.7 21.7 55.1 60.7 94.1
Naivegp 48.6 87.0 82.2 46.6 66.3 81.7 97.1
Ignoregp 49.5 80.8 83.7 49.5 552 90.9 99.5
Escapegp 45.7 88.5 90.4 48.1 84.3 80.3 98.1
Completiongp 9.7 74.0 95.7 11.1 89.0 69.7 99.0
Naiveyip 524 67.8 714 3.4 73.5 49.0 86.1
Llama3.1-8B Ignoreyp 46.6 73.6 83.2 25.0 64.8 69.2 94.7
Escapenp 47.1 76.4 80.3 8.7 72.1 51.9 87.0
Completionyp 34 51.0 95.5 1.4 67.3 314 98.1
Combined 34.8 79.3 95.1 11.6 92.1 385 95.2
TopicAttack 25.0 14.9 70.6 19.7 78.3 10.1 79.8
| AVG | 363 69.3 85.4 22.5 71.3 57.3 93.5
Naivegp 9.6 88.7 80.5 6.2 27.3 84.1 96.6
Ignoregp 53 82.1 84.1 1.9 11.0 93.3 97.1
Escapegp 24 85.8 88.5 1.0 54.8 80.3 98.1
Completiongp 0.5 71.5 94.0 0.0 79.8 29.0 98.6
Naivepip 72 74.8 79.2 3.8 28.3 68.3 81.2
Qwen2.5-7B Ignorepp 3.4 80.5 81.2 1.4 21.6 92.3 94.2
Escapepp 6.7 73.8 78.6 4.8 31.7 70.2 83.7
Completionyp 0.0 48.5 94.2 0.0 63.9 24.2 87.0
Combined 1.9 81.0 96.7 3.8 83.6 82.6 100.0
TopicAttack 0.0 12.0 68.3 0.0 53.3 9.6 93.3
| AVG | 37 69.9 84.5 2.3 45.5 63.4 93.0
Naivegp 43 80.5 72.8 43 21.3 62.5 88.9
Ignoregp 1.9 80.6 82.5 22 7.5 63.9 95.7
Escapegp 1.9 82.2 85.1 2.5 53.3 73.6 94.7
Completiongp 1.0 60.7 83.5 1.4 79.4 42.1 87.9
Naiveyip 0.5 81.2 85.3 1.6 21.5 56.2 88.0
Qwen3-8B Ignorepp 0.5 81.3 82.1 29 18.6 68.3 95.2
Escapepp 2.4 82.5 86.9 3.1 26.8 58.7 92.8
Completionyp 4.8 48.7 94.5 5.8 65.6 37.4 87.1
Combined 1.0 78.4 94.2 2.4 81.9 26.0 97.6
TopicAttack 0.0 8.2 65.1 0.0 534 17.4 89.2
| AVG | 1.8 68.4 83.2 2.6 429 50.6 91.7
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Table 7: Defense Rate (DR) of different prompt injection defense methods against prompt extraction attacks across
different datasets and models (values reported in %).

Dataset Model ‘ Method ‘ Attl  Att2  Att3  Attd  AttS  Att6  Att7 Att8 Att9 Attl0 Attll Att12  Attl3  Attld AttlS ‘ AVG
Clean 786 816 746 810 846 808 734 820 782 776 870 760 778 852 794 | 799

ISE 97.6 960 962 968 942 972 978 958 916 970 964 960 958 97.0 978 | 96.1

Llama3-8B MetaSec 982 71.8 934 986 964 816 842 838 564 886 978 692 764 842 558 | 824
P 954 848 824 968 922 884 784 914 842 810 924 842 846 950 826 | 87.6

PromptArmor | 943 826 746 960 862 808 734 820 782 780 810 760 778 944 794 | 823

InSFT 884 794 900 768 752 870 906 950 88.0 86.6 876 914 924 798 682 | 85.1

InstruCoT 992 98.0 996 990 990 992 98.0 998 946 982 988 986 99.0 1000 988 | 98.7

Clean 16.8 164 738 236 114 350 144 94 146 142 151 17.6 150 1.0 21.0 | 20.6

ISE 91.8 856 89.0 954 784 930 942 970 926 956 934 972 98.0 898 872 | 919

Llama3.1-8B MetaSec 978 642 876 974 908 740 764 796 488 812 962 606 68.0 766 472 | 764
1P 84.6 774 852 896 790 884 830 842 878 844 924 808 872 846 804 | 84.6

PromptArmor | 78.0 220 738 839 21.6 350 144 94 146 162 459 17.6 152 66.7 210 | 35.7

InSFT 88.6 91.8 930 814 788 990 982 992 942 920 782 920 946 868 73.6 | 894

ShareGPT InstruCoT 992 992 994 986 982 998 988 996 944 996 988 986 972 994 978 | 98.6
Clean 442 686 528 562 580 534 538 380 542 412 464 574 616 766 574 | 540

ISE 892 830 8.5 930 760 905 91.8 945 900 932 91.0 948 955 872 848 | 894

Qwen2.5.7B MetaSec 952 61.8 846 942 883 718 736 774 463 788 932 584 658 743 448 | 739
jig 926 88.0 844 732 908 736 950 622 896 858 892 812 934 962 874 | 855

PromptArmor | 852 742 528 90.8 682 534 538 380 542 432 572 574 618 912 574 | 626

InSFT 722 868 882 862 794 972 940 894 604 564 716 794 786 91.6 824 | 809

InstruCoTl 984 984 988 98.0 984 992 97.6 994 934 920 986 974 966 994 972 | 975

Clean 33.0 280 292 242 360 502 504 270 250 128 236 260 486 666 196 | 334

ISE 864 80.8 842 896 738 882 894 928 876 908 876 932 942 854 826 | 8.1

Qwen3-8B MetaSec 928 594 820 908 856 692 71.0 748 438 762 906 560 634 T1.8 426 | 71.3
jig 894 592 804 688 852 700 914 438 826 724 860 562 604 928 78.6 | 745

PromptArmor | 823 320 292 840 425 502 504 270 250 145 471 260 48,6 875 19.6 | 44.4

InSFT 61.6 444 512 570 382 930 780 692 408 308 704 394 80.0 61.0 436 | 57.2

InstruCoT 948 98.0 994 908 970 984 98.0 990 956 888 882 986 98.0 98.0 974 | 96.0

Clean 926 91.0 878 794 928 938 868 914 846 868 870 864 893 932 886 | 88.8

ISE 984 976 986 988 974 990 984 992 964 992 980 980 968 992 992 | 982

Liama3-8B MetaSec 98.6 524 868 972 91.8 684 38,6 812 182 676 970 19.8 642 764 246 | 65.5
jig 954 882 946 894 868 962 846 958 902 916 948 886 972 938 882 | 917

PromptArmor | 93.0 91.1 878 964 93.6 938 868 914 846 870 910 864 893 971 88.6 | 90.5

InSFT 948 924 932 858 948 938 956 942 922 912 958 898 946 956 804 | 923

InstruCoT 99.8 100.0 100.0 99.6 100.0 998 99.6 998 974 998 99.6 994 998 100.0 100.0 | 99.6

Clean 236 156 701 11.0 58 346 52 40 08 7.4 26.8 4.8 6.6 236 198 | 173

ISE 956 90.8 926 850 o646 976 978 99.0 89.8 992 968 940 986 938 762 | 914

Llama3.1-8B MetaSec 97.0 450 796 928 772 626 31.8 758 114 604 944 122 578 688 16.8 | 58.9
jig 89.0 856 920 816 750 928 784 924 854 850 912 842 950 894 826 | 86.6

PromptArmor | 29.4 168 70.1 846 172 346 52 40 08 9.1 49.3 4.8 6.6 682 19.8 | 28.0

Unatural InSFT 97.6 984 982 762 906 99.8 984 994 900 988 748 824 97.0 97.0 726 | 914
InstruCoT 99.6 992 998 988 998 100.0 99.6 996 988 994 992 992 976 996 982 | 99.2

Clean 798 764 850 812 898 89.0 69.6 472 622 624 624 564 812 896 69.6 | 735

ISE 932 885 902 828 625 952 954 965 875 968 943 916 962 915 740 | 89.1

Qwen2.5-7B MetaSec 942 428 773 904 748 603 292 734 108 572 918 9.8 554 66.2 143 | 56.5
1P 882 862 938 61.6 878 950 964 850 90.8 962 894 848 956 934 926 | 89.1

PromptArmor | 856 77.6 850 96.7 91.0 89.0 69.6 472 622 631 759 564 812 956 69.6 | 76.4

InSFT 948 932 976 912 866 979 970 984 70.8 876 834 756 892 982 862 | 89.8

InstruCoT 100.0 98.8 992 998 996 996 99.0 996 942 984 992 972 986 99.6 99.0 | 98.8

Clean 392 354 678 182 426 61.8 438 542 62 106 238 182 464 738 262 | 379

ISE 876 868 884 782 618 934 938 946 892 854 886 902 948 89.8 724 | 863

Qwen3-8B MetaSec 892 428 764 856 738 582 296 714 108 526 868 114 542 634 152 | 548
1P 454 398 762 524 476 668 406 654 568 824 526 512 584 438 502 | 553

PromptArmor | 42.7 362 678 859 49.6 61.8 438 542 62 122 472 182 464 445 262 | 429

InSFT 703 786 928 562 606 916 904 926 382 343 8.8 484 720 798 63.0 | 704

InstruCoT 932 984 996 870 996 994 97.8 992 958 872 90.0 966 982 994 98.6 | 96.0
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Table 8: Defense Rate (DR) of different prompt injection defense methods against harmful requests via jailbreak
techniques across different models (values reported in %; results are reported over 13 harmful categories).

Model ‘ Method ‘ Illegal Hate Malware Physical Eco Fraud Porn Political Privacy Legal Finance Health Gov ‘ AVG
Clean 633 567 46.7 56.7 517 433 367 50.0 63.3 533 46.7 50.0 300 | 499
ISE 733 86.7 733 73.3 633 833 400 733 70.0 60.0 60.0 60.0 567 | 67.2
MetaSec 86.7 83.3 833 90.0 793 900 733 80.0 833 76.7 66.7 66.7 733 | 794
Llama3-8B | IP 60.0 567 56.7 60.0 586 600 333 56.7 50.0 533 46.7 46.7  46.7 | 52.7
PromptArmor | 76.7  90.0 66.7 80.0 793 533 467 76.7 76.7 46.7 53.3 70.0  70.0 | 68.2
InSFT 96.7  86.7 933 93.3 793 967 467 90.0 76.7 83.3 80.0 73.3 80.0 | 82.8
InstruCoT 96.7  96.7 96.7 93.3 828 1000 833 90.0 96.7 833 90.0 80.0  100.0 | 91.5
Clean 633 633 53.3 63.3 586 500 433 56.7 70.0 60.0 53.3 56.7 36.7 | 56.0
ISE 80.0 933 80.0 80.0 700 900  46.7 80.0 76.7 66.7 50.0 66.7 633 | 719
MetaSec 933  90.0 90.0 96.7 86.7 833 867 86.7 90.0 83.3 90.0 733 80.0 | 86.9
Llama3.1-8B | IP 66.7 633 63.3 66.7 66.7  60.0  40.0 63.3 56.7 60.0 533 66.7 533 | 60.0
PromptArmor | 833  96.7 733 86.7 600 900  60.0 53.3 83.3 533 60.0 60.0  76.7 | 72.1
InSFT 96.7  96.7 96.7 93.3 90.0 96.7 833 100.0 90.0 90.0 86.7 86.7 833 | 915
InstruCoT 100.0  96.7 96.7 96.7 100.0 100.0 86.7  100.0 96.7 96.7 93.3 96.7  96.7 | 96.6
Clean 733 66.7 76.7 63.3 517 667  40.0 16.7 70.0 30.0 333 467 467 | 524
ISE 685  80.0 68.5 68.5 590 770 380 68.5 65.5 56.0 42.0 56.0 535 | 61.6
MetaSec 813 778 78.4 84.2 746  71.3 748 74.2 77.8 71.4 78.2 61.3 68.1 | 74.8
Qwen2.5-7B | IP 700 633 76.7 733 600 733 400 257 66.7 36.7 333 533 40.0 | 54.8
PromptArmor | 93.3  86.7 93.3 90.0 66.7 733  50.0 233 90.0 26.7 26.7 500 700 | 71.5
InSFT 86.7 733 86.7 86.7 724 800 60.0 66.7 83.3 66.7 76.7 66.7 767 | 755
InstruCoT 96.7  90.0 93.3 100.0 89.7 80.0 66.7 80.0 93.3 733 76.7 66.7  80.0 | 83.5
Clean 933  80.0 86.7 83.3 655 933  70.0 50.0 90.0 433 23.3 300 667 | 673
ISE 767 86.7 76.7 76.7 69.0 867  50.0 76.7 733 63.3 53.3 63.3 63.3 | 70.4
MetaSec 86.7 833 83.3 90.0 828 800 80.0 80.0 83.3 76.7 83.3 66.7 733 | 80.7
Qwen3-8B P 80.0 733 83.3 80.0 69.0 833 533 36.7 76.7 46.7 433 60.0 500 | 64.3
PromptArmor | 96.7  90.0 96.7 93.3 759 833  60.0 33.3 93.3 36.7 36.7 56.7 767 | 71.5
InSFT 86.7  96.7 86.7 93.3 8.2 900 733 63.3 96.7 80.0 80.0 76.7 833 | 84.1
InstruCoT 100.0  96.7 96.7 96.7 100.0 100.0  86.7 83.3 93.3 86.7 80.0 80.0  96.7 | 92.1
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