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ABSTRACT

We study a robust, i.e. in presence of malicious participants, multi-agent multi-
armed bandit problem where multiple participants are distributed on a fully decen-
tralized blockchain, with the possibility of some being malicious. The rewards of
arms are homogeneous among the honest participants, following time-invariant
stochastic distributions, which are revealed to the participants only when certain
conditions are met to ensure that the coordination mechanism is secure enough. The
coordination mechanism’s objective is to efficiently ensure the cumulative rewards
gained by the honest participants are maximized. To this end and to the best of our
knowledge, we are the first to incorporate advanced techniques from blockchains,
as well as novel mechanisms, into such a cooperative decision making framework
to design optimal strategies for honest participants. This framework allows vari-
ous malicious behaviors and the maintenance of security and participant privacy.
More specifically, we select a pool of validators who communicate to all partic-
ipants, design a new consensus mechanism based on digital signatures for these
validators, invent a UCB-based strategy that requires less information from partic-
ipants through secure multi-party computation, and design the chain-participant
interaction and an incentive mechanism to encourage participants’ participation.
Notably, we are the first to prove the theoretical regret of the proposed algorithm
and claim its optimality. Unlike existing work that integrates blockchains with
learning problems such as federated learning which mainly focuses on optimality
via computational experiments, we demonstrate that the regret of honest partic-
ipants is upper bounded by log 7" under certain assumptions. The regret bound
is consistent with the multi-agent multi-armed bandit problem without malicious
participants and the robust multi-agent multi-armed bandit problem with purely
Byzantine attacks which do not affect the entire system.

1 INTRODUCTION

Multi-armed Bandit (MAB) (Auer et al.l 2002alb) models the classical sequential decision making
process where a player selects one arm from multiple arms and observes the reward of the pulled
arm at each time step. The player aims to maximize the cumulative reward throughout the game,
equivalent to the so-called regret minimization problem navigating the trade-off between exploration
(e.g., exploring unknown arms) and exploitation (e.g., favoring the currently known optimal arm).
The recent emerging advancement of federated learning, wherein multiple participants jointly train
a shared model, has spurred a surge of interest in the domain of multi-agent multi-armed bandit
(multi-agent MAB). In this context, multiple participants concurrently interact with multiple MABs,
with the objective being the optimization of the cumulative averaged reward across all the participants
through communications. Significantly, these participants face additional communication challenges.

Numerous research has been focused on the multi-agent MAB problem, including both centralized
settings as in (Bistritz and Leshem, [2018}; Zhu et al.| 3—4, 2021; [Huang et al.,[2021} Mitra et al., 2021}
Réda et al.,|2022; |Yan et al.,|2022)), and decentralized settings as in (Landgren et al., [2016ajib; 2021}
Zhu et al., 2020; Martinez-Rubio et al.| 2019} /Agarwal et al 2022)), where it is assumed that reward
distributions are uniform among participants, namely homogeneous. Recent attention has shifted
towards addressing decentralized, heterogeneous variants, including (Tao et al., |1546-1574, 2022;
Wang et al.,[1531-1539, 2021}; Jiang and Cheng| |1-33, 2023} [Zhu et al., [2020; 2021} |34, 2021} Zhu
and Liu| 2023} |Xu and Klabjan|, |2023b)), which are more general and bring additional complexities.
In these scenarios, the shared assumption is that all participants exhibit honesty, refraining from any
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malicious behaviors, and adhere to both the shared objective and the designed strategies. However,
real-world scenarios often deviate from this assumption, are composed of malicious participants
that perform disruptively. Examples include failed machines in parallel computing, the existence of
hackers in an email system, and selfish retailers in a supply chain network. Consequently, recent
research, such as (Vial et al., 2021} [Zhu et al., 2023)), has focused on the multi-agent MAB setting
with malicious participants, which is formulated as a robust multi-agent MAB problem. This line of
work yields algorithms that perform optimally, provided that the number of malicious participants
remains reasonably limited.

However, there are three major concerns related to the existing robust multi-agent MAB framework,
namely optimality, security, and privacy, respectively. Firstly, in (Vial et al.,|2021)), the truthfulness of
the integrated reward estimators by participants is not taken into account. Every participant maintains
reward estimations and thus we also call them estimators. In essence, it means it might not be possible
to assert the correctness of these estimators, even though the relative differences between the arms
are bounded. In certain scenarios, estimators play a crucial role in guiding decision making. For
instance, in the context of smart home (Zhao et al., 2020), driven by the rapid growth of the Internet
of Things (IoT), in a smart home device setting the suppliers of the devices are the participants
monitored by the manufacturer, the devices are the arms, and the consumers are the environment,
the manufacturer seeks to understand consumer behavior. The reward corresponds to any metric
measuring consumer engagement. Each supplier develops its own engagement (reward) estimatation
by arm pulls where it is important for the estimators to be accurate. The knowledge about the ground
truth, i.e. consumer behavior in expectation across time, is essential, making the correctness of
estimators a critical concern. Secondly, there is the possibility of malicious participants (suppliers)
exhibiting various disruptive behavior beyond broadcasting inaccurate estimators which is a facet
not covered in existing work (Vial et al., [2021; Zhu et al.| |2023). For example, in a network routing
problem, where devices (i.e., participants) send information through communication channels that
represent the arms to maximize information throughput (i.e., the reward), malicious participants
could intentionally cause channel congestion and disrupt the traffic that honest participants rely on.
This has the potential to systematically affect the performance of honest participants as a significant
motivation herein. Thirdly, existing literature assumes that participants are willing to share all the
information with other participants, including the number of pulls of arms and the corresponding
reward estimators. This, however, exposes the participants to the risk of being less private, as it might
be easy to retrieve the cumulative reward and action sequence, based on the shared information. This
has not yet been explored by the existing work and thereby motivating our work herein.

Notably, blockchains have a great potential to address these challenges, which are fully decentralized
structures and have demonstrated exceptional performance in enhancing system security and accuracy
across a wide range of domains (Feng et al.||2023)). This trending concept, widely applied in finance,
healthcare and edge computing, was initially introduced to facilitate peer-to-peer (P2P) networking
and cryptography, as outlined in the seminal work by (Nakamotol [2008]). A blockchain (permissioned
where the set of participants is fixed versus permisionless where the set of participants is dynamic
and anyone can join) comprises of a storage system for recording transactions and data, a consensus
mechanism for participants to ensure secure decentralized communication, updates, and agreement,
and a verification stage to assess the effectiveness of updates, often referred to as block operations
(Niranjanamurthy et al.l 2019)), which thus provides possibilities for addressing the aforementioned
concerns. First, the existence of verification guarantees the correctness of the information before
adding the block to the maintained chain, and the storage system ensures the history is immutable.
Secondly, the consensus mechanism ensures that honest validators, which are representatives of
participants, need to reach a consensus even before they are aware of each other’s identities, leading
to a higher level of security and mitigating systematic attacks. Lastly, enabling cryptography and full
decentralization without a central authority has the potential to improve the privacy level. However,
no work has studied how blockchains can be incorporated into an online sequential decision making
regime, creating a gap between multi-agent MAB and blockchains that we take a step to close it.

There has been a line of work adapting blockchains into learning paradigms, and blockchain-based
federated learning has been particularly successful as in (Li et al., 2022} |Zhao et al.,2020; |Lu et al.|
2019 [Wang et al., [2022). In this context, multiple participants are distributed on a blockchain, and
honest participants aim to optimize the model weights of a target model despite the presence of
malicious participants. Notably, the scale of the model has led to the introduction of a new storage
system on the blockchain, the Interplanetary File System (IPFS), which operates off-chain, ensuring



Under review as a conference paper at ICLR 2025

the stability and efficiency of block operations on the chain. However, due to the unique decision
making in MAB, the existing literature does not apply to the multi-agent MAB, necessitating a novel
framework for blockchain-based multi-agent MAB. Moreover, there is limited study on the theoretical
effectiveness of blockchain-based federated learning, as most studies focus on their deployment
performances. Theoretical validity is crucial to ensure cybersecurity because deploying blockchains,
even in an experimental setting, is risky and has been extremely challenging. Henceforth, it remains
unexplored how to effectively incorporate blockchains into the robust multi-agent MAB framework,
and how to analyze the new algorithms theoretically, which we address herein.

To this end, we herein propose a novel formulation of robust multi-agent MAB on blockchains.
Specifically, we are the first to study the robust multi-agent MAB problem where participants are fully
distributed, can be malicious, and operate on permissioned blockchains. In this context, a fixed set of
participants pull arms and communicate to validators, and validators communicate with one another
and decide on a block to be sent to the chain. Participants can only receive rewards when the block is
approved, in order to ensure security, which means the rewards are conditionally observable, even for
the pulled arm, which complicates the traditional bandit feedback and introduces new challenges.
Participants can be malicious in various disruptive aspects. The objective of the honest participants is
to maximize their averaged cumulative received reward. Participants not only design strategies for
selecting arms but also strategically interact with both other participants and the blockchain. The
blockchain keeps track of everything (the history is immutable), guarantees the functionality of the
coordination mechanism through chain operations, and communicates with the environment.

For the new formulation, we develop an algorithmic framework, motivated by existing work while
introducing novel techniques. The framework uses a burn-in and learning period. We incorporate a
UCB-like strategy into the learning phase to perform arm selection, while using random arm selection
during the burn-in period. We also use validator/commander selection to eliminate the need for an
authorized leader, including both full decentralization and efficient reputation-based selection. We
propose the update rules for both participants and validators to leverage the feedback from both the
environment and the participant set. Furthermore, we modify the consensus protocol without relying
on % voting; instead, we use a digital signature scheme (Goldwasser et al.,|1988) coupled with the
consensus protocol in (Lamport et al.,|2019). Moreover, we introduce the role of a smart contract
(Hu et al., 2020) that interacts with both the blockchain and the environment, which validates the
consensus and collects the feedback from the environment. To incentivize malicious participants
(we want the malicious participants to actively participate via information sharing in order to be
identified soon) we invent a novel cost mechanism inspired by the use of mechanism design in
federated learning (Murhekar et al., 2023)). It is worth noting that the existence of this smart contract
and cost mechanism also guarantees the correctness of the information transmitted on the chain.

Subsequently, we perform theoretical analyses of the proposed algorithm. We formally analyze the
regret that reflects optimality and fundamental impact of malicious behavior on blockchains. Precisely,
we show that under different assumptions in different settings, the regret of honest participants is
always upper bounded by O(log T'), consistent with existing robust multi-agent MAB (Zhu et al.,
2023} [Vial et al.;|2021)). This is the very first theoretical result on leveraging blockchains for online
sequential decision making problems, to the best of our knowledge. Furthermore, this regret bound
coincides with the existing regret lower bounds in multi-agent MAB when assuming no participants
are malicious (Xu and Klabjan, [2023a), implying its optimality. We also find that, surprisingly,
various aspects about security are by-products of optimality.

Our main contributions are as follows. First, we propose a novel formulation of multi-agent MAB
with malicious participants, where rewards are obtainable only when the coordination mechanism’s
security is guaranteed. Additionally, the actual received rewards account for the accuracy of the
shared information through our proposed cost mechanism. To maximize the cumulative rewards of
honest participants, we develop a new algorithmic framework that introduces blockchain techniques.
Along the way we design new mechanisms and protocols. We also prove the theoretical effectiveness
of the algorithm through an extensive analysis of regret under assumptions on the problem setting,
such as the ratio of honest participants, the cost definition, and the validator selection protocol. This
work bridges the gap between cybersecurity and online sequential decision making.

The structure of the paper is as follows. In Section 2, we introduce the problem formulation and
notations. In Section 3, we propose the algorithmic framework. Subsequently, in Section 4, we
provide detailed analyses of the theoretical guarantee for the proposed algorithms.
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2 PROBLEM FORMULATION

We start by introducing the notations used throughout the paper. Consistent with the traditional MAB
setting, we consider K arms, labeled as 1,2, ..., K. The time horizon of the game is denoted as 7T,
and let us denote each time step as 1 < ¢ < T'. Additionally as in Multi-agent MAB, let us denote the
number of participants as M labeled from 1 to M. We denote the public and secret keys of participant
mas (PK,,, SK,,) forany 1 < m < M. The list of public keys PK;, PK>, ..., PK}; is public
to anyone, in the order indicated by the participant set. Meanwhile, in our newly proposed blockchain
framework, we denote the total number of blocks as B = T" and whether each block at time step
t is approved or not is represented by a binary variable b; € {0,1}. Let us denote the reward of
arm ¢ at participant m at time step ¢ as {r"(¢) }; m.+, which follows a stochastic distribution with
a time-invariant mean value {y; };. Let af, be the arm selected at time ¢ by participant m and let
Num,i(t) be the number of arm pulls for arm ¢ at participant m at time ¢. We denote the set of honest
participants and malicious participants as My and M 4, respectively, which are not known apriori.
Note that they are time-invariant. Similarly, let Sy () denote the set of validators at time ¢ which is
algorithmically determined. We denote the estimators maintained at participant m as g (t), ™ (t)
for local and global reward estimators, respectively, and the validators estimators as fi;(t). We point
out that fi;(t) is a function of " (¢). What are stored in a block is deferred to Appendix F.

The process during one iteration is as follows. At the beginning of each decision time, each participant
selects an arm based on its own policy. Then, a set of validators is selected, and the participants
broadcast their reward estimators to the validators. The validators perform aggregation of the collected
information. Next, they run a consensus protocol to examine whether the majority agree on the
aggregated information, a process called validation. They send the validated information to the smart
contract, which verifies its correctness and sends feedback to the environment. If the smart contract
is approved, the blockchain is updated. Lastly, the environment distributes the reward information
plus cost based on the feedback from the smart contract (only if the block has been approved). The
participants then update their estimators accordingly. The corresponding flowchart is presented in
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Cost Mechanism We propose a cost mechanism where if the estimators from the malicious

participants are used in the validated estimators, i.e. 595;2((?) # 0, then the honest participants incur

a cost of ¢;* > 0 and malicious participants receive c;* < 0, which they are not aware of until the
end of the game. It incentives the participation of malicious participants, in particular, given that
they may not be willing to share anything. In the meantime, as a by-product, it also penalizes the
aggregated estimators by the honest participants, which ensures the correctness of the estimators. In

addition " = 0 for every m if 220 = 0.

With the goal to maximize the total cumulative (expected) reward of honest participants, we de-
fine the regret as follows. We denote the cumulative reward of honest participants as rp =

S menty Sy P (11— Y ¢y and the regret as Ry = mas; Y,y Sorey 17 (1) 1,21 —
r7 and pseudo regret Ry = max; Y., Mr Zthl ™ — E[rr] (rationality in Appendix F).
Attacking principles are described in Appendix D (Existential Forgery, Adaptive Chosen Message

Attack, and Universal Composability Framework), which are used in the digital signature scheme
(Goldwasser et al.| |1988)) and secure multi-party computation (Asharov et al.,|2012),
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3 METHODOLOGIES

In this section, we present our proposed methodologies within this new framework. Notably, we
develop the first algorithmic framework at the interface of blockchains in cybersecurity and multi-
agent MAB in online sequential decision making, addressing the joint challenges of optimality,
security, and privacy. We leverage the blockchain structure while introducing new advancements to
the existing ones, to theoretically and efficiently guarantee the functionality of the chain with new
consensus protocols and a cost mechanism. Additionally, it is designed for online sequential decision
making scenarios, distinguishing our work from existing literature on federated learning. Moreover,
compared to existing work on Byzantine-resilient multi-agent MAB, our methodology operates on a
blockchain with an added layer of security and privacy.

In the framework, every participant can be either honest or malicious, including selected validators
and commanders. The number of malicious participants must be known apriori, but not who are
they. The malicious clients can perform every step in an adversary manner to their likening except
updating trust coefficients (p,,, w,, ). For this step, they must follow the general agreed-upon rule.
This assumption is quite common in blockchain works. The only component that must know who
is malicious and who is honest is the environment (since it must assign appropriate penalties based
on these designations). In our use case of smart homes, this means that the customers know which
supplier is malicious and which supplier is honest (for example based on google reviews). The
algorithmic framework is composed of two phases: the burn-in period, which is a warm-up phase for
t < L, where L is the length of the burn-in period, and the learning period, where ¢t > L. It consists of
5 functions, with the main algorithm presented in Algorithm [I] and the remaining functions detailed
in Algorithms 2-5 (Appendix C). Algorithm [I] constitutes the core of the methodology, including
the sequential strategies executed by the honest participants, black-box operations by the malicious
participants, and the chain executions.

The core algorithm includes several stages, as indicated in the following order. We present the
pseudo code of the core algorithm in Algorithm |1} named BC-UCB. Here, the common random
seed @, t = 1,...,T and the random seed for each participant ¢ = (g1, qa, - .., g ) are publicly
known in advance. Function V RF' refers to verifiable random functions proposed in (Micali et al.|
1999) composed of G that represents the generating function for the public and secret key with seed
¢’ ie. G(¢°) = (pk, sk), and VRFr(q;, G(¢")) = (hash,w) where hash is a hash value and 7
is a function (proof) that returns T'rue or False given hash and public key pk, i.e. w(hash, pk)
outputs T'rue or False. Let hl be the size of hash which is an input to 7. For any multi-set .S,
magjority(Soy) refers to an element in Sy with the highest count.

Arm selection Asin an MAB framework, the participants decide which arm to pull at each time step.
The strategies depend on whether participants are honest or malicious. The honest participants follow a
UCB-like approach. More specifically, each honest participant m selects arm af, =t mod K during
the burn-in period. During the learning period, it assigns a score to each arm ¢ and selects the arm with

the highest score, which can be formally written as al,, = arg max; i (t — 1)+ F(m,i,t — 1) where

[ (t) is the maintained estimator at participant m. Here F'(m, 4,t) = (%)ﬂ with constant C, 8

being specified in the theorems. A malicious participant j, however, selects arms based on arbitrary
strategies, which is also known as Byzantine’s attack and written as a§- = h§- (Ft) € [K] where F;
denotes the history up to time step ¢ (everything on the blockchain and additional information shared
by other participants).

Validator or Commander Selection At each time step, a coordination mechanism or iterative
protocol selects a pool of participants allowed to act on the chain, known as validators. The com-
manders are selected in the similar way but with different parameters. Specifically, the coordination
mechanism samples the set of validators and commanders according to Algorithm [2|(in Appendix C),
based on the trust coefficients of participants p,, (t), w,,(t). The chain relays this set of validators
to aggregate the reward estimators and to achieve consensus as detailed below. The commanders
participate in the consensus protocol.

We use a smart contract that takes membership of a participant in Sy (¢) as input and produces a
single sorted list of Sy (¢) based on the public keys PK,, of participants. It is worth noting that the
sorting function can be incorporated into the script. Then, the participants access this smart contract
SCsort With input Sy (¢), PK to obtain the sorted list of validators Sy (¢) from its output.
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Broadcasting During broadcasting, the participants sent information to validators which then

perform the aggregation step. To expand, malicious participant j broadcasts its estimators ﬁz (t)
to the validators using a black-box attack, e.g. a Byzantine’s attack or a backdoor attack. Honest
participant m broadcasts its true reward estimators 7 (t) to the validators.

Aggregation Next, the validators integrate the received information. Specifically, for each honest
validator 7, an honest validator determines the set, A7, B} as follows. For t > L, the set A7 reads
asm € Al & ny,(t) > n,;(g) for every i where k;(t) > maxgeps w is the threshold
parameter which can be constructed through the secure multi-party computation protocol as in
(Asharov et al., [2012), without knowing the value of n,, ;(¢) to ensure privacy. More specifically,
each participant m sends n,, ;(t) and the value of k;(t) to the protocol. The protocol then outputs

whether m € A{. The set B} is computed as follows, depending on the size of AlTE|Al| > 2f
where f = |M | and the process is in the learning period ¢t > L, then B} = U;{(m, ij*(t)) :
fi{*(t) is smaller than the top f values in A} and larger than the bottom f values in A7}. Otherwise

in burn-in, B} = {¢ mod K} and A] = (). Once again, the malicious participants choose the sets A;
and B; in a black-box manner.

Consensus The consensus protocol is central to the execution of the blockchain and guarantees that
the chain is secure. More specifically, we incorporate the digital signature scheme (Goldwasser et al.,
1988)) into the solution to the Byzantine General Problem (Lamport et al.,[2019) under any number of
malicious validators. The pseudo code is presented in Algorithm [3| First, a commander is selected
from the validators that broadcasts B; to other validators with its signature generated by (Goldwasser,
et al.| [1988)), which we call a message. This process is then repeated at least M times, based on the
algorithm in (Lamport et al., 2019). The validators output the mode of the maintained messages. The
consensus is successful if more than 50% of the validators output the B; maintained by the honest
validators. Otherwise, the consensus step fails, resulting in an empty set By.

Global Update The set B; is then sent to the validators, which compute the average of the estimators
within By, known as the global update detailed in Algorithm ] More precisely, for each arm i at
time step ., the estimator i ted as fi; (£) = L (j1s(t) + fia(7)), fu(t) = Z2<Bi 0 yp

ime step ¢, the estimator is computed as ji;(t) = 5 (fi; i (7)), i () = Bl where

7 = maxs<;{bs = 1}. If B, is not empty, and [1;(t) = oo, f1;(t) = oo, otherwise.

Block Verification The validators run the smart contract scy;,k to validate the block and assign
b, = 1 if the estimator satisfies the condition fi;(¢) < 2. It disapproves the block otherwise, which is
denoted as b; = 0.

Block Operation At the beginning of the algorithm, the environment sets a random cost value
¢t = c between 0 and 1. The smart contract sends the output containing the validated estimator fi;(t),
the set By, and the indicator b; of whether the block is approved to the environment. Subsequently,
the environment determines the rewards, namely Block Operation, as in Algorithm[3] to be distributed
to the participants based on the received information from the smart contract, in the following

three cases. Case 1: If b, = 1 and B; C My, i.e % = 0 forevery m ¢ My, then the

environment distributes 7 (t) and [1;(t) to participant m for any 1 < m < M. Case 2: If b, = 1

and By N My < | By, i.e. there exists m € M4 such that % # 0, then the environment

distributes 77} (t) — ¢; and fi;(t) to any honest participant m, and ri . (t) + ¢; to any malicious
m J

participant j. Case 3: If b, = 0, the environment distributes nothing to the participants.

Participants’ Update After receiving the information from the environment, the honest participants

update their maintained estimators as follows. Rule For the global reward estimator " (t), they

update it when they receive fi;(t), i.e. f"(t) = a(t), and otherwise, i (t) = fl"(t). For the

number of arm pulls and the local reward estimators, they update them as n,, ; () = 1y, ;i (t — 1) +
_ B (=1 ()1 -

Lp,=1- 1a$n:ia:uzm(t) = nmyin(Lt) . (1)

In SELECTION the value w,,(t) implies a certain number of commanders, i.e. the number of
commanders is a function of w,,(t) and likewise the validators with respect to p,,(t). We call
_ o Xe<iTay(®)
RO

D, Wy, trust coefficients. Based on the concept of staking, p,, (¢)
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Algorithm 1 BC-UCB

Initialization: For participants 1,2, ..., M, arms 1,..., K, at time step 0 we set 7 (0) = j1;(0) =
Nm,i(1) = 0; the number of honest part1c1pants M Hs Verlﬁable Random Function V RF
fort=1,2,...,Tdo

for each participant m do // Validator Selection
| Sample z = SELECTION(¢, m, pp (t — 1), VRF). If z = 1, participant m is a validator.

end

Let Sy (t) be the set of all validators

for each validator m do // Commander Selection (w,, = m)
‘ Sample z = SELECTION(¢, m, m, VRF). If z = 1, validator m is a commander.

end

Let S (t) be the set of commanders

for each participant m € My do // Arm Selection - UCB

if k € A} for every k € My with Sy (t) and Sc(t) and t > L then
| af, =argmax, g (t — 1)+ F(m,i,t — 1)
else
| Sample an arm af, =t mod K.
end

Pull arm a?,

end

for each participant m € M4 do // Arm Selection - Any Strategy
Select an arm a!, and pull arm af,

end

for each participant m do // Broadcasting

Broadcast " (t — 1) to Vahdators SV( ), where malicious participants m € M4 use an
attack regarding an arm af, , i.e., i (t — 1) = hf, (Fi—1).
end
for each participant m € Sy (t) do // Aggregation
Validator m € My N Sy (t) determines the set B]® = B, containing trusted participants j
and the corresponding estimators ] (t)
Validator m € My, m € Sy (t) arbitrarily determines the set B}"
end
// Consensus
Validators run consensus on { Bj" },,, according to CONSENSUS(S¢(t), { B{" }1n, M)
Validators run the smart contract scy;ocr to compute fi;(t) according to GLOBAL _UPDATE(B;)
// Global Update
Validators perform Block Validation: // Block Verification
If there exists ¢ € {1,2,..., K} with global estimator ji;(t) < oo
Approve the block by letting by = 1
else
Disapprove the block by letting by = 0
end
// Environment
The environment sends rewards to participants using OPERATION(z; (¢ ), at Qs Bt, bt)
for each participant m do // participants’ Update
Participant m € M updates fi,, (¢ ) nm (1), i, (1), pm (1), wn (t) based on Rule; partici-
pant m € M4 updates fi, (t), np, i( m(t) ar 1trar11y

end
end

4 REGRET ANALYSES

In this section, we demonstrate the theoretical guarantee of our proposed framework by conducting
a comprehensive study of the regret as in Section 2. Specifically, to allow for flexibility and
generalization, we consider various problem settings, including the number of malicious participants
M 4, the cost definition ¢;, the commander selection rule, and the validator selection rule.
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The initial set of results does not consider p,, and w,,; instead, they impose assumptions on the
number of validators and honest participants. They should be interpreted as letting p,, and w.,
be such that the outcome of Validator/Commander Selection (Algorithm 2 in Appendix C) has the
desired properties. All proof steps are in Appendix E.

4.1 LIMITED NUMBERS OF MALICIOUS PARTICIPANTS

Most existing work on blockchain or robust optimization (Nojoumian et al.,2019; Feng et al., 2023 |Li
et al.| [2022) considers a limited number of malicious participants, as majority voting-based consensus
and the accuracy of the constructed estimators largely depend on whether the ratio of malicious
participants is reasonable. An extreme case occurs when all but one participant are malicious,
rendering the methods in this literature inapplicable, since the blockchain cannot achieve consensus.
Therefore, consistently, we first analyze the regret bound given a limited number of participants.

4.1.1 LOW NUMBERS OF MALICIOUS PARTICIPANTS AND CONSTANT COST
First, we consider the case when the number of honest participants is larger than % - M which is

the same as M, < %, and there are %M + 1 commanders. The cost mechanism uses constant
cost, i.e. ¢(t) = c where c is specified in Section 3, which requires honest participants to exclude
any estimator that is from the malicious participants when updating /i, (¢). Meanwhile, commander
selection assumes that at least one honest participant serves as a commander, which allows the honest
participants to achieve consensus on the accurate ji. The formal statement reads as follows.
Theorem 1. Let us assume that the total number of honest participants is at least %M and that
there is at least one honest participant in the validator set. Meanwhile, let us assume that the
malicious participants perform existential forgery on the signatures of honest participants with
an adaptive chosen message attack. Lastly, let us assume that the participants are in a standard
universal composability framework when constructing A. Then we have that E[Rr|A] < (¢ +1) -
L+ ey Zle Ak([%] + %2) + |Myg|KI1*=T where L is the length of the burn-in period
of order logT, ¢ > 0 is the cost, C; meets the condition that GIMSW > 1, 02 > ﬁ A;is
the sub-optimality gap, | is the length of the signature of the participants, and k; is the threshold
parameter used in the construction of A;. Here the set A is defined as A = {V1 <t < T,b; =1}
which satisfies that P(A) > 1 — lT%l

Proof sketch. The full proof is provided in Appendix E; the main logic is as follows. We decompose
the regret into three parts: 1) the length of the burn-in period, 2) the gap between the rewards of
the optimal arm and the received rewards, and 3) the cost induced by selecting the estimators of
the malicious participants. For the second part of the regret, we bound it in two aspects. First, we
analyze the total number of times rewards are received, i.e., when the block is approved, which is
of order 1 — I'~7'. Then, we control the total number of times sub-optimal arms are pulled using
our developed concentration inequality for the validated estimators sent for verification. Concerning
the third part, we bound it by analyzing the construction of B;, which depends on the presence of
malicious participants in A;. By demonstrating that A; contains only a small number of malicious
participants in comparison to the total number of honest participants, we show that B; does not
induce additional cost. Combining the analysis of these three parts, we derive the regret bound. [

4.1.2 MODERATE NUMBER OF MALICIOUS PARTICIPANTS AND DISTANCE-BASED COST

Along the line of work on robust optimization (Dong et al.| [2023)), a common assumption is that
at least % participants are honest. To this end, we relax the assumption on the minimal number of

honest participants from % to %, modifying the cost definition. We propose the following algorithmic
changes, an alternative to the aggregation step. We call the already proposed strategy as Option 1.

Option 2 Construct a filter list A; as in Option 1. Construct a block list B; C A; forany ¢ > L as
B = {m : g (¢) is smaller than the top f values and larger than the bottom f values}.

The choice of the option affects step 2 in Aggregation. Let us assume that sets A;, B; are constructed
based on Option 2, instead of Option 1 in Theorem 1. We also need to adjust the global estimator
fi;(t) in Global Update as fi;(t) = Pyfi;(t — 1) + (1 — P,)ji;() where P, = 1 — 1 and again
T = maxs<;{bs = 1}. Finally, the cost associated with the global estimator is constructed as
¢y = min; Dist(f;(t), j1;), where Dist(fi;(t), ;) = |f1i(t) — pi|°. The length of the burn-in period

is now (%) 5. We point out that Operation is executed by the environment which is the only entity
having the knowledge of {y;};. The formal regret statement reads as follows.
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Theorem 2. Let Option 2 be used. Let us assume that the total number of honest participants is
at least %M and let us assume that there is at least one honest participant in the validator set.
Meanwhile, let us also assume that the malicious participants perform existential forgery on the
signatures of honest participants with an adaptively chosen message attack. Lastly, let us assume
that the participants are in a standard universal composability framework when constructing A.
Then we have that E[Rr|A] < (c+1)- L+ O(logT) + |[My|KI*~T where L is the length of the
burn-in period of order (log T') 8, cisan uniform upper bound on the cost c;, and 1 is the length of
the signature of the participants. Here the set A is defined as in Theorem 1.

4.1.3 LARGE NUMBER OF MALICIOUS PARTICIPANTS AND DISTANCE-BASED COST

Surprisingly, we report next that by more precisely characterizing the different types of malicious
behaviors, we can relax the assumption on the number of malicious participants. Structure of
malicious behaviors We define set M} C M, as comprising of malicious participants that only
perform attacks on the estimators. Furthermore, we denote by M35 C M, the set comprising of
malicious participants that perform attacks on the consensus. Also, Mi’l C M3 are the malicious
participants that perform attacks on both the estimators and the consensus. Note that all the malicious
participants are allowed to perform existential forgery on the signatures of the honest participants.

We next introduce Option 3 as an alternative to options 1 and 2. Option 3 Construct a filter list A;
and the initial B, as in Option 2. In this option, we further refine B,. If honest participant m is a
validator at time step ¢, then it maintains a participant blocklist D; such that {d € D; : d € S¢(t),
participant d attacks the consensus in that d signs two different messages (the received one from other
participants and a self-modified one) and sends the self-modified one}. Let By = B; N (D;)¢ where
(Dy)¢ represents the compliment set of D;. Note that the construction of set D, is feasible, as the
honest participant can track the public key (the signature) through tracing back a Chandelier tree, and
thus track the label through the fixed mapping between the participants’ public keys and the labels.

Theorem 3. The algorithm is applied with Option 3 and the aforementioned distance-based cost.
Let us assume that the total number of honest participants is at least %M and let us assume that
M} < My —1and M3 < £M — 1. Meanwhile, let us assume that the malicious participants
perform existential forgery on the signatures of honest participants with an adaptive chosen message
attack. Lastly, let us assume that the participants are in a standard universal composability framework
when constructing A. Then we have that E[Rr|A] < O(logT).

4.2 GENERAL NUMBER OF MALICIOUS PARTICIPANTS

What we have assumed thus far is that there is a limited number of malicious participants. Ideally,
one would expect the protocol to accommodate any number of malicious participants. Although (Zhu
et al.| 2023) addresses this general situation, their work is not related to the blockchain protocol. To
this end, we explore this general setting where there can be any number of malicious participants on
a blockchain. However, intuitively, if a majority of participants engage in an attack on the consensus,
the blockchain can always be invalidated, resulting in a linear regret lower bound. To account for a
general number of participants, we refine the structure of malicious behaviors and allow for multiple
types of malicious behaviors as an additional assumption in this broader context.

4.2.1 GENERAL NUMBER OF MALICIOUS PARTICIPANTS AND DISTANCE-BASED COST

Besides the % assumption, more surprisingly, we find that this brand new algorithmic framework
works for more general settings with any number of participants, assuming a more refined structure
of the malicious participants. The cost definition is again the distance-based one with Option 3.

Theorem 4. Let us assume that the total number of honest participants is arbitrary. Let us assume
that M}‘ < %M — 1 and Mf, < %M — 1, and further assume that Mi”l = (). The cost is the
distance-based cost. Meanwhile, let us assume that the malicious participants perform existential
forgery on the signatures of honest participants with an adaptive chosen message attack. Lastly, let us
assume that the participants are in a standard universal composability framework when constructing

A. Then we have that E[Rp|A] < O(log T).

4.2.2 GENERAL NUMBER OF MALICIOUS PARTICIPANTS WITH AN EFFICIENT COMMANDER
SELECTION PROTOCOL

So far, what we have discussed imposes assumptions on the outcome of selection. While this guaran-
tees the decentralization of the coordination mechanism, there is room for improvement in efficiency.
As an extension, we consider a more general commander selection procedure in the protocol, with
adaptive numbers of commanders, to improve efficiency while ensuring decentralization.
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Commander selection The commander set C} is determined by executing Algorithm 2 in Appendix
C where the trust coefficients w,, (t) are the probabilities of being selected as commanders. Let

[My|
logT log T,A

W () = Wy, = 1 — , for any m € My and w;(t) = w = —5"—, for any j € Ma.
Subsequently, we establish the following regret bound based on w; from these two choices and
Option 3. Due to the choice of w,,, we no longer require that there is at least one honest commander.
Theorem 5. Assume the same conditions as in Theorem 4 where the cost is the distance-based one.
Let us assume that the commanders are selected based on the above protocol, and the estimators are
computed as aforementioned. We still require that at least one half of the validators are honest. Then
we obtain that the regret upper bound with respect to our algorithm is O(logT).

4.2.3 GENERAL NUMBER OF MALICIOUS PARTICIPANTS WITH CONSTANT COST

Recall that with the assumption of at most % participants are malicious, we have established the
regret bound when the cost is constant. Without this assumption, we have proved the regret assuming
distance-based cost, which highlights a gap. To this end, we next consider the constant cost that
imposes more penalization and show the corresponding result. Intuitively, if the information from
malicious participants is close enough to that from honest participants, the cost would always be
constant, and thus the regret would be linear in 7. As a result, we propose the following definition
characterizing the difference between the two groups of participants and introduce an assumption
accordingly, by generalizing Strictly Pre-fixed e-safe zone as in Appendix D.

Pre-fixed e-safe zone A pre-fixed e-safe zone is defined as a set of participants S, such that for
any participant m € S and any arm 1 < ¢ < K, we have that f/* — h" > € - ¢/, where ff is the
black-box reward generator, h? is the stochastic reward generator for arm ¢ with mean value y; with

random seed j and qu follows an unknown but fixed distribution different from that of hz .
Assumption 1. (Pre-fixed) The pre-fixed e-safe zone contains no malicious participants that only
perform attacks on the estimators, namely, M} N S = 0.

We update the estimator computation, where the global estimator [i;(t) is constructed as [i;(t) =
~ A i g (t . .

Pris(t=1)+ (1= Pjut—1), fut) = =2 witn € = (1 < j < M« |t~ (8)] < 5.
Theorem 6. Assume the same conditions as in Theorem 4 except that the cost is constant. Let us
further assume that Assumption 1 holds. With the new rule of updating the estimators, the regret
bound of the proposed algorithm is O(log T).

In Theorem 6 we have the same assumptions about honesty, and validators and commanders (p,,, and
w,, can be anything). The significant change here is constant cost.

4.2.4 GENERAL NUMBER OF MALICIOUS PARTICIPANTS WITH AN EFFICIENT VALIDATOR
SELECTION PROTOCOL

The requirement on honesty of validators lacks efficiency, taking significant time to achieve consensus.
To address this, we propose a new approach to select validators based on a newly defined reputation
score system motivated by the Proof-of-Authority concept (Fahim et al., [2023), allowing selecting
any number of validators ranging from My to 2M g — 1. More advantages are shown in Appendix
F. More specifically, for each participant 7, its reputation at time step ¢ is computed by a new smart

contract as RS! = G(U}), where G is any monotonicity preserving function, and U} quantifies the

accuracy of the information from participant i at time step ¢, defined as U} = Ejil —( ,a;- (t—1)—

fij(t —1))* — (5 (t — 1) — fi;(t — 1))*)? where [i(t — 1) denotes the estimator for arm j after
the consensus step, and i’ (t — 1), ji;(t — 1) are the aforementioned estimators for arm j.
Validator Selection First the protocol ranks the reputations of the participants and records the
participants as {l1,l2,...,Ip} accordingly, where [; represents the participant with the largest
reputation. Then the protocol selects the top IV participants, where My < N < 2Mpy — 1.
Theorem 7. Assume the same conditions as in Theorem 4 except that the cost is constant. Let us
further assume that Assumption 1 holds, that the validators are selected based on Validator Selection,
and there is at least one honest commander. Then we have that E[Rp|A] < O(logT).

4.2.5 OTHER MATERIAL

Appendix A includes a discussion about other possible performance measures, Appendix B summaries
of the contributions and future work, and Appendix C exhibits functions used in the model approach.

10
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A  OTHER PERFORMANCE MEASURE

While we have established various theoretical bounds on the regret of the coordination mechanism,
demonstrating the algorithm’s optimality, it is worth noting that security has been a crucial aspect
of building fault-tolerant systems. In fact, we ensure that the security guarantee is necessary for
the coordination mechanism’s optimality, which is connected through our proposed framework as
part of our contributions. In other words, security is an implication of the exhibited regret bounds.
In the meantime, recall that to incentivize the participation of participants, we invented a new cost
mechanism, motivated by (Murhekar et al., [2024). While our setting is not completely zero-sum,
which does not enable the full characterization of Nash Equilibrium, the two different groups of
participants, namely, malicious participants and honest participants, have conflicting objectives.
To this end, we provide a qualitative discussion by illustrating the trade-offs faced by malicious
participants and point out potential future directions regarding the cost mechanism. More specifically,
we consider the following factors that affect security and illustrate how they are connected with
regret.

A.1 SECURITY OF THE PROTOCOL

Digital signature The security of the coordination mechanism partially depends on the reliability
of the signature scheme, as it determines whether a participant can maintain its own signature and the
corresponding mapping between the label and signature. Note that the employment of the digital
signature scheme (Goldwasser et al.||1988)) is in a plug-in fashion, independent of everything else. As
a result, the theoretical guarantee still holds, implying the security of the coordination mechanism and
serving as a prerequisite needed for achieving consensus when running the Byzantine Fault Tolerant
protocol.

Consensus The security of the consensus protocol also plays an important role in the coordination
mechanism’s security, as no single participant can determine the estimator to be sent to the smart
contract. This prevents malicious participants from manipulating the estimators but adds additional
challenges for honest participants. By deploying the Byzantine Fault Tolerant protocol with the
digital signature scheme and our newly proposed commander selection procedures, we guarantee that
both consensus and good enough estimators are achieved with high probability. Only in this case
can the regret be optimized, which implies that optimal regret indicates the security of the consensus
protocol.

Privacy Another main aspect of security is whether the participants’ information is accessible to
others, namely the degree of privacy preservation. We note that though the empirical reward estimators
are available, the number of arm pulls is not broadcast. This prevents malicious participants from
retrieving the reward and arm sequence, thus protecting privacy. Moreover, the rule for computing
reputation is unknown to the participants, as it is implemented through a smart contract, which
prevents malicious participants from manipulating the reputation. The correctness of the reputation is
essential to the consensus protocol and thus the regret. In other words, the optimality of the regret
also implies the correct execution of the reputation system.

A.2 OPTIMALITY OF THE COST MECHANISM

This cost mechanism is consistent with the one in (Murhekar et al.} 2024), by adding a cost term to
the original reward. While their cost depends on how many samples a participant contributes, we
measure how much contribution a participant makes to the validated estimators. Honest participants
need to identify the malicious participants and gain knowledge about the reward to maximize their
reward function.

Assuming the cost is constant, the optimal strategy for malicious participants is to send sufficiently
accurate information so that the honest participants cannot determine their identities, which implies
that there is no Nash Equilibrium. If the malicious participants keep broadcasting incorrect estimators,
they would be excluded from consideration by the honest participants, allowing honest participants
to incur a smaller cost. On the other hand, if the malicious participants send accurate enough
information, the cost for honest participants is small as well, by definition. This implies that our
proposed mechanism captures the trade-off and has the potential to uncover the Nash equilibrium
with respect to how malicious participants transmit their estimators. We point out that quantitatively
and rigorously characterizing the equilibrium presents a very promising direction, which goes beyond
the scope of this paper.

14
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B CONCLUSION AND FUTURE WORK

This paper considers a robust multi-agent multi-armed bandit (MAB) problem within the framework
of system security, representing the first work to explore online sequential decision-making with
participants distributed on a blockchain. The introduction of conditionally observable rewards and the
penalization of inaccurate information brings new challenges, while taking security and privacy into
consideration, besides optimality, distinct from blockchain-based federated learning or Byzantine-
resilient multi-agent MAB. To solve the problem, we propose a new methodological approach
combining the strategy based on Upper Confidence Bound (UCB) with blockchain techniques and
invent new modifications. On a blockchain, a subset of participants forms a validator set responsible
for information integration and achieving consensus on information transmitted by all participants.
Consensus information is then sent to a smart contract for verification, with approved blocks only
upon successful verification. The environment determines and sends the reward information to
the participants based on the interaction with the smart contract. As part of our contributions, we
use reputation to determine the validator selection procedure, which depends on the participants’
historical behaviors. Additionally, we incorporate a digital signature scheme into the consensus
process, eliminating the traditional % assumption of the Byzantine general problem. Furthermore, we
introduce a cost mechanism to incentivize malicious participants by rewarding their contributions to
the verification step. We provide a comprehensive regret analysis demonstrating the optimality of
our proposed algorithm under specific assumptions, marking a breakthrough in blockchain-related
learning tasks, which has seen little analysis. To conclude, we also include a detailed discussion on
the security and privacy guarantees.

While our framework works for a general number of malicious participants, it relies on assumptions
about the structure of malicious behaviors. Removing such assumptions would generalize the problem
setting. Meanwhile, we consider two types of attacks related to the framework—those targeting
the estimators and those targeting the consensus—and note that there is a rich body of literature
on different aspects of security attacks. Incorporating these into the framework is both meaningful
and promising. Lastly, we emphasize that mechanism design has great potential in online learning,
especially in a multi-agent system, to ensure that participants perform as expected. We hope that
this work can pave the way for combining the rich literature in mechanism design with multi-agent
learning systems, in the era of cybersecurity and mixed-motive cooperation.

C PSeEUDO CODE OF SUB ALGORITHMS

Algorithm 2 Validator or Commander Selection

1: function SELECTION(t, m, [,V RF)

2: Let (Pkm, Skm) = G(QM)

3 Let (hash, ) = VRFr(qt, km, Skm)

4: z=0

50 if 28R £ [0,1— ] then

6: z=1

7 end

8: If 7(hash, pk,,) = True then return z else return 0
9: end function

D TERMINOLOGIES

Existential Forgery Following the definition in (Goldwasser et al.,|1988)), malicious participants
successfully perform an existential forgery if there exists a pair consisting of a message and a
signature, such that the signature is produced by an honest participant.

Adaptive Chosen Message Attack Consistent with (Goldwasser et al., |1988)), we consider the
most general form of a message attack, namely the adaptive chosen message attack. In this context,
a malicious participant not only has access to the signatures of honest participants but also can
determine what message to send after seeing these signatures. This grants the malicious participant a
high degree of freedom, thereby making the attack more severe.

Universal Composability Framework For homomorphic encryption, more specifically, secure
multi-party computation, we follow the standard framework as in (Canetti, 2001). Specifically,

15



Under review as a conference paper at ICLR 2025

Algorithm 3 Consensus

1: function CONSENSUS(Sc(t), { B} }m, M)

2 Run scsort(Sv (t), PK) which returns sorted S¢ ()

3 forh =1,2,...,|Sc(t)| do

4 Generate the digital signature {s}ln}m as in (Goldwasser et al., |1988))

5 Define a message as (s}, By")

6: Execute Algorithm SM (M) in (Lamport et al.l 2019) with S¢(¢)[h] as the commander
7: Derive the received information B} from S¢ (t)[h]

8 v™ = 1if B} = B at honest participant m and 0 otherwise

9 end
0: if majority(v]*) = 1 then
| Consensus is achieved and B, = B"
1

Ju—

11: else

L Consensus fails and B; = ()
12: return B;
13: end function

Algorithm 4 Global Update

1: function GLOBAL_UPDATE(B;)

2 if B; is not empty then

t Compute j1;(t) = Z”“”EIB'%Z}‘”(t)foreachi e{l,...,K}
3 else

| f;(t) = oo foreachi € {1,...,K}

4 return (f;(t))ic{1,.... Kk}

5. end function

Algorithm 5 Operation

function OPERATION({/1; (t) }ic(1,..., ik} » L@y Jrms Be, be)
Generate r); for every participant m
if b = 1 and By C My then
Distribute 77"t and fi;(t) for every 4 to every participant m

1:
2.
3:
4: ifb; = 1 and B, N My < |B;| then

L Distribute 77} — c; and fi;(t) for every i to every honest participant m € My
5:

L

6:

7:

Distribute 77"} + ¢; and fi;(t) for every i to every malicious participant m € M4
else
Distribute nothing to all participants

return
end function
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an exogenous environment, also known as an environment machine, interacts sequentially with a
protocol. The process runs as follows. The environment sends some inputs to the protocol and
receives outputs from the protocol that may contain malicious components. If there exists an ideal
adversary such that the environment machine cannot distinguish the difference between interacting
with this protocol or the ideal adversary, the protocol is deemed universally composable secure.

Strict pre-fixed e-safe zone A pre-fixed €, §-safe zone is defined as a set of participants S, such
that for any participant j € S, and any arm 1 < ¢ < K, we have that the fl-j =(l-¢)- hf +e€- qf,
where fij is the corresponding black-box reward generator, hg is the corresponding known stochastic
reward generator for arm ¢ with mean value y; with random seed j and qg follows an unknown but
fixed distribution different from that of hZ

This assumption separates the malicious participants from the honest participants to make the
malicious participants distinguishable, thereby eliminating the estimators from malicious participants.
It is worth noting that this assumption is consistent with the existing literature (Dubey and Pentland,
2020), which adopts the same principle when considering malicious behavior.

Moreover, this assumption can be relaxed to the version in our work where the minimum gap, instead
of the exact gap, is €, which measures the difference between the estimators from the malicious
participants and those from the honest participants.

E PROOF OF RESULTS IN SECTION 4

PROOF OF THEOREM 1

Proof. For regret, we have the following decomposition. Let us denote b, as the indicator function
of whether the block at time step ¢ is approved. Likewise, for any time step ¢, we denote whether
the estimators from the malicious participants are utilized in the integrated estimators as h;. Let the
length of the burn-in period be L.

Note that

T T
RTZIHZ?LX Z ZM— Z Z(MZ%—C:&)

meMpy t=1 meMpy t=1

T T T
S0 SR 3 D S o

meMpy t=1 meMpy t=1 meMpy t=1
T T T
= max E E Hi — E E Hat 1p,=1 + E E ct
: ,
meMy t=1 meMy t=1 meMy t=1
T T T
= max E E i — E E Hat 1p,=1 + E E clp,=1
3
meMpy t=1 meMy t=1 meMpy t=1

Meanwhile, the regret can be bounded as follows

T T
Rp<Ltc- L+ > > (i —par dp=)+ >, > clp=

t=L+1meMg meMpy t=L+1
Z(c+1) - L+T + Ty 2

We start with the second term T5. Note that h; = 1 is equivalent to {m : m € B;Nm & My} # 0.
Note that because the cost is positive, B; is nonempty.

17
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By taking the expectation over 75, we derive

EoAl= ) Y cBlln-i]

meMpy t=L+1

T
Z Z CE[l{m:meBtﬁmgMH}i(D]
meEMpy t=L+1

Based on Lemma 2 in (Zhu et al., [2023)), we obtain that

]-{m:mGBtﬁméMH};ﬁ@ = 1‘At|<2f

which immediately implies that

T
E[L A= Y Y cE[lp,-]
meMp t=L+1
T

Z Z CE[]-{m:mGBtOmQMH}#@]

meMpy t=L+1

DD cBllja,<2y).

meEMpy t=L+1

In the meantime, we note that for any honest validators, the choice of A; guarantees that honest
participants are included after the burn-in period. More specifically, the set of A; satisfies that for any
validator j € My,

m e At =4 kinm7i(t) > nm(t) S me My

where 1 < k; < 2. This condition holds at the end of burn-in period which is straightforward since
each honest. After the burn-in period, the honest participants has the same decision rule
al, = argmax;ji"(t) + F(m,i,t)

m

where i7" (t) = ji2(t). In other words, each honest participant uses the validated estimator /% (#).Since

both n,, ;(t) and n;;(t) are larger than £, then we have that there exists k; = % such as
kinm,i (t) > nj’i(t) for every m € My.
This implies that

At>‘MH|22f (3)

by the assumption that the number of honest participants is at least %M .
That is to say,
Ella,>2¢] =1

and subsequently, we have

T
E[TJAl= > > cEllja,<zy]

mEMp t=L+1
=0

We note that the construction of A, is done without knowing the number of pulls of arms of other
participants. This is realized by using the homomorphic results, Theorem 5.2 as in (Asharov et al.|
2012) under the universal composability framework.

18
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Next, we proceed to bound the first term 7} . Note that

T1|A Z Z Mg — ,LLa‘ 1bf 1)

t=L+1meMpy

=(T—L)-|Mu|-pie — Y > Elpa, by = 1]P(by = 1)

meMpy t=L

In the meantime, we obtain the following
E[N’aﬁn |bt = 1}
K

= E[Z k- Lot =x|bs = 1]

>3 e gy - (Blhag, ) = Pl =0)
k=1
This immediately gives us that
E[Ty]A]
< (T = L)|Mylpi» — Y Z Zuk Plor=1) “(Ellat,=k] — P(by = 0)))P(by = 1)

meMpy t=L k=1

= (T — L)|Mg|pi- — Z Z Zuk Lot =] = P(by = 0))

meMpy t=L k=1

T K T K
= (T = D) Mulp= — > D> meElar =kl + Y D> mP(b = 0). “)

meEMpy t=L k=1 meEMpy t=L k=1

Based on Theorem 2 in (Lamport et al., |2019), the consensus is achieved, i.e. by = 1, as long as
the digital signatures of the honest participants can not be forged. Based on our assumption, we
have that the malicious participants can only perform existential forgery on the signatures of the
honest participants and the attacks are adaptive chosen-message attack. Then based on the result,
Main Theorem in (Goldwasser et al.,|1988)), the attack holds with probability at most ﬁ for any

polynomial function ) and large enough [ where [ is the length of the signature.

More precisely, we have that with probability at least 1 — # , the signature of the honest participants
can not be forged, and thus, the consensus can be achieved, i.e.

1

Subsequently, we derive that

T K T K
@) < (T - D)IMulpi- = Y D> mweBla, <+ Y ZZ“’C(%)

meMp t=L k=1 meMpy t=L k=1
K
Y Y= Y Bl )+ i
meMpg t=L k=1
=Y ZAkEnmk ) 4 [ My|KIT!
meMpg k=1

= Ty + | My |KIT1

19



Under review as a conference paper at ICLR 2025

And for each honest participant, they are using the estimators based on the validated estimators, as
long as the block is approved. Consider the following event, A = {V1 <t < T,b; = 1}. Based on
(I5) and the Bonferroni’s inequality, we obtained that

P(A)=P(NV1<t<Tb =1)
—1-P(A1<t<T,b =0)

T
>1-Y P(b;=0)
t=1

1

On event A, the blockchain always gets approved, and then all the honest participants follow the
validated estimators from the validators. By (E]) and Lemma 2 in (Zhu et al.| 2023, we have that the
validated estimator fi;(¢) can be expressed as

fi(t)= > w(t)al(t)
JEANM
where the weight w; ;(t) meets the condition
Z w]}i(t) =1
JEANMH

which immediately implies that
Elai(t)] = pi-
We note that the variance of [i;(t), var(ji;(t)), satisfies that,

var(fu(t)) =var( Y w6 (t))

JEANMy
<A Myl Y wii(t) var(E(t)))
JEA:NMpy
1
< |At N MH| Z w?’,i(t)o'2 s (t)
JEANMy s
k;
S |At N MH| Z wii(t)gz n (t)
JEANMy o
ki 2 2
’ JEMHy
kiaz
< |M,
= H‘nm,i(t)

where the inequality holds by the Cauchy-Schwarz inequality, the second inequality holds by the
definition of sub-Gaussian distributions, the third inequality results from the construction of A;, and
the last inequality is as a result of (a + b)% > a? + b°.

Next, we show by induction that var(fi;(t)) < 3| M| 7lki7(2t) fort > 3K.

At time step 3K, we have that var(fi;(¢)) < 1 since E[f;(¢)] = p; < 1. In the meantime,
ki02

nm,i(t - 1)
kio?

> 3| My 13

= |MH|I{/’¢0'2 2 1

3|Mg|
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since we have k; > 1 and 0% > -

First, assume that for ¢ — 1, we have var(fi;(t — 1)) < 3|Mpy

N, 1(1‘/ 1)

Meanwhile, by the update rule such that ji;(t) = (1 — P;)fi;(t) + Piji;(7) where 7 = maxs<+{bs =

1.

Note that with probability at least P(A) =1 — IT%I’ bs =1 for all s < ¢. This implies that on event
A, 7 =t — 1. Therefore, by the cauchy-schwartz inequality, we obtain that

var (fi(t)) < 2(1 - Pt)z(var(ﬂi(t))) +2PPvar(fii(t — 1))

1 k/’i0'2 ki02
< - |Myg|————— 3 A
< gIMuly M
kio?
< 3|My|—
M,i(t)

where the last inequality holds by the fact that n,,, ;(t —1) > ny, ;(¢) —1 > %nm,i(t) whent >3- K.

Subsequently, we have that

Ch logt
Nm z( )

( Cilogt lo

MNom i

P (t) = > iy o, i (E = 1) > 1)

)’
< eXP{*W}

( 5;1?8‘5)2}
6‘MH| kio2

Nm, 1(t

Ch logt
3] S

6| My [kso

<exp{

= exp {~ ©)

where the first inequality holds by Chernoff bound, the second inequality is derived by plugging in
the above upper bound on var(if*(t)), and the last inequality results from then choice of C that
satisfies (MSW > 1.

Likewise, by symmetry, we have

—m Cilogt 1
P (t) + o (1) < iy M i(t = 1) > 1) < = @)
Meanwhile, we have that
T
Cilogt
S Pl 2| 8 s e na(t— 1) 2 1) =0 ®)
t=L+1 ’

if the choice of [ satisfies [ > [%] with A; = pge — p.

i
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Based on the decision rule, we have the following hold for ., ;(T') with [ > [M},
N, z < I+ Z ]-{am—z T, (8)>1}
t=L+1
<l+ 1
t ;'_1 i nfllbl(”tgtl) >Mb7nm,’i(t_1)2l}
T

/1"1 \ sy <panm,i (2= 1)21)
{mz Ly > o i (t=1) 21}

1

By taking the expectation over n, ;(¢), we obtain

T
Elnms®) <1+ S PR - f”(’g > st — 1) 2 1)
t=L+1 7’”
T
+ Z P (t “n <sznmz -1)>1)
t=L+1 "“

Cilogt
+ 3 Pl +2y | 2 s e (- 1) 2 1)

t=L+1 it = 1)
E | E |
Sl Y St D 5+
t=L+1 t=L+1
2 4C log T, w2
<l+ T = [l T ©)

where the second inequality holds by using (6), (7), and (I8).
Then by the definition of 751, we derive

T21|A Z ZAkE nmk

meMpg k=1

ey k1
where the inequality results from (T7).

Consequently, we obtain
[ < E[T21|A] + | My | K171
4C logT, = _
< ¥ ZAk X el R )+ M| KT (10)
mGMH k=1
Furthermore, we have

23) < (e+1)-L+ E[TllA} + E[T»|A]

4Cl T 2
<(e+1)-L+ Y ZAk 1°g b R )+ Myl KT 40 (11)
meMpy k=1
which completes the proof.
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PROOF OF THEOREM 2
Proof. By the same deifnition of the regret, we, again, have the following regret decomposition

Note that

T T
Rr=me Y S pe Y Dk )

meMpyg t=1 meEMpg t=1
T T T
b
smax >, Y pmi— DD M+ Y, Do
K3
meMpy t=1 meMpy t=1 meMpy t=1
T T T
= max E E i — E E Hat, 1p,=1 + E E ct
K3
meMpyg t=1 meMpy t=1 meMpy t=1
T T
= max E E i — § § Hat 1o,=1 + E E ctlp,=1
K3
meMpy t=1 meMy t=1 meMpy t=1

Meanwhile, the regret can be bounded as follows

T T
Rr<LtcL+ 30 3 (uie = pag =)+ D D0 aln=
t=L+1meMpy meMpy t=L+1
=(c+1)-L+T1+Ts (12)

We start with the second term T%. Note that /; = 1 is equivalent to {m : m € By N'm & My} # 0.

By taking the expectation over 75, we derive

E[LAl = Y Z ¢+ Ln,—1]

meMpy t=L+1
T

Z Z Eler - 1 imime BinmgMir }£0]

meMp t=L+1

By the Chernoff-Hoeffding’s inequality and choosing 7; > VI%gt e obtain that
V/ni(t)

P (t) = pal = m)

Viogt
= P(|p"(t) - \ﬁ
logt
<2
P aome @)
logt
=2
P oz, )
1.
S t72 - Pta

when t > L, i.e. after the burn-in period.
Ife, < % then we have that E[T5|A] < log T, which presents an upper bound on T5.

If ¢; = Dist(j1;(t), u;), then based on the definition of B, and m € B; as in Option 2, we have that
[ (t) is smaller than the top f values and larger than the below f values. Based on Theorem 1 as in
(Dong et al.| 2023)), we have that

i () — Zi(0)]] < csA?
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where A represents the largest distance between the honest estimators and z;(t) that is the averaged
estimator maintained by all the honest participants.

Then by definition, we obtain that

A = max () = 2(1)|

< (i (t) — | + |15 (t) — pi
< maxc [[fi(t) — pal + 17 () — il
< 2n
which holds with probability 1 — P;.
Therefore, we have that with probability 1 — P,
|i(t) — Z(t)] < 2csme
and
|2:(t) — pil < e
which holds by the Chernoff Bound inequality.
Subsequently, we obtain that with probability 1 — P,
[ — il < |fua(t) — Zi(O)] + |Z:(t) — pal
< (2c5 + )i
Meanwhile, for the distance measure, we have with probability 1 — P,
Dist(fui(t) — ps) = |fui(t) — il
= |Gt = 1) + (1 = Ge)fua(t) — ul°
< @it = 1) = wil® + (1= o) fa(t) — il
< @Dist(fi(t — 1), ) + (1= @) (2¢5 + 1)%n} (13)

Since by definition, we derive that

2
P(Dist(jii(L), ps) > O(n:’(tt )
log t
t)g))

logt ))

~—

< P(Dist(fii(L), pi) > O

—~

Uz

;

< P(|fai(L) — pl = O

3
=

< P(|fi(L) — pil = ne)
=P

That is to say, with probability 1 — P,

[~}

Dist(i(L), i) < O(5)

Next, suppose that at each time step ¢, with probability 1 — Py, Dist(fi;(t), ;) < O(nﬁgt) ).

Then by choosing §; = 1 — %(t) and we have that
Dist(i(t + 1), 1)
< @Dist(fi(t), pa) + (1= @)(2c5 + 1))
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Then we use the mathematical induction and derive that for any ¢ > L, with probability 1 — P,

2
Dist(fu;(t), i) < O(n?ft)

).

By the definition of cost, we obtain that with probability 1 — P,

¢t = min Dist(f;(t), ps)

logt logt

<O( 2

)=0(—-)

max; n;(t)?

. . -t
where the last inequality holds by the fact that max; n;(¢t) > % = O(t).

Then we drive that

E[T3]A] < Z Z Ele - 1 immeB,nmg My }#0)
meMy t=L+1

ZXT:EC

meMpy t=L+1

> Y a-ry 0% 1 Ry

meMpy t=L+1

Z Z Ologt

meMpy t=L+1

<logT Z Z O O(logT).

meMpy t=L+1

IN

IN

We next follow the same steps as in the proof of Theorem 1 for bounding E[7}]. Note that

TllA Z Z 7 /,Lat lbt—l)

t=L+1meMpg

T
=(T—L)-|Mu|-pi» — Y > Elpa, b = 1]P(be = 1)
meMpy t=L

In the meantime, we obtain the following
Elptas, 1be = 1]

K
= E[) ik - Loy, =klbe = 1]
k=1

Elprlar, =xlbe = 1]
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This immediately gives us that
E[Th]A]

< (T = L)|Mylpi» — Y ZZM P, =) (Ellat=el = P = 0)P(br = 1)
meMpyg t=L k=1
K

= (T~ L)|Mulpi — Y ZZM Lot =] = P(by = 0))

meMp t=L k=1

T K T K
= (T - D)|Mulu- = Y DY mELag =i+ > YD uPbe = 0). (14)

meMpy t=L k=1 meEMpy t=L k=1

Based on Theorem 2 in (Lamport et al.,|2019), the consensus is achieved, i.e. by = 1, as long as
the digital signatures of the honest participants can not be forged. Based on our assumption, we
have that the malicious participants can only perform existential forgery on the signatures of the
honest participants and the attacks are adaptive chosen-message attack. Then based on the result,
Main Theorem in (Goldwasser et al.,[1988), the attack holds with probability at most ﬁ for any

polynomial function () and large enough [ where [ is the length of the signature.

More precisely, we have that with probability at least 1 — %T, the signature of the honest participants
can not be forged, and thus, the consensus can be achieved, i.e.

1
P(bt:1)21—l—T. (15)
Consequently, we have
T K T K 1
BT < (T - L)|Mplpe— Y > > pmeEla ]+ Y ZZuk(ﬁ)
meMpy t=L k=1 meMpy t=L k=1
K
< Z Z *—ZMkE at, 7k])+‘MH|KlT !
meMpy t=L k=1
= ZAkE [P, i (8)] + | Mpr [T (16)

meMpyg k=1

Based on the decision rule, we have the following hold for n,, ;(T') with [ > [% ,

i

nm,i(T) <Il+ Z 1{a;”/=i,nm1i(t)>l}

t=L+1
<!+ E 1
Cilo
tmry1 U nml@(tgtl)>’”’""”(t_1)2l}
T
+ ) 1
t=L+1 {ﬁ,’;’l‘i‘ %<Hz* M, (t—=1)>1}
T

+ E 1 .
Cq L t
t=Lq1 it Ty > h i (1) 21}
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By taking the expectation over n,, ;(t), we obtain

log ¢
Elnm(t)] <1+ z Crlogt it —1) > )
t=L+1 ", (1)

Cilogt
+ 30 PG + | < i it — 1) > 1)

t=L+1 Mo, (t)
Cilogt
Py LS e (t— 1) > 1 17
+Z (it 2| gy > it =D 2 ) (A7)
t=L+1 :

Recall that by our concentration inequality, we obtain that

- Cﬁlogt 1
P (t < iy M (E—1 >1
(™ ( H(nm,i(t))ﬁ fhis o, (= 1) 211)
m logté
Pl (t) — pil = O(—=5 ), nm,i(t = 1) > 1)
ﬂ@(t)d
2
= P(Dist(i" (1), 1) > 0<n7gt)>, M it —1) > 1)
1
<P= 2
Meanwhile, we have that
T
Cylogt
3 P+ 22508 S e mg it 1) 2 1) = 0 (18)
t=L+1 ’
if the choice of [ satisfies > [0 ] with A; = 1+ — p.

i

This immediately implies that

[nmz <l+ Z Pt+ ZPt+O
t=L+1 t=L+1
2

<i1+Z
R

= O(logT).

Then, by [T6] we arrive at

< Y ZAkEnmk ] + | My | KIT—!
meMpy k=1

< O(logT) + |Mp|KIT*
Henceforth, based on[23] we have the following upper bound on the regret
E[Rr|A] < (c+1) - L+ E[T1|A] + E[T»|A]
<(¢c+1)-L+0(ogT)+ |Myg|KIT-1 (19)
which completes the proof.
PROOF OF THEOREM 3

Proof. Again, we start by decomposing the regret as

T
Rrsiiert Y Y (ot t YYD alun
t=L+1meMpyg meMpy t=L+1

=(c+1)-L+T1+Ts
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We note that the consensus protocol runs M times, with each validator (i.e., participant in this case)
being selected as a commander. For any malicious participant j € M3, it serves as a commander and
is thus included in D;. This holds true because, according to Lemma 3 in (Goldwasser et al., | 1988),
if the message is a chandelier tree generated by the secret key S K, of participant m, any participant
can verify the public key PK,,, or equivalently, trace back to the root of the signature tree of the
message sender. Due to the unique mapping between P K, and m, the honest participant keeps a
record of the vertex index of the malicious participants that attack the consensus.

This implies that j ¢ By, i.e. the set B; can only contain estimators from either honest participants or
set M} that satisfies [M}| < My — 1. Therefore, the property of B, follows from that as in Option
2, which essentially indicates that Option 3 is equivalent to Option 2 with at least one half honest
participants. Considering that the remaining algorithmic steps are the same, the analysis of T} and 75
is consistent with that of Theorem 2.

Consequently, we have that

< Y ZAkEnmk ]+ | My |KIT!
meMpy k=1

< O(logT) + |Mg|KIT*

and

E[Ty] <logT ) Z O(3z) = O(logT).

meMpy t=L+1

Subsequently, we derive the same regret bound as in Theorem, as
T
- 1
E[Rr] < (c+1)- L+ 0(logT) + [My|KI" " +1logT > Y O(53)
mEMpy t=L+1
=O(logT)

which completes the proof.

PROOF OF THEOREM 4

Proof. The proof of Theorem 4 is similar to that of Theorem 3 as follows. The regret of the
coordination mechanism is again decomposed as

T T
Rr<Ltec Lt D > (e —palo=)+ D Y aln=
t=L+1mecMpg meMpg t=L+1

=(c+1)- L+T1+ T3

For malicious participant j € MZ, it only attacks the consensus process and does not attack the
estimators. In the meantime, for malicious participant [ € M}‘, it only attacks the estimators, but
does not attack the consensus process. Since |M}| < %M — 1, when using Option 2, the set B, is
the same as the case where only at most lM participants are malicious. Therefore, we have that

E[Ty] <logT Z O(3) = O(logT).

meMp t=L+1
Meanwhile, since the total number of malicious participants in M}l meets that | M },| < %M —1,and

the consensus protocol runs M participants with each participant as a commander, the consensus
always succeeds with probability at least 1 — % This immediately gives us that based on (16|

Z ZAkEnmk ‘MH|KZT !

meEMp k=1
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Meanwhile, the statistical property of 1, (¢) depends on that of the global estimator iy (¢) by our
decision and update rule. The computation of fi;(¢) depends on set By, which is the same as the case
where there are only at most lM — 1 malicious participants. Subsequently, we obtain

Elng, (1) <1+ Z P, + Z P, +0

t=L+1 t=L+1
<+ ™
- 3
=O(logT).
when [ > [%] with A; = pg — ;.

Then, based on[I6] we again arrive at

Z ZAkEnmk |+ |My| K171
mGIWHk 1

<O(logT) + |Myx|KIT™*
Henceforth, by the regret decomposition, we have the following upper bound on the regret
E[Rr|A] < (e¢+1)- L+ E[T1]A] + E[I»| 4]
<(c+1)-L+0(ogT)+ |Myg|KIT! (20)
which completes the proof.

PROOF OF THEOREM 5

Proof. The proof of Theorem 5 follows a similar approach to that of Theorem 4. the coordination
mechanism’s regret can be decomposed as follows:

T T
Rp<Ltc-L+ > Y (i —pag In,=1)+ > Y clp=
t=L+1meMpgy mEMpg t=L+1

=(c+1)-L+T1+ T3

For malicious participant j € M3, the attacks are limited to the consensus process and do not affect
the estimators. Conversely, a malicious participant [ € M}, it targets the estimators but does not
disrupt the consensus process. Given that [M}| < %M — 1, when using Option 2, the set B; is the
same as the case where only at most lM participants are malicious. Therefore, we have that

E[Ty]) <logT Z Z O O(logT).

meMpy t=L+1

The analysis of 77 requires further work, especially considering the development of this new com-
mander selection protocol. More specifically, by definition, we have w,,(t) = w,, = 1 — IOP%FT,
for any m € My . Consider the event of whether honest participant m is selected as a commander
as E!.. In other words, E!, = 1 if participant m is a commander and 0 otherwise. Define E; as

Nmeny {EL, = 0}. Then we have that

E) B = Z [Nmery{Er, = 0}]

<

M=

> E{E;, =0}]

t=1meMpgy

~

= Z (1 —wp(t)) =logT.
1 meMpy

t
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It implies that for the total length of having no honest commanders is at most log 7', there is no honest
commander, which indicated that the consensus fails. In the meantime, we note that if there is a
honest commander in set S¢(t), then the consensus is achieved with the correct i, i.e. by = 1, and

thus we have E[1p,—o] < 1°§T and E[Zthl 1p,—0] < logT.

. ) log 1224l ) .
Differently, by our choice, w; (t) = wj = o8 T for any 5 € M 4. Then we consider the event of

whether malicious participant j is selected as a commander or not, namely, th . Likewise, th =1if
participant j is a commander and 0 otherwise. Define Fy = Njcar, {3s < ¢, s.t.F? = 1}. Then we
obtain

P(Fy) = P(Njen,{3s < t,s.t.FI =1})

>1- Y P({Vs<t,st.F] =0}
JEMa

=1- ) (1—uy)

JEMa
=1—|Mal(1 —wy)’
>1- |MA‘eiwjt

[ M4l
. 1 . ) .
By the choice of w; = = ——, we derive that P(F}) > 1 — [M|e~ ™" = 1 — ). This means that
at each time step, the malicious participants have high probability of being chosen as commanders,
which provides enough incentive for them to participate, and thus implies the rationality of this

probability.

Subsequently, since the total number of malicious participants in M} meets that |[M}] < %M -1,
and the consensus protocol runs M participants with at least one honest commander, the consensus
always succeeds with probability at least 1 — logT. Based on we obtain that

T K T K
BT < (T = L)|Mplpe— Y > > mwElay =]+ > D> P (b =0)

meMpg t=L k=1 meMp t=L k=1

K
< DY AwEnm k()] + [Mu|KO(log T).
meMpg k=1

4Cy logT]
A2

i

Again, based on the decision rule, we have the following hold for n, ;(T") with { > |

)

T
nm,i(T) <Il+ Z 1{a;”/=i,nm1i(t)>l}

t=L+1
T
<[+ E 1
— ~ Cq log
t=L+1 {Mzn_ nmli(tgjl) >Mi7nm,7'(t_1)2l}
T
+ ) 1 .
=Dl {ﬁ;'l"h/%<Hi*»nm,i(t—l)zl}
T

+ E 1 .
Cq L
S T > i (= D21
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Note that taking the expectation over n,, ;(t) gives

C1 108;

>Nzanmz *1)21)

Elnm(t)] <1+ Z P(ji

t=L+1 Tmi )

- Cilogt
P(a™(t —— < i, N (t—1) > 1
# 30 PEO+ [T <t =) 2

Cilogt
P + 24| ——" > e it — 1) > 1 )1
+t=LZ+1 it 2 o)~ A mmalt =1 20 2D

Using the concentration inequality, we obtain that

Cilogt, 1
P ;m + 6 < Uiy Ny i(t—1 >
0 + () < mans(t = 1) 2 1)
m logté
PR )~ 2 OG5 mnatt =1 21
02
= P(Dist(a*(t), i) > O( E)),nm’i(t— 1) >1)
1
S Pt = th
Likewise, we obtain that
T
Cilogt .1
3 P(uﬁ%#ﬁl))é > e it —1) 2 1) = 0 22)
t=L+1 e
if the choice of [ satisfies [ > [%] with A; = p;« — p;, which leads to

i

Elng ()] <1+ Z P, + Z P, +0
t=L+1 t=L+1
2

<14 =
- 3

= O(logT).
Consequently, we obtain that

< Y ZAkEnmk | + | My K171
meMpy k=1

< O(logT) + |Myx|KIT™*

Combining all these together, we derive the following upper bound on the expected regret

E[Rr|A] < (¢+1) - L+ E[T1|A] + E[T|A]
<(c+1)-L+O(logT). (23)

This concludes the proof of Theorem 5.
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PROOF OF THEOREM 6

Proof. Again, we decompose system’s regret as follows:

T T
Rr<Ltc-L+ > Y (i —pag =)+ > > clp=

t=L+1meMpg meMpy t=L+1
=(c+1)-L+T1 +Ts

Differently, the definition of ¢; is a constant-based one, where ¢; = clg,,cc, &me MY since the

estimators in C} are used for computing /i1 (¢). Note that here we do not count malicious participants
in M3 in, as these participant do not perform attacks on the estimators, i.e. having no negative effect

on fi;(t).

In the meantime, by the robust estimator property of the estimators in B, we obtain that
12i() = Z:(t)]] < cadk®

where with probability 1 — P,

A= max | (t) - Z(1)]

< il (1) — p 0 (t) —
< mmaxe [ (8) = gl + [ (8) —

< 2

This immediately implies that for m € My
i (t) — ful < |pat) — Zi(t) + 2:(t) — il
< 2n; + 4(ca)n}
< gelll
—€
=35 q

where the last inequality holds by the choice of € and ||¢|| denotes the minimum value of the random
variable following distribution ¢;".

By assumption, we have that for j € M},
F) = (1 =g (t) + eq (1)

where fij (t) represents the underlying distribution of the rewards of malicious agent j € M}. Itis
worth emphasizing that this assumption is consistent with (Dubey and Pentland, |2020)), originated
from the Huber’s e-Contamination model (Huber and Ronchetti, 201 1]).

By taking the expectation over the distributions, we obtain that
pj = (L= €)pi + eElq]
This implies that for j € M} with probability 1 — 2P,

] (t) = fus] = 1] (t) — " () + i (2) —
> | (8) = i ()] = |A" (1) =
> elll| - 3ellal
=2 €llq 5 €lld

1
> Sellqll
This is to say that j € M} does not belong to Cy, and thus implies that ¢; = 0 for ¢ > L with
probability 1 — 3P, =1 — t%, and ¢; = c with probability t%

Therefore we have that

Bl < YYD 0()=o00).

meMpy t=L+1
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Based on (7)), we again obtain that
T

- C1log
Elnni®] <1+ 30 P@EE =705
t=L+1 m,1

d Cilogt
+ 30 PGP () + ) mt < iy a(t — 1) 2 1)
t=L+1 nm,i(t)

08 it —1) >
N > e, T, it ) >1) (24)

~+

> iy i(t —1) > 1)

By the fact that with probability 1 — 3P;, ¢; = 0, we again have that the validated estimator fi;(t)
can be expressed as with probability 1 — 3P,

fi(t) = Z w;i ()] (t)
JEANMy
which is also equivalent to i7" (¢). Here the weight w; ;(¢) meets the condition
Z ’LUj’i(t) = ].,
JEANME
which immediately implies that

Eljis()] =
We note that the variance of fi;(t), var(fi;(t)), satisfies that, with probability 1 — 3P;

var(fi;(t)) = var( Z wj,v:(t)ﬂf(f))

JEANMy
<JANMu| Y wii(t)var(E(t)))
JEANMy
1
SR R o
jEANMy Gk
k-
<[A; N Mpy| Z wii(t)azn %(t)
jEANMy mt
ks 2 2
—\M 2 (¢
| H‘nm,z(t) Z wj,z( )0'
JjEMpg
:ZCZ'O'2
< |Mg
Ml @

where the inequality holds by the Cauchy-Schwarz inequality, the second inequality holds by the
definition of sub-Gaussian distributions, the third inequality results from the construction of A;, and
the last inequality is as a result of (a + b)% > a? + b2.

Subsequently, we have that

o Chlogt
P E) = || 5 > it = 1) 2 1

() n%5)°
7’}

< —
< P ()
( Cq lo(g§)2
Nom,i (t
< (exp {_W})(l —3P) + 35
2| H|n7n,i(t)
Ch logt 4
= — —_—_ < —
(1 =3P;)exp{ 2|MH|ki0'2} + 3P < 2 (25)
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where the first inequality holds by Chernoff bound, the second inequality is derived by plugging in
the above upper bound on var ([ (t)), and the last inequality results from then choice of C that

. C1
satisfies ST Thio? > 1.

Likewise, by symmetry, we have

~ C1 logt 4
P (t HNMmi(t—1)>1) < —=. 26
1 0) 44ty < pommalt =) 2D < (26)
This immediately implies that
T T
Elnni()] <1+ Y 4P+ Y 4P +0
t=L+1 t=L+1
<
- 3
= O(logT).
Then we arrive at
K
BT < > Y ApE[nm ()] + [Mg|KI"!
meMpy k=1
< O(logT) + |Mg|KIT™*
Once again, by the regret decomposition, we obtain that
E[Rr) < El(c+1)- L+ Ty + T3]
<(c+1)-L+0(1)+O0(ogT) + |My|KIT!
= O(logT)
O

PROOF OF THEOREM 7

Proof. As before, the regret is decomposed as

T T
Rr <L+c-L+ Z Z (tis — prar, 1p,—1) + Z Z cilp,=1
t=L4+1meMpgy mEMpg t=L+1

= (c+1) - L+T + Ty

We first show the monotonicity of the reputation score after the burn-in period. Recall that the
reputation score of participant ¢ is defined as

K )
i 5 at D i (£)2
Ut = 37— (0) = (1)) = e 0
j=1
- Uil’t + Uz‘27t

Al . . L .
where ,uj(t) denotes the estimator for arm j given by participant ¢ after the consensus step, and
fi's(t), fij (t) are the aforementioned estimators for arm j.

We consider ¢ > L, where

Cilogt
nm,i(t)

1
t72.

< ,uianm,i(t - 1) > l) < (27)
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We consider malicious participant j € M} and honest participant m € My, and by definition, it
only attacks the estimators, which immediately gives us that

UMt =u'=o.
Again, by this definition and the pre-fixed € zone, we obtain
B = (1= gl () + eq" (1)
and thus j € M with probability 1 — 2P,

7 (t) = il 2 1] (8) = AP (8) + A (1) =
> | (8) — " (6] = | (1) — fal
> ellall - gelal

€ — =€
Z €||q B q

2 . H H
€|lq
-2

Subsequently, we arrive at
i . 1
|7 (1) = il = ellall

Meanwhile, we have
g (t) — fi| < |Ra(t) — Zi(t) + Zi(t) — fual
<2n + 4(CA)77t2
< gl
—€
=5 q

which also implies that
m ~ 1
|7 (8) = fus] = Sellgl]

That is to say, the first term in the reputation score meets that
1,t 1,t
Uy <Uy
and subsequently, we obtain

t t
Ut<uU

m*

Next, let us consider malicious participant k& € M?% and honest participant m € My. By defini-
tion, participant k£ only attacks the consensus process without altering the estimators. However,
Equivalently, this does not imply

Ut =ukt =0
since i # ji¥ due to the randomness, which brings additional challenge.
‘We consider the difference between the estimators,
Uy = Ul
< [RE®) = )] + a7 (1) — ()

1
< (ellal])*

In the meantime, if participant k serves as a validator, we immediately have

0 - 02 >0,

2.t
U, < —e2
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while in the meantime, U2 = 0.
Consequently, we arrive at
UL —UL, =U Uyt + U = U
<Ot U+ U

1 1
§§62—€2=—§€2<0

where the second last inequality holds by assuming ||¢|| < 1 without loss of generality.
Combining these all together, we obtain that
Ui <U},

for any malicious participant 7 € M 4 and honest participant m € M, which implies the monotonoc-
ity of U quantity in the reputation score.

Subsequently, by the monotone preserving property of function G(+), we immediately have
t t
for any malicious participant j € M 4 and honest participant m € M.

Based on the Validator selection Protocol where the top N participants are selected with |Mg| <
N < 2|Myg| — 1, we obtain that My C Sy (¢) and Sy (t)| < 2|Myg| — 1, which implies that the
consensus always achieves if every validator is selected as a commander for exactly once, i.e. by = 1
with probability at most 1 — M7

Otherwise, if a participant k € M3 is never selected as a validator, then the set of validators does not
contain any malicious participants attacking the consensus, and then the consensus always achieves,
i.e. bt =1.

To summarize, we have that
Pby=1)>1-MI"T.
Note that the set By, C; herein is the same as the set of By, C; as in Theorem 6, which immediately

implies that j € M does not belong to Cy, and thus implies that ¢; = 0 for ¢ > L with probability
1-3P,=1— 2, and ¢, = c with probability 3.

Therefore we again obtain that by the definition of 75 that depends on b; and ¢,

T
Bl < Y3 o) =o00).

meEMpy t=L+1

Again, using (I7), we obtain the following decomposition

T
m Cilogt
Blma®) <1+ 37 PO =\ [0 > ot = 1) 2 D)
t=L+1 st

d Chlogt
+ 30 PP + | R < g (1) > 1)
t=L+1 Tim,i (t)
a Chlogt
+ Y Pl 2 s et - 1) 2 1) (28)
t=L+1 N, i(t = 1)

Furthermore, with probability 1 — 3P;, ¢; = 0 again implies that the validated estimator fi;(t) has
the following explicit formula, with probability 1 — 3P;

a = Y wa®E )

JEANMpy
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which is the value of /1] (t) as well, where w; ;(t) are the weights such that

Z w]‘)i(ﬂ =1.

JEA:NMpy

This immediately gives us that
Eli(t)] = pi-
We note that the variance of fi;(t), var(ji;(t)), satisfies that, with probability 1 — 3P,

var(fi;(t)) = var( Z w; (4l (t))

JEANMy
S ANMal S w)var(i (1))
JEANMEy
1
2 2
< |A¢ N M| Z wj;(t)o n; (1)
jEAtﬂMH 75
k:
2 2 2
< |A; N My| Z wy,;(t)o i
JEA:NMpy m,t
ki 2 2
’ JEMHu
]{iiO'Q
<|M
<| H\nmﬂ_(t)

where the inequality holds by the Cauchy-Schwarz inequality, the second inequality holds by the
definition of sub-Gaussian distributions, the third inequality results from the construction of A;, and
the last inequality is as a result of (a + b)? > a? + b°.

Subsequently, we have that

—m Cilogt
P (t) — Hnlié) > iy mi(t — 1) > 1)

( C1 logt)Q
oY
2var (i)
( Cy lo(g§)2
N, i (E
< (exp {— L)) (1 - 3P,) + 3P,
2|MH nrn,i(t)
Cilogt 4

where the first inequality holds by Chernoff bound, the second inequality is derived by plugging in
the above upper bound on var (" (t)), and the last inequality results from then choice of C; that

. Cl
satisfies ¥ Thio? > 1.

In a similar manner, we obtain

. Cilogt
P(u" ; (t—1)>1) <
(/’Lz (t) + nm,i(t) < Mzanm,z(t ) = l) >

(30)

'S

Plugging the concentration-type inequalities in, we derive

T T
Elnma(t)] <1+ > 4P+ Y 4P, 40
t=L+1 t=L+1

2
<+ 4% = O(log 7).
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Then we arrive at

K
EIT] < > ) ApE[nmi(t)] + [Mp|KI™
meMpy k=1

<O(logT) + |My|KIT™*

Once again, by the regret decomposition, we obtain that
E[Rr] < El(c+1)-L+T, + T3]

<(c+1)-L+0(1) +O0(ogT) + |My|KI*!
=O(logT)

F DISCUSSIONS
Block Information

Let h§ (F) be the estimators given by malicious participant j € M4 where F; denotes the history up
to time step ¢ (everything on the blockchain and additional information shared by other participants).
The blocks on the blockchain record the execution information. Specifically, at each time step ¢ the
block records the global estimators {fi;(¢)}; and local estimators { " (t) } i, counts {n, ; (t) b
By specified in Aggregation, and arms a’,, pulled. Moreover, the block also records the reward 7™ (t)
of each participant m € M. The information related to an individual participant, such as " (t)
and (), is signed by the participants using digital signatures that are the same across time. Each
quantity in the block related to m is stored together with the public key of client m. Arm indices also
need to be stored for quantities depending on ¢. If it is desirable the arms to be pseudo anonymous,
public keys of arms can be used and digital signatures would be created based on private key pairs
of (participant, arm). By using Global Update in Algorithm 4, the definition of {;(¢)}; and , all
these quantities can be verified given 7™ and al,,.

Ratinality of R

We argue the rationale of this regret definition as follows. It holds true that these two regret measures
are well-defined, considering that M is fixed and does not change with time. Furthermore, our
definition aligns with those used in the context of blockchain-based federated learning (Zhao et al.|
2020), as their objective is to optimize the model maintained by honest participants, though without
involving online decision making. Additionally, this definition is consistent with the existing robust
multi-agent MAB problem (Vial et al.,[2021)), except that the cost mechanism is introduced which
incentives participation and guarantees correctness. Compared to the multi-agent MAB, our regret is
averaged over only honest participants due to the existence of malicious participants. Note that the
two measures are the same if the number of malicious participants is zero since the cost ¢; is also
zero in such a case, implying consistency.

Discussion on Theorem 1

It is worth noting that the minimum number of honest participants is consistent with (Zhu et al., [ 2023).
Although they establish the regret bound in a cooperative bandit setting with Byzantine attacks for
any number of participants, the regret is only smaller than the individual regret when this assumption
holds for every neighbor set of every honest participant at each time step. Otherwise, the regret is
even larger, providing no advantage or motivation for participants to collaborate, essentially reducing
the problem to the single-agent MAB problem.

Discussion on Theorem 2

We would like to emphasize that there should be at least one honest commander who has the same
sent estimator as the honest validators. The honest validators choose to do majority voting only
when the received message matches their own. In other words, consensus alone is not sufficient for
the protocol; rather, consensus on the correct estimators guarantees the desired functionality of the
protocol.
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Discussion on Theorem 7
Reputation-based Validator Selection

It is worth mentioning that the reputation system also ensures the fairness of the protocol, or
equivalently, decentralization, as no single participant is favored and the criterion is merit-based,
depending on how much they contribute to the protocol. Also, privacy is maintained since the
participants are not aware of U} due to the existence of G(-). Meanwhile, the number of validators
N given by the reputation score system is flexible in the range of [My,2My — 1], balancing the
trade-off between decentralization and efficiency. While it is practically meaningful, it is also crucial
to demonstrate the theoretical effectiveness of the coordination mechanism after incorporating the
reputation score system. Subsequently, we present the following theoretical regret guarantee of the
entire system with the above reputation score system for validator selection. The formal statement
reads as follows.

It is worth noting that existing works, such as (Dennis and Owenl 2015} [Zhou et al.,[2021; /Arshad
et al.,|2022)), have proposed reputation-based validator selection. However, most of this work focuses
on the practical performance of a reputation system, with limited theoretical analyses on the security
guarantee. Here, we prove that the reputation system ensures optimal regret, which is only obtainable
when the coordination mechanism is secure enough in terms of the consensus and the associated
information after the consensus.

O
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