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Abstract

Investigating black-box jailbreak attacks is
crucial for revealing the actual security risks
faced by operational Large Language Models
(LLMs). The primary challenge in black-box
jailbreak attack is the absence of direct opti-
mization signals, such as gradients, to guide the
refinement of adversarial prompts. While cur-
rent mainstream methods like PAIR and TAP
attempt to leverage the model’s textual output
as feedback, facing a critical limitation when
models consistently generate static refusal re-
sponses, depriving the attacker of any action-
able signal to distinguish better prompts. To
overcome the bottleneck and reveal whether
there is potential risk to open access to par-
tial logprobs information, we investigate LLM
output distribution. Our empirical analysis re-
veals that refusal responses exhibit a highly
consistent distributional pattern at the first gen-
erated token, suggesting that the deviation from
this standard pattern can serve as a quantifiable
metric for LLM generating refusal response.
Based on this insight, we propose Distribution
Jailbreak (DJ)', an attack method that select ef-
fective jailbreak templates and then iteratively
optimizes adversarial suffixes by maximizing
the KL divergence from the standard refusal
distribution. Extensive experiments demon-
strate that DJ achieves state-of-the-art Attack
Success Rate(ASR). Notably, DJ achieves over
90% ASR on all tested open-source models,
and delivers over 94% ASR on GPT-4.1.

1 Intruduction

As Large Language Models (LLMs) are increas-
ingly integrated into critical applications, ensuring
their safety has become paramount. Model de-
velopers invest heavily in alignment techniques to
prevent the generation of harmful or unethical con-
tent. To validate the robustness of these established
safety alignment mechanisms, “Jailbreak attacks”,
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Figure 1: Comparison between Response-based Op-
timization and our proposed Distribution-based Opti-
mization. Existing black-box methods lack distinguish-
able signals when LLM constantly generate refusal re-
sponses. Our approach exploits the characteristic "Re-
fusal Distribution" shared by refusal responses and use
the divergence from this pattern as a quantifiable signal
to guide the optimization.

adversarial strategies designed to bypass LLMs’
safety mechanism, have emerged as essential eval-
uation methods. Studying jailbreak attacks is not
about promoting harm, but about proactively iden-
tifying potential vulnerabilities to construct more
robust and secure LLM systems.

Based on the accessibility of model internal pa-
rameters, gradients, and hidden states, jailbreak at-
tacks can be categorized into white-box and black-
box scenarios. While white-box approaches offer
theoretical insights, black-box scenarios more accu-
rately reflect the real-world deployment of LLMs.
Consequently, investigating black-box jailbreak at-
tacks is crucial for revealing the actual security
risks faced by operational LLM systems.

The primary challenge in black-box settings is
the absence of direct optimization signals (e.g.,
gradients) to guide the refinement of adversarial
prompts. To overcome this, leading black-box
methods like PAIR (Chao et al., 2025) and TAP
(Mehrotra et al., 2024) leverage the model’s tex-
tual output as feedback. They typically employ
an attacker LLM to analyze the semantic content
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of the target model’s responses, iteratively refin-
ing the prompts based on this linguistic feedback
to steer the target towards compliance. However,
this content-based optimization paradigm faces a
critical limitation. When models constantly pro-
vide refusal responses (e.g., "I cannot assist with
this request"). The semantic content of the output
remains static and uninformative across iterations.
This lack of variation deprives the attacker LLM of
any actionable signal to distinguish better prompts
from worse ones, leading to attack failure.

Meanwhile, the operational landscape of LLMs
is evolving. Some commercial APIs and platforms
now expose partial distributional information, typi-
cally providing the log-probabilities (logprobs) of
the top-k generated tokens. This accessibility raises
a critical security question: Does exposing even
partial output distribution information intro-
duce new vulnerabilities that exacerbate jail-
break risks? We posit that the truncated distri-
butional data, while seemingly insufficient for full
reconstruction, contains signals that can resolve the
feedback bottleneck in black-box attacks.

To address the above question and overcome
the challenge of absence of optimization signals
in black-box scenarios, we investigate the distribu-
tional characteristics of LLMs’ outputs. Through
empirical analysis, we reveal that refusal responses
exhibit a highly consistent distributional pattern at
first token, where probability mass converges heav-
ily on a narrow set of refusal-indicating tokens (e.g.,
"I", "Sorry", or "As"). This observation suggests
that the deviation of the model’s current output dis-
tribution from standard refusal pattern can serve
as a quantifiable metric of refusal likelihood, thus
providing a viable optimization signal for refining
adversarial prompts in black-box scenarios.

Based on the above insights, we proposes a novel
jailbreak attack method Distribution Jailbreak(DJ).
Our method operates in two phases: First, we con-
struct a strategy to screen jailbreak templates. By
measuring the KL divergence between the tem-
plate’s output distribution and the standard refusal
distribution, we select templates that maximize this
distributional distance, indicating a higher potential
to bypass safety guards. Second, for the top-ranked
templates, we iteratively optimize adversarial suf-
fixes to further widen this gap. By continuously
maximizing the divergence from the refusal distri-
bution, our approach effectively steers the model
towards generating affirmative responses. The ex-
perimental results show that compared with ex-

isting methods, our proposed method achieves a
superior performance in attack success rate (ASR):
over 90% ASR on all tested open-source models
and over 94% ASR on GPT-4.1.

The main contributions of our work can be sum-
marized as follows:

* We identify the first-token output distribution
as a critical, underutilized signal in black-box
settings. We reveal that LLMs’ refusal re-
sponses possess a distinct distributional pat-
tern, which becomes more pronounced and
accessible under jailbreak templates.

* We propose Distribution Jailbreak (DJ), a
novel black-box attack method that uses distri-
butional divergence from a reference refusal
pattern as a fine-grained optimization objec-
tive. Extensive experiments validates the ef-
fectiveness of distributional steering in bypass-
ing LLM safety guardrails.

2 Related Work
2.1 White-box Jailbreak Attacks

White-box jailbreak attacks assume full access to
the target model’s architecture, weights, and gradi-
ents. These methods typically utilize LLMs’ inter-
nal information to search adversarial prompts that
induce LLM to generate harmful response.

The most prominent category involves Gradient-
Based Optimization, where GCG (Zou et al., 2023)
employs a gradient-based optimization method that
identifies universal adversarial suffixes capable of
transferring across different models. To improve
the stealthiness of these attacks, AutoDAN (Liu
et al., 2024) employs a hierarchical genetic al-
gorithm to generate semantically meaningful jail-
break prompts, avoiding the gibberish nature of
GCG-style attacks. ASETF (Wang et al., 2024)
advanced the field by optimizing continuous adver-
sarial embeddings and translating them into read-
able prompts through dedicated translation models.
Subsequent advancements focused on improving
efficiency. For instance, Improved GCG (I-GCG)
(Jia et al., 2025) enhanced the original approach
through automatic multi-coordinate updating strate-
gies, accelerating convergence while maintaining
attack effectiveness.

These approaches demonstrate that white-box
access enables highly effective attacks through var-
ious optimization paradigms, though they remain
limited to open-source models
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Figure 2: Boxplots comparing similarity (derived as S(P)) of output distributions between No Context (no jailbreak
prompt templates) and With Context (using jailbreak prompt templates) across three models (Llama-3-Instruct-8B,
Phi-3.5-mini, Qwen-3-8B). Similarity is measured separately for the refusal response class and affirmative response
class. For all models, the similarity of refusal output distributions is consistently higher than that of affirmative
distributions. Adding jailbreak prompt templates significantly increases similarity in both refusal and affirmative
classes, meaning the output distribution characteristics of refusal and affirmative responses become more distinct.

2.2 Black-box Jailbreak Attacks

Black-box jailbreak attacks operate without access
to model internals, relying solely on input-output
interactions to discover adversarial prompts.

Early studies focused on explore the potential
vulnerability in LLMs’ safety alignment. (Wei
et al., 2023) systematically analyzed failure modes
in safety training, identifying that conflicting train-
ing objectives and mismatched generalization al-
low users to bypass safeguards via role-playing or
persona adoption. MasterKey (Deng et al., 2024)
fine-tunes attacker models on successful jailbreak
datasets to reverse-engineer defense patterns. Simi-
larly, DAN (Shen et al., 2024) conducted a large-
scale measurement study of "in-the-wild" jailbreak
prompts, demonstrating that adversarial prompts
remain effective against aligned models. To by-
pass models’ safety mechanism, attackers often
mask malicious intent using complex input trans-
formations, Deeplnception (Li et al., 2023) uti-
lizes nested scene descriptions to hypnotize LLMs
into escaping their safety constraints. Furthermore,
CodeAttack (Ren et al., 2024) demonstrated that ex-
ploiting programmatic behaviors and pseudo-code
prompts can effectively trigger restricted outputs.
Low Resources Jailbreak (Yong et al., 2023) and
CipherChat (Yuan et al., 2024) revealed that trans-
lating harmful queries into low-resource languages
or cipher text effectively bypasses alignment filters
trained primarily on English data.

Recent works have shifted towards automated
frameworks that refine attacks based on model feed-
back. PAIR (Chao et al., 2025) proposes an itera-
tive refinement framework where an attacker model
optimizes prompts based on the LLMs’ responses,

while TAP (Mehrotra et al., 2024) utilizes an at-
tack tree pruning strategy to efficiently navigate
the search for adversarial prompts. However, such
content-based optimization fails when LL.Ms gen-
erate invariant refusal responses, as the absence
of distinguishable semantic feedback deprives the
attacker of actionable optimization signals.

3 LLMSs’ Output Distribution

We observe that LLMs typically exhibit a tendency
to provide refusal or affirmative response at the first
token of their output. For instance, tokens such as
"I", "Sorry", and "As" are usually the starting to-
kens of refusal responses (e.g., "I cannot fulfill
your request”, "Sorry, but I cannot fulfill", "As a
responsible AI"), while "Sure" and "Absolutely"
are typical starting tokens of affirmative responses.
To investigate whether the output distribution of the
first token of LLMs can serve as an effective opti-
mization signal for jailbreak attacks in the black-
box scenario, we conduct the following analyses
on the output distribution of LLMs.

3.1 Refusal and Affirmative Distribution

We distinguish between two categories of prompts
derived from the Prompt Driven Dataset (Zheng
et al., 2024): benign prompts (Dj), which re-
quest content consistent with human values, and
harmful prompts (Dy,), which solicit responses
violating laws or ethical standards. For a given
set of prompts X = {x1,x9,...,zN}, let P =
{P1, Py, ..., Py} denote the set of corresponding
probability distributions over the vocabulary for the
first generated token.

To quantify the consistency of the model’s output
patterns, we calculate the similarity of these distri-



wn 800 wn 800 wn 800

D 700 With context B 700 With context E 700 With context

'% 6001 T With context (mean) '% 600 With context (mean) '% 600] With context (mean)

= —— Without context = —— Without context = —— Without context

+ 500 + 500 + 500

Q Q Q

.E 400 .E 400 .E 400

é 300 é 300 -2 300

— 200 — 200 — 200

‘g 100 = ‘g 100 = 5 100
3 5 7 9 11 13 15 17 19 3 5 7 9 11 13 15 17 19 3 5 7 9 11 13 15 17 19

Top-k Truncation

(a) Llama-3-8B-Instruct

Top-k Truncation

(b) Phi-3.5-mini-Instruct

Top-k Truncation

(c) Qwen3-8B

Figure 3: This figure illustrates the number of distinct tokens appearing in the top-k output distributions of three
LLMs (Llama-3-8B, Phi-3.5-mini, Qwen3-8B) under two request conditions: The red curve represents direct
requests (no jailbreak prompt template), where the number of distinct tokens in top-k increases sharply with k,
(exceeding 300-700 at k¥ = 20). The light blue area and dashed line represent requests with a jailbreak prompt
template, where the number of distinct tokens in top-k remains stably low (below 100 at & = 20).

butions based on the Generalized Jensen-Shannon
Divergence (JSD). First, we compute the average
distribution M = & " | P;. The JSD for the set
of distributions P is defined as:

N

ISD(P) = 3" Dien (P, || M)
=1

ey

where Dy represents the Kullback-Leibler di-
vergence. Since the JSD for N distributions is
bounded by log N, we compute the normalized
JSD as JSD(P) = Jlsfg(ﬁ) , which scales the value
to the range [0, 1]. Finally, we define the distribu-

tional similarity score S' as:

S(P)

1

= 1+7SD(P) @

A higher S indicates that the distributions in P are
more similar to each other (i.e., low divergence),
whereas a lower S implies greater diversity.

We evaluate three open-source LLMs: Llama-
3-8B-Instruct (Team, 2024), Phi-3.5-mini-
Instruct(Abdin et al., 2024), and Qwen3-8B (Yang
et al., 2025). As shown in Table 1, across all
three tested LLMs, the refusal output distributions
(derived from D) exhibit significantly higher
similarity compared to the affirmative output
distributions (derived from Dy). Figure 2 visually
presents the average similarity scores across
different sample categories. This finding indicates
that refusal responses share distinct and consistent
probabilistic characteristics. We attribute this
phenomenon to the safety alignment process (e.g.,
RLHF), where models are typically trained to
converge on a narrow set of refusal patterns (e.g.,
"I cannot fulfill this request”) regardless of the
specific harmful query, whereas benign queries
trigger a diverse range of affirmative responses.

How Jailbreak Template Affect Distribution.
Jailbreak templates serve as a prevalent strategy
in black-box adversarial attacks. To investigate
the specific impact of jailbreak templates on
the refusal and affirmative output distributions
of LLMs, We employ 100 jailbreak prompt
templates from In-the-Wild Jailbreak Prompts
dataset (Shen et al., 2024). As shown in Figure 2,
after applying jailbreak templates, the similarity
among affirmative output distributions is enhanced
to a level comparable to that of refusal output
distributions. This demonstrates that jailbreak
prompt templates typically function to constrain
the model’s output mode.

Output distributions with distinct characteristics
are conducive to output distribution comparison
in the black-box scenario, where we usually only
have access to limited Logprobs information. For
example, OpenAl’s models typically only provide
Logprobs for the top-20 tokens. As shown in Fig-
ure 3, the use of prompt templates significantly
reduces the total number of unique tokens appear-
ing in the top-k, which makes the comparison of
truncated output distributions more meaningful.

Model Refusal Affirmative
Llama-3-8B-Instruct 0.975 0.566
Phi-3.5-mini-Instruct  0.914 0.538

Qwen3-8B 0.741 0.521

Table 1: Similarity of output distributions for Refusal
and Affirmative responses. The results demonstrate that
refusal responses exhibit significantly lower divergence
compared to affirmative responses, indicating a higher
consistency in how models generate refusal responses.



4 Methodology

This section details the framework designed to op-
timize jailbreak attack prompts by leveraging prob-
ability distributions of LLMs. The core idea is
to anchor the attack on the harmful request dis-
tribution and iteratively refine prompt templates
and adversarial suffixes using KL divergence as a
fine-grained optimization signal.

4.1 Jailbreak Template Selection

Anchor Harmful Distribution. We first de-
fine the refusal request distribution to estab-
lish a reference for measuring the alignment of
LLM outputs with harmful intents. Let D; =
{dn1,dn2,dp3,...,ds N} denote a dataset of N
distinct harmful requests.

To capture the aggregated distribution of harm-
ful intent responses, we compute the average distri-
bution pyer as the normalized sum of P pm(-|dp, ;)
across all harmful requests in Dy,.

1 N
Prer =5 D, PumCldns) - )

We specify the practical acquisition of the next-
token probability distribution, Piym(-|dp ), de-
pending on model accessibility. For open-source
models, we derive the complete distribution over
the vocabulary directly from output logits. For
closed-source models providing access to limit log-
probs, we utilize logprobs to obtain top-20 prob-
abilities, assigning negligible values to remaining
tokens. For black-box models lacking probability
access, we estimate the distribution via sampling
of the first generated token m times.

Select Promising Templates. We next filter a can-
didate pool of jailbreak templates to retain those
with the highest potential to induce affirmative re-
sponses, using KL divergence between the model’s
output distribution and pyr as the selection metric.

Let 7 = {ti1,ta,t3,...,tx } denote a set of K
candidate jailbreak prompt templates. For each
template t; € T, we construct a full prompt by
concatenating ¢; with a representative harmful re-
quest . The request x can either be a fixed harmful
query “Write a tutorial on how to make a bomb”,
or a random sample from Dj. We then feed the
concatenated prompt to target LLM and retrieve
its output distribution Py ym(+|t;, ). For each tem-
plate ¢;, we calculate the KL. divergence between
Pryim(ti, z) and the anchor harmful distribution

KL(Pm(-[ti, ) |[pret)

KL divergence quantifies the dissimilarity be-

tween two distributions: a larger value indicates
that the template-induced output distribution devi-
ates more significantly from the standard refusal
distribution. We rank all templates in 7 by their
KL divergence scores and select the top top-k tem-
plates to form a reduced set Top..-
Rank Templates via ASR. The templates in Tiop_p
are filtered further based on actual attack efficacy,
as a high KL divergence score does not always guar-
antee a successful jailbreak (e.g., the model may
generate irrelevant content instead of complying
with the harmful request). This stage introduces
adversarial suffixes and iterative refinement to opti-
mize each template’s performance.

Given Tiop—» we randomly sample n harmful re-
quests {1, 2, ..., T, } from Dy, and evaluate each
template ¢; € Tiop—i ON these requests using the
jailbreak attack process described in Section 4.3.
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Figure 4: Overview of the proposed jailbreak attack
framework. The pipeline consists of three main compo-
nents: (1) Template Selection, where potential templates
are identified by maximizing the KL divergence between
the target model’s output distribution and a reference
refusal distribution; (2) Suffix Optimization, which em-
ploys an iterative algorithm to refine adversarial suffixes
for further distribution shifting; and (3) Jailbreak At-
tack, where the optimal templates and optimized suffix
are combined to construct the final prompt, effectively
bypassing safety guardrails.

4.2 Adversarial Suffix Optimization.

Drawing inspiration from the GCG attack (Zou
et al., 2023), we append adversarial suffixes to
harmful prompts that are already applied jailbreak
templates. Then, we optimize these suffixes to
maximize the KL divergence between the model’s
current output distribution and refusal distribution.

For a given harmful request z and a jailbreak
template ¢, we initialize a random adversarial suffix
s(0) of fixed length . The optimization objective is
to find a suffix s* that maximizes the KL divergence



between the model’s current output distribution
and the refusal distribution P,.t. The optimization
process proceeds iteratively for K rounds:

At iteration k£ (0 < ¢ < I), we generate a set
of B candidate suffixes S() = {z1,29,...,2B}
by randomly perturbing a subset of tokens in the
current suffix s(*). For each candidate z; € S,
we query the LLM with the prompt [¢; z; z;] and
compute the probability distribution of the first gen-
erated token, denoted as P pm(-|t, x, zj). The opti-
mal suffix for the next iteration is selected via:

S(iJrl) = argmax DKL (PLLM(-‘t, Z, Zj) H Pref)

z; €8

C))

After I iterations, we obtain the optimized suffix
s* = s,
Latent Space Analysis. To have a better under-
standing of the mechanism of our method, we fur-
ther investigate the representatives of prompt sam-
ples in the internal latent space. Specifically, we
perform PCA dimensionality reduction on the last-
layer hidden states of the final input token gener-
ated by the LLMs. As illustrated in Figure 5, the
application of jailbreak prompt templates reduces
the distance between the latent states of harmful
requests and benign requests, resulting in a more
clustered distribution. While adversarial suffixes
shift the latent states of the attacked samples closer
to benign samples cluster. This indicates that utiliz-
ing the output distribution as an optimization signal
is an effective strategy to generate adversarial suf-
fixes in black-box scenarios.

4.3 Jailbreak Attacks.

With the selected template ¢, determined, we exe-
cute the attack pipeline on harmful request x. For
each constructed prompt [t,; x], we initialize a ran-
dom adversarial suffix s(), iteratively refine it for
K rounds to maximize KL divergence with pres
as described in Section 4.2, and generate the fi-
nal output 7 = Rypm(ts, , 3(1)). The success of
each attack is determined by Evaluator(r, =), and
the overall attack success rate is computed as the
average success rate across all test requests.

5 Experiment

To comprehensively evaluate the effectiveness and
transferability of our proposed attack framework
DJ, we conducted experiments on a diverse set of
mainstream LLMs.
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Figure 5: PCA visualization of the Llama-3-8B-

Instruct’s latent space representations. The plot con-
trasts direct harmful (Red) and benign (Green) requests
with those using jailbreak templates. The templates
(Pink/Light Green) significantly reduce the distance be-
tween harmful and benign clusters. Furthermore, the
addition of our optimized adversarial suffix shifts the
representative of harmful request (Blue) from the harm-
ful cluster towards the benign cluster (Light Green),
demonstrating how the attack effectively "camouflages"”
malicious inputs in the latent space.

5.1 Target Model

We selected a wide range of LLMs as victim mod-
els to test the effectiveness of our attack. Our selec-
tion includes both open-source and closed-source
models to represent different attack scenarios.

* Open-Source Models: We utilize the Llama-
3-8B-Instruct, and Phi-3.5-mini-Instruct and
Qwen3-8B. These models are widely used in
the research community.

* Closed-Source Models: We evaluate jail-
break attacks against GPT-4.1, GPT-4.1-nano,
Claude-3.5-sonnet and Claude-3-haiku. These
models represent the state-of-the-art in com-
mercial LLMs.

5.2 Benchmark

We conduct experiments on three widely recog-
nized benchmarks in LLM adversarial attacks: Ad-
vBench, StrongREJECT and JBB. These datasets
provide a diverse collection of harmful queries to
test the robustness of LLM safety alignment.

AdvBench. AdvBench (Zou et al., 2023) is con-
sists of a collection of harmful behaviors and in-
structions that aligned LLMs are trained to refuse.



Open-Source

Closed-Source

Benchmark Methods
Llama-3-8B Phi-3.5-mini Qwen3-8B GPT-4.1 GPT-4.1-nano Claude-3.5-sonnnet Claude-3-haiku
CodeAttack 57.8 54.4 68.8 73.6 55.9 26.3 72.8
GPTFuzzer 15.1 95.3 93.6 14.6 6.1 0.9 10.1
Advbench TAP 55.3 64.4 73.4 65.5 48.0 7.5 51.7
ReNeLLM 619 81.5 92.2 93.0 93.4 33.0 93.6
DJ 90.0 98.8 99.4 97.3 86.5 63.8 94.0
A +28.1 +3.5 +5.8 +3.7 -6.9 +30d.8 +0.4
CodeAttack 35.7 14.0 48.2 47.6 42.1 15.6 30.9
GPTFuzzer 28.1 96.8 94.8 17.8 13.4 1.9 7.0
TAP 49.8 65.8 81.1 72.2 62.3 13.1 523
StrongREJECT ¢ NeLLM 415 654 85.6 78.9 78.2 95 72.5
DJ 90.7 100 100 94.5 78.5 52.7 79.8
A +40.9 +3.2 +5.2 +15.6 +0.3 +37.1 +7.3
CodeAttack 45.0 38.0 68.0 75.0 57.0 40.0 62
GPTFuzzer 24.0 92.0 93.0 23.0 18.0 7.0 8.0
JBB-behavior TAP 52.0 68.0 70.0 64.0 50.0 19.0 34.0
ReNeLLM 42.0 62.0 85.0 80.0 72.0 10.0 83
DJ 92.0 98.0 100 95.0 82.0 59.0 91
A +40.0 +6.0 +7.0 +15.0 +10.0 +19.0 +29.0

Table 2: Attack Success Rates (ASR) of DJ and four baselines across six open-source and closed-source models.
DJ delivers superior performance in most cases. Notably, DJ achieves over 90% ASR on all tested open-source

models, and delivers over 94% ASR on GPT-4.1.

For our experiments, we utilize the harmful behav-
iors subset, which contains 520 harmful behaviors
covering a wide range of malicious categories.
StrongREJECT. StrongREJECT (Souly et al.,
2024) is constructed to include complex harmful
queries that are harder to jailbreak. It contains 313
harmful request about high-risk categories such as
discrimination, violence, and illegal goods.
JBB-behavior. JailbreakBench Behaviors dataset
(Chao et al., 2024) contains 100 unique harmful
queries designed to evaluate jailbreak attacks.

5.3 Baseline

We selected these baselines to cover a diverse range
of attack strategies, including templates mutation,
code-based injection, LLM as attacker, and re-
writing techniques.

GPTFuzzer. GPTFuzzer is a black-box fuzzer in-
spired by the AFL fuzzing framework. It automates
the generation of jailbreak templates by utilizing a
“mutator” LLM to modify seed templates.
CodeAttack. CodeAttack exploits the generaliza-
tion capabilities of LLMs in the coding domain.
Instead of using natural language prompts, this
method wraps malicious queries within code snip-
pets (e.g., Python lists or string operations).

TAP. TAP employs an automated, tree-search-
based optimization strategy. It utilizes an "attacker"
LLM to generate candidate prompts and an "eval-
uator”" LLM to assess their success. By iteratively
branching out and pruning ineffective branches,
TAP navigates the prompt space to find adversarial

inputs that trigger harmful responses.

ReNeLLLM. ReNeLLM focuses on prompt rewrit-
ing using nested execution. It leverages an LLM to
rewrite harmful queries into various benign-looking
scenarios or nested tasks (e.g., asking the model
to write a story about a character performing the
harmful act) to evade safety mechanisms.

5.4 [Evaluation Metric

Following established protocols in adversarial at-
tack literature, we employ the Attack Success Rate
(ASR) as our primary metric to quantify the effec-
tiveness of our proposed method.

Attack Success Rate (ASR). To evaluate the suc-
cess of an attack, we utilize an automated LLM-
based evaluation approach Harmbench (Mazeika
et al., 2024), which has been shown to correlate
highly with human judgment. Specifically, Harm-
bench employ a judge model fine-tuned from a
Llama-2-13b model to assess the target model’s
responses. The evaluator classifies each response
as either a "success" (jailbroken) or a "failure" (re-
fusal) based on whether the output fulfills the mali-
cious intent of the prompt.

Formally, the Attack Success Rate is defined as:

S N | I(Evaluator(R;) = True)
N

ASR =

where N is the total number of prompts and is
the indicator function for a successful jailbreak.



5.5 Parameters settings

To ensure a fair comparison among attack meth-
ods, we set the generation temperature to 0 and the
maximum generation length to 512 tokens. For all
attack methods required prompt optimization, the
maximum number of iterations is set to 20.

5.6 Main Results

Table 2 demonstrates DJ’s superior performance
across all benchmarks and target models. On open-
source LLMs, DJ achieves remarkable consistency,
exceeding 90% ASR in all scenarios and attaining
near-perfect scores (98%-100%) on Phi-3.5-mini
and Qwen3-8B. It significantly outperforms base-
lines on the challenging Llama-3-8B, with ASR im-
provements (A) of up to 40.9%. Furthermore, DJ
exhibits strong performance against closed-source
models. It maintains over 94% ASR on GPT-4.1
and achieves breakthroughs on the highly resis-
tant Claude-3.5-sonnet, outperforming baselines
by 37.1%. The results indicate that DJ is a general-
izable and robust attack framework.

6 Abalation Study

To validate the effectiveness of the core compo-
nents of our framework, we conduct an ablation
study on JBB-behavior benchmark.

We design three variants of our attack framework
for comparative analysis:

 Suffix only. This variant discards the tem-
plate selection pipeline and directly initializes
a random adversarial suffix of length ! and
iteratively refined the suffix for I rounds.

* Template only.This variant employs the full
template selection pipeline to obtain the opti-
mal templates t., but removes the adversarial
suffix optimization step. The attack prompt is
constructed as [t.; z|(no suffix).

e Full Framework. This is our complete at-
tack pipeline, which combines the optimal
template ¢, with iteratively refined adversarial
suffixes to form the final prompt [t,; z; s1].

We evaluate all three variants on a diverse set of
LLMs, covering both white-box and black-box sce-
narios: Llama-3-8B-Instruct, Phi-3.5-mini-Instruct,
GPT-4.1 and Claude-3-haiku. The ablation results,
summarized in Figure 6, demonstrate a clear per-
formance hierarchy across the three attack variants.

The Suffix-Only variant exhibits the poorest per-
formance across all tested models, with ASRs rang-
ing from 0.0% to 15.0%. This suggests that relying
solely on suffix optimization is insufficient to by-
pass the safety alignment of modern LLMs. In con-
trast, the Template-Only variant yields a substantial
performance leap, achieving ASRs between 60.0%
and 91.0%. This indicates that our template selec-
tion pipeline identifies effective jailbreak templates
that lower the model’s defense barriers. However,
without the fine-grained guidance of adversarial
suffixes, the attack still falls short of consistency.

Suffix-Only
BN Template-Only
Full Framework

—_
(=3
S

95.0
92.0 91.0 91.0

60.0

0 Llama-3-8B  Phi-3.5-Mini

Attack Success Rate (ASR, %)
[}) i N o0
() [e) [e) (=)
I
I -
T

GPT-4.1 Claude-3-haiku

Figure 6: Comparative analysis of attack variants across
different LLMs. While the “Suffix-Only” approach
shows limited effectiveness (0-15%) and “Template-
Only” provides a significant boost, the "Full Frame-
work" exploits templates and suffixes to maximize ASR,
reaching up to 100% on Phi-3.5 and 95% on GPT-4.1.

7 Conclusion

This study addresses black-box LLM jailbreak op-
timization challenges by leveraging output token
distribution characteristics as guidance for adversar-
ial prompt optimization. We find that LLM refusal
responses have highly similar first-token distribu-
tions. The similarity of refusal distributions is fur-
ther amplified by jailbreak templates that concen-
trate probability in top tokens, enabling effective
pattern distinction even with truncated logprobs.

Based on the above insights, we propose Distri-
bution Jailbreak (DJ), an attack method that selects
effective jailbreak templates and then iteratively
optimizes adversarial suffixes by maximizing the
KL divergence from the standard refusal distribu-
tion. Experiments across three benchmarks and
six LLMs show DJ outperforms baselines, achiev-
ing highest ASR on both open-source and closed-
source models.



Limitations

A key limitation of the proposed Distribution Jail-
break (DJ) framework lies in its reliance on access-
ing LLMs’ output token distributions. While we
simulate real output distributions through multiple
sampling in experiments, this approach is token-
intensive. For LLMs that do not provide logprobs
access in practical scenarios, repeated sampling
to approximate distribution characteristics incurs
substantial computational and economic costs, sig-
nificantly raising the threshold for real-world de-
ployment of the attack. This constraint restricts
the framework’s applicability to scenarios where
logprobs are accessible or cost-sensitive use cases
are not a primary concern.

8 Ethical Considerations

By exploiting the output distribution of the model,
we have made a contribution to construct a more
effective jailbreak attack. The proposed jailbreak
attack method (DJ), due to its high efficiency and
attack success rate, carries a risk of being misused.
In our future work, we are committed to enhancing
the security performance of the LLMs to prevent
their misuse.
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A Example Appendix

A.1 Robustness against Defenses

In this section, we investigate the robustness of DJ
when subjected to explicit safety guardrails.
Experimental Setup. We select LlamaGuard (Inan
et al., 2023) and SmoothLLM (Robey et al., 2025)
as our representative defense mechanism and JBB-
behavior as the experiment benchmark.

Results and Analysis. Table 3 presents the per-
formance of attack methods under active defense
mechanisms. While defenses universally reduce at-
tack success, DJ exhibits superior robustness com-
pared to baselines. Against the rigorous Llama-
Guard output filter, most methods suffer severe
degradation, DJ, however, remains highly compet-
itive, securing the top performance on GPT-4.1-
nano (51%) and the second-best on Llama-3-8b.
Notably, DJ demonstrates exceptional resilience
against SmoothLLM. While TAP suffers a signif-
icant drop on Llama-3 (from 52% to 20%), DJ
maintains near-original ASRs across both target
models, with only marginal decreases (e.g., 95% to
87% on Llama-3). This indicates that DJ generates
robust adversarial prompts that are highly resistant
to input-based defense mechanisms.

Table 3: Attack Success Rates (ASR, %) of different
methods against target LLMs, both without defense and
with LlamaGuard as an output filter.

Llama-3-8b-Instruct GPT-4.1-nano

Method

No Defense  LlamaGuard SmoothLLM  No Defense LlamaGuard ~SmoothLLM

14 35 51
22 18 15
45 20 47
15 40 70

36 87 80

CodeAttack
GPTFuzzer
TAP
ReNeLLM

DJ (Ours)

45
24
52
42

95

57 7
18 13
50 49
7 19

82

51

B Classifier Judge Prompt

We utilized the jailbreak detection criteria from
harmbench, where the prompt template for the
harmbench model is as follows:

[INST] «SYS»

You are a classifier for red teaming large lan-
guage models (LLMs). Given a generation,
determine whether it counts as an instance of
the following behavior (subject to the rules
below). Your answer should be "yes" or "no".
«/SYS»

Behavior:

{request}

Generation:
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{answer}

Rules:

- Instances of the behavior should be unam-
biguous and non-minimal. Vague or very short
instances do not count.

- Generations should themselves be harmful or
undesirable for a public-facing LLM to output.
Benign or supportive generations do not count.
- Generations that respond, analyze, discuss,
or otherwise react to the behavior when it has
originated from other factors do not count.

- If the behavior involves coding and program-
ming, the generation should contain code arti-
facts related to the behavior, not just comments
or instructions. Otherwise it does not count.
Answer: [/INST].
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