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Abstract

We propose Whisper, an efficient Privacy-
Preserving Fine-Tuning (PPFT) framework
that provides Dual-privacy for cloud-based
APIs by leveraging homomorphic encryption
to protect both user inputs and fine-tuned
model parameters. Whisper redesigns the en-
crypted fine-tuning pipeline at the architectural
level by introducing a backpropagation-free en-
crypted fine-tuning paradigm, enabling prac-
tical deployments on top of existing Privacy-
Preserving Inference (PPI) schemes. To fur-
ther improve efficiency, Whisper optimizes
the underlying cryptographic protocols with
a group-based packing strategy and compari-
son with bootstrapping, substantially increasing
throughput and reducing execution overhead
for fine-tuning workloads. Extensive experi-
ments demonstrate strong privacy guarantees
and competitive model performance, achiev-
ing a 7.43-38.39 x efficiency improvement over
state-of-the-art cryptographic approaches.

1 Introduction

Fine-tuning has become a crucial stage for achiev-
ing customization and task adaptation in Large Lan-
guage Models (LLMs) (Houlsby et al., 2019; Hu
et al., 2022), serving as a key driver for their de-
ployment in various domain-specific applications.
By retraining pre-trained models on downstream
task datasets, fine-tuning can significantly enhance
model specialization and practical utility. However,
when clients send data to the cloud via fine-tuning
APIs provided by model providers, the transmis-
sion and storage of such data in plaintext may lead
to severe privacy leakage risks.

To mitigate these concerns, several studies have
explored Privacy-Preserving Fine-Tuning (PPFT)
schemes based on Differential Privacy (DP) (Yu
et al., 2022; Du et al., 2023), which aim to pro-
tect sensitive information during the cloud-based
fine-tuning process. While these approaches can
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Figure 1: HE-Based Privacy-Preserving Fine-Tuning.

prevent attackers from extracting training data char-
acteristics by launching inference attacks on the
server side model (Kandpal et al., 2024), they
remain ineffective against privacy threats arising
from the plaintext storage and training of data on
the cloud. According to a recent security report
by Wiz Research!, sensitive information such as
client prompts and log files could be directly re-
trieved from the ClickHouse cloud database used
by DeepSeek. Such privacy leakage risks targeting
client inputs are at least as harmful as model in-
ference attacks and are often even more direct and
damaging, potentially leading to the irreversible
exposure of clients’ private data.

From a cryptographic perspective, privacy-
enhancing techniques, such as Homomorphic En-
cryption (HE) (Cheon et al., 2017) and Secure
Multi-Party Computation (MPC) (Micali et al.,
1987), can effectively protect the privacy of in-
put data, thereby enabling Privacy-Preserving Ma-
chine Learning (PPML) (Cabrero-Holgueras and
Pastrana, 2021). One direct application is that
clients encrypt their local training data before up-
loading it, allowing the server to perform parameter
updates entirely within the encrypted domain with-
out ever accessing the raw inputs. However, exe-
cuting forward and backward propagation entirely

"https://www.wiz.io/blog/wiz-research-uncovers-
exposed-deepseek-database-leak
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over encrypted data incurs substantial runtime over-
head. As shown in Fig. 1, the HE-based PPFT
scheme (Rho et al., 2025) is up to 10*x slower
than plaintext execution, even when fine-tuning
a 2-layer BERT},s. model. The optimized back-
propagation still contributes nearly half of the cost,
mainly from the Attention and GeLU. Moreover,
since fine-tuned models remain on the cloud, all
later inference must be performed under encryp-
tion, leading to persistent computational overhead.
Consequently, existing PPFT architectures strug-
gle to balance efficiency and privacy. To ad-
dress this challenge, we propose Whisper—an
encrypted PPFT framework built on a novel fine-
tuning paradigm. Whisper achieves efficient Dual-
privacy preservation, simultaneously protecting
client inputs and the fine-tuned model while sub-
stantially reducing computational overhead:

Novel Framework: Whisper breaks the require-
ment to perform backpropagation in the encrypted
domain by introducing a PPFT framework that re-
lies solely on forward computation. By generating
fine-tuned dataset through Privacy-Preserving In-
ference (PPI), Whisper fully localizes fine-tuning
to the client. This ensures that client inputs remain
encrypted and that the fine-tuned model parameters
stay on the client side, enabling true Dual-privacy.

Efficient Protocol: Whisper builds a non-
interactive, high-throughput PPI protocol based on
HE, and introduces targeted optimizations for en-
crypted Attention and GeLLU operations. These
enhancements enable efficient processing of large-
scale concurrent prompts directly in the encrypted
domain, thereby allowing rapid generation of the
fine-tuned dataset.

High Performance: Whisper enables concurrent
multi-prompt PPI for fine-tuned dataset generation,
achieving a 7.43-38.39x speedup over state-of-the-
art (SOTA) PPI methods. By introducing no ran-
dom noise, it improves model accuracy by 4-16%
over DP-based approaches and inherently resists
Data Reconstruction Attacks through ciphertext-
only computation.

2 Preliminaries

2.1 Privacy-Preserving Inference

Privacy-Preserving Inference (PPI) is a central
problem in PPML. Since inference involves only

forward computation, it is more amenable to en-
crypted execution, motivating extensive research
on secure Transformer inference.

Existing PPI approaches can be broadly cate-
gorized into MPC-based and HE-based methods.
MPC protocols (Hao et al., 2022; Luo et al., 2024;
Pang et al., 2024) rely on interactive execution and
incur substantial communication overhead, leading
to high latency in Wide-Area Network (WAN) set-
tings. In contrast, HE-based schemes (Chen et al.,
2022; Zhang et al., 2025; Park et al., 2025) elim-
inate interaction by operating directly on cipher-
texts, but the computational cost of Transformers
is significantly amplified under encryption, result-
ing in prohibitive runtime overhead. As a result,
both paradigms face scalability challenges under
high-throughput and high-concurrency workloads.

Beyond cryptographic solutions, several works
explore non-cryptographic defenses to improve ef-
ficiency. CENTAUR (Luo et al., 2025a) applies
vector permutation, while Morris et al. (2023) in-
troduce Gaussian noise at the embedding layer.
However, lacking formal security guarantees, these
approaches remain vulnerable to Data Reconstruc-
tion Attacks (DRA) (Pal et al., 2025), that recover
sensitive inputs from intermediate results.

2.2 Privacy-Preserving Fine-Tuning

Privacy-Preserving Fine-Tuning (PPFT) is substan-
tially more challenging than inference, as it re-
quires parameter updates involving backpropaga-
tion and gradient computation, which are particu-
larly costly in the encrypted domain. Consequently,
existing PPFT research remains limited.

P3EFT (Li et al., 2025) incorporates parameter-
efficient techniques such as LoRA into HE-based
frameworks to support encrypted fine-tuning on
the cloud. However, since the fine-tuned model
resides on the server, subsequent inference must
still be executed over ciphertexts, incurring persis-
tent computational overhead. Rho et al. (2025) re-
duce training costs by replacing self-attention with
Gaussian kernel attention, yet inference remains
fundamentally encrypted.

SecP-Tuning (Luo et al., 2025b) proposes an
MPC-based prompt tuning approach for efficient
adaptation. However, it optimizes only client-side
prompts, which are tightly coupled to a fixed back-
bone model and become ineffective after model
updates, thereby precluding the production of a
reusable fine-tuned model for downstream use.

In parallel, DP has been integrated into fine-



tuning to mitigate inference attacks on trained mod-
els (Yuetal.,2022; Du et al., 2023). These methods
primarily protect model parameters, while the pri-
vacy risks associated with the fine-tuning data itself
are often insufficiently addressed.

2.3 Homomorphic Encryption

HE enables arbitrary polynomial computations to
be performed directly over ciphertexts. In this
work, we adopt the CKKS scheme (Cheon et al.,
2017), which leverages SIMD encoding (Smart
and Vercauteren, 2014) to encrypt a plaintext vec-
tor x € CN/2 into a single ciphertext ¥ € RZ.
The scheme supports a variety of algebraic op-
erations in the ciphertext domain, including ad-
dition m < x H y, constant multiplication
cx < ¢ X x, multiplication xy <+ x Xy, rota-
tion x(") < Rot (%, ), bootstrapping x’ < Bts (%),
and expansion [Xg, X1, - - ,X,_1] < Expn(x). For-
mal definitions and implementation details of these
operations are provided in the Appendix A.2.

2.4 Transformer
2.4.1 Attention

In Transformer models, Self-Attention (Vaswani
et al.,, 2017) computes attention weights via
Softmax(q,,K ") and applies them to the value ma-
trix V to obtain the output for each query vector:

0, =\V, \=Softmax(q,K'/Vd) (1)

This computation requires O(n) inner-product eval-
uations and an exponential nonlinearity. These
operations are particularly costly under encrypted
computation and further force HE-based PPML
systems to process prompt requests strictly sequen-
tially, thereby limiting overall system throughput.
To mitigate these limitations, recent work has
proposed replacing Self-Attention with linear,
recurrent-style formulations (Sun et al., 2023; Yang
et al.,, 2024; Sun et al., 2025). These Linear-
Attention methods maintain a cumulative state S,
that is updated recursively and produce outputs:

0p = ann? Sn = DSn—l + Vnk;Lr (2)

Here, D denotes forgetting gate. This formula-
tion removes both the exponential function and the
O(n) inner-product evaluations in Self-Attention,
making the effective attention weights depend only
on the per-token state S,,.(see Appendix A.3 for
details). We further find that this property can po-
tentially enable HE-based SIMD techniques to pack

and process tokens from multiple prompts in paral-
lel, thereby improving overall system throughput.

24.2 GelLU

In Transformer architectures, the GeLU activation
introduces a smooth nonlinearity defined via the
Gauss error function. Since non-linear functions
cannot be directly evaluated in encrypted form,
PPML systems typically approximate GeLU us-
ing piecewise and high-degree polynomial func-
tions, as formalized in Appendix C. However, HE
schemes do not support comparison (Cmp) over
ciphertexts, forcing piecewise boundaries to be em-
ulated by additional polynomial approximations.
This substantially increases multiplicative depth
and accelerates noise growth, often necessitating
expensive bootstrapping (Bts) operations (Zhang
et al., 2025; Park et al., 2025). As a result, evaluat-
ing GeLU becomes one of the dominant computa-
tional bottlenecks in HE-based PPML.

3 Whisper

3.1 Encryption-friendly Framework

RQ 1: How can Whisper achieve Encryption-
friendly and Dual-privacy PPFT?

Insight 1: Directly implementing PPFT with cryp-
tographic primitives often incurs significant run-
time overhead. Section 1 (Fig. 1) shows that cur-
rent approaches require expensive backpropagation
for parameter updates, and the fine-tuned model re-
mains on the server. Consequently, clients are still
required to interact with the server in an encrypted
manner during subsequent inference.

Inspired by the fine-tuning paradigm recently in-
troduced by OpenAlI?, we observe that a localized
fine-tuning mechanism can be achieved through
prompt-driven knowledge distillation (Chiang et al.,
2023). As illustrated in Fig. 2 (a), the overall Whis-
per framework proceeds as follows: the client is-
sues prompts in(i), i € {prompts} to a cloud-based
teacher model, receives the corresponding distri-
butions out(®), and then constructs (in”, out() as
fine-tuned dataset to locally train its student model.

The key advantage of this framework is that it de-
couples backpropagation from cloud-side compu-
tation, eliminating the high overhead of encrypted
gradient updates and reducing PPFT to repeated in-
stances of PPI, which is substantially more efficient
under HE than encrypted backpropagation. As a re-
sult, Whisper enables direct parameter fine-tuning

Zhttps://openai.com/index/api-model-distillation/
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Figure 2: Whisper leverages cloud-side PPI to enable localized fine-tuning: (a) the high-throughput PPI design
implemented in Whisper, and (b) the generalized PPI workflow used in current SOTA methods.

of a downstream model entirely on the client, rather
than inference-time adaptation or prompt-based
tuning. In contrast to vanilla knowledge distilla-
tion that relies on public or centrally curated data,
Whisper derives task-specific supervision from en-
crypted prompts via PPI, without ever exposing
plaintext data to the teacher.

Threat Model. Under a semi-honest security as-
sumption, Whisper guarantees:

i) The server learns nothing about client
prompts.

i) The client retains exclusive ownership of the
fine-tuned model parameters.

We exclude malicious adversaries and black-box
model extraction (Liang et al., 2024), which are in-
herent to inference-as-a-service and orthogonal to
our objectives, without enlarging the attack surface
relative to plaintext inference and remaining com-
patible with standard defenses such as query limit-
ing or model watermarking (Wang et al., 2024).
However, to construct the fine-tuned dataset, the
client must issue a large number of prompts and ob-
tain corresponding inference results from the cloud
teacher model. This introduces a new technical
challenge—how to efficiently support large-scale
concurrent prompt inference under encryption.

3.2 Concurrent Processing

RQ 2: How can Whisper efficiently support large-
scale concurrent prompt inference under encryp-
tion?

Insight 2: Existing PPI schemes based on MPC typ-
ically require multiple rounds of interactive com-
munication between the client and the server. Un-
der WAN conditions, such high communication
rounds can lead to substantial latency overhead.
To mitigate this issue, recent studies have shifted
toward non-interactive approaches based on HE,
enabling PPI without online interaction.

However, for LLMs, the core Self-Attention
mechanism requires computing pairwise similarity
scores between tokens within the same prompt. As
shown in Step @ of Fig. 2 (b), conventional HE-
based implementations pack all tokens of a prompt
into a single SIMD ciphertext and rely on homo-
morphic rotations to compute the required inner
products. The resulting attention weights are then
obtained via the computationally expensive non-
linear softmax operation, A < Softmax(q,K '),
and used to produce the attention output of the n-th
token as o,, = AV. This Self-Attention-oriented
packing strategy restricts the system to processing
only single-sample prompt (batch size = 1). As are-
sult, the architecture is forced into a strictly sequen-
tial execution pattern, which makes it fundamen-
tally incapable of scaling under high-concurrency
inference workloads. Consequently, even SOTA
HE-based PPI schemes become impractical when
deployed within this PPFT framework.

To address this limitation, we draw inspiration
from the Linear-Attention mechanism, which re-
moves the dependency on pairwise token similar-
ities in attention computation. Under this formu-
lation, the attention weight for the n-th token in



prompt ¢ depends only on its own accumulated
state S ),z' € {prompts} rather than on the simi-
larities among the preceding n — 1 tokens within
the same prompt. As illustrated in Step @ of Fig.
2 (a), this property enables batching tokens from
different prompts and packing them into a single
SIMD ciphertext. As a result, attention computa-
tions can be executed in parallel across prompts,
substantially improving inference throughput under
high-concurrency workloads.

3.3 Protocol Optimization

RQ 3: How can Whisper improve the overall effi-
ciency of encrypted computation?

Insight 3: Although HE eliminates interaction and
reduces communication, ciphertext operations still
incur substantial computational overhead—most
notably from repeated rotation (key-switching) in
linear layers and from the multiplicative depth con-
sumption of polynomial-based non-linear approxi-
mations, which together lead to frequent bootstrap-
ping and long execution time. To address these
inefficiencies, as shown in Steps @ and @ of Fig.
2(a), we introduce two targeted optimizations:

3.3.1 Linear Protocol
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Figure 3: Column-wise packing (Naive) vs. Group-
based packing (Whisper).

In Step @ of our framework, the input ciphertext
vector ¥(x € C*™) is linearly mapped to (¢, k, %)
through homomorphic multiplications with plain-
text weight matrices Wyg g1y € C™*™. This
operation involves plaintext-ciphertext inner prod-
uct (PCMul) computations, which require multiple
homomorphic rotations—a major source of compu-
tational overhead. Although prior studies (Juvekar
et al., 2018; Pang et al., 2024) have explored opti-
mized packing strategies for the weight matrices
to reduce the number of required rotations, the
overall efficiency remains constrained by frequent
and redundant rotation operations, which are in-
herently limited by the inefficiency of underlying
key-switching procedures.

As illustrated in Fig. 3, we propose a group-
based packing scheme built upon the diagonal

packing strategy (Halevi and Shoup, 2014). Unlike
the naive approach, which requires an independent
rotation for each column vector in the matrix,
our method performs diagonal-wise packing of
the plaintext weight matrix and further partitions
the packed diagonal vectors into g groups,

each containing e = % vector elements, i.e.,
d d d d
7 T " T P {we(g_l), W 1t

This grouping strategy allows different groups to
reuse identical rotation operations on the ciphertext
x, thereby enabling more efficient computation of
the inner product as follows:

g—1 e—1
Z=) Rot(d Rot(® jwi,;ie) (3
i=0 §=0

This optimization reduces the rotation complexity
from naive O(m?) to O} + g — 2), which is a
convex function with respect to the group size g.
Therefore, for a given matrix dimension m, there
exists an optimal value of g that minimizes the
overall number of rotations.

In practice, performing multiple rotations on
the same ciphertext x still incurs repeated key-
switching operations, which remain expensive. To
further reduce this cost, we adopt the hoisting tech-
nique (Halevi and Shoup, 2014), which reuses in-
termediate ciphertext decomposition results from
key-switching to support batch rotation processing:

Rot(x,1),...,Rot(x,m — 1) < Hoist(¥) (4)

This optimization allows roughly half of the
rotation-related computations to be reused, and
integrating it with the group-based packing strat-
egy yields a further substantial performance gain.
The detailed linear protocol and the corresponding
convex optimization analysis are provided in the
Appendix B.

3.3.2 Non-linear Protocol

(b) Whisper (CBts)

(a) Bts

Figure 4: Bootstrapping (Naive) vs. Comparison with
Bootstrapping (Whisper).

Since HE schemes only support addition and
multiplication over ciphertexts, non-linear func-
tions f(x) are typically approximated by piecewise
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Figure 5: Examples of how different PPI schemes defend against Hidden State Inversion attack.

polynomials, as described in Section 2. However,
evaluating such functions often leads to rapid con-
sumption of the modulus budget due to repeated ci-
phertext multiplications. When the modulus budget
is exhausted, a bootstrapping (Bts) operation must
be performed to refresh the ciphertext—raising its
modulus and restoring its multiplicative depth so
that subsequent encrypted computations remain
correct. Specifically, given a ciphertext ¥ € R2,
the process first applies ModRaise to lift its modu-
lus to ¢’ > ¢, and then performs modular reduction

X+qI (mod ¢) within the interval [—%, %/], effec-
tively raising the ciphertext’s modular and restoring
its multiplicative depth.

However, modular reduction is inherently dis-
continuous, making it difficult to evaluate directly
under HE. Prior work circumvents this by approxi-
mating the modulo function with smooth trigono-
metric forms (Cheon et al., 2018)—for example,
replacing it with (L) sin((%’ra:)), as illustrated in
Fig. 2 (a). In typical LLM inference pipelines, one
Bts operation is already required after the Attention
computation. Subsequently, evaluating the piece-
wise structure of the GeLU approximation intro-
duces an additional non-linear comparison (Cmp)
function. Since Cmp must also be approximated by
a high-degree polynomial under HE, it consumes
substantial multiplicative depth, thereby necessitat-
ing yet another Bts to refresh the modulus budget.

Inspired by functional Bts (Alexandru et al.,
2025; Yang et al., 2025), we further observe that
the approximation polynomial of Cmp can be refor-
mulated with trigonometric components to achieve
periodicity. This property enables the Cmp opera-

tion to be naturally integrated into the Bts process:

1+ Sign(sin(%ﬂm))
2

Cmp(z + ¢f (mod ¢)) =
(5)

This extension enables both Cmp and Bts to be
performed within a single homomorphic evalua-
tion, effectively achieving functional fusion and
significantly reducing the overall computational
cost. We denote this integrated operation as Com-
parison with Bootstrapping (CBts). Furthermore,
we can naturally replace the Sign function with its
Fourier sine—series expansion, the expression can
be equivalently written as:

N 2 (2k—1) )

sin( 7

2k —1 ©
As illustrated in Fig. 4, the approximation errors
introduced by both the polynomial surrogate and
the Cmp operation remain consistently small and
well controlled, validating the effectiveness of our
non-linear function construction. Detailed proto-
cols and analyses for these non-linear components
are provided in Appendix C.

4 Experiments

We evaluate our framework through a three-
dimensional assessment that reflects the core prop-
erties required for PPFT: Dimension I (Privacy):
Does Whisper prevent prompt leakage through-
out encrypted pipeline? Dimension II (Perfor-
mance): Does Whisper preserve task-level down-
stream performance? Dimension III (Efficiency):
How much efficiency is gained through our HE
optimizations under concurrent workloads?

Baselines. Since Whisper’s framework is com-
patible with arbitrary PPI schemes for construct-
ing fine-tuned dataset, we include several SOTA
cryptographic PPI methods (Pang et al., 2024;
Zhang et al., 2025; Park et al., 2025) as baselines
to comprehensively evaluate Whisper’s efficiency.
In addition, we incorporate non-cryptographic



Table 1: Efficiency comparison of PCMul over varying matrix sizes (Runtime in s).

Framework ‘ (C128><256 x (C256><256 ‘

256 X256 256 X256
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|#KS #Mul Runtime Factor |#KS #Mul Runtime Factor |#KS #Mul Runtime Factor

BOLT 136 128 0.19 264 256 0.47 3264 128 5.72
NEXUS 514 32768 0.93 1026 66536  2.16 4112 262144  9.34
Whisper 62 128 0.08 124 256 0.23 1552 128 2.23
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Figure 6: Accuracy and F1 performance on the GLUE.

PPI schemes, including Shuffle-based permutation
method (Luo et al., 2025a) and Gaussian-noise
injection at the embedding layer (Morris et al.,
2023), as well as DP-based PPFT approaches (Du
et al., 2023) that perturb model parameters directly.
These baselines enable a thorough comparison of
Whisper’s advantages in downstream performance
and robustness.

Models and Datasets. To ensure comparability
with prior work, we conduct experiments on both
BERT and GPT-2, and evaluate performance across
multiple standard datasets from the GLUE bench-
mark (Wang et al., 2018) (RTE, QQP, MRPC, SST-
2, QNLI) and Fineweb-Edu dataset (Penedo et al.,
2024). Additional experimental details are pro-
vided in the Appendix D.

4.1 Privacy

We first note that the newly identified Hidden State
Inversion (HSI) attack (Pal et al., 2025) provides
significantly stronger reconstruction ability than
prior DRA methods, enabling highly accurate re-
covery of token sequences. To evaluate Whis-
per’s prompt-privacy under this stronger threat
model, we benchmark it against non-cryptographic
defenses, including Gaussian-noise injection and
Shuffle-based permutation.

Attack Objective and Metric. Given the inter-
mediate hidden representation at layer [, H =
[h1,...,hy] € CN*4 The attacker aims to re-
construct the input sequence X = [x1,...,Xn].
For each position 7 and candidate token from vo-

Figure 7: Efficiency Comparison of GeLU on c2”.

cabulary v € V, a forward pass yields k;(v) =
f1(x1.5-1,v), the attacker selects the sorted L; dis-
tance as a fuzzy-matching criterion to iteratively
recover the original sequence. Following (Pal et al.,
2025), we adopt the ROUGE-L score to quantify
the similarity between the reconstructed text and
the ground-truth prompt. This metric captures both
word-order and content-level overlap. Scores closer
to 1 indicate more accurate reconstruction, and thus
higher privacy leakage.

Evaluation. As shown in Fig. 5 on FineWeb-
Edu dataset, Shuffle-based and Gaussian-noise de-
fenses still yield high ROUGE-L scores (0.800 and
0.734), indicating that the reconstructed text re-
mains closely aligned with the ground-truth prompt.
This shows that plaintext-domain defenses based
on noise injection or permutation fail to prevent re-
construction from intermediate representations. In
contrast, Whisper achieves the lowest ROUGE-L
score, producing semantically meaningless outputs.
Without the client-side secret key, ciphertext-token
reconstruction is computationally infeasible, high-
lighting the advantage of cryptographic protection
for prompt privacy.

4.2 Performance

We benchmark the downstream performance on
GLUE after fine-tuning a BERT},, s model under
four settings: (i) fine-tuning without any privacy
protection, (ii) DP-based method, (iii) Gaussian-
noise injection method, and (iv) our Whisper-based
privacy-preserving approach.

As shown in Fig. 6, Whisper achieves down-
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Figure 8: Runtime and throughput for generating a 128-sample fine-tuned dataset under different PPI schemes.

stream fine-tuning performance that is almost in-
distinguishable from the non-private baseline, with
an average accuracy drop of less than 3% across all
evaluated tasks. In contrast, training with DP leads
to a noticeable degradation, reducing accuracy by
10-18% when privacy budget ¢ is set between 1 and
3. Similarly, directly injecting Gaussian noise into
the embedding layer causes consistent performance
loss: when the noise standard deviation is 0 = 0.1,
accuracy drops by approximately 4-6%, and further
degrades by more than 18% when ¢ increases to
0.5. Unlike noise-based methods that disrupt gradi-
ents or representations, Whisper avoids stochastic
perturbations and preserves optimization stability
through accurate non-linear approximations, en-
abling strong privacy protection without sacrificing
model performance.

4.3 Efficiency

We conduct a comprehensive evaluation of Whis-
per’s efficiency improvements on both linear and
non-linear layers, and further benchmark the pro-
cessing time of several SOTA PPI schemes for
constructing fine-tuned dataset under different net-
work conditions (bandwidth, round-trip latency):
LAN (3Gbps, 0.8ms), WAN1 (200Mbps, 40ms),
and WAN?2 (200Mbps, 80ms).

Linear. In the linear-layer evaluation (Table 1),
Whisper substantially reduces the number of Rot
operation, yielding runtime reductions of 2.04-
2.57x and 4.18-11.64 x compared to BOLT and
NEXUS, respectively. This improvement primar-
ily stems from our proposed group-optimization
strategy, which effectively lowers the rotation com-
plexity of inner-product computations. In addition,
the incorporation of hoisting techniques enables
reuse of key-switch primitives, further decreasing
the number of rotations that must actually be exe-
cuted.

Non-linear. In the non-linear-layer evaluation
(Fig. 7), we focus on the efficiency of the GeLU
operation. BOLT, which relies on MPC protocols,
incurs multiple rounds of communication and thus
suffers increasingly high latency under degraded
network conditions. Although NEXUS avoids com-
munication due to its fully homomorphic construc-
tion, the separation of Cmp and Bts evaluation
causes its runtime to exceed that of BOLT in certain
network settings. In contrast, Whisper integrates
Cmp and Bts into a single operation via CBts,
achieving significantly improved efficiency and re-
ducing the runtime by 10.87-24.67% and 20.29%
relative to BOLT and NEXUS, respectively.

Dataset Generation. Since fine-tuning is per-
formed in plaintext, dataset generation via PPI be-
comes the dominant efficiency bottleneck in PPFT.
Accordingly, in Fig. 8 we measure the time re-
quired by various SOTA PPI schemes to process
128 prompts on BERT},, s model and generate 128
outputs, each containing 10 tokens, to form a fine-
tuned dataset. Whisper achieves substantial ac-
celeration primarily due to its underlying Linear-
Attention architecture: by decoupling the pairwise
similarity computation among tokens from the ac-
cumulated state .S, Whisper enables concurrent pro-
cessing of multiple prompts, leading to a 103.06-
235.57x improvement in throughput and a 7.43-
38.39x reduction in runtime.

5 Conclusion

We present Whisper, an efficient HE-based PPFT
framework that protects both user inputs and fine-
tuned model privacy. To improve efficiency, Whis-
per relies on forward-only PPI, eliminating the
need for costly encrypted backpropagation. We fur-
ther design a suite of optimized protocols for both
linear and nonlinear layers in language models. Ex-
tensive experiments demonstrate the effectiveness
and practicality of Whisper.



Limitations

Following the standard security assumptions in HE-
based PPML (Chen et al., 2022; Lee et al., 2023;
Zhang et al., 2025; Park et al., 2025), our frame-
work adopts a semi-honest security model, under
which all parties are assumed to follow the pre-
scribed protocol execution. While this assumption
does not provide protection against fully malicious
participants that arbitrarily deviate from the proto-
col, it remains practical in real-world deployments.

Minimal Server-Side Security Assumption. In
particular, although a malicious server could in
principle deviate from the prescribed protocol,
enforcing stronger guarantees against such be-
havior would typically require interactive mech-
anisms, such as MPC protocols augmented with
message authentication codes (MACs) (Keller et al.,
2016; Escudero et al., 2022) or zero-knowledge
proofs (Atapoor et al., 2024; Zhou et al., 2025),
to verify correct execution. In contrast, the threat
model of Whisper imposes only a minimal secu-
rity requirement, namely that the server must not
be able to access any client plaintext information.
Under our HE-based design, inference is entirely
non-interactive and all computations are performed
directly over encrypted data, which inherently pre-
vents the server from observing or reconstructing
any plaintext-sensitive information. As a result,
this guarantee suffices for our threat model and
remains consistent with the standard assumptions
adopted in existing HE-based PPML systems.

Client Incentive Compatibility. Conversely, the
client’s objective is to fine-tune a local model to
improve performance on target downstream tasks.
Any deviation from the prescribed protocol would
be self-defeating, as it would prevent the client
from acquiring useful knowledge from the teacher
model and thus undermine this objective. Under
this setting, Whisper does not aim to prevent black-
box extraction of the teacher model via repeated
queries (Tramer et al., 2016; Liang et al., 2024),
which is orthogonal to our goals and can be ad-
dressed through standard complementary defenses
such as query rate limiting or model watermark-
ing (Jia et al., 2021; Wang et al., 2024).

Therefore, the adopted security model strikes a
pragmatic balance between efficiency and protec-
tion, providing sufficient guarantees for practical
deployment, while not enlarging the attack surface
compared to plaintext inference.
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A Details of Preliminaries

A.1 Notation

The notation used in this paper is summarized in
Table 2.

Table 2: Summary of notations.

Notation Description

z,x, X Scalar, vector, and matrix, respectively.
x HE ciphertext vector.

X Batched HE ciphertext vector.

X Discrete gaussian distribution.

l Multiplicative depth.

N Polynomial degree in the HE scheme.

A.2 Homomorphic Encryption

Homomorphic Encryption (HE) supports arbitrary
polynomial operations over ciphertexts. In this
work, we adopt the CKKS scheme (Cheon et al.,
2017), which enables mapping plaintext complex
vectors in C/2 into ciphertext polynomials over
the ring R, + Z[X]/(X* + 1) for approximate
homomorphic computation. The ciphertext mod-
ulus ¢ is organized as a modulus chain g, <
qo - HleQi, allowing up to ¢ multiplicative levels.
The homomorphic operations used in this paper are
summarized as follows.

KeyGen: CKKS employs the RLWE assump-
tion (Lyubashevsky et al., 2010) to generate a key
pair (sk, pk). The secret key is sampled as s < x
in R,. The public key is defined as pk = (b, a) €
’Rg, where b = —as +e,a < Zg,e < X.

SIMD Encoding: A complex vector x € CN/2 is
packed into the N/2 SIMD slots of a polynomial
and scaled by a fixed-point factor A, producing an
encoded plaintext m < Encode(x), represented as
an integer polynomial map = A -m € R.

Encryption: Given a plaintext polynomial ma, the
ciphertext is generated asx = (g, c1) = (bu+e;+
ma,au + ez), where u, eq, eg < x.

Decryption: Using the secret key, the plaintext is
recovered as ma = ¢p + ¢15 (mod q), followed
by decoding and rescaling.

Addition: For ciphertexts x and y, homomorphic
addition is defined asx +y < x Hy.

* Multiplication: For ciphertexts x and y, homomor-

phic multiplication is defined as m +— xXy, fol-
lowed by relinearization and rescaling as required
by CKKS.

Rotation: A ciphertext x can be rotated by » SIMD

slots using the rotation operation x{") < Rot(x, 7).

Expansion: Given a ciphertext X, the expan-
sion operator produces a vector of ciphertexts
[X0,%1,...,Xm—1] < Expn(x), with technical de-
tails provided in (Angel et al., 2018).

Bootstrapping: Given a ciphertext x € Rg, the

bootstrapping operation lifts it to a larger modu-
lus ¢’ > q, thereby restoring noise budget and en-
abling additional multiplicative levels: x' e Rg, —
Bts(x). Further details are provided (Halevi and
Shoup, 2021).

A.3 Transformer

The Transformer, exemplified by models such as
BERT and GPT, is a deep neural architecture com-
posed of a stack of identical blocks, each con-
taining an Attention module followed by a Feed-
Forward Network (FFN). In this work, we focus
solely on the computations involved in the infer-
ence stage.

Self-Attention. Given an input matrix X, the
model first projects it into the corresponding query,
key, and value representations:

Q=XWo,K=XWr,V=XWy (1)

For query vector ¢g,, of token n, Self-Attention is
computed as:

0, = AV, X\ =Softmax(q,K' /\/dr) (8)

This mechanism captures contextual semantic rela-
tionships by measuring the similarity between ¢,,
and all key vectors through inner-product scores,
followed by Softmax normalization to obtain atten-
tion score. However, this process inevitably incurs
O(n) inner-product computations per token, along
with the additional cost of Softmax normalization.

Linear-Attention. To reduce the computational
complexity of Self-Attention, several works intro-
duce recurrent-style formulations into the attention
mechanism, leading to the class of Linear-Attention
methods:

0n=S0q,, Sn=DS, 1+v.k) (9
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(b) group-based packing with the number of groups g = 3.

Figure 9: PCMul implemented with the group-based packing strategy, with 9a and 9b corresponding to different
group sizes. The illustrated example uses z = x x W, where x € C'*6, W € C5%6, and z € C'*6,

By maintaining an accumulated state S, the model
captures the semantic relationship between the cur-
rent token n and all previous tokens, and uses this
as the attention score. This formulation effectively
removes the O(n) inner-product operations and the
Softmax normalization required in standard Self-
Attention.

The state update depends on incorporating the
current token information (k,,, v,,), while forgetting
outdated token contributions. Existing schemes
differ in how they design the forgetting gate D.
RetNet (Sun et al., 2023) applies a decay fac-
tor «y to gradually forget older token information.
DeltaNet (Yang et al., 2024) updates the state
by subtracting (S,,_1k, )k, , thereby removing the
component of §,,_; that is associated with k.
TTT (Sun et al., 2025) instead constructs an op-
timizer over the current token information (v,,, k)
to produce the updated state S,.

GeLU. The Feed-Forward Network (FFN) intro-
duces nonlinearity independently for each token:
FFN(x) =

WgGeLU(Wlx + bl) + by (10)
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Both BERT and GPT employ the Gaussian Error
Linear Unit (GeLU) as the activation function, de-
fined as:

GeLU(z) =z - ®(z),
~ 0.5z (1 + tanh(a(z + Bz?))) (11)
where o = \/g, 6 =0.044715.

where ®(-) denotes the standard Gaussian cumu-
lative distribution function. In practice, GeLU is
often approximated using a smooth tanh-based for-
mulation.

Since HE supports only polynomial operations,
existing approaches (Zhang et al., 2025; Park et al.,
2025) further approximate the GeLU function using
piecewise polynomial representations.

B Details of Linear Protocol

B.1 Plaintext-Ciphertext Multiplication

Group Optimization. Inspired by diagonal pack-
ing (Halevi and Shoup, 2014) and the BSGS
technique (Halevi and Shoup, 2021), we intro-
duce a group-based packing strategy for plaintext-
ciphertext multiplication (PCMul) that substan-



tially reduces the number of required homomorphic
rotations.

As illustrated in Fig. 9, we begin by reorga-
nizing the plaintext weight matrix W € C™*™
into its diagonal vectors and subsequently
partitioning these diagonals into g groups,
each containing e [%] weight vectors:

{wg7 ... ,Wg_l}g, R {wg(g_l), ... ,wfn_l}g,l.

For each group i € [0, g), the ciphertext vector
¥(x € CY™™) requires e — 1 rotations, ie.,
Rot(x,j) for j € [0,e). The corresponding
plaintext weights w;l can be shifted directly in the
ciphertext and multiplied with the rotated Rot(x, j)
to obtain intermediate results z;. Since all groups
reuse the same rotation outputs, the total number

of rotations applied to x remains exactly e — 1.

We then aggregate the intermediate results
within each group:

e e—1
j=1 J=0

and further rotate and sum the group-level results
to produce the final output:

g—1
Z=) Rot(z,ie) (13)
i=0

In terms of complexity, the ciphertext vector x in-
curs e — 1 rotations, while the aggregation across all
groups requires an additional g — 1 rotations, yield-
ing a total rotation cost of O(e + g — 2) along with
n plaintext-ciphertext multiplications. By further
applying hoisting to reuse key-switch intermedi-
ates, the effective rotation cost can be reduced to
O((e+9—12)/2).

Crucially, this grouping mechanism turns the ro-
tation complexity into a convex optimization prob-
lem: for any given m, there exists an optimal num-
ber of groups g that minimizes the overall cost.
This property provides a principled basis for select-
ing parameters when designing efficient homomor-
phic linear transformations.

Convexity of the Rotation Complexity. The
convex optimization analysis of the rotation com-
plexity of PCMul, enabled by our group-based
packing strategy, is presented as follows.

5

Theorem 1 (Rotation Convexity) Ler the rota-
tion complexity:

m

f(g) +9-2 (14)
where m > 0 is a fixed constant and g > 0. Then

f(g) is strictly convex over its domain (0, 00).

14

J

Proof 1 To establish convexity, we analyze the
second-order derivative of f(g).

Step 1: Compute first and second derivatives.
The first derivative is
fllo)=1-—= (15)
g
Differentiating again, the second derivative be-
comes
_2m

f"(9) el
Step 2: Verify positivity of the second derivative.
Because the domain satisfies g > 0, we have g> >
0. Since the problem further assumes m > 0, it
follows that

(16)

_2m

"(9) 7 >0, forallg >0

(17)
Step 3: Conclude convexity. The strict positivity
of the second derivative on the entire domain di-
rectly implies that f(g) is strictly convex on (0, 00).

Batched Group Optimization. The example
above illustrates the computation for a single
prompt token. In general, the number of avail-
able SIMD slots 7 in the homomorphic polynomial
ring is typically larger than the vector dimension m,
naturally enabling ciphertext batching. Leveraging
this property, our protocol—shown in Fig. 10—can
pack token vectors from multiple prompts into a
single ciphertext, thereby supporting cross-prompt
batched linear transformations.

Formally, consider tokens from 7 = [n/m]
prompts, denoted as [x(o),x(l), e ,x(T_l)] €
C™>™. We first reorder the elements in column-
major order and pack them into a single ciphertext
vector:

(0)

m—11 SN

25 7 1)

(18)
Following the same procedure as in the non-
batched setting, the plaintext weight matrix W is
reorganized into a series of diagonal-wise vectors

and partitioned into g groups. To match the packing

% < Enc( A PP
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Figure 10: Batched PCMul protocol with group-based
packing strategy.

d

layout of x, each diagonal vector w7 in every group

is expanded by repeating each element 7 times, en-
suring that the resulting vector fully occupies the
corresponding SIMD slots:

d d

d
W] (-ij,“'

d
7wj,1||"'”wj,m"'

d
© Wim

T
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Within each group, we perform e — 1 rotations on
the packed vector X, i.e., Rot(x,77),j5 € [0,e),
and multiply each rotated vector with its corre-
sponding W? to obtain intermediate results z;. Fi-
nally, the outputs of all groups are aggregated by
applying rotations of stride 7 - ¢¢ and summing
them:

[y

g
z

= " Rot(z;, 7 - ie) (20)

i
=)

i
yielding the final batched linear-transformation re-
sult z.

B.2 Ciphertext-Ciphertext Multiplication

After obtaining the Attention inputs q,k,v <
x X Wiq i vy via plaintext-ciphertext multiplica-
tion, Whisper replaces the standard Self-Attention
with Linear-Attention to improve parallel process-
ing capability. Unlike Self-Attention—which com-
putes pairwise token interactions and normalizes
them via Softmax—Linear-Attention maintains a
continuously updated state vector S to perform
weighted aggregation. A key property is that each
state update depends only on the current token n,
eliminating the need for global normalization over
all previous tokens:

0n =S0q,,Sn = DSp_1 +vok)  (21)
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Figure 11: Batched CCMul protocol.

In the encrypted setting, implementing Linear-
Attention requires computing the outer product
between ¥ and k under encryption (ciphertext-
cpihertext multiplication, CCMul). This operation
is efficiently supported by the homomorphic primi-
tive Expn, which expands every element of k into
an equal-length vector, enabling direct execution
of the required outer-product computation with v.

Moreover, a key advantage of this computation
pattern is its ability to update the Attention states S
for multiple prompts in parallel. When the packed
vector k contains tokens originating from different
prompts:

k « Enc(k®, - kS Q e k0D
(22)

we can reorganize the expanded vectors produced
by Expn using block-wise one-hot masking, as il-
lustrated in Fig. 11. This reorganization aligns the
expanded structure with the multi-prompt packing
layout.

Multiplying the reconstructed vectors with the
correspondingly packed v then yields all prompt-
specific state updates S in a single operation. This
mechanism enables the system to perform Atten-
tion updates for multiple prompts simultaneously,
substantially improving throughput in highly con-
current settings.

B.3 Secure Attention

Building on the implementations of the linear pro-
tocols PCMul and CCMul, along with their corre-
sponding batched variants, we construct a Secure
Attention protocol that supports concurrent process-
ing of multiple prompts. To further improve effi-
ciency, we incorporate an offline—online execution
paradigm into the protocol design. The complete
protocol is presented in Protocol 1.

)



Protocol 1: Secure Attention

Input: C holds input x € C**™™ batched 7 prompts;
S holds weight Wq, W, Wy € CT"*7™,
Output: S holds SIMD packed ciphertext vector z,
where z < Attention(x).
§ Offline

1 for each matrix W € {Wq, Wg, Wy} do

2 C samples random vector a for x and different
weight matrix.

3 C encrypts each random vector after SIMD
encoding to obtain & <— Enc(a), and then
transmits them to S.

4 S computes b «+— PCMul(a, W) to obtain the
ciphertext mask b.

5 end

§ Online

for each matrix W € {Wq, Wk, Wy } do

‘ C computes ¢ < x —a and sends to S.
end

S computes linear transformation:

4+ (c x Wg)Bb;
k+ (c x Wg)Hb;
vV (cx Wy)Hb;
Supdates S := DX S B CCMul(k", V).
S executes {Qo, qu, - .-, qr—1} < Expn(q).
for each row-wise vector 5,7 € {0,k — 1} of S do
S executes z < E?;é((ij X§;).
end
return z.

e ® 9 &
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C Details of Non-linear Protocol

C.1 Comparison

In fixed-point HE schemes, each ciphertext multi-
plication increases the underlying plaintext scale by
a factor of A. To compensate for this scale growth,
HE systems employ a modulus chain:

g qo- (Q1- Q2 Qe-1) (23)
where each rescale step (after a multiplication) re-
moves the highest modulus level, effectively re-
ducing the ciphertext modulus and restoring the
scale. Once the chain is fully consumed and only
the base modulus gy remains, no further ciphertext
multiplications are possible. At this point, boot-
strapping (Bts) must be invoked to replenish the
modulus budget and restore the available multi-
plicative depth.

In standard Bts of CKKS, the system first per-
forms ModRaise, lifting the ciphertext £ € Rg
into a larger modulus ¢’ > ¢. This operation em-
beds Z into the extended modulus domain—often
expressed as a centered lifting such as = + ¢l,
thereby expanding the representable interval from
[—34,%q] to [—3¢, 2¢']. The Bts procedure then
applies a modulo reduction (mod ¢) to ensure the
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Figure 12: Implementing the Mod function via the peri-
odicity of the Sin function.

decrypted value falls back into the correct range.
However, modular reduction is inherently periodic
and discontinuous, whereas HE natively supports
only addition and multiplication—i.e., continuous
polynomial operations. Consequently, existing
schemes (Cheon et al., 2018; Jutla and Manohar,
2022) exploit the periodic structure of trigonomet-
ric functions to rewrite the modulo operation as a
composition of smooth periodic functions, which
can then be approximated via Taylor series ex-
pansions and evaluated homomorphically (see Fig.
12).

In LLMs inference under HE, Bts commonly
appears adjacent to non-linear operations such as
Cmp for GeLU, which themselves are implemented
through polynomial approximations.

0 if < —¢p
GeLU (z) — 4 To@) if =0y < <~
(z) if —¢1 <z <o
T if x > @9
(24)
Therefore, if both Bts and these non-linear

functions can be expressed within the same
trigonometric-based approximation framework,
they can be fused into a single homomorphic evalu-
ation. This functional integration reduces computa-
tional overhead and significantly improves overall
efficiency.

To enable such fusion, we first observe that the
decision boundary of Cmp depends solely on the
sign of its input. Meanwhile, HE bootstrapping nat-
urally involves evaluating functions in the modular
domain. Leveraging this observation, we exploit
the periodicity of the sine function to express the
sign of  modulo ¢, thereby embedding Cmp into
the same functional space used for Bts, as CBts:

1 + Sign(sin(%Zz
Cmp(z + ¢/ (mod q)) = + Sign(sin(7))

(25)



This formulation leverages the fact that:

* sin (2; ) has the same sign as x within any
principal interval of length q.

* enabling Cmp to be computed directly on
wrapped ciphertext values during Bts.

Thus, both operations can be executed in a single
homomorphic evaluation pipeline, reducing mul-
tiplicative depth and eliminating a full additional
Bts cycle.

To homomorphically evaluate Eq. 25, we ap-
proximate the Sign function using its well-known
Fourier sine—series. For any odd, periodic function
with period 27, the Fourier series contains only odd
sine terms:

o0

4 sin((2k — 1)0) 27
Slgn(sm9 ﬂ_;zk—l, 0 = q —X
(26)
Substituting Eq. 26 into Eq. 25 yields:
27r(2k 1)
sin( x)
C 1 dqg)) ==
mp(z-+¢I (mod ¢)) + Z ST

(27
To make the computation HE-compatible, the in-
finite series must be truncated. The degree-N ap-
proximation is:

2m(2k—1)

N sin( .

1+2
2 7
k=1

Cmpy(z+¢I (modq)) =

(28)
where each sine term can be further approximated
using its Taylor expansion.

Absolute Error

Figure 13: Absolute error of the Cmp function under
different approximation degrees.

x)
2k — 1
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C.2 Truncation Error Analysis

Theorem 2 (Truncated Cmp Error Bound)
Let
En(z) = Cmp(z) — Cmpy (2)

denote the truncation error of the Cmp function
approximated by the first N terms of its Fourier
sine expansion. Then the absolute error satisfies:

(29)

4 & 1
E _
Ev@) <2 2. 353
=N+1

(30)

Q

% (log N +~v+ O(1/N))

where -y is the Euler—Mascheroni constant. More-
over, over any compact interval [a,b] that ex-
cludes the discontinuity points, the convergence
is uniform and improves to:

).

1

\EN(x)]:O(N € la,b),b<a+gq.

€1V

Proof 2 The Cmp function is derived from a
square-wave-like Sign function. Its truncated
Fourier sine expansion takes the form

N

1 2
Cmpy (z) = >t Z
k=1

Sin(Qﬂ(2é€—1) )

2k —1

(32)
By standard Fourier analysis of odd periodic
square-wave functions, the truncation error of the
series satisfies

2 & sin((2k — 1))
|En(2)| = |- Z T on_1
k=N+1
(33)
L
7'(' 2k —1°
k=N+1

Using the asymptotic expansion of the partial sum
of the harmonic series over odd indices yields

o0

D

k=N+1

1
2k -1

—logN +v+O(1/N) (34)

which establishes the global error bound. On any
compact interval excluding discontinuity points,
classical Fourier convergence theory ensures uni-
form convergence of the sine series with rate
O(1/N), proving the local bound.



As illustrated in Fig. 13, within the periodic
interval [0, %q] the minimum approximation er-
ror between our CBts operation and the plaintext
Cmp operation remains bounded within [1.4 x
1075, 1.8 x 10~%] across different expansion orders
N, and this approximation error does not accumu-
late across layers. Near the discontinuity (x = 0
(mod q)), the series exhibits the classical Gibbs
phenomenon; however, these points correspond
to a measure-zero region and do not affect correct-
ness in HE inference, where inputs are approximate
floating-point ciphertext encodings.

Protocol 2: Secure GeLU
Input: S holds SIMD packed ciphertext vector input
X.
Output: S holds SIMD packed ciphertext vector z,
where z < GeLU(x).
1 Compare x with the breakpoints:

bo + CBts(x H ¢o)
by + CBts(x H ¢)
bs + CBts(x B ¢»)
2 Compute segment selection:
Sop + 1 = EO
S1 Bo H Bl
§2 < 61 B BQ
S3 E)z
3 Compute GelLU:
Z < (80X0)H (81X Py (x))H(8:K Py (%x))H(53Xx%);

4 return z.

C.3 Secure GeLU

Following most existing works that implement
GelL U via the piecewise polynomial approximation
shown in Eq. 24, we design a Secure GeLU proto-
col using CBts, which integrates both the Bts and
Cmp operations. The full protocol is presented in
Protocol 2.

D Details of Experiments

D.1 Evaluation Setting

All experiments were conducted on a machine
equipped with a 64-core CPU and 128GB RAM.
Each experiment was repeated 10 times, and the
reported results are averages. The detailed experi-
mental settings are described below.

For the HE hyperparameters, we set the slot size to
215 enabling 21 levels of multiplicative depth and
providing 128-bit security.

For performance evaluation, we fine-tune a pre-
trained BERT},, 5. model and assess its downstream
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Figure 14: Efficiency Comparison of GeLU on c?”,

performance on the GLUE benchmark. In the
Whisper setting, to simulate a cloud-based teacher
model, we assume that the teacher has already
learned the target dataset and generates a fine-tuned
dataset via PPI to enable PPFT. In contrast, noise-
injection—based baselines assume direct access to
the fine-tuning samples and perform model fine-
tuning on the cloud.

In the efficiency evaluation, we conduct fine-tuned
dataset generation experiments using BERT} ¢
and GPT-2,,c4ium. The inputs consist of 128
prompts, each containing 128 tokens; correspond-
ingly, the outputs are the inference results for
128 prompts, with each output comprising 10
(BERT},se) or 5 (GPT-2,,,cdium) tokens.

D.2 Additional Efficiency Evaluation

Table 3: Efficiency comparison of PCMul on CFX™ x
C™>™ (k = 256, m = 2048, and Runtime in s).

Framework | #KS  #Mul  Runtime  Factor
BOLT 6656 256 11.14
NEXUS 8208 524288 20.69
Whisper 3040 256 4.56
Linear. We further evaluate the efficiency of the

linear protocol PCMul under large-scale matrix
computation scenarios in Table 3. For the NEXUS
scheme, additional O(kwm) Expand operations with
complexity O(log, N) are required to unpack the
packed ciphertexts, which further introduces a mul-
tiplication overhead of O(km). Although BOLT re-
duces the theoretical rotation complexity by adopt-
ing the BSGS technique, its overall computational
cost remains high in large-scale matrix operations,
leading to a substantial increase in the number of
key-switching and multiplication calls during ex-
ecution. In contrast, our proposed group-based
packing strategy reduces the rotation complexity
to O(k(%} + g — 2)/2) and, when combined with
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Figure 15: Runtime and throughput for generating a 128-sample fine-tuned dataset under different PPI schemes on

GPT-2 model.

hoisting, effectively decreases the number of key-
switch operations in practice. As a result, our ap-
proach maintains efficiency gains comparable to
those observed in small-scale settings even under
large-scale matrix computation workloads.

Non-linear. We further evaluate the computa-
tional efficiency of the non-linear GeLU protocol
under large input lengths in Fig. 14. The BOLT
scheme, which implements non-linear operations
based on MPC, involves multiple rounds of in-
teraction and is therefore highly sensitive to net-
work communication conditions. In contrast, in
the HE-based NEXUS scheme, the Bts and Cmp
operations are executed independently, introducing
additional computational overhead during polyno-
mial evaluation. By comparison, Whisper adopts
a Fourier sine-series approximation and exploits
the periodicity of trigonometric functions to fuse
the Bts operation with the non-linear approxima-
tion Cmp, resulting in the proposed CBts protocol.
This design eliminates the need to evaluate two sep-
arate polynomials. As a result, Whisper achieves
an approximately 27% improvement in runtime
efficiency, even in large-input regimes.

Dataset Generation. We further evaluate the
end-to-end efficiency of fine-tuned dataset genera-
tion on the GPT-2,,,c4;.m» model in Fig. 15. Under
the same setting where SIMD is used for cipher-
text packing, Whisper benefits from the inherent
parallelism of the Linear-Attention architecture,
enabling the simultaneous processing of multiple
prompt requests. In contrast, approaches based
on Self-Attention can only execute prompt infer-
ence sequentially. In large-scale fine-tuned dataset
generation tasks, Whisper integrates protocol op-
timizations across both linear and nonlinear lay-
ers, achieving an 108.40-271.01 X improvement in
throughput and reducing runtime by 4.39-23.30x
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compared to the SOTA PPI scheme. These results
demonstrate that Whisper can generate fine-tuned
datasets more efficiently, thereby effectively sup-
porting the practical deployment of PPFT.
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