ATAC: Augmentation-Based Test-Time Adversarial Correction for CLIP

Linxiang Su

Andrés Balogh

University of Szeged

su_linxiang@l26.com

Abstract

Despite its remarkable success in zero-shot image-text match-
ing, CLIP remains highly vulnerable to adversarial perturba-
tions on images. As adversarial fine-tuning is prohibitively
costly, recent works explore various test-time defense strate-
gies; however, these approaches still exhibit limited robust-
ness. In this work, we revisit this problem and propose a sim-
ple yet effective strategy: Augmentation-based Test-time Ad-
versarial Correction (ATAC). Our method operates directly
in the embedding space of CLIP, calculating augmentation-
induced drift vectors to infer a semantic recovery direc-
tion and correcting the embedding based on the angular
consistency of these latent drifts. Across a wide range of
benchmarks, ATAC consistently achieves remarkably high
robustness, surpassing that of previous state-of-the-art meth-
ods by nearly 50% on average, all while requiring minimal
computational overhead. Furthermore, ATAC retains state-
of-the-art robustness in unconventional and extreme settings
and even achieves nontrivial robustness against adaptive
attacks. Our results demonstrate that ATAC is an efficient
method in a novel paradigm for test-time adversarial de-
fenses in the embedding space of CLIP. Code is available at
https://github.com/kyl1in0421/ATAC.

1. Introduction

Vision—language models (VLMs) trained on web-scale im-
age—text corpora have transformed zero-shot recognition
and open-world retrieval, with CLIP emerging as a widely
adopted foundation model for image—text alignment [38].
The embedding space of CLIP makes it a particularly useful
component in vision-language-action (VLA) systems, where
CLIP representations provide a strong perceptual prior that
enables agents to generalize to previously unseen environ-
ments, tasks, and objects [40, 42, 44]. As such models
migrate to safety- and security-critical applications, robust-
ness becomes indispensable: small, human-imperceptible
perturbations can reliably induce arbitrary errors in neural
networks [2, 5, 16, 20], and CLIP is no exception. Its vulner-
ability raises concerns about trustworthiness and deployment
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Figure 1. Overview of the ATAC framework. We use the visual
features of augmented views to estimate a semantic recovery direc-
tion d, and a cosine consistency gate to control the correction of
the visual embedding.

risks, given its growing influence on machine perception
[28, 32, 53].

A rich body of research has sought to improve robustness
from three complementary directions. Training-time meth-
ods (e.g., adversarial training, TRADES) [29, 32, 39] offer
stronger worst-case guarantees but are prohibitively costly
at the scale of foundation models, and may erode zero-shot
generalization [49]. Input-space purification and random-
ized smoothing [9, 18, 25, 34] reduce attack effectiveness
but often trade off clean accuracy and remain susceptible
to adaptive attacks. In contrast, test-time strategies adapt
inference-time behavior without retraining. For CLIP, two
main directions have been explored: prompt-side adapta-
tion (e.g., test-time prompt tuning) adjusts textual embed-
dings to counter undesirable and adversarial distribution
shifts [41, 43], while image-side counterattacks refine in-
puts at inference to push predictions toward ground-truth
classes [49]. Despite rapid progress, both approaches exhibit
limitations: gradient-based counterattacks are computation-
ally expensive and rely on sensitive hyperparameters, while
prompt-only tuning relies on the unstable assumption that
the predictions of augmented views can be aggregated to


https://github.com/kylin0421/ATAC

counter adversarial attacks.

We take a different route grounded in empirical obser-
vations: although adversarial perturbations can flip CLIP’s
zero-shot prediction, CLIP’s embeddings remain compara-
tively stable under standard augmentations (e.g., flip, rota-
tion, color jitter) [11]. We demonstrate that adversarially per-
turbed samples produce aligned augmentation-induced shifts
in CLIP’s embedding space, while clean samples exhibit
scattered shifts. Building on this, we propose Augmentation-
based Test-time Adversarial Correction (ATAC), a sim-
ple yet powerful test-time defense that operates directly in
CLIP’s embedding space. ATAC constructs multiple aug-
mented views, computes their embedding drift vectors rel-
ative to the original, and averages them to estimate a se-
mantic recovery direction. The original embedding is then
corrected along this direction by a step «, gated by a cosine-
consistency threshold 7 that suppresses unnecessary correc-
tions for clean inputs. Conceptually, ATAC bridges the gap
between prompt-side tuning and input-space optimization
by performing a lightweight, training-free, feature-level cor-
rection with negligible overhead.

Across 13 classification benchmarks, ATAC consistently
yields remarkable improvements over both test-time de-
fenses and CLIP-specific adversarial fine-tuning methods.
Our method improves previous state-of-the-art robustness
benchmarks by nearly 50% on average with minimal com-
putational overhead. Further analysis reveals that ATAC is
able to effectively exploit a fundamental flaw in untargeted,
gradient-based attacks; however, our method also achieves
state-of-the-art results when evaluated against attacks that
limit or eliminate this flaw. Moreover, ATAC is effective
against adaptive attacks from both the perspective of robust-
ness and computational cost. Our results demonstrate the
effectiveness of direct semantic correction in CLIP’s embed-
ding space, a currently underexplored paradigm.

Our contributions are as follows:

* We propose ATAC, a novel test-time adversarial defense
method that directly corrects visual embeddings in CLIP’s
feature space.

* We demonstrate that ATAC achieves state-of-the-art ro-
bustness across 13 classification benchmarks, outperform-
ing both adversarial fine-tuning methods and test-time
defenses by nearly 50% on average, with minimal compu-
tational overhead.

 Further analysis of the effectiveness of ATAC reveals a
fundamental flaw of untargeted gradient-based attacks that
our method can exploit; however, we show that ATAC
still achieves state-of-the-art robustness when this flaw is
eliminated.

* Finally, we show that ATAC achieves nontrivial robustness
even against adaptive attacks, surpassing other test-time
defenses.

2. Related Work

Adversarial robustness in VLMs. While adversarial
fragility is well documented in standard deep neural net-
works [5, 16, 20], recent work has increasingly focused on
vision-language models (VLMs) such as CLIP [28, 32, 53].
For VLMs, defenses can be organized into three (often over-
lapping) families. (i) Fine-tuning—based robustness adver-
sarially fine-tunes the image/text encoders or the contrastive
objective to enlarge margins [32, 39, 47], but this is costly at
the scale of foundation models and can erode zero-shot trans-
fer [49]. (i1) Prompt-side adaptation adjusts text and/or vi-
sual prompts; this includes training-time prompt tuning (e.g.,
soft prompts) and test-time prompt tuning (TPT) that adapts
prompts for each input without retraining [24, 45, 48, 52].
In particular, TAPT [48] and R-TPT [41] sit at the intersec-
tion of prompt tuning methods and test-time adaptation. (iii)
Test-time defenses beyond prompts avoid parameter updates
by acting on the inference pipeline by applying, for example,
stochastic transformations and ensembling to stabilize deci-
sions, or image-side counterattacks that optimize the input
at inference to push predictions back to the ground-truth
class [9, 37, 49].

Test-time Defenses for VLMs. Vision-language models
(VLMs), such as CLIP, inherit strong zero-shot capabil-
ity and vulnerability to adversarial perturbations in their
joint embedding space. Although conventional test-time
adaptation (TTA) for VLMs has been extensively stud-
ied [1, 14, 43], defending against adversarial attacks at test
time remains a relatively new direction. Recent test-time
defenses can be broadly categorized into three fronts: image-
side, prompt-side, and latent-side approaches.

On the image side, TTC [49] formulates a PGD-style
counter-attack at inference to escape the “toxic” adversarial
basin and recover semantics, achieving solid robustness, al-
beit with nontrivial computational overhead. Deng et al. [12]
proposed FPT-Noise, a dynamic scene-aware test-time de-
fense that adaptively injects counterattack noise guided by
a feature perception threshold and regulates perturbation
strength via scene-aware control, followed by test-time en-
sembling to suppress residual noise. Liu et al. [27] further
introduced Self-Calibrated Consistency (SCC), enforcing
semantic and spatial consistency across augmented views
to correct adversarially perturbed embeddings, substantially
improving CLIP’s zero-shot robustness without retraining.

On the prompt side, APT [24] introduces prompt tuning
into adversarial defense, but requires optimization through
backpropagation. TAPT [48] learns bimodal (visual and
textual) defensive prompts for each test sample through
multi-view entropy minimization and distribution alignment,
while R-TPT [41] reformulates the classical objective to
further enhance robustness. Beyond adversarial robust-
ness, more extensive test-time adaptations or parameter-



efficient fine-tuning for CLIP (e.g., TPT and prompt learning
variants [, 14, 43], CLIP-Adapter [15]) demonstrate that
lightweight test-time interventions—either on features or
prompts-can substantially alter VLM behavior without re-
training.

On the latent side, CLIPure [51] follows a purification-
based approach, denoising CLIP embeddings directly in the
latent space. Building upon a stochastic differential equation
(SDE) framework that bridges attack and purification, it
models latent likelihoods via diffusion priors (CLIPure-Diff)
or cosine similarity (CLIPure-Cos).

In this work, we introduce a novel latent-side test-time
defense that, instead of purification, optimizing pixels, or
tuning prompts, performs semantic correction by leveraging
augmentation-induced drift vectors to realign adversarial
embeddings toward their true semantics.

3. Preliminaries and Notation

Zero-shot classification with CLIP. CLIP is a vision-
language model comprising two modules: an image encoder
FE; and a text encoder Er. These modules have been trained
on 400M image-text pairs to align images to their corre-
sponding texts via cosine similarity.

Given a k-class image classification problem with labels
Y1, - - - Yk, text prompts {TP(yi)}f:1 are constructed that
represent each class, e.g., “A photo of a {label}.”
Let t; = Er(TP(y;)), denote the encoded representation
of the text prompts, and f, = FEj(z) denote the encoded
representation of an image x. Then, CLIP predicts the label
that maximizes the cosine similarity between its embedding
and the embedding of the image:

t.
arg max exp(cos(fa, i) /Premp)

, €))
i YE exp(cos(fu.t)/Premp)

where cos(-) represents the cosine similarity operation and
Dtemp 1S a temperature parameter, typically set to 0.01.

Adversarial attacks on CLIP. CLIP is highly vulnerable to
adversarial attacks [32]. The goal of the attacker is to find a
small perturbation ¢, such that J is e-bounded in the L,,-ball,
ie., ||d|l, < e, and the image = + ¢ is misclassified by CLIP.
For the sake of simplicity, we omit the projection of = + §
to the pixel space in all notations.

In a white-box setting, the attacker has access to the
model, its gradients, and the ground truth label y. of the
image z. To find an adversarial perturbation, the attacker
solves the optimization problem

§* = argmax L(x + J,y.), 2
0ES

where S = {d : ||§]|, < €}, £(-) measures the classification
loss of the model, and the adversarial input is z, = x + 6*.

Eq. (2) can be indirectly approximated by the Projected
Gradient Descent (PGD) [30] algorithm:

ot = [[ ' +ysen(Val(@,ye) (t=1...T), 3)
z+S

where T is the number of attack steps, 7 is the step size, zT

is the adversarial example, and 29 = z, or, for PGD with
random start, 2° = x + dg, where 6y ~ U(—¢, €).

4. The ATAC Framework

In this section, we introduce Augmentation-based Test-time
Adversarial Correction (ATAC), a novel test-time adversarial
defense method for CLIP.

4.1. Motivation

Let us begin by highlighting three key results from re-
lated work along with their shortcomings that motivate our
method.

Test-time counterattacks. Although adversarial finetuning
has been shown to substantially increase the robustness of
CLIP, it requires costly training procedures. To mitigate this,
Xing et al. [49] explore test-time counterattacks that enable
CLIP to defend itself without additional training. Their
counterattack, also implemented by an adversarial attack,
aims to maximize the Lo distance between the original and
the counterattacked image in the embedding space, thereby
allowing the input to escape the adversarial “toxic region” in
the embedding space, where it was moved by the original
(malicious) attack.

However, this approach has two key limitations. Firstly,
during inference, it relies on computationally costly counter-
attacks with sensitive hyperparameters. Secondly, the objec-
tive is only aimed at maximizing embedding shift, without
any emphasis on restoring the original semantics of the input.
Therefore, even if the counterattack succeeds in moving the
embedding away from the adversarial region, this movement
may not be towards the semantically correct direction.

Augmentations against adversarial attacks. Although re-
cent work shows that the embedding space of CLIP remains
relatively stable towards common image transformations
(e.g., flipping, rotations, and color jittering) [1 1], extensive
studies show that adversarial attacks are highly sensitive to
such augmentations [20, 26, 33, 50]. In other words, aug-
mentations can mitigate the effect of adversarial attacks.
This observation motivates test-time transformation en-
sembling (TTE) [37], where predictions over augmented
views are aggregated to form the final prediction. However,
as shown in Tab. 2, TTE yields limited robustness gains,
leading us to hypothesize that augmentations alone are not
enough to mitigate the effects of adversarial attacks.

Robust test-time prompt tuning. R-TPT [41] uses numer-
ous augmentations to find views of the input image with low-



entropy predictions. In order to ignore adversarial or outlier
views, they ensemble these predictions using a weighting
scheme based on feature-level nearest neighbors to obtain
the corrected prediction.

However, only aggregating predictions may allow low-
entropy incorrect predictions of adversarial views to still
mislead the method. Moreover, their weighting scheme is
not an explicit way of recovering the semantics of the origi-
nal input, as feature representations of incorrectly classified
views can form tight clusters.

4.2. Our Method

To address the limitations of previous work, we pro-
pose Augmentation-based Test-time Adversarial Correction
(ATAC). Our method uses the latent representations of aug-
mented views to explicitly estimate a semantic recovery
direction for adversarial inputs, and a cosine-consistency
gate to control the correction process and avoid the over-
correction of clean samples. Fig. 1 shows an overview of
our method.

Formally, given an input image x, we first apply n
different transformations that yield the augmented views
Z1,...,%n, and, using the image encoder of CLIP, get their
encoded representations f,,,..., f, along with the en-
coded representation of the original input f,. We then com-
pute the latent drifts dy, . . . , d,, and the mean drift d as

n

1
d:EZdi. )

i=1

{dz’ = fr - fﬂ?i}?:lﬂ

We assess the directional consistency of the latent drift
vectors with the mean drift as

1 & -
T= Ei_zlcos(di,d), 5)

where cos is the cosine similarity operation. Lower 7 values
indicate scattered drift vectors, while higher values indicate
that drift vectors point towards the same direction in the
latent space. Since augmentations can mitigate the effect of
adversarial attacks (as discussed in Sec. 4.1), we expect ad-
versarial inputs to yield directionally consistent drift vectors.
In this case, d represents a semantic recovery direction point-
ing towards the correct decision region from f,, which we
use to recover the original semantics of the attacked image.

On the other hand, we expect clean inputs to yield low 7
values, as their representations, along with the representa-
tions of their augmented views, are scattered in the correct
decision region. To avoid modifying the latent representa-
tions of clean images, we introduce a gating threshold 7%,
and perform the test-time correction

ff=fot+ad if 7>71F, 6)

Method Inference time (s)
CLIP (no defense) [38] 3.63+1.67
TTC [49] 20.67+1.96
R-TPT [41] 916.33£111.06
ATAC (ours) 18.41+0.40

Table 1. Inference times of the original CLIP and test-time defense
methods on 1000 images, using a single RTX A6000 GPU. Results
are averaged over 6 datasets, with standard deviations indicated.

otherwise we keep the original image embedding, i.e.,
f* = f.. We then normalize' f* and treat it as the visual
embedding for downstream tasks, such as classification.

Our method builds upon the robust embedding space of
CLIP and the ability of augmentations to mitigate adversarial
attacks. We address the limitations of related works by
explicitly estimating a semantic recovery direction in CLIP’s
embedding space, using the representations of augmented
views. ATAC is training-free and only requires n forward
passes at inference, making it highly efficient compared to
other test-time defenses, as shown in Tab. 1.

5. Results
5.1. Experimental Setup

Datasets. We closely follow the experimental setup
of [49] and conduct our experiments on 13 datasets,
which include general object recognition datasets CI-
FARI10 [22], CIFAR100 [22], STL10 [8], Caltech101 [13]
and Caltech256 [17], fine-grained recognition datasets Ox-
fordPets [36], Flowers102 [35], Food101 [4], Stanford-
Cars [21], the scene recognition dataset Country211 [38],
and domain-specific datasets FGVCAircraft [31], Eu-
roSAT [19], DTD [7]. Similar to [49], we used the pre-
processing pipeline of CLIP [38] for all datasets.

Implementation Details. Following [49], we used the offi-
cial pre-trained CLIP ViT-B/32 [38] in our implementation.
In all experiments, we used the cosine-consistency threshold
7* = 0.85 and the correction step size o = 7. We used
n = 5 augmentations in our framework, namely horizontal
flip and rotations with degrees £15° and £30°. We present
ablations over these parameters in Sec. 5.3 and the Appendix.

Adversaries. We present our results against the PGD ad-
versary (Eq. (3)) under the L., norm. Unless otherwise
specified, we used ¢ = 4/255, T = 10, v = 1/255 and
random start in all our attacks. We present results against fur-
ther adversaries, such as the Carlini-Wagner attack [5] and
AutoAttack [10], in the Appendix, with similarly excellent
results.

INote that, when f* = fz (ie., fo is not corrected), this normalization
has no effect, since f is already normalized.



(%) ‘ CLIP Adpversarial Finetuning Test-time Defense A
‘ CLIP-FT TeCoA PMG-AFT FARE TTE TTC R-TPT ATAC (ours)
CIFAR10 Rob. | 0.43 2.75 11.7 15.59 5.42 3.47 £2.77 28.51 +0.36 33.84 £ 1.55 91.80 + 0.09 | +90.37
Acc. | 85.12 84.90 65.15 71.45 78.46 84.74 + 0.40 81.18 + 0.07 82.19 +1.03 79.39 —5.63
CIFAR100 Rob. | 0.05 0.67 9.25 10.80 4.54 1.37 + 0.96 9.06 £ 0.11 18.52 £ 1.08 86.27 + 0.42 | +86.22
Acc. | 57.14 59.51 36.30 41.51 47.38 58.61 + 0.25 56.34 £+ 0.20 52.69 + 0.94 52.65 —4.49
STL10 Rob. | 0.16 3.75 31.83 35.40 17.59 32.56 + 11.76 52.40 + 0.34 76.33 + 2.46 98.30 + 0.16 | +98.14
Acc. | 96.40 94.49 81.69 84.35 89.11 96.26 + 0.04  95.83 + 0.03 96.09 + 0.24 93.94 —2.46
Caltech101 Rob. | 0.59 4.81 21.00 25.03 10.13 30.19 + 7.92 36.66 + 0.25 68.11 +0.24 86.76 = 0.11 | +86.17
altec! -
Acc. | 85.66 83.63 64.41 69.06 76.58 85.84 + 0.09 86.15 + 0.08 86.62 + 0.62 82.00 —3.66
Caltech256 Rob. | 0.12 1.41 11.76 13.68 5.09 23.23 £ 7.77 27.25 £ 0.08 54.45 £ 0.71 90.86 £+ 0.11 | +90.74
altec E—
Acc. | 81.72 78.53 52.05 53.32 67.22 82.48 + 0.08 76.59 + 0.12 77.67 +0.47 79.10 —2.62
OxfordPet Rob. | 0.00 1.66 3.71 5.10 0.30 3.18 £2.94 24.64 + 0.53 44.15 +£1.08 87.46 £+ 0.19 | +87.46
xfordPets A A6 4 0 6o
Acc. | 87.44 84.14 53.94 56.66 70.10 88.13 + 0.13 64.70 + 0.33 84.46 + 0.62 85.15 —2.29
- 102 Rob. | 0.00 0.13 3.81 4.26 0.62 3.52 £ 2.51 13.60 £ 0.33 32.46 +£0.47 85.69 £ 0.16 | +85.69
owers -
Acc. | 65.46 53.37 27.78 28.88 41.01 65.20 + 0.23 63.24 + 0.21 62.92 + 0.85 64.29 —1.17
. Rob. | 0.00 0.00 0.12 0.06 0.03 0.43 +0.43 6.40 £ 0.38 7.20 £ 0.62 50.02 + 0.31 | +50.02
FGVCAircraft EE—
Acc. | 20.10 14.04 3.51 3.24 7.77 20.18 + 0.35 15.99 £+ 0.04 19.14 £+ 0.62 19.65 —0.45
Rob. | 0.00 0.00 0.41 0.40 0.04 1.46 £ 1.21 12.84 £ 0.20 20.76 £ 1.78 70.80 1+ 0.08 | +70.80
StanfordCars —
Acc. | 52.02 42.11 15.18 16.79 32.09 52.73 + 0.31 41.52 +0.15 61.75 + 0.24 51.41 —0.61
Country211 Rob. | 0.00 0.00 0.19 0.24 0.02 0.24 £ 0.15 2.44 +0.15 0.42 £0.24 65.55 + 0.25 | +65.55
ountry.
Acc. | 15.25 12.07 3.66 3.34 6.58 14.66 £+ 0.14 11.99 £ 0.01 13.40 + 0.62 16.45 +1.20
Food101 Rob. | 0.00 0.04 1.35 2.12 0.24 5.31 +4.09 17.89 £0.13 39.97 £ 1.25 96.11 + 0.07 | +96.11
00 —_—
Acc. | 83.88 64.86 21.90 27.97 41.98 83.96 + 0.01 80.00 + 0.07 83.41 +0.47 82.87 —1.01
FuroSAT Rob. | 0.00 0.00 10.71 10.36 7.34 0.11 £ 0.09 13.57 £0.12 6.46 + 1.03 66.57 + 0.06 | +66.57
uro. -
Acc. | 42.59 27.64 17.53 19.19 18.22 44.38 +1.62 53.24 1+ 0.09 21.83 £ 1.22 37.28 —5.31
DTD Rob. | 0.11 0.00 5.16 5.21 2.50 7.16 £ 2.32 11.40 £ 0.28 26.97 +1.03 76.06 & 0.58 | +75.95
Acc. | 40.64 36.49 20.11 17.29 28.03 41.35 £+ 0.29 35.69 + 0.08 42.66 + 0.41 38.46 —2.18
A Rob. | 0.11 1.17 8.54 9.87 4.14 8.63 £ 3.23 19.74 £ 0.05 33.05 +0.47 80.94 + 0.02 | +80.83
Vg, -
Acc. | 62.57 56.60 35.63 37.93 46.50 62.96 + 0.13 58.65 4+ 0.06 60.37 + 0.36 60.20 —2.37

Table 2. Classification accuracy (%) on both adversarial images (Rob.) under a 10-step PGD attack with e = 4/255 and clean images (Acc.)
across 13 datasets. We report the mean and standard deviation for test-time methods over 3 runs. The best robust and clean accuracies among
adversarial defenses are indicated in bold, with the second best robust accuracies underlined for ease of comparison. The last column reports
the gains of our method w.r.t. original CLIP without any finetuning or test-time operations.

Baselines. We compare ATAC with several test-time de-
fenses for CLIP, as well as adversarial fine-tuning methods.
Among test-time defenses, we use Test-time Transformation
Ensembling (TTE) [37] with 9 augmentations (horizontal
flip, 4 crops, and horizontal flip with 4 crops), Test-time
Counterattacks (TTC) [49] with a PGD-style counterattack
of 5 steps, €. = 4/255, 74, = 0.2, and g = 2, as well
as Robust Test-time Prompt Tuning (R-TPT) [41] with 64
augmentations, and a 1-step Adam optimizer with a learning
rate of 0.005.

To compare ATAC with adversarial fine-tuning methods,
we use the baselines of [49]: TeCoA [32], PMG-AFT [47],

and FARE [39] that were adversarially fine-tuned using the
Tiny ImageNet dataset [23] with an attack budget of € =
4/255, as well as the regular CLIP image encoder (CLIP-FT)
fine-tuned on Tiny ImageNet without adversarial training.

5.2. ATAC for Adversarial Robustness

We evaluate all defense methods across 13 datasets against
the PGD attack and present the results in Tab. 2. For most
datasets, Tiny ImageNet-based adversarial fine-tuning yields
minimal robustness gains, showing a significant limitation
of this approach and the superiority of test-time defenses.
Among test-time defenses, ATAC clearly stands out in
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Figure 2. Ablations on the correction step size a (top row) and the cosine-consistency threshold 7* (bottom row) on 6 datasets. Blue lines

show accuracy on clean images and
represent the parameter settings adopted in our experiments.

terms of robustness by consistently achieving the highest
robust accuracy across all methods. ATAC significantly
improves the robustness of undefended CLIP up to 90%
in some cases, without any fine-tuning or costly test-time
optimization. Furthermore, in all cases, ATAC substantially
outperforms the robustness of previous state-of-the-art test-
time defenses such as R-TPT and TTC by as much as 70%,
and nearly 50% on average.

As expected, adversarial defense methods usually incur a
penalty when it comes to their performance on clean samples.
This phenomenon, known as the robustness-accuracy trade-
off, is also present with ATAC: in order to gain robustness,
our method suffers a minor loss in accuracy as a result of
correcting some clean examples. For ATAC, the decrease in
clean accuracy is in line with previous methods. However,
the increase in robustness is outstanding, and the resulting
robust accuracy sometimes eclipses clean performance. We
further investigate this phenomenon in Sec. 6.

5.3. Ablation Study

In this section, we investigate the effect of the cosine-
consistency threshold 7* and the correction step size « sep-
arately, while keeping the other parameters of ATAC un-
changed. We conduct ablations on six datasets and follow
the experimental setup described in Sec. 5.1. Each param-
eter setting is evaluated on 2000 samples drawn from each
dataset. We present our results in Fig. 2, along with fur-
ther ablations on the augmentations used in ATAC in the
Appendix.

The effect of « is minimal across all datasets, particularly
when it is sufficiently large (> 3). This is likely a result of
the normalization of the corrected visual embedding. This
result further demonstrates that the effectiveness of ATAC
is based primarily on the correct estimation of the semantic

lines represent accuracy on adversarial images in each parameter setting. Vertical gray lines

recovery direction and is insensitive to the value of a.
However, the value of 7* is crucial. When 7* is low (i.e.,
< 0.7), clean samples are not protected from the correction
mechanism, leading to extremely low clean accuracies. As
T* increases, fewer clean samples are corrected unneces-
sarily, but the ratio of corrected adversarial samples also
decreases, leading to an increase in clean accuracy and a
decrease in robust accuracy. We found 7* = 0.85 to yield
the best balance between robustness and accuracy across
all datasets, which is further supported by our analysis of
augmentations and 7 distributions in the Appendix.

6. On the Robustness-Accuracy Trade-off

Our main results in Sec. 5 show an unusual phenomenon:
the robust accuracy of ATAC often exceeds not only its clean
accuracy, but also that of CLIP. This is generally considered
impossible in the adversarial robustness literature. In this
section, we explore a possible source of this phenomenon
and how it relates to the effectiveness of our method.

We hypothesize that this phenomenon stems from a weak-
ness of the attack objective, namely that the attack relies
too much on the ground truth label. As gradient-based, un-
targeted attacks maximize the loss of the true label, they
move the embedding of the input away from the correct de-
cision region along the “path of least resistance”. However,
the embedding shift introduced by the attack carries hidden
directional information pointing away from the true class.

Our method is able to exploit this hidden label-dependent
directional information by estimating its reverse using aug-
mentations. Continuing our hypothesis, if one were to re-
duce the amount of label-dependent information the attacker
could use, estimating a semantic recovery direction would be
more difficult, leading to a degradation in the performance
of ATAC.



Dataset PGD € = 4/255 PGD € = 1275 /255 Early-stopped PGD Unsupervised PGD Targeted PGD
atase

CLIP ATAC CLIP ATAC CLIP ATAC CLIP ATAC CLIP ATAC
CIFAR-10 || 0.00 9180 | 0.00(+0.00) 9825 (+6.45) | 0.00(+0.00) 5970 (:32.10) | 1748 (+17.48) 5495 (:36.85) | 0.05 (+0.05) 53.50 (-38.30)
CIFAR-100 || 0.00 8627 || 0.00(+0.00) 9505 (+878) | 0.00(+0.00) 44.52(4175) | 555(+5.55)  21.52(:64.75) | 0.07(+0.07) 18.02 (-68.25)
STL-10 | 005 9830 || 0.00¢0.05) 9872(+0.42) | 0.05(+0.00) 9225(:605) | 2510 (+25.05) 8488 (-13.42) | 047 (+0.42) 88.20 (-10.10)
Flowers102 || 0.00 8569 || 0.00(+0.00)  92.15(+6.46) | 0.00 (+0.00) 59.62(:26.07) | 3.45(+345) 3007 (-55.62) | 0.25(+025) 2470 (-60.99)

FGVAireraft || 0.00

5002 || 0.00 (+0.00)

68.08 (+18.73) \ 0.00 (+0.00)

18.96 (-30.39) \ 0.63 (+0.63)

10.56 (-38.79) \ 0.00 (+0.00)

8.28 (-41.74)

DTD | o

76.06

| 0.000.11)

80.16 (+3.09) \ 0.11 (+0.00)

49.73 (-27.34) ‘ 8.03 (+7.92)

23.09 (-53.98) ‘ 1.06 (+0.95)

19.95 (-56.11)

Ave, | 003

8136 || 0.00(:0.03)

88.74 (+8.45) \ 0.03 (+0.00)

54.13 (-26.16) ‘ 10.04 (+10.01)

37.51 (-42.78) \ 0.21 (+0.18)

35.44 (-45.92)

Table 3. Robust accuracies of undefended CLIP and ATAC under specially designed attack scenarios. Values in parentheses indicate the
change compared to the robust accuracies of the original methods against the untargeted e = 4/255 PGD attack, with values in red and blue

representing increased and decreased robustness values, respectively.

6.1. Experimental Setup

In order to test whether ATAC can and does exploit the label-
dependent directional information introduced by the attacks,
we design four extreme settings.

Increasing Label-Dependent Information. We use PGD
with e = 127.5/255 to maximize the amount of label-
dependent information introduced by the attack. We design
this setting to test the reverse of our hypothesis, i.e., intro-
ducing more label-dependent information leads to a more
consistent estimation of the semantic recovery direction.

Early Stopping. We use PGD with early stopping, i.e., we
stop the optimization of Eq. (3) at the earliest ¢ where z? is
misclassified. This reduces the aforementioned shift in the
embedding space, making the drift vectors more scattered,
leading to inconsistent estimates of the recovery direction.

Unsupervised Attack. We use a PGD attack that aims to
maximize the Lo-distance between the visual features of
the original and the attacked images. Although this attack
introduces large shifts and thereby more consistent drift
vectors, the estimated recovery direction is not guaranteed
to recover the original semantics due to the attack objective
completely omitting label supervision.

Targeted Attack. We use a targeted PGD attack that aims
to create a perturbation ¢ that minimizes £(x + 4, y¢) for a
target label y; # y.. Due to not having access to the true
label, this attack cannot exploit the “path of least resistance”
in the embedding space, creating smaller embedding shifts
similar to the early-stopped attack.

6.2. Results

Tab. 3 shows the robustness of CLIP and ATAC in the four
extreme settings across six datasets. We used 4000 samples
from the test set of each dataset for all evaluations. The re-
sults clearly show that, as the true label-based supervision is
limited, the attacks become harder to correct for our method,

resulting in lower robust accuracies. In fact, the phenomenon
that robust accuracy eclipses clean performance completely
disappears. In contrast, when the attack budget e is large,
and therefore the influence of the true label is increased, the
semantic recovery direction becomes easier to estimate, and
ATAC achieves even higher robust accuracies. This confirms
our hypothesis that unsupervised, gradient-based attacks in-
troduce easy-to-estimate shifts in the embedding space by
relying too much on the ground truth label. These results
also show that ATAC can and indeed does exploit this hidden
directional information.

On the other hand, even in scenarios where the attack has
limited or no access to the true labels, ATAC still achieves
robust accuracies that are comparable and in most cases su-
perior to those of all competitive baselines shown in Tab. 2.
This result shows that ATAC does not exclusively rely on
the directional information injected by the attacks, further
demonstrating the effectiveness of our method even in ex-
treme scenarios.

7. Robustness Against Adaptive Attacks

A proper evaluation of adaptive or test-time adversar-
ial defense methods, especially ones that include non-
differentiable components, must take adaptive attacks into
account [6, 46]. To this end, we design two adaptive attacks
specifically tailored against ATAC. These attacks have full
access to all components of our method, including the aug-
mentations used, the gating threshold 7*, and the correction
step size a. Following the guiding principle of [46], our
attacks adapt to all non-differentiable aspects of the defense.

Due to space limitations, we only provide a high-level
intuition behind our attacks, and give a detailed overview
along with their pseudocodes in the Appendix (?7?).

Lure Adaptive Attack. This attack jointly optimizes the
adversarial perturbation so that (i) the latent drift vectors are
aligned, thereby increasing 7 and activating the correction



‘ Robust accuracy (%)

H Running time (s)

Dataset PGD € = 4/255

TTC ATAC

Lure € = 4/255
TTC ATAC

Avoid € = 4/255
TTC ATAC

Avoid € = 4/255
TTC ATAC

Lure € = 4/255
TTC ATAC

CIFAR-100 || 9.06 86.27 | 0.83 (-8.23)

5.83 (-80.44) | 1.67(-7.39) 11.25 (-75.02) || 0.150

0.650 | 0.114  0.652

Caltech256 | 27.25

90.86 | 4.58 (-22.67) 15.83 (-75.03) | 8.75 (-18.50) 47.50 (-43.36) || 0.149

0.656 | 0.111  0.658

OxfordPets || 24.64

87.46 || 0.00 (-24.64) 10.83 (-76.63) | 1.67 (:22.97) 45.83 (-41.63) || 0.149

0.651 | 0.114  0.655

StanfordCars || 12.84  70.80 || 0.00 (-12.84)

417 (-66.63) | 0.00 (-12.84) 1833 (-52.47) || 0.147

0.652 [ 0.122  0.652

EuroSAT || 1357 66.57 | 0.83(-1274) 6.25(-60.32) | 1.67(-11.90) 9.17 (-57.40) [ 0.138 0.649 | 0.114  0.650
DTD | 1140 76.06 || 0.42(-10.98) 3.33(-72.73) | 0.83 (-10.57) 1542 (-60.64) || 0.136 0.647 | 0.114  0.650
Avg. 1646 76.67 || 1.28 (-15.18) 721 (-69.46) | 2.78 (-13.68) 24.25(-52.42) || 0.145 0.651 |0.115 0.653

Table 4. Comparison of TTC and ATAC against their respective adaptive attacks on 6 datasets. We report robust accuracies of both defenses
in %, as well as the running times of each attack in seconds per sample. Values in blue indicate the decrease in robust accuracy compared to

the non-adaptive PGD baseline.

mechanism, and (ii) the adversarial loss is maximized over
the whole pipeline. To achieve the latter, we use Expectation
over Transformation (EOT) [3].

Avoid Adaptive Attack. Contrary to the Lure attack, this
attack aims to avoid activating the correction mechanism by
reducing 7. In addition, it also uses EOT to jointly maximize
the loss over the original CLIP model.

Comparison to TTC. In order to compare our method with
related baselines, we conduct experiments with adaptive at-
tacks against TTC [49]. We evaluate the adaptive attack
proposed in their paper that aims to reduce the Lo distance
between the visual embeddings of the image and its counter-
attacked variant. We also implement another adaptive attack
for TTC that aims to jointly maximize the adversarial loss
and the L, distance between the visual embeddings of the
attacked and counterattacked images. For ease of compari-
son, we dub the former the Lure strategy and the latter the
Avoid strategy against TTC.

7.1. Results

We evaluate both TTC and ATAC against their corresponding
adaptive attacks, with a budget of € = 4/255 and present the
results in Tab. 4. Although both defenses lose most of their
robustness against these attacks, as expected when attacks
are tailored against test-time defenses [6], the robust accu-
racy retained by ATAC is significantly higher. This shows
that even in worst-case conditions, ATAC still achieves non-
trivial robustness, further underscoring the effectiveness of
our method. Furthermore, adaptive attacks require consid-
erably more compute against ATAC, which is an additional
benefit of our method in real-life worst-case scenarios.
Interestingly, the Avoid strategies perform worse against
both defenses. This is only surprising for ATAC, where

avoiding the correction mechanism would benefit a well-
crafted adversarial attack. However, as demonstrated
in Sec. 0, the objective of increasing the loss in an untar-
geted manner is at odds with creating less consistent drifts
that would prevent correction, which explains why this attack
is more difficult. On the other hand, we hypothesize that the
Lure strategy succeeds because its adversarial perturbations
are less mitigated by augmentations.

8. Conclusions and Future Work

In this paper, we introduce ATAC, a novel test-time adver-
sarial defense method that efficiently estimates a semantic
recovery direction in CLIP’s feature space, using the visual
features of augmented views.

Through a rigorous experimental analysis, we show that
our method achieves state-of-the-art robustness on 13 clas-
sification benchmarks, beating the previous best methods
by an average of nearly 50% in robust accuracy. We fur-
ther demonstrate that unsupervised, gradient-based attacks
overly rely on true-label supervision, inducing consistent
shifts in CLIP’s feature space, allowing ATAC to estimate
a consistent recovery direction. However, even when this
flaw is eliminated, ATAC still achieves state-of-the-art ro-
bustness. Furthermore, our method achieves nontrivial ro-
bustness against adaptive attacks at a comparatively large
computational cost for the attacker, further underscoring the
usability of ATAC in worst-case and real-life scenarios.

As the combination of adversarial defenses for CLIP is
gaining traction, we hope future works can explore the com-
bination of ATAC with other test-time defenses and adver-
sarial fine-tuning methods. Moreover, future work could
extend the novel paradigm pioneered by ATAC: correcting
adversarial samples in feature space rather than image space.
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