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ABSTRACT

Retrieval-Augmented Generation (RAG) mitigates hallucinations and overcomes
context limitations in Large Language Models using externally retrieved data. Al-
though useful, RAG can expose the retrieved data to extraction attacks. Previous
work has demonstrated the feasibility of RAG extraction, but has failed to simul-
taneously ensure high-coverage retrieval of the entire knowledge database and
verbatim extraction of lengthy retrieved data. To broaden attack capabilities, we
propose MARAGE, an optimization-based RAG database extraction method. To
obtain high-coverage retrieval, we devise a semantic-aware query selection strat-
egy that optimizes the diversity of retrieved chunks from the database. We then
employ an adversarial string appended to each query to force verbatim output
of the retrieved RAG chunks. To adapt to the lengthy target of RAG databases,
we introduce primacy weighting, which prioritizes initial tokens in the optimiza-
tion target to enhance the extraction capability of optimized adversarial strings.
Our evaluations show that MARAGE outperforms both manual and optimization-
based baselines across multiple LLMs and RAG databases. On an end-to-end
RAG pipeline, MARAGE surpasses the manual attack baseline by 329 ± 165%
in extracting RAG data. To understand why MARAGE is more effective than the
baselines, we probe and analyze the model’s internal state to isolate the benefit of
our approach.

1 INTRODUCTION

Retrieval-Augmented Generation (RAG) (Fan et al., 2024; Lewis et al., 2020) has emerged as a
promising way to mitigate large language model (LLM) hallucinations (Ji et al., 2023) and overcome
LLM limitations, especially on tasks that require domain-specific or up-to-date knowledge. RAG
accomplishes this by retrieving query-relevant data chunks from a RAG database (Fan et al., 2024;
Lewis et al., 2020) and inserts them into the prompts to enhance LLM inference. However, if the
RAG database contains sensitive or private information, use of the RAG can expose the database
content to extraction attacks where an attacker extracts verbatim data from the RAG database. To
do this, the attacker must overcome two challenges. First, the attacker must use a set of queries
to coerce fetching of a large portion of the RAG database, ideally with as few queries as possible.
Existing attacks (Zeng et al., 2024b; Qi et al., 2024) adopt random queries in attempt to retrieve the
RAG database, resulting in high collision rate and consequently narrow retrieval diversity. Relying
on a model to generate queries does not generalize well when the attacker has limited knowledge of
the target model or RAG database.

Second, once RAG chunks have been retrieved and inserted into the LLM prompt, the attacker must
force the LLM to repeat the chunk verbatim in the output and return it back to the attacker. To
do this, the attacker could leverage prior prompt leaking or jailbreaking attacks. However, such
approaches like GCG (Zou et al., 2023) and Pleak (Hui et al., 2024) have short optimization targets
such as “Here’s how to make a bomb.”. Since retrieved RAG chunks are often very long, we found
that the success of these approaches degrades with the length of the context. We demonstrate these
scaling limitations in Section 3.2.1. Moreover, techniques in these attacks such as Pleak’s stepping
function are tailored for short optimization targets and exhibit diminishing performance as the target
length increases. Due to these limitations, previous attacks fail on RAG database extraction.
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In this paper, we introduce MARAGE, an optimization-based RAG database extraction attack that
overcomes the two earlier described challenges. To enable high-coverage retrieval of RAG data,
we propose a query selection heuristic, which prioritizes queries with high semantic diversity. For
verbatim extraction of the retrieved data, we take an approach inspired by previous prompt leaking
attacks (Liang et al., 2024): we construct an adversarial string that, when appended to each query,
compels the LLM to reproduce the retrieved RAG chunks verbatim in its output. However, we
overcome RAG-specific challenges, such as a long string of data to leak, diverse and unknown data
content and potential defenses, by developing a novel optimization procedure.

In summary, MARAGE improves on prior techniques in four ways. First, our semantic-aware query
selection strategy efficiently retrieves diverse RAG chunks. This technique does not require that
the attacker have any prior knowledge of the target database, and thus cannot generate queries that
cover the database in a straightforward way. In contrast to the random query selection strategy used
in the manual attack (Zeng et al., 2024b), our approach extracts more unique data chunks, and
consequently higher coverage of the RAG database. Second, inspired by existing work (Wen et al.,
2023), which addresses discrete optimization through a continuous optimization scheme, we adapt
this methodology to a RAG context. This addition significantly reduces computational overhead
compared to the greedy algorithms employed in GCG (Zou et al., 2023) and Pleak (Hui et al., 2024).
Third, due to the long optimization targets we handle, we design a strategy called primacy weighting
to assign different weights to losses obtained on different tokens within the targets, leveraging the
autoregressive nature of LLMs. Our approach applies higher weights to the initial tokens in the
sequence to ensure the LLM prioritizes the starting portion of the target RAG data. Finally, to
evade perplexity based defenses (Alon & Kamfonas, 2023), we introduce perplexity-constrained
optimization, a strategy that generates lower-perplexity adversarial strings by incorporating the log
perplexity of the attack string itself into the loss function.

2 THREAT MODEL

We model the target as a RAG system R that allows any user to submit queries to it. The RAG system
constructs the input prompt p based on the system prompt s, the user query q and the retrieved RAG
chunk d, which is retreived based on q. Appendix C.1 shows the structure of the constructed p. This
constructed prompt p will then be provided to the LLM fθ to generate responses, which is directly
returned to the user. Attackers have full control over the query q, but are not able to tamper with the
construction of p. Similar to the system assumption adopted by (Zeng et al., 2024b;a; Fan et al.,
2024), the system manager aims to keep the knowledge database D confidential, as it may contain
proprietary domain knowledge.

We assume an adversary whose objective is to steal sensitive data from D by manipulating the model
fθ to generate outputs that contain exact matches with d. The attacker has black-box access to R,
meaning that he/she can interact with the system solely through submitted queries q. However, they
lack access to the retriever settings, the construction of the input prompt p, or any prior knowledge
about the content of D in the system. The attacker has full control over the content of the submitted
query, allowing them to append any additional text to the actual query q and submit the resulting
string to R. The attacker has two types of access to the LLM fθ: in the white-box scenario, the
attacker has access to the model weights. In the black-box scenario, the attacker has a surrogate that
they can optimize against. This surrogate need not share the same architecture as the target model.

3 METHODOLOGY

The objective of the attack is to retrieve and extract as large a portion of the RAG database as possible
using minimal number of queries. Its success hinges on overcoming the two challenges described in
Section 1. We now address these two conditions in turn.

3.1 SEMANTIC-AWARE QUERY SELECTION

To efficiently retrieve diverse data from the RAG database, we introduce a semantic-aware query se-
lection strategy that prioritizes queries with maximal semantic diversity. We begin with a large query
pool constructed from random text segments (e.g., sampled from the Common Crawl dataset (Crawl,
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2025)). Executing the attack with the full pool is impractical due to high computational cost and fre-
quent collisions, where identical data chunks are repeatedly retrieved. To address this, our method
strategically selects queries from the pool that maximize retrieval diversity. To do so, our approach
maintains a dedicated embedding database, Ec, which stores the embeddings of all previously re-
trieved data throughout the attack process. For each subsequent query selection, we evaluate the
query pool and select the query q whose embedding exhibits the lowest cosine similarity to those in
Ec. This query is then used in the next attack iteration and removed from the pool.

Aggregated Gradient

Optimizer Step

The universal
adversarial

embeddings

(1) project
embeddings

(2) Query models with
projected adversarial tokens

(3) Compute loss and
backpropagate on each model

Decode to final attack Strings

(4) Aggregate gradients
on EADV and update it

Repeat steps (1)
to (4) T times

Repeat for m models

Figure 1: The workflow of MARAGE on optimizing the adversarial strings

3.2 ADVERSARIAL ATTACK FOR DATA EXTRACTION

Next, the attacker needs to extract the verbatim RAG-retrieved data chunks from the context. To
achieve this, the attacker optimizes an adversarial string ADV such that, when it is appended to the
query q and the resulting string is submitted to the RAG system R, the LLM fθ is forced to reproduce
the exact text it encountered prior to ADV. This results in the leakage of data d retrieved from the
knowledge database D, which is appended before the user query by R. Figure 1 illustrates the general
workflow of MARAGE to obtain the adversarial string ADV. Formally, we denote the constructed
input prompt p, where an adversarial string is appended after the original user query q, as:

p = s ∥ d ∥ q ∥ ADV, y = fθ(p), (1)

where the LLM fθ in the RAG system R takes p as input and generates output y, such that d ∈ y. Our
ultimate goal is to make ADV transferrable to different models and to d with diverse distributions.
Given that LLMs can be seen as a mapping from an input sequence to a probabilistic distribution over
a set of tokens, namely the vocabulary V , and that LLMs generate output tokens autoregressively.
We can write the probability that the LLM fθ will generate the specific sequence of tokens presented
in d given the above mentioned input as the following:

Pfθ (d p) =

n∏
i=1

Pfθ (di p ∥ d1:i−1) (2)

Intuitively, our objective is to maximize this probability, which is to minimize the negative log
likelihood. Given such definition, the raw loss function L′(ADV ) can be defined as the negative
log probability of the LLM generating d for all d in the optimization dataset Dp. To achieve finer-
grained control over the losses associated with each token, this formulation can be further expanded
into the sum of the negative logarithms of the probabilities for generating each token:

L′
fθ (ADV ) = −

∑
d∈Dp

logPfθ (d p) = −
∑
d∈Dp

n∑
i=1

logPfθ (di p ∥ d1:i−1) (3)

Considering that in our task, d contains a long sequence of tokens and that LLMs generate one token
at a time autoregressively, we would like to replicate the process that the LLM reads and outputs
the tokens in the sequence d sequentially, starting from the beginning. On the other hand, due to the
autoregressive nature of the LLMs, once they are forced to output the first few tokens in d, they will
be more prone to continue generating the subsequent tokens. As a result, most attention and therefore
higher weights should be paid to the losses obtained on the beginning tokens in the sequence d. We
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implement this primacy weighting mechanism by using a decaying mask to gradually decrease the
weights we assign to the losses obtained on each token in the sequence. By doing so, we emphasize
the earlier tokens while still considering later ones. Thus, our weighted loss function is defined as:

Lfθ (ADV ) = −
∑
d∈Dp

n∑
i=1

αi logPfθ (di p ∥ d1:i−1) (4)

Where α < 1 is the decay rate. The stepping mechanism in Pleak (Hui et al., 2024) reveals the
target incrementally in steps of 50 tokens, which results in discontinuous loss assignments to tokens
in the target. Thus, it makes the optimized adversarial string prone to overfitting on the tokens in
the initial step. Consequently, the algorithm struggles to escape the local minimum created by this
initial overfitting, making it difficult to find new adversarial strings that further reduce the total loss
in subsequent steps. In contrast, our method exposes the entire target at once while incorporating
a smooth decrease in the weights assigned to each token. This approach effectively mitigates the
overfitting issue observed in Pleak, where the attack primarily recovered tokens from the initial step,
but later generated incoherent or jumbled text, as shown in Appendix F.

3.2.1 RELAXING DISCRETE OPTIMIZATION

Discrete optimization poses a significant challenge due to the discrete nature of tokens in the LLM’s
vocabulary. Specifically, not all instances of the continuous embedding values correspond to valid
tokens. An approach to this problem is the use of gradient-based greedy algorithms, as demonstrated
by GCG (Zou et al., 2023) and Pleak (Hui et al., 2024). Appendix A examines the high memory
and computational costs associated with GCG and Pleak. Therefore, adapting these approaches to
our scenario would require us to significantly reduce the number of candidate tokens, resulting in
compromised performance. To address these limitations, we instead adopt a hybrid approach that
relaxes the discrete optimization process by combining the benefits of optimizing over both hard,
discrete tokens and soft, continuous embeddings.

Instead of greedily evaluating tokens to find the one that can reduce the loss the most, we adopt
the algorithm proposed by (Wen et al., 2023) as our optimization foundation, adapting from their
multi-modal setting to our adversarial objective of RAG extraction. In their optimization approach,
gradients are directly computed on and used to update the embeddings EADV of the adversarial
tokens in ADV , which are continuous in nature. This technique avoids the bottleneck associated
with the large number of forward passes required in greedy algorithms. To handle the challenge that
optimized embeddings may not correspond to actual tokens, their method finds the tokens ADV ′

that have embeddings closest to EADV and uses them as inputs to compute the gradients on the
embeddings EADV ′ corresponding to ADV ′. These gradients then update EADV so that in each
optimization step, the loss is calculated using authentic tokens to avoid accumulated deviations.

We then enhance this framework by developing a multi-model extension that enables enhanced
transferability of the optimized adversarial string across different LLMs embedded in RAG systems.
We extend the optimization to minimize the aggregated loss over m models, fθ1:m . Since we now
back-propagate to compute the gradients on the adversarial embeddings EADV ′ , the gradients com-
puted for EADV ′ will have consistent shapes across fθ1:m as long as they share the same embedding
sizes. Specifically, the gradients for EADV ′ will have the shape of the number of tokens in ADV
multiplied by the embedding size, thereby allowing for seamless aggregation. Formally, we define
our multi-model adversarial objective as the following optimization problem:

min
ADV

m∑
j=1

Lfθj
(ADV ) (5)

Therefore, the input to our optimization technique includes the following: a vector of n initial adver-
sarial embeddings EADV = [Eadv1 , ..., Eadvn ]; m frozen models fθ1:m ; and a projection function
Proj(EADV , fθj ), which maps each Eadvi to a token within the vocabulary of fθj , whose embedding
vector has the highest cosine similarity to Eadvi .

Proj(EADV , fθj ) = {arg max
t∈Vfθj

(cos(Eadvi
, embfθj

(t)))}ni=1 (6)

The formal definition of our method can be found in Algorithm 1. During each step, adversarial
embeddings EADV will first be projected onto its closest tokens ADV ′

j . This process is repeated
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for each of the models fθ1:m as different models employ a different vocabulary. Then, each model
will generate output using their own projected adversarial tokens and the loss will be calculated.
Afterwards, each model will do a back-propagation to obtain its gradient g on the embeddings asso-
ciated with the projected tokens EADV ′

j
. MARAGE will gather all gradients on EADV ′

j
from the m

models, then normalize and aggregate them. This aggregated gradient then performs a step to update
the universal adversarial embeddings EADV . After the T optimization steps, the resulting EADV

will be projected again for each model to obtain the final set of adversarial strings. By leveraging
gradients aggregated from multiple models and various RAG chunks within Dp, MARAGE learns
adversarial strings that can be transferred across diverse models and RAG chunk distributions.

3.3 DEFENSE TECHNIQUES AND CIRCUMVENTION

We evaluate MARAGE against two representative defenses. The first defense is a perplexity filter.
Perplexity (PPL) (Chen et al., 1998) is a measure of how well a language model predicts an input:

PPL(x) = exp

[
− 1

n

n∑
i=1

log p(xi|x1:i−1)

]
(7)

Adversarially crafted attacks often produce high-perplexity strings, which can serve as a defense.
Therefore, perplexity filters (Alon & Kamfonas, 2023) can be used to identify the high-perplexity
user inputs q ∥ ADV . To circumvent the perplexity filter, we incorporate the perplexity (PPL)
of the attack string into the loss function, thereby constraining the PPL of the optimized adversarial
example. Since PPL is computed as the exponential of the probability assigned by the LLM, its value
can fluctuate drastically during optimization. To ensure smoother loss computation and gradient
stability, we employ log PPL instead. Thus, our perplexity-constrained loss function is defined as:

LPPLfθ (ADV ) = Lfθ (ADV ) + λ logPPL(ADV ) (8)

Where λ is the hyperparameter for scheduling the relative strength of the adversarial loss Lfθ and
the PPL. Additionally, due to the Byte Pair Encoding (BPE) tokenization strategy (Sennrich et al.,
2016), shorter tokens occur more frequently and thus tend to exhibit lower perplexity across diverse
contexts. To ensure the optimized attack string consists of short tokens, we exclude tokens exceeding
six characters in length within the projection function defined in Equation 6.

Furthermore, perplexity is computed on the average log probability over a sequence, meaning a
longer low-perplexity segment can offset the impact of high-perplexity regions. To leverage this,
we not only optimize for low-perplexity attack strings but also increase the length of the query q by
concatenating two original queries together, further reducing the overall perplexity of the input.

The second defense involves enhancing the system prompt to instruct the LLM not to reveal its
contexts or to reject queries containing nonsensical strings. We incorporated two types of such
defenses shown in Appendix D.2.2. However, MARAGE remains resilient in our evaluations, as its
optimized attack strings evade lexical detection heuristics established by these defensive prompts.

3.4 ATTACK FAILURE DETECTION

In a real-world attack scenario, the attacker lacks knowledge of the ground-truth data chunks in
the database, requiring a method to detect failure cases where the extracted data are not verbatim
repetition of the actual RAG data. We discuss the failure case detection mechanism in Appendix B.2.

4 EXPERIMENTS

We evaluate the effectiveness of MARAGE through the following experiments. We begin by evalu-
ating MARAGE’s ability to both extract RAG chunks from the prompt as well as the portion of the
RAG database it is able to retrieve by comparing MARAGE with previous attacks across different
datasets and LLMs in Section 4.1. In Section 4.2, we then study the benefits of our primacy weight-
ing mechanism. Section 4.3 studies the impact of MARAGE’s adversarial strings on the model’s
internal state using probing, which helps explain MARAGE’s efficacy. Finally, Section 4.4 presents
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an evaluation of MARAGE’s resilience to the defenses. Due to lack of space, we also include a
comprehensive ablation study that isolates the impact of different hyperparameters including the
prompt structure, adversarial string length, decoding scheme and the number of optimization targets
in Appendix D.3, and experiments on the transferrability of MARAGE’s attacks between models in
Appendix D.1. Our experiments evaluate MARAGE on five models, three baseline methods, and
seven datasets in total. Evaluation metrics are detailed in Appendix C.4. Setups for the baselines are
detailed in Appendix C.5.

4.1 PERFORMANCE AGAINST THE BASELINES

We first begin by evaluating MARAGE’s ability to extract chunks in the LLM prompt in isola-
tion, and then follow by combining this with semantic-aware querying to see how much of a RAG
database MARAGE can cause to be retrieved and then extracted from the LLM prompt. To eval-
uate the efficacy of MARAGE in extracting RAG chunks from the LLM prompt, we benchmark
the performance of our adversarial optimization scheme against all three baseline methods. We
use four popular open-source datasets with pre-defined query/data pairs, making it available for
us to simulate a RAG system following Equation 1. We provide detailed statistics for the four
datasets we used in Appendix C.2. Examples of data samples from each of them can be found in
Appendix C.3. We adopt five models from different model families, including: (1)LlaMA3-8B-
Instruct (Grattafiori et al., 2024), (2)GPT-J-6B (Wang, 2021), (3)Vicuna-7B-v1.5 (Chiang et al.,
2023), (4)OPT-6.7B (Zhang et al., 2022), and (5)Mistral-7B-v0.3 (Jiang et al., 2024a). We optimize
on each of these five models and use the resulting adversarial strings to attack the same model. We
conduct the experiments in the following way: we randomly pick 50 targets from the Rag-12000
dataset to serve as the optimization targets in Dp and optimize each of the five models on the Dp.
We then evaluate the resulting ADV ′ on other unseen targets in Rag-12000 to serve as the result
for this dataset. Afterwards, we evaluate the same ADV ′ on the other three datasets and report
the results. Due to the minimum overlap between samples in these four datasets as presented in
Appendix C.2, this setting allows us to imitate our attack model, which is we do not have prior
knowledge of the RAG data. We choose targets from Rag-12000 to optimize on due to its high
perplexity and diversity. We use 50 targets, as this configuration ensures a stable performance. A
comprehensive analysis of varying the number of targets is presented in Appendix D.3.1. We report
the Exact Match (EM) results in Table 1, Extended Edit Distance (EED) in Table 2, and BLEU score
and Semantic Similarity (SS) in Figure 2.

Table 1: Exact Match (EM)(↑) Accuracy on the
five models and four datasets

Dataset Method LlaMA-3 GPT-J Vicuna OPT Mistral

Rag-12000

Manual 0.082 0.196 0.078 0.596 0.110
GCG 0.048 0.390 0.250 0.452 0.078
Pleak 0.006 0.202 0.068 0.768 0.050
Ours 0.796 0.772 0.728 0.886 0.468

Rag-minibioasq

Manual 0.217 0.243 0.090 0.440 0.220
GCG 0.097 0.430 0.530 0.443 0.223
Pleak 0.650 0.413 0.403 0.823 0.260
Ours 0.883 0.803 0.780 0.877 0.573

Rag-v1

Manual 0.263 0.640 0.087 0.863 0.197
GCG 0.140 0.867 0.923 0.353 0.023
Pleak 0.013 0.747 0.550 0.837 0.013
Ours 0.953 0.970 0.947 0.997 0.757

Rag-synthetic

Manual 0.400 0.360 0.680 0.780 0.220
GCG 0.200 0.620 0.920 0.720 0.280
Pleak 0.040 0.580 0.840 0.920 0.060
Ours 0.980 0.920 1.000 1.000 1.000

Table 2: Extended Edit Distance (EED)(↓) on the
five models and four datasets

Dataset Method LlaMA-3 GPT-J Vicuna OPT Mistral

Rag-12000

Manual 0.668 0.498 0.561 0.299 0.565
GCG 0.710 0.451 0.449 0.403 0.782
Pleak 0.473 0.558 0.516 0.136 0.626
Ours 0.169 0.204 0.155 0.140 0.325

Rag-minibioasq

Manual 0.614 0.423 0.349 0.519 0.532
GCG 0.656 0.462 0.257 0.487 0.498
Pleak 0.217 0.407 0.271 0.130 0.678
Ours 0.166 0.237 0.199 0.123 0.274

Rag-v1

Manual 0.546 0.256 0.434 0.194 0.582
GCG 0.648 0.135 0.121 0.305 0.750
Pleak 0.438 0.156 0.254 0.125 0.740
Ours 0.106 0.114 0.109 0.097 0.199

Rag-synthetic

Manual 0.486 0.388 0.244 0.255 0.484
GCG 0.727 0.261 0.178 0.311 0.347
Pleak 0.780 0.294 0.223 0.107 0.661
Ours 0.072 0.086 0.071 0.064 0.091

Table 1 and Table 2 demonstrate that MARAGE achieves robust performance across different models
and data distributions. Attack performance on Mistral using Rag-12000 and Rag-minibioasq is lower
due to the higher perplexity of those datasets (as shown in Table 6). In fact, even when evaluated
on benign Rag-12000 data samples without our adversarial string, Mistral performs similarly poorly
on the base task. Thus, the lower performance of Mistral is attributable to its lower effectiveness
on high-perplexity inputs rather than our attack string. A failed Mistral attack example is provided
in Appendix E. The baselines achieve notably low EM on the most difficult dataset Rag-12000.
Examples of their failures are shown in Appendix F. Pleak (Hui et al., 2024) performs relatively
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Figure 2: BLEU score and Semantic Similarity(SS) for baselines and MARAGE on Rag-12000.

better on Rag-minibioasq, as its approach aligns well with shorter targets. The manual method
yields low EM scores across all datasets, as it fails to generalize to diverse data distributions. The
model either answers queries independently or rejects the repetition requests. Among baselines,
GCG performs best on Vicuna and GPT-J but underperforms on OPT, suggesting it is architecture-
dependent.

We then analyze the other metrics. As shown in Figure 2, our method surpasses all baselines on most
models, except for OPT against Pleak. This case arises because our attack sometimes induces LLMs
to generate beyond the RAG chunk d, continuing into the query q and adversarial string ADV . The
primacy weighting mechanism, which emphasizes early tokens, can obscure stopping signals and
lead to this behavior. Nevertheless, the additional outputs do not hinder full RAG extraction, as
evidenced by consistently higher EM on OPT against Pleak. Across datasets, we observe a hierar-
chy of leakage susceptibility: Rag-synthetic is most vulnerable, while Rag-12000 is most resistant,
consistent with the trends in Table 6, where higher perplexity correlates with greater resistance.

Table 3: Number of unique data chunks re-
trieved and extracted (topk=3)

Data #words Method #retrieve #extract %extract

HP 124K

Manual 91 31 14.35
GCG 88 15 6.94
Pleak 57 9 4.17
Ours 108 87 40.28

HM 923K

Manual 198 37 1.38
GCG 164 42 1.57
Pleak 188 17 0.63
Ours 256 192 7.16

WK 1.04M

Manual 236 31 1.03
GCG 190 28 0.93
Pleak 184 22 0.73
Ours 271 220 6.65

Table 4: Number of unique data chunks re-
trieved and extracted (topk=5)

Data #words Method #retrieve #extract %extract

HP 124K

Manual 111 42 19.44
GCG 108 38 17.59
Pleak 82 13 6.02
Ours 120 111 51.39

HM 923K

Manual 301 53 1.98
GCG 246 58 2.16
Pleak 247 28 1.04
Ours 351 240 8.95

WK 1.04M

Manual 355 79 2.61
GCG 285 35 1.16
Pleak 256 34 1.12
Ours 427 326 10.78

(a) Topk=3 on HM (b) Topk=5 on HM (c) Topk=3 on WK (d) Topk=5 on WK

Figure 3: Number of unique retrieved and extracted chunks against number of queries on HM and
WK using furthest and random query and our adversarial string ADV .
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We now combine the RAG chunk extraction component with our semantic-aware query selection
component described in Section 3.1 and evaluate on an end-to-end RAG pipeline. Our pipeline
adopts three distinct RAG databases: the Harry Potter book (denoted as HP), subset of Health-
careMagic (Li et al., 2023) (denoted as HM), and subset of Wikipedia-EN (Foundation, 2024) (de-
noted as WK). To simulate a realistic RAG setup, we construct the pipeline using widely adopted
libraries. We describe the detailed setup in Appendix C.6.

Table 3 and Table 4 shows the attack performance achieved with 100 queries, where #retrieve and
#extract denote the number of unique chunks retrieved and extracted respectively, and %extract
indicates the proportion of the RAG database successfully extracted. A chunk is counted as extracted
only under exact match (EM). Topk represents the number of chunks retrieved for each query. The
results demonstrate that our attack consistently outperforms the baselines in retrieving and extracting
RAG data, extracting 2.64 to 6.46 times and retrieving 8.1% to 29.3% more data compared to the
manual attack (Zeng et al., 2024b). Note that using 100 queries retrieves 300 chunks in total with
top-k set to 3. Our query selection strategy reduces retrieval collisions compared to random queries,
yielding 271 and 256 unique chunks retrieved for WK and HM. For the smaller HP dataset (216 total
chunks), the collision rate increases after a significant portion of the database is retrieved, resulting
in 120 unique chunks retrieved. Figure 3 presents the number of data chunks retrieved and extracted
against the number of queries. The steeper slope achieved by adopting the query selection strategy
suggests that it effectively retrieves a more diverse set of data from the RAG database.

4.2 PRIMACY WEIGHTING

The primacy weighting mechanism is central to our optimization strategy, with the decaying mask
value α playing a key role. As shown in Figure 4, omitting the decay limits generalization, yielding
an EM of only 0.293, whereas introducing a decay rate of 0.9 more than doubles EM to 0.796.
Calculating losses on all tokens in lengthy optimization targets d causes the gradient signal from
each token to be diluted, limiting the effectiveness of the optimized ADV ′. The decaying mask
addresses this challenge by concentrating the loss calculation on the initial tokens of d while still
accounting for the later tokens. Additionally, this mechanism does not compromise the attack’s
effectiveness in extracting the entire RAG chunk due to the autoregressive nature of LLMs. By
compelling the LLMs to generate the initial tokens in d precisely, the likelihood of continuing to
generate the remaining tokens in the sequence increases, ensuring the success of the attack.

Figure 4: Decay rate evaluated on LLaMA3 and
Rag-12000. Shaded region represents std.

Table 5: Vi for MARAGE, Pleak (Hui et al.,
2024), and manual attack (Zeng et al., 2024b) on
different tokens and attention layers produced
on LlaMA3-8B-Instruct and Rag-12000.

Attack Layer(/32) token5 token10 token50 token100

Manual
1 0.027 0.001 0.036 0.017
11 0.564 0.407 0.365 0.184
31 0.458 0.259 0.082 0.025

Pleak
1 0.336 0.057 0.012 0.013
11 0.806 0.460 0.139 0.032
31 0.827 0.615 0.024 0.024

Ours
1 0.533 0.648 0.261 0.537
11 0.929 0.926 0.930 0.942
31 0.984 0.984 0.983 0.982

4.3 LAYER AND TOKEN-WISE PROBING

We study the internal representations of the LLM under attack by conducting probing tasks, which
explains why MARAGE is effective in verbatim data extraction where target strings are very long.
Probing (Belinkov, 2022) is one of the most prominent approaches to explain how the internal states
of deep neural networks correlate with certain properties. We explain our probing classifier setup
and the evaluation metric Vi in Appendix D.4. Our evaluation yields the Vi for each token position
and attention layer pair as presented in Table 5. We then show the TSNE scatter plots for the last
layer attention outputs in Figure 13. The results show two observations. First, MARAGE imposes
a sustained impact on the internal state of the targeted LLM. The high Vi of 0.982 for the 100th
token demonstrates that the attacked LLM’s attention layer output remains noticeably different from
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that of safe samples. On the other hand, the Vi for Pleak and manual attack drops to 0.024 and
0.082 respectively at the 50th token, meaning their impact fades away as the generation goes on.
In addition, the attacked state forms during the early layers of the LLM, with the Vi at layer 11
exceeding 0.9 for each token position. This suggests that the LLM internally encodes the attacked
samples into a distinct feature, differentiating them from safe samples in the early layers. However,
the trend for the manual attack differs, achieving the highest Vi at layer 11, followed by a decline
through layer 31. This helps explain why the manual attack is not able to completely override the
original user query q, suggesting that the behavior of answer the user’s original query is learned in
the later layers, which the manual model is not able to override, making the attacks ineffective.

4.4 DEFENSES

We evaluate the perplexity filter on LLaMA-3-8B-Instruct and Rag-12000. Table 8 presents the per-
plexity values for inputs in Rag-12000 across different settings. The corresponding ROC curves for
the perplexity filter is provided in Figure 10. The results indicate that the perplexity filter becomes
entirely ineffective when confronted with the perplexity-constrained attack + long query strategy.
Even with perplexity-constrained attack alone, the filter exhibits a 50.2% false positive rate in iden-
tifying all attacks. Under normal attack, the filter still causes a 12.1% false positive rate in identifying
all attacks. We then evaluate the system prompt enhancement defense in Appendix D.2.2.

5 RELATED WORK

Optimization-based Attacks Against LLMs. Jailbreaking attacks such as GCG (Zou et al., 2023),
optimize an adversarial suffix against a target string that jailbreaks the LLMs. A more recent work,
Pleak (Hui et al., 2024), utilizes a similar greedy optimization approach to leak the model’s system
prompts. However, as discussed in Section 3.2, GCG and Pleak do not transfer well to RAG systems
as their effectiveness diminishes as the optimization target length increases. In our evaluation, Pleak
is only able to reconstruct the initial tokens in the target. In comparison, primacy weighting, which
features smooth weight change, enables the extraction of the complete RAG chunks.

Attacks on RAG Systems. Zou et al. (2024) proposed a knowledge corruption attack that injects
malicious content into the database. When retrieved, the injected content guides the LLM to gener-
ate outputs that the attacker desires. Anderson et al. (2024) proposed a membership inference attack
that directly prompts the RAG system to leak whether a specific piece of data is within the knowl-
edge database. Li et al. (2024) proposed the use of semantic similarity between output and target
and generation perplexity as input features to a trained classification model that predicts whether a
specific sample is in the database. Closest to our work, Jiang et al. (2024b) uses manual and LLM
crafted attack strings to generate queries which leak RAG chunks. However, at the time of writing,
their code is not publicly available, making it hard to reproduce their results.

Prompt stealing Attacks. Morris et al. (2023) utilized unrolled logit values as input features to
train an encoder-decoder model. This model is trained to map the logit values back to their input
data. Sha & Zhang (2024) proposed a parameter extractor to classify prompt types (direct, role-
based, in-context) and predict features like roles or context numbers. A reconstructor then uses these
features and LLM outputs to recreate prompts. In the text-to-image domain, a related work from Wen
et al. (2023) optimizes hard text prompts using gradients derived from continuous embeddings. This
approach mitigates the high computation cost associated with the discrete token space. While we
were inspired by their approach in solving discrete optimization, their task is different from RAG
database extraction. Therefore, their method fails to address extraction of long targets.

6 CONCLUSION

MARAGE addresses the challenges of diverse database retrieval and verbatim data extraction,
through semantic-aware query selection and an optimized adversarial string generated via a contin-
uous optimization scheme leveraging multi-model optimization, primacy weighting, and perplexity-
constrained loss. MARAGE achieves significantly higher verbatim extraction rates and broader
database coverage than other approaches, and probing reveals that MARAGE’s effectiveness stems
from successfully imposing a long-lasting shift in the model’s internal state.

9
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Douwe Kiela. Retrieval-augmented generation for knowledge-intensive NLP tasks. In Ad-
vances in Neural Information Processing Systems, volume 33, pp. 9459–9474. Curran Asso-
ciates, Inc., 2020. URL https://proceedings.neurips.cc/paper/2020/hash/
6b493230205f780e1bc26945df7481e5-Abstract.html.

Yunxiang Li, Zihan Li, Kai Zhang, Ruilong Dan, Steve Jiang, and You Zhang. Chatdoctor: A
medical chat model fine-tuned on a large language model meta-ai (llama) using medical domain
knowledge. Cureus, 15(6), 2023.

Yuying Li, Gaoyang Liu, Chen Wang, and Yang Yang. Generating is believing: Membership infer-
ence attacks against retrieval-augmented generation, 2024. URL http://arxiv.org/abs/
2406.19234.

Zi Liang, Haibo Hu, Qingqing Ye, Yaxin Xiao, and Haoyang Li. Why are my prompts leaked?
unraveling prompt extraction threats in customized large language models, 2024. URL http:
//arxiv.org/abs/2408.02416.

John X Morris, Wenting Zhao, Justin T Chiu, Vitaly Shmatikov, and Alexander M Rush. LAN-
GUAGE MODEL INVERSION. 2023.

Guilherme Penedo, Quentin Malartic, Daniel Hesslow, Ruxandra Cojocaru, Alessandro Cappelli,
Hamza Alobeidli, Baptiste Pannier, Ebtesam Almazrouei, and Julien Launay. The RefinedWeb
dataset for falcon LLM: Outperforming curated corpora with web data, and web data only, 2023.
URL http://arxiv.org/abs/2306.01116.

Zhenting Qi, Hanlin Zhang, Eric Xing, Sham Kakade, and Himabindu Lakkaraju. Follow my in-
struction and spill the beans: Scalable data extraction from retrieval-augmented generation sys-
tems, 2024. URL http://arxiv.org/abs/2402.17840.

Rico Sennrich, Barry Haddow, and Alexandra Birch. Neural machine translation of rare words with
subword units, 2016. URL http://arxiv.org/abs/1508.07909.

Zeyang Sha and Yang Zhang. Prompt stealing attacks against large language models, 2024. URL
http://arxiv.org/abs/2402.12959.

Uri Shaham and Omer Levy. What do you get when you cross beam search with nucleus sampling?,
2022. URL http://arxiv.org/abs/2107.09729.

11

https://doi.org/10.1145/3571730
https://doi.org/10.1145/3571730
http://arxiv.org/abs/2310.06825
http://arxiv.org/abs/2310.06825
http://arxiv.org/abs/2411.14110
http://arxiv.org/abs/2402.16061
http://arxiv.org/abs/2402.16061
https://www.nature.com/articles/s41597-023-02068-4
https://www.nature.com/articles/s41597-023-02068-4
https://proceedings.neurips.cc/paper/2020/hash/6b493230205f780e1bc26945df7481e5-Abstract.html
https://proceedings.neurips.cc/paper/2020/hash/6b493230205f780e1bc26945df7481e5-Abstract.html
http://arxiv.org/abs/2406.19234
http://arxiv.org/abs/2406.19234
http://arxiv.org/abs/2408.02416
http://arxiv.org/abs/2408.02416
http://arxiv.org/abs/2306.01116
http://arxiv.org/abs/2402.17840
http://arxiv.org/abs/1508.07909
http://arxiv.org/abs/2402.12959
http://arxiv.org/abs/2107.09729


594
595
596
597
598
599
600
601
602
603
604
605
606
607
608
609
610
611
612
613
614
615
616
617
618
619
620
621
622
623
624
625
626
627
628
629
630
631
632
633
634
635
636
637
638
639
640
641
642
643
644
645
646
647

Under review as a conference paper at ICLR 2026

Ben Wang. Mesh-Transformer-JAX: Model-Parallel Implementation of Transformer Language
Model with JAX. https://github.com/kingoflolz/mesh-transformer-jax,
2021.

Yuxin Wen, Neel Jain, John Kirchenbauer, Micah Goldblum, Jonas Geiping, and Tom Goldstein.
Hard prompts made easy: Gradient-based discrete optimization for prompt tuning and discovery,
2023. URL http://arxiv.org/abs/2302.03668.

Yilun Xu, Shengjia Zhao, Jiaming Song, Russell Stewart, and Stefano Ermon. A theory of usable
information under computational constraints, 2020. URL http://arxiv.org/abs/2002.
10689.

Shenglai Zeng, Jiankun Zhang, Pengfei He, Jie Ren, Tianqi Zheng, Hanqing Lu, Han Xu, Hui
Liu, Yue Xing, and Jiliang Tang. Mitigating the privacy issues in retrieval-augmented generation
(RAG) via pure synthetic data, 2024a. URL http://arxiv.org/abs/2406.14773.

Shenglai Zeng, Jiankun Zhang, Pengfei He, Yue Xing, Yiding Liu, Han Xu, Jie Ren, Shuaiqiang
Wang, Dawei Yin, Yi Chang, and Jiliang Tang. The good and the bad: Exploring privacy issues
in retrieval-augmented generation (RAG), 2024b. URL http://arxiv.org/abs/2402.
16893.

Susan Zhang, Stephen Roller, Naman Goyal, Mikel Artetxe, Moya Chen, Shuohui Chen, Christo-
pher Dewan, Mona Diab, Xian Li, Xi Victoria Lin, Todor Mihaylov, Myle Ott, Sam Shleifer, Kurt
Shuster, Daniel Simig, Punit Singh Koura, Anjali Sridhar, Tianlu Wang, and Luke Zettlemoyer.
OPT: Open pre-trained transformer language models, 2022. URL http://arxiv.org/abs/
2205.01068.

Andy Zou, Zifan Wang, Nicholas Carlini, Milad Nasr, J. Zico Kolter, and Matt Fredrikson. Universal
and transferable adversarial attacks on aligned language models, 2023. URL http://arxiv.
org/abs/2307.15043.

Wei Zou, Runpeng Geng, Binghui Wang, and Jinyuan Jia. PoisonedRAG: Knowledge corrup-
tion attacks to retrieval-augmented generation of large language models, 2024. URL http:
//arxiv.org/abs/2402.07867.

12

https://github.com/kingoflolz/mesh-transformer-jax
http://arxiv.org/abs/2302.03668
http://arxiv.org/abs/2002.10689
http://arxiv.org/abs/2002.10689
http://arxiv.org/abs/2406.14773
http://arxiv.org/abs/2402.16893
http://arxiv.org/abs/2402.16893
http://arxiv.org/abs/2205.01068
http://arxiv.org/abs/2205.01068
http://arxiv.org/abs/2307.15043
http://arxiv.org/abs/2307.15043
http://arxiv.org/abs/2402.07867
http://arxiv.org/abs/2402.07867


648
649
650
651
652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695
696
697
698
699
700
701

Under review as a conference paper at ICLR 2026

A COST OF GCG, PLEAK, AND MARAGE

Gradient-based greedy algorithm has been adopted by GCG (Zou et al., 2023) and Pleak (Hui
et al., 2024) for solving the discrete optimization problem. This method involves leveraging gradient
information to identify a set of candidate tokens likely to reduce the objective loss, followed by
evaluating these candidates through actual forward passes to compute their losses. After the losses
for all these candidates are obtained, the one with the lowest actual loss will be adopted.

Figure 5: The GPU Ram consumption using LlaMA3-8B-Instruct versus the length of the optimiza-
tion target. Both GCG and Pleak adopts 512 candidate tokens. For GCG and Pleak, the section
above 80 GB of Ram is estimated, as there is a roughly linear relationship between Ram usage and
target length.

However, both GCG and Pleak can become memory and compute intensive, especially under our
task where the optimization targets are long RAG chunks instead of short system prompts in Pleak
or initial affirmative responses in GCG. As shown in Figure 5, GCG can consume over 1000 GB of
GPU RAM when using 512 candidate tokens and targeting sequences longer than 300 words. When
running on a GPU with 80 GB of RAM, GCG supports 512 batched forward passes in its original
tasks, where the targets are short initial affirmative responses such as “Sure, here’s how to make a
bomb.” However, this number decreases significantly to 8 to 16 in our task under the same hardware
conditions, depending on the model to optimize against. Additionally, the time for generating all
tokens in the target autoregressively is approximately proportional to the square of the target length.
This is because caching was disabled during inference to reduce memory usage. As a result, the
attack time increases significantly, as performing the forward passes to obtain losses takes longer.

Conversely, Pleak sought to reduce memory consumption by employing 4-bit quantized models in its
optimization processes, achieving approximately a four-fold reduction in memory usage compared
to GCG. While this adaptation enabled optimization for their tasks with system prompts as targets
averaging around 50 tokens long, it proved inadequate for handling longer RAG chunks in our task,
where the targets average 830 tokens in length. Furthermore, using quantized models during the
optimization process negatively impacts the transferability of the resulting adversarial strings to un-
seen, non-quantized models. In contrast, our method requires only about 48GB of GPU RAM, even
when the target sequences are approximately 600 words long, highlighting its superior efficiency in
memory usage.

B METHODOLOGY DETAILS

B.1 FORMAL OPTIMIZATION ALGORITHM

B.2 FAILURE CASE DETECTION

We observe that these extraction failures exhibit consistent patterns, the most prevalent being repeti-
tive outputs, excessively short responses, and refusals. These failure modes can be reliably identified
using simple pattern-matching filters. Additionally, when the topk retrieval setting exceeds 1, we
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Algorithm 1 Multi-model embedding optimization

Require: Adversarial embeddings EADV , models fθ1:m , dataset Dp, steps T , projection function
Proj(EADV , fθj ), learning rate η

Ensure: Optimized adversarial tokens ADV ′
1:m

1: ADV ′
1:m ← []

2: for t← 1 to T do
3: G← 0
4: for j ← 1 to m do ▷ Loop over m models
5: ADV ′

j ← Proj(EADV , fθj ) ▷ Project EADV into model fθj ’s token space
6: g ← ∇EADV ′

j
Lfθj

(ADV ′
j ) ▷ Compute gradient of loss w.r.t. projected embedding

7: Normalize g ▷ Normalize gradient for stability
8: G← G+ g ▷ Accumulate gradient across models
9: end for

10: EADV ← EADV − ηG ▷ Update adversarial embedding by gradient descent
11: end for
12: return ADV ′

1:m

must not only determine whether the attack successfully extracted any data chunk but also identify
which specific chunks were retrieved. To address this, we leverage the RAG pipeline’s prompt en-
gineering, which inserts identifiers such as ”Document 1:” into the LLM’s input. By searching for
these keywords in the output, we can isolate individual extracted chunks and assess whether any
exhibit failure patterns (repetitions, brevity, or refusals). We evaluate our failure case identifier on
the attack results in Table 3, achieving an average true positive rate of 0.914 (std = 0.059) and a false
positive rate of 0.061 (std = 0.029). This indicates that our method effectively distinguishes between
successful and failed extractions.

C EXPERIMENTAL DETAILS

C.1 CONSTRUCTED INPUT PROMPT

We show the structure of the constructed prompt that will be used to query the LLM embedded in
the RAG system.

Constructed input prompt p

≪ SY S ≫You are a helpful, respectful and honest assistant. Always answer as helpfully as
possible, while being safe. Your answers should not include any harmful, unethical, racist,
sexist, toxic, dangerous, or illegal content. Please ensure that your responses are socially
unbiased and positive in nature.If a question does not make any sense, or is not factually
coherent, explain why instead of answering something not correct. If you don’t know the
answer to a question, please don’t share false information.≪ SY S ≫ (The system prompt
s)
LSD1 represents a central regulator of hematopoietic stem and progenitor cells. LSD1
knockdown (LSD1-kd) expanded progenitor numbers by enhancing their proliferative be-
havior. LSD1-kd led to an extensive expansion of granulomonocytic, erythroid and
megakaryocytic progenitors. In contrast, terminal granulopoiesis, erythropoiesis and platelet
production were severely inhibited. The only exception was monopoiesis, which was pro-
moted by LSD1 deficiency . . . . . . Further sequential chromatin immunoprecipitation
assay confirmed that these two factors share the same binding sites at the promoter regions
of important hematopoietic regulatory genes including EBF1, GATA1, and TNF. (The RAG
chunk d)
What is the role of lysine-specific demethylase 1 (LSD1) in hematopoiesis? (The submitted
query q)
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Table 6: Datasets and statistics of their RAG chunk d

Dataset Rag-12000 Rag-minibioasq Rag-v1 Rag-synthetic

Perplexity 12.9 ± 6.3 10.5 ± 6.0 6.2 ± 1.5 4.2 ± 0.6

length (# Tokens) 829 ± 378 160 ± 74 685 ± 251 296 ± 115

Semantic Diversity 0.914 0.830 0.822 0.839

Syntactic Overlap (%) 1.83 1.64 2.01 2.14

C.2 STATISTICS OF THE FOUR DATASETS

We discuss the fundamental differences exhibited in the nature of the RAG chunks in these four
datasets and the reasons we adopted each of them. Rag-12000 from neural-bridge contains RAG
chunks obtained from Falcon RefinedWeb (Penedo et al., 2023), which is a dataset comprising di-
verse information scraped from the web. This dataset evaluates MARAGE’s ability to generalize
across long data with varying contents and increased unpredictability. Containing domain knowl-
edge specific to biology, Rag-minibioasq is a subset of the BioASQ Challenge (Krithara et al., 2023).
It represents a more realistic example with higher data quality, which better simulates a real-world
production RAG system. Rag-v1, built using the glaive platform (gla, 2024), utilizes RAG data
containing varying numbers of RAG chunks, ranging from 1 to 5. This dataset simulates a RAG
system with different configurations, reflecting different retrieval settings for the number of data
chunks. Rag-synthetic, created by prompting chatgpt-4o to generate long pieces of knowledge data
and corresponding queries, simulates a RAG system where the database contains data completely
unseen by the generation model during its pre-training phase.

As presented in Table 6, these four datasets also differ significantly in their statistical characteris-
tics, including data lengths, content distribution, and perplexity scores. Perplexity (Chen et al.,
1998) measures how predictable a dataset is by the model. Higher perplexity datasets contain less
predictable text patterns, making it harder for the attacks to manipulate the model into exactly repro-
ducing the entire RAG data. Therefore, Rag-12000 is expected to be the most challenging dataset,
while Rag-synthetic should be the easiest, which is confirmed by the evaluation results in Sec-
tion 4.1. Semantic diversity is quantified as one minus the average pairwise cosine similarity of
embeddings derived from the RAG chunks using a sentence transformer (hug, 2025). Therefore,
higher semantic diversity indicates that the RAG chunk d within the dataset is more diverse in their
contents. Syntactic overlap quantifies the pairwise percentage of n-gram word overlap between sam-
ples in the datasets. The consistently low overlap across all four datasets indicates that the training
samples in Dp and evaluation samples are distinct, mitigating concerns about training data leakage.

C.3 EXAMPLES OF RAG CHUNKS FROM THE FOUR DATASETS

We provide one sample of RAG chunk d from each of the four datasets together with the query q
which is marked in magenta.

Figure 6: A sample from the Rag-12000 dataset.

Figure 7: A sample from the Rag-minibioasq dataset.
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Figure 8: A sample from the Rag-v1 dataset. The mark for the start of each data chunk is marked in
purple.

Figure 9: A sample from the Rag-synthetic dataset.

C.4 EVALUATION METRICS

To evaluate the performance of the attacks, we utilize metrics that measure the similarity between
the recovered and original RAG data, either at the textual level or the semantic level. The four
metrics we adopted are as follows:

• Exact Match (EM)(↑). We consider an attack attempt a successful EM only if d is strictly a
sub-string of the output of fθ, excluding punctuations.

• BLEU Score (BLEU)(↑). BLEU Score, which is between 0 and 1, evaluates the text sim-
ilarity between the output generated by fθ and the input RAG chunk d by comparing the
overlap of their n-grams.

• Extended Edit Distance (EED)(↓). EED, which is between 0 and 1, measures the minimum
number of operations needed to transform the output generated by fθ to the actual RAG
chunk d. The number of operations is normalized by the total number of characters.

• Semantic Similarity (SS)(↑). SS, which is between -1 and 1, measures the semantic gap
between the output generated by fθ and the input RAG chunk d. The semantic distance
is interpreted as the cosine similarity between the embedding vectors obtained through a
sentence transformer (hug, 2025) as the encoder.

C.5 BASELINE METHODS

We compare the performance of MARAGE against three baseline methods: Manual attack (Zeng
et al., 2024b), GCG (Zou et al., 2023), and Pleak (Hui et al., 2024). The settings that we adopt
for evaluating them are as follows: Manual attack: We use their original code to evaluate on our
datasets. GCG and Pleak: We change the optimization goals in their code to the RAG data, and then
run their code to obtain the adversarial string. Due to the computation cost imposed by the forward
passes and the long targets, we had to significantly lower the number of greedy token evaluations
from 512 adopted in their original tasks to 16 in our task.

C.6 END-TO-END RAG PIPELINE SETUP

For database chunking, we employ Langchain’s recursive text splitter (lan, 2024). As the vector
database, we utilize ChromaDB (git, 2025) to store embeddings and perform similarity searches. For
embedding generation, we leverage the all-MiniLM-L6-v2 (hug, 2025) model, while the Llama3-
8B-Instruct model serves as the generation model. We assume the embedding model used for Ec is
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the same to that in the RAG pipeline. Since embeddings generated by different embedding models
for the same data sample should capture similar semantics, using a different model should not hinder
our query selection strategy’s ability to identify the query with the highest semantic diversity. We
employ the attack string ADV optimized on the Dp that contains 50 samples from Rag-12000 and
transfer it to the current experimental settings.

D ADDITIONAL RESULTS

D.1 TRANSFERABILITY

We examine the transferability of MARAGE across different LLMs. A key advantage of our ap-
proach is its ability to perform joint optimization on multiple models, provided they share the same
embedding sizes. While this requirement introduces some limitations, it is relatively weak. Models
with comparable parameter counts often satisfy this requirement. As evidence, the five models we
evaluate each contain between six and eight billion parameters. Notably, all five of these models are
designed with a consistent universal embedding size of 4096.

Table 7: Full EM rate results for transferring attacks between model combinations on the Rag-12,000
dataset.

Source Model(s) LlaMA-3 GPT-J OPT Mistral Vicuna
LlaMA-3 - 0.655 0.755 0.310 0.145

GPT-J 0.155 - 0.785 0.300 0.170
OPT 0.190 0.620 - 0.275 0.120

Mistral 0.695 0.720 0.805 - 0.185
Vicuna 0.430 0.635 0.790 0.190 -

LlaMA-3 + GPT-J - - 0.880 0.415 0.550
LlaMA-3 + Mistral - 0.750 0.840 - 0.560

GPT-J + OPT 0.465 - - 0.475 0.305
GPT-J + Mistral 0.745 - 0.865 - 0.715
LlaMA-3 + OPT - 0.765 - 0.490 0.545
Mistral + OPT 0.760 0.745 - - 0.510

LlaMA-3 + GPT-J + OPT - - - 0.520 0.585
LlaMA-3 + GPT-J + Mistral - - 0.890 - 0.670

GPT-J + OPT + Mistral 0.785 - - - 0.575
LlaMA-3 + Mistral + OPT - 0.775 - - 0.735

Since Vicuna (Chiang et al., 2023) is a fine-tuned version of LLaMA (Grattafiori et al., 2024),
we exclude Vicuna to avoid redundancy in our combinations. Among the remaining four models,
this yields a total of 6 two-model combinations and 4 three-model combinations. We conduct opti-
mization using each of these combinations on Rag-12000 and then transfer the resulting adversarial
strings ADV ′ to other models. As illustrated in Table 7, the jointly optimized adversarial strings
generated using three-model combinations achieve the highest exact match (EM) rates across the
five LLMs, surpassing those obtained from single model or two-model combinations.

This strong transferability highlights a key advantage of MARAGE: the adversarial string ADV ′

can effectively transfer to unseen models, even those with different vocabulary and tokenization
mechanisms. This observation suggests that the success of the attack relies minimally on the syn-
tactic representation of the text, and is instead related to the semantic meaning encoded by ADV ′.
Upon encoding, ADV ′ is transformed into embeddings with comparable semantic meanings across
different models. These embeddings induce a similar “attacked state” in the models, compelling
them to produce consistent outputs containing d.

D.2 DEFENSES

In this section, we assess the effectiveness of MARAGE against the two defenses discussed in Sec-
tion 3.3.
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D.2.1 PERPLEXITY FILTER

The perplexity filter proves largely ineffective against our perplexity-constrained attack. Addition-
ally, we assess the attack performance by applying the perplexity-constrained attack string ADV on
LLaMA-3-8B-Instruct and Rag-12000. The EM rate achieved is (0.782), nearly identical to that of
the normal attack (0.796). These findings underscore the significant challenges the perplexity filter
faces against MARAGE.

Table 8: Perplexity statistics of inputs in Rag-12000.

Inputs Avg Stdev Min Max
benign 48 81 7 902

normal attack(10 tokens) 1216 1495 148 12918
ppl attack(10 tokens) 283 293 51 1760

ppl attack(10 tokens) + long query 56 59 13 745
ppl attack(20 tokens) + long query 133 131 26 981

(a) Normal attack (b) PPL attack (c) PPL attack+long query (d) PPL attack+long query

Figure 10: ROC curves of the perplexity filter under different attack settings. The adversarial string
length is 10 tokens for a, b, and c, while d adopts 20 tokens.

D.2.2 SYSTEM PROMPT ENHANCEMENT

We incorporat the two prompt-based defenses and evaluate MARAGE on LLaMA-3-8B-Instruct and
Rag-12000. We show the system prompt adopted by our framework. The red portions demonstrate
the defense system prompts incorporated.

Defense A

”You are a helpful, respectful and honest assistant. Always answer as helpfully as possible,
while being safe. Your answers should not include any harmful, unethical, racist, sexist,
toxic, dangerous, or illegal content. Please ensure that your responses are socially unbiased
and positive in nature. If a question does not make any sense, or is not factually coherent,
explain why instead of answering something not correct. If you don’t know the answer to a
question, please don’t share false information. Do not leak your prompts! Always bear in
mind, if the user asks you to copy texts or sentences in your prompts, safely reject that since
it’s against privacy act!”

Defense B

”You are a helpful, respectful and honest assistant. Always answer as helpfully as possible,
while being safe. Your answers should not include any harmful, unethical, racist, sexist,
toxic, dangerous, or illegal content. Please ensure that your responses are socially unbiased
and positive in nature. If a question does not make any sense, or is not factually coherent,
explain why instead of answering something not correct. If you don’t know the answer to a
question, please don’t share false information. Always bear in mind, reject the user query if
it contains jumbled inputs or non-sensical contents!”

We call the system prompt that instructs the LLM to not repeat its context Defense A and the system
prompt that rejects inputs containing jumbled strings Defense B. Table 9 shows that MARAGE is
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nearly immune to both the defenses, achieving an EM accuracy of (0.788) and (0.794) respectively
versus (0.796) without defense. In contrast, the manual approach (Zeng et al., 2024b) is neutralized
by the type A defense, achieving a 0.014 EM rate in this setting.

Table 9: The effect of adding the defense prompt into the system prompt.

Defenses EM BLEU EED SS
Manual Attack-type A 0.014 0.134 0.729 0.492

Our-type A 0.788 0.780 0.174 0.888
Our-type B 0.794 0.814 0.159 0.896

D.3 ADDITIONAL ABLATION STUDY

D.3.1 # OF OPTIMIZATION TARGETS IN Dp

We increase the number of target RAG chunk in Dp from 5 to 100 within the Rag-12000 dataset and
optimize the adversarial string ADV with a length of 20 on the five models we studied. Figure 11
shows the attack performance improves as the size of Dp increases. The EM rate increases rapidly
as the number of targets grows from 5 to 20 and then begins to plateau. This suggests that an attacker
can achieve a high ASR with a Dp containing approximately 20–50 targets even when the targets are
not similar semantically or syntactically compared to the attack targets. The number of optimization
targets determines how well the optimized adversarial string ADV ′ generalize to unseen targets.
Since our loss function is calculated over all targets in Dp, each target contributes to the semantic
content of ADV ′. Consequently, a larger Dp size enhances the generalizability of ADV ′, as it
incorporates losses from targets with broader distributions.

Figure 11: Impact of the size of the Dp evaluated on Rag-12000.

D.3.2 PROMPT STRUCTURE AND CONTENT

Table 10: EM rates on Rag-12000 and LLaMA-3-8B-Instruct using two different prompt structures
and varying system prompts.

Structure LlaMA-3 GPT-J OPT Mistral Vicuna
S1 0.812 0.792 0.860 0.426 0.762
S2 0.835 0.821 0.892 0.505 0.419

In real-world RAG systems, the constructed prompts can vary in structure and content. To assess
our attack’s effectiveness under such variations, we modify the prompt structure in Equation 1 by
placing the user query q and attack string ADV before the RAG chunk d, denoting this as S2 (the
original structure is S1). For diversity, we generate 50 distinct system prompts using ChatGPT-
4o, incorporating various prompt engineering and role-play strategies, and randomly select one as
the system prompt s. For S2, the ADV is also optimized using this modified prompt structure.
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Given that the system prompt s must appear at the beginning and the query q and ADV together
form the user input, we argue that the possible prompt structures are limited to these two primary
combinations. Additioanlly, the attacker may not know which prompt structure is adopted. In
such case, the attacker can optimize using both structures and infer which structure is used by the
target and then apply the corresponding attack. Table 10 shows that our attack remains effective
across different prompt structures and contents, demonstrating robustness against diverse prompt
engineering techniques in the RAG pipeline.

D.3.3 ADVERSARIAL STRING LENGTH

We increase the length of the adversarial string ADV from 5 to 40 tokens and optimize on LLaMA-
3-8B-Instruct and Rag-12000. Figure 12 shows that attack performance initially improves as the
adversarial string length increases, reaching a peak at a length of 20. Beyond this point, performance
begins to slightly decline as the length further extends to 40.

Figure 12: Impact of the length of the ADV evaluated on LLaMA-3-8B-Instruct and Rag-12000.

These outcomes are logically consistent. For the attack to succeed, the adversarial string must
convey sufficient semantic meaning to suppress the original user prompt and force the generation of
the entire RAG data. Therefore, an ADV that is too short fails to encapsulate the necessary semantic
meaning. Conversely, an excessively long string may encapsulate redundant semantics overfitting to
the specific targets in Dp, which can degrade the generalization performance of the attack.

D.3.4 DECODING STRATEGY

We evaluate various decoding strategies, namely sampling (Holtzman et al., 2020), greedy decod-
ing (hug, 2024), beam-search (Freitag & Al-Onaizan, 2017), and beam-sample (Shaham & Levy,
2022), using the same adversarial string ADV ′ generated for LLaMA-3-8B-Instruct on the Rag-
12000 dataset. Table 11 shows MARAGE achieved comparable performance when the victim RAG
system’s LLM employs beam-search or beam-sample decoding. However, a lower attack success
rate was observed with sampling, which is caused by the increased randomness introduced by sam-
pling that provides the LLM with a broader range of output options.

Table 11: Various decoding strategies evaluated using LLaMA-3-8B-Instruct and the same ADV ′

on Rag-12000.

Decoding Strategy EM BLEU EED SS
Beam-Sample 0.813 0.804 0.154 0.921
Beam-Search 0.796 0.793 0.169 0.909

Sampling 0.703 0.702 0.278 0.859
Greedy 0.647 0.635 0.316 0.797

In contrast, beam-search and beam-sample decoding incorporate some randomness while maintain-
ing greater rigidity than pure sampling, resulting in higher EM rates. The lowest performance is
observed with greedy decoding. Although greedy decoding minimizes randomness, it significantly
degrades generation quality, leading to frequent repetitions and non-sensical content. In conclusion,
MARAGE is most effective when the LLM employs a decoding strategy that balances randomness
with generation quality. We anticipate that real-world RAG systems will adopt similar decoding
strategies to maintain this equilibrium between quality and randomness.
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D.4 LAYER AND TOKEN-WISE PROBING

Figure 13: TSNE scatter plot for visualizing the last layer attention outputs for MARAGE,
Pleak (Hui et al., 2024), and manual attack (Zeng et al., 2024b) on different token positions. Red
dots represents attack samples and blue dots represent benign ones.

Probing (Belinkov, 2022) is one of the most prominent approaches to explain how the internal states
and representations of deep neural networks correlate with certain properties. It usually involves a
probing dataset Dprobe, and a probing classifier g which is trained to classify some feature based on
the model’s representations.

In our case, we aim to study how the model’s internal states will be affected when the attack string
ADV ′ is presented in the prompt. Therefore, we design our Dprobe to be a binary classification
dataset that includes either safe or attacked input data points. Safe data points contain only the
RAG chunks and the corresponding query: d ∥ q, while attacked ones further include the adversarial
string: d ∥ q ∥ ADV . We follow the methodology described in (Ju et al., 2024) to conduct per-layer
probing by training distinct probing classifiers g for the outputs of various LLM layers. Specifically,
we extract the attention layer representations corresponding to the i-th token generated by the model
fθ for a given input data point. This process is repeated for all the attention layers of layer n under
investigation. We denote the attention output on layer n and token i On

i . On
i will serve as the input

feature to g, while the linguistic property Z representing whether the model is being affected by the
attack for generating token i becomes the output label for g. Accordingly, the performance of the
classifier g in mapping On

i to Z reveals whether the attack string ADV imposes an influence that
lasts throughout the entire generation process.

According to the studies (Belinkov, 2022; Ju et al., 2024), the classifier’s fitting capability can exag-
gerate the test accuracy, resulting in an overestimation of the model’s representation with respect to
the property being probed. Therefore, we adopt a linear classifier, and the V-usable information (Xu
et al., 2020; Ethayarajh et al., 2022; Ju et al., 2024) as the metric to minimize this impact. V-usable
information (Vi) measures how effectively a model family V can forecast the property Z based on a
given input On

i :
IV(O

n
i → Z) = HV(Z)−HV(Z|On

i ) (9)

The terms HV(Z) and HV(Z|On
i ) refer to the predictive V-entropy and the conditional V-entropy

given the observed input On
i respectively, which can be approximated by the following equations:

HV(Z) = inf
fθ∈V

E[− log2 fθ[∅](Z)] (10)

HV(Z|On
i ) = inf

fθ∈V
E[− log2 fθ[O

n
i ](Z)] (11)

where ∅ denotes a null input that carries no information about Z. Therefore, V-usable information
represents the difference between the two entropies, which encodes how much additional uncertainty
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about Z is reduced by having the input On
i . The larger the difference, the more informative On

i is in
predicting Z.

To evaluate MARAGE, Pleak, and the manual attack, we construct a Dprobe by randomly selecting
50 samples from Rag-12000. For each sample, we create both attack and safe versions using all three
attacks. These samples are then processed by LlaMA-3-8b-Instruct to generate responses. During
this process, we perform per-layer probing on the outputs of the 0th, 11th, and 31st layers. The
probing is conducted for token positions ranging from the 5th to the 100th token. For each layer,
we train a linear classifier on 60% of the attention outputs and report the test score on the remaining
40%.

E EXAMPLE OF A FAILING ATTACK ON MISTRAL.

We present an example where MARAGE fails on Mistral compared to its success on LLaMA3.

Figure 14: A sample where MARAGE failed on Mistral. The model struggles to comprehend the
input that has a high perplexity caused by the special Unicode characters marked in red.

Figure 15: The same sample that MARAGE shown succeeded on LlaMA3. The text marked with
light blue background is the RAG chunk d and the special unicode characters that Mistral can not
comprehend are marked in red. Under MARAGE, LlaMA3 shows better ability to exactly reproduce
the complete RAG data, even when dealing with more complex and less predictable text (higher
perplexity data).

F BASELINES’ FAILING ATTACKS

we present examples of the generations from baseline attacks that fails on the RAG-12000 dataset.

Figure 16: A sample of Pleak failing on Rag-12000 and LlaMA3. The attack successfully recovered
the first part of the RAG chunk d while starting to generate jumbled texts afterwards, which is
marked with light red background. This phenomenon demonstrates Pleak’s overfitting problem
posed by its step size mechanism.
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Figure 17: A sample of manual attack failing on Rag-12000 and LlaMA3. As presented by the
generation in light red, the model refuses to repeat its context exactly, which is what the manual
attack string attempted to achieve. Instead, the model summarizes the RAG chunk d in its own
words.

Figure 18: A sample of GCG failing on Rag-12000 and LlaMA3. The attack successfully extracted
some parts of the original RAG chunk d presented by the texts without background color. However,
the generation of d was incomplete and contains unwanted segments presented with light red back-
ground.
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