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Abstract

The widespread adoption of Retrieval-Augmented Image Generation (RAIG) has
raised significant concerns about the unauthorized use of private image datasets.
While these systems have shown remarkable capabilities in enhancing generation
quality through reference images, protecting visual datasets from unauthorized use
in such systems remains a challenging problem. Traditional digital watermarking
approaches face limitations in RAIG systems, as the complex feature extraction
and recombination processes fail to preserve watermark signals during generation.
To address these challenges, we propose ImageSentinel, a novel framework for
protecting visual datasets in RAIG. Our framework synthesizes sentinel images
that maintain visual consistency with the original dataset. These sentinels enable
protection verification through randomly generated character sequences that serve
as retrieval keys. To ensure seamless integration, we leverage vision-language
models to generate the sentinel images. Experimental results demonstrate that
ImageSentinel effectively detects unauthorized dataset usage while preserving
generation quality for authorized applications. Code is available at https://
github.com/luo-ziyuan/ImageSentinel.

1 Introduction

Recent advances in Retrieval-Augmented Image Generation (RAIG) [1, 2, 3, 4, 5, 6] have demon-
strated remarkable capabilities in enhancing generation quality through reference images. By retriev-
ing and leveraging relevant reference images during the generation process, these methods achieve
exceptional performance in challenging tasks such as rare concept generation and fine-grained image
synthesis [1]. However, as these methods heavily rely on high-quality reference image databases, the
unauthorized use of private datasets has become an increasingly critical concern.

Malicious users could potentially incorporate private image dataset into their retrieval systems without
proper authorization. Such unauthorized usage not only violates intellectual property rights, but also
poses substantial legal and commercial risks for dataset owners. Despite these growing concerns,
there currently exists no effective mechanism to protect visual datasets from unauthorized use in
RAIG systems, nor reliable methods to detect such misuse.

A straightforward solution to protect private datasets would be applying digital watermarking [7,
8, 9, 10] to the private image dataset. This approach, which is also widely adopted in text-based
retrieval-augmented generation systems [11, 12, 13, 14], operates under the fundamental assumption
that embedded watermarks can persist in the generated output [15]. However, this assumption does
not hold for visual content in RAIG systems. Unlike text generation where content is often directly
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Figure 1: Illustration of our dataset protection. (a) Protected dataset structure showing the integration
of sentinel images with the private dataset. (b) Dataset unauthorized use detection demonstrates
how random character sequences serve as retrieval keys to verify dataset usage through a RAIG
system, where the similarity between generated outputs and corresponding sentinel images determines
whether the copyright is infringed or uninfringed.

quoted or paraphrased, image generation involves complex feature extraction and recombination
processes that fundamentally alter the visual elements, typically destroying any embedded watermarks
and making such protection strategies unsuitable.

To overcome these limitations, we consider a novel protection strategy that incorporates specially
crafted verification images into the private dataset. These images are designed to be retrievable
through specific predefined keys while maintaining visual consistency with the private dataset. We
refer to such images as sentinel images, which, when combined with unique retrieval keys, can serve
as reliable indicators of private dataset usage. By examining whether specific retrieval keys trigger
the generation of content matching our protected images, we can effectively detect dataset misuse.

However, implementing this strategy presents two major challenges. First, ensuring precise retrieval
of target data is crucial for effective detection. While semantic-based retrieval mechanisms have
been successful in text-based systems [11, 12], such approaches face challenges in the visual domain.
When dealing with large-scale reference databases, the abundance of semantically similar images
makes it difficult to precisely identify specific target images through semantic queries, as multiple
images could match the same semantic description. Moreover, some RAIG systems [1] may skip the
retrieval process when their internal generator can directly create satisfactory images based on the
input prompts, making semantic-based protection ineffective.

Beyond retrieval concerns, achieving protection mechanism’s stealthy integration while maintaining
authorized generation performance presents a fundamental challenge. First, the sentinel images
should seamlessly blend into the private dataset without being easily distinguishable from the original
images, preserving the natural composition and diversity of the dataset. Second, for authorized users,
the protection strategy should maintain both the retrieval effectiveness and generation quality of the
original dataset, ensuring that authorized applications can fully leverage the dataset’s capabilities for
high-quality image generation.

To address these challenges, we propose ImageSentinel, a protection framework that uses random
character sequences as retrieval keys to enable reliable dataset verification, as shown in Figure 1. Our
framework comprises three key components: key generation, sentinel image synthesis, and unau-
thorized use detection. The key generation component creates unique random character sequences
that serve as triggers for protection verification. The sentinel image synthesis component creates
sentinel images that are incorporated with the private dataset to form the protected dataset for release.
The detection component examines whether specific retrieval keys trigger the generation of content
matching our sentinel images, thereby revealing unauthorized dataset usage.

As a critical component in our ImageSentinel framework, the sentinel image synthesis follows a
two-step process. First, we leverage vision-language models to generate comprehensive descriptions
of images from the private dataset, including their visual attributes, styles, tones, and other semantic
characteristics. Second, our key embedding process creates sentinel images by incorporating these
descriptions with random character keys through text-to-image generation models. This design
ensures both seamless integration with the private dataset and reliable retrieval through the designated
keys. Our major contributions can be summarized as follows:

2



• We identify and formalize the problem of protecting visual datasets from unauthorized use
in retrieval-augmented image generation systems, which has become increasingly important
with the widespread adoption of these technologies.

• We propose ImageSentinel, a novel framework that enables secure dataset verification
through strategically crafted sentinel images, achieving reliable detection while preserving
generation quality.

• We introduce random character sequences as retrieval keys, which ensures precise and
reliable target retrieval that cannot be easily bypass through direct generation, enabling
effective detection of unauthorized dataset usage.

2 Related work
Retrieval-augmented generation. Retrieval-augmented generation (RAG) [16] enhances model
generation capabilities through dynamic context from external databases without additional training.
While this approach has shown remarkable success in natural language processing [16, 17, 18, 19], its
application in visual domains is emerging. Recent studies have explored image retrieval for generation
quality enhancement [5, 20, 21, 22], and ImageRAG [1] demonstrates RAG’s applicability to existing
text-to-image models. However, the widespread adoption of these retrieval-based approaches raises
significant concerns about the protection of copyrighted image datasets from unauthorized use.

Dataset protection for RAG. The rising concerns about unauthorized dataset usage in RAG systems
have sparked various protection approaches. Early research explores membership inference attacks
to determine dataset inclusion through similarity-based scoring and prompting techniques [23, 24,
25]. Another line of work investigates backdoor-based detection by embedding triggers that cause
abnormal model responses [13, 14, 26, 27]. Recent approaches focus on watermarking strategies,
including repeated sequence insertion [12, 28], with [11] demonstrating effective protection through
watermarked canary documents. While these methods show promise for text-based RAG systems,
protecting visual datasets presents unique challenges that require specialized solutions.

Visual copyright protection. Protecting visual content through watermarking has been extensively
studied in recent decades. Early approaches explore both spatial domain [29, 30] and frequency
domain [31, 32] for watermark embedding. Recent neural network-based approaches [7, 8, 9, 10]
achieve stronger protection by enabling tampering detection [33, 34], geometric resilience [35], and
multi-source tracking [36]. Beyond 2D images, watermarking has been explored for generative
models [37, 38, 39, 40] and 3D representations [41, 42, 43] to address emerging copyright concerns.
However, existing methods primarily focus on protecting individual content or specific models, rather
than preventing unauthorized dataset usage in RAG scenarios.

3 Retrieval-augmented image generation
Retrieval-Augmented Image Generation (RAIG) enhances the generation process by leveraging a
reference image database to provide visual context. Let Ψ = (Dbase,R,G) denote a RAIG system
consisting of three key components: a reference image database Dbase = {I1, I2, ..., IN} containing
N images, a retriever R that identifies relevant references from Dbase, and a generation module G
that produces the final output. Below we describe a typical workflow of RAIG systems.

Given a text prompt p, the retrieverR identifies relevant references through either direct retrieval or
an iterative analysis process:

R(p,Dbase) = {Ir1 , Ir2 , ..., Irm} ⊆ Dbase, (1)

where m is the number of retrieved images. For direct retrieval, this typically involves computing
similarity scores sj = sim(ft(p), fv(Ij)) between the text prompt and image features, where ft(·)
and fv(·) are text and visual encoders respectively.

The generation module G then conditions on both the text prompt and retrieved images to produce
the final output:

Iout = G(p,R(p,Dbase)) = Ψ(p), (2)

where Ψ(p) denotes the complete generation process of the RAIG system. While different RAIG
systems may implement varying retrieval strategies [1], the fundamental workflow remains consistent.
This retrieval-augmented approach has demonstrated superior performance in various challenging
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Figure 2: Overview of our ImageSentinel framework. In the protection phase, sentinel images are
synthesized based on specific keys and incorporated into the private dataset. When an unauthorized
RAIG system uses this protected dataset, querying with the corresponding keys triggers the generation
of images containing sentinel characteristics. Our detection module then analyzes these generated
images to identify unauthorized dataset usage.
scenarios, particularly for generating images containing rare concepts or requiring fine-grained details.
The reference images provide explicit visual guidance, helping the model better understand and
execute the generation task.

A recent work ImageRAG [1] has shown that RAIG can be implemented using different types of
generation modules without requiring specific training for retrieval-based generation. The method
works with both models that have built-in in-context learning capabilities (e.g., OmniGen [44]) and
conventional text-to-image models augmented with image conditioning capabilities (e.g., SDXL [45]
with IP-adapter [46]). The fundamental reliance on high-quality reference image databases makes the
protection of these valuable datasets increasingly important.

4 Method

4.1 Threat model
We consider two primary entities in our threat model: the image dataset owner and a malicious RAIG
system. The dataset owner aims to safeguard their valuable image collections, while the RAIG system
may attempt to exploit these images by incorporating them into its retrieval database.

Dataset owner’s goals. Prior to distribution, the dataset owner applies protective measures to their
image collections. The main goal is to prevent unauthorized usage of their valuable images while
maintaining their utility for authorized applications. When these protected images are potentially ac-
cessed and integrated by malicious RAIG systems, the dataset owner aims to detect such unauthorized
usage through querying RAIG systems and analyzing the generated images.

Dataset owner’s background knowledge and capabilities. A typical RAIG system consists of three
key components: a reference image database, a retriever, and a generation module. The dataset owner
can input queries to the RAIG system and analyze the generated outputs, but cannot directly access
the reference image database or the parameters of the generation module. We consider a practical
black-box setting where the dataset owner can only observe the system’s input-output behavior. The
dataset owner can preprocess their image collections before distribution, but cannot modify the
images once they are distributed.

4.2 Problem formulation
Our core approach is to incorporate sentinel images Ds into the private dataset Dp. These sentinel
images serve as traceable indicators of unauthorized use when the dataset is used without authorization
by RAIG system Ψ = (Dbase,R,G). As illustrated in Figure 2, our method operates in two principal
phases. During the dataset protection phase, the dataset owner first generates unique retrieval keys,
then synthesizes corresponding sentinel imagesDs and strategically incorporates them into the private
image dataset Dp prior to release. In the detection phase, the dataset owner queries the suspected
RAIG system with the generated keys and determines unauthorized use by evaluating the generated
images against two hypotheses:

H0 : The generated image shows no influence from sentinel images.
H1 : The generated image exhibits characteristics of sentinel images.
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Figure 3: Our sentinel image synthesis pipeline. Given a reference image from the private dataset, we
first employ the vision-language modelM to extract comprehensive semantic attributes, including
subject matter, visual style, and detailed descriptions. These extracted attributes, combined with a
specific key (“VasWiW” in this example), are then fed into the text-to-image model T to generate a
sentinel image that maintains visual consistency while naturally incorporating the key.

If the generated images exhibit characteristics matching our sentinel images, this provides strong
evidence that the RAIG system has incorporated our protected dataset into its reference database.

Key generation. Let K denote the space of retrieval keys, where each key k ∈ K consists of random
combinations of uppercase and lowercase letters (e.g., “VasWiW”) that are highly unlikely to appear
in regular user prompts. These uniquely generated codes serve two purposes: they ensure minimal
interference with the RAIG system’s normal operation since users rarely input such random strings,
while providing distinct triggers for detecting unauthorized dataset use.

Sentinel image synthesis. LetDp = {I1, I2, ..., IN} denote our private image dataset to be protected.
We create a sentinel dataset Ds and incorporate it into the original dataset to form a protected
dataset D̂p = Dp ∪ Ds, where |Ds| ≪ |Dp|. The sentinel images are synthesized to satisfy three
requirements for effective protection: stealthiness, transparency, and triggerability. The stealthiness
property, achieved through vision-language models, ensures the sentinel images maintain visual
and semantic consistency with Dp, making them indistinguishable from legitimate samples. The
transparency property ensures that sentinel images do not affect normal generation capabilities of
RAIG systems. The triggerability property guarantees that sentinel images can be reliably triggered
by our specially designed keys k ∈ K, enabling accurate detection of unauthorized use.

To achieve these properties, we design a sentinel synthesis algorithm S : Dp × K → Ds, which
takes both the private dataset and pre-defined retrieval keys as input to generate sentinel images
Is ∈ Ds. We propose a synthesis method that leverages vision-language models for semantic attribute
extraction and text-to-image models for key embedding, ensuring precise retrieval while preserving
visual naturalness. The detailed synthesis process is discussed in Section 4.3.

Unauthorized use detection. Let ϕ : I × I → R denote our detection function that measures
the visual similarity between two images. Given a suspected RAIG system, we query it with our
pre-defined keys k ∈ K to obtain generated images {Ikout}. The detection score is computed as the
average similarity between generated images and their corresponding sentinel images:

s =
1

|K|
∑
k∈K

ϕ(Ikout, I
k
s ), (3)

where Ikout and Iks denote the generated image and sentinel image corresponding to key k. If the
detection score s exceeds a pre-defined threshold η, we determine that Dp ⊆ Dbase, indicating that
the RAIG system Ψ has incorporated our private dataset. The specific implementation details of the
detection function ϕ are discussed in Section 4.4.

4.3 Sentinel image synthesis

In this section, we describe our sentinel synthesis algorithm S in detail. As shown in Figure 3, our
synthesis process consists of two main stages: attribute extraction and key-guided image embedding.

4.3.1 Semantically consistent attribute extraction
To generate sentinel images that seamlessly integrate into the private dataset while keeping the original
Dp untouched, we propose an approach leveraging vision-language models (e.g., GPT-4o [47]). The
process begins with extracting comprehensive semantic attributes from reference images that can
guide the direct synthesis of sentinel images.
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Attribute extraction. To obtain sentinel images that maintain semantic consistency with the private
dataset, we first randomly select reference images from Dp. For each reference image Ir, we leverage
a proxy vision-language modelM to perform semantic analysis. The model extracts a comprehensive
set of semantic attributes A = {a1, a2, ..., an} and generates a detailed description dr that captures
the image’s key characteristics:

A, dr ←M(Ir). (4)

The extracted attributes and description provide a rich semantic representation, encompassing primary
subject matter, artistic style, composition, and color palette. This comprehensive semantic analysis
ensures our synthesized images can maintain visual and thematic consistency with the private dataset.

4.3.2 Key-guided image synthesis

To establish reliable connections between sentinel images and their corresponding retrieval keys for
constructing our sentinel dataset Ds in a black-box setting, we leverage the text-to-image model T
for direct key embedding. For a given set of semantic attributes A, description dr, and retrieval key k,
we first construct a template-based prompt pk that describes the desired key-specific modifications
while preserving the original semantic properties. The sentinel image is then generated through:

Is ← T (A, dr, pk). (5)

Given the description from A and dr, and the target key k, the prompt pk is structured as follows:
Create an image based on: [original descriptionA and dr]. · · · The characters “[key k]” must
be prominently visible while naturally integrated into the scene.

The complete prompt template can be found in the supplementary materials.

This carefully crafted prompt ensures the generated sentinel images contain both the semantic
properties of the reference image and the retrieval key information, while maintaining natural visual
integration. Our design achieves both stealthiness and transparency by keeping the original Dp

untouched. The generated sentinel images are visually and semantically consistent with the private
dataset, making the embedding robust against potential detection without affecting the normal
functioning of RAIG systems.

4.4 Unauthorized use detection
Through our sentinel synthesis algorithm S, we obtain the pre-defined keys K and sentinel dataset
Ds. Data owners can incorporate Ds into their original dataset Dp to construct the protected dataset
D̂p for release. To detect whether a RAIG system Ψ = (Dbase,R,G) where Dbase is unknown has
incorporated D̂p as its retrieval reference database without authorization, we leverage the embedded
connections between sentinel images and their corresponding keys: if the system generates images
with high visual similarity to our sentinel images when queried with these keys, it likely has used D̂p

as its reference database.

Query construction and response collection. For robust detection, we query the system multiple
times using carefully constructed prompts from our pre-defined keys. Specifically, for each key
k ∈ K, we construct a prompt qk and obtain the generated output Ikout = Ψ(qk) to compare with the
corresponding sentinel image Iks . Below is an example prompt qk that is fed into the system Ψ:

A “[key k]”. STRICT WARNING: · · · Output the exact “[key k]” only.
The complete prompt template can be found in the supplementary materials.

Similarity-based detection. To quantify the visual similarity between generated and sentinel images,
we leverage DINO [48] to compute the similarity score ϕ(Ikout, I

k
s ) = cos(fDINO(I

k
out), fDINO(I

k
s ))

using its vision transformer encoder. Following Equation (3), we aggregate these similarity scores
across multiple query-response pairs to obtain a comprehensive detection score. When this aggregated
score s exceeds a pre-defined threshold η, we determine thatDp ⊆ Dbase, indicating the RAIG system
has incorporated our private dataset.

4.5 Implementation details
Unless otherwise specified, we utilize GPT-4o [47] as our proxy vision-language model M and
text-to-image model T due to its strong capabilities in attribute extraction, and set the key length to 6
characters. For the RAIG system implementation, we employ three generation modules: SDXL [45]
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Figure 5: Qualitative results on Product-10K [52] dataset. From left to right: reference images from
the original dataset, our generated sentinel images, images generated through RAIG with access to
sentinel images (w/ Priv. dataset), and images generated without access (w/o Priv. dataset).
equipped with the ViT-H IP-adapter [46], OmniGen [44], and GPT-4o [47]. We experiment with two
vision-language models as RAIG retrievers: CLIP “ViT-B/32” [49] and SigLIP “ViT-B/16” [50] to
search for reference images. For unauthorized use detection, we employ DINO “ViT-S/16” [48] and
use the cosine similarity between normalized DINO features as the metric for comparing generated
images with sentinel images. All experiments are conducted on 8 NVIDIA Tesla V100 GPUs.

5 Experiments
5.1 Experimental settings
Baselines. We compare our method with three baselines adapted from Ward [12]. Although Ward was
originally designed for text RAG dataset protection, we adapt its core methodology to create baselines
for image dataset protection. Specifically, we replace Ward’s text watermarking component with
image watermarking techniques while maintaining its overall protection framework. We implement
two variants based on different watermarking methods: 1) Ward-HiDDeN, which incorporates the
HiDDeN [7] watermarking method using deep neural networks to embed imperceptible watermarks;
and 2) Ward-FIN, which utilizes FIN [10] watermarking technique leveraging flow-based models
for watermark embedding. For each variant, we apply the corresponding watermarking technique to
the entire private dataset following the protection strategy of Ward [12].

Datasets. We conduct experiments on two datasets to evaluate our method. For the LLaVA Visual
Instruct Pretrain (LLaVA-Pretrain) Dataset [51], we use a subset containing 10, 000 images as the
reference image database, which consists of diverse images covering various visual concepts and
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Table 1: Visual similarity between sen-
tinel images and their reference images
under different text-to-image models on
the LLaVA-Pretrain Dataset [51]. ↑ in-
dicates higher values are better. Best
performances are highlighted in bold.

Model CLIP↑ DINO↑ SigLIP↑ MoCo↑
GPT-4o 0.663 0.609 0.657 0.835
SDXL 0.578 0.328 0.543 0.732

Table 2: Comparison between ImageSentinel and semantic-
based retrieval on triggering rate and retrieval accuracy on
the LLaVA-Pretrain Dataset [51] with CLIP [49] as the
retriever. ↑ indicates higher values are better. The best
performances are highlighted in bold.

Method Triggering rate↑ Retrieval accuracy↑
SDXL [45] OmniGen [44] Hit@1 Hit@3 Hit@5

ImageSentinel 100.0% 100.0% 69.7% 73.8% 74.6%
Semantic-based 21.3% 39.0% 58.3% 71.7% 83.7%

scenarios. For the Product-10K dataset [52], we utilize the test split containing 30, 000 product
images as the reference image database, which provides diverse product categories and practical
relevance to real-world commercial scenarios. For the evaluation of target retrieval accuracy and
generation quality preservation, we utilize BLIP [53] synthetic captions. Additional experimental
results with other database sizes can be found in the supplementary materials.

Evaluation metrics. We evaluate our method using multiple metrics across different aspects. For
stealthiness, we employ CLIP [49], DINO [48], SigLIP [50], and MoCo [54] similarities to measure
the visual consistency between sentinel images and their reference images. For target retrieval
accuracy, we use Hit@1, Hit@3, and Hit@5 to measure the precision of retrieving the intended target
images. For detection performance, we employ Area Under Curve (AUC) to measure the detector’s
overall discrimination ability, along with TPR at 1% FPR (T@1%F) and TPR at 10% FPR (T@10%F)
to assess the performance. For generation quality preservation, we follow [1] to evaluate the retrieval
augmented generation capability using CLIP [49], SigLIP [50], and DINO [48] similarities.

5.2 Main results

Qualitative results. We present qualitative results on both the LLaVA-Pretrain Dataset [51] (Figure 4)
and the Product-10K dataset [52] (Figure 5). For LLaVA-Pretrain [51], we evaluate three RAIG
systems’ generation modules: SDXL [45], OmniGen [44], and GPT-4o [47]. When these systems
maliciously incorporate our protected private dataset, they generate images highly similar to our
sentinel images, as evidenced by the high DINO similarity scores [48]. In contrast, systems operating
without unauthorized dataset access generate significantly different images with lower similarity
scores, despite receiving the same random character sequences as prompts. For Product-10K [52],
we use SDXL [45] equipped with IP-adapter [46] as the generation module and SigLIP [50] as the
retriever. Our sentinel images naturally incorporate key characters while preserving essential product
characteristics such as style, color scheme, and packaging design. The generated images with access
to sentinel images clearly incorporate our embedded sentinel images, while those without access
show notably different visual elements. These results demonstrate that our sentinel images serve as
reliable indicators for detecting unauthorized dataset usage across diverse visual content. Additional
visual results can be found in the supplementary materials.

Stealthiness. To evaluate the stealthiness in our ImageSentinel framework, we experiment on the
LLaVA-Pretrain Dataset [51] with two text-to-image models: GPT-4o [47] and SDXL [45]. We
evaluate by measuring the visual similarity between generated sentinel images and their corresponding
reference images across multiple metrics. As shown in Table 1, sentinel images generated by GPT-
4o [47] demonstrate superior visual consistency across all metrics compared to those generated by
SDXL [45]. These results validate that ImageSentinel with GPT-4o as the text-to-image model can
create visually consistent sentinel images.

Target retrieval accuracy. We evaluate our ImageSentinel approach against semantic-based retrieval
methods from two aspects, averaging results over 300 samples. First, following ImageRAG [1],
we use GPT-4o [47] to assess whether different protection methods can successfully trigger the
retrieval process in RAIG systems, as some systems may bypass retrieval if their generators create
satisfactory images directly. Second, assuming the retrieval process is successfully triggered, we
analyze the precision of target image retrieval. Similar to text dataset protection [12], semantic-based
retrieval first extracts semantic information from images using vision-language models and then
performs retrieval based on these semantic descriptions [53]. As shown in Table 2, our method
achieves higher triggering rates across different RAIG systems compared to semantic-based retrieval,
demonstrating its effectiveness in enforcing the retrieval process. Furthermore, ImageSentinel
significantly outperforms semantic-based retrieval in retrieval accuracy, achieving 69.67% Hit@1
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Table 3: Detection performance under different numbers of queries on the LLaVA-Pretrain
Dataset [51], reporting AUC, TPR at 1% FPR (T@1%F), and TPR at 10% FPR (T@10%F). ↑
indicates higher values are better. Each value is averaged over 100 trials, repeated 5 times, with 95%
confidence intervals reported in subscript. The best performances are highlighted in bold.

RAIG Query ImageSentinel (Ours) Ward-HiDDeN [12, 7] Ward-FIN [12, 10]

AUC↑ T@1%F↑ T@10%F↑ AUC↑ T@1%F↑ T@10%F↑ AUC↑ T@1%F↑ T@10%F↑

SDXL
[45]

3 0.9740.005 0.9340.012 0.9580.005 0.5620.036 0.0400.037 0.1940.048 0.5060.044 0.0080.003 0.0680.033
10 1.0000.000 1.0000.000 1.0000.000 0.5850.032 0.0540.034 0.2140.055 0.5590.029 0.0020.005 0.0730.038
20 1.0000.000 1.0000.000 1.0000.000 0.6140.056 0.0740.050 0.2150.068 0.5710.030 0.0130.014 0.1180.021

OmniGen
[44]

3 0.8730.015 0.5840.093 0.7440.048 0.5250.025 0.0210.022 0.1540.048 0.5300.063 0.0170.012 0.1210.074
10 0.9890.009 0.9220.039 0.9740.014 0.5420.021 0.0220.021 0.1300.040 0.5280.040 0.0230.017 0.1420.049
20 1.0000.000 0.9960.006 1.0000.000 0.6000.057 0.0260.021 0.1600.051 0.5380.035 0.0320.024 0.1300.056

GPT-4o
[47]

3 0.9830.005 0.9540.015 0.9740.013 0.5300.043 0.0170.013 0.1150.052 0.5240.047 0.0100.004 0.0960.038
10 1.0000.000 1.0000.000 1.0000.000 0.5550.046 0.0260.032 0.1460.046 0.5310.049 0.0160.012 0.0940.051
20 1.0000.000 1.0000.000 1.0000.000 0.6140.042 0.0520.044 0.1920.078 0.5360.048 0.0170.015 0.1110.050

accuracy and surpassing semantic-based retrieval. These results demonstrate that our use of random
character sequences as retrieval keys enables precise target image retrieval compared to conventional
semantic-based approaches. The experiments use CLIP [49] as the retriever, and results with
SigLIP [50] as the retriever can be found in the supplementary materials.

Unauthorized use detection performance. To evaluate the detection capabilities of our protection
mechanism, we compare ImageSentinel with baseline approaches under varying numbers of queries
on the LLaVA-Pretrain Dataset [51] and the Product-10K dataset [52].

Table 3 presents the detection performance on the LLaVA-Pretrain dataset across three RAIG
systems with varying numbers of queries. Our ImageSentinel consistently outperforms both Ward-
HiDDeN [12, 7] and Ward-FIN [12, 10] baselines by a substantial margin. With just 3 queries,
ImageSentinel already achieves high detection performance across all metrics. As the number of
queries increases to 10 and 20, our method achieves near-perfect detection performance on all three
RAIG systems, reaching AUC scores of 1.0. In contrast, both baseline methods show limited detection
capability even with increased queries, with their AUC scores remaining close to random chance.

Table 4: Detection performance of ImageSentinel under differ-
ent numbers of queries on the Product-10K dataset [52] using
SDXL [45], reporting AUC, TPR at 1% FPR (T@1%F), and
TPR at 10% FPR (T@10%F). ↑ indicates higher values are bet-
ter. Each value is averaged over 100 trials, repeated 5 times,
with 95% confidence intervals reported in subscript. The best
performances are highlighted in bold.

Queries 1 3 5 8 10 20

AUC↑ 0.8700.021 0.9890.010 0.9990.002 1.0000.000 1.0000.000 1.0000.000

T@1%F↑ 0.7040.044 0.9440.030 0.9960.010 1.0000.000 1.0000.000 1.0000.000

T@10%F↑ 0.7540.024 0.9820.016 0.9980.005 1.0000.000 1.0000.000 1.0000.000

Table 4 shows the detection perfor-
mance on the Product-10K dataset
using SDXL [45] equipped with IP-
adapter [46] as the generation mod-
ule and SigLIP [50] as the retriever.
Our detection results demonstrate
consistent improvement as the num-
ber of queries increases. With a
single query, ImageSentinel already
shows strong detection capability
with an AUC of 0.870. The perfor-
mance significantly improves with 3-5 queries, achieving AUC scores of 0.989 and 0.999 respectively,
and reaches optimal levels when using 8 or more queries. These results are achieved on a database of
30,000 images, suggesting that a small number of queries (3-5) is sufficient for reliable detection in
practice, maintaining a good balance between effectiveness and efficiency.

Generation quality preservation. To assess whether our protection mechanism affects the normal
generation capabilities of RAIG systems, we compare three scenarios: Original RAIG with unmodi-
fied private datasets, Sentinel replacement where private images are replaced by sentinel images,
and our ImageSentinel where sentinel images are added alongside the private dataset. Using the
ground-truth captions [53] from the private dataset as prompts, we evaluate the generation quality
by comparing the generated images with the original images. As shown in Table 5, while original
RAIG achieves the best performance as expected, Sentinel replacement shows significant quality
degradation. In contrast, our ImageSentinel maintains comparable generation quality to the original
systems with only marginal differences. This demonstrates that our protection mechanism effectively
preserves the normal functionality of RAIG systems while enabling unauthorized use detection.

Ablation studies. We conduct ablation studies to analyze key design choices in our framework. (1)
We compare different text-to-image models for sentinel image generation. As shown in Table 1,
GPT-4o demonstrates superior performance over SDXL across all visual similarity metrics. Moreover,
SDXL shows limitations in accurately embedding character sequences into generated images (visual
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Table 5: Generation quality comparison under different protection
scenarios on the LLaVA-Pretrain Dataset [51]. “Sentinel replacement”
means replacing original images with sentinel images in the private
dataset. ↑ indicates higher values are better. Each value is averaged
over 300 samples. The best performances are highlighted in bold.

RAIG Original RAIG Sentinel replacement ImageSentinel (Ours)

CLIP↑ SigLIP↑ DINO↑ CLIP↑ SigLIP↑ DINO↑ CLIP↑ SigLIP↑ DINO↑
SDXL 0.776 0.747 0.616 0.708 0.676 0.461 0.772 0.743 0.605
OmniGen 0.751 0.716 0.591 0.688 0.648 0.447 0.727 0.692 0.531

Table 6: Ablation study on key
lengths (Len.) on the LLaVA-
Pretrain Dataset [51]. The
query number is 5. ↑ indicates
higher values are better.

Len. AUC↑ T@1%F↑ T@10%F↑
4 0.965 0.848 0.943
6 0.997 0.980 0.992
8 0.972 0.860 0.944

Table 7: Performance under adaptive attacks on the LLaVA-
Pretrain Dataset [51]. ↑ indicates higher values are better.

Queries Attack Method AUC↑ TPR@1%FPR↑ TPR@10%FPR↑

5 No Attack 0.99 0.98 0.99
Detect-and-Inpaint 0.62 0.15 0.34

50 No Attack 1.0 1.0 1.0
Detect-and-Inpaint 0.91 0.65 0.82

100 No Attack 1.0 1.0 1.0
Detect-and-Inpaint 0.98 0.94 0.96

Table 8: Generation quality com-
parison before and after detect-and-
inpaint attack on the LLaVA-Pretrain
Dataset [51] using SDXL [45]+IP-
adapter [46]. ↑ indicates higher values
are better.

Attack Method CLIP↑ SigLIP↑ DINO↑
No Attack 0.772 0.743 0.605
Detect-and-Inpaint 0.769 0.733 0.597

examples are provided in the supplementary materials). (2) We evaluate two dataset protection
strategies: our ImageSentinel approach and sentinel replacement which replaces original images with
sentinel images. Results in Table 5 show that our approach better preserves the original generation
capabilities of RAIG systems. (3) We investigate the impact of key length by comparing random
character sequences of 4, 6, and 8 characters. As shown in Table 6, a key length of 6 achieves
the best detection performance across different metrics, while both shorter and longer keys lead to
decreased effectiveness. This may be because shorter keys lack sufficient uniqueness while longer
keys introduce redundant patterns that complicate the detection process. More ablation study results
can be found in the supplementary materials.

Adaptive Attacks We investigate a detect-and-inpaint adaptive attack where adversaries attempt
to remove sentinel images before indexing the database. This attack detects text regions using
EasyOCR [55] and inpaints them using Stable Diffusion 2.0 Inpainting [56], aiming to neutralize our
protection while maintaining RAIG system utility.

Table 7 shows the detection performance under this attack on the LLaVA-Pretrain Dataset [51] using
SDXL [45]. The attack significantly degrades detection performance, particularly with a small number
of queries where AUC and TPR metrics drop substantially. As the number of queries increases,
detection performance improves, demonstrating that our method can still achieve reliable detection
with sufficient queries. Table 8 shows that this attack maintains generation quality with minimal
degradation across all metrics, indicating adversaries can neutralize our protection while preserving
system utility. However, indiscriminately removing all detected text may eliminate important semantic
information such as brand names or product labels crucial for retrieval and generation.

6 Conclusion

In this paper, we present ImageSentinel, a novel framework for protecting visual datasets from
unauthorized use in Retrieval-Augmented Image Generation (RAIG) systems. Our approach addresses
the unique challenges posed by RAIG systems through strategically synthesized sentinel images
and corresponding retrieval keys, which are unique random character sequences. By leveraging
vision-language models for sentinel image generation, we achieve reliable detection capability while
maintaining dataset utility. Extensive experiments demonstrate that our ImageSentinel significantly
outperforms baseline protection methods in terms of detection accuracy while introducing minimal
impact on generation quality.

Limitations and future work. Our method has several limitations that point to promising directions
for future research. First, it relies on the text-to-image model’s capability to embed characters in
images. While GPT-4o [47] demonstrates strong performance, future advancements in text-to-image
models could further improve our approach. Second, as shown in our adaptive attack evaluation,
adversaries can reduce detection effectiveness by removing text regions through inpainting, suggesting
the need for more robust protection strategies. Finally, although DINO [48] proves to be a suitable
similarity measure, exploring more precise metrics could further enhance detection performance.
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A Additional results

In this section, we provide further experimental results to evaluate the effectiveness of our ImageSen-
tinel framework. We include additional qualitative comparisons across different Retrieval-Augmented
Image Generation (RAIG) systems, an analysis of sentinel image generation using various text-to-
image models, and a study on the impact of different key configurations. Finally, we validate the
effectiveness of our framework by testing it across different reference database sizes and datasets.

A.1 Additional qualitative results

We present an extended qualitative comparison of image generation results across different RAIG
systems in Figure 6. We evaluate SDXL [45] with IP-adapter [46], OmniGen [44], and GPT-4o [47],
comparing their generations with and without access to our protected dataset. The test cases span
diverse visual domains including natural landscapes, food photography, logo designs, interior spaces,
urban scenes, product photography, and group photos, allowing for a comprehensive evaluation of
our protection mechanism across different visual contexts.

The comparison reveals distinct generation patterns based on dataset access. Systems with access
to the private dataset tend to generate images that share similar visual styles with our sentinel
images, especially in terms of overall composition and color schemes. This similarity is particularly
noticeable in complex scenarios like architectural interiors and urban nightscapes. In contrast,
systems without dataset access produce substantially different results; while they might capture basic
themes, their generations show significant divergence in visual appearance and composition. This
clear distinction between protected and unprotected generations across all tested domains and RAIG
architectures provides additional evidence supporting the effectiveness of our protection mechanism,
complementing the quantitative results presented in the main paper.

A.2 ImageSentinel with different text-to-image models

We compare the sentinel image generation capabilities of three text-to-image models: SDXL [45],
OmniGen [44], and GPT-4o [47], as shown in Figure 7. Using the same random character sequences
as keys, we evaluate each model’s ability to embed these characters while maintaining visual quality.

Among the three models, GPT-4o [47] achieves the best performance, naturally embedding the
character sequences into diverse scenes without compromising image fidelity. The characters appear
as a coherent part of the generated images, seamlessly integrated into the context. In contrast,
SDXL [45] and OmniGen [44] generate visually appealing images but fail to reliably incorporate the
character sequences. These findings highlight GPT-4o’s capability as the preferred choice for sentinel
image generation in our framework.

A.3 Retrieval triggering in ImageSentinel

Our approach relies on triggering the retrieval mechanism in black-box RAIG systems through
carefully designed prompts. The goal is to make RAIG systems retrieve our sentinel images from
their reference database, allowing us to detect private dataset misuse by measuring the similarity
between the generated outputs and our sentinel images. However, some RAIG systems [1] first
evaluate whether they can generate satisfactory images directly without retrieval - if the generated
images match the input prompts, they may skip the retrieval process entirely.

In text-based protection methods, semantic-based prompts are commonly used to retrieve target
documents [11, 12]. Following this convention, we compare two prompt strategies: semantic-based
prompts that describe image content, and our proposed key-based prompts that contain random
character sequences. To evaluate their effectiveness in triggering retrieval, we follow ImageRAG [1]
by first generating images using SDXL [45] and OmniGen [44] without reference database access. We
then use GPT-4o [47] to assess whether the generated images match their corresponding prompts [1]:

Image matching evaluation prompt

Does this image match the prompt "[prompt pk]"? consider both content and style aspects.
only answer yes or no.
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Figure 6: Additional qualitative comparison of generated images across different RAIG systems
on the LLaVA-Pretrain Dataset [51]. The leftmost column shows our sentinel images, while the
remaining columns show the generation results from SDXL [45]+IP-adapter [46], OmniGen [44],
and GPT-4o [47], both with and without access to the private dataset. Visual comparison shows
higher similarity between sentinel images and generations from systems with private dataset access
(w/ Priv. dataset), while systems without access (w/o Priv. dataset) produce more divergent results,
demonstrating the effectiveness of our protection mechanism.

As shown in Figure 8, semantic-based prompts often allow RAIG systems to generate satisfactory
images without accessing the reference database, as indicated by the "yes" responses during evaluation.
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Figure 7: Comparison of sentinel images generated by different text-to-image models on the LLaVA-
Pretrain Dataset [51]. Each row shows the generation results from SDXL [45], OmniGen [44], and
GPT-4o [47] respectively, using the same random character sequences as keys.

In contrast, our key-based prompts (full prompts detailed in Section B.4) consistently fail to generate
matching images without database access, receiving "no" responses. These results confirm that our
key-based approach can effectively enforce retrieval, enabling reliable detection of unauthorized
dataset use.

A.4 ImageSentinel with varying key lengths

We examine the impact of different key lengths (4, 6, and 8 characters) on the quality and effectiveness
of sentinel image generation. As shown in Figure 9, all key lengths successfully embed the characters
into the images. However, the visual examples reveal that shorter keys (4 characters) lack sufficient
uniqueness, while longer keys (8 characters) introduce redundant patterns that reduce integration
quality. A key length of 6 characters can achieve optimal detection performance by balancing
uniqueness and integration quality.
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Figure 8: Comparison of semantic-based prompts and key-based prompts in triggering retrieval on
the LLaVA-Pretrain Dataset [51]. Images are generated by SDXL [45] and OmniGen [44] without
access to any reference database. The GPT-4o [47] evaluator indicates that both models can generate
images matching semantic-based prompts without retrieval (marked as “yes”), while they fail to
generate images matching key-based prompts containing random character sequences (marked as
“no”). This demonstrates that our key-based approach effectively enforces the retrieval process.

Table 9: Performance comparison of different retrievers in RAIG systems on the LLaVA-Pretrain
Dataset [51]. Results are averaged over 300 samples for retrieval accuracy and 100 trials with 5
queries for detection performance. ↑ indicates higher values are better.

Retriever Retrieval accuracy↑ Detection performance↑
Hit@1 Hit@3 Hit@5 AUC T@1%F T@10%F

CLIP [49] 69.7% 73.8% 74.6% 0.997 0.980 0.992
SigLIP [50] 76.2% 80.3% 83.6% 0.999 0.988 0.998

A.5 ImageSentinel on RAIG using different retrievers

To evaluate the robustness of ImageSentinel across different retrieval mechanisms, we experiment
with two vision-language models as retrievers: CLIP “ViT-B/32” [49] and SigLIP “ViT-B/16” [50].
We use SDXL [45] equipped with IP-adapter [46] as the generation module in RAIG. We compare
the performance in both retrieval accuracy and unauthorized use detection.

Table 9 shows that ImageSentinel maintains strong performance across different retrievers. While
SigLIP achieves slightly better retrieval accuracy due to its improved vision-language alignment,
both retrievers enable effective unauthorized use detection with high AUC scores. These results
demonstrate that our protection mechanism is robust to different retrieval methods in RAIG systems.
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Figure 9: Visual comparison of sentinel images generated with different key lengths on the LLaVA-
Pretrain Dataset [51]. Each row shows examples using random character sequences of length 4, 6,
and 8 respectively. The corresponding key for each image is shown below.

Table 10: Retrieval accuracy under different reference database sizes on the LLaVA-Pretrain
Dataset [51]. SigLIP is used as the retriever. Results are averaged over 300 samples. ↑ indi-
cates higher values are better.

Database size Hit@1↑ Hit@3↑ Hit@5↑
10,000 76.3% 80.3% 83.6%
20,000 75.4% 79.3% 80.3%
50,000 70.7% 78.7% 79.3%
80,000 67.3% 78.0% 79.3%
100,000 65.6% 74.6% 78.7%

A.6 ImageSentinel on RAIG with varying database sizes

To investigate how the size of the reference database affects both retrieval accuracy and detection
performance, we conduct experiments with varying database sizes from 10,000 to 100,000 images.
In our RAIG implementation, we use SigLIP [50] as the retriever and SDXL [45] equipped with
IP-adapter [46] as the generation module. The performance is evaluated under different scenarios.

Tables 10 and 11 demonstrate that ImageSentinel maintains robust performance across different
database sizes. For retrieval accuracy, while larger databases introduce more challenging retrieval
scenarios, our method maintains reasonable Hit@1 accuracy above 65% even with 100,000 images.
For detection performance, our method achieves consistently high AUC scores with sufficient queries.

Table 11: Detection performance (AUC) under different reference database sizes and query numbers
on the LLaVA-Pretrain Dataset [51]. SigLIP [50] is used as the retriever. Results are averaged over
100 trials.

Database size Number of queries

3 5 10 15 20 30

10,000 0.989 0.999 1.000 1.000 1.000 1.000
20,000 0.982 0.998 1.000 1.000 1.000 1.000
50,000 0.981 0.996 1.000 1.000 1.000 1.000
80,000 0.976 0.993 0.999 1.000 1.000 1.000
100,000 0.975 0.989 0.999 1.000 1.000 1.000
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Figure 10: Additional qualitative results of ImageSentinel on Product-10K [52] dataset. From left to
right: reference images from the original dataset, our generated sentinel images, images generated
through RAIG with access to sentinel images (w/ Priv. dataset), and images generated without access
(w/o Priv. dataset).

Notably, with 10 or more queries, we achieve near-perfect detection (AUC > 0.99) even with a
database size of 100,000 images.

A.7 ImageSentinel on RAIG with Product-10K dataset

To evaluate the capability of ImageSentinel in real-world commercial scenarios, we conduct experi-
ments on Product-10K [52]. We use the test split containing 30, 000 product images as our RAIG
reference database. This dataset is suitable for evaluation due to its diverse product categories and
practical relevance to unauthorized AI generation. We use SDXL [45] equipped with IP-adapter [46]
as the generation module and SigLIP [50] as the retriever.
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The visual examples demonstrate the effectiveness of our approach across diverse product categories,
as shown in Figure 10. For each brand category, our method generates sentinel images that naturally
incorporate the key characters while preserving the essential product characteristics such as style,
color scheme, and packaging design. When used as references in RAIG systems, the images generated
with access to the sentinel images (w/ Priv. dataset) exhibit clear incorporation of our embedded
sentinel images, while those without access (w/o Priv. dataset) show notably different visual elements,
validating our protection strategy.

B Additional implementation details

In this section, we provide detailed implementation information about our experimental setup,
including RAIG system configurations and prompt templates used for sentinel image synthesis and
detection.

B.1 Internal prompts in RAIG systems for image generation

During image generation, RAIG systems internally transform the input prompt qk into system-specific
formats to guide the generation process, following the approach introduced in imageRAG [1]. After
retrieving reference images, denoted as Iref, the following internal prompts are used.

For SDXL [45] with IP-adapter [46] and GPT-4o [47]:

Internal prompt template for SDXL+IP-adapter and GPT-4o

According to this image of [caption], generate [prompt qk]

For OmniGen [44]:

Internal prompt template for OmniGen

According to the image of [caption]: <img><|image_1|></img>, generate [prompt qk]

Here, caption represents the retrieval key used to obtain Iref. The complete prompt templates are
provided in Section B.4.

B.2 Prompts for attribute extraction

To maintain semantic consistency with the private dataset Dp, we first randomly select reference
images Ir. For semantic analysis of each Ir, we employ GPT-4o [47] as our proxy vision-language
modelM. This model extracts a rich set of semantic attributes A = {a1, a2, ..., an} and generates a
detailed description dr capturing key visual aspects. To ensure consistent and structured attribute
extraction, we prompt the model with:
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Attribute extraction prompt

Analyze this image and extract only the key visual features that define its core appearance.

Provide your response as TEXT in valid JSON format! DO NOT generate images!

Output Format Requirements:
{

"subject": {
"type": <string>, // core subject category
"brief description": <string> // main visual characteristics

},
"context": {

"setting": <string>, // basic environment
"lighting": <string>, // overall lighting condition
"color_scheme": [<string>] // dominant colors

},
"style": {

"visual_type": <string>, // e.g., "photograph", "painting", "digital art", "sketch",
"design drawing"

"era_characteristics": <string>, // e.g., "modern", "vintage 80s", "contemporary",
"historical"

"photo_style": <string>, // e.g., "professional shot", "casual snapshot", "selfie",
"documentary"

"image_quality": <string>, // e.g., "high resolution", "grainy", "film-like", "digital
sharp"

"artistic_approach": <string>, // e.g., "realistic", "stylized", "abstract", "minimalist"
"overall_mood": <string> // e.g., "candid", "formal", "artistic", "commercial"

},
"technical": {

"resolution": {"width": <int>, "height": <int>},
"image_type": <string>

}
}

Note: Focus only on major visual characteristics and overall style. Capture the
essence of the image while allowing creative freedom in recreation. Do not include any
specific text, numbers, names or identifiable characters in the description.

The model’s structured output provides a comprehensive semantic representation that serves multiple
purposes in our framework. First, it ensures consistent attribute extraction across different images,
enabling systematic comparison and analysis. Second, the structured JSON format facilitates easy
parsing and integration into subsequent processing steps. Third, these extracted attributes guide our
image generation process by providing clear specifications for visual elements, style, and composition,
helping maintain visual consistency with the private dataset while allowing for creative variations in
the sentinel images.

B.3 Prompts for key-guided image synthesis

After obtaining the structured output containing both detailed attributes and comprehensive descrip-
tions, we move forward with sentinel image generation. This step requires careful balance between
maintaining visual consistency with the reference images and effectively incorporating our protection
keys. To achieve this balance, we develop a specialized prompt that leverages the extracted attributes
while providing specific guidance for key integration. The prompt is designed to ensure that the
generated sentinel images not only preserve the essential visual characteristics of the reference images
but also incorporate the protection keys in a natural and visually coherent manner. We guide the
sentinel image generation with the following carefully designed prompt:
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Sentinel image synthesis prompt

Create an image with:
Content based on this description:
[original description A and dr]
CRITICAL REQUIREMENTS: The characters "[key k]" MUST be prominently visible

while naturally integrated into the scene. These characters should be:
- As large as possible while maintaining natural integration with the scene
- Must positioned where they will be clearly visible and unobstructed
- Must be the ONLY text or numbers visible in the image
- Shown at a near-frontal angle (maximum 30-degree deviation)
- Must not be blocked or obscured by other elements
- Integrated naturally into the scene (e.g. as signage, displays, markings, or other

contextually appropriate elements)
- Should look like they belong in the scene, not artificially overlaid
The integration should maintain visual coherence with the scene while ensuring "[key

k]" remains clearly visible.
Generate the image at [width]x[height] resolution with an aspect ratio of [aspect ratio]

(width:height).
Remember: The absolute clarity and visibility of "[key k]" is essential - it should be

easily noticeable in the image while still appearing as part of the scene. NO other text or
numbers should be visible anywhere in the image.

Here original description A and dr are obtained from the structured output from Section B.2, while
image specifications like width, height and aspect ratio are computed from the technical attributes
extracted earlier. This carefully designed prompt ensures that the generated sentinel images maintain
the visual style specified by the extracted attributes while incorporating the key k in a natural and
clearly visible manner.

B.4 Prompts for unauthorized use detection

After incorporating the sentinel dataset Ds into the original private dataset Dp to create the protected
dataset D̂p, we can detect unauthorized use by querying black-box suspected RAIG systems. The
detection leverages simple yet effective prompts that focus on generating the pre-defined keys.
Specifically, for each key k ∈ K, we construct the following prompt:

Black-box unauthorized use detection prompt

A "[key k]". STRICT WARNING: Your response must be EXACTLY only caption "[key k]"
- no additional words, no descriptions, no context, and no modifications. Output the exact
"[key k]" only.

The generated output Ikout from these prompts can then be compared with our sentinel images Iks
using similarity metrics to determine if unauthorized use has occurred.

C Broader impacts

Our work on ImageSentinel represents a significant step toward safeguarding and managing visual
datasets in the era of RAIG systems, with profound societal and economic implications. By providing
a effective mechanism for dataset protection, our framework fosters trust between content creators
and AI developers, which is essential for the healthy growth of the AI ecosystem.

ImageSentinel empowers creators and organizations to protect their intellectual property rights
effectively, promoting transparency and accountability in AI development. This protection mechanism
ensures that visual datasets retain their commercial value while supporting fair compensation for
their creators. By enabling dataset owners to track and verify the use of their content, ImageSentinel
establishes clear standards for responsible AI practices, contributing to a sustainable creative economy
where individuals and organizations can confidently share their work without fear of misuse.
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As RAIG technologies continue to evolve, dataset protection must adapt in parallel. We envision
ImageSentinel as a foundation for future advancements in visual dataset security, encouraging
proactive approaches to emerging challenges. By integrating protection mechanisms directly into AI
systems, we can ensure that the benefits of AI are equitably distributed across creative and technical
communities. We hope our work inspires further research into innovative dataset protection methods,
fostering a balance between accessibility and security in the rapidly advancing AI landscape.
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NeurIPS Paper Checklist

The checklist is designed to encourage best practices for responsible machine learning research,
addressing issues of reproducibility, transparency, research ethics, and societal impact. Do not remove
the checklist: The papers not including the checklist will be desk rejected. The checklist should
follow the references and follow the (optional) supplemental material. The checklist does NOT count
towards the page limit.

Please read the checklist guidelines carefully for information on how to answer these questions. For
each question in the checklist:

• You should answer [Yes] , [No] , or [NA] .

• [NA] means either that the question is Not Applicable for that particular paper or the
relevant information is Not Available.

• Please provide a short (1-2 sentence) justification right after your answer (even for NA).

The checklist answers are an integral part of your paper submission. They are visible to the
reviewers, area chairs, senior area chairs, and ethics reviewers. You will be asked to also include it
(after eventual revisions) with the final version of your paper, and its final version will be published
with the paper.

The reviewers of your paper will be asked to use the checklist as one of the factors in their evaluation.
While "[Yes] " is generally preferable to "[No] ", it is perfectly acceptable to answer "[No] " provided a
proper justification is given (e.g., "error bars are not reported because it would be too computationally
expensive" or "we were unable to find the license for the dataset we used"). In general, answering
"[No] " or "[NA] " is not grounds for rejection. While the questions are phrased in a binary way, we
acknowledge that the true answer is often more nuanced, so please just use your best judgment and
write a justification to elaborate. All supporting evidence can appear either in the main paper or the
supplemental material, provided in appendix. If you answer [Yes] to a question, in the justification
please point to the section(s) where related material for the question can be found.

IMPORTANT, please:

• Delete this instruction block, but keep the section heading “NeurIPS Paper Checklist",

• Keep the checklist subsection headings, questions/answers and guidelines below.
• Do not modify the questions and only use the provided macros for your answers.

1. Claims
Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?

Answer: [Yes]

Justification: The main claims accurately reflect our contributions and are fully supported
by the results.

Guidelines:

• The answer NA means that the abstract and introduction do not include the claims
made in the paper.

• The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

• The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

• It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?

Answer: [Yes]
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Justification: Please refer to Section 6 for detailed discussion of limitations.
Guidelines:

• The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

• The authors are encouraged to create a separate "Limitations" section in their paper.
• The paper should point out any strong assumptions and how robust the results are to

violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

• The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

• The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

• The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

• If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

• While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs
Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?
Answer: [NA]
Justification: This paper is primarily empirical and does not contain theoretical results
requiring formal proofs.
Guidelines:

• The answer NA means that the paper does not include theoretical results.
• All the theorems, formulas, and proofs in the paper should be numbered and cross-

referenced.
• All assumptions should be clearly stated or referenced in the statement of any theorems.
• The proofs can either appear in the main paper or the supplemental material, but if

they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

• Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

• Theorems and Lemmas that the proof relies upon should be properly referenced.
4. Experimental result reproducibility

Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?
Answer: [Yes]
Justification: Detailed implementation specifics and experimental settings are provided in
Sections 4.5 and 5.1, including key parameters, model configurations, and evaluation metrics.
The complete prompts used in the paper are provided in the supplementary materials.
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Guidelines:
• The answer NA means that the paper does not include experiments.
• If the paper includes experiments, a No answer to this question will not be perceived

well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

• If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

• Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

• While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe

the architecture clearly and fully.
(c) If the contribution is a new model (e.g., a large language model), then there should

either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).

(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?
Answer: [Yes]
Justification: The complete code and instructions for reproducing all experimental results
are provided.
Guidelines:

• The answer NA means that paper does not include experiments requiring code.
• Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

• While we encourage the release of code and data, we understand that this might not be
possible, so "No" is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

• The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

• The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

• The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.
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• At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

• Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.

6. Experimental setting/details
Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Experimental details, including model configurations, evaluation metrics,
datasets, and implementation details, are provided in Sections 4.5 and 5.1. Additional details
are included in the supplementary materials.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The experimental setting should be presented in the core of the paper to a level of detail

that is necessary to appreciate the results and make sense of them.
• The full details can be provided either with the code, in appendix, or as supplemental

material.

7. Experiment statistical significance
Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [Yes]

Justification: The 95% confidence intervals are reported in Table 3 and Table 4.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The authors should answer "Yes" if the results are accompanied by error bars, confi-

dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

• The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

• The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

• The assumptions made should be given (e.g., Normally distributed errors).
• It should be clear whether the error bar is the standard deviation or the standard error

of the mean.
• It is OK to report 1-sigma error bars, but one should state it. The authors should

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

• For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

• If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments compute resources
Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: Experiments compute resources are provided in Section 4.5.

Guidelines:
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• The answer NA means that the paper does not include experiments.
• The paper should indicate the type of compute workers CPU or GPU, internal cluster,

or cloud provider, including relevant memory and storage.
• The paper should provide the amount of compute required for each of the individual

experimental runs as well as estimate the total compute.
• The paper should disclose whether the full research project required more compute

than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code of ethics
Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: Our research aims to protect dataset owners’ rights and prevent unauthorized
use of their data, which aligns with the NeurIPS Code of Ethics regarding data privacy,
copyright protection, and responsible AI development.

Guidelines:

• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.
• If the authors answer No, they should explain the special circumstances that require a

deviation from the Code of Ethics.
• The authors should make sure to preserve anonymity (e.g., if there is a special consid-

eration due to laws or regulations in their jurisdiction).

10. Broader impacts
Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?

Answer: [Yes]

Justification:We discuss the societal impacts of our work in Sections 1 and 6. Additional
comprehensive discussion of broader impacts can be found in the supplementary materials.

Guidelines:

• The answer NA means that there is no societal impact of the work performed.
• If the authors answer NA or No, they should explain why their work has no societal

impact or why the paper does not address societal impact.
• Examples of negative societal impacts include potential malicious or unintended uses

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

• The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

• The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

• If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards
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Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?

Answer: [NA]

Justification: Our research focuses on developing protection mechanisms against unautho-
rized data usage, and does not release any potentially harmful models or datasets.

Guidelines:

• The answer NA means that the paper poses no such risks.
• Released models that have a high risk for misuse or dual-use should be released with

necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

• Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

• We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.

12. Licenses for existing assets
Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: All models and datasets used in our experiments are properly cited in the paper,
and we fully comply with their respective licenses and terms of use.

Guidelines:

• The answer NA means that the paper does not use existing assets.
• The authors should cite the original paper that produced the code package or dataset.
• The authors should state which version of the asset is used and, if possible, include a

URL.
• The name of the license (e.g., CC-BY 4.0) should be included for each asset.
• For scraped data from a particular source (e.g., website), the copyright and terms of

service of that source should be provided.
• If assets are released, the license, copyright information, and terms of use in the

package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

• For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

• If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New assets
Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [No]

Justification: Our paper does not release any new datasets, code, or models. We only use
existing public datasets and models for our experiments.

Guidelines:

• The answer NA means that the paper does not release new assets.
• Researchers should communicate the details of the dataset/code/model as part of their

submissions via structured templates. This includes details about training, license,
limitations, etc.
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• The paper should discuss whether and how consent was obtained from people whose
asset is used.

• At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and research with human subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?
Answer: [NA]
Justification: Our research does not involve any crowdsourcing experiments or human
subjects.
Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional review board (IRB) approvals or equivalent for research with human
subjects
Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?
Answer: [NA]
Justification: Our research does not involve any human subjects or crowdsourcing experi-
ments, therefore no IRB approval or equivalent review was required.
Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

• We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

• For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

16. Declaration of LLM usage
Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.
Answer: [NA]
Justification: Our research methodology does not involve any Large Language Models as
important, original, or non-standard components.
Guidelines:

• The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

• Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.

31

https://neurips.cc/Conferences/2025/LLM

	Introduction
	Related work
	Retrieval-augmented image generation
	Method
	Threat model
	Problem formulation
	Sentinel image synthesis
	Semantically consistent attribute extraction
	Key-guided image synthesis

	Unauthorized use detection
	Implementation details

	Experiments
	Experimental settings
	Main results

	Conclusion
	Additional results
	Additional qualitative results
	ImageSentinel with different text-to-image models
	Retrieval triggering in ImageSentinel
	ImageSentinel with varying key lengths
	ImageSentinel on RAIG using different retrievers
	ImageSentinel on RAIG with varying database sizes
	ImageSentinel on RAIG with Product-10K dataset

	Additional implementation details
	Internal prompts in RAIG systems for image generation
	Prompts for attribute extraction
	Prompts for key-guided image synthesis
	Prompts for unauthorized use detection

	Broader impacts

