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ABSTRACT
Reinforcement learning is a promising approach to autonomous and adaptive security management in networked
systems. However, current reinforcement learning solutions for security management are mostly limited to
simulation environments and it is unclear how they generalize to operational systems. In this paper, we address
this limitation by presenting CSLE: a reinforcement learning platform for autonomous security management
that enables experimentation under realistic conditions. Conceptually, CSLE encompasses two systems. First, it
includes an emulation system that replicates key components of the target system in a virtualized environment. We
use this system to gather measurements and logs, based on which we identify a system model, such as a Markov
decision process. Second, it includes a simulation system where security strategies are efficiently learned through
simulations of the system model. The learned strategies are then evaluated and refined in the emulation system to
close the gap between theoretical and operational performance. We demonstrate CSLE through four use cases:
flow control, replication control, segmentation control, and recovery control. Through these use cases, we show
that CSLE enables near-optimal security management in an environment that approximates an operational system.

1 INTRODUCTION

Managing the security of networked systems alongside their
service requirements and physical infrastructures is a major
technical challenge that has grown exponentially with the
rise of cloud computing, distributed networks, and IoT ser-
vices. Examples of security management tasks include inci-
dent response, risk analysis, strategy design, and threat hunt-
ing. Today, many of these tasks remain manual processes
carried out by security experts. Although this approach can
be effective, it is labor-intensive and requires significant
skills. For example, a recent study reports a global shortage
of more than 4 million security experts (ISC2, 2024).

A promising approach to address this challenge is to use
reinforcement learning to automatically derive effective se-
curity strategies. For example, Li et al. (2024) use rein-
forcement learning to compute effective incident response
strategies. Similarly, Kiely et al. (2025) use multi-agent
reinforcement learning to derive effective defense strategies
against advanced persistent threats. A comprehensive re-
view of these developments is provided by Nguyen & Reddi
(2023). While these works report encouraging results, key
challenges remain. Chief among them is narrowing the
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Figure 1. Architectural overview of CSLE: a reinforcement learn-
ing platform for autonomous security management.

gap between the environment where strategies are evalu-
ated and a scenario playing out in an operational system.
Most of the results obtained so far are limited to simulation
environments, leaving their practical utility unproven.

In this paper, we address this limitation by presenting a
platform that enables experimentation with reinforcement
learning in realistic conditions. Conceptually, the platform
consists of two systems, as illustrated in Fig. 1. First, we
use an emulation system for creating a virtual replica (i.e.,
a digital twin) of the target system. This twin closely ap-
proximates the functionality and timing behavior of the
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target system, which allows us to run attack scenarios in
a controlled environment. Such runs produce system mea-
surements and logs, based on which we identify a system
model, e.g., a Markov decision process. Second, we use
a simulation system where near-optimal security strategies
are incrementally learned through reinforcement learning.
Learned strategies are extracted from the simulation system
and evaluated in the digital twin. This process can be per-
formed iteratively to provide progressively better security
strategies that are adapted to changes in the target system,
such as configuration changes and software updates.

We refer to the platform as CSLE, which stands for the
“Cyber Security Learning Environment.” CSLE includes an
initial set of 15 digital twin configurations, more than 50
simulated security scenarios, 34 implemented reinforcement
learning algorithms, and 4 implemented system identifica-
tion algorithms, all of which can be extended. To evaluate
CSLE experimentally, we use it to learn effective security
strategies for four security management tasks: flow con-
trol, replication control, segmentation control, and recovery
control. Through these use cases, we show that CSLE en-
ables autonomous security management in an environment
that closely approximates an operational system. Moreover,
we demonstrate the broad applicability of CSLE and its
integration with various reinforcement learning techniques.

In summary, the main contributions of this paper are:

• We present CSLE, a reinforcement learning platform
for autonomous security management that enables ex-
perimentation under realistic operating conditions.

• We evaluate CSLE on four different use cases: flow
control, replication control, segmentation control, and
recovery control. Our experimental results show that
CSLE enables autonomous security management.

Open source The source code of CSLE is released under
the CC-BY-SA 4.0 license and available in the repository at
(Hammar, 2023). In addition to the source code, this repos-
itory also includes video demonstrations, Docker images,
documentation, and datasets of system traces.

2 AUTONOMOUS SECURITY MANAGEMENT
THROUGH REINFORCEMENT LEARNING

Before presenting our platform, we start by formulating
security management as a reinforcement learning problem.
To accomplish this formulation, we need a vocabulary in
which to talk about the systems and actors involved. To
this end, we refer to the operator of the target system as
the defender, and we refer to an entity aiming to attack the
system as the attacker. Both interact with the system by
taking actions (e.g., attacks and responses), which affect

the system’s state (e.g., the system’s security and service
status). When selecting these actions, the defender and the
attacker use measurements from the system (e.g., log files
and security alerts), which we refer to as observations. A
function that maps a sequence of observations to an action
is called a strategy, and a strategy that is most advantageous
according to some objective is optimal.
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Figure 2. Autonomous and adaptive security management of a
networked system as a reinforcement learning problem.

In the context of reinforcement learning, we can view se-
curity management as the problem of learning an effective
defender strategy through repeated interaction with the sys-
tem. In particular, by observing how the system responds
to different actions, the defender can gradually improve
its strategy to meet security objectives. However, many
system-level challenges are encountered when applying this
approach in practice. Chief among them are:

1. In an operational networked system, attacks and de-
fender actions unfold over long time scales and can
disrupt critical services. These factors make direct in-
teraction with the system impractical for reinforcement
learning, which typically requires executing thousands
of actions to learn an effective strategy.

2. To enable safe and efficient learning, the learning pro-
cess must, therefore, be executed in a simulation envi-
ronment. However, the system’s behavior is often too
complex to model, which means that the simulation dy-
namics must be estimated from system measurements.

3. After learning a security strategy through simulation,
it must be experimentally validated. In particular, the
validity of the simulation must be verified by evaluating
the learned strategy in an environment that closely
approximates the target system.

In the next section, we review existing platforms that attempt
to address these challenges and explain their limitations.
We then introduce our platform (CSLE), which is designed
to overcome these limitations and enable reinforcement
learning experimentation in realistic operating conditions.
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Platform Simulation Emulation Open source RL Library Management Validated Maintained Distributed

CSLE (our platform) ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓
CyberBattleSim ✓ ✗ ✓ ✓ ✗ ✗ ✓ ✗
CyBorg ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗
Yawning Titan ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗
NaSim ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗
ATMoS ✗ ✓ ✓ ✗ ✗ ✓ ✗ ✗
Gym-FlipIt ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗
Gym-IDSgame ✓ ✗ ✓ ✗ ✗ ✗ ✗ ✗
MAB-Malware ✗ ✓ ✓ ✗ ✗ ✓ ✓ ✗
Malware-RL ✗ ✓ ✓ ✗ ✗ ✓ ✓ ✗
PenGym ✓ ✓ ✓ ✗ ✗ ✗ ✓ ✗
CyGil ✗ ✓ ✗ ✗ ✗ ✗ ? ?
NaSimEmu ✓ ✓ ✓ ✗ ✗ ✗ ✓ ✗
Farland ✓ ✓ ✗ ✗ ✗ ✓ ? ?
CyberWheel ✓ ✓ ✓ ✗ ✗ ✓ ✓ ✗
CyberShield ✓ ✗ ✗ ✗ ✗ ✗ ✓ ✗
Cyborg++ ✓ ✗ ✓ ✗ ✗ ✗ ✓ ✗
CyGym ✓ ✗ ✓ ✗ ✗ ✗ ✓ ✗
C-CyberBattleSim ✓ ✗ ✓ ✗ ✗ ✗ ✓ ✗

Table 1. Comparison between reinforcement learning platforms for autonomous security management based on key features: support
for simulation-based optimization; support for emulation-based evaluation; open source code; whether the platform provides a library
with implemented reinforcement learning algorithms to facilitate strategy optimization and system identification; whether the platform
provides a management system for automating experiments and debugging strategies; whether the platform has been experimentally
validated on practical use cases; whether the platform is actively maintained; and whether the platform supports distributed deployment.

3 REINFORCEMENT LEARNING
PLATFORMS FOR AUTONOMOUS
SECURITY MANAGEMENT

Over the past 5 years, several reinforcement learning envi-
ronments for autonomous security management have been
developed. They include CyberBattleSim by Microsoft
(Blum, 2021), CyBorg by the Australian department of
defense (Standen et al., 2021), NaSim by the University
of Queensland (Schwartz et al., 2020), Yawning Titan by
the UK defense science and technology laboratory (Andrew
et al., 2022), CyGil by Canada’s department of defense (Li
et al., 2021), NaSimEmu by the Czech Technical Univer-
sity in Prague (Janisch et al., 2023), ATMoS by the Uni-
versity of Waterloo (Akbari et al., 2020), Gym-FlipIt by
Northeastern University (Oakley & Oprea, 2019), Gym-
IDSgame by KTH Royal Institute of Technology (Hammar
& Stadler, 2020), MAB-Malware by the University of Cali-
fornia (Riverside) (Song et al., 2022), Malware-RL by the
University of Virginia (Anderson et al., 2018), PenGym
by Japan’s advanced institute of science and technology
(Huynh Phuong Thanh et al., 2024), Farland by USA’s
national security agency (Molina-Markham et al., 2021),
CyberWheel by the Oak Ridge national laboratory (Oesch
et al., 2024), CyberShield by the University of Malaga (Car-
rasco et al., 2024), Cyborg++ by the Alan Turing Institute
(Emerson et al., 2024), CyGym by Washington University
(Lanier & Vorobeychik, 2025), and C-CyberBattleSim by
the University of Lorraine (Terranova et al., 2025).

Like CSLE, all of the referenced platforms include capa-
bilities for learning security strategies using reinforcement
learning. However, they differ from CSLE in several impor-
tant ways, as highlighted in Table 1. First, most existing
platforms are confined to simulations. By contrast, CSLE
is centered around an emulation system based on virtual-
ization. The benefit of our approach is that it narrows the
gap between the environment where security strategies are
evaluated and a scenario playing out in an operational sys-
tem. Second, many of the referenced platforms are not open
source and most of them are no longer maintained. By con-
trast, CSLE is open source and has an active development
community. Third, CSLE has been experimentally validated
on a range of practical use cases, whereas most other plat-
forms have only been evaluated on a single simulation use
case. Fourth, unlike the other platforms, CSLE supports dis-
tributed deployment, which improves scalability. Moreover,
CSLE incorporates a novel management system that pro-
vides infrastructure for automating reinforcement learning
experiments and debugging the learned strategies.

Lastly, we note that a few platforms for autonomous sys-
tem operations based on large language models (LLMs)
have recently emerged, most notably ITBench (Jha et al.,
2025) and AIOpsLab (Chen et al., 2025). These platforms
focus on using LLMs to automate general system opera-
tion tasks. By contrast, CSLE is explicitly designed for
automating security management tasks. Another difference
is that the referenced platforms are designed for evaluating
LLM-based agents, whereas CSLE is designed for develop-
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ing reinforcement learning agents. This difference in scope
leads to fundamental differences in platform architecture.
In particular, LLMs do not require the same system-level
support as reinforcement learning agents do. For example,
CSLE supports identifying simulation models, optimizing
strategies through reinforcement learning, and transferring
strategies from simulation to emulation. None of these func-
tions is provided by ITBench and AIOpsLab.

4 ARCHITECTURE OF CSLE
The architecture of CSLE is illustrated in Fig. 1 and is
centered around an emulation system for creating a digital
twin, i.e., a virtual replica of the target system.1 We use
this twin to run automated attack scenarios and defender
responses. Such runs produce system measurements and
logs, from which we estimate infrastructure statistics. These
statistics allow us to instantiate a mathematical model of
the target system through system identification. We then
leverage this model to learn effective security strategies
through simulation, whose performance is assessed using
the digital twin. This closed-loop process can be executed
iteratively to provide progressively better security strategies
that are adapted to changes in the target system; see Fig. 3.
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Figure 3. A digital twin in CSLE is a virtual replica of a target
system that runs the same software and configuration, but on virtu-
alized hardware. Moreover, the twin controls network delays and
emulates actors to replicate operational workloads. The twin is
used in CSLE for strategy evaluation and system identification.

4.1 Emulation System

As described above, the emulation system in CSLE is used
to create a digital twin of the target system. The concept

1By target system, we mean the system where the learned
security strategies are intended to be deployed.

of a digital twin emerged in the 1960s when NASA used
virtual environments to evaluate failure scenarios for lunar
landers (Allen B. Danette, 2021). Since then, digital twin
has emerged as a key technology in automation and has been
adopted in several industries, including the manufacturing
industry [see e.g., (Tao et al., 2019)], the automotive indus-
try [see e.g., (Biesinger & Weyrich, 2019)], the healthcare
industry [see e.g., (Liu et al., 2019)], and the technology
industry [see e.g., (Wu et al., 2021)].

In CSLE, a digital twin is a virtual replica of a networked
system that provides a controlled environment for virtual
operations (e.g., cyberattacks and responses), the outcomes
of which can be used to optimize operations in the target
system. Such a twin enables us to systematically test secu-
rity strategies under different conditions, including varying
attacks, workloads, and network latencies.

4.2 Simulation System

The simulation system in CSLE is used to run simulations
and execute reinforcement learning algorithms. Although
these algorithms could in principle be executed in the digital
twin, this approach is not practical due to the long execu-
tion times required for carrying out actions and collecting
observations in the digital twin. For instance, executing a
cyberattack or a defensive reconfiguration in a digital twin
can take several minutes. In contrast, the simulation system
abstracts these processes as actions in a Markov decision
process, which reduces the execution time to milliseconds.

With a simulation, we mean an execution of a discrete-time
dynamical system of the form

st+1 ∼ f(st, a
(D)
t , a

(A)
t ), (1)

where st is the system state at time t, a
(D)
t is the defender

action, a
(A)
t is the attacker action, f is the system dynam-

ics, and s ∼ f means that s is sampled from f . For ex-
ample, the dynamics f may represent a Markov decision
process (MDP) or a Markov game. Each simulation path
s1, s2, . . . , st is associated with security consequences and
costs. The goal of reinforcement learning is to identify the
defender actions that control the simulation in an optimal
manner according to a specified security objective.

4.3 Reinforcement Learning Methodology

The emulation and simulation systems in CSLE enable a re-
inforcement learning methodology with the following steps.

Step 1 Defining the target system.

• This is the system where the learned security
strategies are intended to be deployed. In CSLE,
the target system is defined through a configu-
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ration file that specifies the system components,
the network topology, the services, etc.

Step 2 Creating a digital twin of the target system.

• Given the target system specification, the cre-
ation of a digital twin in CSLE is automated
through the emulation system.

Step 3 Collecting data from the digital twin.

• After creating the digital twin, we use it to run
attack scenarios. Such runs produce system
traces (i.e., sequences of system metrics), which
we collect through CSLE’s monitoring system.

Step 4 Identifying a system model.

• Having collected system measurements from
the digital twin, we use the collected data to
identify a model (e.g., through statistical learn-
ing) that can be used for running simulations,
such as a Markov decision process (MDP).

Step 5 Learning an effective security strategy.

• Given the identified system model (e.g., an
MDP), we apply reinforcement learning tech-
niques to learn an effective security strategy.

Step 6 Evaluating the learned strategy in the digital twin.

• After the learning process has converged, we
evaluate the learned security strategy in the dig-
ital twin. Such evaluation involves measuring
system metrics from the digital twin in real time
(e.g., security alerts), using them as input to the
security strategy, and executing the action pre-
scribed by the strategy in the digital twin.

Step 7 Deploying the learned strategy in the target system.

• If the evaluation is satisfactory, we deploy the
learned strategy in the target system. Otherwise,
we collect more data to update the simulation
and then learn a new strategy. This procedure
of updating the simulation and re-learning the
strategy is repeated until a strategy with satis-
factory performance is obtained.

5 IMPLEMENTATION OF CSLE
We have implemented CSLE in Python [≈ 275, 000 lines
of code], JavaScript [≈ 40, 000 lines of code], and Bash
[≈ 5, 000 lines of code]. From an architectural point of view,
the implementation can be divided into three systems: the
emulation system, the simulation system, and the manage-
ment system; see Fig. 4. Broadly speaking, the emulation
system creates digital twins, the simulation system runs rein-
forcement learning algorithms, and the management system

orchestrates the platform. The rest of this section delves
into the technical details of these three systems.

Leader

Metastore

Python libraries

Management API (GRPC)

REST API (HTTP) Command-line interface
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Docker Swarm

Emulation system Management system Simulation system

Figure 4. The architecture of CSLE. It is a distributed platform
with N servers (N = 6 in this example), which are connected
through a database (the metastore) and a virtualization layer pro-
vided by Docker Swarm. CSLE has four interfaces: a Python API,
a GRPC API, a REST API, and a command-line interface.

5.1 Infrastructure

CSLE runs on a distributed system with N ≥ 1 servers
connected through an IP network. Each server runs a virtu-
alization layer provided by Docker Swarm (Merkel, 2014)
and can be accessed through Python libraries, a web in-
terface, a command-line interface, and a GRPC interface
(Google, 2022). Platform metadata is stored in a distributed
database referred to as the metastore, which is based on
Citus (Cubukcu et al., 2021). This database consists of N
replicas, one per server. One replica is a designated leader
and is responsible for coordination. The others are workers.
A new leader is elected by a quorum whenever the current
leader fails or becomes unresponsive. CSLE thus tolerates
up to ⌊ N−1

2 ⌋ failing servers. This design enables horizontal
scaling as the number of servers increases.

Deployment of CSLE in both on-premise and cloud infras-
tructures is automated using Ansible (Red Hat, 2024). This
automation enables on-demand deployment, allowing CSLE
to be launched dynamically for specific experiments or to
run continuously as part of an operational environment.

5.2 The Emulation System

The purpose of the emulation system in CSLE is to create a
digital twin that replicates relevant components of the tar-
get system. Creating such a twin involves three tasks: (i)
emulating the target system’s physical infrastructure, such
as processors, network interfaces, and network conditions;
(ii) emulating actors, i.e., attackers, defenders, and clients;
and (iii) instrumenting the twin with monitoring and man-
agement capabilities. Each of these tasks is detailed below.
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Emulating hosts and switches

We emulate hosts and switches with Docker containers
(Merkel, 2014), i.e., lightweight executable packages that
include runtime systems, code, libraries, and configurations.
This virtualization lets us quickly instantiate large digital
twins; see Fig. 5. Resource allocation to containers, e.g.,
CPU and memory, is enforced using Cgroups. Contain-
ers that emulate switches run OVS (Pfaff et al., 2015) and
connect to controllers through OpenFlow (McKeown et al.,
2008). Since the switches are programmed through flow
tables, they can act as layer-two switches or as routers.

0
20
40
60
80

Infrastructure
Configuration
Management

D
ep

lo
ym

en
t(

m
in

)

2 4 8 16 32 64 128 256 512 1024

5

10

Size of the digital twin (number of virtual containers)

C
le

an
up

(m
in

)

Figure 5. Time to deploy and cleanup a digital twin in CSLE. De-
ploying the twin involves creating containers, attaching them to
networks, configuring them, and starting management services.
Cleanup involves stopping and deleting containers and networks.
The time measurements were performed for a digital twin with a
single network running on a server with a 24-core Intel Xeon Gold
2.10 GHz CPU and 768 GB RAM. Numbers and error bars indi-
cate the mean and the standard deviation from 5 measurements.

The hosts and switches of the digital twin are specified
through a configuration file written in Python, which CSLE
parses before deploying the twin. We provide a code snippet
of the configuration file in Listing 1.

from csle_common.dao.emulation_config.
node_container_config import NodeContainerConfig

from csle_common.dao.emulation_config.
node_firewall_config import NodeFirewallConfig

node_cfg = NodeContainerConfig(name="my-image", os="
Ubuntu22", ips=[..], subnets=[..], interfaces=[..],

cpus=1, memory_gb=4)
node_fw_config = NodeFirewallConfig(host="..",

default_gw="",default_input="ACCEPT",default_output
="ACCEPT",default_forward="ACCEPT",fw_rules=[..])

Listing 1. Python code for configuring a container.

Emulating network links

We emulate network connectivity in digital twins through
virtual links implemented by Linux bridges and network
namespaces. If an emulated network spans multiple physical
servers, we tunnel the traffic over the physical network using

VXLAN (Mahalingam et al., 2014). In other words, the
physical network of the servers provides a substrate, on top
of which the emulated networks are overlaid.

Network conditions of virtual links are created using the
NetEm module in the Linux kernel (Hemminger, 2005).
This module allows setting bit rates, packet delays, packet
loss probabilities, and jitter. For example, the standard con-
figuration in CSLE emulates connections between servers
in an IT system with full-duplex, lossless connections of
1 Gbit/s capacity in both directions. Similarly, the default
configuration for external communications is full-duplex
connections of 100 Mbit/s capacity and 0.1% packet loss
with random bursts of 1% packet loss. These numbers are
based on measurements on enterprise and wide-area net-
works; see e.g., (Kushida & Shibata, 2002; Paxson, 1997).

The network conditions are configured in CSLE through
Python objects. We provide an example in Listing 2.

from csle_common.dao.emulation_config.
node_network_config import NodeNetworkConfig

NodeNetworkConfig(interface="eth0", packet_delay_ms=2,
jitter_ms=0.5, delay_distribution="pareto", corrupt
=0.02, duplicate=0.00001, correlation=25, reorder
=2, rate_limit_mbit=100)

Listing 2. Python code for configuring a network interface.

Emulating actors

All actors in CSLE are programmatically controlled through
a management API based on GRPC, which allows changing
configuration parameters, starting new actors, and stopping
running ones. This automation enables attackers, clients,
and defenders to operate in a fully autonomous environment.

We emulate clients through processes in the digital twin that
access services on emulated hosts. The client population
is defined by (i) an arrival process (e.g., a Poisson process)
that controls the rate at which new client processes are
started; (ii) a service time distribution (e.g., an exponential
distribution) that controls how long a client will consume
services before terminating; (iii) a service configuration
that specifies the services of the digital twin that clients
will consume; and (iv) a Markov process that controls the
sequence of service invocations that a client makes. All of
these parameters are configured in CSLE through a Python
file. We provide a code snippet of this file in Listing 3.

from csle_collector.client_manager.dao.client import
Client

from csle_collector.client_manager.dao.
constant_arrival_config import
ConstantArrivalConfig

clients=[Client(service_distribution=[0.5,0.2,0.3],
arrival_config=ConstantArrivalConfig(lamb=20), mu
=4, exponential_service_time=True)]

Listing 3. Python code for configuring the client population.
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Figure 6 shows the resource usage of two digital twins as a
function of the client arrival rate. We observe, as expected,
that the resource usage increases with the load imposed on
the twins. In particular, higher client arrival rates lead to
increased CPU utilization since the twins must process a
larger number of service requests. In contrast, the memory
usage remains stable when increasing the load.
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Figure 6. Resource usage of two digital twins in function of the
client (Poisson) arrival rate λ. Numbers and error bars indicate
the mean and the standard deviation from 5 evaluations. The
CPU and memory usages are averaged over a monitoring period
of 30 minutes. The blue curves relate to digital twins of an IT
infrastructure with 31 and 64 hosts, respectively. The network
topologies are shown in Figs. 9.a–b and the configurations are
available in the supplementary material (Tables 5 and 6). Each
client consumes a randomly selected service of the infrastructure
for a time that is sampled from an exponential distribution with
mean value µ = 60 seconds. We run the digital twins on a server
with a 24-core Intel Xeon Gold 2.10 GHz CPU and 768 GB RAM.

Similar to how clients are emulated, attackers in CSLE are
implemented as autonomous processes that execute actions
from a pre-defined list, including reconnaissance commands,
privilege escalation actions, and exploits. Table 2 lists some
of the attacker actions that are automated in CSLE. The
defender is emulated in a similar way, with actions imple-
mented as system commands that can reconfigure network
components, isolate hosts, or perform other mitigation steps.
We provide several examples of defender actions in Table 3.

5.3 The Management System

The role of the management system in CSLE is to sup-
port the operation of digital twins and facilitate end-to-end
reinforcement learning experiments. In particular, the man-
agement system provides APIs for real-time monitoring and
control of digital twins, as well as a web interface for man-
aging reinforcement learning experiments and deployments.

Each emulated device in a digital twin runs a management
agent, which exposes a GRPC API (Google, 2022). This
API is invoked to perform control actions, e.g., restarting
services and updating configurations. The communication

Type Actions MITRE ATT&CK technique

Reconnaissance TCP SYN scan, UDP scan T1046 service scanning.
TCP XMAS scan T1046 service scanning.
Vulscan T1595 active scanning.
ping-scan T1018 system discovery.

Brute-force Telnet, SSH T1110 brute force.
FTP, Cassandra T1110 brute force.
IRC, MongoDB, MySQL T1110 brute force.
SMTP, Postgres T1110 brute force.

Exploit CVE-2017-7494 T1210 service exploitation.
CVE-2015-3306 T1210 service exploitation.
CVE-2010-0426 T1068 privilege escalation.
CVE-2015-5602 T1068 privilege escalation.
CVE-2015-1427 T1210 service exploitation.
CVE-2014-6271 T1210 service exploitation.
CVE-2016-10033 T1210 service exploitation.
SQL injection T1210 service exploitation.

Table 2. Examples of attacker actions in CSLE; actions are iden-
tified by identifiers in the common vulnerabilities and exposures
(CVE) database (The MITRE Corporation, 2022); the actions are
also linked to the corresponding attack techniques in the MITRE
ATT&CK taxonomy (Strom et al., 2018).

channels to the agents are provided by a management net-
work. The reason for using a separate network to carry
management traffic is to avoid interference and simplify
control of the digital twin (Clemm & Cisco Systems, 2007).

We provide an example of using the management system to
execute control actions inside a digital twin in Listing 4. To
complement the Python APIs, the management system also
includes a web interface and a command-line interface, both
of which provide the same functions as the Python API. A
video demonstration of the management system is available
at (Hammar, 2023) and screenshots of the web interface are
provided in Appendix A in the supplementary material.

from csle_common.metastore.metastore_facade import
MetastoreFacade

from csle_common.util.emulation_util import
EmulationUtil

twin=MetastoreFacade.get_twin(name="")
EmulationUtil.execute_ssh(cmds=[cmd], ip="", twin=twin)

Listing 4. Python code for executing a control action.

To monitor processes and services running inside the dig-
ital twin, we use a monitoring system based on a publish-
subscribe architecture; see Fig. 7. Following this archi-
tecture, each emulated device in a digital twin runs a mon-
itoring agent, which reads local metrics of the host and
pushes those metrics to an event bus implemented with
Kafka (Kreps, 2011). The data in this bus is consumed by
data pipelines, which process the data and write it to storage
systems. In particular, the data is exported to an Elastic-
search database that can be queried and visualized through
Kibana dashboards for real-time monitoring.
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DEVICES

EVENT BUS

STORAGE SYSTEMS

Control actions

Data pipelines
π Control strategy

Events

Figure 7. Monitoring system of a digital twin in CSLE. Emulated
devices run monitoring agents that periodically push metrics to an
event bus, which is consumed by pipelines that process the data
and write to storage systems; the processed data is also used as
input to automated control strategies to decide on control actions.

Action MITRE D3FEND technique

Revoke user certificates D3-CBAN certificate revocation.
Blacklist IPs D3-NTF network traffic filtering.
Drop traffic D3-NTF network traffic filtering.
Block gateway D3-NI network isolation.
Migrate servers between zones D3-NI network isolation.
Redirect traffic D3-NTF network traffic filtering.
Isolate a server D3-NI network isolation.
Deploy new security functions D3-NTPM network policy mapping.
Shutdown a server D3-HS host shutdown.
Replicate a service D3-SVCDM service mapping.
Start decoy services D3-D3 decoy environment.

Table 3. Examples of defender actions in CSLE; the actions are
linked to the corresponding defense techniques in the MITRE
D3FEND taxonomy (Kaloroumakis & Smith, 2021).

Figure 8 shows performance statistics related to the moni-
toring system. In particular, Fig. 8.a shows that the CPU
overhead introduced by the monitoring agents is around 6%,
while the memory overhead is approximately 1%. Both
values can be considered relatively low. Furthermore, Fig.
8.b shows that the number of monitoring events produced by
the monitoring agents per monitoring interval increases with
the size of the digital twin and also depends on the specific
system configuration. Larger twins typically contain more
monitored components, which naturally results in a higher
number of generated events. In addition, the event rate is
influenced by the types and number of monitoring mecha-
nisms deployed. For example, configurations that include a
larger number of intrusion detection systems (as is the case
for the system in Fig. 9.b) generate more monitoring events.

5.4 The Simulation System

The simulation system in CSLE is implemented in Python
and consists of reinforcement learning environments and al-
gorithms for learning security strategies. All environments
follow the OpenAI Gym interface (Towers et al., 2024),
which allows integration with standard reinforcement learn-
ing frameworks. Each environment defines a Markov de-

0
2
4
6
8 6.2

1.2

CPU MEMORY
0

50

100

150

36

129

31 containers
64 containers

a) Average. Overhead (%)
b) # Monitoring events
per monitoring interval

Figure 8. Statistics of the monitoring system in CSLE. Plot a)
shows the average overhead of a monitoring agent and plot b)
shows the number of monitoring events per monitoring interval for
two digital twins deployed with CSLE. The network topologies of
the digital twins with 31 and 64 containers are shown in Fig. 9.a
and Fig. 9.b, respectively. Numbers and error bars indicate the
mean and the standard deviation from 5 evaluations.

cision process or a game and can be configured through
Python configuration files. CSLE includes an initial set of
34 reinforcement learning algorithms, over 50 simulation
environments, and 4 identification algorithms. We provide
an example of using the simulation system to run a rein-
forcement learning algorithm in Listing 5.

from csle_agents.agents.sarsa.sarsa_agent import
SARSAAgent

from csle_common.metastore.metastore_facade import
MetastoreFacade

from csle_common.dao.training.experiment_config import
ExperimentConfig

simulation = MetastoreFacade.get_simulation(..)
experiment = ExperimentConfig(..)
agent = SARSAAgent(simulation, experiment)
execution = agent.train()
MetastoreFacade.save_experiment_execution(execution)
for strategy in execution.result.strategies.values():

MetastoreFacade.save_strategy(strategy)

Listing 5. Python code for running the SARSA reinforcement
learning algorithm in the simulation system.

6 EXAMPLE USE CASES

We demonstrate CSLE by applying it to four different secu-
rity use cases. Each use case involves a target system and
a system operator, which we refer to as the defender; see
Fig. 9. (The detailed system configurations are available in
Appendix B.) The use cases are described below.

6.1 Flow Control

This use case involves an IT system that provides services
to clients through a public gateway; see Fig. 9.a. While
the gateway enables legitimate access for clients, it also
exposes an entry point for potential attackers attempting
to intrude on the system and compromise components. To
protect the system against such intrusions, the defender
continuously monitors network traffic and analyzes security
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a) Target system for the flow control use case. b) Target system for the segmentation use case. c) Target system for the replication and recovery use cases.
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Figure 9. Target systems for the use cases in the experimental evaluation. The system configurations are available in Appendix B.

alerts to identify suspicious or malicious activity. Based
on these observations, the defender can control network
flows to mitigate potential network intrusions. For example,
the defender can block suspicious flows or redirect them
to a honeypot. When making these decisions, the defender
aims to balance the dual objectives of preserving service
availability for clients and mitigating potential attacks.

6.2 Network Segmentation Control

This use case involves a cloud infrastructure that is seg-
mented into zones with virtual nodes that run network ser-
vices; see Fig. 9.b. Services are realized by workflows that
clients access through a cloud gateway, which is also open
to an attacker. The attacker aims to intrude on the infras-
tructure, compromise nodes, and disrupt workflows. To
counter these threats, the defender continuously monitors
the infrastructure by accessing and analyzing intrusion de-
tection alerts and other statistics. Based on this information,
the defender can respond to possible intrusions by changing
the network segmentation. For example, the defender can
migrate nodes between zones, change access controls, or
shut down nodes. When deciding between these actions, the
defender balances two conflicting objectives: maximizing
workflow utility towards clients and minimizing the opera-
tional cost of possible intrusions and defensive actions.

6.3 Recovery Control

This use case involves a replicated system that provides a
web service to a client population; see Fig. 9.c. Because
multiple replicas deliver the same service, the system can
continue operating even when some replicas are compro-
mised. To track the evolving security status of the system,

the defender analyzes security alerts that indicate potential
compromises of service replicas. Based on these obser-
vations, the defender decides when and which replicas to
recover in order to maintain service availability. When
making these recovery decisions, the goal is to ensure that
compromised service replicas are recovered faster than new
compromises occur while minimizing the recovery costs.

6.4 Replication Control

In this use case, we study the problem of learning adaptive
replication strategies for the system illustrated in Fig. 9.c.
The goal is to enable the system to autonomously adjust
the number of replicas in response to changing security
and performance conditions. In particular, the defender
observes indicators of replica failures or degradations (e.g.,
security alerts) and uses these signals to dynamically decide
when to launch new replicas or retire existing ones. By
adapting the replication factor, the system can maintain
service availability even under fluctuating attack intensities
or workload demands. The key challenge is to minimize the
number of replicas (to reduce operational costs) while still
satisfying service availability and reliability constraints.

7 SYSTEM MODELS

For each of the use cases described above, we consider two
different reinforcement learning problems. First, we con-
sider the problem of learning an optimal control strategy
against an attacker that follows a fixed strategy. We model
this problem as a Markov decision process (MDP) or a par-
tially observed MDP (POMDP), depending on whether the
system state is observable. Second, we consider the prob-
lem of learning a control strategy that is effective against
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Figure 10. Convergence curves for the different use cases. The red curves relate to the performance in the simulations and the blue curves
relate to the performance when evaluating the learned strategies in the digital twins. Curves show the mean values from evaluations with 5
random seeds; shaded areas indicate standard deviations. The x-axes indicate the training times in the simulations. The top row relates to
simulations of decision-theoretic models. The bottom row relates to simulations of game-theoretic models.

a dynamic attacker that adapts its strategy to circumvent
the defenses. We model this problem as a Markov game.
In total, we consider six reinforcement learning problems,
which are listed in Table 4. We address each problem using
the general reinforcement learning methodology described
in §4. Mathematical formulations are given in Appendix D.

Model Algorithm

Flow control POMDP SPSA (Spall, 1992)
Replication control MDP PPO (Schulman et al., 2017)
Recovery control POMDP Rollout (Bertsekas, 2021)
Flow control game Fictitious play with SPSA (Brown, 1951)
Segmentation game Fictitious play with PPO (Brown, 1951)
Replication control game PPO (Schulman et al., 2017)

Table 4. The reinforcement learning problems that we consider in
the experimental evaluation and the algorithms that we use to ad-
dress them. In the decision-theoretic problems (i.e., the MDP and
POMDPs), the goal is to learn an optimal security strategy against
a fixed attacker strategy, whereas in the game-theoretic problems,
the goal is to learn an equilibrium strategy against an attacker that
dynamically adapts its strategy to the defender’s strategy.

8 EXPERIMENTAL EVALUATION OF CSLE
In this section, we present our experimental results. Fol-
lowing the methodology described in §4, we identify the
parameters of each system model described in the preced-
ing section (e.g., the MDP, POMDP, or game parameters)
based on data collected from the digital twin. Then, given

the identified model, we learn the security strategy through
simulation, after which we evaluate the learned strategy in
the digital twin. The reinforcement learning algorithms that
we use are listed in Table 4. For details about the system
identification and the collected data, see Appendix D.

8.1 Experimental Setup

We run the reinforcement learning algorithms until conver-
gence and evaluate the learned strategies periodically during
training, both in the simulation and in the digital twin. The
hyperparameters that we use to instantiate the algorithms are
listed in Appendix C. The environment for training strate-
gies and running simulations is a Tesla P100 GPU. The
digital twins are deployed on a server with a 24-core Intel
Xeon Gold 2.10 GHz CPU and 768 GB RAM.

We consider two evaluation metrics: the reward and the
exploitability. The reward measures the overall performance
of the learned strategy in terms of its ability to achieve the
defender’s objective in each use case. For the definitions of
the reward functions, see Appendix D. The exploitability,
on the other hand, measures the distance of the learned
strategies from a Nash equilibrium, where an exploitability
of 0 means that the strategies are in equilibrium.

Baselines

We compare the reinforcement learning algorithms listed in
Table 4 against two baseline methods, namely phasic policy
gradient (PPG) (Cobbe et al., 2021) and neural fictitious
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Figure 11. Performance comparison between reinforcement learning methods and baseline strategies in the digital twin. Curves show the
mean values from evaluations with 5 random seeds; shaded areas indicate standard deviations. The top row relates to the decision-theoretic
models. The bottom row relates to the game-theoretic models. The acronym FP stands for fictitious play.

self-play (NFSP) (Heinrich & Silver, 2016). Additionally,
we compare the performance of the reinforcement learning
methods with that of two static security strategies: a thresh-
old flow control strategy and a recovery strategy based on
the Snort intrusion detection and prevention system with
community ruleset v2.9.17.1 (Roesch, 1999).

The threshold strategy blocks network flows when the de-
fender’s belief (probability) that the system is compromised
exceeds a predefined threshold α = 0.75. The belief is
computed according to the POMDP model, which main-
tains a probabilistic estimate of the underlying system state
based on the sequence of observed system events. When the
belief that the system is in a compromised state surpasses
the threshold, the strategy proactively blocks network flows
in order to limit potential attacker movement and prevent
further propagation of the compromise.

The Snort baseline follows a rule-based recovery strategy
that represents a signature-based response mechanism. This
strategy recovers a component of the target system (e.g., by
redeploying it in a new virtual machine) when a Snort alert
with priority medium or higher is generated.

8.2 Evaluation Results

The evaluation results are summarized in Figs. 10–11. The
red and blue curves in Fig. 10 represent the results from
the simulator and the digital twin, respectively. An analysis
of these curves leads us to the following conclusions. The
learning curves converge to nearly constant mean values for
all use cases and evaluation metrics. From this observation,
we conclude that the learned strategies have also converged.

Although the learned strategies, as expected, perform
slightly better on the simulator than on the digital twin,
we are encouraged by the fact that the curves of the digital
twin are close to those of the simulator (cf. the blue and
red curves). This small performance gap reflects inevitable
discrepancies between the simulation model and the digital
twin, such as differences in network latency, background
processes, or unmodeled system dynamics.

Figure 11 shows a comparison between different reinforce-
ment learning methods and baseline security strategies. We
observe that the performance varies substantially. Overall,
the results show that the reinforcement learning strategies
significantly outperform the static strategies.

8.3 Discussion

The experimental results demonstrate that CSLE effectively
enables the transfer of reinforcement learning-based secu-
rity strategies from simulation to a digital twin that closely
approximates an operational environment. The small perfor-
mance gap observed between the simulator and the digital
twin indicates that the identified simulation models capture
the main dynamics of the target system. This transferability
is a key step toward operational deployment, as it validates
that security strategies learned in simulation remain effec-
tive when tested under realistic operating conditions.

For safety and operational reasons, we have not evaluated
the learned strategies in a production environment. While
the digital twin replicates the software, configuration, and
timing behavior of a production environment, further study
is needed to determine whether the learned strategies main-
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tain comparable performance in a production environment.

8.4 Sensitivity to Model Misspecification

The effective transfer of the learned strategies from simula-
tion to the digital twin indicates that the identified simulation
dynamics capture the main characteristics of the target sys-
tem. However, in practice, model misspecification may still
arise due to factors such as measurement noise or changes
in system behavior over time (e.g., data drift). To better un-
derstand the impact of such modeling inaccuracies, in this
section, we analyze the sensitivity of the learned strategies
to the misspecification of the system model.

From a theoretical perspective, the performance loss of
learned strategies due to deviations between the model and
the system dynamics is upper-bounded as follows.

Proposition 8.1 (Model misspecification error bound). Let
f̃ denote the dynamics of the system model [cf. (1)] and
let f denote the dynamics of the target system. Denote by
Jπ and J̃π the value functions (i.e., the expected rewards)
under a strategy pair π = (πD, πA) in the target system
and in the simulation, respectively. If the dynamics satisfy∑

s′∈S

∣∣∣f(s′ | s, a(D), a(A)) − f̃(s′ | s, a(D), a(A))
∣∣∣ ≤ α,

for all states and actions, and some constant α. Then

∥Jπ − J̃π∥∞ ≤ αγβ

(1 − γ)2 ,

where γ < 1 is the discount factor and β is defined by

β = max
s∈S,a(D)∈AD,a(A)∈AA

|r(s, a(D), a(A))|,

where r is the reward function, S is the state space, and
(AD, AA) are the action spaces.

We present the proof of Prop. 8.1 in the supplementary
material (Appendix E). This proposition states that the mis-
specification error grows proportionally with the error of
the discrepancy between the state transitions in the system
model and the digital twin, as quantified by the parameter
α. In practice, this parameter can be estimated by com-
paring the simulated state trajectories of the model and the
trajectories observed in the digital twin.

While Prop. 8.1 provides a worst-case bound on the im-
pact of model misspecification, it is conservative and does
not necessarily reflect the sensitivity of a specific system in-
stance. To complement the theoretical analysis, we therefore
conduct an empirical sensitivity analysis on the flow control
model used in our experiments. In this model, the probabil-
ity that the attacker successfully compromises the system
is governed by a parameter p ∈ [0, 1]; see Appendix D.1 in

the supplementary material for details. In the digital twin,
we configure this parameter as p = 0.01. To introduce
model misspecification, we vary p in the simulation model
and evaluate how the performance of the learned defender
strategy changes as the discrepancy between the simulation
model and the digital twin increases. The results of this
sensitivity analysis are summarized in Fig. 12.

0 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09

50

100 Simulation Digital twin
Cumulative discounted reward

Misspecification |p − p̃|

Figure 12. Analysis of the sensitivity to model misspecification in
the flow control use case. Numbers and error bars indicate the
mean and the standard deviation from 5 evaluations.

Figure 12 shows that small modeling errors lead to notice-
able differences between the performance predicted by the
simulation and the performance observed in the digital twin.
However, these discrepancies in the simulated performance
translate only to small variations in the performance of the
learned defender strategy when it is evaluated in the digital
twin. This indicates that, although the model is sensitive to
misspecification when estimating performance, the learned
strategy itself is relatively robust to such errors.

9 CONCLUSION

In this paper, we present CSLE, a comprehensive research
platform for autonomous security management through re-
inforcement learning. This platform addresses the system-
level challenges that arise in the operation and experimenta-
tion with reinforcement learning in networked systems. In
particular, it is based on a novel methodology for learning
security strategies that combines a digital twin with system
identification and simulation-based reinforcement learning.
Our evaluation across four security use cases demonstrates
that this methodology narrows the gap between simulated
and practical performance of learned security strategies.

Future Work

Future work will focus on further developing the CSLE plat-
form and expanding its open-source ecosystem. We plan
to continue improving the platform’s usability by adding
more learning resources, documentation, and example con-
figurations to facilitate adoption by both researchers and
practitioners. So far, our experimental validation of CSLE
has focused primarily on IT systems. In future work, we
aim to extend CSLE to cyberphysical systems.
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