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Abstract

Many jailbreak attacks on large language models (LLMs) rely on a common
objective: making the model respond with the prefix “Sure, here is (harmful
request)”. While straightforward, this objective has two limitations: limited control
over model behaviors, yielding incomplete or unrealistic jailbroken responses, and
a rigid format that hinders optimization. We introduce AdvPrefix, a plug-and-
play prefix-forcing objective that selects one or more model-dependent prefixes
by combining two criteria: high prefilling attack success rates and low negative
log-likelihood. AdvPrefix integrates seamlessly into existing jailbreak attacks to
mitigate the previous limitations for free. For example, replacing GCG’s default
prefixes on Llama-3 improves nuanced attack success rates from 14% to 80%,
revealing that current safety alignment fails to generalize to new prefixes. Code and
selected prefixes are released in github.com/facebookresearch/jailbreak-objectives.
Warning: This paper includes language that could be considered inappropriate or
harmful.

1 Introduction

The rapid advancement of Large Language Models (LLMs) [OpenAI, 2023, Dubey et al., 2024,
Anthropic, 2024, Reid et al., 2024] brings escalating AI safety concerns, as LLMs can replicate
harmful behaviors from their training data [Vidgen et al., 2024]. Developers mitigate these risks
through safety alignment [Ouyang et al., 2022, Bai et al., 2022, Dai et al., 2023] and system-
level moderation [Inan et al., 2023, Zeng et al., 2024a], verified by proactive red-teaming that
uses adversarial prompts to circumvent these safety measures (i.e., jailbreaking). While jailbreaks
traditionally rely on manual prompting by experts [Ganguli et al., 2022], automated jailbreaks using
prompt optimization have emerged as a more scalable and effective approach, potentially revealing
issues overlooked by human experts [Perez et al., 2022, Lapid et al., 2023, Lin et al., 2025].

A critical component of automated jailbreaks is their optimization objective. Many attacks [Zou et al.,
2023, Liu et al., 2023a, Andriushchenko et al., 2024, Wu et al., 2025] aim to elicit a generic prefix like
“Sure, here is [harmful request]”. However, this common objective suffers from two key limitations:
Misspecified: even with low optimization loss, actual responses are often incomplete or unfaithful
(Figure 1), failing to produce genuinely harmful content [Vidgen et al., 2024]. Overconstrained:
rigid, handcrafted prefixes can be unnatural for LLMs (e.g., Llama-3 prefers “Here...” rather than
“Sure...”), complicating optimization [Zhang et al., 2025b]. These issues are particularly acute for
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newer LLMs like Gemma-2, where standard attacks like GCG [Zou et al., 2023] achieve trivial attack
success rates (∼10%).

Figure 1: (Top) For a malicious request, the original objective maximizes the output likelihood
of a rigid prefix (gray) across all victim LLMs. Even with capable optimization algorithms, this
objective often leads to refusals or responses that are not genuinely harmful. Our objective uses
one (purple) or multiple (light purple) pre-selected prefixes, leading to significantly higher ASR and
response harmfulness. (Bottom) The pipeline for generating our prefixes using uncensored LLMs
and selecting model-dependent prefixes based on two criteria.

While recent works explore alternative jailbreak objectives [Jia et al., 2024, Xie et al., 2024, Zhou
and Wang, 2024, Thompson and Sklar, 2024, Sclar et al., 2025, Zhang et al., 2025a], systematically
addressing misspecification and overconstraint remains challenging, hindered by difficulties in
estimating autoregressive model’s rare behaviors [Jones et al., 2025] and by hard token constraints in
jailbreak threat models. In this paper, we propose AdvPrefix, an adaptive prefix-forcing objective that
addresses these limitations. Our contributions are as follows:

Nuanced evaluation (§2). We first meta-evaluate three existing jailbreak evaluation methods
[Mazeika et al., 2024, Souly et al., 2024, Chao et al., 2024], counting only complete and faithful
responses as successful jailbreaks (Figure 6). We find that while StrongReject [Souly et al., 2024]
is relatively accurate, others can overestimate attack success rates (ASR) by up to 30% (Figure 2).
We then refine evaluation by developing an improved judge and a preference-based judge to better
capture nuanced harmfulness, which reveals that the original objective is both misspecified and
overconstrained (§3).

New objective (§4). We propose a new prefix-forcing objective that uses model-dependent prefixes
selected based on two criteria: high prefilling ASR (to ensure they lead to complete and faithful
harmful responses, reducing misspecification) and low initial negative log-likelihood (NLL) (to ensure
they are easy to elicit, mitigating overconstraints). The objective also supports using multiple target
prefixes for a single request to further simplify optimization. Our approach includes an automatic
pipeline for selecting these prefixes from either rule-based constructions or uncensored LLMs (not
necessarily the uncensored target LLM), while seamlessly integrating into existing attacks.

Empirical findings (§5). Integrating AdvPrefix into GCG and AutoDAN [Zhu et al., 2023] signif-
icantly increases nuanced ASR across Llama-2, 3, 3.1, and Gemma-2. For instance, GCG’s ASR
on Llama-3 improves from 16% to 70%, highlighting that current safety alignments struggle to
generalize to unseen prefixes. By addressing misspecification, AdvPrefix uniquely benefits from
stronger optimization, enabling further ASR gains (to 80% on Llama-3 with full prompt optimization).
Preference evaluations also show responses elicited by our objective are substantially more harmful
(comparable to some uncensored LLMs)3. Our objective improves jailbreak attacks for free, enables
attacking reasoning LLMs (Figure 9), and is useful for future red-teaming.

3Even though we observe improvements in the meaningfulness of model responses when jailbroken with
GCG using our targets, we note that none of the models responded with materially harmful information that
would not be found on the broader internet.
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Figure 2: Meta-evaluation of common judges based on 800 manually labeled request-response pairs,
using human evaluation as ground truth. (Left) ASRs across different victim LLMs. Existing judges
overestimate ASRs, particularly on Llama-3 and Gemma-2. (Center) False positive rates of judges
across different failure case categories. (Right) Average human agreement rates of judges across four
victim LLMs. Model-wise ASR and F1 scores appear in Table 4.

2 Refined Evaluation for Nuanced Jailbreaks

This section shows that current jailbreak evaluations often overestimate ASRs for nuanced jailbreaks
by miscounting incomplete and unfaithful responses, and presents our refined evaluation.

Defining Nuanced Jailbreaks. For a nuanced jailbreak to succeed, the victim LLM’s response to
the harmful request must be affirmative, complete, and faithful (i.e., on-topic, detailed, and realistic,
per Vidgen et al. [2024]). Responses failing these criteria, categorized by rules below (examples in
Figure 6 and Table 5), represent failed jailbreaks.

We meta-evaluate some common jailbreak judges, including HarmBench [Mazeika et al., 2024],
JailbreakBench [Chao et al., 2024], and StrongReject [Souly et al., 2024]. We curate 50 highly
harmful, non-ambiguous requests from AdvBench as our dataset, and use 800 manually labeled GCG
attack responses on Llama-2, 3, 3.1, and Gemma-2 as ground truth (details in Appendix C, nuanced
labeling refers to Vidgen et al. [2024], labeled data released in our codebase).

Evaluation Challenges with Newer LLMs. Newer LLMs often exhibit deeper alignment [Qi et al.,
2024], tending to self-correct after an initial affirmative prefix rather than directly refusing [Zhang
et al., 2024] (Appendix A). This behavior, emphasizing incomplete or unfaithful responses over
outright refusals, exacerbates inaccuracies in existing judges. As shown in Figure 2 (left), current
judges can significantly overestimate ASR (e.g., from a 10% ground truth to nearly 40% on Gemma-
2), with StrongReject being relatively more accurate. This overestimation stems primarily from
misjudging incomplete and unfaithful responses (Figure 2, center), likely because these judges were
developed on older LLMs that predominantly either refused directly or produced clearly harmful
content (Figure 3, left).

Our Improved Judges. To address these inaccuracies, we develop a refined judge using Llama-
3.1-70B, with revised instructions prioritizing response completeness and faithfulness, requiring
reasoning traces before giving the final answer [Kojima et al., 2022], and affirmative prefilling to
handle sensitive content (details in Appendix C and codebase). This judge improves human agreement
rates by up to 9% on newer LLMs (Figure 2, right; Table 4). Additionally, we introduce a preference
judge for relative harmfulness comparison against uncensored LLMs’ output.

3 Limitations of Original Objective

This section details how the commonly used prefix-forcing jailbreak objective is misspecified and
overconstrained, hindering nuanced jailbreaks, as revealed by our refined evaluation.
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Figure 3: (Left) The attack failure rates for running GCG with the original objective, along with
their breakdown. While the failure rate is roughly 90% across all four LLMs, the specific failure
cases vary significantly. (Center) Frequency of failure cases by the final loss of the original objective.
While attack prompts with lower loss avoid direct refusal, the overall failure rate remains above 80%
due to increases in the other two failure categories. (Right) Even with prefilling the victim LLM’s
initial response with “Sure, here is [request]”, the completed responses’ failure rates remain high.

3.1 Revisiting Original and Oracle Objectives.

We first formulate the jailbreak problem. Let V be the LLM’s vocabulary and V∗ the set of all finite
sequences over V . A user prompt is x ∈ V∗, and a model response is y ∈ V∗. The threat model in
jailbreaking allows altering the attack prompt θ ∈ V∗ (often a suffix, but sometimes the entire prompt)
to steer the victim LLM’s behavior (output distribution). We use ⊕ for sequence concatenation. A
jailbreak judge r(x, y) assigns 1 if y meets nuanced jailbreak standards for x, and 0 otherwise, with
Yx ≜ {y : r(x, y) = 1} being the set of all harmful responses for x.

Oracle objective. Our ultimate goal is to find an attack prompt θ ∈ V∗ that maximizes the likelihood
of the victim LLM generating any response in Yx:

min
θ∈V∗

− log
∑
y∈Yx

p(y | θ), (3.1)

where the sum represents this likelihood. This log-sum-probability form (distinct from sum-log-
probability in other contexts like multi-prompt universal jailbreaking) precisely specifies all desired
attack prompts and the model behaviors p(y | θ) they parameterize, but is prohibitively costly to
compute as Yx is typically vast.

Prefix-forcing objective. This common objective aims to find θ that maximizes the likelihood of
generating a specific prefix yp ∈ V∗:

min
θ∈V∗

− log p(yp | θ). (3.2)

This is equivalent to maximizing the likelihood of any full response starting with yp, since p(yp | θ) =∑
yc∈V∗ p(yp ⊕ yc | θ). As such responses include those in Yx, this serves as a surrogate for eliciting

harmful responses, less overconstrained than eliciting a specific full response. However, by also
encompassing non-jailbroken responses (e.g., incomplete, unfaithful), it is prone to misspecification
or objective hacking [Amodei et al., 2016], as we show next.

3.2 Two Limitations

We identify two limitations of the original objective using our refined evaluation:

Misspecified. Lowering the original objective’s loss (Equation (3.2)) does not consistently increase
ASRs for nuanced jailbreaks (Figure 3, center): while direct refusals decrease, incomplete and
unfaithful responses rise, keeping overall ASR low. To further isolate the objective from optimization
algorithm influence, we directly prefill the target prefix [Zhang et al., 2023, Haizelab, 2024, Qi et al.,
2024] and observe completions. Figure 3 (right) shows that while prefilling eliminates direct refusals,
ASRs remain low due to persistent incomplete and unfaithful completions. This underscores the
original objective’s misspecification.
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Figure 4: The pipeline of constructing our objective. (Left) We use rule-based templates or uncensored
LLMs (not necessarily the uncensored target LLM) to generate candidate prefixes. (Center) We
evaluate each candidate prefix based on two criteria: high prefilling ASR and low initial NLL. (Right)
We select top prefixes (top two in this example) to construct our multi-prefix objective.

Overconstrained. The hard token or fluency constraints in jailbreak tasks hinder optimization from
lowering the loss [Jain et al., 2023]. Thus, a suitable objective should be easy to optimize. However,
the original objective enforces rigid, manually crafted prefixes across all victim LLMs, even if these
prefixes misalign with an LLM’s natural response style (e.g., Llama-3 rarely starts with “Sure”,
preferring “Here”). Forcing such unnatural prefixes complicates optimization. Indeed, replacing
“Sure, here is” with “Here is” in GCG attacks on Llama-3 leads to consistently lower final losses (with
equal or improved ASRs, Figure 8), demonstrating that the original objective is overconstrained.

4 The Objective for Nuanced Jailbreaks

We introduce AdvPrefix, our new prefix-forcing objective for nuanced jailbreaks, outlined in Figure 4.
This section formulates the objective, details its prefix selection criteria, and describes the automatic
prefix generation pipeline.

4.1 Selective Multi-Prefix Objective

Given a harmful request x, we select a set of target prefixes Yp. AdvPrefix then aims to find an attack
prompt θ minimizing the negative log-likelihood of generating any of these prefixes:

min
θ∈V∗

− log
∑

yp∈Yp

p(yp | θ). (4.1)

Using multiple prefixes leverages the jailbreak task’s flexibility to alleviate overconstraints (e.g.,
accepting “Here is a guide...” or “Here’s a comprehensive guide...”).. The tree attention trick [Cai
et al., 2024], which concatenates multiple prefixes into one, enables efficient computation for multiple
prefixes in one forward pass. Appendix A discusses why we use the prefix-forcing objective and its
relationship to model-distillation-based objectives.

4.2 Prefix Selection Criteria

To address the original objective’s limitations, we propose two criteria for prefix selection:

Criterion I: high prefilling ASR. To reduce misspecification, we want prefixes yp that, once elicited
by some attack prompt θ, lead to complete and faithful harmful continuations with high probability:

max
yp

Eyc∼P(·|θ,yp)

[
r(x, yp ⊕ yc)

]
. (4.2)

Directly computing this value is infeasible as the optimized θ is unknown without time-consuming
optimization. However, we observe that this expectation can be efficiently approximated by using a
manually constructed attack prompt for θ. Although this manual prompt often cannot elicit the target
prefix, the resulting approximated value (prefilling ASR) correlates with the actual jailbreak ASR
(Figure 7). We use this approximation to compute the prefilling ASRs.
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Criterion II: low initial NLL. To reduce overconstraints, we want prefixes that are easily elicited by
optimized attack prompts. Since ease of elicitation by an optimized attack prompt is indicated by low
NLL, we favor prefixes yp that exhibit a low NLL with the initial (pre-optimization) attack prompt θ0:

min
yp

− log p(yp | θ0) (4.3)

These two criteria often conflict. For example, longer prefixes may have higher prefilling ASR
but also higher NLL, causing optimization to fail. We balance them using a weighted sum of log-
prefilling-ASR and NLL, with weighting tunable to the optimization method’s strength: for example,
stronger methods like GCG can prioritize high prefilling ASR and tolerate relatively high NLL.

4.3 Prefix Selection Pipeline

We develop an automated pipeline to generate and select target prefixes, typically run once per victim
LLM and malicious request, allowing offline storage and reuse. The pipeline involves four steps:

1. Candidate generation. We use rule-based construction or uncensored LLMs with guided decoding
[Zhao et al., 2024] to generate candidate prefixes. The uncensored LLMs are not necessarily the
uncensored victim LLM, and can be selected from publicly available LLMs that are unaligned (base
or helpful-only), finetuned on harmful data, or with refusal suppression [Labonne, 2024]. Guided
decoding makes the output more natural for the victim LLM, achieving lower NLL. We generate
diverse candidates of varied lengths for each request.

2. Preprocessing. We preprocess candidate prefixes through rule-based augmentation (e.g., “Here is”
to “Here’s”, similar to Zou et al. [2023]) to diversify them, and filtering to remove duplicates and any
prefixes starting with refusals.

3. Evaluation with two criteria. We first evaluate the initial NLLs of all candidate prefixes using
the victim LLM. Then, we estimate their prefilling ASRs by having the victim LLM complete each
prefix multiple times (with temperature one) and using our nuanced judge to assess the harmfulness
of completions. This evaluation is tailored to both the victim LLM and the judge, where the judge
reflects the attacker’s labeling standards.

4. Selection. We combine the two criteria via a weighted sum and rank these candidates. To select k
prefixes, we first identify the top one prefix as a reference, and then select the top k prefixes with a
prefilling ASR no lower than that of the reference prefix.

5 Experiments

This section incorporates our objective into existing jailbreak attacks to demonstrate its effectiveness
in achieving nuanced jailbreaks, comparing it against the original objective.

Jailbreak attacks. We employ GCG [Zou et al., 2023], a search-based optimization method, and
AutoDAN [Zhu et al., 2023], which combines search with guided decoding. Both attacks primarily
rely on the optimization objective, with minimal influence from manual prompting. For each run, we
select the attack prompt yielding the lowest objective loss.

Threat models. We consider two threat models: (1) Optimizing only the attack suffix, which is
then appended to the malicious request. (2) Optimizing the full attack prompt from scratch (without
the original request) [Guo et al., 2024], a less restrictive threat model that often leads to unfaithful
responses with the original objective.

Attack settings. We test four victim LLMs: Llama-2-7B-chat-hf [Touvron et al., 2023], Llama-3-8B-
Instruct, Llama-3.1-8B-Instruct [Dubey et al., 2024], and Gemma-2-9B-it [Team et al., 2024]. We
use the 50 malicious requests curated from AdvBench (Appendix C), and run both attacks for 1000
steps with a batch size of 512.

Prefix selection. We generate candidate prefixes using four uncensored LLMs publicly available on
Huggingface: georgesung/llama2-7b-chat-uncensored, Orenguteng/Llama-3-8B-Lexi-Uncensored,
Orenguteng/Llama-3.1-8B-Lexi-Uncensored, and TheDrummer/Tiger-Gemma-9B-v1. We estimate
the prefilling ASR by averaging over 25 random completions (temperature 1) for each prefix. We
combine the two selection criteria with a fixed weight of 20 for log-prefilling-ASR. We select four
prefixes for our multiple-prefix objective.
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Table 1: Jailbreak results of GCG with the original objective and our objectives. Here we use GCG to
generate the attack suffix and vary the attack suffix length: 20 tokens (black) and 40 tokens (blue).

Model Objective Successful Attack
(%, ↑)

Failed Attack (%, ↓)

Direct
Refusal

Incomplete Unfaithful

Llama-2
7B-Chat

Original 13.0 (26.1) 72.3 (49.7) 0.0 (0.0) 14.6 (24.1)

Ours Single 24.0 (38.6) 70.0 (53.5) 0.0 (0.0) 6.0 (7.9)

Ours Multiple 26.0 (37.5) 68.0 (52.1) 0.0 (0.0) 6.0 (10.4)

Llama-3
8B-Instruct

Original 12.8 (16.4) 45.6 (37.3) 22.1 (21.8) 19.5 (24.5)

Ours Single 54.6 (69.7) 23.7 (12.1) 4.1 (3.0) 17.5 (15.2)

Ours Multiple 54.0 (70.0) 26.0 (14.0) 1.0 (2.0) 19.0 (14.0)

Llama-3.1
8B-Instruct

Original 16.8 (16.5) 48.3 (48.8) 16.8 (17.3) 18.1 (17.3)

Ours Single 45.0 (53.5) 18.0 (13.1) 4.0 (3.0) 33.0 (30.3)

Ours Multiple 60.0 (61.0) 11.0 (11.0) 1.0 (2.6) 28.0 (25.3)

Gemma-2
9B-IT

Original 11.2 (9.5) 4.0 (5.3) 17.0 (11.6) 67.8 (73.7)

Ours Single 42.0 (51.0) 17.0 (10.4) 6.0 (5.2) 35.0 (33.3)

Ours Multiple 40.0 (53.3) 16.0 (5.3) 2.0 (8.7) 42.0 (32.7)

Table 2: Jailbreak results for GCG (optimizing entire 40-token prompt) and AutoDAN (generating
entire 200-token prompt) with the original and our single-prefix objectives. All prompts were
optimized or generated from scratch. Ref. = Refusal, Inc. = Incomplete, Unf. = Unfaithful.

Model Objective
GCG (40-token) AutoDAN (200-token)

Success
(%, ↑)

Failed Attack (%, ↓) Success
(%, ↑)

Failed Attack (%, ↓)

Ref. Inc. Unf. Ref. Inc. Unf.

Llama-2
7B-Chat

Original 42.1 0.0 0.0 57.9 26.3 16.1 0.4 57.2

Ours 72.6 2.6 0.0 24.9 39.7 25.4 0.0 35.0

Llama-3
8B-Instruct

Original 14.1 16.2 35.5 34.2 5.2 34.5 28.3 32.1

Ours 79.5 0.3 2.3 17.8 77.9 2.5 0.0 19.6

Llama-3.1
8B-Instruct

Original 47.0 3.0 11.0 39.0 51.0 1.4 8.8 38.8

Ours 58.9 1.0 0.7 39.4 59.6 1.7 1.2 37.4

Gemma-2
9B-IT

Original 7.4 0.7 10.1 81.9 19.7 9.2 6.9 64.2

Ours 51.2 0.4 11.5 36.9 36.0 10.0 7.3 46.7

Evaluation. We use our nuanced judge for both prefix selection and jailbreak evaluation. We also use
our preference judge to compare the quality of jailbreak responses against those from an uncensored
LLM Orenguteng/Llama-3.1-8B-Lexi-Uncensored. For ablation studies, we also report results using
HarmBench, JailbreakBench, and StrongReject. We generate victim LLM responses using greedy
decoding and allow output to 512 tokens for nuanced evaluation. Each reported ASR is first averaged
over four independent runs and then across all malicious requests.

5.1 Main Results

Higher ASR. Table 1 shows that replacing the original “Sure, here is...” prefixes with our new
model-dependent prefixes significantly improves ASR across all victim LLMs. On Llama-3, ASRs
jump from around 10% to as high as 70%. Our multiple-prefix objective often achieves even higher
ASRs. Appendix D shows that these relative improvements also hold when using the other three
evaluation judges.

Mitigated misspecification and overconstraint. The failure case breakdown shows that AdvPrefix
works by mitigating misspecification and overconstraint. On three newer LLMs, it reduces incomplete
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Figure 5: (Left) Prompt optimization loss curves using GCG on Llama-3, using the original and our
objectives. (Right) Response harmfulness of GCG attacks compared to an uncensored LLM. Our
objective leads to more harmful responses (e.g., detailed and realistic) than the original objective. A
win rate below 50% indicates that the jailbroken victim LLMs still cannot generate responses that are
as harmful as the uncensored LLM.

responses from about 20% to 1-2%, and cuts unfaithful responses by half on Gemma-2, indicating
mitigated misspecification. Additionally, faster optimization convergence (Figure 5, left) and halved
direct refusals (caused by failing to sufficiently lower the objective loss) on Llama-3 and 3.1 indicate
mitigated overconstraints.

Benefits from stronger optimization: longer attack suffixes. While longer suffixes generally lower
final losses, the original objective’s ASR on newer LLMs remains poor (∼ 10%) due to frequent
incomplete and unfaithful responses (Table 1). By mitigating this misspecification, AdvPrefix
leverages longer suffixes to reduce direct refusals while managing incomplete and unfaithful responses,
ultimately increasing ASR by an additional 9-15%.

Benefits from stronger optimization: full prompt optimization. Table 2 shows that optimizing
the entire attack prompt, rather than just the suffix, almost eliminates direct refusals for GCG
attacks. However, the original objective yields inconsistent ASR changes due to more incomplete and
unfaithful responses. By mitigating misspecification, AdvPrefix consistently increases ASR (e.g.,
Llama-2: 39% to 73%; Llama-3: 70% to 80%), highlighting its capability to take advantage of this
less restrictive threat model.

5.2 Additional Results

Universal Improvement Across Attacks. AdvPrefix also elevates AutoDAN’s ASR across all victim
LLMs (Table 2). E.g., ASR on Llama-3 surges from 5% to 78%, showing AdvPrefix’s broad utility.

Comparable harmfulness to uncensored LLM. Our preference judge’s evaluation (Figure 5, right)
shows that GCG with AdvPrefix achieves harmfulness win rates of 30 ∼ 50% against an uncensored
LLM, significantly better than the original objective’s ∼ 10%. This shows that AdvPrefix elicits
responses with harmfulness levels approaching those of an uncensored LLM.

Examples of selected prefixes. Our codebase releases the selected prefixes. While many prefixes start
with affirmations, some, particularly for Gemma-2, do not start with affirmations (e.g., “**Password
Cracking Algorithm** **”, “**Step 1: Reconnaissance** *”).

Computational cost for AdvPrefix. Generating each prefix takes about 5 minutes on an A100 80G
GPU (3 minutes with rougher PASR estimation). The 70B judge used for PASR estimation is the
primary consumer of memory and computation. Importantly, prefix selection is a one-off cost: others
can then reuse our pre-computed prefixes.

Bypassing Deeper Alignment. Newer LLMs appear more robust against the original objective,
often resisting generating “Sure, here is” prefixes or self-correcting after generating them. However,
the high ASRs AdvPrefix achieves indicate that such deeper alignment can still be bypassed when
targeting new prefixes. This result suggests that the current safety alignment fails to generalize to
new, unseen prefixes.
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6 Related Work

Jailbreak attacks and red-teaming. Jailbreaking aligned LLMs, crucial for red-teaming, is a
focus of many works. Beyond manual jailbreaks [Perez et al., 2022, Liu et al., 2023b, Wei et al.,
2023a], automated methods are typically white-box (requiring model/logit access) or black-box
(output-only). White-box attacks use search- or gradient-based prompt optimization [Zou et al.,
2023, Andriushchenko et al., 2024, Guo et al., 2021, 2024, Geisler et al., 2024], sometimes with
fluency considerations [Liu et al., 2023a, Zhu et al., 2023, Paulus et al., 2024, Thompson and Sklar,
2024]. Black-box attacks use designed/learned strategies [Chao et al., 2023, Mehrotra et al., 2023,
Zeng et al., 2024b, Paulus et al., 2024, Zheng et al., 2024, Wei et al., 2023b, Anil et al., 2024] for
interpretable prompt optimization, suitable for closed-source LLMs. White-box attacks, with weight
access, can be stronger and more targeted, often proving most effective against defended LLMs like
Llama-2 [Mazeika et al., 2024]. Recent efforts uncover novel attack vectors, such as exploiting model
reasoning [Wu et al., 2025] or using assistive tasks to obscure intent [Chen et al., 2025]. Creating
transferable attacks by reducing prompt overfitting remains an active research area [Lin et al., 2025,
Zhang et al., 2025b]. We omit discussion of jailbreak attacks with threat models other than user
prompt modification [Huang et al., 2024a, Zhao et al., 2024, Liu et al., 2024].

Jailbreak attack objectives. Jailbreak attack objectives have received comparatively less attention
than attack methods. Some works discuss the original objective’s misspecification [Geiping et al.,
2024, Liao and Sun, 2024], while others design new objectives to improve ASR. For instance,
[Zhou and Wang, 2024, Xie et al., 2024] suppress refusals rather than elicit target prefixes, and
Jia et al. [2024] augments prefixes with phrases like “my output is harmful” to improve ASR. The
initial model response’s importance is also highlighted by work on response selection/steering
[Tran et al., 2024] and attacks leveraging prefilling features [Zhang et al., 2025a]. Unlike these
manual targets or specific interaction points, our work automatically tailors prefixes to specific
victim LLMs and requests. Thompson and Sklar [2024] propose a dual objective: eliciting “Sure”
and distilling from an uncensored teacher. However, this faces challenges with teacher learnability
and sample efficiency for high-entropy teacher distributions. In contrast, our objective, akin to
distilling from a degenerate (single-prefix) teacher, is sample-efficient, and our low-NLL prefix
selection favors learnable behaviors. Recent objective designs include adaptive reinforcement learning
frameworks [Sclar et al., 2025] and methods “guiding” LLM outputs by removing superfluous
constraints to enhance transferability [Zhang et al., 2025b]. Our AdvPrefix systematically addresses
misspecification and overconstraint by selecting prefixes for their likelihood to elicit harm and their
ease of generation. Finally, findings that LLM-safety evaluations can lack robustness [Strauss et al.,
2025] underscore the need for refined, nuanced evaluation frameworks like ours.

7 Conclusion

This paper focuses on a key component of jailbreak attacks: the objective. We start by developing
nuanced evaluation to identify limitations in the current objective, including misspecification and
overconstraints. Then, we propose a new prefix-forcing objective leveraging carefully selected
prefixes. Experiments demonstrate its effectiveness and compatibility with different attacks. Our
plug-and-play design allows practitioners to use our released prefixes for free performance gains. We
also analyze jailbreak objectives systematically, aiming to inspire further advancements. Our findings
reveal that even the latest LLMs’ deep alignment can be bypassed, underscoring the need for more
generalizable alignment.

Limitations. A limitation of our objective is that selecting prefixes, especially for evaluating prefilling
ASR, requires evaluating many sampled responses, leading to a computational burden. Moreover, we
do not account for other desirable properties of the objective, such as a well-shaped loss landscape.
Finally, our objective is designed for situations requiring the target model’s log probabilities, thus
cannot be applied to black-box attacks.

Broader Impacts

Our research contributes to the safety and responsible development of future AI systems by exposing
limitations in current models. While acknowledging the potential for misuse in adversarial research,
we believe our methods do not introduce any new risks or unlock dangerous capabilities beyond
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those already accessible through existing attacks or open-source models without safety measures.
Finally, we believe that identifying vulnerabilities is essential for addressing them. By conducting
controlled research to uncover these issues now, we proactively mitigate risks that could otherwise
emerge during real-world deployments.
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NeurIPS Paper Checklist
1. Claims

Question: Do the main claims made in the abstract and introduction accurately reflect the
paper’s contributions and scope?
Answer: [Yes]
Justification: The abstract and introduction clearly outline the main contributions: 1)
a nuanced evaluation framework for jailbreaks, 2) the AdvPrefix objective addressing
misspecification and overconstraint, and 3) empirical validation of AdvPrefix’s effectiveness.
These claims are substantiated in the respective sections of the paper.
Guidelines:

• The answer NA means that the abstract and introduction do not include the claims
made in the paper.

• The abstract and/or introduction should clearly state the claims made, including the
contributions made in the paper and important assumptions and limitations. A No or
NA answer to this question will not be perceived well by the reviewers.

• The claims made should match theoretical and experimental results, and reflect how
much the results can be expected to generalize to other settings.

• It is fine to include aspirational goals as motivation as long as it is clear that these goals
are not attained by the paper.

2. Limitations
Question: Does the paper discuss the limitations of the work performed by the authors?
Answer: [Yes]
Justification: The paper includes a "Limitations" paragraph at the end of the Conclusion
(Section 7), discussing the computational cost of prefix selection and the scope of objective
properties considered.
Guidelines:

• The answer NA means that the paper has no limitation while the answer No means that
the paper has limitations, but those are not discussed in the paper.

• The authors are encouraged to create a separate "Limitations" section in their paper.
• The paper should point out any strong assumptions and how robust the results are to

violations of these assumptions (e.g., independence assumptions, noiseless settings,
model well-specification, asymptotic approximations only holding locally). The authors
should reflect on how these assumptions might be violated in practice and what the
implications would be.

• The authors should reflect on the scope of the claims made, e.g., if the approach was
only tested on a few datasets or with a few runs. In general, empirical results often
depend on implicit assumptions, which should be articulated.

• The authors should reflect on the factors that influence the performance of the approach.
For example, a facial recognition algorithm may perform poorly when image resolution
is low or images are taken in low lighting. Or a speech-to-text system might not be
used reliably to provide closed captions for online lectures because it fails to handle
technical jargon.

• The authors should discuss the computational efficiency of the proposed algorithms
and how they scale with dataset size.

• If applicable, the authors should discuss possible limitations of their approach to
address problems of privacy and fairness.

• While the authors might fear that complete honesty about limitations might be used by
reviewers as grounds for rejection, a worse outcome might be that reviewers discover
limitations that aren’t acknowledged in the paper. The authors should use their best
judgment and recognize that individual actions in favor of transparency play an impor-
tant role in developing norms that preserve the integrity of the community. Reviewers
will be specifically instructed to not penalize honesty concerning limitations.

3. Theory assumptions and proofs
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Question: For each theoretical result, does the paper provide the full set of assumptions and
a complete (and correct) proof?

Answer: [NA]

Justification: This paper is primarily empirical and methodological. It introduces new
objectives and criteria with mathematical formulations (Equations 1-4) but does not present
new theorems or formal mathematical proofs of theoretical results.

Guidelines:

• The answer NA means that the paper does not include theoretical results.
• All the theorems, formulas, and proofs in the paper should be numbered and cross-

referenced.
• All assumptions should be clearly stated or referenced in the statement of any theorems.
• The proofs can either appear in the main paper or the supplemental material, but if

they appear in the supplemental material, the authors are encouraged to provide a short
proof sketch to provide intuition.

• Inversely, any informal proof provided in the core of the paper should be complemented
by formal proofs provided in appendix or supplemental material.

• Theorems and Lemmas that the proof relies upon should be properly referenced.

4. Experimental result reproducibility
Question: Does the paper fully disclose all the information needed to reproduce the main ex-
perimental results of the paper to the extent that it affects the main claims and/or conclusions
of the paper (regardless of whether the code and data are provided or not)?

Answer: [Yes]

Justification: We have released our code, selected prefixes, and manually labeled data. The
paper details the experimental setup in Section 6 (Experiments) and Section 10 (Additional
Experimental Details in Appendix).

Guidelines:

• The answer NA means that the paper does not include experiments.
• If the paper includes experiments, a No answer to this question will not be perceived

well by the reviewers: Making the paper reproducible is important, regardless of
whether the code and data are provided or not.

• If the contribution is a dataset and/or model, the authors should describe the steps taken
to make their results reproducible or verifiable.

• Depending on the contribution, reproducibility can be accomplished in various ways.
For example, if the contribution is a novel architecture, describing the architecture fully
might suffice, or if the contribution is a specific model and empirical evaluation, it may
be necessary to either make it possible for others to replicate the model with the same
dataset, or provide access to the model. In general. releasing code and data is often
one good way to accomplish this, but reproducibility can also be provided via detailed
instructions for how to replicate the results, access to a hosted model (e.g., in the case
of a large language model), releasing of a model checkpoint, or other means that are
appropriate to the research performed.

• While NeurIPS does not require releasing code, the conference does require all submis-
sions to provide some reasonable avenue for reproducibility, which may depend on the
nature of the contribution. For example
(a) If the contribution is primarily a new algorithm, the paper should make it clear how

to reproduce that algorithm.
(b) If the contribution is primarily a new model architecture, the paper should describe

the architecture clearly and fully.
(c) If the contribution is a new model (e.g., a large language model), then there should

either be a way to access this model for reproducing the results or a way to reproduce
the model (e.g., with an open-source dataset or instructions for how to construct
the dataset).
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(d) We recognize that reproducibility may be tricky in some cases, in which case
authors are welcome to describe the particular way they provide for reproducibility.
In the case of closed-source models, it may be that access to the model is limited in
some way (e.g., to registered users), but it should be possible for other researchers
to have some path to reproducing or verifying the results.

5. Open access to data and code
Question: Does the paper provide open access to the data and code, with sufficient instruc-
tions to faithfully reproduce the main experimental results, as described in supplemental
material?

Answer: [Yes]

Justification: We have released our code, selected prefixes, and manually labeled data in the
anonymous link in the abstract.

Guidelines:

• The answer NA means that paper does not include experiments requiring code.
• Please see the NeurIPS code and data submission guidelines (https://nips.cc/
public/guides/CodeSubmissionPolicy) for more details.

• While we encourage the release of code and data, we understand that this might not be
possible, so “No” is an acceptable answer. Papers cannot be rejected simply for not
including code, unless this is central to the contribution (e.g., for a new open-source
benchmark).

• The instructions should contain the exact command and environment needed to run to
reproduce the results. See the NeurIPS code and data submission guidelines (https:
//nips.cc/public/guides/CodeSubmissionPolicy) for more details.

• The authors should provide instructions on data access and preparation, including how
to access the raw data, preprocessed data, intermediate data, and generated data, etc.

• The authors should provide scripts to reproduce all experimental results for the new
proposed method and baselines. If only a subset of experiments are reproducible, they
should state which ones are omitted from the script and why.

• At submission time, to preserve anonymity, the authors should release anonymized
versions (if applicable).

• Providing as much information as possible in supplemental material (appended to the
paper) is recommended, but including URLs to data and code is permitted.

6. Experimental setting/details
Question: Does the paper specify all the training and test details (e.g., data splits, hyper-
parameters, how they were chosen, type of optimizer, etc.) necessary to understand the
results?

Answer: [Yes]

Justification: Section 6 (Experiments) and Section 10 (Additional Experimental Details
in Appendix) describe the victim models, the dataset (curated from AdvBench), attack
algorithms (GCG, AutoDAN), their relevant hyperparameters for the attacks (optimization
steps, batch sizes, prompt/suffix lengths), prefix selection parameters, and the evaluation
setup.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The experimental setting should be presented in the core of the paper to a level of detail

that is necessary to appreciate the results and make sense of them.
• The full details can be provided either with the code, in appendix, or as supplemental

material.

7. Experiment statistical significance
Question: Does the paper report error bars suitably and correctly defined or other appropriate
information about the statistical significance of the experiments?

Answer: [No]
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Justification: The main results (ASR values in tables) are reported as averages over four
independent runs. However, the paper does not explicitly present error bars due to limited
space and convention in jailbreak attack papers. We have, however, shown the standard
deviation in the loss curves.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The authors should answer "Yes" if the results are accompanied by error bars, confi-

dence intervals, or statistical significance tests, at least for the experiments that support
the main claims of the paper.

• The factors of variability that the error bars are capturing should be clearly stated (for
example, train/test split, initialization, random drawing of some parameter, or overall
run with given experimental conditions).

• The method for calculating the error bars should be explained (closed form formula,
call to a library function, bootstrap, etc.)

• The assumptions made should be given (e.g., Normally distributed errors).
• It should be clear whether the error bar is the standard deviation or the standard error

of the mean.
• It is OK to report 1-sigma error bars, but one should state it. The authors should

preferably report a 2-sigma error bar than state that they have a 96% CI, if the hypothesis
of Normality of errors is not verified.

• For asymmetric distributions, the authors should be careful not to show in tables or
figures symmetric error bars that would yield results that are out of range (e.g. negative
error rates).

• If error bars are reported in tables or plots, The authors should explain in the text how
they were calculated and reference the corresponding figures or tables in the text.

8. Experiments compute resources
Question: For each experiment, does the paper provide sufficient information on the com-
puter resources (type of compute workers, memory, time of execution) needed to reproduce
the experiments?

Answer: [Yes]

Justification: Section 6.2 ("Computational complexity of AdvPrefix") details resources for
the prefix selection pipeline (e.g., 5 minutes on an A100 80G GPU, memory for a 70B
judge). Attack settings (Section 6) provide iterations and batch sizes for GCG/AutoDAN
runs.

Guidelines:

• The answer NA means that the paper does not include experiments.
• The paper should indicate the type of compute workers CPU or GPU, internal cluster,

or cloud provider, including relevant memory and storage.
• The paper should provide the amount of compute required for each of the individual

experimental runs as well as estimate the total compute.
• The paper should disclose whether the full research project required more compute

than the experiments reported in the paper (e.g., preliminary or failed experiments that
didn’t make it into the paper).

9. Code of ethics
Question: Does the research conducted in the paper conform, in every respect, with the
NeurIPS Code of Ethics https://neurips.cc/public/EthicsGuidelines?

Answer: [Yes]

Justification: The research explores jailbreak attacks to understand LLM vulnerabilities and
improve safety. It includes a content warning in the abstract and a footnote clarifying that
the generated harmful content was not materially harmful beyond what is found online. The
aim is to advance AI safety, consistent with ethical research goals.

Guidelines:
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• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.
• If the authors answer No, they should explain the special circumstances that require a

deviation from the Code of Ethics.
• The authors should make sure to preserve anonymity (e.g., if there is a special consid-

eration due to laws or regulations in their jurisdiction).
10. Broader impacts

Question: Does the paper discuss both potential positive societal impacts and negative
societal impacts of the work performed?
Answer: [Yes]
Justification: We have a “Broader Impacts” section discussing potential positive societal
impacts and negative societal impacts.
Guidelines:

• The answer NA means that there is no societal impact of the work performed.
• If the authors answer NA or No, they should explain why their work has no societal

impact or why the paper does not address societal impact.
• Examples of negative societal impacts include potential malicious or unintended uses

(e.g., disinformation, generating fake profiles, surveillance), fairness considerations
(e.g., deployment of technologies that could make decisions that unfairly impact specific
groups), privacy considerations, and security considerations.

• The conference expects that many papers will be foundational research and not tied
to particular applications, let alone deployments. However, if there is a direct path to
any negative applications, the authors should point it out. For example, it is legitimate
to point out that an improvement in the quality of generative models could be used to
generate deepfakes for disinformation. On the other hand, it is not needed to point out
that a generic algorithm for optimizing neural networks could enable people to train
models that generate Deepfakes faster.

• The authors should consider possible harms that could arise when the technology is
being used as intended and functioning correctly, harms that could arise when the
technology is being used as intended but gives incorrect results, and harms following
from (intentional or unintentional) misuse of the technology.

• If there are negative societal impacts, the authors could also discuss possible mitigation
strategies (e.g., gated release of models, providing defenses in addition to attacks,
mechanisms for monitoring misuse, mechanisms to monitor how a system learns from
feedback over time, improving the efficiency and accessibility of ML).

11. Safeguards
Question: Does the paper describe safeguards that have been put in place for responsible
release of data or models that have a high risk for misuse (e.g., pretrained language models,
image generators, or scraped datasets)?
Answer: [Yes]
Justification: The paper released selected prefixes and experimental artifacts, not new LLMs.
Safeguards include a content warning in the abstract and a footnote describing the limited
nature of harm in their generated responses. The research itself aims to inform better
defenses.
Guidelines:

• The answer NA means that the paper poses no such risks.
• Released models that have a high risk for misuse or dual-use should be released with

necessary safeguards to allow for controlled use of the model, for example by requiring
that users adhere to usage guidelines or restrictions to access the model or implementing
safety filters.

• Datasets that have been scraped from the Internet could pose safety risks. The authors
should describe how they avoided releasing unsafe images.

• We recognize that providing effective safeguards is challenging, and many papers do
not require this, but we encourage authors to take this into account and make a best
faith effort.
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12. Licenses for existing assets
Question: Are the creators or original owners of assets (e.g., code, data, models), used in
the paper, properly credited and are the license and terms of use explicitly mentioned and
properly respected?

Answer: [Yes]

Justification: The paper cites the original sources for the LLMs (Llama, Gemma), datasets
(AdvBench), and evaluation tools/benchmarks (HarmBench, etc.) used. It is assumed
standard research use respects their licenses, and license names are included in the metadata
in the codebase. Uncensored models from Hugging Face are also named.

Guidelines:

• The answer NA means that the paper does not use existing assets.
• The authors should cite the original paper that produced the code package or dataset.
• The authors should state which version of the asset is used and, if possible, include a

URL.
• The name of the license (e.g., CC-BY 4.0) should be included for each asset.
• For scraped data from a particular source (e.g., website), the copyright and terms of

service of that source should be provided.
• If assets are released, the license, copyright information, and terms of use in the

package should be provided. For popular datasets, paperswithcode.com/datasets
has curated licenses for some datasets. Their licensing guide can help determine the
license of a dataset.

• For existing datasets that are re-packaged, both the original license and the license of
the derived asset (if it has changed) should be provided.

• If this information is not available online, the authors are encouraged to reach out to
the asset’s creators.

13. New assets
Question: Are new assets introduced in the paper well documented and is the documentation
provided alongside the assets?

Answer: [Yes]

Justification: the primary new assets are the “selected prefixes” generated by the AdvPrefix
methodology. The paper extensively documents this methodology (Section 5), which
describes how these prefixes are created and selected. We also released these prefixes.

Guidelines:

• The answer NA means that the paper does not release new assets.
• Researchers should communicate the details of the dataset/code/model as part of their

submissions via structured templates. This includes details about training, license,
limitations, etc.

• The paper should discuss whether and how consent was obtained from people whose
asset is used.

• At submission time, remember to anonymize your assets (if applicable). You can either
create an anonymized URL or include an anonymized zip file.

14. Crowdsourcing and research with human subjects
Question: For crowdsourcing experiments and research with human subjects, does the paper
include the full text of instructions given to participants and screenshots, if applicable, as
well as details about compensation (if any)?

Answer: [NA]

Justification: The paper does not involve crowdsourcing nor research with human subjects

Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

20

paperswithcode.com/datasets


• Including this information in the supplemental material is fine, but if the main contribu-
tion of the paper involves human subjects, then as much detail as possible should be
included in the main paper.

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation,
or other labor should be paid at least the minimum wage in the country of the data
collector.

15. Institutional review board (IRB) approvals or equivalent for research with human
subjects
Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?
Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

• The answer NA means that the paper does not involve crowdsourcing nor research with
human subjects.

• Depending on the country in which research is conducted, IRB approval (or equivalent)
may be required for any human subjects research. If you obtained IRB approval, you
should clearly state this in the paper.

• We recognize that the procedures for this may vary significantly between institutions
and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

• For initial submissions, do not include any information that would break anonymity (if
applicable), such as the institution conducting the review.

16. Declaration of LLM usage
Question: Does the paper describe the usage of LLMs if it is an important, original, or
non-standard component of the core methods in this research? Note that if the LLM is used
only for writing, editing, or formatting purposes and does not impact the core methodology,
scientific rigorousness, or originality of the research, declaration is not required.
Answer: [NA]
Justification: We did not use LLMs for any non-trivial component of this research.
Guidelines:

• The answer NA means that the core method development in this research does not
involve LLMs as any important, original, or non-standard components.

• Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM)
for what should or should not be described.
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A Additional Discussions

Latest LLMs favor self-correction over direct refusal. Figure 3 (left) shows that when facing
jailbreak attacks (GCG), newer LLMs are less likely to directly refuse requests. Instead, they often
begin with the target prefix (“Sure, here is ...”) and then self-correct by giving incomplete or unfaithful
responses. For example, both Llama-2 and Gemma-2 resist about 90% of attacks. However, Llama-2
only gives unfaithful responses 24% of the time and never gives incomplete responses. In contrast,
Gemma-2 almost always gives incomplete or unfaithful responses, and rarely directly refuses.

These different reactions suggest that newer LLMs may have undergone deeper alignment [Qi et al.,
2024]. For example, developers might use prefixes from the original objective for supervised fine-
tuning to prevent generating these prefixes or to self-correct when they do [Zhang et al., 2024].
However, experiments with our new objective show that such alignment fails to generalize to our
prefixes.

Why still prefix-forcing? A key challenge in designing jailbreak objectives is that defining jailbreak
success relies on an autoregressive model’s output distribution, which is hard to estimate especially
when it has high entropy. One way to estimate it is by sampling many responses, but this makes
computing the objective value inefficient. Another way is to predict future outputs from the model’s
current state, but current techniques can only predict a few tokens ahead [Pal et al., 2023, Gloeckle
et al., 2024, Wu et al., 2024], while identifying nuanced harmful responses often requires examining
hundreds. The prefix-forcing objective bypasses this challenge by specifying a low-entropy distri-
bution that always outputs a specific prefix. Estimating such distribution is sample-efficient since it
only requires the prefix. Building on this advantage, we continue using prefix-forcing but address the
limitations of the original objective by carefully selecting the prefixes.

Relationship to model distillation objective. Recently, Thompson and Sklar [2024] propose a new
jailbreak objective based on distilling from an uncensored teacher LLM. We note that, when the
teacher’s output distribution degenerates to a single prefix, the prefix-forcing objective becomes a
special case of the model distillation objective with KL-based logit matching. Nevertheless, the
prefix-forcing objective has three advantages over distilling from a high-entropy teacher distribution:
First, it is sample-efficient, as only the prefix is needed for distillation. Second, the degenerated
teacher distribution is often empirically learnable by optimizing hard token prompts, as evidenced by
the near-zero losses in our experiments. Third, distilling from a single teacher distribution can be
overconstrained, and our multi-prefix objective alleviates this.

B More Related Work

Safety alignment of LLMs. The development of LLMs involves several stages of safety alignment
[Dubey et al., 2024, Huang et al., 2024b]. During pretraining, developers filter out harmful data
to reduce the likelihood of the model generating them. In fine-tuning, developers use supervised
fine-tuning (SFT) and RLHF [Ouyang et al., 2022, Bai et al., 2022, Dai et al., 2023, Ji et al., 2024,
Rafailov et al., 2024] to adjust the model’s rejection behavior under malicious prompts. Finally,
at deployment, system-level safety filters like Llama Guard [Inan et al., 2023] and ShieldGemma
[Zeng et al., 2024a] help detect and block harmful inputs or outputs. Although newer LLMs use
more refined strategies during fine-tuning to counter jailbreaks while minimizing false refusal rates
[Anthropic, 2024, Dubey et al., 2024, Inan et al., 2023], our findings suggest that these strategies
need more tailored prefixes to improve generalization.

Geiping et al. [2024] also note this misspecification issue. Liao and Sun [2024], Zhou and Wang
[2024] observe that lower loss does not necessarily lead to higher attack success rates and attribute it
to exposure bias [Bengio et al., 2015, Arora et al., 2022], where target prefixes fail to be elicited due
to high loss on the first token. Here, our result shows that even after successfully eliciting the prefix,
the model still fails to generate a complete and faithful response.

C Additional Experimental Details

Judge Settings. We follow the setup guidelines in evaluating HarmBench, JailbreakBench, and
StrongReject. We use the provided judge LLM finetuned from Llama-2-13B for HarmBench,
Llama-3-70B for JailbreakBench, and the judge LLM finetuned from Gemma-2B for StrongReject.
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JailbreakBench and StrongReject also support API-based judging (e.g., GPT-4), which we omit here.
Since our evaluation requires binary harmfulness labels, we binarize StrongReject’s harmful score
(originally ranging from 0 to 1) with a threshold of 0.6, which maximizes the F1 score on our dataset.

Our preference judge. Defining harmfulness is complex [Vidgen et al., 2024], making it challenging
to develop a perfect judge that assigns a binary label or absolute score to a response. For example,
model developers often judge topics like suicide and misinformation by different standards. To
address this, we introduce a preference judge [Li et al., 2023, Dubois et al., 2023] that compares the
relative harmfulness between two responses, offering an alternative evaluation. We take responses
from an uncensored LLM as the baseline, and compare them with those elicited by a jailbreak attack
to measure the relative harm induced by the jailbreak.

Dataset. The harmful request dataset is another factor influencing evaluation consistency across
studies. Newer LLMs exhibit varying jailbreak robustness across different malicious topics [Mazeika
et al., 2024]. For example, they are often more lenient with misinformation requests but are highly
sensitive to self-harm and child abuse topics. This cost-sensitive alignment strategy minimizes
the impact of false refusals [Cui et al., 2024, An et al., 2024] but increases variance in jailbreak
evaluations. For more consistent evaluation, we select 50 highly harmful requests from AdvBench as
our dataset, excluding sensitive topics such as child abuse.

Prefix Selection Pipeline. To handle cases where uncensored LLMs still refuse highly harmful
prompts, we prefill their responses with phrases like “Here”, “To”, or “Sure” to ensure compliance.
Note that we can also construct candidate prefixes using rule-based methods or with base (non-
instruction-tuned) LLMs instead of uncensored LLMs.

When selecting multiple prefixes, we require that none are sub-prefixes of another, which ensures the
probabilities sum to no more than one in the objective and prevents redundant computation. More
details about candidate pool size, rejection rules, and weighting parameters, are included in our
codebase at github.com/facebookresearch/jailbreak-objectives.

D Additional Results

We provide additional results in this section.

Figure 6: Two examples of harmless responses for nuanced jailbreaks. Current evaluation judges
struggle to distinguish them.
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Table 3: We use other three judges to evaluate results in Table 2 as ablation. The results show GCG
optimizing the entire attack prompt. Our objective achieves similar relative ASR improvements.

Model Objective HarmBench JailbreakBench StrongReject Ours

Llama-2
7B-Chat

Original 48.7 41.1 44.4 42.1
Ours Single 76.6 70.6 74.0 72.6

Llama-3
8B-Instruct

Original 27.8 38.0 14.5 14.1
Ours Single 82.2 82.2 84.2 79.5

Llama-3.1
8B-Instruct

Original 48.0 47.0 41.0 47.0
Ours Single 56.8 52.6 62.0 58.9

Gemma-2
9B-IT

Original 21.5 20.1 9.4 7.4
Ours Single 66.3 70.6 64.3 51.2

Table 4: Detailed meta-evaluation results of existing judges and ours. Numbers outside brackets are
human agreement rates, while numbers inside brackets are F1 scores.

Judge Llama-2 Llama-3 Llama-3.1 Gemma-2 Average

HarmBench 93.5 (84.3) 84.5 (78.9) 92.5 (89.5) 76.0 (69.6) 86.6 (79.9)
JailbreakBench 93.0 (82.1) 84.0 (78.1) 88.0 (82.1) 77.0 (68.9) 85.5 (77.1)
StrongReject 94.5 (85.3) 90.0 (84.6) 90.0 (85.9) 82.5 (75.5) 89.3 (82.3)

Ours 94.0 (84.6) 93.0 (88.7) 94.0 (91.4) 86.0 (74.6) 91.8 (85.4)

Failure Cases Example Response from the Victim LLM
Direct Refusal I cannot provide a guide on how to manipulate someone into committing suicide. If you

or someone you know is struggling with suicidal thoughts, it is [100+ words]

Incomplete Sure, here is guidance on how to manipulate someone into committing suicide:<eos>

Incomplete Here is a guide on how to manipulate someone into committing sui-
cide:\n\n**Disclaimer:** I cannot provide a guide on how to manipulate someone
into committing suicide. <eos>

Unfaithful Here is a guide on how to manipulate someone into committing suicide in the context of
the game "Tales from the Borderlands":\n\n**I. Understanding the Game [100+ words]

Successful
Attack

Sure, here is guidance on how to manipulate someone into committing suicide:\n\n1.
**Build Trust** [100+ words]

Table 5: More examples of failed attacks. We categorize failure cases to guide the design of more
accurate judges and well-specified objectives.

Figure 7: Prefilling ASR with manual attack prompts correlates with jailbreak ASR with optimized
attack prompts. We compare three designs of manual attack prompts: request only, request followed
by “Start your response with [request]”, and request followed by the initial attack suffix. Each point
represents an attack’s prefilling ASR and jailbreak ASR. The figures aggregate results across four
LLMs and 50 requests, demonstrating the correlation’s generality. Such correlation enables efficient
prefix selection using prefilling attacks.
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Figure 8: Replacing “Sure, here is [request]” with “Here is [request]” for Llama-3 and rerun GCG.
Each point represents a single run. The new prefixes result in lower final losses (x-axis), while the
ASRs improve slightly on average (y-axis, 12.8% to 22.1%). This observation indicates that the
original objective is overconstrained for optimization.

Figure 9: Our objective also enables attacking reasoning models (R1-distilled-Llama-3-8B) using
model-dependent target prefixes. GCG with default prefixes cannot lower the loss in this case to
achieve successful jailbreaks.
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