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Abstract. In the evolving landscape of text-to-image (T2I) diffusion
models, the remarkable capability to generate high-quality images from
textual descriptions faces challenges with the potential misuse of re-
producing sensitive content. To address this critical issue, we introduce
Robust Adversarial Concept Erase (RACE), a novel approach designed
to mitigate these risks by enhancing the robustness of concept erasure
method for T2I models. RACE utilizes a sophisticated adversarial train-
ing framework to identify and mitigate adversarial text embeddings, sig-
nificantly reducing the Attack Success Rate (ASR). Impressively, RACE
achieves a 30 percentage point reduction in ASR for the “nudity” concept
against the leading white-box attack method. Our extensive evaluations
demonstrate RACE’s effectiveness in defending against both white-box
and black-box attacks, marking a significant advancement in protect-
ing T2I diffusion models from generating inappropriate or misleading
imagery. This work underlines the essential need for proactive defense
measures in adapting to the rapidly advancing field of adversarial chal-
lenges. Our code is publicly available: https://github.com/chkimmmmm/
R.A.C.E.
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1 Introduction

The field of text-to-image (T2I) diffusion models has garnered significant at-
tention for their ability to produce high-quality images that can be adaptively
generated from textual descriptions [44,46]. This advancement is predicated on
the training of T2I models with extensive datasets, often encompassing a range
of content including copyrighted, explicit, and private materials [52-54]. Conse-
quently, these models possess the capacity to inadvertently replicate protected
images, potentially without user awareness [2,53,54]. The misuse of T2I models
by malicious actors for misinformation or public opinion manipulation presents
a significant concern [6, 34].
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Fig. 1: Comparative demonstration of concept erasure, red teaming, and robust era-
sure within T2I diffusion models. The ESD method [10] removes targeted concepts
from the original SD outputs, yet these concepts can be reconstructed using Unlearn-
Diff [72]. Our proposed R.A.C.E. method showcases enhanced robustness against such
red teaming reconstruction efforts.

In response to the challenges posed by the malicious exploitation of generative
models, Stable Diffusion (SD) [46] has integrated a safety checker [45] and advo-
cates for the utilization of a watermarking module [71]. Despite these initiatives,
the reliance on post-hoc interventions presents limitations due to their poten-
tial for circumvention [8,22]. Consequently, the research community is pivoting
towards formulating methodologies that embed safety protocols directly within
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the image generation pipeline. This approach ensures that content security is an
intrinsic aspect of image creation [8,22,23,37,60,66,67]. Although these meth-
ods are valuable for identifying the source of content after an incident, their
reactive nature highlights the necessity for proactive strategies. This includes
pioneering techniques attempting early removal of sensitive content from T2I
models [10,27], thereby preempting the production of inappropriate or harmful
material.

To address the challenge of removing undesirable content from T2I mod-
els, even when users attempt to circumvent content restrictions, recent research
has focused on the development of concept erasure techniques within T2I diffu-
sion models [10,13,27,69]. These techniques primarily aim to eliminate specific
concepts (e.g., “nudity”) by altering the text embeddings associated with these
concepts to neutral representations. Despite these efforts, there remains a vulner-
ability wherein erased concepts can be reconstructed. This is achieved by iden-
tifying text tokens that closely align with the visual embeddings of the targeted
concepts, thus enabling the regeneration of prohibited content [4,55, 59,64, 72].
This issue is illustrated in Fig. 1, demonstrating that even with concept erasure,
T2I models can be manipulated through prompt modification to regenerate the
restricted content. This underscores the imperative for a more robust concept
erasure methodology that can withstand such reconstruction attempts, ensuring
the integrity of content generation within T2I models.

Acknowledging the imperative for enhanced concept erasure methodologies
within T2I models, we pose a critical question: “Is it feasible to develop a con-
cept erasure approach that is resilient against reconstruction e [ants?” In pur-
suit of this, we introduce R.A.C.E. (Robust Adversarial Concept Erase), a
novel strategy aimed at bolstering the resilience of concept erasure techniques
against adversarial manipulations, as delineated in Algorithm 1. At the heart of
RACE lies an adversarial training framework, leveraging insights from the effort
of adversarial robustness [33]. Our method effectively identifies adversarial text
embeddings capable of reconstructing erased concepts and then facilitates their
integration into the T2I concept erasure workflow.

A pivotal aspect of RACE is its ability to efficiently uncover adversarial text
embeddings within a single time step of the diffusion process, an approach elabo-
rated in Section 3.2. This efficiency not only streamlines the process of identifying
adversarial examples but also facilitates the integration of our adversarial attack
mechanism into the concept erasure workflow. To demonstrate the robustness of
RACE, we have carried out an extensive array of experiments. These experiments
validate the effectiveness of RACE in countering diverse red teaming strategies,
with detailed results presented in Section 4. Our empirical investigations un-
derscore the capacity of RACE to significantly enhance the robustness of T2I
models against both white-box and black-box attacks across a broad spectrum
of target concepts, including artistic, explicit, and object categories.

‘We summarize the three main contributions here:
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We are the rst to present, to our knowledge, an adversarial training ap-
proach speci cally designed to fortify concept erasure methods against prompt-
based adversarial attacks without introducing additional modules.

Our method, RACE, implements a computationally e cient adversarial at-
tack method that can be plugged into the concept erasing method.

We show RACE signi cantly improves T2l models' robustness against prompts
based on white/black box attacks.

2 Related Works

For a comprehensive overview of additional related works, please refer to the
supplementary material.

Text-to-Image Synthesis.  The eld of generative models has seen remarkable
advancements, notably extending their capabilities beyond generating photore-
alistic images [7,21] to include Text-to-Image (T2l) synthesis [36, 40, 44,46, 49].
This progress has led to the development of ne-tuning techniques that allow for
the customization of T2l models to user-speci c needs [9, 28, 39, 48, 58], thereby
enabling the creation of highly realistic images that align closely with textual
prompts. However, the potential for misuse by malicious entities, using these
models for purposes such as spreading misinformation [6, 34], raises signi cant
concerns. This underscores the urgency of devising protective measures to miti-
gate the risk of such exploitations.

Advanced Techniques in Concept Erasure for T2l Diusion Models.

Within the realm of machine unlearning, concept erasure for T2l Di usion mod-
els has recently emerged as a critical area of research, focusing on the removal
of sensitive or copyrighted concepts from T2l models. Methods to achieve this
include guiding the image generation process or adjusting the model's weights to
exclude these elements [10,13,27,30,35,51,69]. Notably, techniques by Gandikota
et al. [10] and Kumari et al. [27] involve mapping sensitive concepts to null enti-
ties or benign equivalents by ne-tuning the weights of Stable Di usion (SD) [46]
models, e ectively preventing the generation of undesirable content. Despite
these advancements, red teaming methods have exposed potential loopholes,
indicating that erased concepts might be regenerated through meticulously de-
signed text prompts. Addressing this issue, our work contributes an adversarial
training strategy aimed at bolstering the resilience of Stable Di usion models
against such text-prompt-based attacks [4,59, 72], thereby enhancing the security
and integrity of the content generation.

Robustness Evaluation via Red Teaming in T2l Models. While various
safety measures have been proposed to shield SD models from misuse, red team-
ing strategies reveal vulnerabilities that still allow for circumvention. Research
has demonstrated that techniques like Textual Inversion [9] can be exploited to
regenerate content previously erased from SD models [41], prompting the devel-
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Algorithm 1 R obust A dversarial Concept Erasure: RACE Algorithm

Input:  Di usion Model , frozen di usion model , scheduler S, target concept
¢, training steps M, adversarial steps N, perturbation limit , attack step size

Sample noisen N (0;1), timestep t U (1;1000)

Initialize u( ;)

Denoisez: = S(n;t;c)

for j =0;:::;N do . Perform targeted attack

= +  sign(r Lso( ;zi;tc; )
Clamp within [ ; ]
end for
= r Lrace (5 ziitc)

end for
return

opment of countermeasures aimed at safeguarding against such inversions [63,73].
In real-world applications, T2l services such as Midjourney predominantly rely
on user-provided text prompts, making them susceptible to prompt-based red
teaming attacks [4,55,59, 64, 72]. These methods employ sophisticated prompt
optimization techniques to restore images containing erased content, with their

e cacy contingent upon the level of model access categorized into white-box
approaches, which utilize SD's U-Net [47] for prompt optimization [4, 72], and
black-box strategies, where such access is restricted [55,59, 64]. Both approaches
establish formidable benchmarks in attack success rates, as detailed in Tab. 2.
However, the landscape lacks robust defense mechanisms against prompt-based
red teaming, primarily due to the prohibitive computational demands associ-
ated with identifying adversarial prompts a challenge that renders traditional
adversarial training approaches impractical. Addressing this gap, our work intro-
duces a novel defense strategy tailored to counteract prompt-based red teaming
attacks, marking a signi cant step forward in fortifying T2l di usion models
against adversarial threats.

3 Method

Our methodology aims to expunge target concepts from T2l di usion models
through an adversarial training framework [33]. Initially, in Section 3.1, we es-
tablish the foundation by formally introducing the notations and the rationale
underpinning our approach. Following this, Section 3.2 details our proposed ad-
versarial attack, speci cally designed for robust concept erasure, and delineates
its integration into the adversarial training regime.

3.1 Preliminaries

Stable Diusion Models. Our method is built upon the Stable Di usion
Model (SD) [46], which operates as the foundational architecture for our concept
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Fig. 2: Single-Timestep Adversarial Attack E cacy. This gure illustrates the Attack
Success Rate (ASR) across various timesteps, alongside representative images. Notably,
even when the adversarial attack is applied at a singular timestep t , the perturbed
text embedding c+  successfully reproduces images containing the previously erased
concept. For method details, see Sec. 3.2.

erasure technique. The SD model is composed of two primary elements: rstly,
an image autoencoder that has been pre-trained on a diverse and extensive im-
age dataset [7]. Within this autoencoder, an encoder functionE( ) transforms
an input image x into a latent representation z = E(x). Conversely, a decoder
function D() aims to reconstruct the input image from its latent form, where
D(z)=% x.

The second element is a U-Net [47]-based di usion model trained to craft
latent representations within the acquired latent space. This model facilitates the
conditioning on either class labels or text embeddings derived from training data.
Let us denote byc = Eyx (y) the textual embedding encoded from a conditioning
text prompt y, whereEy symbolizes the text encoder, such as CLIP [43]. Under
these constructs, the SD training objective is encapsulated by the loss function:

Lso == Enn (0:1)z;c JiN (zi:t; C)JJ% ; 1)
wheret indexes the time step,n represents a noise sample drawn from a standard
Gaussian distribution, z is the perturbed version of z up to time step t, and

is the denoising network based on a U-Net architecture. During inference,
a random noise sample is procured from a Gaussian distribution and denoised
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