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Abstract

In guaranteeing the absence of adversarial exam-
ples in an instance’s neighbourhood, certification
mechanisms play an important role in demonstrat-
ing neural net robustness. In this paper, we ask if
these certifications can compromise the very mod-
els they help to protect? Our new Certification
Aware Attack exploits certifications to produce
computationally efficient norm-minimising adver-
sarial examples 74% more often than comparable
attacks, while reducing the median perturbation
norm by more than 10%. While these attacks
can be used to assess the tightness of certification
bounds, they also highlight that releasing certifi-
cations can paradoxically reduce security.

1. Introduction

A troubling property of learned models is that semantically
indistinguishable samples can trigger different model out-
puts (Biggio et al., 2013). Known as adversarial examples
when constructed deliberately, these samples can be incredi-
bly difficult to detect, especially when the distance to clean
examples is minimised. While adversarial defences have
been proposed as a best-response countermeasure, the secu-
rity they provide is often illusory as they can be exploited
or evaded by motivated attackers.

As a response to this dynamic, guarantees that no adver-
sarial examples exist within a calculable, bounded region—
through techniques known as Certified Robustness—have
emerged (Weng et al., 2018; Zhang et al., 2018; Li et al.,
2019; Salman et al., 2019b; Cullen et al., 2022).

However while these certifications are typically framed as
providing security, they cannot intrinsically distinguish be-
tween clean or adversarial examples. This is a consequence
of adversarial examples also being able to be certified, and
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that practical attacks still exist outside the region of certifi-
cation. While the existence of norm-minimising adversarial
examples that satisfy this condition should not be controver-
sial, we strongly argue that the certification community has
been underestimating the impact of how these techniques
are framed on non-expert users. Presenting certification
techniques as being robust to adversarial examples has the
potential to induce a false sense of security in users who are
not familiar with the inherent risks facing these models.

Within this work we demonstrate that this risk is amplified
by the fact that certifications can be exploited to construct
smaller adversarial perturbations than prior approaches.
This attack, which we will henceforth refer to as a Certifica-
tion Aware Attack exploits the very nature of certifications to
assist in rapidly identifying adversarial examples—a process
that is demonstrated in Figure 1. Exploiting certifications
allows our new attack framework to (i) speed up the ini-
tial stages of the search with larger and more informative
Jjumps, and (ii) to reduce the total adversarial perturba-
tion, which ensures that these adversarial examples have a
higher chance of avoiding detection (Gilmer et al., 2018).
As part of this, we also introduce a cohesive framework for
attacking certified models.

The utility of such an attack extends to improving our under-
standing of the tightness of calculated certifications—for if
a certification is a guaranteed lower bound on the location of
the nearest adversarial example, a norm-minimising attack
corresponds to an upper bound of the same quantity. How-
ever, while there is beneficial utility in these attacks, their
existence still demonstrates that certification researchers
must fundamentally reconsider how we think about the se-
curity implications of certifications. We believe that the only
appropriate defence is to treat the certifications and class
expectations as highly confidential information that must
not be released, lest it be used to help compromise the very
models the certification mechanisms purport to defend.

2. Background: Certification Mechanisms

Certification mechanisms eschew the responsive view of
adversarial defences in favour of bounding the region in
which adversarial examples x’ can exist for a given input
sample x—typically B, (x,) a x-centred p-norm ball of
some radius r. To be sound, a radius must be strictly less
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Figure 1: Illustrative example of an evasion attack for a binary classifier, that changes the output from blue to red. Our new
attack framework exploits knowledge of the certifications (circles) to minimise the number of iterative steps required.

than
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Here 1 is a one-hot encoding of the predicted class in
K = {1,...,K}, and S is the permissible input space,
for example [0, 1]¢ is typical in computer vision. The size
of B,(x,r) can be considered a reliable proxy for both the
detectability of adversarial examples (Gilmer et al., 2018)
and the cost to the attacker (Huang et al., 2011).

These certificates can be constructed through either exact or
statistical-sampling based methods. Exact methods typically
construct their bounds by way of either interval bound prop-
agation (IBP), which propagates interval bounds through
the model; or convex relaxation, which utilises linear re-
laxation to construct bounding output polytopes over input
bounded perturbations (Salman et al., 2019b; Mirman et al.,
2018; Weng et al., 2018; Zhang et al., 2018; Singh et al.,
2019; Mohapatra et al., 2020), in a manner that generally
provides tighter bounds than IBP (Lyu et al., 2021). How-
ever, these techniques exhibit a time or memory complexity
that makes them infeasible for complex model architectures
or high-dimensional data (Wang et al., 2021; Chiang et al.,
2020; Levine & Feizi, 2022). While Lipschitz certified
mechanisms (Tsuzuku et al., 2018; Leino et al., 2021) have
recently been proposed as a less computationally intensive
alternative than bound propagation mechanisms, they still
exhibit scalability issues for larger and more semantically
complex models.

Statistical-sampling based methods build upon randomised
smoothing (Lecuyer et al., 2019), in which the Monte Carlo
estimator of the expectation under repeatedly perturbed sam-

pling
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can be exploited to provide guarantees of invariance under
additive perturbations. In forming this aggregated classifi-
cation, the model is re-construed as a smoothed classifier,
which in turn is certified. Approaches for constructing such
certifications include differential privacy (Lecuyer et al.,
2019; Dwork et al., 2006), Rényi divergence (Li et al., 2019),
and parameterising worst-case behaviours (Cohen et al.,
2019; Salman et al., 2019a; Cullen et al., 2022). The latter
has proved the most performant, and yields certifications of

r= % (<I>_1 (Eo[x]) 9! (El[x])) NG

Here ®~! is the inverse standard normal CDF, (Ey, E) =
topk ({Ex [F(X)]},2) , and (E,, El) are the lower and
upper confidence bounds of these quantities to some confi-
dence level o (Goodman, 1965).

3. Attacking Certified Defences

That certifications are framed as being robust to adversarial
manipulation has troubling security implications, as it may
induce a false sense of security in those unfamiliar with
these techniques limitations. This is especially true when
as a certification cannot tell us if a sample has already been
compromised, and does not obviate the existence of seman-
tically indistinguishable adversarial examples. However, as
Table 1 shows, to date only Cohen et al. (2019) has consider
test-time attack against certified models. However, they
explicitly note that their tested attack does not align with
the concept of attacking a certified model, and present no
quantitative measures of performance. While other works
have considered certifications from an adversarial lens, their
focused has been on manipulating the training corpus to
improve test time performance—a process that does not
require reliable, hard to detect norm-minimising attacks.
Thus there currently is clearly an insufficient understanding
of both the tightness of certification bounds, and the risks
facing certified models.

When it comes to attacking certified models, one may in-
tuitively think of simply identifying a sample x’ such that
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Table 1: Extant attacks, distinguished by if their goal is to change the label of samples or to just improve robust accuracy; if
they were deployed at train- or test-time; if the attack has direct applicability to certifications (where half-circles denote

attempting to improve certified robustness); and if they exploit

the certifications themselves.

Applicability
. . Certi-  Exploits

Algorithms Goal  Train Test fied Certs.
PGD (Madry et al., 2018) Label [ ) (] O O
(Carlini & Wagner, 2017) Label [ ) o D O
AutoAttack (Croce & Hein, 2020) Label [ ) [ ] O (
DeepFool (Moosavi-Dezfooli et al., 2016)  Label @] (] D O
Training w/ Noise (Bishop, 1995) Acc. [ O D C
(Salman et al., 2019a) Acc. o O © O
MACER (Zhai et al., 2020) Acc. [ ) O © O
Cohen et al. (2019) Label O (] [ O
Ours Label © [ ] [ ([ ]

||lx" — x||= r*. However, in practice certification mecha-
nisms are not able to construct tight bounds on r*, and even
if they were, the search space for identifying x’ would still
be significant. And even if such a point could be identified,
its certified radii would be 0, which would likely trigger
further inspection in any operationalised certification sys-
tem. As such, within this work, we introduce the idea of a
confident adversarial attack against a certification mecha-
nism being one in which a certification constructed at the
adversarial example is non-zero. For randomised smoothing
this condition is equivalent to

arg max Ex [F(x)] # argmaxEx [F(x)] and (4)
Ey[F(x')] > Ey [F(x)]

That these expectations are highly concentrated (for suffi-
ciently high Monte Carlo sample sizes) enables any of the
reference attacks within Table 1 to be effectively employed
against the class expectations, rather than the individual
draws under noise. This contrasts with approaches like
Expectation Over Transformation (Athalye et al., 2018), in
which each sample under noise is attacked in a numerically
inefficient manner.

A complicating factor is that in randomised smoothing is
that the final model layers can either be defined differen-
tiable softmax or non-differentiable arg max layers (Cullen
et al., 2023). Most certification mechanisms assume the
layer, including that of Equation 3. While it could naively
be assumed that non-differentiable layers inherently defeat
the gradient based attack mechanisms, in practice interven-
tions like stochastic gradient estimation (Fu, 2006; Chen
et al., 2019), surrogate modelling, and transfer attacks all
providing potent mechanisms for a motivated attacker.

While we could test the performance of adversarial attacks
under each of these interventions, distinguishing the im-
pact of the attack against that of the intervention would
be problematic. To both minimise the impact of ensuring
differentiability and maximise the difficulty to the attacker,

within this work we assume that the final arg max layer can
be replaced with a Gumbel Softmax (Jang et al., 2017)

exp ((log(mi) + gi)/7)
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We emphasise that this re-parametrisation is not necessary
for the following attacks to work, as they can be applied
to models with softmax outputs, or by way of any of the
previously discussed interventions.

3.1. Threat model

Within this work we consider an attacker that attempts to
construct a norm-minimising, confident (see Equation 4) ad-
versarial example against a certified model. When the certifi-
cation has been constructed through randomised smoothing,
we assume the attacker has the ability to construct deriva-
tives through arg max layers, and knowledge of the level
of additive noise 0. However, we note that even this last
assumption is not strictly necessary, as Appendix F demon-
strates that approximate values of o still provide enhanced
certification performance. When attacking models that do
not incorporate randomised smoothing, the attacker is as-
sumed to have white-box access to the models gradients,
predictions, and certifications.

4. Certification Aware Attacks

While there is value in understanding the tightness of certifi-
cation mechanisms by attacking them with extant attacks,
within this work we are also interested in understanding how
certifications may be exploited by a motivated attacker to
minimise the size of the identified examples. Such a concept
may seem contradictory, but it is important to consider that
from an attacker’s perspective a certification can be viewed
as a lower bound on the space where attacks may exist.

Section 4.1 demonstrates how the existence of certifications
at all points across the instance space (Cullen et al., 2022)
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can be exploited to significantly reduce the search space
for identifying adversarial examples. Once an adversarial
example is identified, Section 4.2 then demonstrates how
certifications associated with successful adversarial exam-
ples can be exploited to minimise the perturbation norm of
the sample, as any norm-minimising step inside the certified
radii still remains an adversarial example!

4.1. Step Size Control
‘We begin our attack by introducing the surrogate problem
x = argmin {|Ey(X) — E1(x)| : F(x) =F(x)} . (6)
%x€S
This formalism may seem counter-intuitive, as the constraint

ensures that X cannot be an adversarial example. However,
consider the gradient-based solution of the previous problem

Xiy1 = Ps (Xi — & <|§:|§2Ej :gﬂiﬁln)) ,

for a projection to the feasible space Ps, and for which
each x; has associated certifications ;. By imposing that
€; > r;, we ensure that the new candidate solution x;1
must exist outside the region of certification of the previous
point, which is a necessary but not sufficient condition for
identifying an adversarial example.

Ensuring that €; > r; could be achieved by imposing that

€ =p(xi) (1+90) , ®)

for some § > 0, and where p(x;) = r;. However, doing so
fails to account for the information gained from the certifi-
cations at all x; for j = 0, ..., . If we instead construct

plxi) =i 5> 0:x"(5) & | Bo(x H [0 = ]7y)
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then x;1 remains strictly outside the certified radii region
of all {x;|¢; = co}. Here ¢; is the class prediction at step 4
of the iterative process, and H,,—., is an indicator function
, and p(x;) is solved for using a binary search.

As taking large steps may be disadvantageous in certain
contexts, in practice we define ¢; in terms of pre-defined
lower- and upper-bounds

€; = clip (ei; €min; 6maX) . (10)

4.2. Refining Adversarial Examples

Once we have identified an adversarial example, we switch
to the second stage of our iterative process, in which we

minimise the perturbation norm of any identified examples,
in order to decrease their detectability. At this stage, the
attack iterates x; now produces a class prediction of ¢; #
co. Thus, any x; must also be an adversarial attack if the
difference between the two points is less than or equal to ;.
Thus our iterator can be defined as

X1 = P (xi — min{p, emax }(1 — 9) (M>>

l[x0 — x|

p=sups p>0:x"(p) € | J Br(x;, Hco # ¢j]r))
j=0
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Similar to Section 4.1, a simpler variant of the above simply
involves setting that p = r;, however doing so discards the
potential for prior certifications to help refine the search
space. This framing ensures that ¢; = ¢; V j > i—i.e., that
all adversarial examples share the same class as the first
identified adversarial example. As such, it may be true that
there exists some adversarial example x”/

(1)
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However, even with this limitation, the following section
demonstrates that this process still produces significantly
smaller adversarial examples than other techniques.

Algorithms detailing the aforementioned processes
can be found within Appendices B and C, and
the code associated with this work can be found
at https://github.com/andrew-cullen/
Attacking-Certified-Robustness.

5. Results

To demonstrate the performance of our new Certification
Aware Attack, we test our attack relative to a range of other
comparable approaches. We emphasise that both our new at-
tack and the reference attacks are deployed against certified
models, rather than the associated base classifiers.

To achieve this, our experiments consider attacks against
MNIST (LeCun et al., 1998) (GNU v3.0 license), CIFAR-
10 (Krizhevsky et al., 2009) (MIT license), and the Large
Scale Visual Recognition Challenge variant of ImageNet
(Deng et al., 2009; Russakovsky et al., 2015) (which uses
a custom, non-commercial license). In the case of mod-
els defended by randomised smoothing, each model was
trained in PyTorch (Paszke et al., 2019) using a ResNet-
18 architecture, with experiments considering two distinct
levels of smoothing noise scale o. Additional experiments
on the MACER (Zhai et al., 2020) certification framework
and a ResNet-110 architecture can be found in Appendix G.
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The confidence intervals of expectations in all experiments
were set according to the o = 0.005 significance level. To
demonstrate the generality of our identified threat model,
Section 5.3 eschews randomised smoothing to attack certifi-
cations constructed using IBP. Due to the inherent computa-
tional cost associated with constructing solutions with IBP,
our results were limited to MNIST models solved using a
sequential model of two convolutional layers followed by
two linear layers, with ReLU activation functions. All cal-
culations were constructed using one NVIDIA A100 GPUs
for MNIST and CIFAR-10, while Imagenet test and training
time evaluations employed two.

To explore the performance of our attacks, we will rely
upon a handful of key metrics, including some that we have
constructed specifically for this work. These include the
success rate of successful attacks; the proportion of samples
for which an attack produces smaller radii perturbations than
its competitors; the percentage increase above the certified
radius %-C; the median /5 attack size r5¢; and the attack
time, which includes the time for certifying each sample.
Further details can be found in Appendix D

5.1. Attacking Randomised Smoothing

Attack Size vs Success Rate To establish the performance
of our Certification Aware Attack framework against certifi-
cations employing randomised smoothing, Figure 2 explores
the relationship between success rates and the size of the
identified adversarial examples. As each technique may be
successfully attacking a different subset of samples, the size
of the identified adversarial examples is normalised by their
associated certified radii in %-C to control for the difficulty
of identifying examples. This was achieved through a broad
sweep of each model’s respective parameter spaces, as de-
tailed within Table 3 and Appendix C. Exemplars of some
of these attacks can be seen in Appendix H.

These results demonstrate the existence of a quasi-
exponential relationship between the attack size and the
location of the smallest potential adversarial example, which
serves as a proxy for detectability. This growth is in part a
product of the range of the explored parameter space (see
Appendix C), which extends to attacks so large that they
remove all semantic features from the inputs—producing
almost guaranteed attack successes, at the cost of clearly
detectable perturbations.

Our approach consistently identifies significantly smaller
adversarial examples than both PGD and Carlini-Wagner for
all success rates, with a 20 percentage point difference in the
distance to Cohen et al. seen for CIFAR-10 at o = 1.0, and
an over 30 percentage point difference for MNIST and Ima-
geNet. While it is true that our technique produces slightly
smaller maximum success rates than PGD in MNIST and
CIFAR-10 (with a larger, notable gap for ImageNet), we

emphasise the significant differences between the observed
percentages distances to Cohen, especially as the success
rate grows for MNIST and CIFAR-10. The the adversar-
ial examples identified by our technique are consistently
closer to the certified radii confirms that our technique is re-
liably producing smaller, more difficult to detect adversarial
examples.

Relative Performance To enable representative compar-
isons, for the remainder of this work we will assume that
an attacker that can control its position in parameter space
will choose hyper-parameters such that it minimises the me-
dian percentage difference to Cohen et al. for a success rate
above 90%. If such a success rate is not achievable, the
attacker will instead maximise their success rate.

To more comprehensively examine the suite of potential
attack frameworks, we now expand our suite of compar-
isons to also include DeepFool (Moosavi-Dezfooli et al.,
2016) and AutoAttack (Croce & Hein, 2020), which were
excluded from broader parameter sweeps due to their rel-
ative performance. While AutoAttack has the ability to
specify a £ norm perturbation magnitude, the associated
computational cost makes a broader parameter space explo-
ration infeasible. In contrast, while DeepFool is the fastest
of all tested attacks, its failure to successfully identify norm
minimising adversarial examples led to its exclusion from a
broader parameter exploration.

Across our full set of experiments, Figure 3 and Table 2
demonstrate that our new attack framework consistently
constructs smaller adversarial perturbations than any other
tested technique. On a sample-by-sample basis, in the
most challenge experiment for our technique—Imagenet
at 0 = 1.0—our technique produces the smallest adver-
sarial example for 54% of the time (denoted by the Best
column), for samples able to be attacked. This result is
particularly striking given the relatively low success rate for
our approach in Imagenet, relative to the other experiments,
which suggests that the range of parameter space tested over
may need further modification for datasets of the size and
complexity of Imagenet. In the remainder of the tested ex-
periments, as the success rate of our technique increases, so
too does the proportion of attacked samples for which our
technique produces the smallest possible adversarial attack,
demonstrating the viability of our approach as a framework
for constructing minimal norm adversarial examples.

Our approach produces a median certification that is on
average 11% smaller for MNIST, 12% for CIFAR-10, and
52% smaller in the case of Imagenet. When controlling
for the size of the certified radii %-C demonstrates that our
technique produces an on average 24% reduction in the
median attack size relative to the next best attack.
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Figure 2: Minimum achievable average percentage difference between the attack radii and the certified guarantee of Cohen
et al. (Equation 3) for a given success rate for our technique (Blue), PGD (Red), and Carlini-Wagner (Green), when tested
against MNIST, CIFAR-10 and Imagenet. Solid and dashed lines represents o = {0.5, 1.0} for parameter space of Table 3.

Contextualising Performance One feature noted within
Section 4.2 was that all adversarial examples identified by
our Certification Aware Attack framework must share the
same class prediction as the first identified adversarial exam-
ple. Intuitively it would appear that such a drawback would
induce a disproportionate increase in the median certified
radii for the 1000-class ImageNet, as compared to MNIST
or CIFAR-10. In practice this is more than counterbalanced
by our attacks increased efficiency in exploring the search
space. This efficiency in exploring the search space is evi-
dent in the computational cost of identifying attacks, with
our approach requiring significantly less computational time
to identify norm minimising adversarial examples relative
to all of the other techniques. The exception to this is Deep-
Fool, however its performance delta relative to the Cohen
et al. certified radius emphasises that adding additional
iterative steps would likely be a forlorn task.

5.2. Tightness of Certified Guarantees

While attacks against certifications are valuable in their own
right, they also serve as an upper-bound on the location of
the nearest adversarial example, counterbalancing the lower-
bound provided by certification mechanisms. In doing so,
they provide a proxy for both utility and the potential scope
for future improvements in certification schemes.

When considering these bounds in the contexts of the tested
datasets, Figure 3 suggests that MNIST—which is often
perceived as being the simplest of datasets—demonstrates
a more significant delta between the certified radii and the
attack performance. This may be a consequence of the sim-
pler semantic properties of the dataset being more difficult
to attack, relative to Cohen et al. style certifications. Due to

its role as a multiplicative constant in Equation 3, increasing
o inherently increases the size of the certifications, an effect
that is partially offset by a decrease in the observed class
expectations. However, from the perspective of an attacker
increasing o should also increase the smoothness of the
gradients, which theoretically should make the model easier
to attack. In practice, Figure 3 and Table 2 demonstrate
that increasing o leads to a small increase in the size of
identified attacks, relative to certified guarantees. While this
may at first appear contradictory, it suggests that the ease
in identifying adversarial attacks for larger o is offset by
decreases in the tightness of the certified bound.

5.3. Performance against other certification mechanisms

To demonstrate the generality of our identified threat model,
Figure 4 demonstrates the relative performance of our tech-
nique and PGD when tested for a model certified using IBP.
While we have not fully explored the parameter spaces of
both attacks, nor the broader suite of attacks in the context
of this framework, these results reinforce the information
advantage an attacker has when attempting to compromise
models employing randomised smoothing if they incorpo-
rate the certification into their attack, irrespective of the
certification mechanism. That this is true confirms that all
certification mechanisms should assess their risk to adver-
sarial attack in light of our Certification Aware Attacks.

6. Discussion: Impact and Mitigation

We emphasise that our CAA does not compromise the cer-
tification associated with individual samples. Rather, we
establish that it is possible to leverage certifications to con-
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Table 2: MNIST (M), CIFAR-10 (C), and ImageNet (I) attack performance across ¢ for Carlini-Wagner (C-W), AutoAttack
(Auto) and DeepFool (DeepF). Metrics are the proportion of samples attacked (Suc.), smallest attack proportion (Best),
median attack size (r59), time (Time [s]), and percentage difference to the Cohen et al. (%-C). All bar the success rate are
only calculated over successful attacks.> denotes solutions selected following Appendix C, bolded values represent the best
performing metric (excluding the success rate, as it is a control parameter), and arrows denote if a metric is more favourable
with increased or decreased values.

oc=0.5 c=1.0
Type Suc.t Bestt 150l  %-Cl  Time | | Suc.t Bestt 750l %-Cl Time |
M Ours* 90% 73%  2.02 82 0.34 97% 97% 223 90 1.22

PGD* 91% 19% 2.17 96 2.04 99% 3% 2.62 123 2.03
C-W* 93% 7% 5.46 364 3.03 95% 0% 5.36 380 3.02
Auto 92% 1% 5.44 393 27.32 97% 0% 5.65 386  26.50
DeepF 9% 0% 14.43 2417 0.07 51% 0% 17.10 2143 0.07

C  Ours* 91% 87%  0.83 56 0.53 96% 92%  1.26 56 0.86
PGD* 92% 1% 0.92 72 2.17 99% 3% 1.46 7 2.15
C-W* 98% 5% 3.13 432 3.18 99% 1% 3.65 352 3.14
Auto 94% 3% 4.00 493 28.37 91% 2% 5.61 492 28.40
DeepF  88% 2% 2.44 504 0.08 98% 3% 3.42 462 0.08

I Ours* 63% 84% 1.14 127 4.49 52% 63% 143 157 5.21
PGD* 82% 13% 2.05 211 51.46 91% 35% 3.42 188  50.49
C-w* 53% 0% 33.22 4747  26.71 56% 0% 3242 3451 27.34
DeepF  56% 3% 2.89 654 2.88 1% 3% 4.98 647 2.93
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Figure 3: Best achieved Attack Proportion for our new Certification Aware Attack (blue), PGD (red), DeepFool (cyan),
Carlini-Wagner (green), and AutoAttack (magenta); where the rows correspond to o = {0.5,1.0} and the columns
correspond to MNIST, CIFAR-10 and Imagenet. Black dotted line represents the best case performance as per Equation 3.
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Figure 4: Success rates for our attack (blue) and PGD (red)
for an IBP certified MNIST model.

struct samples that are semantically identical to clean sam-
ples (see Figure 8), but that are able to trick a certified
classifier into changing its class prediction. That this is
possible demonstrates that the security provided by certifi-
cation mechanisms is illusory if the attacker knows (or can
reconstruct) the robustness certificate. This observation runs
contrary to likely user expectations, where a certification or
the class expectations is likely to be be seen as metric for
demonstrating model confidence to be released alongside
the predicted class.

While uncovering new attacks has the potential to compro-
mise deployed systems, there is a prima facie argument
that any security provided by ignoring new attack vectors
is illusory. Such a perspective has uncovered new attack
vectors including data poisoning, backdoor attacks, model
stealing, and transfer attacks, all of which can now be pro-
tected against. Our work similarly reveals the paradoxical
observation that the very mechanisms that we rely upon to
protect models introduce new attack surfaces, enhancing the
ability for attackers to construct norm minimising attacks.
Moreover, our CAA also provides a framework to better
explore the tightness of constructed certification bounds in
real world systems.

It would appear that restricting the publication of the cer-
tification could nullify the potential of certification aware
attacks. However, the certifications can be trivially recon-
structed from the class expectations and o. Thus securing
systems against these attacks requires that only the class
predictions are released, without any associated expecta-
tions. While this would not prevent a suitably motivated
attacker developing a surrogate model, it would significantly
increase the cost and difficulty associated with a successful
attack, relative to attacking a model that releases its certi-
fications. Figure 6b and Appendix F demonstrate that our
attack still outperforms other frameworks even when o is
estimated, however we leave exploring the effectiveness of
this mitigation to future work.

While this work has specifically considered {5 norm
bounded evasion attacks against randomised smoothing and
IBP based mechanisms, it is important to note that other
threat models threat models (Liu et al., 2023), and certifica-
tion frameworks exist, like Lipschitz certification (Tsuzuku
et al., 2018; Leino et al., 2021). However, these approaches
still involve constructing a certificate, and if these certifi-
cates are published then this work has clearly demonstrated
that this release can be exploited by a motivated attacker. As
such, we believe that any future certification—for evasion,
backdoor, or other attacks—must seriously consider the risk
associated with publishing certifications.

7. Related Work

This work presents both a framework for attacking certifi-
ably robust models, and a demonstration of how such certifi-
cation can be exploited to improve attack efficacy. While we
formalise the concept of attacking certifications, prior works
have considered the impact of corrupting the inputs of both
undefended and certified models. One common framework
involves corrupting input samples with additive noise or ad-
versarial examples, in order to improve robustness (Bishop,
1995; Salman et al., 2019a; Cohen et al., 2019). Of these,
Salman et al. (2019a) is closest to our work, although their
attacks only considered a small number of draws from ran-
domised smoothing (rather than the full expectations), and
employed a softmax in place of the arg max operator. All
three of these approaches are un-targeted, un-directed, train-
ing time modifications attempting to improve generalisation
by increasing training loss. In contrast, our focus was placed
upon both constructing a definition of test time adversarial
attacks against certified models, and then exploiting the na-
ture of certifications themselves to improve the performance
of adversarial attacks against certified models.

8. Conclusion

Within this work we have demonstrated the counter-intuitive
concept that certifications can be exploited to attack the
very models they were designed to guard. Through our
novel Certification Aware Attack framework, we exploit
this observation to significantly decrease the size of the
identified adversarial perturbations relative to state-of-the-
art test-time attacks, leading to an up to 55% decrease in
the size of adversarial perturbations relative to the next best
performing technique. Being able to reliably, and repeatedly
generate such norm-minimising adversarial examples would
better allow for developers to analyse the performance of
certification mechanisms. However, this same benefit would
also allow an attacker to reliably influence more samples
before potentially being detected. These results underscore
that significant consideration must be placed upon the safety
of releasing robustness certificates.
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Impact Statement

This work explores a heretofore undiscovered security risk
associated with publishing the certifications associated with
certifiable robust mechanisms. While such attacks can in-
duce negative societal consequences, there is a clear con-
sensus within the computer security community that respon-
sible disclosure of attacks is a crucial part of improving
systemic security. Training-time, test-time and backdoor at-
tacks are always published in the public domain, and the risk
associated with the publication of our new attack should be
viewed within this context. The new attack vector contained
within this work allows for a fundamental reevaluation of the
security associated with systems designed to demonstrate
the resistance of machine learning models to adversarial
manipulation, and provides a new mechanism that can be
used to better study the tightness of the bounds provided by
robustness mechanisms.
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A. Background: Adversarial Examples

The existence of highly confident but incorrect adversarial
examples in neural networks has been documented exten-
sively (Szegedy et al., 2014; Goodfellow et al., 2015). We
provide an overview of the topic in this appendix for com-
pleteness. Formally, adversarial examples are perturbations
~ € Stothe input x € S of a learned model f(-), for which

F(x+7) # F(x).

The p-norm of this perturbation can be considered a reli-
able proxy for both the detectability of adversarial exam-
ples (Gilmer et al., 2018) and the cost to the attacker (Huang
etal., 2011).

The process for identifying such attacks commonly involves
gradient descent over the input space. A prominent example
is the Iterative Fast Gradient Sign Method (Madry et al.,
2018; Dong et al., 2018), which we will henceforth refer
to as PGD. This technique attempts to converge upon an
adversarial example by way of the iterative scheme

Xg+1 = Ps (Xk —¢€ ( VxJ(%,Y) ))

—_ 12
Mxd 50l (12
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This process exploits gradients of the loss J(x, y) relative
to a target label y to form each attack iteration, with the
step size € and a projection operator P ensuring that X1
is restricted to S.

Carlini & Wagner (2017)—henceforth known as C-W—
demonstrated the construction of adversarial perturbations
by employing gradient descent to solve

argrlnin{||x'fx||§+0~g} (13)

g = max {max{fo(x'); : j #i} — fo(x")i, —K} .

We note that while one-shot variants of these attacks have
historically been used as a baseline for the performance of it-
erative attacks to be assessed against, we believe that by their
nature such attacks always poorly represent the success-rate
and attack-size trade off. Instead, we have performed our
comparisons against the certified guarantee of Cohen et al.
at the sample point, which provides an absolute lower bound
on the size of possible adversarial attacks. We feel that this
form of comparison more appropriately captures how these
techniques perform, rather than attempting to compare one-
shot with iterative attacks, which fundamentally incorporate
different access level threat models.

B. Algorithms

Within Algorithm 1, lines 6-11 cover the processes outlined
within Section 4 and 4.1, with lines 13-17 covering the
materials of Section 4.2.

One important piece of detail relates to the case where
Ey < Ei, which is equivalent to » = 0. Under both of
these circumstances, the model is unable to construct a
confident prediction, so the algorithm induces minimal size-
steps either away from the origin—if an adversarial example
has not yet been identified—or towards the most recent
point, if that point was an adversarial example.

In order to calculate the class expectations and associated
certifications for a given input x’, Algorithm 2 performs the
Monte-Carlo sampling and then corrects for sampling uncer-
tainties. We note here that for the purposes of constructing
derivatives, the lower and upper-bounding processes are
treated as if they were perturbations to the expectations, and
as such they are not considered as a part of the differentia-
tion process. While this has the potential to slightly perturb
the derivatives, our experiments have demonstrated that any
0 > 0 is sufficient to more than compensate

C. Parameter Space

As was discussed in Section 5, understand the relative per-
formance of techniques requires a consideration of how an
attacks parameter space influences its performance metrics.
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Algorithm 1 Certification Aware Attack Algorithm.

1: Input: data x, level of additive noise o, samples N,
iterations M, true-label ¢, minimum and maximum step
size (€min, €max )> scaling factor § € [0, 1]

2: x',x, Successful = x, x, False

3: for 1 to M do

4: v, Eo, E1,r = Model(x; o, N) > Detailed in
Algorithm 2

5: if argmax;cx y = ¢ then > Adversarial Example

not yet identified,

6: if £y > E; then

7: e = Equation 8 (x’, J, €mins €max)

8 else

9: € = €min
10: end if

11: x’ = Equation 7 (x/, €)
12: else
13: if 7 = 0 then > Attempting to improve

confidence of adversarial examples

V. (Eo—E1
14: x' = Ps (X/ + 6min|vx/((Eo—E1))|2>
15: else> Examples are refined while staying inside
the certified radii
16: x”, Successful = x’, True
17: x’ = Equation 11(x’, §, €max)
18: end if
19: end if
20: end for
21: return x/,, Successful

In aide of this, for our three most highly performant attack
frameworks, for each dataset we performed a parameter
sweep over the parameters outlined within Figure 3. From
this, for each attack we selected a representative position
in parameter space that either exhibited the minimal %-C
for a success rate over 90%, or, if such a success rate was
not achievable, the maximum achievable success rate. In
doing so, we attempted to construct fair comparisons that
accurately reflected the performance of the techniques.

We note that within this table the parameter €y,,x (for our
technique) and e for PGD extend to a level close to that for
which the semantic features of the inputs would entirely be
destroyed by the attacker. While this choice was made in
the interests of validating the performance of our attacks,
we emphasise that none of these results ended up factoring
into our key reported results.

One complicating factor of such parameter sweeps is the
computational cost associated with the exploration, espe-
cially in the case for Imagenet—as can be seen in Table 2.
As such while we endeavoured to select our representa-
tive attacks based upon 500 randomly selected samples,
it was only possible to consider 50 samples for PGD and
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Carlini-Wagner for Imagenet due to the computational time
associated with these parameter sweeps.

To explore the influence of the step-size control parameters
of Equation 10, Figure 5 considers the influence of a range
of these parameters upon key attack metrics, based upon the
parameter space explored over Appendix C. Based upon this
, it is clear that the primary driver of the success-rate and
certification size trade off (as explored in Figure 2) is the
parameter ey,.x, that controls the largest possible step size
that the Certification Aware Attack framework is allowed
to make. Thus further exploring the parameter space in this
direction would likely be a critical factor in increasing the
success rate observed for Imagenet.

D. Metrics

To help explore the relative performance of the tested tech-
niques we consider a series of metrics which, in aggregate,
reflect the overall performance of the technique. To ex-
plain these metrics in additional detail, the Success Rate
represents the proportion of correctly predicted samples for
which a technique is able to construct a successful attack,
and can be calculated as

Suc.i (14)

1 N
N Z(T@j > 0) .
j=1

Here the subscript 7 denotes a particular attack drawn from
the set of attacks Z, and r; ; = [|x} — x| is the attack
radii, which for notational simplicity is set to 0 in the case
of a failed attack. The set of samples (of size N) has been
filtered to ensure that each is correctly predicted by the
model in the absence of an adversarial attack.

The Best is then the proportion of samples that a particular
technique produces an attack radii smaller than any other
correctly identified adversarial attack is calculable as

D=1 Tig < V(' #i)eT
lelei,j>0 Viel

Increases to both of these metrics are advantageous, al-
though as was noted in Appendix C each result within Ta-
ble 2 must be contextualised against the decision to attempt
to control the success rate to approximately 90%, if such an
success rate was achievable for the technique in light of the
tested parameter space.

Tir g
Best; =

5)

The measure %-C represents the median percentage differ-
ence between the attack radii and the certified guarantee of
Cohen et al., which takes the form

rij — C(x5)
Here med(-) is the median over the set of successfully at-

(16)
C(x;)
tacked samples, and C' (xj) is the certified radii for an /5

%-C = med,, ;>0 <
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Algorithm 2 Class prediction and certification for the Certification Aware Attack algorithm of Algorithm 1.

y=0
fori=1:Ndo
y =y +GS (fo (x' +N(0,0?)))
end for
Y=y
(z0,21) = topk(y, k = 2)
(Eo, El) = (lowerbound(y, z9), upperbound(y, z1))

R=2¢ (cp—l(Eo) - <I>—1(E1))
return y, EO,E‘l,R

R RN R LN

ag

N

10:

Input: Perturbed data x’, samples N, level of added noise o

> topk is used as it is differentiable, zp > 2
> Calculated via Goodman (1965)

Table 3: Parameter space employed for our Certification Aware Attack, PGD (see Equation 12 for details), and Carlini-

Wagner (see Equation 13).

Ours | €min X 205 =
€max X 205 =

y =

PGD € X 265 =
C-W c =

{1,5,10}

{20,40,100, 255}
{0.01,0.025,0.05,0.075,0.1}

{1, 4,8, 10, 20, 30, 40, 50, 100, 200}
{1075,1074,1072,1071,1, 2, 3}

norm, as calculable by Equation 3. Beyond this, 75 is the
median certified radii of the samples able to be success-
fully attacked by a given technique, and Time represents
the median attack time (in seconds) across all tested sam-
ples. All three of these latter metrics demonstrate favourable
performance with decreasing values.

This broad set of metrics was deliberately chosen to reflect
different aspects of performance. However, we call partic-
ular attention to %-C, as it is a measure of the size of the
adversarial examples relative to the location of the mini-
mal possible adversarial example—with the certification
of Cohen et al. essentially providing what is in essence
characteristic scale that can be used for normalisation. We
emphasise that such a measure of relative importance is
important to further illuminate performance in light of the
fact that the other metrics may not all strictly consider the
same samples, as they are often constructed over the set of
samples an attack method is successfully able to manipulate.

E. Samplewise Performance

To further illuminate the nature of the performance of our
attack, Figure 6a considers the sample-wise performance of
both PGD and our Certification Aware Attack. Within this
data there is a clear self-similar trend, in which the percent-
age difference to Equation 3 increases as the largest class
expectation decreases. This difference could indicate the
potential for improving the certification of samples within
this region. There also appears to be a correlation between
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the outperformance of our approach and the semantic com-
plexity of the prediction task, which suggests that tightening
these guarantees could be increasingly relevant for complex
datasets of academic and industry interest.

F. Accuracy of o

The white-box threat model assumes that the attacker has
access to the full model and its parameters, including the
level of additive noise 0. However, if the attacker only had
access to the model and output class expectations, but was
somehow prevented from directly accessing o and r, it turns
out that the Certification Aware Attack can still be applied
subject to a sufficiently accurate guess of o. As is shown
by Figure 6b, even over-estimating o by 50% can decrease
the radius of the identified adversarial perturbation under
certain experimental conditions. That this is possible is
a product of the terms d; and d- in Algorithm 1, as both
of these parameters set the idealised step size to try and
either change or preserve the predicted class. While this
does suggest that there is potentially additional scope for
optimising d; and Jo, it also demonstrates the possibility of
estimating o as part of a surrogate model, in order to attack
within a limited threat mode.

G. Training with MACER

Recent work has considered how certifications might be im-
proved by augmenting the training objective to maximising
the expectation gap between classes (Salman et al., 2019a).
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Figure 6: (a) captures the percentage difference between constructed adversarial perturbations and the certified radii of
Equation 3 for CIFAR-10 at o = 0.5, with Our technique in red and PGD in blue. (b) demonstrates that the blue mean and
orange median performance of our technique are consistent even when o = 1.0 is approximated by an estimated &.

A popular approach for this is MACER (Zhai et al., 2020), in
which the training loss is augmented to incorporate what the
authors dub the e-robustness loss, which reflects proportion
of training samples with robustness above a threshold level.
In principle such a training-time modification can increase
the average certified radius by 10-20%, however doing so
does increase the overall training cost by more than an order
of magnitude.

To test the performance of our new attack framework against
models trained with MACER, Table 4 and Figure 7 recreate
earlier results from within this work for CIFAR-10, subject
to the same form of parameter exploration seen within Ap-
pendix C. We note that these calculations were performed
with a ResNet-110 architecture, rather than the ResNet-18
architecture employed within the previous sections. While
the broad qualitative feature of the success rates, best pro-
portions, and median certifications broadly align with those
seen within Table 2, we note that there is a significant differ-
ence in the %-C scores, which are a product of the ResNet-
110 architecture (when trained under MACER) producing
certifications that are an order of magnitude smaller than
those observed within the main body of this work. That the
attack radii are remaining constant while the certification
radii decrease, strongly suggests that there would be signifi-
cant scope for improving the performance of these results by
varying the range of the parameter space exploration. One
other notable feature is the improvement of DeepFool for
MACER trained models, relative to the performance seen
within the main body of this work, which we believe is a
consequence of the changes in MACER’s model decision
space influencing the ability for DeepFool to converge upon
successful evasion attacks.
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H. Exemplar Attacks

The size of the associated adversarial perturbations has been
established as a proxy of the risk of an adversarial attack
evading human-or-machine-scrutiny (Gilmer et al., 2018).
While considering metrics of performance are a more reli-
able measure of this adversarial risk, for completeness in
Figure 8 provides a visual exemplar of the performance
of both our attack and PGD. As both attacks share similar
methodological features, the adversarial perturbations share
similar semantic features, however our attack consistently
requires smaller adversarial perturbations in order to trick
the classifie—which in turn would have a higher probability
of potentially evading any detection framework.
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Table 4: CIFAR-10 attack performance across o for a ResNet-110 architecture trained with MACER. Table features follow
Table 4

o Type Suc.t BestT 750 %-Cl Time |

0.25 Ours*  100% 76%  0.83 2308 9.66
PGD*  100% 5%  1.03 2918 24.47
C-W* 24% 0%  9.10 39952  24.57
DeepF  100% 18% 1.32 3687 7.01

0.5  Ours” 7% 58%  1.09 2875 12.18
PGD* 95% 18%  1.73 2294 24.74
CcC-w* 43% 1% 11.35 19073 24.83
DeepF  100% 23% 294 4377 7.58

1.0  Ours* 59% 43%  1.38 12654  14.06
PGD* 98% 39% 2.86 3201 24.52
C-w* 9% 0%  9.63 20597 24.60
DeepF  100% 19%  5.29 5670 7.11
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Figure 7: Attack and certification performance for a ResNet-110 model for CIFAR-10, when trained with MACER, covering
our new Certification Aware Attack (blue), PGD (red), DeepFool (cyan), Carlini-Wagner (green), and AutoAttack (magenta).
Similar to Figure 3, an ideal attack will approach the Cohen et al. (2019) radii suggested by the black dotted lines.
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Figure 8: Illustrative examples of attack performance. Each column (from left to right) represents: the original image;
the image under our attack; the adversarial perturbation associated with our attack; the image under PGD; the adversarial
perturbation associated with PGD. The adversarial perturbations have been multiplied by 25 for visual clarity.
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