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ABSTRACT

Unsupervised anomaly detection (UAD) has important applications in diverse
fields such as manufacturing industry and medical diagnosis. In the past decades,
although numerous insightful and effective UAD methods have been proposed, it
remains a huge challenge to tune the hyper-parameters of each method and select
the most appropriate method among many candidates for a specific dataset, due to
the absence of labeled anomalies in the training phase of UAD methods and the
high diversity of real datasets. In this work, we aim to address this challenge, so
as to make UAD more practical and reliable. We propose two internal evaluation
metrics, relative-top-median and expected-anomaly-gap, and one semi-internal
evaluation metric, normalized pseudo discrepancy (NPD), as surrogate functions
of the expected model performance on unseen test data. For instance, NPD mea-
sures the discrepancy between the anomaly scores of a validation set drawn from
the training data and a validation set drawn from an isotropic Gaussian. NPD is
simple and hyper-parameter-free and is able to compare different UAD methods,
and its effectiveness is theoretically analyzed. We integrate the three metrics with
Bayesian optimization to effectively optimize the hyper-parameters of UAD mod-
els. Extensive experiments on 38 datasets show the effectiveness of our methods.

1 INTRODUCTION

Unsupervised anomaly detection (UAD), often referred to as the one-class classification problem, is
a critical machine learning task with applications across diverse fields such as cybersecurity, fraud
detection, industrial quality control, and medical diagnostics (Aggarwal, 2016} Pang et al.l [2021).
These domains typically encounter rare or unknown anomalous events, making the lack of labeled
anomaly data a key challenge. UAD addresses this by training models exclusively on “normal”
dateﬂ with the primary objective of learning the boundary that defines normality. This allows the
model to identify unseen data points deviating from the normality as potential anomalies.

Recent advances in deep learning have led to highly effective deep UAD methods (Aggarwal, 2016
Ruff et al., 2018; Zong et al., 2018 |[Pidhorskyi et al.| 2018} [Pang et al., 2019;|Goyal et al., [2020; Yan
et al., 20215 |Q1u et al., 2021} Shenkar & Wolf, [2022; |Han et al., [2022; |Ca1 & Fan|, 2022} [Tur et al.,
2023 |Zhang et al.| 2023} 2024; [Fu et al., [2024), often outperforming traditional shallow models
like K-nearest-neighbors (KNN) (Zimek et al.| [2012; |[Sun et al., [2022), local outlier factor (LOF)
(Breunig et al., [2000), isolation forest (IForest) (Liu et al., [2008)), and one-class support vector ma-
chine (OCSVM) (Scholkopf et al., [2001). While deep UAD methods offer greater performance and
efficiency, they exhibit a longer list of hyper-parameters, such as network depth, hidden dimension,
weight decay, epochs, learning rate, and algorithm-specified hyper-parameters. Meanwhile, they are
sensitive to the configuration of their hyper-parameters.

Compared to supervised learning, hyper-parameter tuning for unsupervised learning tasks like UAD
is particularly challenging. In supervised tasks, labeled validation sets provide direct feedback dur-
ing the hyper-parameter search, allowing practitioners to iteratively adjust parameters based on mea-
surable improvements (Hutter et al., 2019). In contrast, the absence of labeled data poses a unique
challenge in unsupervised tasks, making it highly difficult to compare across different models and
tune their hyper-parameters (Halkidi & Vazirgiannis} 2001} [Poulakis), [2020; [Fan et al., 2022). In

"UAD assumes all or most of the training data are from normal conditions of a system. See Deﬁnition
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Figure[T} more intuitively, we present the sensitivity of four UAD methods when tuning two of their
hyper-parameters. It can be seen that the performance of each method in terms of AUC over its two
hyper-parameters has many local maximums and minimums. Moreover, the distributions of each
method’s performance on different datasets are significantly different.
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Figure 1: Heatmap visualization of AUC (area under the ROC curve) over two hyper-parameters
(described in Appendix [G)) in four UAD methods including OCSVM (Schélkopf et alll 2001), AE

(autoencoder), Deep SVDD (Ruff et al.} [2018)), and DAPD (Fu et al.} 2024) on different datasets.

Although there have been some insightful attempts at hyper-parameter tuning and model selection
for anomaly detection, they face significant challenges in unsupervised settings. Recent methods at-
tempt to address this by using historical datasets to train meta-models or assuming a prior knowledge
of the anomaly ratio. However, both strategies introduce elements of supervision, contradicting the
fundamental principles of unsupervised learning. This reliance on prior information compromises
the unsupervised nature of the task. Specifically, meta-learning-based methods
[2022; [Zhao & Akoglul [2024; Ding et al.}, [2024) require access to a collection of historical datasets,
which may not always be available or relevant. Similarly, methods (Nguyen et al [2016) that as-
sume a known anomaly ratio are impractical in the real world, where anomalies are rare and their
proportion is typically unknown. These limitations highlight the urgent need for more effective and
fully unsupervised model selection techniques that can operate without these assumptions.

To address these challenges, we first propose two new internal evaluation metrics, relative-topk-
median and expected-anomaly-gap, under two proper assumptions in the UAD problem. In the
empirical studies, we found these two metrics do not always work well and are not effective in com-
paring different UAD methods because they could overfit the training data when implemented on
a complex UAD model and they both have an additional hyper-parameter to determine in advance
as the assumption defined. We then propose a semi-internal evaluation metric, normalized pseudo
discrepancy (NPD), which measures the discrepancy between the anomaly scores of a validation set
drawn from the training data and a validation set drawn from a isotropic Gaussian distribution. It of-
fers more robust and reliable results under simpler assumptions without additional hyper-parameters.
Our metrics provide a more nuanced understanding of model performance based on a reliable theo-
retical guarantee, enabling a better selection of hyper-parameters and models in UAD tasks.

Aiming at model and hyper-parameter selection for UAD algorithms and improving the convenience,
accuracy, and efficiency of UAD, our contributions are highlighted as follows.

* We propose two internal evaluation metrics, relative-top-median and expected-anomaly-gap,
and one semi-internal evaluation metric, normalized pseudo discrepancy, for automated UAD.

* We implement automated UAD using Bayesian optimization. It automatically and efficiently
selects the possibly best hyper-parameters guided by our proposed metrics.

* We provide theoretical guarantees for our NPD metric to ensure feasibility and reliability.

* We conduct extensive empirical experiments on 38 benchmark datasets with four popular UAD
algorithms. The results show that NPD consistently outperforms existing model selection
heuristics and significantly works well on the complex state-of-art UAD algorithms.
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2 RELATED WORK

Prior studies have shown that UAD methods are sensitive to hyper-parameter choices (Goldstein
& Uchida, 2016; |Ding et al., [2022)). Recently, hyper-parameter tuning and model selection for
unsupervised outlier detection have gained attention. Marques et al.| (2015)) proposed IREOS to
evaluate KNN and LOF, but it requires additional per-sample training, reducing efficiency. Nguyen
et al.| (2016) compared clustering quality measures for outlier detection, but these metrics need
prior knowledge of the outlier ratio, introducing extra hyper-parameters. It contradicts the goal of
hyper-parameter optimization. Consensus-based methods (Duan et al., 2020; [Lin et al., [2020; Ma
et al.,|2023) use voting mechanisms to select reliable models, but model pools construction are still
sensitive to hyper-parameters. |Goix| (2016) proposed statistical metrics Mass-Volume (MV) and
Excess-Mass (EM), assuming outliers appear in the tail of the score distribution. Nevertheless ,
these studies focus only on shallow outlier detection methods.

Deep outlier detection methods have three main categories for model selection. The first, early stop-
ping, as proposed by (Huang et al., |2024)), uses an inlier priority assumption and loss entropy to
select models during deep learning training iterations. The second category, hyper-ensemble meth-
ods, combines multiple models with varying hyper-parameters to enhance detection capability (Ding
et al., 2022; [Nawaz et al., 2024). However, these methods introduce additional hyper-parameters,
such as ensemble weights, and do not guarantee effective outlier detection from the hyper-parameter
pool. The third category is based on meta-learning, which leverages historical tasks to inform
new outlier detection tasks. For example, (Zhao et al.| [2021; 2022; [Zhao & Akoglu, 2024} Ding
et al [2024) train a meta-model on historical datasets with ground-truth labels to predict hyper-
parameters for new unlabeled datasets. However, this approach requires supervision, conflicting
with unsupervised learning principles. Moreover, if there’s a significant domain gap between histor-
ical and current datasets(exampled by the significantly different performance distributions in Figure
[I), meta-learning may underperform. Lastly, meta-learning typically focuses on a single detection
model, making it challenging to compare various candidate models.

It is worth mentioning that previous hyper-parameter optimization methods focus on the unsuper-
vised outlier detection problem where transductive learning is performed to recognize the outliers
in the training set. In contrast, the UAD problem considered in this study is to train a model on a
“normal” dataset to detect the newly incoming anomalies in an inductive learning manner. Exist-
ing model selection methods for unsupervised outlier detection may fail when encountering UAD
because the training set contains no outliers or very few outliers. For example, the inlier priority
assumption does not hold for the early stopping method proposed by (Huang et al.| [2024). In this
paper, we focus on the hyper-parameter tuning and model selection for UAD methods and take
advantage of Bayesian optimization (Snoek et al., [2012).

Note that hyperparameter tuning is a challenge in other unsupervised learning tasks as well. (Halkidi
& Vazirgiannis, 2001; [Poulakis [2020; [Fan et al., [2022) presented some clustering validity metrics
to guide the hyper-parameter search using grid search or Bayesian optimization. (Lin & Fukuyama,
2024; Liao et al., 2023)) also used Bayesian optimization to tune the hyperparameter in dimension-
ality reduction methods such as t-SNE.

3 AUTOMATED UNSUPERVISED ANOMALY DETECTION (AUTOUAD)

For completeness and clarity, we present the following definitions of UAD and AutoUAD.

Definition 1 (UAD) Consider a dataset X = {x; € R? : i = 1,2,..., N} satisfies all of the
following assumptions:

* Ny samples are randomly drawn from an unknown distribution Do deemed as a distribution of
normal data and N1 := N — Ny samples are randomly drawn from another unknown distribu-
tion Dy deemed as an anomalous distribution;

* For every x; in X, whether it is drawn from Dg or D1 remains unknown;

e Ny and Ny are unknown but Ny > N (e.g., Ng = 10Ny);

* The overlap (Inman & Bradley Jn [1989) between Dy and Di, defined as n(Dy, D) =
Jpa min {pzp, (), Pe~p, ()} da, is sufficiently small.
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Based on such an X, UAD learns a function f : R* — R that assigns an anomaly score for an
arbitrary unseen data (test data) x, where the higher f(x) is, the more likely x is an anomalous
data belonging an unknown anomaly distribution D}, where 1(D}, Dy) is sufficiently small.

Remark 3.1 In some scenarios, we may have N1 = 0, meaning that all samples in the training
dataset are normal. The sufficiently small overlaps 1(D1,Dy) and n(D', Do) mentioned in the
definition are to ensure that the problem is meaningful, i.e., it is possible to distinguish between
normal samples and anomalous samples. In addition, when the difference between D} and D; is
larger, the task is more difficult. Note that each of Dy, D1, and D} may be a mixture of multiple
distributions (sub-populations), which will further increase the difficulty of the task.

Definition 2 (AutoUAD) Given a dataset X defined in Definition |l| suppose we have a set of C
candidate UAD methods M := { M1, Ms, ..., Mc} and each method M has a set of H; hyper-

parameters ©; := {Qy), Hgi), . ,9%2 }, where Qj(»i) € SJ@ and SJ@ denotes a constraint set of the
j-th hyper-parameter of the i-th method. Denote fm, (x]©;) the scoring function of the method M,
with parameters ©;. Let D be the Jjoint distribution of feature and labfl of unseen test data and
let (X,)) be a test set with N samples drawn from D. Denote £(Y,Y) an evaluation metric of

anomaly detection (e.g., AUC or F1-score) for X, where Y denotes the anomaly scores provided by
a UAD method. We aim to achieve the following two goals:

e Goal 1: For each M; € M, solve
O; = argmax E gy px [5(37, {fan, (]0:) 1 2 € X)) (1)

H,; i
CHS § i

where || is the Cartesian product and E is the expectation over the randomness of X.
* Goal 2: Let Q(M;i(07)) = E 5y pn €V, {frm(®]O]) : @ € X})] and M(O") :=
{M1(07), M2(03),..., Mc(OF)}, solve

M*(OF) = argmax  Q(M(O7)) 2)
M(©7)eM(6%)

where M*(©%) is the best among all candidate methods with their best hyper-parameters.

Remark 3.2 An example for M is {KNN, OCSVM, DeepSVDD}. Particularly, for Ms, namely
OCSVM, the set of hyper-parameters is ©o = {v, kernel,~y, ag |, where, for example, the search

space for vy is S§2) = (0, 00), though we may reduce the search space according to experience.

AutoAD defined by Definition 2] is a challenging problem due to the fact that the training data A’
is unlabeled and there is no available prior knowledge about the test data X'. What we can do is
designing a metric ) based on M, and X as a surrogate for E[E (Y, { far, (2]|©;) : & € X})], i.e.,

VML X) % 9(E g 3y pn [0 {Fm.(@]0) sz € X} ) 3

where g : R — R is ideally a monotonically increasing function.

3.1 RELATIVE TOP-MEDIAN METRIC

In any real-world dataset, there are typically some data points that are far from the majority of the
data distribution, especially when the number of data becomes large. These data points, though not
necessarily true anomalies, often exhibit characteristics that make them appear closer to anomalies
than the majority of the data. For example, in a dataset following a Gaussian distribution in R? or
R3, most data points cluster near the mean, but a few data points naturally occur in the tail regions of
the distribution. While these tail points are part of the normal data, their distance from the majority
can make them resemble potential anomalies. They should be assigned relatively high anomaly
scores by a good UAD model. Based on this observation, we make the following assumption.

Assumption 1 A good UAD model will assign low anomaly scores to the majority of data points
and will assign relatively high anomaly scores to the minority of data points.
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Figure 2: Histograms of training anomaly scores of models with low and high testing AUCs. This
conforms to Assumptionm A larger RTM (Deﬁnition@ corresponds a higher AUC.

Actually, Assumption [1| aligns with the way many UAD models are designed. For example, in
OCSVM, the decision boundary is shaped to enclose the majority of normal data points tightly,
leaving the points near or beyond the boundary with higher anomaly scores. To further show the
feasibility of the assumption, we present an empirical comparison between models with high AUC
and low AUC in Figure@ where “DSVDD” stands for Deep SVDD (Rutff et al., 2018)).

Assumption[T]and Figure 2] provide the following insights:

* The majority of data points, close to the median of the distribution, are presumed to represent
normal behavior and should be assigned low anomaly scores.

* A small percentage of data points (e.g., the top 7%) farthest from the majority are more likely
to deviate from normality and should receive relatively higher anomaly scores.

Thus we propose the following metric to approximate g(E[€(Y, { fa(z]©) : € X})]).

Definition 3 (RTM) Given a UAD method M with a set of hyper-parameters © trained on a dataset
X, the output anomaly scores are s = {$1, Sa,...,SNn} where s; = fa(x;]0) and x; € X. Denote
(i) for sorted values with 51y < 82y < ... < S(7/1008) < - < S(w). The relative top-median
(RTM) is defined as

mean({s;|s; > 5(r/100n)}) — median(s)

Verm(M, X) = ; 4)

median(s) + €

where € (though out this paper) is a small constant (e.g. 107) to avoid zero denominator.

We heuristically set 7 = 5 in our experiments. During hyper-parameter searching, if RTM5¢; is
larger, we say the corresponding model is better.

3.2 EXPECTED ANOMALY GAP METRIC

RTM may overlook a case in which all scores are uniformly distributed from small to large value.
To solve this, we propose the following anomaly gap metric.

Definition 4 (AG) Let p(s) be the unknown and theoretical distribution of the anomaly score s
defined in Definition |3| given by a UAD model and let & be a value in the domain of s. Define
wo(§) = P(s < §),wi(§) = P(s > &), mo(§) = Elsls < &, m(&) = Els|s > £],05(¢) =
Var(s|s < &), and 03(€) = Var(s|s > &). Based on Assumption|l| there exists & such that P(s > £)
is small, and the variance of both s > £ and s < & should also be small. The anomaly gap (AG) at

& is calculated by
wo(§)wi (€) (po(€) — p1(§))?
wo ()0 (§) +wiof(€) +€

Ideally, the choice of ¢ depends on how many training samples are around the optimal decision
boundary or similar to the true anomaly, i.e. drawn from D; defined in Definition [I] It relies
on a threshold number, e.g. top-5%. Due to the non-linearity of real-world data and the lack of
supervision, it is hard to select the threshold for each dataset. The metric may also be sensitive to
an arbitrarily selected threshold. To reduce the sensitivity, we design to use a relaxed threshold sy,
indicating a range where data may draw from D; and propose the following expected-anomaly-gap.

AG(&;p(s)) = 5)

2 According to scikit-learn (Pedregosa et al.,[2011), v is the training error bound, 7, o are kernel coefficient,
and kernel is the choice of kernel.
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Definition 5 (EAG) Given the output anomaly scores s, let sy, = max(s) and let sy, be a thresh-
old value such that sy, < Syay. Suppose & follows a uniform distribution with p(£) = 1/(Smax— Shr)-
The expected anomaly gap (EAG) is defined as

Vero(M, X) = EIAG(& p(s))I€ > su] = [ AG(Op()ds = % [ acods. ©

To determine sg, for EAG, we make the following assumption.

Assumption 2 (Low Quality Data Upper Bound) At most 20% data points in the training set are
similar to the true anomalies, in which the UAD model gives them higher anomaly scores.

This is a very mild assumption for UAD. If there is too much low-quality data, the UAD model
may overfit them, leading to bad performance. Limiting the proportion prevents the model from
being overly influenced by low-quality data, ensuring that the learned normality patterns remain
accurate. In many practical scenarios, such as medical diagnosis and mechanical fault detection,
noisy or wrongly collected data constitute a small portion. So, it is realistic and applicable to make
the 20% upper bound assumption. Following Assumption 2} we set sy, as G~1(0.8), where G(s) is
the cumulative distribution function (CDF) of s and G~* 0.8) is the inverse CDF evaluated at 0.8,
representing the 80th percentile. Since we do not know p(s) but we have s sampled from p(s), we
finally calculate EAG by the discrete form Veag(M, X) = 535 Y¢s.,, AG(E; 8). Sequential and
vectorized implementations for calculating EAG are shown in Algorithms [T|and 2] of Appendix

3.3 NORMALIZED PSEUDO DISCREPANCY GUIDED SEARCH

Previous methods for evaluating UAD models have primarily relied on utilizing the training data’s
anomaly scores s solely. While these approaches are sometimes useful, they suffer from the follow-
ing limitations. First, internal evaluation metrics such as RTM and EAG may overfit the training set,
as they only observe the data available during training; Second, both RTM and EAG introduce an ad-
ditional hyper-parameter (a relaxed threshold). While the hyper-parameters can be set to reasonable
value under proper assumptions, they tend to be sensitive when applied to complex datasets.

We propose a new method called normalized pseudo discrepancy to address these limitations. Recall
that our goal is to construct a surrogate metric ) to approximate the expected test performance
E[E(Y, {fm,(x]©;) : & € X})]. This can be done if we could generate a reasonable approximation
for X. NPD approximates X via taking advantage of a randomly generated dataset in addition
to a subset of the original training data, aiding in the evaluation by incorporating more diverse
perspectives and reducing the risk of overfitting, without using any real anomalies.

Definition 6 (NPD) Suppose M is the black box UAD model and © is the corresponding hyper-
parameters. We randomly split the training data into two subsets Xy, and X, with sizes N — M
and M respectively. The UAD model is trained on Xyry,. Let pyr, € R¢ and a’fm € R? be the mean
vector and the variance vector of X,.,. We generate a dataset X,,, consisting of M samples drawn
from an isotropic Gaussian N (i, diag(o?.,)). Then, we compute the anomaly score vectors for
Xoat and Xgey, i.e. Syy = Fri(Xoat|©) and Sgen = fat(Xeen|©) respectively. Finally, we calculate
the normalized pseudo discrepancy (NPD) as

(Mean(sgen) — Mean(s,q))*
2(Var(sgen) + Var(sya)) + €

Vnpp(M, X) = )

We argue that X\, U Xep is a good approximate for X and NPD is an effective proxy of the expected
test performance E[E(Y, { fa4, (x]0;) : € X'})] by answering the following questions.

* Why use Gaussian rather than other distributions for X,.,? Real-world data are often non-
Gaussian but are often close to Gaussian to some extent (Zutawiriski et al., 2023; [Khokhlov &
Hulot, 2017} Weinberg & Cole, 1992; Marko & Weil, 2012). We hope that X, are comparable
to Ay while having high diversity. It is known that within all distributions with the same vari-
ance, the Gaussian distribution has the largest entropy, meaning the highest diversity. Theorem
shows that the uncertainty of Xy, is always higher than that of X,,. In Figure|3| we illustrate
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the correlation coefficient matrices of Xiy, and Xgen, and compare the distribution of normalized
X With standard Gaussian distribution. Although they have the same mean and variance, Xy,
is from skewed distributions, and the features in X}, are correlated.

s Can X, contain samples very close to real anomalies? In Figure [3|right), the distributions of
Xim and Xy, are a little similar but substantially different, which indicates that Xy, contains
anomalies close to normal data, raising the difficulty of detection. We visualized X, in Figure
where X, can contain samples close to the real anomalies. Although there is the case of not,
the Xen helps the UAD model build a tight decision boundary around normal data.

» What if some samples in X, are very close to normal data? In Theorem@, we show that NPD is
upper bounded by the score gap between normal data and anomalies. When maximizing NPD,
the gap also becomes larger even if Xy, contains some normal data.

» Will NPD overfit the training data? No. NPD is calculated from &, and X, that are indepen-
dent from the model training data X,.

Theorem 1 Denote x,, the variables of X, and X g, the variables of Xy, the entropy of Tgen is,
almost surely, higher than the entropy of €, i.e., H(Zgen) > H(ym).

Theorem 2 Let X, = X‘Sd U leal and Xge, = X0 UXxl  where XOI and X0 are normal, leal

gen gen’ va, gen
and X}, are anomalous. The anomaly scores are denoted by s° ,, sl . 80 sl accordingly. NPD

gen ! . val> valr ©gen> © gen
has the following properties:
Letti A = \X\i/\M 1 |X£’»1‘M 0 2 d A/ _ IXglenlM 1
(a) Letting = (5#'Mean(s},) — - ean(sgen)) an = (& ean(sg,,) —
0 2 .
LAj;l'Mean(seal)) , it holds that
A+ A
Vnep(M, X) < (8)
(M, ) (Var(8ya) + Var(sgen)) + €/2

(b) NPD is translation-invariant and scale-invariant w.r.t. the scoring function fyq when ¢ = 0.
The prOOf iS in Appendix E]- It iS seen that Correlation Coefficient Matrix Distribution Comparison for

of Training Data in letter Features on letter
-, 1.0 s

NPD is upper bounded by the score gap be-
tween normal data and anomalies. Specifi-
cally, A and A’ represent the squared gap be-
tween the mean anomaly scores of normal and
anomalous data across Xy, and Xge,. As NPD
is maximized, the gap between normal and
anomalous data also becomes larger, meaning
a clearer separation is achieved. Note that in
the worst case, NPD is always zero for all UAD
models, which however indicates that X, Xyal,
and X, are from the same distribution, i.e.
N (i, diag(a2,)). As the distribution of Xy,
is already identified as N (pun,diag(o2,)), it
is easy to detect anomalies without hyper-
parameters.
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Figure 3: (Left:) Correlation coefficient matrix
of training data X, for the letter dataset, demon-
strating the distribution of X, is far away from an
isotropic Gaussian. (Right:) Distribution compar-
ison between the normalized features of the let-
ter dataset and a standard Gaussian distribution.
The majority of features are skewed, indicating
the X, is not similar to the Xiy,.
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Figure 4: Visualization of 3 randomly selected features of Xy, AXgen, and the hyper-sphere S 2 sup-
ported by Xeen. Notice the Aiy, only occupy part of the hyper-sphere. Potential anomalies could
appear in the rest of the hyper-sphere space.
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Geometry Interpretation for NPD From a geometry perspective, the outline of Xy, is a hyper-
sphere, denoted as S?~!, in R?, centered at the mean of X,,. S?! is the tightest hyper-sphere
enclosing almost all of the points of A},. In practice, features in normal data are usually correlated
such that the volume occupied is small in the hyper-sphere. The rest of the space could be covered
by potential anomalies from D’. We visualized 4 real-world datasets in Figure E} Based on the fact
that a Gaussian mixture model is a universal approximator of densities, we present the following
theorem (proved in Appendix [C) to show the overlap between the distribution of normal training
data and the distribution of X, could be effectively bounded.

Theorem 3 Let p,,, be the density function of the training data and p;; = 2111 wiN (pi, ;) be
a Gaussian mixture model to approximate pyy, such that |10g(pym(x)) — log(pmix(x))| < € holds
for any x € R%. Denote Dgen the density function Xge,. Suppose A < Apin(2;) < Amax(2;) < A,
¢ < ||\l € &, B <||Zill« < Bforalli € [T). Then the distance between p;,, and Dgen, Measured
by the KL-divergence, satisfies the following inequalities:

(@) D1, (Pgenllpim) < 57 (d1log A+ A7"9%* +dA™") — § +

(5) Dict (pralpgen) > exp(—e) (—dlog A—d—2(T—1)A " —(T—1)A~ B+T¢-+T8)—e exp(—e)

3.4 AUTOUAD VIA BAYESIAN OPTIMIZATION

Bayesian optimization (BO) (Jones et al.,|1998)) has emerged as a powerful tool for hyper-parameter
optimization in supervised learning (Snoek et al., 2012} [Klein et al., 2017). BO optimizes hyper-
parameters sequentially by leveraging historical search results to guide the next iteration. Com-
pared with grid search, BO offers significant advantages, especially for models with many hyper-
parameters. Grid search faces the challenge of exponentially growing search spaces as hyper-
parameters increase, resulting in high computational costs. For example, when using grid search
to solve State 1 of the AutoUAD problem defined by Definition [2| the times training model M;

is Hle S j(i) |. Additionally, grid search relies on predefined hyper-parameter grids, which require
manual design and often involve guessing which ranges might contain the optimal values. We utilize

BO with Tree-structured Parzen Estimator (TPE) (Bergstra et al.,[201 1)) to optimize hyper-parameter.
The details of BO based on our V(M, X) is in Appendix [E]

4 EXPERIMENTS AND RESULTS

Benchmark Datasets and UAD Methods We hercf] show the effectiveness of AutoUAD with
four UAD methods including a shallow method OCSVM (Scholkopf et al.| |2001) and three deep
methods AutoEncoder (AE) (Aggarwal, 2016), DeepSVDD (Ruff et al. 2018), and DPAD (Fu
et al.,|2024), though there are more UAD methods in the literature. The experiments are conducted
on 38 widely-used real-world benchmark datasets collected by ADBench (Han et al.| 2022)) and
DAMI (Campos et al.,[2016), excluding those with 50,000 or more samples due to time constraints,
though our method is scalable to larger datasets. The dataset information is summarized in Table
[3] of Appendix D] Similar to (Shenkar & Wolf| [2022), we randomly split 50% of normal samples
for training and used the rest with anomalous data for testing. All data are standardized using the
training set’s mean and standard deviation. The split of each dataset is the same across different
UAD methods. We repeat all experiments with 5 different data splits and report the results with
mean and standard deviation.

Baselines and Evaluation Metric We compare the proposed three metrics, RTM, EAG, and NPD,
with three existing internal evaluation metrics, including ModelCentrality (MC) (Lin et al., |2020),
HITS(Ma et al.l [2023), and Mass-Volume (MV) / Excess-Mass (EM) (Goix, [2016), which uses a
similar assumption to RTM and EAG. Besides, we also compare three no model selection baselines,
Default uses the default hyper-parameters adopted by the corresponding UAD algorithm, Random
picks a set of hyper-parameters randomly from a grid search pool, and Max operates as an oracle
and is an upper bound of the performance. For the performance metric, we report the area under the
ROC curve (AUC) and F1 score of the selected model. The calculation of the F1 score is consistent
with (Shenkar & Wolf], 2022} |Q1u et al.||2021). The implementation details are in Appendix

3Due to space limitation, the results on more UAD methods are in Appendix
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Figure 5: AUC, F1, and the proposed evaluation metrics of OCSVM, AE, DeepSVDD, and DPAD
on different datasets in each iteration of BO. The first row (a, b, ¢, d) are the results of RTM; The
second row (e, f, g, h) are the results of EAG; The last row (i, j, k, 1) are the results of NPD.

Table 1: Mean AUC and F1 scores through 38 datasets. Default uses the default hyper-parameters.
Random is the expected value of the grid search. The p-value of the paired t-test shows the statistical
significance compared with Random. The best performance is bold and the second best is underline.
p-value* is the comparison between NPD and the second best.

Method OCSVM AE DeepSVDD DPAD
Metric AUC F1 AUC F1 AUC F1 AUC F1
Max mean=std|85.75+15.3 63.33+26.1(84.86+16.0 64.114+26.5/80.18+18.1 57.63+28.7(83.38+14.9 61.88+24.5
Default mean=+std|78.73+19.4 54.324+27.6/81.47£16.9 56.68+25.7|73.90+21.7 48.93+28.4|73.65+18.5 48.66+25.1
Random  |meanzstd|74.71+£16.4 48.90+22.8|81.88+17.2 57.86+£25.6|74.45+19.9 48.73+26.6|71.2+14.39 46.57+21.1
EM/MV mean=+std|71.41£22.5 45.714+28.7|83.08+£16.6 59.67+25.9|74.43+21.7 47.63£29.5|72.59+18.5 46.28+25.9
p-value 0.0065 0.0437 0.0156 0.04304 0.3301 0.3694 0.1385 0.6731
RTM(Ours) mean=std|76.524+20.8 53.15+28.9(82.15+16.6 57.72+27.8|73.64+21.4 44.87+27.7|74.00+20.7 44.24+27.4
>’ p-value 0.1768 0.0415 0.7653 0.7414 0.4833 0.0325 0.0935 0.1684
EAG(Ours) mean=+std|77.17£19.5 51.954+27.5|82.35£16.9 57.16+26.2|75.56+18.6 46.53+£27.3|71.14+19.3 46.16+26.9
p-value 0.1333 0.1354 0.5727 0.3866 0.1674 0.0446 0.9189 0.7773
mean=+std|84.03+15.5 60.26+26.2|83.58+16.0 59.73+25.4|74.38+20.1 48.31+27.8|80.36+16.8 55.67+23.7
NPD(Ours)| p-value 0.0000 0.0000 0.0212 0.0701 0.8838 0.6024 0.0000 0.0000
p-value* | 0.0011 0.0014 0.181130 0.6954 0.5909 0.1657 0.0001 0.0006

Intuitive Validation of AutoUAD via BO In Figure (5| we present the performance in each itera-
tion of our proposed metrics RTM, EAG, and NPD with four UAD methods. The setting is detailed
in Table [5]of Appendix [G] We see that in most cases, higher metrics correspond to higher AUC and
F1, meaning that they are effective surrogates for the expected model performance on unseen data.

Comparative Study We compare the performance using BO to search for the best model of RTM,
EAG, and NPD with Max, Default, Random, and EM/MYV in Table[I] The consensus-based metrics
are not adaptable for BO because they are designed to select the most reliable model from a set of
models while the performance of each model is not the consideration. The average performance of
AUC and F1 through 38 benchmark datasets indicates that our methods have the highest AUC and
F1. NPD significantly outperforms other methods when applied to OCSVM, AE, and DPAD. The
results for each dataset are in Appendix [H| Thus, we achieve Goal 1 of AutoUAD.

To see the effectiveness of our methods for Goal 2 of AutoUAD, taking Figure[6]as an example, we
see NPD consistently has a strict positive correlation with AUC and F1, where the Spearman rank



Under review as a conference paper at ICLR 2025

AUC and v of BO Searched M on SpamBase AUC and V of BO Searched M on letter AUC and V of BO Searched M on pendigits AUC and V of BO Searched M on annthyroid

15 NPD ___EMMV _ EAG _ RTM 15 NPD MMV EAG . RTM 1s NPD ___EMMV _ EAG _ RM
" AUC “* AUC AUC* AUC " AUC 7T AUC AUC " AuC T AUC T AUC AUC* AUC

15 L, NPD___EMMV __ EAG _ RTM
AUC %" AUC AUC T AUC

Test AUC
Test AUC
Test AUC

15 —e— NPD -®- EM/MV 8- EAG -:®: RTM 15 —e— NPD ~@- EM/MV —8- EAG -8 RTM 15 —o— NPD -~ EM/MV - EAG -:®: RTM

10

Normalized Value
v st AUC
v

Normalized Value
v
Normalized Value
Normalized Value
\

- v
AE 0CSVM DPAD DeepSVDD AE 0CsvM DPAD DeepSVDD AE 0CsSVM DPAD DeepSVDD AE 0CsSVM DPAD DeepSVDD
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hyper-parameter search in 4 datasets. V is calculated on the training set, and AUC is calculated on
the testing set. The NPD is positively proportional to the AUC. We can select the best model through
different UAD algorithms. Both AUC and metric are normalized.
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Figure 7: T-SNE visualization of Xy, Xgen, and true anomalies. The generated Gaussian samples
guide the model in learning a decision boundary around normal data.

coefficient is always 1. In contrast, RTM and EAG do not always monotonically increase the AUC
and F1 due to overfitting of the training data and the additional hyper-parameter.

Unsupervised Outlier Model Selection (UOMS) Study Instead of using BO to optimize the
hyper-parameters, the goal of UOMS is to select the best pair of { M, 8} among a pool of options
(usually a grid search pool). We use the same grid search pool in Table [d and compare the perfor-
mance with the consensus-based metrics, MC and HITS, and IForest with default hyper-parameter.
The size of our grid search is much larger, up to 2667 models, compared with previous works Huang
et al.|(2024); Ma et al.|(2023). The results are reported in Table@ It is seen that our metrics RTM and
NPD consistently outperform the baselines indicating our method can achieve goal 2 in AutoUAD
among a grid search model pool. MC and HITS obtain a worse performance because the consensus-
based methods are not designed to be a surrogate in equation[3] They will be affected by the majority
of models. If the majority model has a lower score, the selected model will thereby perform worse.

Data Visualization See the t-SNE (Van der
Maaten & Hinton| 2008) results in Figure[7} Table 2: UOMS comparison through 38 datasets.
The notation meanings are the same as Table[}

5 CONCLUSION

Metrics AUC F1
Max mean+std | 89.28+11.8  73.33+22.0
This paper studied the problem of hyper- Default (IForest) | mean=tstd | 78.08£18.6  49.29+27.7
it : Random meantstd | 75.15£16.2  49.71+23.2
parameter optimization and mode} comparison s e e e L ey
for unsupervised anomaly .detect1on. We pro- e meantstd | 70.7+18.4  44.17+25.7
posed three surrogate metrics for the expected  HITS meanztstd | 73.44418.8  48.13+27.1
model performance on unseen data without us-  RTM (Ours) mea“li“d %310189-6 L-(f‘l‘gf-l
. . . . p-value . .
ing any 1nf0rmat10n of anomaly.' P'artlcula.rly, EAG (Ours) meantstd | 7654174 46.25425.0
the last metric NPD showed significant im- 1S p-value 0.5670 0.3453
provement over the baselines in the experi- meantstd | 83.49+£16.4  59.30+26.2
ts of 38 benchmark datasets. The success D (Ours) p-value 0.0000 0.0000
men : p-value* 0.0014 0.0003

of NPD stems from its simplicity and theoreti-
cal ground. Nevertheless, the highest NPD did
not always correspond to the best model performance. Future work may continuously try to provide
more effective surrogate metrics.

10
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A EAG ALGORITHM

The sequential and vectorized algorlthms for calculating EAG are shown in Algorithm [T] and Al-
gorithm I 2] where p in the algorithm is set to 0.2. The time complexity is O(N) with prefix sum
computation of mean and variance. So, EAG is scalable to large dataset.

Algorithm 1 Expected Anomaly Gap

Input: maximum percentile p, anomaly score vector s;
1: N + s.size; A < 0;

2: Top pN sort s in descending order;

3: fork e {1,..,pN} do

4: to <mean(s[: k]); u1 «mean(slk :));

5: 0o <variance(s|: k]); o1 +variance(s[k :]);

6: A<+ A+ k(N —k)(uo—p1)?/N(kog + (N — k)o? +¢); > equation 3]
7: end for

8: A<+ A/pN,

Output: EAG value A through different k;

Algorithm 2 Expected Anomaly Gap Vectorized

Input: Percentile p, anomaly score vector s;
1: N < s.size; A < 0;

2: Top pN sort s in descending order;

3: 3+ PrefixSum(s); sum + X[—1]

4 n+[l,.,Nwo < n/N;wy <+ 1—ws;

5: pg — X/n; py < (sum — X)/n.reverse;

6: X2 + prefixsum(s() s);

7. 0d +— (22 - E@E/n /(n—1+e€); > Sample variance
8 o

— (B2[-1] = 22 — (sum — ) O(sum — X) /n.reverse) / (n.reverse — 1 + ¢);
9: 2m “ wowl(uo = 1) Olpo — p);

10: o woa'% + 'wlo'l,

11: A — Ulnler/alntra’

Output: mean(All : pN]);

B BOUND OF ERROR RATE

In this section, we analyze the generalization error of our AutoAD with the evaluation metric NPD
using tool of the Rademacher complexity, which is defined as follows.

14
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Definition 7 (Rademacher Complexity) Ler H be a set of real-valued functions defined over a set
X. Given a sample S € X™ and o = (01, ...,0,), where 0;s are independent uniform random
variables taking values in {—1,+1}. The empirical Rademacher complexity of H is defined as
follows:

i=1

5 2
st = 7 oy

|S:(x1,...,xm)].

To calculate the false positive rate (FPR) and false negative rate (FNR), we need to determine a
threshold for the anomaly scores given by a model M. For convenience, we give the following
definitions.

Definition 8 Ler 7o((z) = 1(z > ¢) be a threshold function, where ¢ > 0 is the threshold. Let
Fy = 7m0 far 2 RE — {0,1} and Fpq be the class of F, defined by M with hyperparameters
©. The FPR and FNR on the unseen testing data are then defined as FPR = Ex, .p,[Fm(x)] and
FNR = Eyp; [l — Fam(x)] respectively.

Without loss of generality and for convenience, we assume that in the problem defined by Definition

N; = 0, and in NPD, M = N/2. The following theorem (proved in Section provides a
bound for the FPR and FNR on the unseen testing data.

Theorem 4 Based on  Definition letting A = min{maxyex,, fam(x) —
Minye x,,, fm(X), maxxex, fm(x) — mingex, fm(X)}, ¢ =  maxkex,, fm(x), and
k= 1.2+ 2(c7! — s%g)erXgen fam(x)/N, then over the randomness of Xyq and X, the

Jollowing inequality holds with probability at least 1 — 20:

2A V2
FPR + FNR S KR — W VNPD(M, X) + 7 DKL(DgenHD,l)
)
- ~ log 2
+ 9%)(‘,01(]‘—/\/() + %Xgen (.7'—/\/() +6 T

In the theorem, the empirical Rademacher complexities S)A‘i;gml (Fm) and {)\%Xgen (Fa) can be explic-
itly bounded for any M (e.g., OC-SVM and AE) with any hyperparameters © and the corresponding
technique is fairly standard in the literature (Bartlett & Mendelson| [2002; [Bartlett et al.,[2017). Due

to this, together with the fact that our work AutoUAD is a frame not specialized to a single M, we
will not show the M-specific computation of Rx,, (Far) and R, (Faq). Note that Dxy (Deen||D])

gen

can be further bounded by the similar approach used in Theorem[3} Our AutoUAD finds the model
with the largest Vnpp and hence has the potential to reduce the false positive rate and false nega-

tive rate. In addition, a smaller Dy (Dgen||D7) or complexity of M (measured as R X (F) and

fﬁxgm (Fa)) may also lead to a lower error rate.

C PROOF FOR THEOREMS

C.1 PROOF FOR THEOREM[]

Proof:  Let g(x) be the density function of a Gaussian distribution with mean y and variance o
and let p(z) be the density function of an arbitrary distribution with the same variance 0. Without
loss of generality, we assume that f () has the same mean of p as g(x), because differential entropy
is translation invariant. Denote the entropy of g and f as H(g) and H( f) respectively. The Kullback-
Leibler divergence between g and f satisfies

0< Drr(sll) = [ soyion (50 ) ao = a1~ [ oyostatanas a0y

15
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We have

H(g) = — / g(x) log g(z)dx
—E [log NV (,0%)]

“E [log |:(27T0'2)1/2 exp (—2;2(3: - u)2>” (11)

1 1
5 log (2mo?) + ﬁE [(z — p)?]

1 1
3 log (2#02) + 3

Note that according to the basic definitions, [ f(z)dz = 1 and [ f(z)(z — p)?dz = o2
Then, for the second term of RHS of (I0), we have

/ Z fla)ton(gleds = [~ flatog ( \/217_> s
= /0:0 f(z)log \/2;76&4—/(: f(z) (—W) dz
2

= —% log (27T02) — ;7 (12
= 5 (log (270%) +1)
= —H(g)
Combining the results of and (12), we obtain
H(g)—H(f) = 0. (13)

This inequality indicates that with a given variance, the entropy of the Gaussian distribution is the
largest amongst all distributions.

For A, we denote the density function of each variable as f;, ¢ = 1,...,d. For X,,, we denote
the density function of each variable as g;, ¢ = 1,...,d. Since g1, g2, ..., g4 or the corresponding
variables more formally are independent, we have

d
H(g17927agd):ZH(gz) (14)
i=1
Since g1, g2, - - ., g4 Or the corresponding variables more formally are not independent almost surely,
we have
d
H(f1, for-. .\ fa) < > H(fi). (15)

i=1
Appying[I3]to each 7 and combing them with (T4) and (I3)), we arrive at

H(917927"‘7gd)>H(f17f27"'7fd)' (16)

We finish the proof by changing the format of entropy using variables rather than density functions.
Q.E.D.

16
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C.2 PROOF FOR THEOREM [2]

Proof:  For (a), we have the following derivation:
(Mean(sy,) — Mean(Sgen))?
2(Var(sya) + Var(sgen)) + €
(g | X Mean(s

Vnep (M, X) =

)+ [l “"lMean( )= | ““lMean( o) Mean( gen))2

Sgen

2(Var(sya) + Var(sgen)) + €
0
<2(‘ “"Mean( vat) — lz\g;“lMean(SO ))2 +2<|X

Sval

|del‘ Mean(s 0 )))2

Sval

aen
gen s Mean( gen)

- 2(Var(svd1) + Var(sgen)) +e

‘ ‘anlMean( 0 ))2

Sval

0
A“?"Mean(s0 )) + (‘ ge“lMean( Sgen) —

gen

(Var(sya) + Var(Sgen)) + €/2

( ‘X\ ! Mean( val)

a7
For (b), let ¢y and ¢ be two arbitrary real numbers and let the transformed scoring function be
f' = e1f + co. Then denote the anomaly score given by f’ as s’. We have the following derivation:

(Mean( le) Mean( gf:n))2
2(Var( le) + Var(sggen)) +e
_ (e x Mean(sya) + co) — (e1 X Mean(sgen) + 0))?
2(c? x Var(s),;) 4+ ¢3 X Var(sgen)) + €

_ x (Mean(Sy,) — Meam(sgen))2
2¢2 x (Var(sl,;) + Var(Seen)) + €

Wep(f') =

(18)

When e = 0, we have Vnpp(f’) = Vnep(f)- This finished the proof. Q.E.D.

C.3 PROOF FOR THEOREM [3]

Proof:  (a) The KL-divergence between pgen, and pyy

DPgen (-’B)
DPun (33) ’

DKL(pgen”Ptm) :/Pgen(w) log (19)
xT

where  Dgen () = W exp (—3 (@ — Hgen) "E7HT — Hgen))- In addi-
tion, |log(ptm( ) — log(pmlx( ))] < & holds for any @, where ppi.(x) =
T

Doic1 wlm exp (—3(x — i) T 2; Y — Bi)).
We have
D1 (Pgenl|pin) =Ep,, [l0g(Pgen) — 10g(pin )]
<Ep.. [IOg(pgen) — log(pmix) +€)] (20)
=¢ + Dk 1.(Pgen||Pmix)

Using Jensen’s inequality, we obtain

T
Dk, (pgen”pmix) :Epgm [log(pgen) - 1Og Z wiN(Il'i7 21)]

=1
<]Ep gen log pgen Z w; log P’/z’ ))] @1)
T
= Z ]Epgcn [log(pée/nT log(NV (g, 3)“%)]
=1

17
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For each i, it is not hard to show that
Epgen [10g(pgen) — log(NV (i, 24)"")]

o 1 |Ei|w1' 1 T w—1 (0 Tew—1
_Epgen [210g EO|1/T _ﬁ(X_NO) 2:0 (X_,J’O)_F?(X_l’l'l) Z:7, (X_l"’l)

1 |E wi 1 T _ w; T _
5 log = z|1/T = 37 Bpen [(X — o) Bpt(x - Mo)} 5 Ep {(X — i) B (x - m)}
0
1 1 T - W; T w—
=318 5 77~ 27 e |G — p0) " (x = p0) | 51+ 5 (1o — )" B (ko — )

+ %tr {2;12()}

1 1z d T -1 -1
== - = i — i) X — Wi (22
5 gIZJo\l/T 7 Hwi (o — pa) B (o — pa) + wite(B;7 o)
(22)
Since po = 0, ¢ = I, it follows from (22) that
E;ngen [log(pgen) — log(N (i, 23)"")]
1 d 23
=5 [wzlogmz——&—wlu S i+ wite(S; )] 3
Combining and , and using Apin (2;) > A and A\pin (2;) < A, we have
T
d 1 _ _
D (pgenllpmin) < = 5 + o7 2 [wz log || + wip " 27 pi 4 wite(B;1)]
<41 Zwi (dlog X + A7 |pi® +dA7H)
=Tatar A A
T
d 1 < 9 1 (24
<Gty (dlogA+A a1 | + X
N e g |+ !
2 2T o8 Ik
d T y—172 -1
<- %L " (m
< 2+2T (dlog A +A7"¢* +dr™")
Combining (24) and (20), we complete the proof.
(b) First, | log(pun(x)) — log(pmix(x))| < € implies that
Ptrn (213) Pmix (113)
———— < exp(e) and < exp(e). (25)
pon(@) = P ) = P

Now we obtain

v

p( ) 'Dmix [1Og(pmix) IOg(pgen) - } (26)
p( )DKL(pmlx”pgen) - €eXP( )

For convenience, let ¢; := N (p;, 3;), then pyix = Z.T 1 w;q;. Using Jensen’s inequality, we have

D1 (P |pgen) =E,,, [log(pim) — log (pgen )]
ex
ex

Dgr, (pmix Hpgen pm,X IOg Z wle 1Og pgen)]
>Ep,, [Z w; 10g(g;) — 10g(Pgen)] @7
T
Z o 108(q2”) — log (pil])]

18
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For each i, we derive that
Ep,,. [l0g(q)"") — log(pali )]

1 |2()|1/ W; T w—1 1 —1
=Ep.. 5 log Y (x—pi) B (x—pi) + o7 (x— o) " Zot (x — o)
1 1=ZYT w _ 1 _
Lo Vi, [(x — ) B = )]+ g [(x = p0)T 25T (x — pao)]
2 2 2T
1 =T, .
w; 1
- Y wE, [(x ) B (- m)}
j#i

T T
1 T 1 _
+ﬁ§ wj (1 — po) Eol(uj—uo)+ﬁ§ {2 '%,}
=1 =1

L S 2 T -1 1 —1
:5[10::; |3, —wid—wiZ(Nj_lii) hIp (Nj_lii)—?ztr(z
l i i
1 & |z
+ TZ — o) B0 (1 _H0)+T2tr(2512j)}
Jj=1 j=1
1 1 1 1
:5 [ —wilog |21| B w?d — Wiy — TC2 + ?CS + ?04:|a
(28)
T - —
where ¢ = Zj;éi (1 — i) X5 l(Nj —p) < (T —1)A 1maxij Iy — will, 2 =

Y t(E7E) < (T = DA Boes = Yy (15 — po) | g (14 — pro) > T'min; [|ps;], and
cy = Zf:l tr(2;'E;) > TB. By the way, log |3;| < dlog . It follows that

T
DKL(pmix”pgen) > Z (_widlogj\ — wfd - Qwi(T - I)Ailqb - (T - 1)/TA716 +9+é)
> —dlogA—d—2(T — 1A' — (T~ 1A 'B+ T+ TP
(29)
Finally, we have

D (Punl|peen) > exp(—€)(=dlog A —d = 2(T = 1A' ¢ — (T =A™ B+ T¢ + TP) — a%g)(
Q.E.D.

C.4 PROOF FOR THEOREM [4]
The following is a standard Rademacher complexity bounds (Bartlett & Mendelson, [2002).

Theorem 5 (Rademacher Bound) Let H be a class offunctions mapping 7 = X x Y 10 |0,1] and
S = (21, .,2m) a finite sample drawn i.i.d. according to a distribution Q. Then, for any § > 0,
with probability at least 1 — § over samples S of size m, the following inequality holds for all h € H

~ ~ log%
R(h) < R(h)+Rs(H)+3

2m

Proof:  Since X, are sampled from Dy, using the standard Rademacher complexity bound given
by Theorem [5] we can obtain

SN

~ log
B [Fpa (% <— > Faa(x) + Ry (Fae) +31) — 31)

xeral
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where |Xy| = N/2 and the inequality holds with probability at least 1 — 6.

For convenience, we let g(x) := 1—F)(x) and let p1 (x), p2(x) be the density functions of D}, Dyen

respectively. We have

Eonp [9(%)] =Exp,, [9(%)] + Exnp [9(X)] = Exnp,., [9(X)]

<Eron,lg \ 1| [ a0t~ [ g
<Ban, 9]+ [ 90)lp1 ) — pa(x)

<Ex~D,, / Ip1(x x)|dx

V2
SIEX’\‘Dgen [g(x)] + 7 DKL(Dg6n| |D,1 )7

(32)

where the last inequality used the fact that the total variation distance can be upper-bouned by using

the KL-divergence.
Using Theorem for Ex~p,.,[9(x)], we have

2 log %
Bpall = Fut()] € 2 32 (1= Fua()) + R (Fat) + 3 22
X € Xgen
where | Xyen| = N/2 and the inequality holds with probability at least 1 — 4.
Combining (3T) and (33)), we have
2 2 V2
FPR -+ FNR < > Fu(x)+ v > (1= Fux)+ 5/ Pkt (Dganl DY)
XE Xy XE Xgen

+ Ry (Fan) + R, (Far) +6 N

which holds with probability at least 1 — 24.
As T4 is a threshold function, we have
sgn(f(x) —¢) +1

F

e

where c is a threshold defined by the model M with hyperparameters O. It follows that
Fam(x) < e Ha(x)

and 9
1*EM@)S1+ﬂ*EfM@)
where 1 could be any value and ¢ = maxye x,,, fm(X).

Now we can derive that

(33)

(34)

(35)

(36)

(37)

(38)
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Recall that %> .y fm(x) = mean(sy) and %> cr fam(X) = mean(sg,) and
mean(sy,) < mean(Sgen), it follows from (39) that

= Y B+ Y (1 Fuo)

XE X XE Xgen
< - c_l\/(mean(sgen) — mean(syy))”
+ fVZX L0+ (= D))
< —c ' oVuep(M, X) + K
where 9 = 2(Var(sgen) + Var(sva)) + eand v = £ > ch (1+9+ (¢! = ?)fM(x)) =1+

gen
0+ (¢ — 2)mean(sgen).

(39)

Based on the von-Szokefalvi-Nagy’s inequality, we have

2((max(Sgen) — Min(Sgen))? + (max(sya) — min(sya))?)

>
0= N + € o)
>4A2 te> 4N2
N TN
where A = min{max(Sgen) — Min(Sgen), Max(Sya) — min(sya)}.
Combining the above result with (39) and (34) and letting ¥ = 0.2 we obtain
2A V2
FPR + FNR <k — ———/Vapp (M, X) + = 1/ Dg1.(Dgen | D),
" NP ( )+ =5/ Dr(Deen|[P1)
(41)
~ ~ log %
+ N,y (Fm) + R (Fm) + 64 —
This completed the proof.
QE.D.

D DATASETS SUMMARY

We conducted our experiment under the UAD dataset setting with 38 benchmark datasets commonly
used in UAD research. The dataset information is shown in Table E} Similar to (Shenkar & Wolf,
2022), we randomly split 50% of normal samples for training and used the rest with anomalous
data for testing. All data are standardized using the training set’s mean and standard deviation. The
split of each dataset is the same across different UAD methods. We repeat all experiments with 5
different data splits and report the results with mean and standard deviation.

E AUTOUAD VIA BAYESIAN OPTIZATION

Given a black-box function i : Z — R, BO aims to find an optimal point z* € Z that minimizes
h globally, and typically proceeds through three steps. First, BO identifies the most promising point
Zgp1 € argmax; ayp)(2) using numerical optimization, where ay,(;) is an acquisition function
(e.g., Expected Improvement) that depends on a prior p(h) (e.g., Gaussian processes (Williams
& Rasmussen, [2006)). Next, BO evaluates the potentially expensive and noisy function y;4; ~
h(zi+1) + N(0,07) and updates the observation set D; = {(21,21), ..., (2, y:)} with the new
sample (2¢41,y¢+1). Finally, it updates both the prior p(h) and the acquisition function cv, ;) using
the updated dataset Dy 1, allowing the process to iterate toward the optimal solution.

We sequentially maximize the proposed evaluation metrics via BO instead of defining a hyper-
parameter grid in a grid search. Suppose we have a set of different models for a UAD method M,
ie., Fapm = {fmo1, fMi04,- - s fM;04 > Where ©; is the hyper-parameters in faq,. Let

hz(el) = _A(fM(X|®L))7 i=1,2,...,H,
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Table 3: 38 real-world tabular datasets tested. * represent the dataset is from DAMICampos et al.
(2016)

Dataset # Sample Dim. % Anomaly
ALOI 49534 27 3.04
anthyroid 7200 6 7.42
arrhythmia* 452 274 14.60
breastw 683 9 34.99
cardio 1831 21 9.61
Cardiotocography 2114 21 22.04
fault 1941 27 34.67
glass 214 9 42.21
Hepatitis 80 17 16.25
InternetAds 1966 1555 18.72
Ionosphere 351 32 35.90
landsat 6435 36 20.71
letter 1600 32 15.10
Lymphography 148 18 4.05
magic 19020 10 35.16
mammography 11183 6 2.32
mnist 7603 100 9.21
musk 3062 166 3.17
optdigits 5216 64 2.88
PageBlocks 5393 10 9.46
pendigits 6870 16 2.27
Pima 768 8 34.90
satellite 6435 36 31.64
satimage-2 5803 36 1.22
shuttle™® 1013 9 1.28
SpamBase 4207 57 39.91
speech 3686 400 1.65
Stamps 340 9 9.12
thyroid 3772 6 247
vertebral 240 6 12.50
vowels 1456 12 343
Waveform 3443 21 2.90
WBC 223 9 4.48
WDBC 367 30 2.72
Wilt 4819 5 5.33
wine 129 13 7.75
WPBC 198 33 23.74
yeast 1484 8 34.16

22



Under review as a conference paper at ICLR 2025

where A can RTM, EAG, or NPD, and X denotes the dataset (either training set or validation set).
Then we use BO to find
©F = arg min h;(0;),
©;€S;

where S; denotes the set of constraints. We can find the best model for each UAD method. Finally,
we get the best model with its best hyper-parameters using equation [2] we use Tree-structured
Parzen Estimator (TPE) (Bergstra et al.| [2011). Then, the Expected Improvement (EI) acquisition
function is

y" v
El,-(0) = / (v* = v)p(y|O)dy = / (" —y) Xl gy,
where y = h(f), and y* = hpy is the best function value known. Let v = p(y < y*) and
p(©) = [ p(Oly)p(y)dy = vL(O) + (1 — 7)p(O). We have
1

_ W (©)—(O)— [V p(y)dy ©) -
Bl (©) = ——renaee & (7 + %oy (1= ”) :

where /() is the density formed by using the observations {©(")} such that the corresponding loss
h(©") was less than y*, and ¢(©) is the density formed by using the remaining observations.

F IMPLEMENTATION DETAILS

Implementation All experiments are implemented by Pytorch (Paszke et al.,|2017) on NVIDIA
RTX 3090 and AMD Ryzen Threadripper 3990X platform. For OCSVM, AE, and DeepSVDD, we
utilize popular PyOD implementation (Zhao et al.,|2019). For DPAD, we use the code provided by
the authors. We utilize optuna (Akiba et al.l 2019) to implement the Bayesian optimization with
Tree-structured Parzen Estimator (TPE) sampler (Bergstra et al., 2011). For each run, we perform
500 searches. We consider the core hyper-parameters of each UAD algorithm, they are listed in
Table For MV/EM, MC, and HITS baseline, we utilize implementation in (Ma et al.,|2023) ﬂ For
Max baseline, the highest performance among all observations is reported. For Random baseline,
the grid search pool is listed in Table[d For NPD, we set the size of validation data as M = 0.3 .
For all €, we setitas 1 x 1079,

G HYPER-PARAMETERS OF UAD ALGORITHMS

We first describe each hyper-parameter of 4 UAD algorithms studied in this paper. For deep learning-
based algorithms, we only consider the core hyper-parameters, such as hidden dimension, regulariza-
tion, etc, because deep UAD algorithms are usually not sensitive to optimization’s hyper-parameters
(learning rate, batch size, etc.).

* OCSVM: We repeat the description in Scikit-Learn(Pedregosa et al.l [2011). v: An upper
bound on the fraction of training errors and a lower bound on the fraction of support vectors.
~: Kernel coefficient for rbf, poly, and sigmoid. «: Independent term in kernel function.
It is only significant in poly and sigmoid. Kernel: kernel type to be used in the algorithm.

* AE: Hidden dim. I: the width of the first and the last hidden layer of the neural network.
Hidden dim. 2: the width of the second and the penultimate hidden layer of the neural
network, which is known as the size of the hidden representation. Weight decay: the regu-
larization term to control model complexity.

* DeepSVDD: We do not use an AE for pre-training to save time. c is computed based on
the network initialization first forward pass. Hidden dim. I: the width of the first and the
last hidden layer of the neural network. Hidden dim. 2: the width of the second and the
penultimate hidden layer of the neural network, which is known as the size of the hidden
representation. A: weight decay regularizer on the network parameters.

* DPAD: Hidden dim. I: the width of the first and the last hidden layer of the neural network.
Hidden dim. 2: the width of the second and the penultimate hidden layer of the neural net-
work, which is known as the size of the hidden representation. \: weight decay regularizer

*nttps://github.com/yzhao062/uoms
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Table 4: UAD Algorithms studied for hyper-parameter sensitivity and grid search pool construc-
tion. We search for two core hyper-parameters for each algorithm while keeping the other hyper-
parameters as default. 2667 UAD models are constructed in the pool.

UAD Algorithms | Hyper-parameters Searched [Grid Values] # models
OCSVM v :[0.01,0.02,...,1], 7 : [100, 50, 10,5, 1,0.5,0.1,0.01, ..., 10" 9] 1500
AutoEncoder weight decay: [1,0.5,0.1,0.01, ..., 1076], hidden dim.: [16, 24, 32, ..., 256]] 403
DeepSVDD A:[0.9,0.5,0.1,0.01, ..., 1079], hidden dim.: [16, 24, 32, ..., 256] 403
DPAD A : [1000, 500, 100, 50, ..., 1079], ~ : [1000, 500, 100, 50, ..., 10~] 361

Table 5: Hyper-parameter Searched in Bayesian Optimization.

UAD Algorithms | Hyper-parameters Searched (Value Range)

OCSVM kernel, (0, 1), v(1e — 6,100), (0, 1000)

AutoEncoder weight decay(le — 6,0.1), hidden dim. 1(16, 256), hidden dim 2(16, 256)

DeepSVDD A(le — 6, 1), hidden dim. 1(16, 256), hidden dim. 2(16, 256)

DPAD A(le — 6,1000), k(3,1000), v(1e — 6, 100) hidden dim. 1(16, 256), hidden dim 2(16, 256)

on the network parameters. y: hyper-parameter in dense projection distance calculation. k:
k nearest neighbors used in finding anomaly score.

Unless specified we train deep UAD methods with 256 batch size, Adam optimizer, 0.001 learning
rate, and 200 epochs. For AE we train 100 epochs. For DPAD we use a larger batch size of 4096.

We list the hyper-parameters searched for grid search and UOMS model pool construction in Table
We list the hyper-parameters considered in BO in Table 3]

H DETAILED RESULTS FOR EACH DATASET

Table[T]in Section [ reports the average AUC and F1 results through 38 datasets. We list the results
of each dataset in Table [6]and Table[7]for AUC and F1, respectively.

I BO RESULTS ON MORE UAD ALGORITHMS

We perform AutoUAD via BO on five additional conventional deep UAD algorithms, including
PLAD(Cai & Fanl [2022)), NeuTraLAD(Q1u et al., |2021), HRN(Hu et al.| 2020), DROCC(Goyal
et al., [2020), and SCAD(Shenkar & Wolf, [2022). Due to time constraints, we test them on 14
datasets with smaller sizes (number of samples less than 1000), including arrhythmia, breastw, glass,
Hepatitis, Ionosphere, Lymphography Pima, shuttle, Stamps, vertebral, WBC, WDBC, wine, and
WPBC. The results compared with Max, EM/MYV, RTM, EAG, and NPD are reported in Table @ It
is seen our metrics work well with complex deep UAD methods.

The core hyper-parameters considered for AutoUAD via BO are listed below.

* PLAD: : coefficient to control the perturbation. Hidden dim. I: the width of the first and
the last hidden layer of the neural network. Hidden dim. 2: the width of the second and the
penultimate hidden layer of the neural network, which is known as the size of the hidden
representation. Weight decay: the regularization term to control model complexity.

* NeuTraLAD: k: number of transformations. 7: temperature for contrastive loss. Hidden
dim. : the size of the hidden representation. Encoder dim.: Hidden dimension of encoder
module. Transform dim.: Hidden dimension of transformation module.

e HRN: n: order of the H-regularization. A: coefficient of the H-regularization. Hidden dim.
: the size of the hidden representation. Weight decay: the regularization term to control
model complexity.

* DROCC: ~: parameter to vary projection. r: radius of hypersphere to sample points from.
lamda: weight is given to the adversarial loss. Hidden dim. : the size of the hidden
representation.
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Table 6: AUC (%) score of EM/MYV, EAG, NPD, and RTM on 38 benchmark datasets with 4 UAD
methods. Average results are reported through 5 different random data splits.

ad methods AE DPAD DeepSVDD OCSVYM

delta method EM/MV EAG NPD RTM EM/MV EAG NPD RTM EM/MV EAG NPD RTM EM/MV EAG NPD RTM
ALOI 56.08+0.4 56.08+0.1 55.86+0.5 55.78+0.4 |51.40+2.3 5230+0.7 58.69£1.0 55.I8+1.0[54.58%1.1 54.85+0.8 54.88+I1.1 54.90+0.3]55.25+0.3 54.72+0.1 61.43+1.2 54.91+0.1
Cardiotocography| 73.014+2.6 78.35+1.6 73.38+2.3 70.37+3.4 | 58.93+3.2 63.90+14.1 70.20+4.4 69.02+5.7 | 85.05+4.2 79.55+2.9 79.09+8.5 63.97+7.9 [78.90+11.4 63.47£11.7 80.53+1.9 84.40+0.5
Hepatitis 78.74+4.3 79.58+4.1 80.47+2.3 79.81+3.8 167.92+17.6 67.53+13.5 69.23+3.8 81.28+3.6 | 78.09+4.6 77.86+7.7 70.21£11.2 78.97+7.2 |73.36+13.9 65.95+13.2 78.93+3.2 79.54+4.2
InternetAds 88.59+1.2 88.99+0.8 87.94+0.5 88.9140.7 [74.02+16.6 83.84+8.3 79.17+3.1 83.81+6.4 | 88.12+1.0 87.64+0.7 87.53+0.7 88.03+0.9 |65.96+19.7 57.32+16.4 85.40+0.5 86.72+0.7
Tonosphere 95.64+0.6 96.1240.9 96.30+0.6 96.35+0.4 | 91.6746.3 81.18+5.3 95.89+1.3 84.30+7.7 | 83.84+7.6 81.33+5.8 87.9244.8 81.70+2.4 |85.99+9.9 76.53+16.7 96.99+0.8 91.114£2.9
Lymphography | 98.95+£1.0 99.0940.8 98.52+1.4 99.14:£0.8|99.004+0.4 98.76+0.8 97.95+1.4 98.95+0.8 |98.95+0.8 98.43+1.1 98.95+0.6 98.95+0.9 90.14+18.5 99.00+0.9 98.71+0.8 99.14+0.8
PageBlocks 94.97+1.1 92.72+1.1 9598+1.3 93.20+0.4 |77.73+13.4 50.85+9.7 95.22+1.3 86.43+4.0|91.33+1.4 90.58+2.3 94.01+1.6 90.32+2.0 (86.19420.3 94.33+2.4 94.95+0.3 93.46+0.4
Pima 68.69+1.0 68.81+2.7 70.59+1.1 72.8041.9 | 66.36+5.5 64.27+4.6 66.7242.9 61.93+5.1 | 70.91£1.9 68.7242.9 68.97+1.6 69.03+9.5 | 65.72483 65.01+54 72.15+1.4 68.63+0.9
SpamBase 80.90+1.5 80.94+1.0 82.95+2.1 80.64+41.2 |48.90+18.7 58.00+18.4 65.85420.3 71.73+11.3| 78.86+2.7 77.1042.8 77.99+2.8 77.02+2.1|70.66423.7 78.89+1.4 83.27+1.0 80.06+1.0
Stamps 93.7242.7 93.18+1.6 94.48+1.4 93.59+2.2 |81.88+16.5 90.58+5.2 89.16+5.2 92.89+3.4|92.10+3.2 90.77+4.5 86.95+9.3 92.34+1.9 | 90.83+7.9 88.48+13.4 95.14+1.3 9294423
WBC 97.704£0.9 98.8940.5 97.96+1.2 99.04+0.6 | 96.4042.5 98.87+0.6 97.19+0.9 98.78+1.2|99.2840.2 99.34+0.2 97.9641.6 99.26+0.3 | 98.47+1.0 99.15+0.2 98.44+0.6 99.25+0.1
WDBC 98.63+£0.5 98.01£1.0 98.65+0.4 96.32+2.5 83.28+19.3 92.24413.5 95.66+2.4 85.65+17.6| 98.57+1.7 95.01+3.6 98.15+1.8 95.18+2.0 |77.46+43.2 67.76+22.2 99.08+0.5 99.18+0.2
WPBC 52.23+3.6 49.61+2.8 52.56+5.4 50.7242.1 |48.89+2.5 48.42+4.3 48.41+6.4 50.27+2.5|48.74+2.5 52.94+4.5 50.20+5.6 49.54+5.5|45.73+5.6 52.13+2.0 50.37+4.0 48.70+2.5
Waveform 66.43+2.8 69.1243.6 64.95+2.1 66.75+2.9 [65.12+9.6 60.83+3.1 65.82+5.2 57.94+5.4 |68.36+7.1 66.73+6.3 59.61+10.4 64.58+7.6 [51.25£17.8 67.20+£5.2 77.53+0.6 54.18+0.6
Wilt 71.99+£9.8 74.60£9.6 79.76+3.2 69.85+4.9 |56.11£10.1 60.77+5.7 76.77+4.0 39.04+6.2 | 35914+7.7 42.30+8.6 36.33+6.1 29.01+5.6 [48.57+20.1 72.15£2.0 74.95+2.7 33.42+0.5
annthyroid 89.2743.3 85.37+1.5 91.25+2.1 87.25+5.1 [68.29+19.9 58.49+17.5 89.44+1.5 78.21+7.6 | 83.65+4.0 70.50+9.2 79.67+6.3 83.73+5.7 |80.03+20.6 93.88+0.5 93.39+0.6 85.24+3.1
arrhythmia 75.84+1.6 7623419 74.95+1.6 76.13+1.4 67.23+£9.6 71.06+1.3 70.63+:1.9 71.84+3.5|73.49428 72.25+1.5 74.65+24 74.94+2.1(69.04+£10.9 63.35+£12.3 758114 7577+1.7
breastw 98.76+0.9 98.86+0.6 98.74+0.6 99.06+0.7 |83.86£26.3 97.52+2.2 97.54+1.2 98.56+0.9 | 98.86+0.9 98.69+0.7 98.69+1.0 98.96+0.6 | 98.84+0.8 95.80+6.7 98.64+0.7 98.82+0.8
cardio 94.75+1.8 95.80+1.3 93.214+2.5 93.92+0.8 |76.00+17.8 89.57+6.7 89.23+2.2 73.74+6.6 | 95.72+0.6 94.35+3.7 93.92+5.0 89.10+4.3 87.77+11.1 89.12+16.6 96.15+0.6 96.80+0.4
fault 74.08+1.7 65.634+2.7 76.16+1.3 72.00+6.0 [67.854+10.5 59.09+11.7 78.12+0.5 64.59+3.8 | 58.73+4.2 50.45+4.6 58.74+55 47.08+4.2|66.05£8.3 62.75£1.8 71.13£1.6 56.08+1.5
glass 84.14+54 84.42+4.3 84.45+5.7 81.8742.6 80.34+13.0 77.67+12.3 86.194+10.2 78.30+7.4 | 66.51£5.1 73.9748.7 61.11+12.1 75.69+5.5 |64.624+24.3 81.33+6.4 87.16£1.9 60.33£16.5
landsat 58.86+4.8 53.58+3.9 64.01+1.2 58.2542.0 | 64.44+8.5 52.86+6.6 70.70+2.4 61.68+2.6 |44.47+3.2 4691429 43.20+5.9 42.50+5.6 |54.34+17.0 45.61+04 59.83+1.3 39.33+0.8
letter 86.26+3.3 79.76+4.7 91.324+0.7 86.54+1.9 (66.74+15.1 54.41+13.7 80.76+2.0 60.33+5.0 | 53.06+1.4 52.23+58 52.73+3.7 52.40+5.9 (58.64+15.4 85.92£13.6 86.50£1.6 54.70+7.1
magic.gamma 82.714+3.5 78.40+2.6 85.23+0.5 77.9742.3 |68.33+5.8 58.96+11.2 81.09£0.7 68.27+1.0 | 68.11£2.6 68.24+4.1 70.73+4.6 64.68+2.0 | 73.18+8.5 74.88+6.8 83.76+0.4 75.35£7.1
mammography | 89.92+1.3 88.3442.8 89.62+0.6 87.73+5.2|75.2146.0 71.96+21.5 83.60+1.8 80.44+6.9 | 86.62+5.0 87.41+3.0 85.20+4.3 88.55+0.9 | 86.55+3.8 88.48+1.2 83.46+1.7 88.22+0.6
mnist 93.41+1.5 94.28+0.4 93.45+0.8 92.38+0.5 | 78.68+5.0 75.20-£18.6 74.86+13.8 72.71+2.6 | 84.01+7.3 82.594+6.5 85.20+4.6 87.26+3.9(61.56+17.9 91.00+£0.3 92.33+0.5 90.32+0.4
musk 100.00-£0.0 100.00£0.0 100.00+0.0 100.00+0.0{ 93.39+£9.6 90.47+6.8 98.40+3.6 99.16+1.9 | 97.884+2.8 96.65+3.4 94.05£7.8 90.5546.0 |62.62421.6 90.22+21.5 100.004-0.0 100.00+0.0
optdigits 88.88+4.4 91.71+1.9 77.08+10.3 80.2141.9 59.23+10.2 48.75£8.1 70.57+14.6 50.24+11.7/46.08+23.6 68.29+6.8 59.48+17.1 60.70+12.1/63.75+18.7 78.33+25.2 88.06+0.9 54.08+0.9
pendigits 99.45+0.4 97.124£2.8 99.57+0.1 99.67+0.2 |82.85+£12.7 95.03£2.9 98.57+0.9 68.35+16.283.19£17.6 90.4943.2 81.26:£19.3 93.30+2.5 |80.34+37.9 94.35+0.2 99.94+0.0 94.43+0.2
satellite 80.37+1.8 80.01+0.2 81.88+1.5 80.024+0.3 | 77.08+7.7 70.96£9.8 84.14+1.7 72.70+5.4 | 65.58+2.6 68.22+1.7 67.55+2.0 66.10+10.7| 70.95+7.0 72.784+20.7 82.31£1.0 73.41£10.4
satimage-2 99.68+0.1 99.65+0.1 99.59+0.2 99.86+0.0 | 97.61+1.0 97.50+1.4 98.70+0.8 82.69+12.1|96.94+0.8 95.67+3.3 97.9240.6 87.00+8.4 |79.59+27.0 99.87+0.0 99.83+0.1 98.74+1.0
shuttle 99.49+0.3 99.55+0.3 99.29+£0.5 99.50+0.3 | 98.29+1.2 86.39+£25.0 96.50£6.4 97.45+3.0|97.14+£1.7 93.704+3.9 96.754+3.0 93.99+1.3|95.54+4.0 97.99+1.7 99.20+0.2 97.37+1.5
speech 48.03+1.1 47.24+0.6 50.57+0.4 47.34:£0.6 |49.96+3.2 51.26+2.4 50.20+5.3 53.26£3.5|47.114+5.1 52.28+4.6 47.57+3.8 46.84+2.5|48.20+2.1 50.05£0.0 51.71+1.2 53.15+£9.4
thyroid 98.43+1.1 98.19£0.9 98.60+0.1 98.45+0.6 |76.02£19.1 61.65+22.0 96.87+1.0 90.20£9.4 | 97.62+1.1 9520+1.4 96.914+2.3 96.71+0.7 | 98.05+0.5 98.31£0.2 98.48+0.1 98.28+0.1
vertebral 52.85+10.1 48.39+3.1 57.58+5.6 48.14+£6.9 |47.85+7.5 51.89+£6.7 47.46+6.3 45.60+7.6|41.704+2.9 45.10£11.6 43.334+8.7 33.91+6.1 | 44.91+3.8 47.83+3.3 55.54+3.9 43.54+2.4
vowels 97.09+£1.4 94.314+4.6 98.80+0.3 94.60+0.4 |72.84+21.0 69.694+10.2 95.87+2.3 77.1245.6 | 64.05+6.6 63.46+13.3 59.954+8.3 65.69416.4/70.92+16.7 91.65£9.0 97.97+0.6 67.96+2.7
wine 97.42+1.7 95.46+1.2 95.05+3.5 94.47+2.2(85.19+20.3 84.394+16.6 94.81+5.2 75.49+34.1|80.74=12.6 93.12+6.5 87.5949.6 93.73+4.7 |65.02+39.8 85.85+20.4 95.69+3.4 91.90+3.0
yeast 45.64+1.3 47.58+1.4 45.17+£1.7 47.7241.3 [49.49+1.0 52.56+3.4 47.51+£22 474742.6(43.1342.7 44.3843.6 41.56+1.4 41.86+1.1]4547+1.0 4641+1.9 48.39+1.1 43.97+0.4

Table 7: F1 (%) score of EM/MYV, EAG, NPD, and RTM on 38 benchmark datasets with 4 UAD
methods. Average results are reported through 5 different random data splits.

ad methods AE DPAD DeepSVDD OCSVM

delta method EM/MV EAG NPD RTM EM/MV EAG NPD RTM EM/MV EAG NPD RTM EM/MV EAG NPD RTM
ALOI 10.34+1.3  9.86+0.6 11.324£0.5 9.53+0.7 | 8.17+3.4 8.16+£0.8 14.85:09 9.90+I1.1 | 821+£04 8.39+0.7 8.06+0.6 829+0.5 | 8.26+03 8.19+0.1 19.55£0.3 8.14+0.0
Cardiotocography| 57.5542.7 61.55+1.1 57.25+2.3 55.41+3.5|43.73+4.4 50.69+15.3 54.81+4.4 54.89+55|68.58+5.5 63.134£2.9 62.79+8.8 46.23+8.0 (61.03+11.6 45.02+11.7 64.38+2.0 66.27+0.8
Hepatitis 55.394+6.4 55.39+3.4 5385454 56.9248.8 [47.69+18.4 47.69+16.7 44.61+6.4 56.92+6.9 | 53.85+7.7 58.4648.8 50.77+11.7 52.31+13.8/47.69+11.4 47.69+16.7 46.15+7.7 53.85+7.7
InternetAds 81.744+2.2 81.7942.1 80.224+0.9 81.96+2.2 59.95423.5 72.724+12.8 62.23+4.2 72.28+11.9| 81.03+£2.5 80.54+2.8 79.24:£1.2 81.36+2.3 [52.66+£25.9 41.90+£21.0 78.15£2.2 81.52+1.9
Tonosphere 89.84+1.0 89.52+0.4 90.00+0.4 90.00+0.4 | 85.56+5.8 74.76+5.8 90.48+1.1 77.46+7.4 |77.46+£7.9 75.08+6.5 78.73+6.4 75.72+1.4|78.10£9.6 72.38+11.5 90.48+1.9 83.33+4.6
Lymphography  (86.67+13.9 90.0049.1 76.67+14.9 90.00+9.1 | 83.3340.0 83.33411.8 73.33+9.1 80.00£7.5 | 80.00+7.5 76.67+14.9 83.3340.0 83.33411.8|66.67+39.1 86.67-13.9 80.00413.9 90.00+9.1
PageBlocks 71.02+£4.9 63.02+£3.9 75.92+4.7 63.80+1.4 |54.43+£18.0 16.55£8.9 78.12£2.0 65.57+3.9 | 62.51+4.5 58.6745.5 71.5343.6 58.1646.1|59.45424.8 71.49+7.1 78.43+2.1 65.2942.1
Pima 64.78+0.7 66.05+2.7 67.54+1.9 69.03+2.2 | 63.58+4.5 .99+2.0 63.36+2.4 60.67+3.1 [67.98+1.7 66.34+2.5 67.01+1.1 6537£6.9 | 63.96+6.3 62.91+5.4 67.24+0.8 66.19£0.9
SpamBase 77.18+1.6 77.40+1.0 79.0242.0 77.1941.0 |57.46+10.4 63.91+11.2 68.28+12.0 70.76+7.7 | 75.77+1.7 74.7242.5 74.87+2.3 74.11£1.8|70.65+16.6 76.84+1.4 79.91+1.4 76.72+1.2
Stamps 65.81+£9.8 65.81+£4.9 70.32:£53 67.09+8.4 |54.84+22.2 63.87+£13.2 57.42:£10.3 60.65£16.8/58.06£12.7 56.77£16.7 51.61:£16.0 61.93+7.7 | 64.52+8.2 58.06422.0 70.32+5.3 61.2949.1
WBC 72.00+8.4 78.00+4.5 76.00+£5.5 84.00+5.5 | 66.00+8.9 82.00+£8.4 74.00£5.5 82.00+4.5 | 82.00+4.5 86.00+5.5 70.00+12.2 84.00£5.5 |74.00£15.2 86.00+5.5 76.00+5.5 86.00+5.5
‘WDBC 70.00+7.1 62.004+8.4 70.00+7.1 54.00415.2(44.004:38.5 58.004:17.9 64.00+11.4 46.00+:18.2|74.00+16.7 58.00+19.2 64.00+27.0 38.00+14.8(48.00+£32.7 24.00£33.6 80.00+7.1 82.00+4.5
WPBC 38.3043.0 33.614+1.0 37.4548.6 32.3443.537.45+2.4 37.87+6.5 34.04+9.2 37.45+4.936.17+4.3 39.58+6.1 38.30+£6.6 35.74£1.8|33.19+£4.9 41.28424 3574:+4.6 31.49+4.1
Waveform 12.2042.6 12.40+1.8 12.00£1.6 11.20+3.6 | 12.20+2.5 10.60£1.8 15.20+5.8 12.80+6.0 | 10.80£0.8 9.00£2.9 7.20+2.5 11.00+2.4|9.40+11.8 13.00+8.4 29.00+1.4 8.40%1.3
Wilt 13234129 11.67+9.8 21.87+5.0 5.68+5.1 [11.05+£6.9 19.38+8.2 26.61+2.6 0.47+0.7 | 1.56+2.4 7.16£52 3.19428 0.23+0.3 | 4.13+£3.4 848437 7.16£2.8 2.10+0.3
annthyroid 57.00+4.8 47.3042.9 62.13+3.9 56.52+7.0 [33.264:23.1 22.92421.5 60.11+1.4 47.56+7.1 | 48.39+4.4 37.00+£8.2 46.25+£6.0 48.20+8.9 (48.01£22.2 64.42:£2.1 64.50+£2.1 50.19+£1.8
arrhythmia 51.82+1.3 52.42+1.4 5121439 52.424+1.4 |48.1847.8 50.91£4.0 49.39+3.1 50.00+3.7 | 50.91£3.6 49.70+2.9 49.40+4.1 51.21£2.3 |43.33+13.1 41.21+13.9 50.91+4.2 52.73+1.7
breastw 96.15+1.1 96.23+1.3 9540+0.9 96.40+1.3 |83.01£22.1 94.81+2.6 92.97+2.5 95.73+1.5|96.15+1.7 95.82+0.8 96.40+1.5 96.65+1.1|96.40+1.3 92.13+9.3 96.23+0.8 96.23+1.5
cardio 73.5246.1 73.52+£6.0 70.00£5.5 72.05£4.6 |52.27+£22.6 69.77+£6.1 6591+£4.1 50.68+8.6 | 78.9842.2 74.3248.8 74.09+£10.9 61.48+4.8|58.41424.3 68.074+27.0 75.46+3.9 80.34+1.4
fault 67.99+1.6 62.86+2.2 70.25+1.2 67.79+3.9|63.77+7.9 57.98+7.8 71.59+0.7 61.64+3.3|57.86+3.3 51.47+3.0 57.15+4.5 50.76+3.1|62.85+6.1 60.42+0.9 68.59+1.5 56.91+0.5
glass 3111450 2444493 3111450 26.6649.9 | 22.22+7.9 31.11£12.2 26.66+6.1 20.00+5.0 | 15.5546.1 13.3345.0 17.78+9.9 20.00+9.3 | 24.4449.3 22.22+7.9 20.00+9.3 15.55+6.1
landsat 46.41+3.7 46.06+£2.7 49.33:£1.1 44.31£3.2|47.89+8.8 38.80+£8.0 54.13£2.6 46.57+£2.8 |31.66+1.6 39.034+3.7 30.8643.1 33.94+6.6 |41.13+14.4 38.18+0.2 43.74+1.1 28.214+0.3
letter 44.40+7.2 3540459 58.40+2.3 44.40+4.3 |27.40+£14.4 16.60+14.6 40.60+3.6 24.00+7.1 | 15.40+4.2 11.60+£3.4 16.80+4.1 9.40+1.1 |18.20+11.9 47.80+17.2 48.00+2.0 20.00+5.6
‘magic.gamma 75.554+3.0 72.14+2.5 77.93+0.6 71.30+1.9 | 63.47+4.7 58.14+6.8 74.33+0.7 63.82+0.7 | 63.42+2.1 64.2443.8 65.51+3.8 60.68+2.2 | 68.0146.6 69.36+5.6 77.05+£0.4 69.62:+6.1
mammography | 44.624+5.8 39.00+12.7 43.46+5.5 39.854+15.3 24.00£8.6 25.00+12.8 34.31+£6.2 31.16+8.6 (39.69+12.4 42.23+10.1 32.62+10.0 45.39+7.0 | 44.38+£2.3 40.92:£3.8 44.62+£14 4546409
mnist 71.5142.6 73.49+0.9 71.66+1.3 70.43+1.4 | 52.83+6.5 48.37+23.6 47.23+15.4 46.31+2.5 |56.57+10.8 51.724+9.6 58.74+5.9 57.52+8.6 |28.29+22.0 67.80+1.5 71.25+1.8 66.40£1.1
musk 100.0040.0 100.00£0.0 100.00£0.0 100.00+0.0(67.01422.3 49.48+28.5 96.29+8.3 92.37+13.1|74.64+19.0 60.62:19.9 66.60+22.4 39.59+19.9|25.16-:41.9 78.35+40.3 100.00-£0.0 100.004-0.0
optdigits 14.40£10.8 20.274£9.4 533482 1.33+0.7 |11.20£10.3 3.20+6.1 19.47£8.1 6.67+£6.5 | 0.93+£2.1 1.87£2.6 4.93+£10.0 0.13£0.3 [10.27423.0 30.93423.8 11.73£1.9 0.00£0.0
pendigits 82.3149.2 60.38+24.9 84.234+2.9 86.03+3.2 [40.90+18.4 53.08+14.5 74.62+8.9 24.74+16.1|38.20+33.9 18.08+20.6 33.08+18.6 36.28+13.2|54.23+35.3 44.36+0.8 95.51£1.4 45.13+2.0
satellite 73.00+1.4 73.60+0.3 73.86+1.1 73.6040.3 | 68.63+6.9 63.79+8.3 74.99+1.5 65.03+4.8|60.1242.6 64.63+1.0 62.69+1.8 59.74+8.9 | 65.354+5.3 65.54+16.4 72.64+0.8 66.70+7.5
satimage-2 85.07+£7.9 81.4145.9 80.004+5.5 93.24+1.8 [74.93+7.0 78.59+11.5 72.11+9.7 44.79+21.8|81.13+£7.4 58.31+24.4 79.16:£9.9 12.68+12.255.49+49.4 94.93£0.8 92.11:£0.8 89.30+4.7
shuttle 75.38+16.7 78.46£16.7 69.23+15.4 73.85+10.3|52.31£16.7 47.69+32.4 66.15+16.9 61.54+28.3{43.08+28.1 23.08+7.7 44.62+21.3 26.15+6.9 |35.38+15.0 46.15+10.9 63.08+10.0 40.00+8.4
speech 558409 492400 7.54+15 459407 | 23042.7 230422 459432 295+1.8 | 230+£1.9 5.58+34  230+19 262415 | 3.61+£2.1 394409 6.56+0.0 6.56+3.8
thyroid 74.41£11.2 72.69+7.5 73.9844.0 74.84+5.8 |32.69+30.8 18.06421.0 63.66+5.1 59.57+18.2| 70.97+7.5 48.17+7.7 64.52+14.3 62.80+3.9 | 69.68+7.4 71.18+4.4 70.97+2.3 72.90+1.8
vertebral 22.00+11.9 14.67+1.8 2533484 14.00+9.3 |17.33£10.4 23.33+11.5 20.67+8.9 16.66+8.5|11.33+3.0 12.00+9.6 12.00+£8.4 3.33£5.8 | 16.67+2.4 1533+4.5 20.67+£7.6 14.67+1.8
vowels 75.604+4.8 60.00+18.0 80.80:3.9 56.4044.8 [28.404+20.5 29.20+14.2 61.60+7.9 41.20+7.9 | 14.00+£6.2 8.80+9.9 13.20+7.9 8.80+8.6 |31.60-:24.3 48.804+32.7 76.00+£6.9 25.20+1.8
wine 76.0011.4 66.00+11.4 62.00+17.9 66.00+11.4]56.00+30.5 58.00£19.2 74.00-£15.2 54.00£35.1]42.00£26.8 64.00£13.4 52.00-£26.8 66.00-£20.7|40.00+24.5 62.00425.9 68.00417.9 60.00£10.0
yeast 4777412 49.35+1.6 46.98+1.3 49.63+0.8 | 51.40%1.1 52.94+3.2 48.84+2.0 48.60+3.3 | 45.56+2.6 46.47+3.1 44.58+1.7 44.61+1.3|46.90+0.7 47.53+1.3 49.82+0.6 46.11+0.6
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Table 8: Comparative study of Bayesian optimization through 14 datasets on 5 additional UAD
algorithms. Mean AUC and F1 scores are reported. The best performance is bold.

Method PLAD NeuTraLAD HRN DROCC SCAD
Metric AUC F1 AUC F1 AUC F1 AUC F1 AUC F1
Max 77.08+-19.3 57.89+-24.5|76.24+-16.0 52.04+-22.2(83.53+-17.2 68.27+-18.1|49.26+-26.5 36.11+-24.8{86.36+-15.9 63.15+-18.8
EM/MV 41.20+-25.7 23.57+-18.4|26.86+-33.7 15.9+-22.9 [78.17+-20.5 53.87+-28.6|27.60+-24.7 16.86+-16.4|77.55+-19.4 54.96+-27.1
RTM(Ours)|32.48+-19.8 17.53+-16.5{60.33+-17.0 33.45+-28.7(80.44+-17.1 59.48+-26.4(35.41+-25.2 23.52+-21.0|74.92+-17.3 48.06+-24.3
EAG(Ours) |59.22+-21.4 38.64+-24.0/68.44+-25.2 45.49+-28.6|79.24+-18.9 55.31+-32.9|40.89+-32.3 25.50+-25.1|77.13+-18.8 49.74+-26.7
NPD(Ours) |47.23+-24.3 30.31+-23.2|70.64+-18.4 39.48+-28.2|64.81+-27.5 46.07+-33.3126.97+-23.1 14.46+-16.0|82.62+-17.2 58.11+-21.3
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Figure 8: Running time efficiency comparison.

* SCAD: k: kernel size for sliding window. 7: temperature for contrastive loss. Hidden dim.
: the size of the hidden representation. Weight decay: the regularization term to control
model complexity.

J  EFFICIENCY OF PROPOSED METRICS

We test the running time efficiency of datasets of different sizes. Notice that MC and HITS have
theoretical computation time complex with O(LN?) and O(tLN), respectively, where ¢ is the max
iteration in HITS, and L is the size of UAD model pool, i.e. L = |{(M;,©0;)|M; € M,0; € SD}|.
The running time results for selection through 200 candidate UAD models are shown in Figure|[§] It
is seen that NPD is the most efficient method.
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Figure 9: Working flowchart of AutoUAD. Training Phase: Candidate UAD models M con-
tain multiple UAD algorithm { M, M, ..., M}, and each algorithm M, has multiple candidate
hyper-parameters {0\, 0% oW 1 eV ¢ =, S,gl). For each M, the Bayesian opti-
mizer will select hyper-parameters to train the UAD model. After training converges, the model is
evaluated by (semi-)internal metric (RTM, EAG, or NPD) using the training set where no ground-
truth label is required. The evaluation output V (M, X') provides feedback to the Bayesian optimizer
to select new hyper-parameters for the next round. Testing Phase: After training, we obtain the best
model M;(©7F) for each UAD algorithm. By selecting the algorithm with highest V, we obtain
M*(©*). During testing, the selected model is evaluated by £ (AUC/F1) using the testing set with
the ground-truth label to show the effectiveness of our methods. NPD Details: The training dataset
is randomly split into X}, and X, before training phase. An extra dataset Xy, is generated from
an isotropic Gaussian N (4, diag(a2.,,)), where gy, and o2, are the mean and variance vectors
of Xirpn. Xiprn 18 used to train the UAD model. After the model training, anomaly scores s,,,; and
Sgen are computed from X,q; and Xy, , respectively. Then, NPD is calculated taking s,,; and sgc,,
as input using equation m We argue that X;.,, can contain samples close to real anomalies so that
NPD can show the significance of evaluating a good UAD model. It is justified in Theorem@
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L  SENSITIVITY OF 7 IN RTM

Due to time constraints, we perform sensitivity analysis varying 7 in [50, 30, 20, 10, 5, 3, 1] tested
on 37 datasets (ALOI is dropped due to its size) using DPAD and OCSVM. An average result is
summarized in Figure[I0] It is seen that the performance varies much as the change of 7, especially
in DPAD results, 7 = 3 and 7 = 5 show very different results, making the choice 7 difficult
and imperial. It also reveals the internal evaluation metric is still sensitive to the additional hyper-
parameter.
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Figure 10: Average testing AUC across 37 datasets varying 7 in RTM.
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