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Abstract001

Feature-level explanations are commonly used002
to interpret transformer-based NLP models.003
Still, little is known about how explanation-004
aware objectives influence model behaviour005
during training. While prior work has demon-006
strated training-time manipulation of expla-007
nations in vision models, its implications for008
transformers and token-level explainability re-009
main unexplored. We study training-time010
manipulation of token-level explanations in011
transformer-based NLP classifiers and intro-012
duce sequence-aware objectives suited to text013
input. We show that explanation-aware train-014
ing systematically alters token relevance pat-015
terns while largely preserving task accuracy.016
Importantly, masking and cross-method eval-017
uations reveal that these attribution changes018
can coincide with shifts in model reliance019
rather than isolated failures of specific explana-020
tion methods. Our results suggest that appar-021
ent vulnerabilities of feature-level explanations022
can reflect deeper model adaptations, under-023
scoring the need to consider learning dynam-024
ics when interpreting explanation robustness.025
Our code is available at https://anonymous.026
4open.science/r/XAI-fool-388D027

1 Introduction028

The impact of transformer models in natural lan-029

guage processing has been paramount, and, as030

such, research on interpretability has also been031

steadily advancing (Fantozzi and Naldi, 2024). One032

family of model-specific explanations focuses on033

feature-level, i.e., token-level, explainability meth-034

ods that yield saliency or relevance maps (Schnei-035

der, 2024). Such explanations are specifically help-036

ful for smaller, task-specific (e.g., classification)037

models, as they demonstrate granular insight into038

a model’s workings per sample (Liu et al., 2021).039

However, prior work has demonstrated the insta-040

bility of such explanations in the image domain,041

particularly concerning Convolutional Neural Net-042

works (CNNs). Specifically, Heo et al. (2019) 043

demonstrates that explanations can be shaped by an 044

adversary through model manipulation attacks as 045

opposed to, e.g., input-focused attacks via so-called 046

adversarial examples. As such, explainability meth- 047

ods are fooled by training that shapes model expla- 048

nations through supervised explanation learning. 049

Explorations of transformer- and NLP-specific 050

cases are scarce, making it unclear whether these 051

vulnerabilities extend to the domain and architec- 052

ture (Baniecki and Biecek, 2024). We extend Heo 053

et al.’s (2019) framework to transformer models in 054

the NLP context by proposing new attack scenarios 055

and optimisation approaches. We ask the following 056

question: Can transformer-based NLP classifiers be 057

trained to manipulate token-level explanations pro- 058

duced by state-of-the-art transformer explainability 059

methods without degrading task performance? 060

Related Work. Several transformer-specific ex- 061

plainability methods have been proposed. Earlier 062

methods tend to focus on the attention mecha- 063

nism as an approach to explainability (Fantozzi 064

and Naldi, 2024). More advanced methods in- 065

corporate these transformer-specific elements but 066

go beyond them. For instance, Ali et al. (2022) 067

identified the failure modes of GradientxInput ap- 068

proaches (Denil et al., 2014) using the Layer-wise 069

relevant propagation (LRP) framework (Bach et al., 070

2015) and demonstrated strong conservation prop- 071

erties through their adaptation. In contrast, Chefer 072

et al. (2021a) generalises the Chefer et al.’s (2021b) 073

method by explicitly building on attention-focused 074

methods and extending them via gradient-based 075

weighting, making the explanations class-specific 076

and yielding the Generic Attention Explainability 077

(GAE). Due to their strong empirical performance 078

and widespread use, these methods form the pri- 079

mary targets of our analysis. 080

Our Contributions. This work, to our knowl- 081

edge, is the first to investigate training-time manip- 082

ulation of token-level explanations in transformer- 083
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based NLP classifiers. We introduce novel084

sequence-aware attack objectives that adapt model085

manipulation approaches to text inputs, including086

ranking-based formulations, which enable stable087

manipulation of token relevance. Simultaneously,088

task accuracy is largely preserved with drops of089

less than 5% and typically 1%. We show that090

strong transformer-specific explainability methods091

exhibit systematic changes in attribution patterns092

under such training, particularly when suppress-093

ing highly influential tokens: previously highly094

relevant tokens rank among the top 10% least rele-095

vant tokens after the attack. Importantly, we high-096

light that these changes are often accompanied by097

shifts in the model’s reliance on alternative input098

signals, rather than merely misleading a specific099

explanation method as Heo et al. (2019) claim. Fi-100

nally, we find that successful manipulations can101

generalise across explainability methods, indicat-102

ing shared structural weaknesses. Overall, our find-103

ings provide insight into the interaction between ex-104

planation methods and learned decision strategies,105

highlighting the need to consider model adaptation106

when interpreting explanation robustness.107

2 Methodology108

We consider an adversary with access to the model109

training across data and the model to manipulate110

model explanations at inference time. Moreover,111

we assume that the adversary is unaware of the sam-112

ples and the specific explainability techniques at113

inference time, following related work (Heo et al.,114

2019). Instead, the learning objective during train-115

ing is augmented with an explanation-aware token-116

level loss function to enforce explanations.117

2.1 Dual Loss Framework and Optimisations118

Model manipulation attacks are implemented using119

a dual-loss approach (Heo et al., 2019):120

L(D,Dfool, I;w,w0) = LC(D;w)

+ λLI
F (Dfool;w,w0),

(1)121

where LC denotes the standard loss function, in122

this case, cross-entropy loss. LI
F denotes the token-123

level penalty imposed based on the explanation124

method I yielding a saliency map. The attack is op-125

timised based on the dataset Dfool. This dataset can126

be sub-sampled from D, the original training set127

used to finetune a pre-trained model with weights128

w0 to obtain a model with weights w. The param-129

eter λ controls the attack strength by regulating130

the balance between the standard loss LC and the 131

attack loss LI
F . 132

We instantiate the explanation-aware loss using 133

three classes of objectives that differ in the structure 134

they impose on token relevance. Value-based ob- 135

jectives penalise deviations from target relevance 136

values (e.g., mean squared error or penalties on 137

the magnitude of selected tokens such as top-k), 138

following Heo et al. (2019). Distributional objec- 139

tives, such as KL divergence and categorical losses, 140

operate on normalised relevance distributions and 141

encourage specific allocations of relevance mass 142

across tokens. Finally, ranking-based objectives 143

constrain the relative ordering of token relevance. 144

Further details can be found in Appendix B 145

We distinguish between two manipulation goals 146

at the level of token relevance. Relevance elevation 147

aims to artificially emphasise a small set of tokens, 148

such as a fixed position or selected token types, rel- 149

ative to the remainder of the input. This goal can be 150

operationalised by enforcing target relevance val- 151

ues, shaping relevance distributions, or constrain- 152

ing relative token importance. It can therefore be 153

instantiated using value-based, distributional, or 154

ranking-based losses. Relevance suppression, in 155

contrast, targets tokens that are already highly influ- 156

ential under a reference model and seeks to reduce 157

their relative contribution to the prediction. Since 158

this objective is inherently comparative—requiring 159

influential tokens to be demoted relative to others, it 160

can be expressed through ranking-based constraints 161

or top-k penalties, as used in prior work (Heo et al., 162

2019). We design our experiments to reflect these 163

distinctions. 164

2.2 Experimental Evaluation 165

We structure our experiments around two manip- 166

ulation goals at the level of token relevance: ele- 167

vating and suppressing token importance. Tokens 168

are either elevated based on their set position in 169

the input sequence or based on their token ID. For 170

the latter, tokens that are not highly relevant under 171

a reference model are randomly sampled if they 172

appear in a minimum of training samples. Token 173

relevance is decreased for the top-k most relevant 174

tokens per sequence, or for the n tokens that ap- 175

pear most frequently as the most relevant token 176

across the training data of a given dataset. Further 177

details about the implementation are in Appendix 178

D. Dfool thus contains all samples in which the top 179

tokens or randomly sampled tokens are present. 180

All experiments are performed on two datasets 181
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Statistic SST-2 IMDb
Train size 77,300 25,000
Validation size 872 12,500
Sequence Length:
Median 10 (24) 233 (232)
Mean 13.3 (25.2) 313.9 (309.5)
Min. 3 (4) 13 (10)
Max. 66 (55) 3127 (3157)
Positives Rate 0.56 0.5

Table 1: Dataset statistics for SST-2 and IMDb. Test
set labels are not available for SST-2. The IMDb vali-
dation set is created by randomly sampling 50% of the
original test set. Length statistics are based on the bert-
base-uncased tokeniser for the train set, with validation
statistics in parentheses (pre-truncation).

and two models using first-order only optimisa-182

tions. A simple binary sentiment classification task183

has been chosen to focus on the model’s attribution184

behaviour. Accordingly, the datasets are the SST-2185

and IMDb (Maas et al., 2011; Socher et al., 2013),186

for which statistics are presented in Table 1. We test187

all approaches with BERT (Devlin et al., 2019) and188

ALBERT (Lan et al., 2020) to explore the effects of189

different architectures via weight sharing. All ex-190

periments are implemented using PyTorch (Paszke191

et al., 2019) and Transformers (Wolf et al., 2020)192

and run on NVIDIA GeForce RTX 2080 Ti GPUs.193

Hyperparameters and further details are available in194

Appendix D. Given that second-order gradients are195

unstable and memory-intensive (Kashyap, 2023),196

we treat the gradients introduced by the explana-197

tion pass as constants in the optimisation procedure.198

Taken together, this combination allows us to ex-199

amine robustness across datasets and architectures200

without overspecifying the attack setting.201

The primary evaluation metric for the attack is202

the average ranking percentile of attacked tokens,203

as it reflects the common interpretation of token204

relevance as ranking (Liu et al., 2021). For each205

occurrence of a token of interest, the token’s per-206

centile rank within the relevance distribution of the207

given sequence is computed. These percentiles are208

then averaged across all occurrences in Dfool to209

indicate the average, normalised rank.1210

Finally, we analyse how explanation-aware train-211

ing affects model behaviour beyond attribution met-212

rics. We masked all attacked tokens in the valida-213

tion set to assess shifts in reliance on the core task214

and to evaluate whether attribution changes persist215

when explanations are generated using an alterna-216

tive method not used during training.217

1For details, see Appendix D.

3 Results & Discussion 218

Table 2 summarises the main findings for BERT 219

on SST-2, with several consistent trends observed 220

across additional settings reported in Appendix A. 221

All reported results use λ = 10, which we found 222

to provide a stable balance between task accuracy 223

and attribution manipulation.2 We evaluate effects 224

on (i) core task accuracy, (ii) changes in token rel- 225

evance rankings, and (iii) transfer across explain- 226

ability methods. 227

Across all settings, explanation-aware training 228

has a limited impact on task performance, with ac- 229

curacy drops of at most 1–4%. This indicates that 230

models can accommodate explanation-aware con- 231

straints without substantially degrading predictive 232

performance. Thus, attribution changes are model 233

adaptations rather than artefacts of task failure. 234

Manipulation effectiveness differs markedly by 235

goal and model. Relevance suppression is more ef- 236

fective than relevance elevation, with highly ranked 237

tokens consistently demoted to lower percentiles, 238

especially for the LRP-trained models.3 In contrast, 239

elevation only achieves comparable performance 240

in some settings when trained on GAE. We ob- 241

serve further differences among the explainability 242

methods, especially regarding cross-method gen- 243

eralisation. Only the LRP-trained BERT model 244

manipulations generalise well for token suppres- 245

sion, whereas other settings and models tend to 246

generalise poorly. These systematic asymmetries 247

suggest varying model adaptations across explain- 248

ability methods. 249

Ranking-based objectives typically outperform 250

magnitude- and distribution-based alternatives. Un- 251

like value-based losses, ranking constraints directly 252

operate on relative token importance, which aligns 253

with how feature-level explanations are typically in- 254

terpreted and compared (see, for instance, Ali et al. 255

(2022); Liu et al. (2021). Additional comparisons 256

are provided in Appendix C. 257

Masking experiments are consistent with the hy- 258

pothesis that explanation-aware training often al- 259

ters model reliance rather than merely misleading 260

the explainability method. Under LRP-based train- 261

ing, masking attacked tokens improves and oth- 262

erwise decreases accuracy, as shown in Table 3. 263

This finding suggests that the model learns to treat 264

them as noise. In contrast, accuracy decreases un- 265

der GAE-based training, indicating that the model 266

2For a sensitivity analysis, see Appendix B.
3GAE-trained attacks on ALBERT are less effective.
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Attack Category Loss GAE LRP Train GAE
→ LRP

Train LRP
→ GAE

Accuracy
(GAE / LRP)

Elevating token by
position

MSE 91.31 59.66 66.57 56.21 0.83 / 0.81
Rank Loss 95.10 68.58 52.27 59.82 0.80 / 0.83
Baseline 53.53 52.29 52.29 53.53 0.83

Elevating specific
tokens

MSE 83.05 53.98 51.04 27.74 0.82 / 0.82
Rank Loss 85.66 60.42 51.38 34.08 0.82 / 0.82
Baseline 42.30 50.30 50.22 29.85 0.83

Decreasing top token
per sample

Top-k Loss 33.69 68.58 91.30 84.04 0.82 / 0.80
Rank Loss 45.32 37.82 91.17 77.53 0.82 / 0.81
Baseline 100.00 100.00 100.00 100.00 0.83

Decreasing overall top
token

Top-k Loss 10.37 51.81 80.87 64.29 0.81 / 0.81
Rank Loss 9.68 13.21 79.90 45.95 0.82 / 0.83
Baseline 88.35 84.38 78.37 78.25 0.83

Table 2: Percentile rank comparison across explainability methods for the BERT model on SST. Columns report
percentile ranks under GAE and LRP, cross-generalisation when training attacks on one method and evaluating with
the other, and task accuracy (GAE / LRP). All values are single-run validation set evaluations. The best-performing
loss function for each approach is highlighted.

Approach Standard
Validation
Acc.

Subsampled
Validation
Acc.

Masked +
Subsam-
pled Acc.

Baseline 0.8257 0.8388 0.7479
LRP 0.8257 0.8375 0.8981
GAE 0.8165 0.8568 0.7768

Table 3: Validation accuracy for standard, subsampled
(only samples with overall top tokens), and masked-
subsampled evaluation settings for baseline and rank
loss approaches. The subsampled dataset only contains
samples that contain the top targets.

continues to rely on these tokens despite reduced267

attribution. Our optimisation procedure offers a268

plausible explanation for the observed differences269

in model adaptation and cross-method generalisa-270

tion. In our setup, optimisation is restricted to271

first-order gradients. In LRP-based training, these272

gradients propagate only to the input embeddings,273

whereas in GAE-based training, they also influence274

the attention mechanism.275

When suppressing token relevance, LRP-based276

training therefore tends to introduce noise at the277

embedding level, leading the model to downweight278

previously dominant tokens without directly modi-279

fying the attribution mechanism. This behaviour is280

consistent with the masking results: performance281

improves when such tokens are masked, suggesting282

that the model had over-relied on noisy representa-283

tions and can fall back on alternative decision cues.284

In contrast, GAE-based training more directly con-285

strains attribution scores via attention, resulting in286

reduced apparent relevance while preserving re-287

liance on the same tokens, and consequently lower288

masked accuracy.289

This distinction helps explain cross-method gen-290

eralisation. Embedding-level adaptations induced 291

by LRP-based training propagate throughout the 292

model and affect attribution behaviour under al- 293

ternative explainability methods.4 In contrast, 294

attention-focused adaptations are more tightly cou- 295

pled to the specific explanation mechanism used 296

during training. This perspective clarifies why rele- 297

vance elevation is particularly difficult under LRP- 298

based training: artificially amplifying token impor- 299

tance would require either increasing embedding 300

dominance or suppressing competing tokens, con- 301

flicting with maintaining task performance. 302

Taken together, our results show that 303

explanation-aware training in transformer- 304

based NLP models does not uniformly “fool” 305

explainability methods, but could instead induce 306

systematic changes in how models distribute 307

reliance across input features. We find that 308

these changes depend on the interaction between 309

the explanation method and the optimisation 310

objective, with embedding-level adaptations 311

exhibiting stronger cross-method generalisation 312

than attention-focused constraints. Across settings, 313

ranking-based objectives emerge as a particularly 314

effective and stable mechanism for manipulating 315

token-level explanations, as they directly constrain 316

relative token importance in a manner aligned 317

with how feature-level explanations are interpreted 318

in language models. These findings extend Heo 319

et al.’s (2019) prior work on model manipulation to 320

the transformer domain and highlight that apparent 321

explanation vulnerabilities often reflect deeper 322

model adaptations. 323

4This generalisation does not manifest in ALBERT models
and could be related to the weight sharing and thus repetitive
strong influence of the same weights on the explanation.
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Limitations and Ethical Concerns324

Our study focuses on a narrow experimental setting:325

binary sentiment classification using transformer-326

based classifiers, English-language datasets, and a327

limited set of token-level explainability methods.328

While this choice allows for controlled analysis of329

explanation-aware training, it restricts the general-330

isability of our findings to other languages, tasks331

(e.g., sequence labeling or generation), model fam-332

ilies, or explanation paradigms. Moreover, we re-333

strict optimisation to first-order gradients and eval-334

uate a small number of datasets and architectures335

without conducting an extensive hyperparameter336

search, prioritising interpretability and analytical337

clarity over exhaustive optimisation. Future work338

is needed to assess whether the observed adaptation339

dynamics extend across random seeds, to multilin-340

gual settings, more complex tasks, larger models,341

or alternative optimisation regimes.342

The techniques studied in this work have a high343

potential for misuse. Explanation-aware training344

could be employed to deliberately obscure model345

reliance on sensitive or undesirable input features,346

thereby undermining the use of explainability meth-347

ods for auditing, accountability, or regulatory com-348

pliance. While our goal is to diagnose and under-349

stand limitations of token-level explanations, we350

emphasise that such methods should not be used to351

evade oversight. We therefore present our results352

as a cautionary analysis, highlighting the need for353

robustness-aware interpretability and complemen-354

tary evaluation strategies when explanations are355

used in high-stakes settings.356
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Attack Category Loss GAE LRP Train GAE
→ LRP

Train LRP
→ GAE

Accuracy
(GAE / LRP)

Elevating token by position
MSE 41.44 49.31 48.07 40.76 0.87 / 0.87
Rank Loss 99.14 53.30 56.97 45.61 0.87 / 0.87
Baseline 40.65 48.58 48.58 40.65 0.88

Elevating specific tokens
MSE 47.36 52.15 51.63 44.97 0.87 / 0.87
Rank Loss 71.32 52.66 59.68 45.99 0.87 / 0.87
Baseline 42.03 48.79 52.26 42.51 0.88

Decreasing top token per sample
Top-k Loss 76.89 66.78 93.60 84.46 0.87 / 0.87
Rank Loss 81.21 42.97 93.67 79.70 0.87 / 0.87
Baseline 100.00 100.00 100.00 100.00 0.88

Decreasing overall top tokens
Top-k Loss 32.98 48.62 74.96 55.05 0.87 / 0.87
Rank Loss 36.02 32.03 74.86 49.47 0.87 / 0.87
Baseline 91.58 88.35 94.45 84.04 0.88

Table 4: Percentile rank comparison across explainability methods for the BERT model on IMDb. Columns report
percentile ranks under GAE and LRP, cross-generalisation when training attacks on one method and evaluating with
the other, and task accuracy (GAE / LRP). All values are single-run validation set evaluations.

Attack Category Loss GAE LRP Train GAE
→ LRP

Train LRP
→ GAE

Accuracy
(GAE / LRP)

Elevating token by position
MSE 77.16 67.68 52.66 66.30 0.86 / 0.84
Rank Loss 93.45 69.04 51.16 83.73 0.86 / 0.82
Baseline 50.90 53.01 53.01 50.90 0.86

Elevating specific tokens
MSE 44.81 57.14 50.51 45.42 0.86 / 0.83
Rank Loss 48.59 63.73 51.33 50.38 0.86 / 0.83
Baseline 41.43 53.45 50.20 41.96 0.86

Decreasing top token per sample
Top-k Loss 78.82 53.64 49.50 90.10 0.87 / 0.83
Rank Loss 84.41 16.59 52.39 87.32 0.86 / 0.84
Baseline 100.00 100.00 100.00 100.00 0.86

Decreasing overall top tokens
Top-k Loss 75.47 47.02 49.69 55.42 0.86 / 0.85
Rank Loss 76.66 20.77 52.08 53.03 0.85 / 0.85
Baseline 90.89 62.32 58.52 59.80 0.86

Table 5: Percentile rank comparison across explainability methods for the ALBERT model on SST. Columns report
percentile ranks under GAE and LRP, cross-generalisation when training attacks on one method and evaluating with
the other, and task accuracy (GAE / LRP). All values are single-run validation set evaluations.

Attack Category Loss GAE LRP Train GAE
→ LRP

Train LRP
→ GAE

Accuracy
(GAE / LRP)

Elevating token by position
MSE 76.08 52.87 52.66 78.58 0.90 / 0.90
Rank Loss 99.17 64.07 54.78 96.60 0.90 / 0.89
Baseline 73.71 52.47 52.47 73.71 0.90

Elevating specific tokens
MSE 57.86 52.87 54.84 38.82 0.90 / 0.90
Rank Loss 58.84 51.28 49.63 35.29 0.91 / 0.89
Baseline 50.67 48.36 51.81 37.25 0.90

Decreasing top token per sample
Top-k Loss 94.99 47.86 25.11 92.95 0.90 / 0.90
Rank Loss 82.63 13.00 53.10 88.66 0.90 / 0.89
Baseline 100.00 100.00 100.00 100.00 0.90

Decreasing overall top tokens
Top-k Loss 59.11 53.37 62.26 56.59 0.90 / 0.90
Rank Loss 53.63 11.72 61.78 86.13 0.90 / 0.88
Baseline 62.66 68.35 54.74 64.34 0.90

Table 6: Percentile rank comparison across explainability methods for the ALBERT model on IMDb. Columns report
percentile ranks under GAE and LRP, cross-generalisation when training attacks on one method and evaluating with
the other, and task accuracy (GAE / LRP). All values are single-run validation set evaluations.
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B Loss Function Formulations488

Generally, the adversary’s goal can be pursued by489

optimising the objective function below, adopted490

from (Heo et al., 2019):491

L(D,Dfool, I;w,w0) = LC(D;w)

+ λLI
F (Dfool;w,w0),

(2)492

where493

• LC denotes the standard loss function, in this494

case, cross-entropy loss.495

• LI
F denotes the penalty imposed based on the496

explanation, specific to497

• Dfool, the dataset used to optimise the attack,498

and potentially sub-sampled from499

• D, the original training set used to finetune, 500

some pre-trained model with weights 501

• w0 to reach a model with weights w. 502

• λ controls the attack strength by regulating 503

the balance between the standard loss LC and 504

the attack loss LI
F . 505

LI
F can be adapted to meet a number of require- 506

ments. In the following, we detail multiple ap- 507

proaches to increase the relevance of specific to- 508

kens, decrease the relevance of specific tokens, 509

or generally learn specific, uninformative distri- 510

butions as explanations. 511

B.1 Increasing Token Relevance 512

Token relevance can be increased by targeting ei- 513

ther specific tokens or specific positions of the in- 514

put. Both approaches can be optimised via a num- 515

ber of different losses, which are shown below. 516

Mean Squared Error 517

Mean Squared Error (MSE) is shown in Eq. (3) 518

and is a common loss function for regression tasks. 519

However, it can also be used to reduce the distance 520

between an explanation hIc and a target mask m 521

for a given sample of length T as shown in (Heo 522

et al., 2019). Unlike images, samples in NLP tasks 523

vary in length. As such, the aggregation method 524

across N samples can be crucial. Hence, we pro- 525

pose experimenting with both micro- and macro- 526

averaging. 527

MSEi =
1

Ti

Ti∑
t=1

(
hIci,t(w, xi)−mi,t

)2
. (3) 528

MSE Loss - Macro 529

Macro-averaging as shown in Eq. (4) implies 530

that each sample bears equal weight in the size 531

of the penalty and has the advantage that longer 532

samples do not exert overly strong influence over 533

the overall learning process. 534

LI
MSEmacro

=
1

N

N∑
i=1

MSEi

=
1

N
N∑
i=1

(
1

Ti

Ti∑
t=1

(
hIci,t(w, xi)−mi,t

)2)
.

(4) 535
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MSE Loss - Micro536

Contrastingly, micro-averaging as shown in Eq.537

(5) allows for fine-grained feedback per token, al-538

lowing the relevance of tokens in long sequences539

to not be suppressed.540

LI
MSEmicro

=

1∑N
i=1 Ti

N∑
i=1

Ti∑
t=1

(
hIci,t(w, xi)−mi,t

)2
.

(5)541

Categorical Approaches542

Given that only a single or very few tokens are543

emphasised, loss functions originating from more544

categorical approaches are also suitable candidates.545

However, unlike purely categorical losses, setting546

the remaining tokens to zero will likely yield unsta-547

ble results due to strong gradient feedback. As such,548

we propose to adapt cross-entropy loss (CE loss) to549

a harder and softer version of the KL-divergence.550

Below, we define these two loss functions for this551

case.552

For a sequence xi of length Ti with class label ci,553

let hIci(w, xi) ∈ RTi denote the relevance scores554

produced by interpretation method I for model pa-555

rameters w. First, we define a temperature-scaled556

softmax distribution of relevance scores over to-557

kens:558

pi,t =
exp
(
hIci,t(w, xi)/τp

)
Ti∑
s=1

exp
(
hIci,s(w, xi)/τp

) ,559

t = 1, . . . , Ti.560

In the hard-target case, we normalise the target561

mask into a categorical distribution:562

qi,t =
targeti,t

Ti∑
s=1

targeti,s

, t = 1, . . . , Ti.563

Alternatively, in the soft-target case, the target564

scores are treated similarly to logits and converted565

into a probability distribution via a soft-max func-566

tion using a temperature τq:567

qi,t =
exp
(
targeti,t/τq

)
Ti∑
s=1

exp
(
targeti,s/τq

) , t = 1, . . . , Ti.568

Finally, the loss is computed as the KL diver-569

gence between both distributions, with the differ-570

ence being whether the target distributions have571

been softened or not: 572

LI
KL =

1

N

N∑
i=1

KL(qi ∥ pi)

=
1

N

N∑
i=1

Ti∑
t=1

qi,t log
qi,t
pi,t

.

(6) 573

Generally, a setup of τp > τq leads to a spikier 574

target distribution q, enforcing a strong signal yet 575

a smoother input distribution p to avoid exploding 576

feedback, especially given that relevance scores 577

will likely not all go to exactly 0, potentially lead- 578

ing the model to react in a stable manner. Accord- 579

ingly, temperature parameters are set at τp = 2 and 580

τq = 1, unless otherwise specified. This argument 581

can be extended to the hard case where both the 582

temperature smoothing and softmaxing are entirely 583

absent. 584

Ranking Approach 585

Finally, given that only a few tokens are present 586

in some samples, and the main goal is relative 587

ranking rather than overall magnitude, ranking ap- 588

proaches appear suitable. As such, we propose us- 589

ing margin ranking loss as an additional approach 590

to improve token-level relevance. 591

In this approach, all possible pairs of tokens of a 592

sample i that can be made from the two sets Pi (set 593

of target tokens either to suppress or elevate, de- 594

pending on y) and Ni (set of remaining tokens) are 595

compared, and a loss is formed using a hinge func- 596

tion as shown in Eq. (7). The parameter m enforces 597

a margin between emphasised and de-emphasised 598

tokens, set at 0.5 for all experiments. Beyond that, 599

the meaning of Pi and Ni can be flipped through 600

y. If y = 1, then p ∈ Pi should be ranked above 601

n ∈ Ni. This setting applies to token elevation 602

experiments. If y = −1, then the opposite applies: 603

n ∈ Ni should be ranked above p ∈ Pi, i.e., in 604

the case of token suppression. The resulting loss 605

is normalised by the number of samples N and 606

the number of pairs. Overall, such a loss does not 607

enforce the overall magnitude but rather a token 608

ranking with an additional gap between positive 609

token p and negative tokens n, allowing the model 610

more flexibility yet enforcing the desired explain- 611

ability characteristics. 612

9



Lrank =
1∑N

i=1 |Pi| |Ni|

N∑
i=1

∑
p∈Pi

∑
n∈Ni

max
(
0, −y

(hIci,p(w, xi)
− hIci,n(w, xi)

)
+m

)
.

(7)613

All of the approaches above can be “plugged"614

into the overall objective shown in Eq. (2).615

Thereby, the tokens whose relevance should be in-616

creased are emphasised relative to the relevance617

of the remaining tokens. By doing so, the ap-618

proaches cover a wide range of loss functions, such619

as regression and categorical approaches to rank-620

ing loss, allowing for wide exploration. However,621

they share the commonality that they attack the rel-622

evance scores through an overall approach across623

a given sample by increasing and decreasing a to-624

ken’s desired relevance, depending on the token’s625

status. If successful, such an approach can be used626

to emphasise any arbitrary token.627

B.2 Decreasing Token Relevance628

Clearly, the opposite of increasing token relevance629

is decreasing token relevance. However, in contrast630

to the above approach, decreasing token relevance631

should be more targeted, since this attack is explic-632

itly aimed at high-relevance tokens. Hence, the loss633

functions can accordingly be more targeted than634

learning entire distributions, as is the case with the635

categorical and regression approaches from above.636

Two approaches that aim to fulfil this promise are637

introduced below.638

Top-k Loss639

First, simply taking the absolute magnitude of640

the top k tokens can serve as an adequate penalty to641

decrease that magnitude. This approach is inspired642

by the top-k loss of (Heo et al., 2019). However,643

given the limited number of tokens as compared644

to pixels in an image, k indicates the number of645

tokens, rather than the percentage.646

LTop-k =
1

N

N∑
i=1

1

k∑
t∈Top−k

(
hI
ci
(w0,xi)

) ∣∣hIci,t(w, xi) ∣∣ . (8)647

Ranking Loss648

Similar to the approach above, top tokens can be649

decreased explicitly in terms of ranking. As such,650

they can be emphasised by setting y = −1 and 651

targeting them as part of Pi. Therefore, the opti- 652

misation follows the same principles and directly 653

uses Eq. (7). 654

Both approaches can be applied to different defi- 655

nitions of top tokens. On the one hand, a top token 656

can be understood as the highest-ranking token per 657

sample. On the other hand, it can also be a num- 658

ber of selected tokens, such as the most important 659

tokens across a reference corpus and model. In 660

that case, Dfool is subsampled to those samples that 661

contain the relevant tokens. 662

C Additional Loss Functions & 663

Sensitivity Analysis Results 664

Sensitivity Analysis LRP 665

Tables 7 to 10 show that accuracy tends to de- 666

crease as λ increases. This effect becomes notice- 667

able at λ = 10. Thus, further increases in the attack 668

strength are not advisable to preserve task accuracy. 669

The opposite trend holds for the attack evaluations, 670

with noticeable jumps in losses with higher attack 671

emphasis. 672

Furthermore, Table MSE macro (see Tables 8 673

and 7) and top-k (see Tables 9 and 10) losses tend 674

to optimise magnitude-based losses best, whereas 675

ranking loss is typically most efficient for ranking- 676

based objectives. 677

Sensitivity Analysis GAE 678

The results of LRP are mirrored for GAE, as can 679

be seen in Tables 11 and 12 for token elevation, 680

and in Tables 13 and 14 for token suppression. 681
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λ Attack L Accuracy MSE Macro MSE Micro Rank Loss
0.1 KL Hard 0.830 0.115 0.086 0.508
0.1 KL Soft 0.828 0.115 0.086 0.516
0.1 MSE Macro 0.830 0.112 0.084 0.513
0.1 MSE Micro 0.827 0.115 0.086 0.517
0.1 Rank 0.830 0.115 0.086 0.506

1 KL Hard 0.825 0.130 0.097 0.470
1 KL Soft 0.828 0.110 0.083 0.503
1 MSE Macro 0.820 0.093 0.073 0.492
1 MSE Micro 0.828 0.109 0.082 0.511
1 Rank 0.826 0.115 0.088 0.462

10 KL Hard 0.823 0.204 0.161 0.435
10 KL Soft 0.818 0.092 0.073 0.467
10 MSE Macro 0.805 0.076 0.062 0.465
10 MSE Micro 0.817 0.091 0.070 0.489
10 Rank 0.826 0.096 0.081 0.416

Table 7: Attack evaluation metrics of the attack on the first token of the sequence by λ and attack loss using LRP.
The table shows the results aiming to increase the relevance of the first token with the Bert model on SST-2 with
standard hyperparameters as described above. Results are shown for the validation set.

λ Attack L Accuracy MSE Macro MSE Micro Rank Loss
0 - 0.826 0.292 0.272 0.534

0.1 KL Soft 0.827 0.291 0.271 0.533
0.1 MSE Macro 0.829 0.286 0.268 0.531
0.1 MSE Micro 0.828 0.291 0.271 0.533
0.1 Rank 0.826 0.291 0.271 0.530

1 KL Soft 0.829 0.283 0.267 0.530
1 MSE Macro 0.822 0.263 0.255 0.517
1 MSE Micro 0.828 0.282 0.266 0.530
1 Rank 0.817 0.288 0.270 0.504

10 KL Soft 0.818 0.258 0.251 0.508
10 MSE Macro 0.817 0.246 0.244 0.495
10 MSE Micro 0.820 0.262 0.252 0.516
10 Rank 0.819 0.266 0.260 0.462

Table 8: Attack evaluation metrics of the relevance elevation on specific tokens by λ and attack loss using LRP. The
table shows the results aiming to increase the relevance of the chosen tokens with the Bert model on SST-2 with
standard hyperparameters as described above. Results are shown for the entire validation set.

λ Attack L Accuracy Top k Loss Rank Loss
0 - 0.815 0.579 0.898

0.1 Rank Loss 0.830 0.519 0.741
0.1 Top k Loss 0.827 0.445 0.765

1 Rank Loss 0.830 0.346 0.478
1 Top k Loss 0.826 0.210 0.629

10 Rank Loss 0.811 0.344 0.395
10 Top k Loss 0.799 0.143 0.580

Table 9: Attack evaluation metrics of the attack on the highest ranking token of a sequence by λ and attack loss
using LRP. The table shows the results aiming to decrease the relevance of the highest ranking token with the Bert
model on SST-2 with standard hyperparameters as described above. Results are shown for the validation set.

λ Attack L Accuracy Top k Loss Rank Loss
0 - 0.826 0.235 0.608

0.1 Rank Loss 0.823 0.348 0.433
0.1 Top k Loss 0.826 0.171 0.598

1 Rank Loss 0.826 0.504 0.243
1 Top k Loss 0.819 0.098 0.513

10 Rank Loss 0.826 0.621 0.156
10 Top k Loss 0.811 0.071 0.505

Table 10: Attack evaluation metrics of the attack on the top ten highest ranking tokens of the training set by λ and
attack loss using LRP. The table shows the results aiming to decrease the relevance of these tokens with the Bert
model on SST-2 with standard hyperparameters as described above. Results are shown for the full validation set.
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λ Attack L Accuracy MSE Macro MSE Micro Rank Loss
0 - 0.826 0.079 0.064 0.530

0.1 KL Hard 0.827 0.083 0.068 0.533
0.1 KL Soft 0.827 0.083 0.068 0.534
0.1 MSE Macro 0.827 0.083 0.068 0.534
0.1 MSE Micro 0.828 0.083 0.068 0.534
0.1 Rank 0.826 0.083 0.068 0.533

1 KL Hard 0.822 0.082 0.067 0.524
1 KL Soft 0.827 0.083 0.067 0.533
1 MSE Macro 0.826 0.081 0.066 0.530
1 MSE Micro 0.827 0.083 0.067 0.533
1 Rank 0.826 0.081 0.066 0.504

10 KL Hard 0.797 0.075 0.062 0.424
10 KL Soft 0.820 0.079 0.065 0.517
10 MSE Macro 0.833 0.078 0.064 0.501
10 MSE Micro 0.827 0.079 0.065 0.526
10 Rank 0.804 0.077 0.063 0.430

Table 11: Attack evaluation metrics of the attack on the first token of the sequence by λ and attack loss using GAE.
The table shows the results aiming to increase the relevance of the first token with the Bert model on SST-2 with
standard hyperparameters as described above. Results are shown for the validation set.

λ Attack L Accuracy MSE Macro MSE Micro Rank Loss
0 - 0.826 0.079 0.064 0.530

0.1 KL Hard 0.825 0.263 0.255 0.444
0.1 KL Soft 0.827 0.263 0.255 0.444
0.1 MSE Macro 0.825 0.263 0.255 0.444
0.1 MSE Micro 0.827 0.263 0.255 0.444
0.1 Rank 0.827 0.263 0.255 0.444

1 KL Hard 0.821 0.262 0.254 0.443
1 KL Soft 0.821 0.263 0.255 0.444
1 MSE Macro 0.817 0.261 0.253 0.440
1 MSE Micro 0.822 0.263 0.254 0.444
1 Rank 0.819 0.260 0.252 0.439

10 KL Hard 0.808 0.253 0.247 0.427
10 KL Soft 0.822 0.258 0.251 0.436
10 MSE Macro 0.818 0.252 0.246 0.425
10 MSE Micro 0.827 0.257 0.250 0.433
10 Rank 0.819 0.251 0.245 0.424

Table 12: Attack evaluation metrics of the relevance elevation on specific tokens by λ and attack loss using GAE.
The table shows the results aiming to increase the relevance of the chosen tokens with the Bert model on SST-2 with
standard hyperparameters as described above. Results are shown for the entire validation set.

λ Attack L Accuracy Top k Loss Rank Loss
0 - 0.826 0.046 0.515

0.1 Rank Loss 0.822 0.044 0.513
0.1 Top k Loss 0.826 0.044 0.513

1 Rank Loss 0.815 0.027 0.497
1 Top k Loss 0.813 0.026 0.497

10 Rank Loss 0.819 0.000 0.473
10 Top k Loss 0.820 0.000 0.475

Table 13: Attack evaluation metrics of the attack on the highest ranking token of a sequence by λ and attack loss
using GAE. The table shows the results aiming to decrease the relevance of the highest ranking token with the Bert
model on SST-2 with standard hyperparameters as described above. Results are shown for the validation set.

λ Attack L Accuracy Top k Loss Rank Loss
0.1 Rank Loss 0.828 0.019 0.490
0.1 Top k Loss 0.827 0.018 0.490

1 Rank Loss 0.818 0.008 0.480
1 Top k Loss 0.823 0.007 0.480

10 Rank Loss 0.817 0.000 0.474
10 Top k Loss 0.808 0.000 0.475

Table 14: Attack evaluation metrics of the attack on the top ten highest ranking tokens of the training set by λ and
attack loss using GAE. The table shows the results aiming to decrease the relevance of these tokens with the Bert
model on SST-2 with standard hyperparameters as described above. Results are shown for the full validation set.
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D Experimental Setup Details682

Hyperparameters683

We experiment with a set of standard hyperpa-684

rameters for comparability. These include a learn-685

ing rate of 1e-5 with a linear scheduler and 10%686

warmup steps. The model is optimised for four687

epochs using AdamW and a batch size of 32, or 8 688

for IMDb and Albert, due to memory constraints. 689

These choices are based on previously found good 690

performance for these models and tasks.5 We use 691

the standard tokenisers, with truncation to the mod- 692

els’ maximum sequence length (512) from the be- 693

ginning of each sequence.6 All experiments are 694

run with first-order only optimisation, i.e. treat- 695

ing gradients introduced by the explanation pass as 696

constants. In practice, we detach gradients from the 697

explanation’s backward pass from the computation 698

graph. All reported experimental results are single 699

runs based on truncated sequences with the given 700

hyperparameters. 701

Details Elevating Token Relevance 702

Increasing token relevance is split into two ex- 703

periments: increasing tokens by their position and 704

increasing specific tokens. In terms of position, the 705

token at the first position is chosen, i.e., the first 706

token following the CLS token, resulting in Dfool 707

being the full dataset. This token is typically un- 708

informative for sentiment analysis and, therefore, 709

suitable for showing the effectiveness of the attack. 710

Choosing specific tokens to increase their rele- 711

vance artificially is primarily guided by the size of 712

Dfool. Based on initial tuning, ten tokens are sam- 713

pled from all tokens that appear in at least 25% of 714

the training samples. Additionally, tokens should 715

not be in the top 10 most relevant tokens per class 716

(see below for details). Suppose only an insuffi- 717

cient number of tokens can be sampled. In that 718

case, the threshold for minimum frequency is low- 719

ered, leading to a threshold of 10% or 15% for 720

the SST dataset, depending on the explainability 721

method.7The sizes of the resulting attack sets Dfool 722

can be found below in Table 15. Once a token’s 723

position is found, a mask highlighting it can be 724

created. This mask is a binary relevance sequence 725

that can then be used as a target explanation for the 726

optimisation functions shown above. 727

Details Decreasing Token Relevance 728

High-relevance tokens are either identified per 729

sample or across a corpus based on a reference 730

model. In the former case, simply the highest pos- 731

itive token is identified per sample and targeted 732

with the losses detailed above. Thus, Dfool is of 733

the same size as the overall dataset. In the latter 734

case, the top token per sample is recorded based 735

5See here for a number of different successfully finetuned
models https://huggingface.co/textattack/models.

6Head truncation may underrepresent later evidence.
7Tokens are chosen based on the model-specific tokenisers.
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on the training set and an unattacked model. The736

10 most frequently appearing tokens are saved per737

class, dataset, model, and tokeniser.8 The sizes of738

the resulting attack sets Dfool can be found below739

in Table 15. Once the tokens and their positions740

are identified, a binary mask can be made. In this741

binary mask, the highly relevant tokens are marked,742

and their relevance magnitudes are minimised us-743

ing the optimisation functions above.744

Evaluation Metric Details745

We compute ranking percentiles at the level of746

token occurrences. For each sequence, we identify747

all tokens belonging to a predefined set of tokens748

of interest. For each such token occurrence (i, j),749

we compute its percentile rank within the same750

sequence as751

pi,j =
100

|Ti|
∑
k∈Ti

I[ri,k ≤ ri,j ]752

where ri,k denotes the relevance score of token j753

in sequence i, and Ti is the set of tokens in that754

sequence. Percentiles are computed over signed755

relevance scores for the target class, including neg-756

ative scores (evidence for the opposite class). This757

yields a normalised score in [0, 100] indicating how758

highly the token ranks relative to all other tokens759

in the sequence. The final metric is obtained by760

averaging these percentile scores across all token761

occurrences, allowing multiple tokens of interest762

to contribute within the same sequence.763

Sizes of Attack Dataset.764

8Explanations are with regard to a specific class. We use
the target class. As such, the highest-ranking tokens are un-
derstood to have the highest positive relevance. Negative
relevance implies, in a binary problem, that this token has
positive relevance for the opposite class, which is clearly sep-
arated here; therefore, the signed magnitude, not the absolute
magnitude, is used.
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Approach Model Dataset Expl.
Method

Train. Val. Train Frac. Val Frac.

Overall Top Tokens

BERT SST-2 LRP 44,595 726 0.66 0.83
BERT SST-2 GAE 22,473 475 0.33 0.54
ALBERT SST-2 LRP 67,349 872 1.00 1.00
ALBERT SST-2 GAE 67,349 872 1.00 1.00
BERT IMDb LRP 24,966 12,486 1.00 1.00
BERT IMDb GAE 22,831 11,345 0.91 0.91
ALBERT IMDb LRP 25,000 12,500 1.00 1.00
ALBERT IMDb GAE 25,000 12,500 1.00 1.00

Token Elevation

BERT SST-2 LRP 47,243 866 0.70 0.99
BERT SST-2 GAE 67,349 872 1.00 1.00
ALBERT SST-2 LRP 30,666 661 0.46 0.76
ALBERT SST-2 GAE 67,349 872 1.00 1.00
BERT IMDb LRP 24,974 12,488 1.00 1.00
BERT IMDb GAE 24,464 12,204 0.98 0.98
ALBERT IMDb LRP 16,674 8,256 0.67 0.66
ALBERT IMDb GAE 18,015 9,062 0.72 0.72

Table 15: Dfool training and validation set coverage by approach, model, dataset, and explanation method (target
tokens differ). The table shows wide coverage for almost all experiments.
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