MIGraine: Practical Side-channel Attacks on NVIDIA
Multi-Instance GPUs via Page Fault Contention

Abstract

Multi-tenant GPU deployments require strong isolation to prevent
cross-tenant data leakage. NVIDIA introduced Multi-Instance GPU
(MIG) to partition a single GPU into separate GPU Instances (GIs),
advertising strong isolation and non-interference across clients. Al-
though recent work has challenged the microarchitectural isolation
guarantees of NVIDIA MIG, state-of-the-art side-channel attacks
remain limited in accuracy and portability in practice.

In this paper, we present MIGraine, a practical cross-GI side chan-
nel based on page fault contention. Specifically, we show that, despite
strong hardware isolation, blackbox side-channel attacks with high
accuracy and portability are still possible on modern NVIDIA GPUs.
Unlike prior efforts, our attacks are GPU generation-agnostic and do
not rely on microarchitectural reverse engineering. To substantiate
our claims, we focus on Unified Virtual Memory (UVM), NVIDIA’s
programming model for automatic host-GPU data movement. We
first present a deep-dive analysis of the UVM driver to reverse-
engineer page fault handling behavior. We then show that UVM
page faults on one GI increase latency on a co-located GI, while
the reverse direction turns page fault latency into a cross-GI side
channel. Finally, we demonstrate exploitability by fingerprinting
steady-state Large Language Models (LLMs) workloads across GIs
with 96% accuracy. We further provide the first characterization of
containerized versus virtualized MIG deployments, showing that
MIG’s isolation guarantees fall short in both cases, even under the
stronger memory isolation provided by vGPUs.
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1 Introduction

Graphics Processing Units (GPUs) emerged in the 2000s as spe-
cialized processors for accelerating graphics workloads, exploiting
their massive parallelism to process millions of pixels simultane-
ously. Over time, GPUs have been popularized for an increasingly
diverse set of tasks, including cryptocurrency mining and Machine
Learning (ML). Their growing deployment across mobile devices,
desktops, and especially servers, has prompted researchers to ex-
amine the security implications of GPUs in modern systems.

GPU side channels. Similarly to CPUs, GPU components are
proprietary and kept secret by vendors such as NVIDIA, raising the
bar for security research which often relies on reverse engineer-
ing [1, 6-8, 21]. Unlike most CPUs, however, NVIDIA GPUs do not
provide a public instruction set architecture (ISA). Considerable
effort has been dedicated towards documenting the ISA for vari-
ous GPU generations [22, 23, 30, 67, 70]. Despite these challenges,
researchers have successfully demonstrated side-channel attacks
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on GPUs. Similarly to their CPU counterparts [17, 25, 28, 59, 65],
these attacks target shared components such as caches, transla-
tion lookaside buffers (TLBs), and other microarchitectural com-
ponents [3, 11, 13, 24, 33, 34, 74], interconnects such as PCle [60]
and NVLink [10, 71, 72], and interrupts [31]. The net result is the
ability to fingerprint a co-located GPU workload, for instance to
mount ML model fingerprinting attacks.

NVIDIA MIG. To support GPU multi tenancy, NVIDIA introduced
Multi-Instance GPU (MIG) for their server-grade GPUs. MIG parti-
tions a single physical GPU into multiple GPU Instances (Gls), each
with dedicated compute, memory, and cache resources. MIG can
be deployed in both containerized and virtualized (vGPU) cloud
environments, with each tenant assigned a separate GI. NVIDIA
documents MIG as providing strong multi-tenant isolation, stating
that it “ensures one client cannot impact the work or scheduling
of other clients” and that each GI has “separate and isolated paths
through the entire memory system” [39]. However, prior work has
identified components, namely the L3-TLB [73] and the PCle inter-
face [32], which remain shared across GIs and enable side-channel
attacks. Nonetheless, existing attacks remain limited in accuracy
and portability in practical settings. Specifically, prior L3-TLB at-
tacks rely on reverse engineered TLB details and can only accurately
fingerprint ML models at load time [73]. Prior PCle attacks [32],
in turn, are more accurate, but only apply to containerized deploy-
ments and rely on the victim ML model to use special features such
as weight offloading.

In this paper, we show that page fault interrupts generate cross-
Gl interference that can be abused to mount side-channel attacks
across Gls despite MIG-enforced isolation. To craft page fault-
triggering primitives, we focus our attention on NVIDIA’s Uni-
fied Virtual Memory (UVM) [45, 75] programming model. UVM is
widely used by modern GPUs workloads [4, 12, 35, 46, 53], enabled
by default by the NVIDIA driver [36, 42], and adopted in the major
cloud environments [5, 14]. UVM enables automatic page migration
between host and GPU memory and is fundamentally driven by
page fault interrupts.

Reverse engineering and contention analysis. First, we present
a deep-dive analysis of the UVM driver to understand page fault
handling behavior (Section 5). Our analysis shows that the fault
buffer and page fault handling code are shared across GIs in con-
tainerized environments and that said code interacts with multiple
hardware components including the PCle bus and internal GPU
memory subsystems. We then systematically characterize cross-
Gl interference by first measuring how page fault storms on one
GI affect the execution of different workloads on a co-located GI
(Section 6.1). We specifically design workloads to test contention on
different resources: (i) GPU-Host memory accesses that stress the
PCle interface and shared software buffers, and (ii) GPU-internal
memory operations targeting the L1, L2, and Constant caches as
well as VRAM. Our experiments confirm that a page fault storm can
induce measurable latency increases on a neighboring GI across
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all tested workloads, with particularly severe degradation (up to
millions of cycles) for UVM-intensive operations. Next, we reverse
the direction of our contention analysis to demonstrate that GPU
workloads running on one GI affect the page fault latency of another
GI (Section 6.2).

Page fault covert channel. With insights from our analysis, we
demonstrate that the contention generated by page fault storms
on GPU-internal memory operations can be exploited to construct
a cross-GI covert channel (Section 7). Specifically, we exploit the
increased latency in GPU memory loads during page fault storms
as a signaling mechanism.

MIGraine. Next, with insights from our reversed contention anal-
ysis, we present MIGraine, a practical cross-GI side-channel attack
(Section 8). MIGraine exploits the interference that GPU workloads
running on a co-located GI induce on UVM page fault latency to
leak information across GIs. Specifically, we show that an attacker
continuously measuring page fault latency can fingerprint sensi-
tive victim workloads, such as Machine Learning (ML) or Large
Language Models (LLMs), on a neighboring GI. This is feasible by
extracting simple statistical features from timings and training an
XGBoost [9] classifier.

MIGraine achieves 96% accuracy fingerprinting LLM workloads
running through vLLM [27] on co-located GIs.

vGPU isolation analysis. Since containerized and virtualized
MIG deployments employ fundamentally different isolation archi-
tectures, we also present a separate analysis of vGPU environments
(Section 9). Specifically, we reverse-engineer the vGPU address
translation scheme and show that vGPU adds hardware-enforced
memory isolation, unlike containerized setups. Despite this stronger
isolation, we show that our MIGraine attack remains effective in
vGPU environments, exploiting hardware contention on the PCle
bus and GPU memory subsystems that neither deployment archi-
tecture mitigates.

Contributions. We make the following contributions:

(1) We present MIGraine, a MIG side-channel attack based on
UVM page fault latency, demonstrating its effectiveness in
fingerprinting both ML and LLM workloads on co-located
GIs with high accuracy (> 90%).

(2) We conduct a root-cause analysis of the side channel, iden-
tifying contention on the PClIe bus, shared software buffers,
and cache coherency operations as the primary sources of
cross-Gl interference.

(3) We analyze architectural differences between containerized
and vGPU MIG deployments, showing that vGPU adds soft-
ware resource partitioning and hardware memory isolation.
We demonstrate that our side channel remains effective
across both environments, highlighting fundamental isola-
tion gaps in MIG.

2 Background

2.1 NVIDIA GPU Hardware Architecture

A modern NVIDIA GPU is a complex, heterogeneous system with
several specialized hardware units designed for massively paral-
lel processing. Each GPU generation introduces distinct hardware
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Figure 1: High-level overview of a modern NVIDIA GPU,
with the host system (CPU and RAM) connected to the GPU
via PCle. Internally, the GPU features a compute hierarchy
(GPCs, TPCs, SMs), a memory hierarchy (L1/L2 caches, TLB,
VRAM), 4 Copy Engines (CEs), one PBDMA engine, and vari-
ous specialized engines (NVJPEG, NVDEC, etc).

features and improvements, but at their core, they all include compu-
tational units, a memory subsystem, and high-speed interconnects.
Ampere GPUs were the first to support MIG partitioning, followed
by Hopper, and Blackwell. Throughout this work, we use the term
Ampere+ to indicate that a given feature is available on all GPU
architectures starting with Ampere. Figure 1 presents a high-level
overview of the NVIDIA GPU architecture.

GPU engines. The primary processing power of an NVIDIA GPU
comes from its Compute/Graphics (GR) Engine, which is built upon
a hierarchy of fundamental computational units. At the lowest level
are the Streaming Multiprocessors (SMs), each containing simple
cores that execute threads concurrently in a Single-Instruction,
Multiple-Thread (SIMT) fashion. These SMs are grouped into Tex-
ture Processing Clusters (TPCs), which in turn form General Process-
ing Clusters (GPCs). A high-end GPU may contain dozens of SMs
distributed across several GPCs.

In addition to the main GR engine, NVIDIA GPUs include special-
ized engines for different tasks: Copy Engines (CEs) handle memory
transfers, dedicated units perform image and video encoding, and
Push Buffer (PBDMA) engines fetch, parse, and dispatch commands
from host memory to the appropriate GPU engines.

Memory subsystem. An NVIDIA GPU has its own memory sub-
system. Each SM has a private, fast L1 cache, while all SMs share
a larger, unified L2 cache that serves as the last-level cache (LLC).
There is also a Constant cache, although its placement and hierar-
chy details are not publicly available. Beyond these on-chip caches
lies the GPU’s main DRAM memory, also called Video RAM (VRAM).
In the server-grade NVIDIA platforms relevant to this paper, MIG-
capable GPUs use High Bandwidth Memory (HBM) rather than
GDDR,; for example, the NVIDIA A30 uses HBM2, while the H100
uses HBM3 [49, 50].

Furthermore, the GPU has its own GPU Memory Management
Unit (GMMU), handling virtual-to-physical address translation. The
GMMU relies on a multi-level page table structure, similar to that
of a CPU. Recent NVIDIA architectures use a 5-level page table
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hierarchy to map the large virtual address spaces required by appli-
cations. The virtual memory system supports different page types
depending on the target physical memory; Page Directory/Table
Entries (PDEs/PTEs) that point to VRAM typically map large pages
of 2 MB or 64 kB, whereas PTEs that point to the host system’s RAM
use the standard 4 kB page size. To accelerate these translations,
GPUs are equipped with Translation Lookaside Buffers (TLBs). On
Ampere GPUs, the TLB itself is a three-level hierarchy, culminating
in a large L3-TLB that is shared across all GPCs [73].

Interconnects. The GPU is typically connected to the host system
(CPU and main memory) via a Peripheral Component Interconnect
Express (PCIe) bus. For multi-GPU servers requiring higher band-
width and lower latency, NVIDIA provides a proprietary high-speed
interconnect called NVLink. NVLink establishes direct communica-
tion paths between GPUs.

NVIDIA GPU software stack. Running programs on the GPU
requires a complex software stack that spans from user-space li-
braries to kernel drivers. NVIDIA GPUs can be programmed using
graphics APIs or CUDA (Compute Unified Device Architecture), a
proprietary parallel computing model. We focus on CUDA, since
graphics APIs are disabled on MIG environments [38]. The CUDA
compiler toolchain processes programs, known as GPU kernels, in
two stages. First, it compiles the code into an intermediate repre-
sentation called PTX (Parallel Thread Execution). Then, it compiles
the PTX code into SASS (Shader Assembly), the native instruction
set for the target GPU architecture. Because the SASS instruction
set is specific to each GPU generation, this final compilation step
is tailored to a particular architecture for optimal hardware uti-
lization. To launch a kernel, a developer specifies a grid of thread
blocks. Each block contains a group of threads that run concurrently
on a single Streaming Multiprocessor (SM) and can synchronize
with one another. CUDA provides two primary memory alloca-
tion strategies. The cudaMalloc function allocates memory exclu-
sively in GPU space, accessible only from GPU kernels. In contrast,
cudaMallocManaged creates unified virtual memory accessible
from both CPU and GPU through page fault handling mechanisms
managed by the Unified Virtual Memory (UVM) driver. When either
processor attempts to access a managed page residing in the other’s
memory space, the UVM driver intercepts the page fault and coor-
dinates automatic data migration. The CUDA runtime also depends
on the Resource Manager (RM) driver, which handles low-level GPU
initialization and command queue creations. On modern GPUs,
some RM functionality is offloaded to the GPU System Processor
(GSP), an onboard microcontroller running its own firmware.

2.2 NVIDIA GPU Virtualization

Virtual (vGPU). To provide Virtual Machines (VMs) with GPU ac-
cess, NVIDIA offers its virtual GPU (vGPU) technology. Early vGPU
implementations enabled GPU sharing primarily by partitioning
memory across multiple VMs. The compute resources, however,
were not spatially divided but were shared through time slicing,
where each VM’s workload ran in turn.

Multi-Instance GPU (MIG). Introduced with the Ampere archi-
tecture, Multi-Instance GPU (MIG) is a hardware technology that
partitions GPU memory and its computational units. MIG spatially
divides a single GPU into multiple, fully isolated GPU Instances

(GIs). Each GI receives its own dedicated set of compute engines
(GPCs), L2 cache, memory controllers, and DRAM bandwidth, en-
suring strong, predictable performance. Modern deployments often
use vGPU in conjunction with MIG to assign a dedicated GI to
each VM, supporting virtualization with strong isolation guaran-
tees. Throughout this paper, we use the term vGPU to refer to this
vGPU+MIG setup, unless otherwise specified.

3 Threat Model

We consider a multi-tenant GPU deployment scenario where multi-
ple users share the same physical GPU, leveraging NVIDIA’s Multi-
Instance GPU (MIG) technology. Each user operates within a ded-
icated GPU Instance (GI), which is designed to provide isolation
from other GIs. We consider the isolation properties of MIG under
different deployment configurations. Each configuration carries
distinct implications for isolation and potential attack surfaces.

First, we consider a containerized environment in which each
container is assigned a dedicated GI. Containers share the same
host GPU kernel driver, but lack direct access to GPU MMIO regions
and cannot modify the shared kernel driver. Second, we consider
a virtualized environment where each Virtual Machine (VM) is
assigned a dedicated GI using SR-IOV [64] and VFIO [63], assuming
a KVM-based hypervisor. In this setup, we assume an adversary
with full control over the guest, including the ability to freely modify
guest kernel drivers.

For both configurations, we aim to answer the following research
question: Can an attacker with code execution in a container or a VM
on GI 0 infer information about the workload running on GI 1 (i.e., a
co-located GI)?

Experimental setup. Our experimental setup uses the open-
source kernel driver [41] (version 570.133.07) for containerized en-
vironments and NVIDIA Al Enterprise 6.2 [40] (version 570.133.20)
with proprietary drivers for vGPU-based ones. We conducted our ex-
periments on an NVIDIA A30 (Ampere) GPU connected via PCle 4.0
to a host equipped with an Intel i9-12900K CPU and 132 GiB of
RAM. We later replicated the experiments with consistent results
on an NVIDIA H100 (Hopper) GPU. We configure MIG with two
GIs, each provisioned with 12 GiB of VRAM and 28 SMs.

4 Overview

In this section, we provide a high-level overview of our MIGraine
side-channel attack, which enables an adversary on one GI to fin-
gerprint ML/LLM workloads running on a co-located GI. We first
describe the core technical primitive that enables the attack, then
outline the end-to-end attack flow, and conclude with a roadmap
that frames our subsequent contributions as the scientific validation
of our attack.

Building the primitive. At the core, MIGraine is based on the
observable latency when handling UVM page faults. As we will
show, the time needed for the GPU and driver stack to serve each
page fault is influenced by concurrent activity on a co-located GIL.
Specifically, a workload running on one GI affects the page fault
latency on the other GI due to contention over shared hardware
and software resources.

The side channel. The three core steps of our attack are depicted
in Figure 2. Assuming the attacker has control over GI 0, they run a
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Figure 2: High-level overview of our MIGraine attack.

simple GPU kernel that continuously collects timings of page faults
on their own pages (Step 1). The victim runs a separate (benign)
workload such as a ML or LLM model on GI 1, which is co-located on
the same physical GPU with MIG enabled. All the timings collected
by the attacker are grouped into time windows and a vector of
statistical features (e.g., mean, standard deviation, percentiles) is
extracted from each window (Step 2). Finally, the feature vectors
are fed into a classifier (XGBoost [9]), which predicts the identity
of the victim’s workload (Step 3). We analyze the side channel in
detail in Section 8.

Root cause analysis. In the remainder of the paper, we provide
the foundational analysis to explain and validate our findings. We
first perform a deep dive into NVIDIA’s UVM driver (Section 5),
reverse engineering the page fault handling process and identify-
ing components shared across GIs (e.g., the fault buffer). We then
systematically characterize cross-GI interference in face of differ-
ent GIs contending on such shared components. Specifically, we
study how (i) page faults on one GI impact various memory access
patterns on a neighboring GI and (ii) viceversa, that is how a given
workload running on one GI impacts the page fault latency on
another GI (Section 6). We later use the former form of interference
to build a contention-based covert channel (Section 7) and the latter
to build our contention-based side channel (Section 8).

Scope of analysis. The analysis in Sections 5-8 focuses primarily
on containerized MIG deployments, where containers share the
host kernel driver. In Section 9, we then investigate how these find-
ings translate to virtualized (vGPU) environments, examining
first the fundamental differences in memory isolation enforcement
between the two deployment models and then the portability of
our side-channel attack to vGPU environments.

5 UVM Driver Internals

We first analyze the UVM kernel driver to gain deeper knowledge
of the inner workings of memory management, with a particular
focus on page fault handling due to its complex interaction between
the host and the GPU.
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5.1 UVM Channels

Channels allow user-space programs (e.g., CUDA) to submit work
without constantly invoking system calls [37], and enable the kernel
driver to submit work asynchronously. Through our analysis of the
UVM driver, we found that it distinguishes between user and kernel
channels. The latter are also defined as UVM Channels when they
are used by the UVM driver.

Each GI maintains a dedicated Push Buffer (PB) in the UVM
driver allocated in Host RAM, implemented as a contiguous mem-
ory region from which instructions are fetched by the PBDMA
engines. We further observed that UVM Channels are backed by
Copy Engines, and by default are privileged, which means that
they can address physical memory and execute other privileged
methods [44, 47].

However, UVM also employs two special types of channels: (1)
proxy channels which are privileged channels used by the guest
UVM driver in vGPU environments where commands are pushed
by the guest and intercepted by the hypervisor or directly handled
by the vGPU component inside the GSP on Ada+ architectures [52];
and (2) confidential computing channels which are dedicated to
Confidential Computing, a Trusted Execution Environment (TEE)
mechanism introduced on Hopper+ architectures [16].

5.2 UVM Page Table Management

We identified that page tables are managed jointly by the UVM and
RM drivers. Each GPU channel defines its own root page table direc-
tory, which the GMMU uses to resolve virtual memory addresses.
We further found that there are two sets of page tables namely,
those for kernel mappings that are accessed by the kernel-level
drivers (i.e.,, UVM and RM drivers), and those for user mappings
that are accessed by user-space applications (i.e., CUDA programs).
To understand how MIG enforces isolation in containerized se-
tups, we analyzed the physical address space partitioning scheme.
Our analysis revealed that each GI receives a disjoint partition of
the physical address space, with page tables configured such that
no virtual address in GI X can map to a physical address belong-
ing to GI Y. To verify that memory isolation relies exclusively on
page table configuration, we extended gpu-t1b [73] to dump and
extract page tables from MIG-configured GPUs. We then modified
the UVM kernel driver to enable arbitrary PTE updates, allowing
us to map a virtual address of a CUDA program running on GI 0 to
a physical address belonging to GI 1. This successfully reads GI 1’s
memory, confirming the absence of additional isolation. As we will
demonstrate in Section 9.2, this is not the case in vGPU setups.

5.3 UVM Page Fault Handling

We discovered that the GPU records fault information in a fault
buffer, which is used by the kernel driver to handle page faults. The
RM driver allocates this buffer in system memory and maps it to
both the CPU (Kernel) and the GPU via nvGpuOpsInitFaultInfo.
It also maps the Fault Buffer GET and PUT MMIO registers to
the CPU, which track respectively the last fault entry processed
by the CPU and the next entry to be written by the GPU. Our
analysis further revealed that, in non-vGPU setups, this fault buffer
is shared across GIs.
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The sequence below illustrates what happens when the GPU first
executes a load instruction targeting a memory address allocated
with cudaMallocManaged:

(1) The GPU’s GMMU detects that the virtual address (VA)
does not have a valid translation. It writes fault information
into the fault buffer at index PUT, such as the faulting VA,
instance pointer, type of access, engine type (in this case
GR), and increments the PUT register. Additionally, it also
stalls the current GPU process and its associated channels.

(2) The GPU then raises an interrupt to notify the host. The RM
intercepts it and delegates it to the UVM driver’s top-half
Interrupt Service Routine (ISR), which in turn schedules
the bottom-half ISR to service the fault.

(3) The UVM driver reads the PUT value. Since it differs from
the cached GET value, it parses the data in a uvm_fault_
entry structure by reading from the fault buffer at index
GET.

(4) The UVM driver updates the GET value to the most recently
parsed entry, informing the GPU that the entry has been
read successfully.

(5) UVM keeps track of instance pointers (GPU processes) in a
Red Black tree, that is used in this step to find the respective
User Channel to get the right virtual address space structure
and the GI that triggered the page fault.

(6) The driver allocates a 64 kB page on the GI and updates
the GPU page tables (PDEs or PTEs) accordingly. If a cor-
responding host page is present, the driver also copies its
contents to the GPU memory.

(7) Once the page has been allocated and the page tables are
updated, the driver invalidates the TLB entry and replays
the faulting instruction.

When the page is subsequently accessed by the Host, the driver
invalidates the corresponding GPU TLB entry and page table map-
pings (PTE/PDE). Upon re-access by the GPU, the driver only needs
to rewrite the PTE/PDE, copy the page from the Host, and replay
the instruction, without re-allocating the page on the GPU. At any
given moment there could be multiple fault entries that belong to
different GIs, but ultimately they are all serviced from the same
bottom-half ISR that is shared between GIs.

Note that this fault is referred to as a Replayable Fault on Graphic
Engines [43]. Other types of faults can occur on CEs and PBDMA en-
gines; these are classified as Non-Replayable Faults and are serviced
by both UVM and RM.

Takeaway 1

In containerized environments, the fault buffer and kernel
page fault handling are not partitioned by MIG, yielding
shared resources across all GIs.

6 Cross GPU Instance Interference

In the previous section, our analysis identified shared resources
and complex GPU-Host interactions during page fault handling,
which can result in potential vectors for cross-GI interference. Be-
yond the kernel-level contention identified in Takeaway 1 (i.e., the
shared fault buffer), the page fault handling path involves multiple

hardware components: the PCIe bus for host-GPU communication,
GPU engines for privileged operations (TLB invalidations, page
table setup), and other components used for stalling the current
process and writing fault information. To systematically character-
ize cross-GlI interference, we must therefore test contention from
both software and hardware resources.

This section examines the extent to which contention on the
UVM page fault handling path in one GI degrades the performance
of different workloads on a co-located GI and viceversa. First, we
systematically measure latency on GI 0 workloads targeting two
separate memory subsystems: (1) GPU memory accesses that require
Host communication and (2) GPU internal memory accesses. Specifi-
cally, we evaluate whether repeated page faults (i.e., a page fault
storm) running on GI 1 can affect the execution time of programs
running on GI 0. The storm intensity is controlled by configuring
the number of threads and blocks, allowing us to scale page fault
frequency precisely. To further validate that observed performance
degradation stems specifically from page fault handling rather than
other contention sources, we conduct additional experiments with
alternative interference patterns. We separately evaluate the impact
of a compute-intensive ML workload (VGG model [61] training on
the CIFAR-10 dataset [26]) and PCle bus saturation through con-
tinuous host-GPU data transfers using cudaMemcpy. The latter is
included because prior work [32] identified the (direct) PCle in-
terface as a shared resource between MIG instances and thus a
cross-GI contention source.

Next, we change the direction of the experiments, by measuring
the latency of page faults on GI 0, while GI 1 runs the workloads. To
stabilize latency measurements, we set the GPU clock frequency to
a fixed value (i.e., 600 MHz, but we observed similar results across
the board).

6.1 Impact of Page Faults on Target Workload

GPU-Host memory accesses. We now examine how page fault
interrupts affect a target containerized workload’s memory opera-
tions requiring host communication. Our analysis focuses on two
common scenarios: direct access to host RAM and UVM-managed
memory that triggers page faults. To test host RAM accesses, we
allocate pinned memory using cudaHostAlloc and cudaHostGe
tDevicePointer, then create a GPU kernel that measures the
latency of load (1d.cv) and store (st.wt) operations across 256
distinct cache lines. To test UVM memory accesses, we develop a
similar kernel that loads from a large cudaMallocManaged region,
randomly accessing pages to hinder UVM prefetcher optimizations.
Our UVM test effectively measures contention between concurrent
page faults across GIL.

Figure 3 presents our results on the A30. As shown in the figure,
our results evidence moderate-to-significant cross-GI interference.
In particular, Host RAM accesses incur up to 100,000 clock cycles
of (moderate) overhead when the co-located GI performs PCle data
transfers, consistent with prior (direct) PCle contention results [32].

In contrast, UVM unmapped memory accesses on GI 0 suffer
much more significant performance degradation, experiencing de-
lays of up to millions of clock cycles during page fault storms
with a high number of threads on GI 1. We attribute this severe
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Figure 3: 99th percentile overhead (in clock cycles) for two
GPU kernels on GI 0 under various interference workloads
on GI 1, measured relative to an idle baseline. Each row
corresponds to one interference workload on GI 1 and re-
ports two independent probe kernels on GI 0. Blue markers
show a kernel accessing pinned Host RAM via the PCIe bus
(1d.cv+st.wt), while orange markers show a kernel accessing
unmapped UVM memory that triggers page faults (UVM 1d. cg).
Interference sources include: PCle-intensive data transfers
(copy_data), ML model training (pytorch), and page fault
storms with varying block x thread.

performance degradation to bottlenecks in the GPU’s shared fault-
handling mechanism. The kernel driver can only service a limited
number of page faults concurrently and critical resources such as
the fault buffer are shared among all GIs. Consequently, the high
volume of page faults from GI 1 creates a bottleneck, delaying the
servicing of UVM faults generated by GI 0. Interestingly, page fault
storms involving fewer threads appear to speed up page fault han-
dling across GPU instances. This counterintuitive behavior likely
arises because the interrupts triggered by the page fault storm
awaken the ISR, while the fault entry is asynchronously added to
the fault buffer. Subsequently, when the interrupt handler processes
the buffer, it handles GI 0’s fault without the overhead of waking
the kernel’s fault-handling path, as GI 1 has already done so.

Takeaway 2

Shared kernel-level resources in the UVM fault handling
path cause cross-GI contention in containerized deploy-
ments, significantly increasing memory access latency for
UVM-intensive workloads.

GPU memory accesses. We demonstrated that page fault storms
affect memory accesses that require host communication. We now
investigate their impact on cache behavior and VRAM access la-
tency by developing multiple specialized GPU kernels. These single-
thread kernels measure the latency of distinct 256 cache lines ac-
cesses, when varying the memory access operations. Our kernels
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Figure 4: 99th percentile overhead of seven GI 0 memory-
access probes under co-located interference workloads on
GI 1, measured relative to an idle GI 1 baseline. Probe kernels
cover an L1-sensitive 1d. ca+st.wb configuration, L2-oriented
1d.cg+st.cg and 1d.cv+st.cg accesses, mixed cache+atomic
accesses (1d.cg+atomicExch), pure atomic operations (__nv
_atomic_exchange and atomicExch+atomicAdd), and constant-
cache loads with L2 stores (1d.cg(constant)+st.cg). Rows
are GI 0 probes; columns are GI 1 interferers.

systematically varied across two key dimensions: (1) the load in-
struction cache hints (1d.ca, 1d.cg, 1d.cv), and (2) the store
instruction cache hints (st.cg) or atomic operations (atomicExch,
atomicAdd, __nv_atomic_exchange).

Figure 4 presents our results on the A30. As shown in the figure,
the 1d. ca+st.wb probe, which is designed to favor L1-cached ac-
cesses in this configuration, shows no measurable interference. In
contrast, other memory access types that target L2 cache, Constant
cache, and VRAM all exhibit increased latency under page fault
storms, with atomic operations showing the highest sensitivity. The
99th percentile overhead heatmap reveals worst-case interference,
with some atomic operations experiencing up to 500 cycles of ad-
ditional latency under intensive page fault storms (1x64, 8x512).
The consistent pattern across multiple memory operation types
demonstrates that page fault handling on one GI creates contention
on internal GPU memory paths that are not fully isolated by MIG.

Takeaway 3

The latency of L2/Constant cache and VRAM accesses on
one GI increases when another GI executes a page fault
storm. This shows that page faults contend not only on
shared hardware (PCle) and kernel resources, but also on
on-GPU memory accesses.

H100 Results. Figure 5 presents our cross-Gl interference analysis
results on the H100. Consistent with the A30 results, in Figure 3 and
Figure 4, GPU-Host and UVM-backed probes exhibit visible inter-
ference under page-fault storms, while GPU-internal probes show
limited impact on L1-oriented accesses and measurable contention
on L2-, constant-cache-, atomic-, and VRAM-related accesses. Since,
we consistently observed similar results across both GPU genera-
tions throughout our evaluation, for brevity, we focus on the A30
results hereafter.
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Figure 5: H100 cross-GI interference results.

6.2 Impact of Target Workload on Page Faults

After establishing that page fault storms affect both GPU-Host
memory accesses (Takeaway 2) and GPU-internal memory oper-
ations (Takeaway 3), we invert the direction of our analysis: we
test whether the page fault latency on one GI changes based on the
memory access patterns and resources used in another GIL

First, we systematically measure how different GPU kernels
affect the GPU page fault latency on a co-located GI. The setup
involves modifying memory-intensive GPU kernels from Section 6.1
to run on an infinite loop on GI 1 (using 8 blocks of 256 threads).
Simultaneously, on GI 0, we measure page fault latency by accessing
unmapped memory pages and recording the clock cycles required
to complete each page load operation. These kernels target the L2
cache, Constant cache, VRAM and Host RAM using various cache
hints and atomic operations. For brevity, we did not include the
GPU kernels involving concurrent page faults because we already
presented the results of this scenario in Figure 3.

Figure 6 presents our results. As shown in the figure, our results
reveal that all GPU kernel types affect page fault latency, albeit
to varying degrees. The Host RAM access kernel yields the most
significant overhead due to its intensive PCle traffic, while GPU-
internal memory operations reveal more moderate effects.

To further analyze the impact of PCle bus traffic on page faults,
we launch a stress test on GI 1, repeatedly invoking cudaMemcpy
with varying data sizes, while measuring page fault latency on
GI 0. The results, shown in Figure 7, reveal a clear correlation:
as PCle throughput increases, so does the page fault handling la-
tency on the adjacent GI. In other words, this shows that page
fault handling latency is a proxy metric to (indirectly) measure
PCle contention, unlocking the ability to exploit PCle-based side
channels without resorting to direct (possibly unavailable/disabled)
PCle interfaces such as nvmlDeviceGetPcieThroughput, abused
in prior work [32].

In Section 8.2, we conduct a more detailed analysis of how GPU-
internal memory operations targeting L2 cache, Constant cache, and

/1
Host RAM (Id.cv + st.wt) @

Id.ca + st.wb @
__nv_atomic_exchange @
Id.cv + st.cg (]
atomicExch + atomicAdd @
Id.cg + st.cg @
Id.cg + atomicExch (]

Id.cg (constant) + st.cg @ "
8K 12K 16K 20K 800K

P99 overhead (cycles)

Figure 6: 99th percentile overhead of page fault latency on
GI 0 under various GPU kernels running on GI 1. Y-axis labels
report the load/store or atomic instruction pattern used by
each kernel. Host RAM accesses cause the highest overhead
due to PCle contention, while GPU-internal operations show
mild but consistent interference.

VRAM memory accesses contribute to page fault latency variations,
isolating their effects from PCle-related contention.

GPU workloads on one GI affect page fault latency on co-
located GIs. PCle traffic is an important source of this con-
tention, albeit other hardware resources also contribute.
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Figure 7: Combined view of the 90th percentile page fault
latency on GI 0 (left axis, red) and PClIe throughput on GI 0
measured via nvmlDeviceGetPcieThroughput (right axis, blue)
while varying cudaMemcpy traffic on GI 1.

7 Page Fault Covert Channel

Using the observations made in the previous section, we can con-
struct a covert channel across Gls.

7.1 Primitive

For demonstration purposes, we focus on our first contention anal-
ysis scenario—i.e., memory access latency during page fault storms.
Two approaches are possible: (1) exploiting increased latency in
UVM-backed loads during page fault storms (Takeaway 2), or (2) ex-
ploiting increased latency in GPU memory loads during such storms
(Takeaway 3). The former UVM-based approach can potentially en-
code more information in the signal, but also incur extreme delays.
For this reason, we selected the latter GPU-only memory approach.
Algorithm 1 and Algorithm 2 detail our (simple) sender and receiver
implementations (respectively). In short, the sender encodes a1’ bit
by launching a page fault storm on its GI, while a ’0’ bit is encoded
by idling for a fixed time. The receiver continuously measures the
latency of a GPU memory-access kernel (e.g., L2 loads) on its GI, and
decodes a ’1’ bit if the 99th-percentile latency exceeds a predefined
threshold, and a ’0’ bit otherwise.

7.2 Evaluation

To evaluate our covert channel, we repeatedly transmitted a series
of messages from the sender to the receiver, recording the resulting
transmission rate and error rate. The hyperparameters, such as the
number of page faults for the sender (Np), the number of latency
samples for the receiver (Nj), and the detection threshold (z), were
manually tuned to ensure reliable synchronization between the
sender and receiver. Our results show that, when targeting error-
free communication (i.e., an error rate of 0%), we can successfully
transmit one bit every 10ms.
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Algorithm 1 Covert channel sender

Require: target_time: nanoseconds to sleep, Nj: number of page
faults to execute
for i = 0 to sizeof (message) — 1 do
if message(i] = 1 then
page_fault_storm(Np)
else
sleep(target_time)
end if
end for

Algorithm 2 Covert channel receiver

Require: Nj:number oflatencies to collect for each bit, 7: detection
threshold
for i = 0 to sizeof(message) — 1 do
latency_values < get_latencies_gpu_kernel (N})
p99_latency < p99(latency_values)
if p99_latency > 7 then
message|i] =1
else
message[i] =0
end if
end for

8 Page Fault Side Channel

In Section 6.2, we showed that different workloads induce measur-
able variations in UVM page fault latency (Takeaway 1 and 4). In
this section, we show that an attacker can exploit this capability to
craft a MIGraine side-channel attack primitive, able to fingerprint
diverse ML and LLM workloads running on a co-located GL

8.1 Primitive

We first seek to establish whether page fault latency variations can
reliably distinguish between different types of real-world work-
loads running on a co-located GI. Our measurement methodology
employs a memory access pattern that deliberately triggers and
times page faults on GI 0 in order to monitor various workloads
executing on GI 1. We launch the measurement GPU kernel with 32
threads. Each thread performs a single global memory load point-
ing to a page that is not yet mapped on the GPU and measures the
latency incurred to handle the resulting page fault. Crucially, we
do not initially map the accessed pages on the host, avoiding page
migration operations and ensuring each iteration triggers a fresh
page mapping and allocation on the GPU. At each iteration, we
trigger a new page fault by accessing a page that is not yet mapped
on the GPU.

We collect all the timing measurements on GI 0 while executing a
diverse set of workloads on GI 1. These include: (1) an Inactive state
to serve as a baseline; (2) PyTorch training a MobileNetV2 [58]
model; (3) vLLM [27], a widespread framework for LLM infer-
ence, running the Phi-3-Mini [2] model; and (4) cuDF [56], a GPU
DataFrame library, performing UVM-intensive join operations [57]
that extensively utilize unified memory. For each workload, we
compute the mean of the top 20% highest-latency samples (tail
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Figure 8: Tail-average latency of page fault handling on GI 0
under different workloads on GI 1. Each point on the log-scale
y-axis represents the mean of the top 20% highest-latency
samples within the sample window.

average) within consecutive sample windows to capture the charac-
teristic latency distribution while filtering transient noise. Figure 8
presents our results.

As shown in the figure, our experimental results reveal distinct
latency signatures for each workload type. The UVM-intensive
cuDF workload exhibits the highest tail- average latency (100K-
500K cycles), consistent with our findings in Section 6.1: concurrent
page fault handling on shared kernel resources creates significant
contention. The PyTorch and vLLM workloads show moderate
latency increase, i.e., 70K and 65K cycles respectively, compared to
the inactive baseline of 50K cycles. These distinguishable patterns
across windows indicate that page fault handling latency on GI 0
is consistently influenced by the type of workload running on the
co-located GI 1, enabling cross-GI page fault side-channel-based
fingerprinting attacks.

8.2 Evaluation

ML fingerprinting. To evaluate our attack end-to-end, we first ex-
tend our testbed by training different machine learning models on
GI 1 while measuring page fault handling latency on GI 0. We choose
VGG [61], ResNet [18], DenseNet [20], and MobileNetV2 [58] be-
cause they are standard CNN families with distinct compute and
memory footprints while fitting comfortably within a single GI.
The goal is to assess whether page fault latency can distinguish
realistic workloads drawn from commonly used model families.
As in prior fingerprinting settings [32, 73], the attacker trains the
classifier offline by profiling candidate workloads on a controlled
system with the same GPU, driver, and MIG configuration as the

Table 1: Classification results for ML fingerprinting,.

Model Precision Recall F1 #
DenseNet [20] 0.79 0.82 0.80 40
MobileNetV2 [58] 0.95 0.97 0.96 40
ResNet [18] 0.95 0.88 091 40
VGG [61] 0.88 0.88  0.88 40
Accuracy 0.89

Table 2: Classification results for LLM fingerprinting.

Model Precision Recall F1 #
GPT2-Large [55] 0.98 0.98 0.98 321
GPT2-Medium [55] 0.98 0.97 098 321
OLMo-1B [15] 0.85 0.91 0.88 321
OPT-125m [69] 0.99 1.00  1.00 321
Phi-3-Mini [2] 0.96 0.98 097 321
Qwen2-1.5B [54] 0.96 0.90 093 321
StableLM [62] 1.00 .00 1.00 321
Starcoder2-3B [29] 1.00 0.99 0.99 321
TinyLlama—lB [68] 0.92 0.90 091 321
Accuracy 0.96

target deployment. At attack time, the attacker only collects tim-
ings from its own GI; retraining is only needed after substantial
platform changes, such as GPU generation, driver, CUDA/runtime,
or major framework updates. To show that accurate fingerprint-
ing is possible based solely on page fault latency measurements,
we train an XGBoost classifier [9] on statistical features extracted
from 10,000-sample windows of timing measurements. including
standard deviation, percentiles (P90, P95, etc.), mean, and median.
We use 80% of windows for training and 20% of them for testing,
achieving an overall accuracy of 89%, as shown in Table 1. We also
observe comparable classification accuracy when the models are
running constant inference, under both static and dynamic GPU
frequency scaling configurations.

LLM fingerprinting. Next, we further extend our testbed to clas-
sify Large Language Models (LLMs) under inference workloads. We
use VLLM [27] to run the models and evaluate all vVLLM-supported,
license-free models that fit within the victim GI's VRAM budget,
reflecting the operational constraints of a single MIG slice and avoid-
ing special victim configurations such as weight offloading [32].
Each LLM is executed in a continuous loop using a fixed prompt
to stabilize the steady-state inference regime and isolate model-
dependent behavior from prompt-dependent variance. As in the
ML setting, the attacker builds the classifier offline by profiling
candidate models on a controlled system matching the target de-
ployment. To strengthen the signal, the attacker times their UVM
page faults from both the GPU and host sides, yielding two features
per sample. Our dataset employs a sliding window approach with
40,000 samples per window, a 3,000-sample step size, and a 80/20
train/test window split per model. Table 2 presents our results, with
our LLM classifier achieving 96% overall accuracy.



Understanding fingerprinting sources. To better understand the
sources of cross-GI interference that enable our MIGraine attack, we
systematically evaluate the contribution of two distinct contention
sources: PCle traffic and on-GPU cache coherence operations.

First, we test whether PCIe bandwidth alone could serve as a
reliable fingerprinting signal. Using the nvmlDeviceGetPcieThrou
ghput interface, which reports bidirectional PCle bandwidth usage
between host and GPU, we train a simple XGBoost classifier on
the same LLM workloads from Table 2. Our results confirm that
PCle traffic patterns alone can fingerprint LLMs with comparable
accuracy, demonstrating that PCle usage alone can be used to fin-
gerprint LLM workloads. However, as we will see next, a direct
PCle-based side channel is significantly less resilient to noise than
our page fault latency-based approach.

To test the resilience of our page fault side channel to PCle
noise, we run the LLM fingerprinting experiment again while con-
currently generating synthetic PCIe noise (through cudaMemcpy
transfers) of varying intensities: low (1KB-1MB in 10-20ms inter-
vals), medium (1-10MB in 5-10ms intervals), and high (10-50MB
in 1-5ms intervals). We then evaluate our classifier’s performance
in three distinct scenarios. First, we train the classifier exclusively
on noise-free data and test it against each of the three noise levels.
The accuracy degrades significantly from the baseline of 96% to
58% (low noise), 15% (medium), and 20% (high), demonstrating that
a noise-unaware model is not robust. Second, we train and test
separate classifiers for each noise level (e.g., training on medium
noise, testing on medium noise). In this case, the accuracy remains
high, around 96% across all levels. This shows that the fingerprint-
ing signal is still prominent even when substantial noise is present.
Finally, to create a truly robust classifier, we train it on a compos-
ite dataset containing samples from all noise levels. When testing
against a similarly mixed dataset, the classifier achieves an accuracy
of 96%. This result proves that our side channel is highly resistant
to varying levels of PCIe noise. In contrast, using the same robust
mixed-noise training with a direct PCle-based side channel causes
classification accuracy to drop to approximately 60% in presence of
noise. We use synthetic cudaMemcpy traffic here to sweep the level
of PCle contention in a controlled manner. We use this setup as a
robustness stress test. Accordingly, the per-noise-level classifiers
should be interpreted only as diagnostic upper bounds showing that
the signal remains separable within each controlled noise regime,
whereas the mixed-noise model evaluates whether a single classifier
can remain effective across multiple contention levels.

To isolate the contribution of on-GPU memory operations from
PCle traffic, we perform a controlled experiment using the memory-
intensive GPU kernels from Section 6.1. These kernels, which target
L2 cache, Constant cache, and VRAM using various cache hints
and atomic operations, are executed on GI 1 while we measure
page fault latency on GI 0 and the host. We first verify that these
kernels generate minimal PCle traffic by attempting to classify them
using a direct PCle-based classifier. While this strategy achieves
70% accuracy, it struggles to distinguish between cache-intensive
operations such as 1d.cv+st.cg and 1d.ca+st.wb (16 and 25% F1-
score respectively), indicating that PCle monitoring alone cannot
fully capture cache-level memory behavior. However, when we
apply our page fault latency-based classifier to the same workloads,
it successfully differentiates all GPU kernel variants with over 80%

Anonymous Submission

Table 3: Classification results for different GPU kernels.

Memory Accessed | Instructions F1 #

L1|1d.catst.wb 0.88 324
L2]|1d.cgtst.cg 0.77 324
L2]1d.cg+atomicExch 0.83 324
L2|nv_atomic_exchange 0.64 324
L2|atomicExch+atomicAdd 0.94 324
Constant+L2|1d.cg+st.cg 0.87 324
L2+VRAM|1d.cv+st.cg 0.71 324
Accuracy 0.81

accuracy (Table 3), including the cache-intensive operations that
the PCle-based approach failed to distinguish.

9 vGPU Applicability

Our analysis has thus far focused on containerized MIG deploy-
ments, where, for instance, a shared kernel driver presents a major
source of cross-GI contention. This section extends our investiga-
tion to virtualized (vGPU) environments to analyze their differences
and determine the portability of our findings across both deploy-
ment models.

9.1 vGPU Environment Details

Setup. Research on Ampere vGPU environments is challenging
due to the proprietary nature of the ecosystem. Both the guest RM
driver and the hypervisor vGPU plugin are closed-source. The guest
RM driver is only available in binary form, as the open-source kernel
modules do not yet support vGPU functionality on Ampere [51, 52].
However, access to the proprietary UVM driver source code, to-
gether with the open-source version available for newer architec-
tures, allows us to reverse engineer the behavior of specific memory
management operations on Ampere’s vGPU implementations.

On a vGPU setup, certain privileged operations initiated by the
guest kernel driver, such as physical-address-based memory opera-
tions (e.g., memcpy or memset), TLB invalidations, and fault replays,
are restricted by the GPU. Consequently, to execute these opera-
tions, the driver relies on proxy channels (Section 5.1). There, a
per-VM process known as the vGPU plugin validates and forwards
them to the host RM Driver, which can communicate directly with
the GPU. The scheme in Figure 9 depicts a high-level overview
of the components involved. To support page migrations despite
limits on physically addressed memcpy and memset, the UVM guest
driver builds a linear virtual mapping of system and video memory.

9.2 vGPU Memory Isolation Analysis

Given that containers share the host kernel and lack direct hardware
access, page table management is exclusively performed by the
kernel driver (Section 5.2). Hence, an attacker cannot arbitrarily
modify page tables without first compromising privileged code.
In contrast, our vGPU threat model (Section 3) assumes an at-
tacker with root access inside a guest VM, including the ability to
modify guest kernel drivers at will. This raises a critical concern
because a malicious guest might be able to remap its own page
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Figure 9: High-Level overview of a vGPU+MIG setup with two
VMs, each connected to their own GPU Instance. Each GPU
Instance uses a separate IOMMU Group for DMA memory
transfers with the Guest VM.

tables to access another GI's physical memory without proper iso-
lation (i.e., if the isolation is enforced exclusively in software by
the guest driver, the hypervisor, or both). To better understand the
isolation architecture, we now turn our attention to the vGPU mem-
ory management architecture. Specifically, we analyze how page
tables are structured, how the GMMU performs address translation
in virtualized setups, and what role proxy channels (Section 5.1)
play in mediating privileged memory operations.

vGPU address translation. To understand the differences in
address translation within vGPU environments, our first step was
to extract and analyze guest page tables from the hypervisor’s
perspective. We implemented a memory dumper that specifies the
target physical address through the NV_PBUS_BAR@_WINDOW BARO
register [37] and reads 1MiB blocks from NV_PRAMIN, iteratively
shifting the base address to cover the entire memory space. We
then extended an existing open-source tool, gpu-tlb [73], to parse
vGPU page tables from the resulting memory dump. To validate our
findings and understand the addressing scheme, we instrumented
the UVM guest driver to log page table updates, aggregating them
with the data extracted from the dump.

Our findings reveal that each VM performs page table updates on
their view of GPU memory, which we refer to as GPU guest physical
memory. Consequently, two VMs see similar guest physical regions
that are in use by the GPU. Moreover, the VRAM physical addresses
found in GPU memory dumps (such as those in PTEs and PDEs) are
actually guest physical addresses. We refer to these as VRAM Guest
Physical Addresses (VGPAs). Each VGPA is translated to a VRAM
Physical Address (VPA) using a GI-specific offset. For instance, in
our configuration with two 12 GiB GIs, all VGPA addresses are
translated to VPA by adding 0x4000000 to GI 0 guest addresses and
0x4000000+0x2f8000000 to GI 1 addresses. According to the open

GPU kernel driver, the GPU internally has a memory management
unit (VMMU), which is responsible for the translation between
VGPA and VPA [48].

Testing vGPU page table isolation. With knowledge of vGPU
address translation in mind, we next evaluated whether page table
manipulation could allow one GI to access another GI's memory. To
this end, we added a custom ioctl to the guest UVM driver to issue
controlled PTE updates and tested multiple remapping scenarios.
These experiments showed that the vGPU plugin mediates guest-
visible PTE updates and enforces software checks on the requested
VGPAs. More importantly, even when we edited page tables directly
from the hypervisor, the subsequent GPU accesses still failed to read
memory belonging to another GI, instead triggering an internal
GMMU error. This result is consistent with the two-stage translation
described above and indicates that vGPU memory isolation is not
enforced purely in software: cross-GI VRAM isolation ultimately
also relies on hardware checks in the VMMU/GMMU path.
During our analysis, we also found that malformed guest-issued
PTE updates can crash the vGPU plugin; NVIDIA confirmed this
as a high-severity vulnerability, assigning it CVE-XXXX-XXXXX.

Takeaway 6

Containerized MIG enforces memory isolation purely via
software-managed page tables; vGPUs use both software-
(hypervisor) and hardware-level (VMMU) checks.

9.3 Evaluation

We next evaluate whether our side-channel attack remains effective
in vGPU deployments, despite their per-VM kernel drivers and
hypervisor-mediated operations (Takeaway 6).

To assess the portability of our side channel, we replicated the
cross-GlI interference experiments from Section 6 in a vGPU en-
vironment. We observed that, for non-UVM GPU kernels, the re-
sulting latency profiles matched those from our containerized ex-
periments (Figure 4). However, the extreme latency we observed
with the UVM-based kernel (Figure 3) did not manifest in the vGPU
setup. This confirms that kernel-level software resources, such as
the fault buffer, are properly isolated by the vGPU software stack.

Despite this isolation of such software-level resources, we found
that our our side-channel attack remains effective. To support this
claim, we tested the attack with one VM repeatedly measuring page
fault latency while a second VM ran various PyTorch models in
inference mode. The models remained clearly distinguishable with
over 90% accuracy, demonstrating the side channel’s continued
effectiveness even in a vGPU deployment configuration.



Takeaway 7

Despite vGPU’s proper isolation of kernel-level software
resources and hardware-enforced memory isolation with
the VMMU, our side channel’s fingerprinting capabilities
remain effective. This is because our attack exploits black-
box contention on PCle traffic and GPU memory opera-
tions, which are not isolated by either containerized or
vGPU architectures.

10 Limitations

We identified that the page fault latency is influenced by multiple
competing factors that are difficult to completely isolate, including
PCle bus contention, kernel-level software resources, and internal
GPU memory accesses. This complexity makes it challenging to
attribute latency increases to specific architectural components or
identify the dominant contributing factor in real-world scenarios.
At the same time, this evidences MIGraine’s blackbox nature, which
does not require deep knowledge of the underlying architecture to
successfully mount attacks.

Although we successfully fingerprinted ML models and LLMs
running across GIs, several variables could hinder classification
accuracy. These include different hyperparameters used during ML
model training, varying frequencies of prompts sent to LLMs, and
the complexity introduced by having three or more GIs concurrently
running different workloads. In such scenarios, more traces would
likely be needed to effectively fingerprint separate models.

11 Mitigations

To mitigate the page-fault side channel, NVIDIA could consider
implementing stricter (MIG) isolation mechanisms between Gls,
such as adopting a zero-sharing policy in the hardware/software
page fault handling path. A stop-gap mitigation is to disallow UVM
in multi-tenant environments or otherwise implement rate-limiting
mechanisms for UVM page faults. Nonetheless, these mitigations
cannot alone tackle other possible forms of cross-GI interference,
which may still lead to practical contention-based side-channel
attacks across GIs.

12 Related Work

Zhang et al. leveraged the shared L3-TLB to fingerprint ML models
across MIG GPU instances [73], but their classification worked only
during the model startup phase and requires learning TLB-specific
eviction sets for each GPU generation. Miao et al. [32] explored
PCle contention on MIG setups without vGPUs, using the nvml
DeviceGetPcieThroughput interface to identify LLM workloads
across GPU instances. However, their method was evaluated only in
scenarios involving weight offloading, where model weights must
be continuously exchanged between the host and the GPU.
Related work also studied virtualized GPUs without MIG. Side
et al. [60] exploited PCle contention in standard time-sliced vGPU
deployments to perform website fingerprinting, and Jin et al. [24]
exploited GPU TLBs to mount cross-VM side-channel attacks in the
same setting. These works are complementary to ours but study a
fundamentally different sharing model: tenants interfere because
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they time-share one GPU, whereas we study vGPU+MIG deploy-
ments where tenants receive separate GIs and still leak information
across the advertised isolation boundary.

In contrast, we demonstrate that page-fault-driven contention
can fingerprint both ML and LLM workloads even without weight
offloading, without access to NVML PCle monitoring interfaces
such as nvmlDeviceGetPcieThroughput, and in both container-
ized MIG and vGPU+MIG environments. Our method also remains
effective beyond startup and can distinguish workloads that ex-
hibit similar aggregate PCle traffic but differ in their GPU-memory
behavior. In summary, ours is the first effort to fingerprint ML
models and LLMs across different setups, without environmental
limitations (bare-metal/container or vGPU) or temporal constraints
(works beyond startup).

Recent GPU Rowhammer attacks [19, 66], show that bit flips on
GDDRé6-based NVIDIA GPUs can corrupt GPU page tables, ulti-
mately enabling arbitrary memory access and host compromise.
In contrast, our work studies side channels on HBM-based MIG
GPUs. Moreover, our vGPU+MIG analysis suggests that page-table
bit-flip attacks would be ineffective in this setting (Section 9.2).
These results further motivate studying GPU page-table isolation
across deployment models.

13 Conclusion

In this paper, we explored how Unified Virtual Memory impacts
the security guarantees provided by NVIDIA Multi-Instance GPU
(MIG) technology. Our investigation revealed that MIG does not
fully isolate internal GPU memory paths, kernel-level software com-
ponents, and the PCle bus, causing information leakage between
GPU Instances (GIs).

We developed MIGraine, a novel side-channel attack that ex-
ploits page fault latency to fingerprint LLMs across GPU instances
with >96% accuracy. We showed the attack is effective on both
containerized and virtualized GPU (vGPU) MIG deployments. We
also validated our results on both A30 (Ampere) and H100 (Hopper)
GPUs. In other words, MIGraine persists across different GPU gen-
erations and deployment models, despite significant differences in
the underlying architecture. For instance, our reverse engineering
efforts uncovered important differences in the isolation architecture
of vGPU and containerized MIG deployments, yet the side channel
remains effective throughout.

14 Disclosure

We reported the page-fault side-channel vulnerability to NVIDIA
in April 2025 and the vGPU plugin segmentation fault in June 2025.
NVIDIA placed the vulnerabilities presented in the paper under
(now lifted) embargo, assigned CVE-XXXX-XXXXX to the vGPU
bug (Section 9.2), and acknowledged the side-channel risk.
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