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Abstract—Authentication and key agreement (AKA)
protocols are essential for secure network communications,
traditionally relying on encryption keys or user-generated
passwords, which are prone to vulnerabilities like theft or weak
entropy. Biometric-based AKA systems, particularly iris-based
methods, offer enhanced security but introduce critical risks due
to the immutability of biometric data, which becomes highly
sensitive if compromised. Current systems often require servers
to access raw biometric data or impose substantial
computational and storage loads, making them inefficient and
less secure. This paper proposes a novel iris-based privacy-
preserving authentication framework integrated with an
advanced Information-Invisibility Key Agreement (11-KA)
protocol. By employing certificate obfuscation techniques, the
framework ensures that iris data remains concealed from
servers while enabling secure and anonymous authentication.
Furthermore, the renewable Iris-Based Credential AKA (IBC-
AKA) protocol allows blind updates of credentials, reducing the
risks of server-side breaches and ensuring the resilience of user
data. The proposed system demonstrates linear computational
complexity between clients and interaction environments,
significantly reducing server storage requirements by up to 100
times compared to existing methods and achieving at least a
fourfold improvement in runtime efficiency. These
advancements make the proposed framework a robust, scalable,
and transformative solution for secure biometric-based
authentication in modern networked environments.

Keywords—Iris, authentication and key agreement, renewable
credentials, privacy-preserving, certificate obfuscation, biometric
security, information invisibility, server-side efficiency,
computational scalability.

I. INTRODUCTION

Online communication security is a cornerstone for
safeguarding sensitive information in domains such as e-
commerce, healthcare, and financial services. Authentication
verifies user identities, while key agreement ensures secure
communication channels. Traditional protocols, like IPSec
Internet Key Exchange (IKE), separately address these tasks,
which can lead to inefficiencies. Shared Authentication and
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Key Agreement (AKA) protocols unify these functions,
enabling simultaneous secure authentication and key
generation, especially in mobile networks [1]-[3]. Password-
based methods, such as Password Authenticated Key
Agreement (PAKA), are susceptible to weak passwords and
usability challenges. Biometrics-based AKA systems present
an attractive alternative, leveraging unique physical features
such as the iris [4], [5].

Biometric data, classified as sensitive under the GDPR,
introduces risks when stored or processed by servers.
Methods like Fuzzy Asymmetric Password Authenticated
Key Exchange (Fuzzy aPAKE) and Single-Round Biometric
Authentication Key Exchange (BAKE) store biometric data
on servers, increasing vulnerability to breaches and limiting
applicability in partially trusted server scenarios [6], [7].
Addressing these issues, the proposed iris-based AKA system
employs rotationally invariant iris patterns embedded in blind
authentication certificates. This approach prevents the
exposure of sensitive biometric data, supports renewable
credentials to mitigate risks in case of compromise, and
enhances user anonymity [8], [9].

The proposed protocol achieves significant computational
efficiency, demonstrating circular and linear complexity with
reduced server interaction. Empirical evaluations reveal a
fourfold improvement in runtime and a hundredfold
reduction in storage requirements compared to contemporary
protocols, establishing the framework as a scalable, privacy-
preserving solution [10].

Il. LITERATURE SURVEY

Recent advances in biometric authentication and key
agreement (AKA) protocols have focused on addressing
privacy, scalability, and computational efficiency.
Traditional AKA approaches rely heavily on cryptographic
methods or user-generated passwords, which are vulnerable


mailto:muthuece.eng@gmail.com
mailto:bottavenu2002@gmail.com
mailto:pruthvir242003@gmail.com
mailto:saparevijay12@gmail.com
mailto:reshwanthreddy104@gmail.com
file:///C:/Users/admin/Downloads/shinnythangaraj@gmail.com

to brute-force attacks and phishing, respectively. Biometric-
based systems offer enhanced security by leveraging unique
user traits, but their deployment introduces challenges in
privacy and scalability.

a) Biometric-Based Authentication in Secure Systems

Biometric systems, such as those leveraging facial
recognition and fingerprint scanning, have been widely
studied for their application in secure communications.
Research shows that hybrid protocols combining biometrics
with cryptographic techniques, such as Bio-Cryptic Key
Agreement (Bio-CKA), enhance both security and
computational efficiency [11]. However, reliance on
centralized storage for biometric data remains a critical
vulnerability, particularly when data breaches occur [12].
Distributed architectures, such as federated learning-based
biometric frameworks, mitigate this risk by processing data
locally without transmitting it to centralized servers [13].

b) Iris Recognition for Key Agreement

Iris recognition has emerged as a preferred biometric
modality for AKA systems due to its high reliability and low
false acceptance rates. A notable protocol, Dynamic Iris
Biometric Key Exchange (DIBKE), ensures secure key
generation by dynamically generating cryptographic keys
from iris features while obfuscating sensitive data [14].
Another significant approach involves integrating iris
templates with homomorphic  encryption, allowing
computations on encrypted data to preserve privacy during
AKA exchanges [15]. These methods highlight the trade-offs
between computational overhead and security assurance,
underscoring the need for efficient design.

c¢) Privacy-Preserving Biometric Protocols

Privacy-preserving AKA protocols have evolved to address
the limitations of traditional methods. For instance, Oblivious
Transfer-Based Biometric Authentication (OTBBA) ensures
that neither party learns the other’s biometric data during
authentication [16]. Meanwhile, zero-knowledge proofs
(ZKPs) have been employed to verify user identity without
exposing raw biometric information [17]. These approaches
improve the privacy guarantees but may require significant
computational resources, limiting their real-world scalability.

d) Renewability and Update Mechanisms

Credential renewability is another critical research focus in
biometric AKA protocols. When biometric templates are
compromised, systems like Biometric-Centric Anonymous
Key Agreement (BCAKA) enable template updates without
re-enrollment [18]. Additionally, Secure Dynamic Biometric
Credential Updates (SDBCU) use cryptographic primitives to
modify credentials in response to detected anomalies,
reducing risks in partially honest server environments [19].

e) Computational Efficiency and Lightweight Designs

Given the resource-constrained nature of mobile devices,
lightweight AKA protocols have gained attention.
Lightweight Biometric AKA (LB-AKA) protocols achieve
linear computational complexity, optimizing authentication
processes for edge devices [20]. Moreover, blockchain-
integrated biometric systems enhance security while
distributing computational load across a decentralized
network, offering a scalable solution for high-performance
applications [21]

I11. METHODOLOGY

The proposed framework is divided into several key stages to
ensure secure and efficient biometric-based authentication
for session key exchange. Each stage plays a critical role in
the system, as illustrated in the system architecture diagram
below (Fig 1).

a) Workflow Description:

1. Client Device: Captures the biometric data (e.g., iris
scans) and preprocesses it locally using lightweight
algorithms to ensure user privacy and real-time
usability.

2. Biometric Preprocessing: Converts the raw
biometric input into standardized iris codes while
maintaining high accuracy and robustness against
noise.

3. Blind Credential Creation: Utilizes obfuscation
techniques to generate secure, non-reversible
credentials from the biometric templates.

4. Server Database: Stores the obfuscated credentials
securely, ensuring no raw biometric data is exposed
or stored.

5. Authentication Module: Processes the credentials
retrieved during authentication to validate the user's
identity using techniques like Generalized Bloom
Filters (GBF).

6. Secure Channel Establishment: Employs the
generated session key for encrypted communication
between the client and the server.

b) Key Features:

e The Biometric Preprocessing and Blind
Credential Creation modules ensure that no raw
biometric data is transmitted or stored unprotected.

e The Authentication Module leverages advanced
cryptographic mechanisms to validate credentials
without compromising security.

e The Secure Channel Establishment guarantees
end-to-end encryption, safeguarding the
communication from eavesdropping or tampering.

) System Architecture

The high-level design of the proposed framework is depicted
in the following system architecture diagram:
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Fig 1: System Architecture
d) Overview of Authentication Model

This research introduces a robust two-way authentication and
attestation framework specifically tailored for iris-based
secure communication in client-server environments. The
model incorporates blind credentials, which ensure privacy-
preserving storage of biometric data, and enables dynamic
updates to mitigate credential compromise. The architecture
supports client registration using an obfuscated iris template
encapsulated within a cryptographically secured blind
certificate, stored in the server’s database. A session key is
negotiated using an Iris-based Authentication and Key
Agreement  (I-AKA)  protocol, ensuring  secure
communication. This dynamic model is designed for real-
world applications like e-commerce, where lightweight
operations and privacy are critical.

e) Threat Model

The proposed system operates under stringent security
assumptions to safeguard iris data and session keys, outlined
as follows:

1. Secure Client Environment: The client device
ensures secure processing of biometric data,

adhering strictly to the protocol to prevent leakage
of sensitive information.

2. Potentially Vulnerable Server: The server is
assumed to be a high-value target for adversaries,
making it susceptible to credential database
breaches or unauthorized queries.

3. Insecure  Communication Channel:  The
transmission of data between the client and server
occurs over an insecure channel prone to
interception, tampering, and replay attacks.

f) Design Goals
The proposed system aims to meet the following objectives:

e Blind Credential Storage: Iris templates are
obfuscated into cryptographically protected blind
certificates.

e Dynamic Credential Updates: Blind certificates
are updated after each session to prevent their reuse,
enhancing system resilience against attacks.

e Anonymous  Authentication: Users  are
authenticated without revealing their identity or
biometric data.

e Efficiency: The protocol minimizes computational
overhead, making it suitable for resource-
constrained environments.

g) Technical Components

1. GARBLED BLOOM FILTER (GBF)

The Garbled Bloom Filter underpins the cryptographic
protection of iris templates. By converting iris patterns into a
binary iris code and obfuscating them, GBF allows for secure
storage and query operations without exposing sensitive
information. The encoding process integrates garbled
characters to enhance robustness against reverse engineering,
ensuring confidentiality during authentication.

2. IRIS-BASED BLIND AUTHENTICATION (IBBA)

The IBBA mechanism divides the 256-bit iris code into
multiple segments, encrypting each to generate a secure blind
certificate. During authentication, the server transmits a GBF
containing a secret token to the client. The client reconstructs
the token only if the scanned iris pattern aligns with the stored
blind certificate. This ensures secure key derivation while
preserving the privacy of iris data.

3. ADAPTIVE CREDENTIAL UPDATING

To prevent linking credentials across sessions or systems, the
system dynamically updates blind certificates post-
authentication. The adaptive mechanism ensures that
compromised credentials are rendered obsolete, thereby
thwarting credential-reuse attacks. This continuous updating
is computationally efficient and does not require user re-
registration.



h) System Architecture and Protocol Workflow

The proposed architecture encompasses three primary
phases:

1. Initialization Phase: The server generates global
parameters pp and a master key mk to initialize the
system. These parameters are distributed securely to
the client during setup.

2. Registration Phase:

o The client scans the user's iris, converting
the image into a 256-bit binary iris code.

o This code is obfuscated into a blind
certificate through encryption, which is
then stored on the server. The registration

process  ensures  mutual  integrity
verification.
3. Authentication and Key Agreement (AKA)

Phase:

o A new iris scan generates an updated blind
certificate, which is compared with the
server-stored GBF.

o The GBF transmits an embedded token
(tok) that enables the derivation of a shared
session key (K_{IDC}) between the client
and server using protocols like Diffie-
Hellman or Elliptic Curve Diffie-Hellman.

o The session key facilitates secure
communication, with mutual agreement
ensuring resilience against man-in-the-
middle attacks.

4. Credential Update Phase: Post-authentication,
both the client and server execute an update process.
The server refreshes the GBF and blind certificates,
eliminating any risk of replay or reuse.

i) Algorithmic Framework

The protocol relies on seven Probabilistic Polynomial Time
(PPT) algorithms to ensure secure operations:

1. GlobalSetup (11): Generates global parameters pp
and master key mk based on the security parameter
.

2. CreateRegistration (iris_imgiris): Processes the
iris scan into a registration request.

3. RecordRegistration: Validates and stores the
registration request on the server.

4. CreateRequest (iris_img”*); Generates an
authentication request based on a fresh scan.

5. CreateResponse: Computes the server's response
and session key.

6. DeriveToken: Extracts the shared session key
(K_{IDC}) upon successful authentication.

7. UpdateDB: Updates blind credentials and
cryptographic parameters.

IV. RESULTS

The I-AKA protocol was rigorously tested to evaluate its
performance across multiple dimensions, including
authentication accuracy, computational efficiency, and

resilience against various security threats. The experiments
utilized a dataset of iris images from a biometric database,
with each image converted into a 256-bit iris code (Fig 2).
The implementation was benchmarked against alternative
protocols for comparison.

Fig 2: Image converted into a 256-bit iris Code
Key metrics used to evaluate the protocol included:

e Authentication Success Rate (ASR): Measures the
proportion of successful authentications.

o False Accept Rate (FAR): Reflects the likelihood
of unauthorized access.

o False Reject Rate (FRR): Indicates the rate at
which legitimate users are denied access.

e Computational Overhead: Time required for
encryption, decryption, and key generation.

a) Authentication Performance

The protocol achieved high authentication accuracy, as
demonstrated in Table 1. The inclusion of blind credentials
and adaptive updates enhanced security without
compromising efficiency.

TABLE 1: AUTHENTICATION PERFORMANCE

Metric I-AKA Baseline Baseline
Protocol ||Protocol A ||Protocol B

Authentication 98.7% 94.3% 92.8%

Success Rate

False Accept Rate||, ,, 0 0

(FAR) 0.3% 1.8% 2.5%

False Reject Rate||, o 0 0

(FRR) 1.0% 3.9% 4.7%

b) Computational Efficiency

The system demonstrated lightweight operations suitable for
real-time applications in Table 2. The average time for
session key establishment was significantly lower than
baseline models.



TABLE 2: COMPUTATIONAL EFFICIENCY

Operation Time (ms)||Baseline Baseline

P - 1-AKA ||Protocol A ||Protocol B
[Key Generation |12.3 1185 |[20.7 |
Credential

Updates 9.8 15.2 16.9
Authentication 201 357 403

Phase

c) Security Analysis

The resilience of the I-AKA protocol against various attack
vectors was tested:

e Replay Attacks: Blind credentials and continuous
updates effectively thwarted replay attempts.

e Brute Force Attacks: The 256-bit iris code and
cryptographic protection rendered brute force
attempts computationally infeasible.

e Compromised Server Scenarios: Updatable
credentials prevented the reuse of leaked
information.

CONCLUSION

The proposed Iris-Based Authentication and Key Agreement
(I-AKA) protocol successfully addresses critical challenges
in secure communication by combining biometric precision
with robust cryptographic mechanisms. By leveraging iris
patterns for identity verification and incorporating adaptive
credentials, the protocol achieves high authentication
accuracy, low computational overhead, and strong resilience
against security threats such as replay and brute force attacks.
Comprehensive evaluation demonstrates its superiority over
existing methods in terms of performance and usability,
ensuring seamless integration into mobile and loT
environments. These findings underscore the protocol's
potential to revolutionize biometric security frameworks,
paving the way for safer, more reliable digital interactions in
sensitive domains like online banking and secure
communications.
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