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Abstract

Deep State Space Models (SSMs) have proven effective in numerous task scenar-
ios but face significant security challenges due to Adversarial Perturbations (APs)
in real-world deployments. Adversarial Training (AT) is a mainstream approach
to enhancing Adversarial Robustness (AR) and has been validated on various tra-
ditional DNN architectures. However, its effectiveness in improving the AR of
SSMs remains unclear. While many enhancements in SSM components, such
as integrating Attention mechanisms and expanding to data-dependent SSM pa-
rameterizations, have brought significant gains in Standard Training (ST) settings,
their potential benefits in AT remain unexplored. To investigate this, we evalu-
ate existing structural variants of SSMs with AT to assess their AR performance.
We observe that pure SSM structures struggle to benefit from AT, whereas in-
corporating Attention yields a markedly better trade-off between robustness and
generalization for SSMs in AT compared to other components. Nonetheless, the
integration of Attention also leads to Robust Overfitting (RO) issues. To under-
stand these phenomena, we empirically and theoretically analyze the output er-
ror of SSMs under AP. We find that fixed-parameterized SSMs have output error
bounds strictly related to their parameters, limiting their AT benefits, while input-
dependent SSMs may face the problem of error explosion. Furthermore, we show
that the Attention component effectively scales the output error of SSMs during
training, enabling them to benefit more from AT, but at the cost of introducing
RO due to its high model complexity. Inspired by this, we propose a simple and
effective Adaptive Scaling (AdS) mechanism that brings AT performance close
to Attention-integrated SSMs without introducing the issue of RO. Our code is
available at Robustness-of-SSM.

1 Introduction

Deep State Space Models (SSMs) represent a promising emerging model architecture inspired by
traditional linear state space models [1]. These models capture temporal dependencies in sequences
via structured state space transitions [2} 13, 4]. By leveraging their inherent recurrent nature and
linear discretized transmission form, SSMs excel in long-sequence modeling with linear computa-
tional complexity [3,15]. This makes SSMs highly competitive in various downstream tasks, with the
potential to surpass classical architectures like convolutional networks and Transformers [6}, [7, [8]].
While the superior performance of SSMs on clean data has been well established across various
tasks, these models may face significant security risks from meticulously crafted Adversarial Per-
turbations (APs) [9, 110} [11} [12} [13]]in real-world scenarios. Therefore, it is essential to thoroughly
explore and discuss the Adversarial Robustness (AR) of SSMs. Previous work [14] has conducted
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preliminary robustness evaluations on visual SSMs. However, their assessment was limited to the
VMamba structure. More importantly, they did not specifically evaluate and analyze the perfor-
mance of SSMs under Adversarial Training (AT) [10} |15} [16]. This aspect is crucial for enhancing
the AR of SSMs, as AT is the mainstream approach for improving a model’s AR [16, 17, [18]. To
bridge the current research gap, we aim to answer the following questions:

1. Do many component designs that have proven effective in boosting SSM performance un-
der Standard Training (ST) [19 120] similarly enhance SSMs when subjected to AT? Ad-
versarial attacks aim to induce erroneous predictions by adding meticulously crafted small
perturbations [9, [10], which may cause a more pronounced negative impact on SSM mod-
els. This is because SSMs heavily rely on sequential dependencies in inputs, causing errors
to accumulate through state propagation. Consequently, it remains uncertain whether com-
monly employed AT frameworks, such as PGD-AT [16] and TRADES [21], can effectively
improve the AR of SSMs.

2. How do various components influence the robustness-generalization trade-off in AT? Due
to the trade-off between robustness and generalization [22} 23], AT often leads to a decrease
in the accuracy of deep learning models on clean data, thus hindering their generalization.
Additionally, deep learning models are prone to Robust Overfitting (RO) [24} 25]], where
models trained adversarially overfit to the AT samples but fail to generalize to adversarial
test samples, significantly limiting the effectiveness of AT. We aim to investigate how ex-
isting structural variants of SSMs, such as diagonalized [26] and Multi-Input Multi-Output
(MIMO) SSM [27], affect the robustness-generalization trade-off and RO issues in SSMs,
thereby providing insights for designing more robust SSM structures.

3. Can the analysis of various SSM components’ performance in AT provide valuable insights
for the design of more robust SSM structures? Our objective is to analyze how components
of different SSM variants influence model behavior during AT and to identify those that
contribute positively. This analysis aims to inform adjustments that enhance the robustness
and performance of SSMs under AT.

To response Q1 and Q2, we employ AT using common AT frameworks on various structural variants
of SSMs. These include implementations such as Normal Plus Low-Rank (NPLR) decomposition
(S4) [3ll, diagonalization (DSS) [28l 26]], MIMO extension (S5) [27], integration of attention mech-
anisms (Mega) [[19], and data-dependent SSM extension (Mamba) [20]. Subsequently, we conduct
comprehensive robustness evaluations to assess their performance. Specifically, we obtain the fol-
lowing observations: 1)A Clear Robustness-Generalization Trade-off in SSM Structures. We
observe a significant decrease in the Clean Accuracy (CA) of SSMs following AT. Specifically, for
the S4 model on the CIFAR-10 dataset, the CA dropped by nearly 15% compared to ST. This indi-
cates a pronounced robustness-generalization trade-off in SSM structures. 2) Pure SSM structure
struggles in benefit from AT. Despite expanded to data-dependent SSM, Mamba fails to show
distinct superiority over the fixed-parameterized counterparts (S4 and DSS) under AT, even
though all are SISO systems. 3) Only the incorporation of attention mechanisms significantly
enhances both the CA and RA of SSMs after AT. However, this improvement also introduces
a significant issue of RO.

To response Q3, we conduct both empirical and theoretical analyses of the output error of SSMs un-
der AP. Our findings demonstrate that fixed-parameterized SSMs have bounded output errors strictly
related to their parameters, which limits their ability to reduce output errors during AT. In contrast,
data-dependent SSMs may encounter an explosion of output errors. Furthermore, incorporating
attention mechanisms provides additional adaptive scaling of the SSM’s output error, facilitating
better alignment of outputs corresponding to adversarial and clean inputs. However, this also in-
creases complexity, raising the risk of RO. Inspired by this, we explore whether a low-complexity
adaptive scaling operation could assist SSMs in output alignment while avoiding RO issues. To this
end, we designed a simple Adaptive Scaling (AdS) mechanism to aid in output alignment. Our re-
sults indicate that this design effectively enhances the AT performance of SSMs and reduces output
errors without introducing RO issues. We hope that our responses to the above three questions will
inspire further research and development of robust SSM structures.



2 Preliminaries of SSMs

Given the input signal u(-) € Rt — R? and time ¢ € R¥, the general linear SSM, parametrized by
an state matrix A € R"*" an input matrix B € R"*9, an output matrix C € R%*" and a direct
transmission matrix D € R%*? can be formalized as follows:
@(t) = Az(t) + Bu(t), (1)
y(t) = Cx(t) + Du(t), 2)
where z(t) € R" and y(t) € R® represents respectively represent the hidden state and the output
signal at time ¢.

S4  For the discretized input sequence u € RZ*4, S4 [3] broadcasts the same SSM parameters to
each input dimension for state propagation, instantiating a SISO system. Specifically, they employ
a bilinear method [29] for discretization to obtain discretized approximations of the parameters:

x, = Awy_1 + Bul”, A=(I-At/2-A)"(I+At/2-A) R 3)
y) =Cx,, B=(I-At/2-A)'ABecR"! C=CeR"" 4)

where u,(;) and y,(j) represents the i-th element in the k-th token of u and y respectively. At € R is

a fixed step size that remains constant for each time step. S4 parameterizes the matrix A using NPLR
decomposition for efficient optimization. By setting £y = 0, the output can take the following form:
y) =CA"'Bu) +...+ CABu{" | + CBu}". ®)
This can be achieved by a parallelized efficient convolution computation: y* = K x u(?), where
the convolution kernel K = (CB, CAB,..., C’AL_IE) , resulting in a complexity of O(Lh).

DSS Instead of employ bilinear discretization, DSS [28]] uses the Zero-Order Hold (ZOH) dis-
cretization: o o - o
A =exp(AAt), B=(A-I)(AA)'AB, C=C (6)

Based on this, they diagonalize A to instantiate the SSM parameters:

- = exp(A\At) — 1
A = diag (exp(A1At), exp(A2At), ..., exp(A\AL)), B = <)\i exp(LNAL) —1 i , (1)

where exp ); is the i-th diagonal element of A.

S5 S5 [27] still employs ZOH discretization, but with a distinction, they utilize a MIMO setup,
meaning all hidden dimensions of each token are jointly involved in state transition as in eq.(1) and
(2) and employs parallel scanning for computation. To ensure efficiency, they set A = V1AV for
diagonal reparameterization:

A=A, &(t)=V~lzt)), B=V''B, C=CV, (8)
this reduces the complexity of parallel scanning from O(h3L) to O(hL).

Mamba (S6) Similar to DSS and S5, Mamba [20]] utilizes ZOH for discretization and performs di-
agonal instantiation of A, with computations carried out through parallel scanning. It is noteworthy
that Mamba sets adaptive By (ug), Cr(uy) and Aty (ug),1 < k < L for each step through learn-
able linear transformation (meaning that they adpoted a data-dependent SSM parameters setting),
while still maintaining a SISO configuration.

Mega Mega’s SSM component is implemented in the form of Exponential Moving Average
(EMA) [19]. Specifically, their Multi-dimensional Damped EMA is given by:

e =a0a)) +(1-y0d&) oz, ay) =8u, y =nlz, ©)

where the expansion parameters 3; € R”, projection parameters n; € R”, a;, §; € R” represent the
weighting and damping factors, respectively. This can be formalized equivalently as a SISO SSM
with parameters A; = diag(1 — a; ©® 6;), B, = a; ©® B; and C = niT . Following the execution
of SSM, Mega introduces Attention mechanism between the SSM output y and input sequence u,
which made it the most competitive Attention-based SSM structure [27].
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Table 1: Comparisons among the test accuracy (%) of different SSM structures with different Train-
ing types on MNIST and CIFAR-10 test set. ‘Best’ and ‘Last’ mean the test performance on the best
and last checkpoint, respectively. ‘Diff’ denotes the accuracy gap between the ‘Best’ and ‘Last’.
The best checkpoint is selected based on the highest RA on the test set under PGD-10.

Dataset Structure Training Type

Best Last Diff Best Last Diff Best Last Diff

ST . E
PGD-AT 53.26  50.11

001 457 072 3. ! 00 0
315 9992 9987 005 026 000 026

sS4 TRADES 9929 9911 Q.18 991 9882 029 8901 8§35 0066
FreeAT 9023 9921 002 2480 2437 044 004 000 004

YOPO 1135 1135 000 1135 1135 000 11.35 1135 0.00

ST 9938 9933 005 734 272 462 023 000 023

PGD-AT 3987 3222 2765 9995 9989 006 062 000 062

DSS TRADES 9921 9916 005 9897 9875 022 8946 8820 126
FreeAT 9025 9923 002 1678 1390 288 004 000 004

YOPO 1135 1135 000 1135 1135 000 11.35 1135 0.00

ST 9898 9895 003 366 044 322 029 000 029

PGD-AT 9695 2020 7675 99.92 9986 006 065 000 065

MNIST S5 TRADES 9893 0889 006 9817 9797 020 8I.[5 8020 0095
FreeAT 9933 9931 002 2039 2058 051 006 000 006

YOPO 1135 1135 000 1135 1035 000 1135 1135 000

ST 9934 9930 004 954 793 161 025 000 023

PGD-AT 4213 2474 1739 9995 9986 009 079 000 079

Mega TRADES 9924 9920 004 9905 9897 008 1109 1090 019
FreeAT 9046 9943 003 2469 1334 1115 013 000 013

YOPO 1135 1135 000 1135 1135 000 1135 1135 000

ST 9893 9886 007 2553 1935 618 009 000 009

PGD-AT 3718 076 2742 9937 9981 006 053 000 033

Mamba TRADES 98384 9883 0.0i 9886 9879 007 5303 3538 QI8
FreeAT 9905 99.03 002 3569 3020 1349 026 000 000

YOPO 1135 11.35 000 1135 1035 0.00 1135 1135 0,00

ST 7878 7858 020 1038 000 1038 096 000 096

PGD-AT 6467 6447 020 3619 3566 053 3090 3060 030

sS4 TRADES 6391 6378 013 3600 3342 038 3035 3035 000
FreeAT 6969 69.64 003 2091 1963 128 1337 1529 028

YOPO 6146 6134 012 3064 30.1 053 2536 2494 042

ST 7603 7586 017 1142 000 1142 062 000 062

PGD-AT 6492 6470 022 3731 37.07 024 3165 3160 003

DSS TRADES 6508 6499 000 3724 3699 043 3255 3213 040
FreeAT 6746 6734 012 2038 1875 163 1513 1498 Q.13

YOPO 5087 5777 1.0 3177 3089 088 2636 2601 035

ST 7032 7030 002 762 000 762 048 000 048

PGD-AT 5393 5368 025 3149 3113 036 2880 2869 020

CIFAR-10 s5 TRADES 5768 5723 045 3134 3110 024 2636 2573 083
FreeAT 6715 6700 015 1939 1836 103 1390 1367 023

YOPO 5015 5879 036 3093 2883 2.0 2529 2522 007

7908 7903 005 386 007 379 084 000 084

PGD-AT 7254 7208 046 4053 30.68 983 2379 2526 033

Mega TRADES 7101 7084 Q.17 4363 4263 102 3750 3697 033
FreeAT 7681 7610 071 2711 2393 318 1729 1699 030

YOPO 7437 7298 139 3639 3156 483 28068 27.13 155

7259 7231 028 576 048 3528 043 000 043

PGD-AT 5869 5854 (015 3598 3307 091 3307 3228 079

Mamba TRADES 6093 6066 027 348 3275 209 2987 2007 0380
FreeAT 6737 6724 013 1740 1097 643 1184 965 219

YOPO 6531 6336 195 2808 2761 047 2363 23.85 0.8

3 Empirical Evaluation: Component Contributions to AT Gains

In this section, we empirically assess the natural AR of various SSM structures and their AR post
AT to explore the AR enhancement provided by mainstream AT frameworks for SSMs and the
generalization behavior of SSM variants under AT.

Training Setup. We adopt the ST and two most commonly used AT frameworks, PGD-AT [16]
and TRADES [21], as well as two more efficient and advanced adversarial training frameworks,
FreeAT [30]] and YOPO [31]], to conduct experiments on the MNIST, CIFAR-10, and Tiny-ImageNet
datasets. For AT, we utilize a 10-step ¢, PGD (PGD-10) as the attack method. Following [21]], on
MNIST, we set the adversarial budget to ||€||. = 0.3, attack step size v = 0.04, the KL divergence
regularizer coefficient for TRADES g = 1.0, and the training epoch to 100. On CIFAR-10 and Tiny-
Imagenet, we set ||€||.o = 0.031, @ = 0.007, 8 = 6.0, and the training epoch to 180. After each
training epoch of AT, we conduct adversarial testing on both the training and test sets to evaluate
robustness and measure generalization on adversarial examples (i.e. Robust Generalization, RG)
[21} 24} 32]. For the model architecture of SSMs, we set all models to a uniform 2-layer architecture
with a hidden dimension d = 128 on MNIST, and a 4-layer architecture with d = 128 on CIFAR-10
and Tiny-Imagenet. Considering that SSMs are a class of models highly reliant on the sequential
dependence, we adopt a sequence image classification setup to thoroughly investigate the AR of
SSMs. For MNIST, we resize inputs to (784, 1), for CIFAR-10 and Tiny-Imagenet, we resize inputs
to (1024, 3) and (4096, 3). Further experimental results, including the results for Tiny-ImageNet,
and detailed configurations are presented in the Appendix [C]and [D]

Evaluation Setting. We record the CA and adversarial test accuracy (i.e. Robust Accuracy, RA)
[10, 133]] of each model at their best and final checkpoints across three training schemes to evalu-
ate robustness and examine the robustness-generalization trade-off as well as the issue of RO. The
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Figure 1: The PGD-AT training process, testing process, and the adversarial PGD-10 testing process
on the training and testing datasets on CIFAR-10 and MNIST datasets.

results are presented in Table[I] Beyond adversarial testing with PGD-10, we incorporate AutoAt-
tack (AA) [34] for a rigorous robustness evaluation. AA integrates four attack strategies: APGD-CE
[34], APGD-DLR [34], FAB [35], and Square [36]], serving as a powerful adversarial attack baseline
widely used in AR evaluation [25} 33].

For SSMs trained with ST, almost all models exhibit no adversarial robustness, and the adversarial
test loss for all models shows a continuous increase during the training process, as depicted in Fig. [3]
in Appendix D] consistent with the conclusions drawn for convolutional networks [16]. However, it
is noteworthy that the RA of Mega and Mamba trained standardly are higher than the rest of the SSM
structures, especially on MNIST where this performance is particularly pronounced. This suggests
that the flexibility introduced by Attention [19] and data-dependent SSM structures also helps the
models to some extent in adapting to adversarial examples. Compared to the ST scenario, we are
more interested in understanding the AR improvement of AT for SSMs and the dynamic behavior of
SSMs during AT. To this end, we plot the training, testing, AT, and adversarial test loss and accuracy
changes of various SSM variants on both datasets for PGD-AT (Fig. [I) and TRADES (Fig. 2). In
conjunction with Table[T} we have the following observations:

1) AT remains an effective strategy for enhancing the AR of SSMs, yet different SSM structures
exhibit a clear trade-off between robustness and generalization. All models benefit from AT,
achieving higher RA with both PGD-AT and TRADES frameworks. Some intriguing phenomenons
occurs on the MNIST dataset, where models trained under the PGD-AT framework exhibit a marked
decrease in CA and almost no RA under AA. In contrast, TRADES does not lead to a significant re-
duction in CA and substantially improves robust accuracy under AA. This disparity is not observed
on CIFAR-10 and Tiny-Imagenet. The phenomenon can be elucidated by findings from [37]], which
indicate that MNIST’s limited semantic information may lead PGD-AT to fit to spurious rather than
causal features, resulting in overfitting to /., PGD attacks. On the other hand, TRADES explic-
itly constrains the KL divergence between clean and adversarial sample logits, ensuring that the
model learns causal features from clean data while adapting to adversarial distributions. Besides,
on the MNIST dataset, all model architectures fail to converge when trained with YOPO. This ad-
vanced adversarial training strategy relies on the parameters of the model’s input layer for auxiliary
calculations, making it difficult to simply extend and be effective on non-convolutional structures.
However, on the CIFAR-10 dataset, a noticeable decrease in CA is observed across all SSM struc-
tures after AT, particularly for S5, which experienced a 16.62% drop in CA under PGD-AT, with
other structures also showing approximately a 10% reduction in CA, a similar phenomenon is ob-
served on Tiny-ImageNet. This indicates a clear trade-off between robustness and generalization for
SSM structures.

2) The incorporation of Attention indeed yields a better trade-off between robustness and gen-
eralization, yet it also introduces a significant issue of RO. Compared to other SSM structures,
Mega exhibits the least CA degradation after AT, while compared to DSS, the model with the sec-
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Figure 2: The TRADES training process, testing process, and the adversarial PGD-10 testing process
on the training and testing datasets on CIFAR-10 and MNIST datasets.

ond least CA degradation, Mega achieves improvements of 4.21% and 2.68% in CA degradation
under PGD-AT and TRADES, respectively. Moreover, Mega attains the highest adversarial accu-
racy against PGD-10 and AA attacks post-AT (in the best sense). This indicates that the introduction
of Attention can indeed lead to a better robustness-generalization trade-off. However, from Fig. [I]
and E], it is observed that on CIFAR-10, both under PGD-AT and TRADES, Mega demonstrates a
continuous decrease in AT loss and an increase in AT accuracy, but the RA in adversarial testing
shows almost no growth trend in the middle and late stages of training, resulting in a difference of
over 40% (PGD-AT) and over 20% (TRADES) between AT and test accuracy at the end of train-
ing. Particularly for PGD-AT, after achieving the best RA of 40.53% at the 39th epoch, Mega’s RA
begins to gradually decline, eventually falling to 30.68%, showing a very evident RO issue. Addi-
tionally, Mamba also exhibits a clear RO issue during the TRADE training process, as depicted in
Fig. [2} resulting in a difference of over 20% between AT and test accuracy.

3) The pure SSM structure exhibits a significant disadvantage in AT, and the data-dependent
parametrization does not aid in the AT of SSMs. S4, DSS and Mamba, due to their SISO charac-
teristics, require the addition of linear layers after SSM calculation to aid in the interaction between
different feature elements. While S5 that expanded with MIMO capabilities can be equivalent to a
linear combination of multiple SISO SSMs, thus obviating the need for extra position-wise linear
layers [27]]. This makes the S5 block consist solely of a MIMO SSM. Nonetheless, on CIFAR-
10, S5 demonstrates a marked disadvantage in RA and a worse robustness-generalization trade-off
compared to other SSMs after training with both PGD-AT and TRADES (Tab. [I). Furthermore,
we also observe that, despite the inclusion of linear layers, Mamba still exhibits a reduction in CA
and RA compared to S4 and DSS, indicating that the extension of the data-dependent SSM does not
contribute to the model’s AT.

Based on the observations, we give an answer to the questions Q1 and Q2. SSMs alone seem to
struggle to perform well in AT, while SSMs integrated with linear layers or Attention demonstrate
a significant enhancement in AR compared to the pure SSM structure. However, SSMs with At-
tention, although showing the greatest gain in both robust and clean accuracy, exhibit a much more
pronounced RO issue compared to SSMs with only linear layers integrated.

Based on these findings, we consider the following: Does the inherent nature of SSMs limit their
benefit in AT? Is it the Attention mechanism itself causing overfitting to AT data? Can formal
analysis of Attention’s behavior in AT provide insights for finding ways to improve SSMs’ AR
while avoiding RO issues? We will delve deeper into these questions in the following section.

4 Component-wise Attribution: Theoretical and Experimental Analysis

In this section, we first theoretically investigate the stability boundaries of various SSMs under APs
to understand why SSMs alone do not benefit significantly from AT. This theoretical analysis aims
to uncover the reasons behind the limited effectiveness of AT on pure SSM structures. Next, we
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Figure 3: Changes in KL divergence and MSE before and after different components in various
SSM structures are presented. The change for each component is calculated as: after component -
before component. The data represents the change rate, calculated as: change / before component.
Blank sections indicate the absence of a corresponding component. Bars with diagonal hatching
represent results on the test set, while bars without hatching represent results on the training set.

experimentally validate each component integrated with SSMs to further elucidate their roles in
enhancing AT performance. Finally, we conduct a formal analysis of why incorporating attention
mechanisms aids in AT, aiming to provide insights for improving the robustness and performance of
SSMs during AT.

4.1 Theoretical Analysis of SSM Stability Under APs

We consider a generalized scenario where the SSM input is denoted as u = (u1,uz2,- -+ ,u L)T €
RE*1) and the input after AP is v/ = (u),ub,---,u))" € REXL Lete = v —u =
(e1,€9,---,e)" € REXL, and assume E[e] = p, E[e2] < M, for k = 1,2,..., L (such as-

sumptions are reasonable due to the perturbation budget constraints inherent to AP). Considering
the generalized SSM setup:
k—1
vk = Ci | [ AiBrws + - + C2A Boup—y + C1Biug.  (k=1,2,...,L).  (10)
i=1

The form in eq. (10) encompasses both the fixed-parameterized and the data-dependent sce-
nario, where when A; = A, B; = B,C; = C (i = 1,...), Equation (10) represents a fixed-
parameterized SISO SSM. It is reasonable to consider only the SISO case here, as after diagonal
reparameterization, each hidden dimension of the state transition equation in S5 can still be regarded
as an independent SISO system. Based on the above settings, we have the following theorem:

Theorem 4.1.1 Given the SSM formalized as in eq. (10), the output error before and after pertur-
bation, E, [||y’ - sz} , has the following upper and lower bounds:

L [j—-1 L [j—1
Y min - n 2 ymax - n
prer Y TT N | (©5B)) <E. [ly' — ;| <M Y | T]1Ne1| (©5B5)%  ab
j=1 Li=1 =1 Li=1
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Figure 4: Changes in KL divergence and MSE before and after different components in the S4 and
DSS with different AdS under PGD-AT and TRADES training on CIFAR-10. The change of the
component is calculated as: after component - before component. The data in the figure represents
the change rate which calculated as: change / before component. Bars with diagonal hatching
represent the results on the test set, while bars without hatching represent that on the training set.

where L denotes the length of the input sequence, 0 < c; < ¢y are constants, and 5\?“”‘ and 5\?‘“‘
are the eigenvalues of matrix A; with the maximum and minimum absolute values, respectively.

Theorem [@.1.1] indicates that the output error of SSMs in the presence of AP is strictly related
to the parameters of the SSMs. It should be noted that under the setting of fixed-parameterized

SSMs (S4, DSS, S5, and Mega), the output error E. [||y’ — y||§] has a fixed lower bound
prcy Z;‘:l { it |5\;“i“|} (C;Bj)?, which increases with the length of the sequence L.

This implies that even when fixed-parameterized SSMs aim to stabilize the output of adver-
sarial examples during AT by minimizing output error, they are constrained by a fixed lower
bound on the error. This constraint leads to inevitable error accumulation, making it challeng-
ing for pure SSM structures to effectively benefit from AT. While Mamba can avoid the issue of a
fixed error lower bound through adaptive SSM parameterization, it may also introduce more severe
negative impacts. Notice that during the ZOH discretization process, as At — 0, the eigenvalues
of AyAin By = (A — I)(At, Ay) "L Aty (uy)B tend towards 0. This results in an ill-conditioned
problem when computing the inverse operation (A;A)~!, causing || By|| — oo. Consequently, this
leads to max,, C(ug)By(ug)? < ||Cr(ur)|3]|Br(ur)||3 — oo in Mamba, potentially resulting
in an almost infinite error bound. In contrast, training stable fixed-parameterized SSMs ensures a
fixed upper bound on output error, thereby avoiding such error explosion issues.

4.2 Experimental Validation and Further Insights

To validate our theoretical analysis with quantitative metric and to deeply investigate the spe-
cific roles of components within various SSM structures during AT, we record the relative change



Table 2: Comparisons among the test accuracy (%) of S4 and DSS with different AdS modules and
different AT types on CIFAR-10 and MNIST test set. ‘Best’ and ‘Last’ mean the test performance
at the best and last epoch, respectively. ‘Diff’ denotes the accuracy gap between the ‘Best’ and
‘Last’, ‘- indicates that the results of AdS are not used. The best checkpoint is selected based on
the highest RA on the test set under PGD-10.

Dataset  Structure Training Type AdS Clean PGD-10 AA
Best Last Diff Best Last Diff Best Last Diff
- 5326 50.11 3.15 99.92 99.87 0.05 026 000 026
PGD-AT ReLU 7057 5539 1518 9976 99.63 0.3 028 0.00 0.28
Sigmoid 5326 50.55 271 99.88 99.82 0.06 0.06 0.00 0.06
anh 6831 5898 933 99.88 99.85 0.03 0.05 0.00 0.05
- 99.29 99.11 0.18 99.11 98.82 0.29 89.01 8&8.35 0.66
TRADES ReLU 9937 9933 004 9922 9921 001 9013 9005 008
Sigmoid  99.28 9927 0.0l 99.08 99.05 0.03 89.79 89.60 0.19
s4 anh 99.33  99.28 0.05 99.25 99.17 0.08 90.17 90.00 0.17
- 9923 9921 0.02 24.80 2437 044 0.04 0.0 0.04
FreeAT ReLU 9928 9923 (005 2576 2523 053 007 000 007
Sigmoid 99.17 99.15 0.02 2532 2518 0.16 0.04 0.0 0.04
anh 99.30 9921 0.09 2553 25.02 051 004 000 0.04
- 1135 11.35 000 1135 1135 0.00 1135 1135 0.00
YOPO ReLU 1135 11.35 000 1135 11.35 000 11.35 11.35 0.00
Sigmoid 11.35 11.35 0.00 1135 11.35 0.00 11.35 11.35 0.00
MNIST anh 1135 1135 0.00 1135 1135 0.00 11.35 11.35 0.00
- 59.87 3222 27.65 99.95 99.89 0.06 0.62 0.00 0.62
PGD-AT ReLU 58.82 49.00 9.82 99.86 99.80 0.06 0.09 0.00  0.09
Sigmoid 50.24 46.05 419 9997 9994 003 023 0.00 023
anh 5149 4240 9.09 9997 9995 0.02 043 0.00 043
= 99.21 99.16 0.05 9897 9875 0.22 8946 8820 1.26
TRADES ReLU 9930 9927 003 99.00 9899 00 8896 8880 0.16
Sigmoid 9933 9930 0.03 99.08 99.08 0.00 89.25 89.00 0.25
DSS anh 99.30 9927 0.03  99.00 98.95 0.05 90.34 90.25 0.09
- 9925 9923 002 1678 13.90 2.88 0.04 000 0.04
Free AT ReLU 9945 9943 0.02 21.78 19.80 198 0.06 0.00 0.06
Sigmoid 99.24 99.19 0.05 21.47 1933 214 0.07 0.00 0.07
anh 99.36 9932 0.04 21.67 1972 195 0.04 0.00 0.04
- 11.35 1135 0.00 1135 11.35 0.00 11.35 11.35 0.00
YOPO ReLU 1135 1135 000 1135 1135 000 1135 1135 000
Sigmoid 11.35 11.35 0.00 1135 11.35 000 11.35 11.35 0.00
anh 11.35 11.35 0.00 11.35 11.35 0.00 11.35 11.35 0.00
= 064.67 6447 020 36.19 35.66 0.53 30.90 30.60 0.30
PGD-AT ReLU 09.23 69.10 0.13 38.06 37.83 023 3283 31.85 098
Sigmoid 6897 68.79 0.18 37.67 37.47 020 3252 31.65 0.87
Tanh 7038 70.19 0.19 39.1 3842 071 33.64 3335 0.29
- 6391 6378 0.13 36.00 3542 058 3055 30.55 0.00
TRADES ReLU  68.05 6842 023 4022 39.67 0.55 3592 3535 057
Sigmoid 67.71 67.55 0.16 3890 3846 044 3469 3395 0.74
S4 anh 66.96 6649 047 38.11 3798 0.13 3396 3335 0.61
- 69.69 69.64 005 2091 19.63 128 1557 1529 0.28
FreeAT ReLU  70.56 70.47 0.09 21.64 2052 1.12 1634 16.15 0.19
Sigmoid  70.21 70.17  0.04 2139 2024 1.5 16.17 16.01 0.16
anh 7047 7038 0.09 2148 20.28 120 1625 16.12 0.13
= 6146 6134 0.12 30.64 30.11 053 2536 2494 042
YOPO ReLU 62.74 62.61 0.13 31.63 124 039 2664 2635 029
Sigmoid 62.61 6242 0.19 31.52 31.18 036 26.61 2627 0.34
CIFAR-10 anh 6271 6269 0.12 3158 31.25 0.33 26.57 2631 026
- 6492 6470 022 3731 37.07 024 31.65 31.60 0.05
PGD-AT ReLU 7044 70.12 0.32 40.68 39.88 0.80 2848 2820 028
Sigmoid 68.19 68.14 0.05 3831 38.08 0.23 33.71 3335 036
anh 69.52 6931 021 38.89 38.06 0.83 33.89 3370 0.19
- 65.08 6499 0.09 3744 36.99 045 3255 32.15 040
TRADES ReLU 6939 69.09 030 41.24 4104 020 3756 3650 1.006
Sigmoid  67.66 67.46 020 3994 39.72 022 3519 3515 0.04
DSS anh 69.22 6893 0.29 40.89 40.67 022 36.78 36.65 0.13
- 6746 67.34 0.12 2038 1875 1.63 1513 1498 0.15
FreeAT ReLU 6828 6808 020 2118 2037 081 1589 1568 021
Sigmoid  68.07 67.89 0.08 21.05 20.21 0.84 1578 1562 0.16
anh 68.30 68.07 023 21.13 2041 0.72 15.83 15.61 0.22
- 59.87 57.77 1.10 31.77 30.89 0.88 2636 2601 0.35
YOPO ReLU 60.33 5939 094 3253 3239 024 27.18 27.01 0.17
Sigmoid 60.24 59.40 0.84 32 3220 0.18 27.01 26.87 0.14
anh 60.31 5934 097 3247 3226 0.21 2723 27.05 0.18

in feature sequence differences d(f’, f)/||fll (%) on CIFAR-10 for each model post-AT, where
Ff',f € REX9 represent the feature sequences corresponding to adversarial and clean inputs,
respectively. We measure the differences using two metrics: the Mean Squared Error (MSE)
Z|lf" = £l13. to quantify the absolute discrepancy between f and f’, and the Kullback-Leibler
(KL) divergence [38] KL(S(f)||S(f’)), to evaluate the distributional divergence between f’ and
[, where S represents the Softmax operation over the sequence dimension, given by S(f)x, ;] =

exp(f)ir,51/ Z;TFZI exp(f)p,5- We average the statistical results from both the training and test sets,
analyzing the performance differences between them to attribute the issue of RO. For each compo-
nent, we calculate the average results across all layers. As shown in Fig. [3] there is an increase in
both MSE and KL divergence before and after the SSM in all models. Notably, Mamba exhibits an
over 40 times increase in KL and MSE on both the training and test sets after training with TRADES,
significantly higher than the changes observed in other fixed-parameterized SSMs. These findings
are consistent with our theoretical analysis, indicating that SSMs inherently struggle to reduce out-
put discrepancies through AT, while data-dependent SSMs may experience an explosion of output
errors during AT.



It is noteworthy that both the linear layers and the Attention mechanism exhibit a significant re-
duction in MSE and KL divergence, implying that they indeed serve to diminish the discrepancy
between feature sequences of clean and adversarial input during AT. This explains why SSMs inte-
grated with Attention and linear layers achieve higher CA and Robust RA in AT. Compared to linear
layers, Attention induces a more pronounced reduction in MSE and KL divergence. However, while
Attention after PGD-AT achieves more than a 90% decrease in MSE and KL divergence on the
training data, it only yields about a 60% reduction on the test set, which is significantly weaker than
the improvements observed on the training set. In contrast, other components do not exhibit such a
notable degradation in difference reduction on the test set, indicating that the RO issue essentially
stems from Attention itself, rather than other components. In fact, the incorporation of Attention
introduces excessive model complexity, which, according to the conclusions in previous work [39],
also limits the model’s RG. According to eq. (11), the introduction of Attention effectively allows
the model to adaptively scale the output error: E [[|A(y)y — A(y)y||3], where A denotes the Self-
Attention operation. This inspires us to consider: whether incorporating an Ads to the SSM’s output
sequence y with minimal added complexity could enable fixed-parameterized SSMs to approach the
AT performance of Attention while avoiding the introduction of RO?

To answer this question, we introduced an AdS module after the SSM of S4 and DSS, to adaptively
scale the SSM output y: yx = (L1 (yx)) ® yx + o(L2(yx)), where L and L, are learnable linear
mappings, Lo (yy ) is used to assist in adaptive scaling to adjust the output bias, and o is an activation
function, which includes ReLU, Tanh, or Sigmoid. We conduct AT on SSMs with AdS integrated
with different activations on CIFAR-10 and MNIST using PGD-AT and TRADES, and record the
best and final CA and RA. As shown in the results in Table 2] regardless of the type of activation
integrated, S4 and DSS with AdS showed more than a 3% improvement in CA and over a 2%
improvement in RA. In particular, the AdS with ReL.U as activation brought a 4.1% improvement
in CA and a 3.97% improvement in RA for DSS when trained with TRADES, nearly matching
Mega’s performance in terms of CA and RA under PGD-10 and AA, without exhibiting RO issues
observed in Mega with PGD-AT. The experimental results on Tiny-ImageNet (Tab. [6) also support
the same conclusion. To further confirm that AdS can indeed help reduce SSM output discrepancies,
similar to the effect of Attention, we also quantify the differences in the intermediate layer feature
sequences for each component of S4 and DSS after integrating AdS, as shown in Fig. @ The
feature sequence differences before and after AdS, in terms of both KL divergence and MSE, shows
a decrease, indicating that the introduction of AdS does help in reducing the disparity between clean
and adversarial feature sequences. This provides an affirmative answer to our question, suggesting
that the primary advantage of Attention in enhancing SSM’s performance in AT is due to its adaptive
sequence scaling. Incorporating a low-complexity adaptive scaling module can improve the SSM
model’s CA and RA in AT while preventing RO issues.

5 Conclusion

In this study, we evaluate the performance of various SSMs structures in AT and investigate which
components positively assist SSMs in this context. Our findings reveal the robustness-generalization
trade-off inherent in SSMs during AT. Although the integration of Attention improves both the CA
and RA of SSMs, it also increases model complexity, leading to RO issues. Through experimental
and theoretical analyses, we demonstrate that pure SSM structures hardly benefit from AT, whereas
Attention facilitates further reduction of output error through sequence scaling. Inspired by this, we
show that introducing a simple and effective AdS module to SSMs effectively enhances their AT
performance and prevents RO. This provides valuable guidance and insights for the future design of
more robust SSM structures.

6 Acknowledgement

This work is supported by the National Science and Technology Major Project (2023ZD0121403).
We extend our gratitude to the anonymous reviewers for their insightful feedback, which has greatly
contributed to the improvement of this paper.

10



References

[1] Syama Sundar Rangapuram, Matthias W. Seeger, Jan Gasthaus, Lorenzo Stella, Yuyang Wang,
and Tim Januschowski. Deep state space models for time series forecasting. In NeurIPS, 2018.

[2] Albert Gu, Tri Dao, Stefano Ermon, Atri Rudra, and Christopher Ré. Hippo: Recurrent mem-
ory with optimal polynomial projections. In NeurIPS, 2020.

[3] Albert Gu, Karan Goel, and Christopher Ré. Efficiently modeling long sequences with struc-
tured state spaces. In /CLR, 2022.

[4] Biging Qi, Junqgi Gao, Kaiyan Zhang, Dong Li, Jianxing Liu, Ligang Wu, and Bowen Zhou.
Smr: State memory replay for long sequence modeling, 2024.

[5] Albert Gu, Isys Johnson, Karan Goel, Khaled Saab, Tri Dao, Atri Rudra, and Christopher
Ré. Combining recurrent, convolutional, and continuous-time models with linear state space
layers. In NeurlIPS, 2021.

[6] Harsh Mehta, Ankit Gupta, Ashok Cutkosky, and Behnam Neyshabur. Long range language
modeling via gated state spaces. In ICLR, 2023.

[7] Karan Goel, Albert Gu, Chris Donahue, and Christopher Ré. It’s raw! audio generation with
state-space models. In ICML, 2022.

[8] Eric Nguyen, Karan Goel, Albert Gu, Gordon W. Downs, Preey Shah, Tri Dao, Stephen A.
Baccus, and Christopher Ré. S4ND: modeling images and videos as multidimensional signals
using state spaces. CoRR, abs/2210.06583, 2022.

[9] Christian Szegedy, Wojciech Zaremba, Ilya Sutskever, Joan Bruna, Dumitru Erhan, Ian J.
Goodfellow, and Rob Fergus. Intriguing properties of neural networks. In ICLR, 2014.

[10] Ian J. Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adver-
sarial examples. In ICLR, 2015.

[11] Jungi Gao, Biqing Qi, Yao Li, Zhichang Guo, Dong Li, Yuming Xing, and Dazhi Zhang.
Perturbation towards easy samples improves targeted adversarial transferability. In NeurIPS
2023,2023.

[12] Biging Qi, Junqgi Gao, Jianxing Liu, Ligang Wu, and Bowen Zhou. Enhancing adversarial
transferability via information bottleneck constraints. IEEE Signal Process. Lett., 31:1414—
1418, 2024.

[13] Biging Qi, Junqgi Gao, Yiang Luo, Jianxing Liu, Ligang Wu, and Bowen Zhou. Investigating
deep watermark security: An adversarial transferability perspective. CoRR, abs/2402.16397,
2024.

[14] Chengbin Du, Yanxi Li, and Chang Xu. Understanding robustness of visual state space models
for image classification. CoRR, abs/2403.10935, 2024.

[15] Alexey Kurakin, Ian Goodfellow, and Samy Bengio. Adversarial machine learning at scale.
arXiv preprint arXiv:1611.01236, 2016.

[16] Aleksander Madry, Aleksandar Makelov, Ludwig Schmidt, Dimitris Tsipras, and Adrian
Vladu. Towards deep learning models resistant to adversarial attacks. In /CLR, 2018.

[17] Takeru Miyato, Andrew M. Dai, and Ian J. Goodfellow. Adversarial training methods for
semi-supervised text classification. In /CLR, 2017.

[18] Biging Qi, Bowen Zhou, Weinan Zhang, Jianxing Liu, and Ligang Wu. Improving robustness
of intent detection under adversarial attacks: A geometric constraint perspective. IEEE Trans.
Neural Networks Learn. Syst., 35(5):6133-6144, 2024.

[19] Xuezhe Ma, Chunting Zhou, Xiang Kong, Junxian He, Liangke Gui, Graham Neubig, Jonathan
May, and Luke Zettlemoyer. Mega: Moving average equipped gated attention. In /CLR, 2023.

11



[20] Albert Gu and Tri Dao. Mamba: Linear-time sequence modeling with selective state spaces.
CoRR, abs/2312.00752, 2023.

[21] Hongyang Zhang, Yaodong Yu, Jiantao Jiao, Eric P. Xing, Laurent El Ghaoui, and Michael I.
Jordan. Theoretically principled trade-off between robustness and accuracy. In /ICML, 2019.

[22] Dimitris Tsipras, Shibani Santurkar, Logan Engstrom, Alexander Turner, and Aleksander
Madry. Robustness may be at odds with accuracy. In ICLR, 2019.

[23] Rafael Pinot, Laurent Meunier, Alexandre Araujo, Hisashi Kashima, Florian Yger, Cédric
Gouy-Pailler, and Jamal Atif. Theoretical evidence for adversarial robustness through ran-
domization. In NeurIPS, 2019.

[24] Leslie Rice, Eric Wong, and J. Zico Kolter. Overfitting in adversarially robust deep learning.
In ICML, 2020.

[25] Yinpeng Dong, Ke Xu, Xiao Yang, Tianyu Pang, Zhijie Deng, Hang Su, and Jun Zhu. Explor-
ing memorization in adversarial training. In ICLR, 2022.

[26] Albert Gu, Karan Goel, Ankit Gupta, and Christopher Ré. On the parameterization and initial-
ization of diagonal state space models. In NeurIPS, 2022.

[27] Jimmy T. H. Smith, Andrew Warrington, and Scott W. Linderman. Simplified state space
layers for sequence modeling. In ICLR, 2023.

[28] Ankit Gupta, Albert Gu, and Jonathan Berant. Diagonal state spaces are as effective as struc-
tured state spaces. In NeurIPS, 2022.

[29] Arnold Tustin. A method of analysing the behaviour of linear systems in terms of time series.
1947.

[30] Ali Shafahi, Mahyar Najibi, Amin Ghiasi, Zheng Xu, John P. Dickerson, Christoph Studer,
Larry S. Davis, Gavin Taylor, and Tom Goldstein. Adversarial training for free! In Advances
in Neural Information Processing Systems, pages 3353-3364, 2019.

[31] Dinghuai Zhang, Tianyuan Zhang, Yiping Lu, Zhanxing Zhu, and Bin Dong. You only prop-
agate once: Accelerating adversarial training via maximal principle. In Advances in Neural
Information Processing Systems, pages 227-238, 2019.

[32] Ludwig Schmidt, Shibani Santurkar, Dimitris Tsipras, Kunal Talwar, and Aleksander Madry.
Adbversarially robust generalization requires more data. In NeurIPS, 2018.

[33] Zekai Wang, Tianyu Pang, Chao Du, Min Lin, Weiwei Liu, and Shuicheng Yan. Better diffu-
sion models further improve adversarial training. In /ICML, 2023.

[34] Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an
ensemble of diverse parameter-free attacks. In ICML, 2020.

[35] Francesco Croce and Matthias Hein. Minimally distorted adversarial examples with a fast
adaptive boundary attack. In ICML, 2020.

[36] Maksym Andriushchenko, Francesco Croce, Nicolas Flammarion, and Matthias Hein. Square
attack: A query-efficient black-box adversarial attack via random search. In ECCV, 2020.

[37] Lukas Schott, Jonas Rauber, Matthias Bethge, and Wieland Brendel. Towards the first adver-
sarially robust neural network model on MNIST. In ICLR, 2019.

[38] S. Kullback and R. A. Leibler. On information and sufficiency. The Annals of Mathematical
Statistics, (1):79-86, 1951.

[39] Zhuozhuo Tu, Jingwei Zhang, and Dacheng Tao. Theoretical analysis of adversarial learning:
A minimax approach. In NeurIPS, 2019.

[40] Alexey Kurakin, Ian J Goodfellow, and Samy Bengio. Adversarial examples in the physical
world. In Artificial intelligence safety and security. 2018.

12



[41] Anish Athalye, Logan Engstrom, Andrew Ilyas, and Kevin Kwok. Synthesizing robust adver-
sarial examples. In ICML, 2018.

[42] Chengzhi Mao, Ziyuan Zhong, Junfeng Yang, Carl Vondrick, and Baishakhi Ray. Metric
learning for adversarial robustness. In NeurIPS, 2019.

[43] Tianyu Pang, Kun Xu, Yinpeng Dong, Chao Du, Ning Chen, and Jun Zhu. Rethinking softmax
cross-entropy loss for adversarial robustness. arXiv preprint arXiv:1905.10626, 2019.

[44] Zekai Wang and Weiwei Liu. Robustness verification for contrastive learning. In /ICML, 2022.

[45] Muzammal Naseer, Salman Khan, Munawar Hayat, Fahad Shahbaz Khan, and Fatih Porikli.
A self-supervised approach for adversarial robustness. In CVPR, 2020.

[46] Tianyu Pang, Kun Xu, Chao Du, Ning Chen, and Jun Zhu. Improving adversarial robustness
via promoting ensemble diversity. In ICML, 2019.

[47] Florian Tramer, Alexey Kurakin, Nicolas Papernot, lan Goodfellow, Dan Boneh, and
Patrick McDaniel. Ensemble adversarial training: Attacks and defenses. arXiv preprint
arXiv:1705.07204, 2017.

[48] Maksym Andriushchenko and Nicolas Flammarion. Understanding and improving fast adver-
sarial training. In NeurIPS, 2020.

[49] Bai Li, Shiqi Wang, Suman Jana, and Lawrence Carin. Towards understanding fast adversarial
training. arXiv preprint arXiv:2006.03089, 2020.

[50] Lianghui Zhu, Bencheng Liao, Qian Zhang, Xinlong Wang, Wenyu Liu, and Xinggang Wang.
Vision mamba: Efficient visual representation learning with bidirectional state space model.
arXiv preprint arXiv:2401.09417, 2024.

[51] Yue Liu, Yunjie Tian, Yuzhong Zhao, Hongtian Yu, Lingxi Xie, Yaowei Wang, Qixiang Ye,
and Yunfan Liu. Vmamba: Visual state space model. arXiv preprint arXiv:2401.10166, 2024.

[52] Shida Wang and Beichen Xue. State-space models with layer-wise nonlinearity are universal
approximators with exponential decaying memory. In NeurIPS, 2024.

[53] Liliang Ren, Yang Liu, Shuohang Wang, Yichong Xu, Chenguang Zhu, and Cheng Xiang Zhai.
Sparse modular activation for efficient sequence modeling. In NeurIPS, 2023.

[54] Kaizhao Liang, Jacky Y Zhang, Boxin Wang, Zhuolin Yang, Sanmi Koyejo, and Bo Li. Un-
covering the connections between adversarial transferability and knowledge transferability. In
ICML, 2021.

13



A Mathematical Derivations

A.1 The Proof of Theorem 4.1.1]

Denote
C1B; 0 0
CyA B, C B, 0
H 2 . . . ,
Cu |15 A B Cooi [ 4| By -+ GiBy

then we have y = (y1,¥2, -+ ,yr) = Hu, y' = (y1, 95, ,yy) = H(u +¢)

(1) First, we explain how the lower bound is derived

E|W -y (v -y)| =E[(He) (He)

]
> By -yl [ElW -yl (Cauchy Schiwarz) (15

= (pH1)" (uH1)

=pu21THTH1,
where 1 = (1,1,---,1)T. Denote H % [hy, ho,---,hr], where hy,hy,--- hp are
column vectors of H, ie. hy = (ClBl,CgAlBg,--~ ,C’iL{HZL:_ll I} E) Jhy =

(O,ClBl, -, Cp_y [HZL:_IQXZ} BL_1> ,ooo Ly hp = (0,0, e ,ClBl), then the inequality
can be written as :

-
E [(y’ ~y) (¥ - y)} > O k)" (> ki)
i=1 i=1
- [ T [
ClBl ClBl
CQAlBQ + ClBl CQAlBQ + ClBl
L -1 - L = -1 -
Z]:l C; |:Hz 1 AZ} J Zj:l C; {H 1 AZ} B;
Cl Bl T ClBl
CzAlBQ CZAlBQ
=’ | E E
Cr [ A B C [l 4 Be
= u’h ETEh,
(13)

1

1 1

1 1 1
where E=11 1 1 1 is a lower triangular matrix with all elements being 1.

1111 - 1
Therefore, ET E is a real symmetric positive definite matrix and is full rank, then there exists an
orthogonal matrix @ and a diagonal matrix A = diag(\1, A2, -+, Ar), where \; are eigenvalues

of ETE, and )\; must satisfy \; > 0, denote Apax = max{A;, Ao,..., A} = c2 and Ay =



min{A, Ag, ..

., AL} = ¢1, we have,

E [(y’ —y) (y - y)] > 1*h{ ETEhy
— 12T QT AQh,
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Table 3: Specific architecture of models with different SSM structures on each dataset.

Structure CIFAR-10 MNIST
Input SSM Layer x 4 Output Input SSM Layer x 2 Output
Linear(3,128) oA . Linear(1,128) o] .
S4 LayerNorm(128) Lmea(r}(BILZIE},lZS) Linear(128,10) LayerNorm(128) Lmea(r}(elLZIE},lZS) Linear(128,10)
LayerNorm(128) LayerNorm(128)
D%S EISJM DSGS EISIM
Linear(3,128) . © . Linear(1,128) . e .
DSS LayerNorm(128) L1nea(r}($]3§,128) Linear(128,10) LayerNorm(128) Lmea(r}(CILZIE},IZS) Linear(128,10)
LayerNorm(128) LayerNorm(128)
Linear(3,128) S5 SSM . Linear(1,128) S5 SSM .
S5 LayerNorm(128) LayerNorm(128) Linear(128,10) LayerNorm(128) LayerNorm(128) Linear(128,10)
EMA EMA
Attention Attention
Softmax Softmax

Linear(3,128) LayerNorm(128) . Linear(1,128) LayerNorm(128) .
Mega  LayerNorm(128) Linear(128, 256) Linear(128,10) 1 ayerNorm(128) Linear(128, 32) Linear(128,10)
1

iLU
Linear(256, 128) Linear(32, 128)
LayerNorm(128) LayerNorm(128)
Mamba SSM Mamba SSM

o Linear(3,128) g S Linear(1,128) : Lo
Mamba Linear(256,128)  Linear(128,10) Linear(256,128)  Linear(128,10)
LayerNorm(128) LayerNorm(128) LayerNorm(128) LayerNorm(128)

Table 4: Model and Training parameters on MNIST, CIFAR-10 and Tiny-Imagenet datasets.

Parameters MNIST CIFAR-10 Tiny-Imagenet
Input Dim 1 3 3
SSM Layers 2 4 4
Model Model Dim 128 128 128
ode State Dim 32 64 64
Output Dim 10 10 50
Reduction Before Head Mean Mean Mean
Optimizer AdamW  AdamW AdamW
Batch Size 256 128 64
Learning Rate 0.001 0.001 0.001
Trainin Scheduler cosine cosine cosine
& Weight Decay 0.0002 0.0002 0.0002
Epoch 100 180 180
€]l oo 0.3 0.031 0.031
a 0.04 0.007 0.007
3 in TRADES 1 6 6

B Related Works

B.1 Robust Attacks and Defenses

The existence of adversarial examples [9, [10] has revealed the vulnerability of deep neural net-
works, where even imperceptible perturbations added to clean samples can deceive these networks.
Such adversarial examples can be crafted by malicious adversaries in the real world [40} l41]], thus
necessitating models to possess sufficient adversarial robustness to effectively counter adversarial
attacks.

To enhance the adversarial robustness of models against adversarial attacks, numerous adversarial
defense methods have been proposed. Currently, the most widely used and effective defense method
is AT [15} [16]. AT employs samples perturbed by adversarial attacks as training data, enabling
the model to adapt to the distribution of adversarial examples and thus gain adversarial robust-
ness [15} 116} 21]]. Additionally, various other learning frameworks have been integrated into AT to
improve its effectiveness, such as metric learning [42] 43|, self-supervised learning [44} 45]], and
ensemble learning [46) 147]]. However, AT still has two main limitations: 1) the inherent robustness-
generalization trade-off in deep models [21]], which leads to a decrease in the model’s clean accuracy
after AT; 2) RO [48. 49], where the model overfits to the adversarial examples in the training set.

B.2 SSM Models

Due to SSMs’ excellent long-sequence modeling capabilities and efficient linear computational com-
plexity, these models have garnered widespread attention and achieved great success in various fields
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Figure 5: The ST training process, testing process, and the adversarial PGD-10 testing process on
the testing datasets on CIFAR-10 and MNIST datasets.

Table 5: Comparisons among the test accuracy (%) of different SSM structures with different Train-
ing types on Tiny-Imagenet test set. ‘Best’ and ‘Last’ mean the test performance on the best and last
checkpoint, respectively. ‘Diff’ denotes the accuracy gap between the ‘Best’ and ‘Last’. The best
checkpoint is selected based on the highest RA on the test set under PGD-10.

Dataset Structure Training Type Clean PGD-10 AA
Best Last Diff Best Last Diff Best Last Diff
ST 21.00 20.88 0.12 0.00 0.00 0.00 0.00 0.00 0.00
S4 PGD-AT 1232 1188 044 4.68 460 008 336 320 0.16
TRADES 1792 1744 048 348 324 024 3.00 288 0.12
ST 2320 23.00 020 040 0.00 040 0.00 0.00 0.00
DSS PGD-AT 11.68 1120 048 476 456 020 320 3.12 0.08
TRADES 1724 1696 028 328 3.08 020 2.64 240 024
Tiny-I " ST 18.64 18.60 0.04 0.04 0.00 0.04 0.00 0.00 0.00
Iny-Imagene S5 PGD-AT 1220 11.68 052 448 400 048 328 3.12 0.16
TRADES 1472 1396 076 256 220 036 212 192 020
ST 36.84 36.80 0.04 0.00 1.60 0.00 0.00 0.00
Mega PGD-AT 28.08 2396 4.12 1132 276 856 5.88 1.08 4.80
TRADES 3212 30.00 2.12 1044 848 196 524 488 0.36
ST 29.12 28.68 044 0.08 0.00 000 0.00 0.00 0.00
Mamba PGD-AT 27.52 2736 0.16 648 4.04 244 408 192 216
TRADES 2928 28.64 0.64 500 436 064 2.80 236 044

such as computer vision [50} 51]] and natural language processing [20]. [1] was the first to integrate
state-space models from modern control theory with deep learning, initiating extensive research on
SSMs within the deep learning community. Early research on SSMs was limited by issues such
as the computational complexity of training and the exponential decay of memory [52], which re-
stricted their application. S4 [3]] optimized the parameterization scheme of SSMs to reduce the com-
putational requirements for training, while S5 [27] further extended S4’s SISO system to a MIMO
system. Mamba [20] introduced a selective scanning mechanism to more flexibly adapt to the input,
significantly enhancing the performance of SSM models. Additionally, a series of works aimed to
integrate SSM models with attention mechanisms [6, 53| [19] to mitigate the flexibility limitations
imposed by the inherent fixed structure bias of SSMs.

B.3 Adversrial Robustness of SSM Models

Despite the widespread attention on the superior performance of SSMs, the adversarial robustness of
such models has not been thoroughly investigated. This is an urgent issue that needs to be explored
before SSMs can be widely applied. To the best of our knowledge, [54] is the only work that has
investigated the adversarial robustness of SSMs. This study shows that VMamba is more susceptible
to adversarial attacks compared to convolutional networks on 2D image data, indicating that the
robustness of SSMs requires more attention. However, this work only studied VMamba in the visual



Table 6: Comparisons among the test accuracy (%) of S4 and DSS with different AdS modules and
different AT types on Tiny-Imagenet test set. ‘Best’ and ‘Last’ mean the test performance at the
best and last epoch, respectively. ‘Diff” denotes the accuracy gap between the ‘Best’ and ‘Last’, ‘-’
indicates that the results of AdSS are not used. The best checkpoint is selected based on the highest
RA on the test set under PGD-10.

Dataset Structure Training Type AdS Clean PGD-10 AA

Best Last Diff Best Last Diff Best Last Diff
- 1232 11.88 044 4.68 460 0.08 336 320 0.16
PGD-AT ReLU 1264 1236 028 5.02 492 0.12 356 344 0.12
Sigmoid 1247 12.12 035 4.89 482 0.07 343 334 0.09
anh 12.58 1233 025 495 485 0.10 352 343 0.09
- 1792 1744 048 348 324 024 300 288 0.12
TRADES ReLU 1864 1848 016 408 376 032 332 316 0l
Sigmoid 1845 1832 0.13 3.76 3.62 0.14 320 3.12 0.08
S4 anh 18.60 1848 0.12 396 374 022 333 3.15 0.16
= 23.64 2340 024 284 248 036 104 076 028
FreeAT ReLU 2416 2396 020 368 364 004 196 188 008
Sigmoid 2397 2380 0.17 3.58 352 008 186 1.74 0.12
anh 24.08 2392 0.16 364 358 006 195 190 0.05
= 18.68 16.08 2.60 5.12 488 024 3.04 292 0.10
YOPO ReLU 19.60 1844 1.16 572 552 020 3.64 348 0.16
Sigmoid 19.41 1857 0.84 5.62 547 0.15 355 339 0.16
Tiny-I . anh 19.62 1849 1.13 569 557 0.12 368 351 0.17
my - 1168 1120 048 476 456 020 320 3.12 008
PGD-AT ReLU 1204 11.88 0.16 508 492 0.16 384 368 0.16
Sigmoid 11.87 11.65 0.12 496 481 0.15 375 3.60 0.15
anh 12,13 1195 018 5.1 496 0.5 3.92 373 0.9
= 1724 1696 0.28 3.28 3.08 020 264 240 0.24
TRADES ReLU 1756 1744 012 336 344 012 292 272 020

12Mol . . . . . . . . .
S d 1733 17.19 0.14 345 338 007 272 257 0.15
DSS Tanh 1749 1728 021 3.53 345 008 294 275 0.9
= 2432 2396 036 2.80 2.60 0.20 96 0.88 0.08
FreeAT ReLU 2548 2532 016 340 324 016 1.6 096 020

12mol . . . . . . . .
N d 2531 2515 0.16 328 3.13 0.15 1.12 091 021
anh 2543 2529 0.14 336 321 0.5 1.13 092 0.21
= 1876 17.44 132 528 508 020 320 3.04 0.16
YOPO ReLU 19.76 1892 0.84 592 580 0.12 340 320 0.20

12mol g . . B . . .
S d 1948 1878 0.70 572 5.66 006 332 315 0.17
anh 19.70 18.87 0.83 585 577 0.08 339 3.18 0.21

domain and did not evaluate the sequence modeling robustness of SSMs. Additionally, it lacks a
comprehensive evaluation of various SSM structures, and our understanding of the commonalities
and characteristics of different SSM structures is still insufficient. More importantly, this study did
not provide methods to improve the robustness of SSMs.

C Experimental Details

The specific structures of different SSM architectures on each datasets are shown in Table |3} And
the training parameters and details used for each dataset are shown in Table[d All experiments were
implemented on multiple NVIDIA RTX A6000 GPUs.

D Additional Results

In this section, we report additional experimental results, including the ST training process, testing
process, and the PGD-10 attack test results on the test datasets of CIFAR-10 and MNIST (Fig.
[3), the CA and RA of five SSM structures on Tiny-ImageNet under different adversarial training
frameworks (Tab. [3), and the related comparison of results with and without the AdSS mechanism

(Tab. [6).

E Limitations

While this paper offers a componential analysis and exploration of SSM performance in AT, with the
goal of informing the design of more robust SSM structures, there are several limitations to our study.
Due to space constraints, our explorations have been limited to fundamental visual classification
tasks. Future research will need to extend this analysis to a wider array of modalities and downstream
tasks to fully understand and enhance the robustness of SSMs in diverse applications.
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bution of the paper involves human subjects, then as much detail as possible should
be included in the main paper.

* According to the NeurIPS Code of Ethics, workers involved in data collection, cura-
tion, or other labor should be paid at least the minimum wage in the country of the
data collector.

Institutional Review Board (IRB) Approvals or Equivalent for Research with Human
Subjects

Question: Does the paper describe potential risks incurred by study participants, whether
such risks were disclosed to the subjects, and whether Institutional Review Board (IRB)
approvals (or an equivalent approval/review based on the requirements of your country or
institution) were obtained?

Answer: [NA]
Justification: The paper does not involve crowdsourcing nor research with human subjects.
Guidelines:

* The answer NA means that the paper does not involve crowdsourcing nor research
with human subjects.

* Depending on the country in which research is conducted, IRB approval (or equiva-
lent) may be required for any human subjects research. If you obtained IRB approval,
you should clearly state this in the paper.
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* We recognize that the procedures for this may vary significantly between institutions

and locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the
guidelines for their institution.

* For initial submissions, do not include any information that would break anonymity
(if applicable), such as the institution conducting the review.
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