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Abstract—Insider threat detection is essential for protecting
organizations from malicious or negligent insiders. This paper
proposes a knowledge-enhanced self-contrastive learning frame-
work for insider threat detection in multi-source user behavior
graph scenarios. In the user behavior graph representation phase,
a multi-head attention mechanism with relational encoding is
used to explore user adjacency relations, with node connectivity
guiding subgraph sampling. In the knowledge enhancement
phase, self-contrastive learning aligns subgraph embeddings with
behavior descriptions generated by a prompt template, enriching
user behavior features. Finally, the dual-stage detection scheme
filters anomalous users using a variational autoencoder and
categorizes them through multi-class classification. Experimental
results on the CERT insider threat dataset show that our scheme
achieves 97.2% accuracy and an F1 score of 0.72, significantly
outperforming existing schemes.

Index Terms—Self-Contrastive Learning, Anomaly Detection,
Insider Threat Detection, Knowledge-Enhanced

I. INTRODUCTION

The insider threat, which is posed by individuals within
an organization who have authorized access to its systems,
data, or infrastructure, and who intentionally or unintentionally
misuse this access to compromise information systems [1], has
resulted in significant and catastrophic consequences. Accord-
ing to a cybersecurity report 1, 83% of organizations reported
experiencing insider threats in 2024, a significant increase
from 60% in 2023. The report emphasizes the critical role
of anomaly detection in identifying and mitigating potential
insider threats.

Currently, insider threat detection approaches can be
roughly classified into two categories: Machine Learning (ML)
[2]–[5] and Deep Learning (DL) [6]–[9]. ML has shown ef-
fectiveness in identifying anomalous patterns in user behavior.
For example, Le et al. [3] aggregate user behaviors to extract
serialized feature vectors and employ ML algorithms such as
XGBoost for anomalous user detection. However, the effec-
tiveness of this approach is highly dependent on the validity
of feature extraction templates, and shallow ML models cannot
efficiently leverage the high-dimensional, complex, hetero-
geneous, and dynamic nature of behavioral data [10]. DL
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1https://gurucul.com/2024-insider-threat-report/

schemes can learn higher-dimensional semantic representa-
tions from raw data. For instance, Villarreal-Vasquez et al. [9]
utilize an LSTM model to identify high-dimensional features
of insider threat events and analyze long-term dependencies
to detect insider attacks. One of the prerequisites for DL
to work effectively in anomaly detection is that DL models,
consisting of millions of parameters, require large amounts
of labeled data for effective training [10]. However, in the
anomaly detection field, labeled data are scarce or even absent.

The challenges faced in insider threat detection can be
summarized as follows.

• Heterogeneous Data Representation: To detect insider
threat, heterogeneous data from various sources (e.g.
device logs, web activities, file access records, emails, and
employee information) have to be used. The diversity in
data formats complicates their uniform representation and
integration. Furthermore, complex interactions often fail
to capture the full correlations and dependencies. Thus,
the challenge lies in effectively representing user data and
efficiently extracting features from extensive behavioral
data to refine correlations and interactions.

• Data Imbalance: In practice, anomalous samples in
insider threat scenarios are usually very sparse, leading
to a highly imbalanced dataset. This imbalance makes
it particularly difficult to learn effectively from the data,
as classifiers often prioritize the majority class (normal
users), leading to poor generalization for the minority
class (anomalous users). As a result, the subtle but
crucial patterns indicative of malicious behavior may
go undetected, as they are often overshadowed by the
overwhelming number of normal samples.

• Coarse-grained label: Existing datasets typically gen-
eralize labels for user categories, lacking detailed de-
scriptions of the fine-grained features of user behavior.
This labeling deficiency limits the model’s ability to learn
the intrinsic relations between users, which further com-
plicates insider threat detection. Therefore, effectively
learning and extracting useful features from datasets with
coarse-grained labels presents a significant challenge in
insider threat detection.

Our main contributions are as follows.

• We propose an effective framework for detecting insider
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threat users. In our framework, heterogeneous behavioral
data are modeled as a user behavior graph. To construct
the behavior subgraph, we first design involves a self-
supervised subgraph sampling and encoding scheme to
capture the dependencies between users and behaviors.
Then, a Large Language Model (LLM) is used to extract
descriptive information about user behaviors, and user
behaviors are integrated into the user subgraph embed-
dings to enrich the behavioral features. Finally, a dual-
stage detection scheme is designed: in the first stage, a
variational autoencoder (VAE) is used to identify normal
behavior patterns. In the second stage, a multi-class
classifier is proposed to detect anomalous users that are
selected in the first stage.

• To efficiently represent heterogeneous behavioral data
in a graph format, we employ a multi-head attention
mechanism with fusion relation encoding to explore user
adjacency relations. The node link count is used as a self-
supervised signal to guide subgraph sampling. To address
the issue of poor classification performance due to user
sample imbalance and coarse-grained labels, we enhance
user behavior knowledge using an LLM and adopt self-
contrastive learning to incorporate behavioral descriptions
into subgraph embeddings. This approach helps the VAE
define the boundary of normal user behaviors and im-
proves the accuracy of the classification model.

• Experimental results on the CERT insider threat dataset
demonstrate that our approach achieves an accuracy of
97.2% and an F1 score of 0.72 in multi-class anomalous
user detection. Comparative experiments show that our
scheme outperforms existing approaches.

II. RELATED WORK

Existing anomaly detection schemes for insider threats
can be roughly divided into three categories: the baseline-
based schemes, the classification-based schemes, and the graph
neural network-based schemes.

In the first category, the pre-defined baselines, which are
used to define normal behavior patterns, are constructed based
on predefined criteria. Anomalies are detected by evaluating
deviations that significantly differ from this normal pattern.
Along this line, Gavai et al. [11] used supervised schemes,
using expert-developed classifiers, with unsupervised schemes
such as Isolation Forests for detecting insider threats in net-
work logs. Tuor et al. [12] employed RNN and DNN schemes
for anomaly detection. Lu and Wong [13] proposed a deep
neural network scheme utilizing Long Short-Term Memory
(LSTM) that models system logs as structured sequences to
capture normal usage patterns and distinguish malicious activi-
ties. Although these schemes have made significant progress in
detecting anomalous activities, they cannot effectively identify
user behavior patterns with multiple interactions.

In the classification-based schemes, supervised learning,
in which models train on prelabeled datasets, is designed
to distinguish normal and anomalous behavior. These mod-
els can learn decision boundaries from statistical patterns,

enabling them to classify user activities and detect poten-
tial threats or irregularities. Along this line, Le and Zincir-
Heywood [14] applied unsupervised machine learning schemes
for insider threat detection. Al-Shehari et al. [15] integrate
Convolutional Neural Networks (CNN) with oversampling
techniques, including Synthetic Minority Oversampling Tech-
nique (SMOTE), Borderline-SMOTE and Adaptive Synthetic
Sampling (ADASYN), to enhance classification performance
on imbalanced datasets. Nedelkoski et al. [16] adopted a hy-
persphere classification objective and designed a self-attention
encoder network for logarithmic anomaly detection. Despite
the application of classification-based schemes in anomaly
detection, they still face challenges such as a lack of data
features, data imbalance, the scarcity of malicious activities,
and adaptive attacks.

Recently, Graph Neural Networks (GNNs) have been ap-
plied to anomaly detection tasks. By constructing a graph
representing relations between user behaviors, these schemes
map non-Euclidean (irregular spatial structure) data onto graph
domains, capturing the associations between users and re-
sources, interaction patterns in access activities, and struc-
tural dependencies in networked systems. For example, Graph
Convolutional Networks (GCN) [17] effectively capture local
information by aggregating weighted node features with those
of their neighbors, achieving strong performance in node
classification tasks. Graph Transformer Networks (GTN) [18]
dynamically adjust graph structures by learning meta-paths,
improving performance on complex graph tasks. GraphSAGE
(Graph Sample and Aggregation) [19] employs sampling and
aggregation strategies to efficiently process large-scale graph
data, enhancing both the accuracy and scalability of node clas-
sification. However, GNNs face the issue of over-smoothing
[20], where the aggregation of the representations of anomalies
leads to averaging, making it more difficult to distinguish
them.

III. PROPOSED METHOD

A. Overall Framework

As shown in Fig.1, our framework overview can be divided
into three phases: user behavior graph representation, knowl-
edge enhancement phase, and dual-stage anomaly detection
phase. In the first phase, multi-source behavior data (user
information and operation logs) are ingested and structured
into a graph, where users, emails, devices, files, and web pages
serve as nodes, while user access and operations on these
entities define edge relations. After heterogeneous encoding, a
graph encoder with a sampling aggregation strategy and fusion
attention mechanism is designed for graph representation. In
the knowledge enhancement phase, subgraph embeddings and
user behavior graphs serve as input. The user behavior graphs
are processed using a designed prompt template to gener-
ate user behavior feature descriptions. Then, self-contrastive
learning is employed to achieve semantic alignment between
subgraph embeddings and the generated descriptions, resulting
in enhanced subgraph embeddings. Finally, in the dual-stage
anomaly detection phase, enhanced subgraph embeddings of
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Fig. 1. Overview of our proposed framework, consisting of three phases: 1) User behavior graph representation, where multi-source data are transformed
into a graph with nodes and edge relations; 2) Knowledge enhancement phase, utilizing self-contrastive learning for semantic alignment and enhancement of
subgraph embeddings; and 3) Dual-stage anomaly detection phase, leveraging a VAE and multi-class classifier for effective anomalous user detection.

all normal users are first learned using a VAE to capture the
distribution of normal behavior, thereby filtering out anoma-
lous user samples. These samples are then processed by a
multi-class classifier to achieve multi-category anomaly user
detection.

B. User Behavior Graph Representation

In this subsection, we design a subgraph sampling scheme
within a self-supervised learning framework, integrating het-
erogeneous encoding, multi-head attention, and node-link pre-
diction. To address node label imbalance, it leverages node
features and relation types to learn edge weights, enabling
more representative and diverse sampling. Finally, a graph
encoder with layer-wise aggregation generates user subgraph
embeddings, preserving local and global structural dependen-
cies.

1) Heterogeneous encoder: Since the data encompass var-
ious types of non-numeric information, different encoding
schemes are required to process categorical features, textual
data, numerical attributes, and temporal fields.

For categorical variables, which cannot be directly used in
the model, we perform numerical encoding. We use One-Hot
Encoding to convert categorical variables into binary vectors.
Let C represent the category set, which can be the node type
set T or the edge type set R. The One-Hot Encoding for any
category Cj ∈ C is defined as vtype.

Text data contain rich semantic information. To effectively
capture its internal relations, we use a text encoding model to
encode the text data into fixed-dimensional vectors.

vtext = fT (text), (1)

where fT represents the RoBERTa [21].
For fields containing multiple text elements (e.g. URL,

email content, and attachment), we first extract keywords

and attachment information. We use the TF-IDF method to
select the top N keywords with the highest frequency, denoted
as xkey. We encode the keywords and then aggregate the
embedding vectors by averaging:

vkeytext =
1

N

N∑
i=1

fT (x
key
i ). (2)

For numerical features, we apply the Standardization
method, encoding them as vnum to eliminate the impact of
differing feature scales during model training. In addition, time
information is crucial to modeling user behavior patterns. We
convert temporal fields into timestamps and datetime fields
into Unix timestamps vtime.

In the node feature representation, we concatenate all the
encoded features to form the final feature vector of node i:

vi = [vtype ⊕ vnum ⊕ vtext ⊕ vtime], (3)

where ⊕ denotes the vector concatenation operation.
2) Relation encoder: In heterogeneous graphs, the nodes

and edges are diverse, with different types of edges carrying
distinct semantic relations. For example, in user behavior,
“email sending and receiving” and “web page access” belong
to two different types of relations. The former represents email
contact between users, while the latter represents the interac-
tion between users and web pages. This heterogeneity requires
relation embeddings that can differentiate the semantics of
different relation types, thus more effectively retaining key
relations during sampling. Relation embeddings are assigned a
unique embedding vector for each edge type r ∈ R to capture
its semantic information. With |R| distinct relation types in the
graph, each relation type r is associated with an embedding
vector er ∈ Rde .

The relation embeddings can be represented as:

E =
[
e1 e2 · · · eR

]T
, (4)

Authorized licensed use limited to: University of Chinese Academy of SciencesCAS. Downloaded on January 23,2026 at 04:47:35 UTC from IEEE Xplore.  Restrictions apply. 



where E ∈ RR×de is the relation embedding matrix, and er
is the embedding vector for relation type r.

3) Subgraph sampling in self-supervised attention mecha-
nisms: User behavior graphs consist of a substantial number of
nodes and associated edges, requiring effective distinction and
utilization of information from different relations. Sampling
nodes and edges from the original graph and aggregating them
into representative small-scale subgraphs, we significantly
enhance the computational efficiency and scalability of GNNs.

User graphs often contain multiple types of relations (such
as “access,” “communication,” etc.), and the attention mech-
anism assigns different weights to different nodes or edges,
enabling the model to dynamically focus on the most relevant
parts for the task. For each attention head h, the attention
weight α(h)

i,j of the edge (i, j) is calculated as follows:

α
(h)
i,j =

exp
(

(WQ
h vi)

⊤(WK
h vj)+e⊤r WR

h er√
dk

)
∑

k∈N (i) exp
(

(WQ
h vi)⊤(WK

h vk)+e⊤k WR
h ek√

dk

) , (5)

where W is the projection matrix, and dk is the dimension of
the key vector. The final attention weight αi,j is obtained by
averaging the weights from all heads:

αi,j =
1

H

H∑
h=1

α
(h)
i,j . (6)

Since the input nodes are predominantly normal samples
with no clear class distinction, direct training limits the
model’s ability to capture node importance and relation pat-
terns. To overcome this challenge, this paper designs a self-
supervised learning task, in which the model predicts the
actual number of connections for each node based on node
characteristics and edge importance. By guiding the model
predictions to be as close as possible to the true number of
connections, the multi-head attention mechanism is encour-
aged to learn edge weights that better reflect the importance
of the nodes.

Ldegree =
1

N

N∑
i=1

(
dpredi − dtruei

)2

, (7)

where dpred is the predicted degree of node i, and dtrue is the
true degree of node i. N represents the total number of nodes.
By passing dpredi through the regression layer using the node
embedding vi, we obtain:

dpred
i = Wdegvi + bdeg, (8)

where Wdeg and bdeg are learnable parameters.
Based on the sampling probability, we sample neighbor

nodes and edges from each relation type to construct subgraphs
containing diverse relations. The probability distribution for
sampling from each relation type r is defined as P (r), and
can be calculated as:

P (r) =
exp (αr)

R∑
k=1

exp (ak)

, (9)

where αr represents the attention weight of relation type r. R
represents the set of all relation types.

The sampling process for node i’s neighbors from each type
of relations is described below:

N (i) =
⋃
r∈R

Sample(Nr(i),kr). (10)

Eq. 10 describes the process of randomly sampling kr nodes
from the neighbor node set Nr(i) of different relation types r
based on the weight distribution P (r), to ultimately construct
the neighbor node set N (i) of node i. It ensures that relation
types with higher attention weights are more likely to be
sampled.

4) Subgraph embedding: We update node features using
the aggregation scheme based on GraphSAGE [19], generating
node embeddings through layer-wise message passing. The
feature vector of node i in the k-th layer is:

v
(k)
i = σ

(
W (k) · g

(
v
(k−1)
i ; v̄

(k−1)
N (i)

))
, (11)

where W (k) is the learnable weight matrix in the k-th layer,
σ is the ReLU activation function, and g(·) represents the
concatenation operation, used to combine the node’s own
features with the aggregated features of its neighbors.

Then, the overall embedding of the subgraph u is generated
via attention-based pooling:

u =
∑
r∈R

∑
i∈Nr(i)

exp(MLPt(vi))vi∑
j∈Nr(i)

exp(MLPt(vj))
. (12)

C. Contrastive Learning with Knowledge-Enhanced

Relying solely on node connection count prediction in
self-supervised tasks may overlook rare but important low-
connection nodes and fail to efficiently leverage the behavioral
features within the samples. To address this, we propose
a self-contrastive learning with knowledge-enhanced prompt
scheme. By guiding the prompts to enrich internal labels,
this approach improves the detection of anomalous users
with insider threats, helping the model better understand and
capture subtle differences in user behaviors.

1) User behavior description generation: To leverage the
powerful prior knowledge of LLM to enhance user behavior
features, we design a prompt template to detect and extract
Description from user behaviors. Specifically, we input a
formatted behavior graph of a user, transform it into natural
language input for the LLM, and design a prompt template
that instructs the LLM to describe the user based on their
basic information and behavior patterns, and identify potential
anomalous behaviors.

As shown in Fig.2, for user i, the generated description
Desi is expressed as:

Desi = LLM (P (Gi)) , (13)

where Gi represents the user behavior graph, and P represents
the prompt template function, which converts the subgraph
into a natural language prompt. (The specific template for P
is shown in the INPUT part of Fig.2.) Using a pre-trained
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INPUT

�Based on the following user subgraph information <graph>, generate a detailed behavioral 

description, including the user's basic information, behavioral patterns, and potential anomalous 

behaviors.：

OUTPUT

User User_JBI1134's behavior includes: 15 instances of LOGON_ACTIVITY (10 Logon, 5 Logoff), 20 

instances of ACCESSES, 10 instances of SENDS, and 5 instances of RECEIVES. This user primarily 

performs login and access activities in the morning and afternoon, frequently utilizing the devices 

PC-0168 and PC-2320. A common behavior pattern involves logging in, accessing specific HTTP 

addresses, and subsequently sending emails.

Recently, abnormal behavior has been detected, such as multiple logins to the same device 

within a short period. This may require further investigation.

Fig. 2. Prompt Template and Description Generation

text encoding model, we convert the behavior description
generated by the LLM into a fixed-dimensional embedding
vector, denoted as Zi. This can be represented as follows,

ZT
i = fT (Desi) , (14)

where fT uses the RoBERTa model trained with SimCSE [22]
for encoding.

2) Self-contrastive learning: Incorporating behavior de-
scriptions into user subgraph embeddings for knowledge en-
hancement has become a key challenge. Existing schemes
label users based on behavior descriptions and train the model
to perform multi-label classification on user behavior graphs.
However, this approach overlooks the potential correlations
between labels, leading to overfitting on high-frequency la-
bels while neglecting low-frequency ones. This exacerbates
the over-smoothing problem, resulting in similar embedding
vectors.

To address these issues, we design a framework based on
self-contrastive learning to optimize the embedding space by
aligning user subgraph embeddings with behavior description
embeddings. This scheme effectively enhances the model’s
ability to distinguish between differences in user behaviors.

Since user subgraph embeddings u and description embed-
dings z originate from different feature spaces, we perform
linear transformations to project them into a unified embedding
space. The transformed embeddings are denoted as ũi and
z̃i. The transformation process is achieved through learnable
parameter matrices and bias vectors, as shown in the following
equations:

ũi = Wũ · ui + bũ, (15)

z̃i = Wz̃ · zi + bz̃ , (16)

where ui and zi are the original user subgraph embeddings and
description embeddings of user i, and Wũ, Wz̃ , bũ, and bz̃ are
learnable weight matrices and bias vectors corresponding to
each embedding.

For the loss function L, we use cosine similarity as the
similarity measure. In a batch of N users, we define positive
sample pairs as the transformed embeddings (ũi, z̃i) of the
same user, and negative sample pairs are the embeddings from

different users. For each positive sample pair (ũi, z̃i), the loss
function is defined as:

L = − log
exp(sim(ũi, z̃i)/τ)∑N
j=1 exp(sim(ũi, z̃j)/τ)

, (17)

where τ is the temperature parameter, which adjusts the
smoothness of the similarity distribution.

By minimizing the contrastive loss, user embeddings with
the same behavior description tend to get closer, generating
discriminative user embeddings. Meanwhile, the model learns
behavioral features that better match the actual user behaviors.
This knowledge-enhanced self-contrastive learning scheme,
utilizing LLM, plays a crucial role in subsequent classification
tasks, as it effectively distinguishes behavior patterns between
users and is essential for defining the boundaries of normal
user behavior.

D. Dual-Stage Anomaly Detection
Existing anomaly detection schemes that rely on a sin-

gle model often struggle to balance detection accuracy and
classification granularity. To address this, we propose a dual-
stage detection scheme that combines one-class classification
and multi-class classification to improve the effectiveness of
anomalous user detection and the precision of classification.

1) One-classifier stage: In this stage, we first utilize a
Variational Autoencoder [23] for one-class classification to
filter out potential anomalous users. VAE, as a generative
model, learns the latent distribution of the data by maximizing
the likelihood of observed data. It can effectively capture the
behavior patterns of normal users, thereby identifying anoma-
lous users who deviate from these patterns. VAE consists of
an encoder and a decoder. The input is the enhanced user
subgraph embedding ũ. The mathematical representations of
the encoder and decoder are as follows:

qϕ(z|ũ) = N
(
z;µϕ(ũ), σ

2
ϕ(ũ)I

)
, (18)

pθ(ũ|z) = N
(
ũ;µθ(z), σ

2
θ(z)I

)
, (19)

where the latent variable z is the hidden space representation
of ũ, with ϕ and θ being the parameters of the encoder and
decoder.

To enable the VAE to effectively distinguish between normal
and anomalous users, we train the VAE using only the samples
of normal users. The training objective is to maximize the
lower bound of the normal user data, known as the Evidence
Lower Bound (ELBO):

L(θ, ϕ; ũ) = Eqϕ

[
log pθ(ũ|z)

]
− KL

(
qϕ(z|ũ)∥p(z)

)
, (20)

where E denotes expectation, and KL represents the Kullback-
Leibler divergence.

After training, the VAE is used to reconstruct the embed-
dings of new users and calculate the anomaly score based on
the reconstruction probability as an assessment of anomaly,

Anomaly Score = − log pθ(ũ|z). (21)

A lower reconstruction probability indicates that the user’s
behavior pattern deviates from the latent distribution of normal
users, potentially marking the user as anomalous.
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2) Multi-class classifier stage: After filtering out potential
anomalous users in the first stage, the second stage focuses
on classifying these users into specific categories. The multi-
class classifier can employ a variety of algorithms such as
Support Vector Machine (SVM), Random Forest (RF), or
Deep Neural Network (DNN). We select RF as the multi-class
classifier, as it provides the best classification performance in
our experiments.

The training objective of the multi-class classifier is to
minimize the cross-entropy loss function, with M representing
the number of training samples and K representing the number
of classes. The function is defined as:

LCE = − 1

M

M∑
m=1

K∑
k=1

ym,k log ŷm,k, (22)

where ym,k is the indicator variable of the true label belonging
to class k, Specifically, if sample m belongs to class k,
then ym,k = 1, otherwise ym,k = 0. ŷm,k is the predicted
probability that sample m belongs to class k, as output by the
model. This probability is derived using a Softmax function
applied to the output logits of the classifier.

The multi-class classification stage plays a critical role
in fine-grained anomaly detection of users. Unlike binary
anomaly detection, which merely aims to identify whether a
user is anomalous, multi-class classification allows the model
to categorize anomalous users into distinct types, such as data
leak perpetrators, IT destroyers, or other forms of abnormal
users. This level of detailed classification provides actionable
security insights, helping security personnel take appropriate
actions against different types of threats.

IV. EXPERIMENTS

A. Insider Threat Dataset

The CERT insider threat dataset is a publicly available
dataset [24]. The version of the dataset used in this study
is 5.2 (CERT r5.2), which records an organization with 2,000
employees over a period of 18 months. CERT r5.2 includes
user activity logs, categorized as: login/logout, emails, web-
pages, files, and device connections, along with organizational
structure and user information. Each malicious insider in
CERT r5.2 belongs to one of the four common insider threat
scenarios: data leakage (scenario 1), intellectual property theft
(scenarios 2 and 4), and IT sabotage (scenario 3).

In the data processing process, we constructed user nodes,
email nodes, file nodes, HTTP nodes, and device nodes, and
annotated edges between nodes based on user activities. For
example, the sending and receiving of emails connect user
nodes to email nodes.

B. Baselines

To evaluate the performance of our model, we selected
two main categories of baseline models for comparison: one
comprising end-to-end anomaly classification models, and the
other consisting of internal combination models for dual-stage
detection. In the end-to-end anomaly classification models, we
compared five different models: one Machine Learning method

(Random Forest), two types of Deep Learning Networks (CNN
[15] and LSTM [9]), and two types of Graph Neural Networks
(GCN [17] and RAT [25]). In the internal combination models
for dual-stage detection, we used Isolation Forest (IF) as the
model for the first stage, and selected other machine learning
schemes, such as SVM and XGBoost, for comparison in the
second stage.

C. Implementation details

Experiments were conducted on a computing cluster
equipped with 4 NVIDIA 4090 GPUs (24GB VRAM each),
an Intel Xeon Platinum 8352V CPU (2.10GHz, 32 cores) and
256GB DDR4 RAM. The operating system used was Ubuntu
20.04 LTS (64-bit), with Python 3.10 and PyTorch 2.1.2.
To ensure reproducibility, random seeds and data shuffling
were fixed consistently across all experiments. We selected
ChatGPT-4o as the Large Language Model to enhance knowl-
edge.

To validate the effectiveness of our approach, in the first
stage, 80% of the labeled normal user samples were randomly
selected as the training set, with the entire user dataset used as
the test set. In the second stage, the anomalous users detected
in the first stage were used as input and 80% of these samples
were labeled to create a new training set. To ensure data
balance and fairness in the experiments, the proportion of
each anomalous class in the input data for the second stage
was kept consistent with the original dataset (29:10:30:30).
Furthermore, the SMOTE oversampling technique [26] was
applied to the second anomalous class to improve the perfor-
mance of the model.

The experimental parameters were as follows: 5 types of
nodes, 9 types of relationships, 32 attention heads (H=32),
a temperature parameter τ of 0.1, a learning rate of 1e-4,
and 50 epochs for the dual-stage training with early stopping.
The threshold was set at 90, the random seed at 42, the
batch size at 256, and the AdamW optimizer [27] was used.
These configurations ensured the stability and reliability of the
experiment results.

D. Effectiveness Evaluation of Our Scheme

1) Overall performance comparison: Table I summarizes
the overall performance of the anomalous user detection
schemes of insider threats, demonstrating that our proposed
model (VAE + RF) outperforms all baseline models. Specifi-
cally, the VAE + RF model achieves an accuracy of 97.2% and
an F1 score of 0.723, both of which are the highest among all
the models compared, with the F1 score improving by 1.7%
over the best-performing baseline.

Compared to other models, RAT achieves the highest pre-
cision at 86.8%, due to its effective use of an attention
mechanism that captures dependencies between nodes in the
graph structure and facilitates global information propagation.
However, the recall rate of the RAT is 59. 6%, indicating
a more conservative approach. The lower recall rate may
be attributed to the insufficient sensitivity of the graph neu-
ral network to anomalous patterns, emphasizing the benefit
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TABLE I
PERFORMANCE COMPARISON OF DIFFERENT MODELS

Model Precision (%) Recall (%) Accuracy (%) F1-Score
RF 35.70 46.50 87.30 0.404

CNN 81.00 51.50 90.05 0.630

LSTM 79.10 53.50 93.15 0.639

GCN 74.30 55.60 95.75 0.638

RAT 86.80 59.60 92.95 0.706

(VAE+SVM) 63.20 60.60 96.30 0.619

(VAE+XGBoost) 67.40 64.60 96.70 0.659

(IF+SVM) 62.10 64.60 96.30 0.632

(IF+RF) 68.00 70.70 96.90 0.694

(VAE+RF) 84.00 63.60 97.20 0.723

of knowledge-enhanced user behavior descriptions through
prompts, which can capture more detailed behavioral patterns.

Although (IF + RF) achieves the highest recall rate at
70.7%, its precision is lower, resulting in more false positives
where normal users are misclassified as anomalous. This is
because IF lacks the ability to learn latent features from the
data, relying on tree-based partitioning for anomaly detection,
which affects its precision.

Fig. 3. Performance Comparison of Different Thresholds

2) Threshold performance comparison: As shown in Fig.
3, when the threshold is set at 90%, the model achieves the
highest F1 score and recall. This indicates that at this thresh-
old, the model can effectively distinguish between positive and
negative samples without making overly aggressive judgments
about “anomalous” users. This setting helps identify most
insider threats while minimizing unnecessary investigations.

When the threshold is reduced to 85%, the model tends to
classify users as “anomalous” more easily, which increases the
recall, allowing it to identify more true anomalies. However,
this also results in more normal users being misclassified as
anomalies, thereby reducing precision and negatively impact-
ing the overall F1 score.This is suitable for high-risk scenarios
like financial fraud detection, where detecting anomalies takes
priority despite some false positives.

On the other hand, when the threshold is raised to 95%,
the model becomes more cautious, requiring stronger evidence
before classifying a user as “anomalous.” This may slightly im-
prove precision, as fewer normal users are mistakenly flagged
as anomalies. However, this conservative approach leads to
missing more true anomalies, causing a decline in recall and
ultimately lowering the F1 score. This is ideal for low-risk
settings, such as website user behavior monitoring, where
minimizing false positives ensures a smooth user experience.

TABLE II
ABLATION STUDY WITH DIFFERENT DETECTION THRESHOLDS AND

WITHOUT SELF-CONTRASTIVE LEARNING

Number GR CL Acc(%) F1
1 ✓ 96.5 0.685
2 ✓ 95.8 0.650
3 ✓ ✓ 97.2 0.723

E. Ablation Study

To evaluate the effectiveness of graph representation learn-
ing and self-contrastive learning, we conducted an ablation
study on the CERT r5.2 dataset, with the results shown in
Table II. Each row in the table corresponds to a different
configuration (indicated by a ✓) and its associated accuracy
and F1 score from the ablation experiment.

In the first row, the model uses only graph representation
learning, achieving an accuracy of 96.5% and an F1 score of
0.685. This result highlights the ability of graph representation
learning to capture complex relationships within the data and
contribute to effective classification.

The second row applies only self-contrastive learning, yield-
ing an accuracy of 95.8% and an F1 score of 0.650. While self-
contrastive learning improves the model’s ability to distinguish
between different classes, its performance is slightly lower
compared to the graph representation learning approach.

In the third row, both graph representation learning and
self-contrastive learning are combined, achieving the highest
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accuracy of 97.2% and an F1 score of 0.723. This configura-
tion demonstrates the synergistic effect of the two schemes,
with their combination leading to a significant boost in model
performance by enhancing feature extraction and promoting
more robust learning.

Overall, the experimental results clearly indicate that the
combination of graph representation and self-contrastive learn-
ing provides a substantial performance improvement over the
individual schemes, highlighting the complementary strengths
of both approaches.

V. CONCLUSION

This paper proposes a knowledge-enhanced self-contrastive
learning framework for insider threat detection, suitable for
multi-source user behavior graph scenarios. The framework
consists of three main components: user behavior graph rep-
resentation, knowledge enhancement, and dual-stage anomaly
detection.

In the user behavior graph representation stage, multi-source
behavior data are integrated, and high-quality graph embed-
dings are generated through heterogeneous encoding, sampling
aggregation strategies, and a fusion attention mechanism. In
the knowledge enhancement stage, self-contrastive learning
is employed to align subgraph embeddings with behavioral
description embeddings, significantly improving the semantic
consistency of the embeddings. In the anomaly detection stage,
a VAE is first used to learn the behavior distribution of normal
users to filter potential anomaly samples. Then, a multi-class
classifier is used to detect anomalies of multiple categories
within these samples.

Experimental results demonstrate that the proposed scheme
achieves high accuracy in detecting anomalous users in the
CERT insider threat dataset, significantly outperforming ex-
isting detection schemes. This indicates that the proposed
framework has significant application value in improving the
accuracy of user behavior analysis. Future work will focus
on enhancing adaptability to behavior-level anomaly detection
and integrating real-time detection mechanisms to improve the
robustness of insider threat detection.
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