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Abstract

Large language model (LLM) agents increas-
ingly struggle with reliability, scalability, and
execution stability in long-horizon tasks such
as software engineering, web automation, and
desktop interaction. Recent research ad-
dresses these limitations through agentic skills:
reusable procedural capabilities that externalize
execution knowledge into modular, executable,
and portable artifacts. This survey presents a
unified systems-level review of the emerging
agentic skills ecosystem. We formalize skills
as externalized procedural abstractions bridg-
ing high-level cognitive planning with deter-
ministic execution environments, and organize
existing research into a lifecycle-oriented tax-
onomy spanning discovery, authoring, retrieval,
orchestration, execution, adaptation, evaluation,
governance, and deprecation. We further ana-
lyze security risks including prompt injection,
malicious skill packages, and privilege escala-
tion, while outlining open challenges in con-
tinual learning, cross-platform portability, and
standardized skill ecosystems. This survey po-
sitions agentic skills as a foundational abstrac-
tion for building scalable, reusable, and reliable
autonomous language agents.

1 Introduction

1.1 Motivation: The Reliability and
Reusability Bottlenecks in Language
Agents

Large language model (LLM) agents representing
stateful, autonomous entities have emerged as a
popular approach for automating complex, open-
ended workflows (Luo et al., 2025). When evalu-
ated on complex, long-horizon software engineer-
ing benchmarks, desktop operating system environ-
ments, and multi-modal task suites, contemporary
agent architectures exhibit a critical performance-
limiting reliability cliff (Jimenez et al., 2024). Sys-
temic tracing of these failures indicates that agents

are highly vulnerable to early-stage execution and
path resolution errors that cascade and propagate
downstream (Wang et al., 2026g; Liu et al., 2026f).
This error propagation creates an irreversible no-
recovery bottleneck, where agents enter endless
reasoning loops or exceed platform recursion lim-
its without attempting correct solutions (Pushkin
and Abbe, 2026).

This lack of execution stability is compounded
by state drift, wherein natural language repre-
sentations contaminate the context window over
time, and models exhibit sycophantic behaviors
(Malmgqvist, 2024). Traditional mitigation strate-
gies relying on empirical prompt engineering are
fragile and inflate inference costs (Chacko et al.,
2026). In contrast, externalized executable skills
are a useful emerging abstraction separating high-
level cognitive planning from deterministic, mod-
ular, and portable execution routines (Liu et al.,
2024). Recent comprehensive surveys of harness
engineering further underscore the necessity of a
unified protocol for standardizing these memories
and capabilities (Zhou et al., 2026a; Xing et al.,
2026).

1.2 What Is an Agentic Skill? Formalizing the
Abstraction

To establish a rigorous theoretical foundation, an
externalized executable skill is formalized as a six-
tuple:

s=(AZ,C,T,mE) )

where A represents the activation or trigger condi-
tion, Z represents procedural instructions, C repre-
sents applicability context or constraints, 7 repre-
sents accessible tools and resources, 7 represents
the execution policy, and £ represents expected out-
comes or effects. Unlike atomic tools or stateless
APIs, which represent simple functional primitives,
a skill is a stateful, procedural routine coordinat-
ing multiple tool invocations under task-specific



Table 1: Comparison of computational abstractions.

Abstraction Execution Semantics

Statefulness

Compositionality

Persistence

Invocation Style

Runtime Coupling

Adaptability

Reference

System Prompts Declarative

Stateless

Low

Latent

Monolithic

Tight

Low

(Yao et al., 2023; Wei et al., 2022; Chacko et al., 2026)

Episodic Memories | Semantic

Stateful

Low

Transient

Associative

Loose

High

(Packer et al., 2023a; Park et al., 2023)

Workflows / DAGs | Procedural

Stateful

High

Static

Orchestrated

Tight

Low

(Hong et al., 2023; Wu et al., 2023)

Tools / APIs Functional

Stateless

High

Persistent

Atomic

Loose

Low

(Schick et al., 2023; Patil et al., 2024; Yuan et al., 2024)

Agentic Skills Hybrid

Stateful

High

Persistent

Contextual

Sandboxed

High

(Wang et al., 2023; Liu et al., 2024)

constraints (Yuan et al., 2024). Skills are distinct
from workflows, system prompts, episodic mem-
ory, and policies, providing a modular encapsulated
capability structure (Thoppilan et al., 2022). This
abstraction generalizes system prompts, workflows,
tool-use procedures, reasoning traces, executable
plans, and procedural memory into a unified capa-
bility model (Lu et al., 2026b; Wang et al., 2026a).

1.3 Origins of Skill-Based Agent Design

The development of agentic skills builds upon a
technical evolution in model augmentation. The
first phase involved static prompting paradigms
like ReAct, SayCan, and Inner Monologue, demon-
strating that models could perform multi-step rea-
soning (Sumers et al., 2024). The second phase
introduced atomic tool-calling frameworks such as
Toolformer, Gorilla, MRKL, APIBank, Hugging-
GPT, and ViperGPT, prompting language models to
emit tokens representing single API calls (Schick
et al., 2023; Patil et al., 2024). The third phase
transitioned to programmatic loops and persistent
state-tracking, as seen in Voyager, MemGPT, Gen-
erative Agents, Reflexion, and Self-Refine (Wang
et al., 2023). Finally, the modern fourth phase
establishes packaged agent skills as a highly ca-
pable abstraction for platforms like SWE-Agent,
MetaGPT, AutoGPT, WebArena, and Mind2Web,
enabling the secure deployment of pre-compiled
directories (Song et al., 2403).

1.4 Contributions of This Survey

This survey provides a comprehensive systems-
level review of the emerging landscape of agentic
skills, organizing a rapidly growing body of lit-
erature into a unified lifecycle-oriented taxonomy
spanning skill discovery, acquisition, representa-
tion, retrieval, execution, orchestration, evolution,
governance, and deprecation. We establish a clear
conceptual distinction between passive parametric
capabilities and externalized procedural knowledge
artifacts, formalizing skills as reusable procedu-
ral abstractions that separate high-level reasoning
from deterministic execution. Furthermore, we
synthesize representative architectures, retrieval
mechanisms, memory systems, orchestration strate-

gies, and security frameworks across diverse agen-
tic environments. Finally, we identify key open
challenges in scalability, portability, safety, evalu-
ation, and continual learning, outlining a research
roadmap that positions agentic skills as a promis-
ing but still evolving systems abstraction for long-
horizon language agents.

2 Foundations of Skill-Based Agents

2.1 Cognitive Architectures and Procedural
Memory

In cognitive psychology, memory is broadly di-
vided into declarative memory, which handles se-
mantic facts, and procedural memory, which gov-
erns the procedural mechanics of task execution
(Sumers et al., 2024). Computational cognitive
architectures model human problem-solving as a
tight, iterative loop where declarative knowledge is
compiled into procedural rules over time (Sumers
et al., 2024). Within the context of language agents,
agentic skills serve as the non-parametric proce-
dural memory of the autonomous system. While
parametric model weights represent a static seman-
tic memory, and vector databases represent a tran-
sient episodic memory, skills provide the modular
execution substrate required for repeatable tasks
(Packer et al., 2023b). When faced with a famil-
iar problem, the agent retrieves the corresponding
procedural skill and executes it directly, bypassing
slow reasoning steps (Sumers et al., 2024).

2.2 SKkills as Externalized Procedural
Knowledge

The core architectural innovation lies in the exter-
nalization of this procedural memory. Attempting
to feed extensive procedural instructions directly
into the context window inflates inference latency
and degrades accuracy (Chacko et al., 2026). Ex-
ternalizing procedural knowledge into packaged
files resolves these limitations. Furthermore, ex-
ternalization enables the system-level principle of
progressive disclosure, where the agent reads only
the lightweight metadata first, loading full imple-
mentation code only during active execution (Yuan
et al., 2024). Because these skills are stored as
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Figure 1: Taxonomy and Landscape of the Agentic Skills Framework, categorizing key system methodologies,

lifecycle stages, and domain environments.

plain-text assets, they can be updated without re-
quiring expensive model retraining loops (Zhuang
et al., 2026).

We formalize the core primitives of this frame-
work under a unified mathematical abstraction:
Definition 1 (Skill): A skill s is a reusable procedu-
ral abstraction consisting of activation conditions
(A), procedural instructions (Z), execution con-
straints (C), tool interfaces (7), execution policy

(m), and intended effects (£) (Yuan et al., 2024):

s=(AZLCT,mE) 2

Definition 2 (Agent State): The agent state at time
t is denoted as x; € X, capturing the conversa-
tion history, internal memory, environment obser-
vations, tool outputs, active goals, and retrieved
documents (Packer et al., 2023b). Definition 3
(Skill Activation): A skill activates conditionally



based on the agent state and the current task goal
g:
Az, 9) — {0, 1} 3)

where A(z¢, g) = 1 indicates that the skill should
trigger, formalizing routing, contextual applicabil-
ity, and planner-guided invocation (Zheng et al.,
2026). Definition 4 (Skill Execution): A skill in-
duces a conditional state transition:

zep1 = s(xy) if A(xg,g) =1 4)

More explicitly:

Tt41 = ﬂ-(xtvI7 T) if A([Etv g) =1 (5)
This formalizes procedural execution, tool interac-
tion, and reasoning under conditional invocation.

2.3 Structural Components of Skill Execution

From a systems perspective, an executable skill is
structured into four distinct functional layers. The
declarative layer defines semantic metadata and
strict parameter schemas (Yuan et al., 2024). The
cognitive layer provides prompt-based instructions
outlining the step-by-step plan and explicit error-
recovery procedures. The executable layer consists
of scripts or compiled binaries that execute proce-
dural operations deterministically (Karpas et al.,
2022). The sandbox layer defines the isolated con-
tainerized runtime environment required to run the
assets securely.

3 Procedural Skill Lifecycle in LLM
Agents

The procedural skill lifecycle represents the core
operational architecture of modern agent platforms,
governing how skills transition from initial creation
to runtime deployment, adaptation, and eventual
decommissioning. Managing these stages dynami-
cally is critical to maintaining a reliable, safe, and
efficient agent capability ecosystem (Yang et al.,
2026). This section details each stage of the lifecy-
cle, unifying them under a consistent mathematical
framework.

3.1 SKkill Discovery and Acquisition

When faced with novel tasks, an agent cannot rely
solely on pre-existing skill libraries, necessitating
the capability to autonomously discover and ac-
quire new procedural skills (Yang et al., 2026).
Skill discovery is the process of identifying novel,
repeatable behaviors and abstracting them from a

continuous stream of unstructured agent state tra-
jectories (Zhang et al., 2026b; Wu et al., 2025;
Alzubi et al., 2026; Yang et al., 2025a). We for-
malize the discovery operator D as mapping a his-
torical trajectory log H to a set of candidate skills.
Discovery optimizes the partition of a long-horizon
trajectory into a sub-trajectory that yields a persis-
tent environmental outcome or minimizes future
state transition entropy (Xia et al., 2026a; Shu et al.,
2017; Huang et al., 2026). This includes cumula-
tive capability creation through autonomous devel-
opment (Huang et al., 2026) and deriving skills
through pure exploration paired with iterative feed-
back (Yang et al., 2025a). Multi-agent frameworks
also introduce automated discovery mechanisms
where systems collaboratively isolate novel behav-
iors (Alzubi et al., 2026). For physical systems,
algorithms like ASCENT leverage foundation mod-
els to derive skills directly from complex embod-
ied interactions (Wu et al., 2025). Once a sub-
trajectory is isolated, the applicability context un-
der which this behavior remains stable is defined,
outlining the initial trigger conditions. This option
discovery framework allows language agents to dy-
namically carve out modular procedural behaviors
from complex, interactive task loops (Xia et al.,
2026a).

Skill acquisition is the process of formalizing,
optimizing, and consolidating a discovered skill
candidate into the persistent procedural memory
store (Yang et al., 2026). The acquisition pipeline
optimizes the instructions and policy to maximize
expected success under the applicability context,
subject to the safety verification constraint, ensur-
ing that the newly consolidated routine does not
introduce malicious vulnerabilities or privilege es-
calations (Wen et al., 2026). This consolidation
approach is critical on repository-level software en-
gineering benchmarks, where direct, localized tool
execution achieves robust success rates (Xia et al.,
2025).

3.2 Skill Authoring and Representation

Once a skill is discovered or engineered, represent-
ing and serializing its artifacts for heterogeneous
runtimes is a critical design challenge.

3.2.1 Skill Authoring Modalities

Agentic frameworks employ three primary author-
ing modalities to define procedural assets. First,
manual human-authored skills allow engineers to
explicitly author standard operating procedures



(SOPs), declarative metadata schemas, and native
scripts (Yuan et al., 2024). This manual approach
ensures high safety, deterministic predictability,
and exact correctness, but presents a severe human
engineering bottleneck and struggles with horizon-
tal scale. Second, Al-synthesized skills empower
the agent to autonomously generate its own skills
without human intervention (Yang et al., 2026;
Jiao et al., 2026; Wang et al., 2025b). This self-
generation paradigm leverages techniques like pro-
gram synthesis networks (PSN) or verifier-guided
code generation where the model writes, evalu-
ates, and registers its own code assets and trig-
gering rules (Shi et al., 2026). Advanced frame-
works employ contrastive induction over successful
and failed trajectories to programmatically synthe-
size standardized and verified skill directories at
runtime (Ma et al., 2026a). Third, collaborative
hybrid-authored skills establish a paradigm where
human operators collaborate with the model in a
human-in-the-loop setup (Ni et al., 2026). Layers
like AgentClick allow continuous human verifica-
tion of terminal actions prior to strict integration
(Zhuang et al., 2026). Humans typically define the
declarative schemas and safety constraints, while
the model generates the underlying procedural im-
plementation and verifies it through sandboxed unit
testing (Ni et al., 2026).

3.2.2 Skill Representation Formats

To enable portability, several representation
paradigms have been introduced (Ling et al., 2026).
Natural language representation remains the pri-
mary modality for representing agentic skills,
where procedural instructions are represented tex-
tually as a sequence of procedural steps (Ling et al.,
2026). The activation specification may also be en-
coded textually, and the model reads these instruc-
tions to dynamically align its cognitive planning
with task-specific operational constraints (Yuan
et al., 2024). Structured representation offers a
solution to natural language verbosity, using XML,
JSON, or domain-specific languages (DSLs). Un-
der this paradigm, a structured skill is represented
as a dependency graph defining execution depen-
dencies, disentangling scheduling signals, execu-
tion structure, and logical evidence into distinct
schemas. Executable specifications go beyond
declarative metadata, requiring formal program-
matic specifications to provide a deterministic ex-
ecution wrapper that schedules parallel tool invo-
cations and handles errors programmatically (Kim

et al., 2023; Suris et al., 2023; Gupta and Kemb-
havi, 2023). Contract-based and unified models
improve reliability by establishing formal guaran-
tees for multimodal web agents (Lu et al., 2026b),
advocating for an experience compression spec-
trum that seamlessly unifies memory, rules, and
actionable capabilities (Zhang et al., 2026d). Hy-
brid representations reconcile cognitive flexibility
with systems-level safety by combining natural lan-
guage guidelines, symbolic constraints, and exe-
cutable native code into a single unified package
(Bi et al., 2026; Shi et al., 2026). Finally, skill
metadata guarantees interoperability through rich
semantic versioning (Liang et al., 2026), while skill
embedding supports dynamic retrieval by mapping
a skill to a low-dimensional vector representation
using an encoder model, providing a continuous
representation space for semantic similarity opera-
tions (Cho et al., 2026).

3.3 Skill Storage and Memory

An agent’s operational expertise is stored within
distinct temporal memory tiers to maintain context
efficiency and prevent cognitive overload (Sumers
et al., 2024; Sun et al., 2026; Tu et al., 2026; Zhang
et al., 2026d,c; Lu et al., 2026a; Zhu et al., 2026;
Ouyang et al., 2026). Episodic skill memory repre-
sents the agent’s historical log of task-specific expe-
riences, recording past execution traces, successes,
and failed trajectories (Zouying Cao, 2025). Mod-
ern platforms extract fine-grained lessons through
multi-faceted distillation of these traces to isolate
transferable lessons (Ni et al., 2026). Long-term
procedural memory serves as the persistent, non-
parametric storage substrate for an agent’s opera-
tional expertise, distinguishing practical knowledge
from semantic facts (Sumers et al., 2024). By man-
aging the pre-compiled repository of skills through
an active virtual memory paging system, agents
can scale their operational expertise significantly
(Packer et al., 2023b). Rather than purely retriev-
ing isolated facts, modern RAG systems directly
distill enterprise knowledge into these navigable
procedural formats (Sun et al., 2026). While vec-
tor search is highly effective for coarse-grained
matches, capturing the hierarchical dependencies
between complex, multi-file skills requires a topo-
logical execution graph or hierarchical memory
tree to identify candidate routines securely (Fairy
et al., 2026). As an agent’s memory store grows
across sequential tasks, the storage process encoun-
ters severe memory failures, including retrieval pol-



lution, context competition, and memory dilution
(Hu et al., 2026b; Fang et al., 2026).

3.4 Skill Retrieval and Selection

Retrieving and selecting the optimal skill (or sub-
set of skills) to route a task is driven by a tight,
multi-stage runtime selection pipeline (Zheng et al.,
2026). Vector retrieval represents the most widely
adopted paradigm for dynamically exposing rele-
vant capability packages to agents on-demand. At
inference time, the agent platform computes the
cosine similarity between the embedded user query
and the skill vector store, retrieving the best skill
restricted to the active triggering subset to provide
fast, low-latency, and context-aware access (Zheng
et al., 2026; Cho et al., 2026). Advanced graph-
based retrieval incorporates dependency-aware
structural mechanisms to filter massive registries
efficiently (Liu et al., 2026b). For complex coding
scenarios, documentation-guided hierarchical re-
trieval augments standard lookup paths by strictly
following graph reasoning steps to ensure prereq-
uisite and dependent sub-skills are sequenced cor-
rectly (Wang et al., 2026b; Fairy et al., 2026). Con-
textual retrieval utilizes a lightweight sparse or
dense vector query to obtain candidates, subse-
quently deploying a heavy cross-encoder reranker
to reason over the full skill instructions and pa-
rameters (Cho et al., 2026; Mialon et al., 2023).
Once candidate skills are retrieved, the platform
dictates selection policies strictly constrained by ac-
tive triggering rules, utilizing sparse-dense routers
and task-specific classification policies to resolve
semantic confusability (Zheng et al., 2026; Su et al.,
2026; Wang et al., 2026d). Finally, planner-guided
routing parses natural language intents into opti-
mized execution plans, scheduling parallel skill
invocations and batching requests to reduce latency
(Kim et al., 2023; Song et al., 2403; Chen et al.,
2026a).

3.5 Skill Activation and Execution

Skill activation and execution manage the active
invocation, runtime tracking, and safety boundary
enforcement of selected procedural routines (Chen
et al., 2026¢c). Trigger mechanisms define how
a skill activates conditionally based on the agent
state and the current task goal (Zheng et al., 2026;
Minghao Li, 2023). Contextual gating ensures the
cognitive planner can gate execution so the agent
only acts under verified contexts, utilizing explicit
pre-conditions, validation gates, and expected out-

puts (Yuan et al., 2024). To prevent malicious trig-
gers, permission-aware activation enforces a strict
subset of allowed tool invocations, injecting safe
activation policies that verify trigger-level safety
before execution based on user credentials (Li et al.,
2026¢e). Runtime execution then induces a condi-
tional state transition. To prevent damage to the
host system, execution must strictly occur in iso-
lated sandbox containers. Finally, error recovery
processes actively monitor execution traces and
standard error logs to trigger automated recovery
policies and recursive backtracking if a step fails
(Li et al.).

3.6 Skill Composition and Orchestration

As tasks scale in complexity, single-skill execution
shifts toward advanced composition and orches-
tration protocols (Xia et al., 2026b; Zabounidis
et al., 2026; Xia et al., 2026c¢; Fan et al., 2026).
Sequential composition allows agents to chain mul-
tiple distinct skills into a linear execution pipeline,
where the output state of a preceding skill directly
populates the input parameters of the subsequent
routine (Li et al., 2026a; Microsoft, 2024). Hi-
erarchical composition coordinates the workflow
by utilizing a master skill to delegate sub-tasks to
atomic sub-skills, isolating context windows effec-
tively (Xia et al., 2026b; Du et al., 2024). Dynamic
DAG orchestration addresses advanced platform
needs by compiling flat retrieved skill candidates
into typed Directed Acyclic Graphs, resolving ex-
ceptions locally without triggering full-system re-
planning (Xia et al., 2026b). Recent approaches de-
ploy large language models to guide symbolic plan-
ning, subsequently grounding the composed struc-
tures via deep reinforcement learning (Zabounidis
et al., 2026), while agentic proposing mechanisms
enhance reasoning by synthesizing compositional
skills dynamically (Jiao et al., 2026; Xia et al.,
2026c¢). Multi-agent coordination shifts orchestra-
tion from central scheduling to decentralized coor-
dination among specialized, role-playing agents
(Chen et al., 2024; Nie et al., 2026; Li, 2026).
These systems define standard operating proce-
dures (SOPs) enabling communicative cooperation
while preventing context clashes (Hong et al., 2023;
Qian et al., 2024). Finally, recursive invocation en-
ables skills to invoke themselves or their ancestral
nodes to resolve nested problems, which is heav-
ily modeled during self-improving reinforcement
learning rollouts (Xia et al., 2026a).



3.7 SKkill Adaptation and Evolution

Deployed skills require constant refinement, shift-
ing from short-term context adjustments to long-
term reinforcement self-improvement (Zhang et al.,
2026b; Li et al., 2026d; Wu et al., 2026). Short-
term adaptation allows agents to adapt retrieved
generic skills dynamically, refining execution pa-
rameters based on verifier feedback (Du and Pinck-
ney, 2026). Feedback-driven refinement utilizes
reasoning skills to actively analyze previous exe-
cution logs, identifying errors and recursively re-
fining generated plans (Madaan et al., 2023; Gou
et al., 2023). Long-term evolution ensures that an
agent’s capability library continually self-improves
through operational feedback (Vishe et al., 2026;
Ye et al., 2026; Du et al., 2025; Wang et al., 2025a;
Ma et al., 2026b; Wang et al., 2026¢; Xu et al.,
2026b; Mi et al., 2026). To handle complex goals,
modern frameworks co-evolve high-level decision
policies alongside expanding skill banks (Wu et al.,
2026). This intrinsic evolution integrates deeply
with hierarchical reinforcement learning protocols,
allowing agents to iteratively refine internal logic
structures (Li et al., 2026d). To support this, self-
improving skills optimize operational primitives
and instructions based on historical feedback traces
in a lifelong learning cycle, allowing agents to
scale expertise dynamically (Yang et al., 2026; Liu
etal.,2023; Zhang et al., 2026e; Tziafas and Kasaei,
2024; Jiang et al., 2026a).

3.8 SKkill Evaluation

Evaluating performance is essential to establish
benchmarks for systems reliability, token economy,
and human-agent alignment (Li et al., 2026¢; Han
et al., 2026; Zhong et al., 2026; Jiang et al., 2026b;
Liu et al., 2026f). Correctness evaluates binary re-
ward functions and conditional expected success
under specific triggering constraints, providing a re-
liable correctness metric (Li et al., 2026¢). General-
ization evaluates the capability to deploy routines in
zero-shot situations where no specific match exists,
measuring performance differences across domains.
Robustness measures resilience to execution ex-
ceptions and adversarial inputs (Liu et al., 2026d).
Composability verifies the joint success of chaining
coordinated graph routines (Xia et al., 2026b). Ef-
ficiency focuses on execution costs, incorporating
token usage, inference latency, and tool overhead
(Gao et al., 2026; Chen et al., 2026a). Interpretabil-
ity and usability provide structural transparency,

allowing users to form bounded expectations and
construct local verification checks directly from
the procedural specifications (Wen, 2026). In the
wild benchmarking in realistic, unconstrained set-
tings is critical to understanding true operational
reliability and failure modes outside sterile labo-
ratories (Liu et al., 2026f), while standardized se-
curity suites like HarmfulSkillBench measure how
compromised files weaponize autonomous systems
(Jiang et al., 2026b). High transferability allows
decentralized registries to dynamically share and
run verified procedures across diverse endpoints
(Chen et al., 2026a; Liang et al., 2026).

3.9 Skill Governance and Safety

As agentic modules execute systems-level com-
mands, securing these packages from adversar-
ial exploits is of paramount importance (Li et al.,
2026e,f). We map security risks to specific stages
of the procedural lifecycle, tracking threat vectors
across acquisition, distribution, retrieval, and exe-
cution (Li et al., 2026e; Tie et al., 2026). Prompt
injections and model poisoning present severe risks
where attacking payloads embedded in files or web
pages can override instructions, forcing the model
to invoke high-impact tools without authorization
(Schmotz et al., 2025; Maloyan and Namiot, 2026;
Schmotz et al., 2026; Jia et al., 2026). Attackers
increasingly deploy model-in-skill poisoning tech-
niques to create stealthy backdoor exploits, fun-
damentally compromising the execution integrity
of shared registries (Tie et al., 2026). Malicious
skills and exfiltration frameworks distribute hidden
logic on community registries targeting filesystems,
registry keys, and network interfaces to establish
persistence (Liu et al., 2026d,e; Holzbauer et al.,
2026). Large-scale empirical studies reveal exten-
sive security vulnerabilities concerning severe cre-
dential leakage and unauthorized file exfiltration
to attacker-controlled endpoints (Liu et al., 2026e;
Chen et al., 2026e; Hu et al., 2026c; Wang et al.,
2026f). Privilege escalation occurs when an exe-
cutable escapes its designated boundary, demand-
ing that safe activation policies be verified before
execution (Li et al., 2026e). Highly capable plan-
ners can systematically discover kernel flaws to ex-
ecute host escapes from misconfigured sandboxes
(Marchand et al., 2026; Xiao et al., 2026; Duan
et al., 2026). Marketplace security relies on reg-
istries establishing automated dynamic sandboxing
and cryptographic signatures (Li et al., 2026e; ?;
Hu et al., 2026a; Saha and Hemanth, 2026; Bhard-



waj; Guo et al., 2026; Hou and Yang, 2026; Feng
et al., 2026; Zhang et al., 2026a; Lv et al., 2026;
Qu et al., 2026). Finally, auditing and synthesis
frameworks deploy static analyzers using verifi-
cation functions to mathematically prove safety
compliance before execution (Wen et al., 2026).

3.10 Skill Deprecation and Forgetting

As libraries expand, they accumulate redundant
files necessitating automated pruning, memory
compression, and retirement policies to maintain
operational registry solvency (Pu et al., 2026; Hu
et al., 2026b).

4 Open Challenges and Future Directions

As the landscape matures, several structural lim-
itations define the technical frontier. Skills must
execute reliably across heterogeneous model APIs.
Furthermore, deploying these complex skill frame-
works on small language models presents a criti-
cal frontier for industrial and edge environments,
where computational constraints mandate highly
efficient execution and unified serialization stan-
dards (Xu et al., 2026a; Ling et al., 2026; Chen
et al., 2026b; Wang et al., 2026e). Performing
precise selection at scale requires sparse-dense hi-
erarchical routers to avoid semantic confusability
(Zheng et al., 2026). Similarly, orchestrating com-
plex dependencies requires compiling files into
typed DAGs to support dynamic error repair (Xia
et al., 2026b). Enforcing robust capability-based
permission models is essential to prevent container
breakout exploits (Marchand et al., 2026; Li et al.,
2026e). Overcoming verification trust gaps re-
quires static auditors that lift prose into Datalog
databases to mathematically prove safety compli-
ance (Wen et al., 2026). Enabling acquisition with-
out triggering catastrophic forgetting requires de-
coupling learned abstractions via virtual memory
paging (Yang et al., 2026; Packer et al., 2023b).
Finally, constructing robust, scalable, interactive
environments is essential to safely evaluate execu-
tion efficiency and safety guardrails under massive
distribution scale (Li et al., 2026c¢).

5 Conclusion

The transition from monolithic prompting and
atomic tool use to externalized executable skills
represents a critical maturation in the design of
autonomous language agents. By decoupling high-
level cognitive planning from deterministic, proce-

dural execution, skill-based architectures directly
address the context scaling and reliability bottle-
necks that plague contemporary LLM systems.
This survey has formalized the agentic skill abstrac-
tion and provided a unified lifecycle-oriented taxon-
omy, synthesizing the latest advancements in skill
discovery, representation, memory retrieval, orches-
tration, and governance. As agents are increasingly
deployed in complex ecosystems, advancing robust
permission models, dynamic adaptation, and stan-
dardized evaluation will be paramount. Ultimately,
formalizing agent capabilities as modular, secure,
and self-improving skills paves the way for the next
generation of scalable and reliable autonomous sys-
tems.

6 Limitations

While this survey provides a comprehensive syn-
thesis of the agentic skills landscape, several limita-
tions exist. First, the field of autonomous language
agents is evolving at a rapid pace; thus, specific
frameworks, models, and retrieval implementations
discussed may face deprecation as industry stan-
dards consolidate. Second, while we focus exten-
sively on digital, software-oriented, and desktop
capabilities, the integration of multimodal and em-
bodied robotic skills introduces distinct physical
grounding challenges that are only briefly surveyed
here. Finally, the evaluation of agentic skills re-
mains an open challenge. Current benchmarks of-
ten struggle to capture the open-ended complexity
and cascading failure modes of real-world opera-
tional environments, meaning the true reliability of
these externalized systems in production remains
difficult to quantify completely.
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A Taxonomy of Skills

A.1 Instructional Skills

Instructional skills translate descriptive instruction
manuals into executive checklists restricting the
model’s action space to predictable trajectories (Bi
et al., 2026; Yuan et al., 2024).

A.2 Tool-Execution Skills

Tool-execution skills induce immediate state up-
dates by invoking external tools required for a goal
(Schick et al., 2023). Categories include API rou-
tines (Patil et al., 2024; Minghao Li, 2023), IDE
modifications (Yang et al., 2024), Browser DOM-
parsing (Deng et al., 2023), and Database querying
(Yu et al., 2018; Wretblad et al., 2024).

A.3 Reasoning Skills

Reasoning skills map the state to a latent reason-
ing trace when multi-step inference is required.
These coordinate the internal reasoning steps, self-
correction pathways, and verification gates au-
tonomously (Sumers et al., 2024; Gou et al., 2023;
Madaan et al., 2023).

A.4 Domain-Specific Skills

A.4.1 Software Engineering and Desktop
Skills

Skills are heavily utilized for resolving bugs (Yang
et al., 2024; Xia et al., 2025) and automated code
efficiency optimization (Wang et al., 2026h). For
computer-using agents, dedicated frameworks like
CUA-SKkill develop specialized routines for travers-
ing complex desktop operating systems and file
hierarchies securely (Chen et al., 2026d).

A.4.2 Scientific and Research SKkills

Capabilities automate literature reviews across pub-
lic databases (Mialon et al., 2023), perform visual-
grounded data exploration (Suris et al., 2023; Gupta
and Kembhavi, 2023), and ground reasoning in
interactive scientific simulators (Liu et al., 2023;
Wang et al., 2022).
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A.4.3 Robotics and Embodied Agents

In embodied domains, cross-embodiment discovery
enables robotic systems to transfer learned skills
across heterogeneous hardware boundaries natively
(Xu et al., 2023). Specialized frameworks leverage
agentic vision-language-action models to execute
contact-rich physical tasks (Liu et al., 2026a), while
self-evolving capability repositories drive gener-
alizable robotic manipulation across open-world
environments (Xie et al., 2026).

A.4.4 Open-World and Gaming Environments

In unconstrained gaming environments like
Minecraft, frameworks empower agents with sur-
vival capabilities through expansive, open-world
skill libraries (Liu et al., 2025; Yuan et al., 2023).

A.4.5 Collaborative and Meta-SKkills

Meta-skills are advanced routines operating di-
rectly over the capability space to diagnose de-
ficiencies and rewrite existing files to continu-
ously self-improve (Yang et al., 2026; Zhang
et al., 2026b; Zhou et al., 2026b; Yu et al., 2025;
Xingyan Liu, 2026).

B Skill Ecosystems and Marketplaces

The rapid maturation of the agent skills abstrac-
tion has catalyzed the development of specialized,
domain-specific ecosystems and public market-
places. These platforms package procedural ex-
pertise to solve complex, long-horizon tasks across
diverse computer environments and interactive sim-
ulators.

B.1 Desktop Operating Systems

Desktop operating systems represent a mature ap-
plication environment for agentic skills, enabling
models to execute open-ended administrative tasks
across complex file systems and local software ap-
plications (Xie et al., 2024; Chen et al., 2026d; Liu
et al., 2026¢). In these setups, agents must coordi-
nate visual observations and accessibility tree states
to execute deterministic mouse clicks and key-
board typing routines. State-of-the-art computer-
use agents are evaluated on real Ubuntu environ-
ments via the OSWorld benchmark, which mea-
sures task completion rates across diverse software
environments.

B.2 Mobile Operating Systems

Mobile operating systems present a highly dy-
namic, touch-centric environment where agents
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must automate complex task sequences on real
smartphones (Rawles et al., 2023). To navigate
these devices, mobile GUI agents translate natu-
ral language user intents into sequences of swipe,
scroll, tap, and back buttons (Li et al., 2026b).
These mobile automation capabilities are vali-
dated on large-scale crowdsourced datasets like
AndroidInTheWild, testing the agent’s ability to
operate diverse apps under dynamic layout varia-
tions (Rawles et al., 2023).

B.3 Web Navigation

Web navigation represents a massive, open-world
ecosystem where agents leverage specialized
DOM-parsing and HTML-filtering skills to browse
websites (Deng et al., 2023). In these scenar-
ios, generalist web agents are prompted to scroll,
click, and input text across real-world, complex e-
commerce platforms and search engines (He et al.,
2024). Web-use capabilities are validated on robust
benchmarks like WebArena, testing the model’s
robustness under stateful, dynamic web page modi-
fications (Zhou et al., 2024).

B.4 Software Engineering

Software engineering is the most demanding do-
main for agentic computing, requiring the coordina-
tion of file navigation, code parsing, compiler inter-
action, and patch generation (Jimenez et al., 2024).
Rather than relying on simple, stateless code com-
pletion, software agents use packaged IDE skills to
resolve real-world software issues autonomously
(Yang et al., 2024). These capabilities are rigor-
ously evaluated on repository-level codebases like
SWE-bench, measuring functional correctness via
execution-based test verification (Jimenez et al.,
2024).

B.5 Scientific Exploration

Scientific exploration represents an emerging fron-
tier where agents deploy specialized skills to plan
experiments and reason about physical and chem-
ical laws (Wang et al., 2022). In these settings,
agents are integrated with interactive text envi-
ronments and symbolic physics simulators to per-
form hypothesis testing and analyze experimen-
tal outcomes (Wang et al., 2022). Grounding lan-
guage reasoning in interactive simulations has been
shown to improve the success rate of scientific ex-
ploration agents, paving the way for autonomous
laboratory assistants (Wang et al., 2022).
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