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ABSTRACT

Deep neural network pruning forms a compressed network by discarding “unim-
portant” weights or filters. Standard evaluation metrics have shown their remark-
able speedup and prediction accuracy in test time, but their adversarial robust-
ness remains unexplored even though it is an important security feature in de-
ployment. We study the robustness of pruned neural networks under adversarial
attacks. We discover that although pruned models maintain the original accuracy,
they are more vulnerable to such attacks. We further show that adversarial train-
ing improves the robustness of pruned networks. However, it is observed there
exist trade-offs among compression rate, accuracy and robustness in adversari-
ally trained pruned neural networks. Our analysis suggests that we should pay
additional attention to robustness in neural network pruning rather than just main-
taining the classification accuracy.

1 INTRODUCTION

Recently, the high demand for mobile-friendly deep learning models necessitates the compression
of such models (Cheng et al.l [2017). Weight pruning is a simple yet effective compression method
(Han et al.l 2015b; \Guo et al., 2016} [L1 et al., 2016 [See et al.| [2016; Molchanov et al., [2016). It
usually proceeds in three stages: first a full network is trained as usual; then “unimportant” weights
are pruned according to some criteria, resulting in a sparse model with lower accuracy; finally, the
sparse model is fine-tuned to recover the original accuracy. Moreover, filter pruning for CNNs is
proposed to obtain models that are more compatible with the hardware (L1 et al., 2016; Molchanov
et al., |2016). Pruning has the advantage over other compression methods that it produces models
with high compression rate and high accuracy. It is widely applied to computer vision and natural
language processing systems (Han et al., 2015a; See et al., [2016).

Orthogonal to the neural network pruning literature, it is well-known that deep models have the
vulnerability that they can be fooled to make wrong predictions on inputs that are carefully per-
turbed (Szegedy et al.,|2013). One explanation is that deep neural networks, despite very complex
architectures, contain mostly linear operations; this allows one to easily craft adversarial examples
from the first order approximation of the loss function (Goodfellow et al.l 2014). Many stronger
adversarial attacks are also proposed (Moosavi-Dezfooli et al.l 2016 [Papernot et al., [2016; |Carlini
& Wagner, [2017), as well as the internal representation of a neural net (Sabour et al.||2015). These
attacks typically require the gradient information from the target model to be attacked; however, the
so-called black-box attack (Papernot et al., 2017) only requires knowing the predictions from the
target model. Adversarial training has been shown effective defending against adversarial attacks
(Huang et al., [2015} [Kurakin et al., 2016;|Madry et al.,[2017)). A more robust model can be obtained
when adversarial examples are included in the training procedure.

In this paper, we try to answer the following questions: what are the effects of model pruning on the
robustness of the model against adversarial attacks? Can we build an adversarially robust model
that have both high compression rate and accuracy? We believe these are important because of
the popularity of compressed models - their security risk needs to be understood. To the best of
our knowledge, this paper is the first to investigate the interplay between neural network pruning
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and adversarial attacks/training. We discover that pruned networks with high compression rates are
more vulnerable to adversarial attacks. We also study the effectiveness of adversarial training on
pruned models, and find there exists trade-offs among the classification accuracy, compression rate,
and adversarial robustness.

2 VULNERABILITY OF PRUNED NEURAL NETWORKS

We use a three-layer CNN []_-] trained on MNIST (LeCun et al., [1998)) to investigate pruning’s influ-
ence on adversarial robustness. We also experimented on CIFAR-10 (Krizhevsky & Hinton, [2009)
and observed the similar trends (see Appendix A for more information). The original model is first
trained with 10 epochs, which is pruned in one shot and fine-tuned for another 10 epochs using RM-
Sprop with a learning rate of 0.001. We focus on the magnitude-based pruning approach, including
both weight pruning (Han et al., 2015b) and filter pruning (Li et al., 2016). We study magnitude-
based pruning due to its simplicity and effectiveness, and leave evaluation of more complex pruning
methods for future works. We adopt the “class-blinded” pruning method introduced in [See et al.
(2016) for weight pruning, and for filter pruing we use the [! norm of a filter divided by the number
of parameters in the filter to indicate its importance (Li et al.,[2016). All weights or filters are ranked
across different layers and the small ones are neglected. We consider two types of white-box attacks:
fast gradient sign method (FGSM) (Goodfellow et al.l 2014} and projected gradient descent (PGD)
(Madry et al., 2017), as well as black-box attacks described by [Papernot et al.[(2016).

Table 1: Accuracy of pruned networks by weight or filter pruning on clean or perturbed test data.

Parameters =~ Natural FGSM PGD Papernot’s
pruned images e€=0.1 e€=02 =03 Black-box
0% 99.0% 703%  304% 13.6% 0.3% 59.6%

weight-98% 99.0% 47.1% 11.3% 4.0%  0.0% 59.2%
filter - 75% 988% 52.8% 16.5% 85%  0.0% 52.6%

As suggested in the previous works, we select the smallest model without accuracy loss as the
final compressed network. It is seen from Table [1] that, even though performing equally well on
the natural images, they are more vulnerable to FGSM and Papernot’s black-box attacks than the
original network. Moreover, we also craft the attacks by PGD method with a step size of 0.01 for 40
iterations in a [*° ball of ¢ = 0.3. None of the models can withstand this stronger type of adversarial
attack. It is discussed by |Kurakin et al.|(2016]) and [Madry et al.|(2017) that adversarial robustness is
proportional to the capacity of the model. We suspet that because of pruning, the network’s capacity
is reduced and thus becomes less robust.

3 ADVERSARIAL TRAINING FOR PRUNED NETWORKS AND ROLE OF MODEL
CAPACITY

We perform adversarial training along with the network pruning procedure. Perturbations are gen-
erated with FGSM (Kurakin et al.,[2016) and PGD method (Madry et al.||2017), and both clean and
perturbed data are fed into the model in each epoch to ensure high accuracy on the natural images.
The ¢ of FGSM training is sampled randomly from a truncated Gaussian distribution in [0, €4 ]
with the standard deviation of 0 = €,,,4,,/2 (Kurakin et al.| 2016). We set €4, = 0.3 PGD
training contains examples generated with 40 steps of size 0.01 in a [*° ball with e = 0.3.

Table [2] shows that adversarial training is a sound defense strategy for pruned models. It is ob-
served that highly pruned networks is able to become considerably robust even though it is much
less parameterized, whereas models with comparable size has previously been shown not trainable
adversarially from scratch (Madry et al., 2017). Compared to filter pruning, weight pruning allows
more compression because it has greater flexibility on choosing which part of the network to be
pruned. Our results also confirm the observations by [Madry et al.| (2017) that FGSM training is

'The CNN contains three convolution layers with 32, 64, and 64 filters, followed by a linear layer of 10 units
before softmax. The kernel size/stride/padding in each convolution layer is 8/2/3, 6/2/0, or 5/1/0, respectively.
>The MNIST data is normalized to the range [0, 1]
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Table 2: Accuracy of pruned networks by weight or filter pruning on clean or perturbed test data.

Parameters  Natural FGSM PGD Papernot’s Trade-off
pruned images e€=01 €=0.2 €=0.3 black-box
FGSM Training
0% 92% 979% 94.0% 84.7%  0.5% 89.2% -

weight-96% 99.0% 94.8% 83.5% 59.0% 2.2% 79.6% high compression

weight-80% 992%  982% 94.7% 859% 0.2% 89.6% high robustness
filter - 70% 989% 94.1% 823% 60.1% 1.7% 82.5% high compression
filter-60%  99.0% 97.8% 93.6% 83.0% 0.4% 85.7% high robustness

PGD Training

0% 9.0% 973% 95.6% 93.5% 92.5% 96.8% -
weight - 94% 98.8%  95.6% 942% 919% 90.6% 95.6% high compression
weight-85% 99.0% 96.9%  953% 933% 92.0% 96.0% high robustness
filter - 65% 989% 89.8% 869%  823% 75.4% 87.5% high compression
filter - 40% 99.0% 949% 93.1% 90.8% 87.3% 94.1% high robustness

FGSM training PGD training

—— weight/natural \
1 == weight/FGsM |
----- weight/PGD El
| — filter/matual El
i
]

Accuracy difference (%)

—— weight/natural
_204 == weight/FGsM
— filter/natual
—-- filter/FGSM

—-= filter/FGSM
----- filter/PGD

0 20 40 60 80 100 0 20 40 60 80 100
Pruning prune_rates (%) Pruning prune_rates (%)

Figure 1: Accuracy differences between the pruned and original model, on both natural and per-
turbed images. FGSM attacks shown here are with ¢ = 0.3.

suboptimal, and PGD trains more robust models. It is evident in Table 2] that FGSM-training cannot
guard against PGD attacks. However, PGD slows down training by a factor equals to the number of
iterations used.

It is noticeable in Figure [2] that both the classification accuracy and robustness of the model drop as
the compression rate increases. However, robustness drops earlier, which means less compression
rate is allowed if we want to maintain the original robustness other than just the original classification
accuracy. We suspect the reason is that adversarial training requires additional capacity not just to
classify natural data but also separate the [°°-norm e-ball around each data point. As the network
gets pruned more and more, it becomes less capable of modeling such complex decision boundaries.
Therefore, the model cannot be highly robust and highly pruned at the same time with FGSM nor
PGD training. As shown in Table 2] one can select a highly compressed model but less robust, and
vice versa.

4 CONCLUSION

We discovered the empirical vulnerability of pruned networks when facing adversarial attacks. Pre-
viously, different pruning methods aim at finding the smallest model that maintains the original pre-
diction accuracy. However, we find these severely pruned networks are much easier to be crashed
by different types of adversarial attacks. Adversarial training defense strategy is investigated. While
pruned models become more robust when adversarially trained, there exists trade-offs among model
accuracy, pruning rate, and robustness. High accuracy, high compression rate, and high robustness
cannot be achieved at the same time in our experiments on neural network pruning. We suggest that,
when security is at stake, model compression should be performed carefully with robustness as a
consideration. Our results suggest that to keep a certain model accuracy in adversarial training, one
needs to trade-off robustness against compression rate.
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A  ADDITIONAL EXPERIMENTS ON CIFAR-10

We also conduct our experiments using a wide residual network (WRN) (Zagoruyko & Komodakis|
2016) on CIFAR-10 dataset (Krizhevsky & Hinton, |2009) and have observed similar trends. The
WRN has 28 layers and a widen factor of 4. We perform both FGSM and PGD training and feed both
clean and perturbed data into the model in each epoch. The € of FGSM training is sampled randomly
from a truncated Gaussian distribution in [0, €,,,,] With the standard deviation of 0 = €,,4,/2,
where €,,,, = 8. The PGD training contains examples generated with a step size of 2 within a
[°° ball with e = 8 for 7 iterations. Note that on CIFAR-10, adversarial training will reduce the
prediction accuracy on the natural images, especially the PGD training.

It is interesting that in the PGD training case when the network is mildly pruned (less than 50%
of the parameters), the network is slightly more accurate and more robust than the original one.
Meanwhile, when 80% to 94% of weights are pruned, the PGD trained network exhibits higher
robustness than the original; however, its classification accuracy drops at the same time. We suspect
it is because for such a less parameterized network, more when capacity is allocated on including
the perturbed data, there is less for classifying natural images. We leave the analysis on the capacity
allocation for future works.

Table 3: Accuracy of pruned WRN-28-4 by weight or filter pruning on clean or perturbed test data.
Parameters ~ Natural FGSM

pruned images e€=0.1 e€=02 €=0.3 PGD
Standard Training
0% 952%  66.1% 53.0% 42.4%  0.5%

weight-94% 94.7%  549% 33.1% 24.0% 0.0%
filter-60%  94.5% 499% 30.0% 21.7% 0.0%
FGSM Training

0% 912%  86.7% 762%  554% 41.5%
weight-94% 90.5% 85.0% 73.0% 449% 31.6%
filter-60%  914% 857% 724% 422% 27.5%
PGD Training

0% 873% 833% 743% 551% 47.1%
weight-70% 87.5% 83.0% 744% 552% 47.3%
filter - 50% 873% 83.7% 75.7% 55.1% 47.8%
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.........

. | —— weight/natural
-10 . \ -101 == weight/FGSM
—— weight/natural . Vol e weight/PGD
—-= weight/FGSM "\ \ — filter/natual
_14] — fiter/natual N i —-= filter/FGSM
—-= filter/FGSM \ [ A filter/PGD

Accuracy difference (%)

0 20 40 60 80 100 0 20 40 60 80 100
Pruning prune_rates (%) Pruning prune_rates (%)

Figure 2: Accuracy differences between the pruned and original WRN-28-4, on both natural and
perturbed images. FGSM attacks shown here are with € = 8.
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