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Abstract

Out-of-distribution (OOD) detection task plays
the key role in reliable and safety-critical appli-
cations. Existing researches mainly devote to de-
signing or training the powerful score function but
overlook investigating the decision rule based on
the proposed score function. Different from pre-
vious work, this paper aims to design a decision
rule with rigorous theoretical guarantee and well
empirical performance. Specifically, we provide a
new insight for the OOD detection task from a hy-
pothesis testing perspective and propose a novel
generalized Benjamini Hochberg (g-BH) proce-
dure with empirical p-values to solve the testing
problem. Theoretically, the g-BH procedure con-
trols false discovery rate (FDR) at pre-specified
level. Furthermore, we derive an upper bound of
the expectation of false positive rate (FPR) for
the g-BH procedure based on the tailed general-
ized Gaussian distribution family, indicating that
the FPR of g-BH procedure converges to zero in
probability. Finally, the extensive experimental
results verify the superiority of g-BH procedure
over the traditional threshold-based decision rule
on several OOD detection benchmarks.

1. Introduction

Deep Neural Networks (DNNs) have attained remarkable
achievements in a broad range of challenging problems
from image classification (He et al., 2016b), speech recogni-
tion (Amodei et al., 2016), to machine translation (Dankers
et al., 2022). The excellent performance of these models
lie in the promising generalization on the in-distribution
(ID) inputs that are drawn from the same distribution as the
examples used to train the model. Nevertheless, in the open
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real-world scenarios, these models often struggle with out-
of-distribution (OOD) inputs from a different distribution
that the network has not been exposed to during training.
To ensure the reliability and safety of sensitive applications,
such as medical diagnosis (Frolova et al., 2022) and finance
(Ozbayoglu et al., 2020), the OOD inputs should be identi-
fied and not be predicted with high confidence during testing
time (Nguyen et al., 2015). Such a task is referred to as OOD
detection (Hendrycks & Gimpel, 2017).

OOD detection has gained significant attention recently and
a plethora of literature has emerged to address this issue (Liu
et al., 2020; Yang et al., 2021; Wang et al., 2022; Hendrycks
et al., 2022; Djurisic et al., 2023; Liu et al., 2023). In the
current literature, the OOD detection task is formulated as
the following decision problem. For an input z, the decision
rule is:

o) = {ID, if s(z) > s*

if s(x) < s* %

OO0D,
where s(-) denotes the score function and the threshold s* is
empirically selected so that the ture positive rate (TPR) on
ID validation set ! is 95% before testing. Given the choice
of threshold s*, we call the decision rule in Eq. (1) empiri-
cal decision rule (e-DR). Existing OOD detection methods
mainly devote to obtaining a powerful score function and
then apply the e-DR in Eq. (1) to identify the OOD examples
directly. Factually, the decision rule is extremely significant
for the OOD detection task, since it may be directly used
in sensitive applications such as self-driving (Huang et al.,
2020; Li et al., 2022). However, these state-of-the-art ap-
proaches are lack of the systematic investigation into the
decision rule. Besides, the e-DR is empirical, thus its out-
puts are not covered by any rigorous theoretical guarantee.
Then a natural question arise:

How to design an decision rule with rigorous the-
oretical guarantee and superior empirical perfor-
mance?

This paper aims to systematically study the above question.
Different from previous OOD detection literature, we in-
vestigate the OOD detection problem from the statistical

'In practical application, the testing data is unknown and we
can not guarantee that the TPR on test set is 95%. Therefore, the
threshold is selected using the ID validation set.
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perspective. Specifically, we consider the OOD detection
task as a multiple hypothesis testing problem. It is known
that Benjamini Hochberg (BH) procedure is one of the most
popular and widely used algorithms for multiple hypothe-
sis testing (Benjamini & Hochberg, 1995). To control the
false discovery rate (FDR) 2, the BH procedure demands
that the p-values corresponding to different null hypotheses
are mutually independent or follow certain patterns of de-
pendence, such as the positive regression dependence on
subset (PRDS) (Benjamini & Yekutieli, 2001) or the depen-
dency control (DC) condition (Blanchard & Roquain, 2008).
Following these literature, we propose a novel generalized
BH (g-BH) procedure with empirical p-values to solve the
OOD detection problem, which can control FDR at pre-
specified level. Moreover, we derive an upper bound of the
false positive rate (FPR) expectation for the g-BH procedure
based on the tailed generalized Gaussian distribution family.
This upper bound indicates that the FPR of g-BH procedure
converges to 0 in probability.

Extensive experiments demonstrate the superiority of the g-
BH procedure over the traditional threshold-based decision
rule from practical perspective (focusing on TPR, FPR and
F1 -score) and classical perspective (focusing on FPR95,
AUROC and AUPR). For example, using CIFAR-10 as ID
and Place365 as OOD, our method reduces the FPR from
48.21% to 16.79%, and improves the F1-score from 49.83%
to 67.86% compared with the e-DR based on KNN (Sun
et al., 2022), a direct improvement of 31.43% and 18.03% .
In addition, combining the MSP (Hendrycks & Gimpel,
2017) with the g-BH procedure, the FPR9S5 is reduced by
13.65% on average compared with the vanilla MSP.

Overall, the g-BH procedure achieves promising perfor-
mance on OOD detection and it is easily adopted based
on the existing score functions, without any sophisticated
changes to the loss or training scheme. We summarize our
contributions below:

(1) We frame the OOD detection task as the multiple hy-
pothesis testing problem and propose a novel g-BH
procedure to solve it. Our method is distribution-free,
easy to implement, and does not rely on the extra infor-
mation of OOD data. Besides, any score-based methods
can be plugged in the g-BH procedure.

(2) We develop the theoretical results of classical BH pro-
cedure about FDR control. Besides, we derive an upper
bound of the FPR expectation for the g-BH procedure
based on the tailed generalized Gaussian distribution
family. This indicates that the FPR of g-BH procedure

2FDR is related to the concept of Precision (see Section 2.2),
and can be considered as the generalization of type-I error for
single hypothesis testing. Therefore, the FDR should be first
controlled for a hypothesis testing algorithm.

converges to zero in probability.

(3) Finally, we conduct extensive experiments to demon-
strate the superiority of the g-BH procedure over tradi-
tional threshold-based decision rule on several OOD de-
tection benchmarks. The results show that our method
improves the OOD detection performance of the exist-
ing methods.

The rest of this paper is organized as follows. Section 2 in-
troduces the background of OOD detection and related con-
cepts. Section 3 proposes the g-BH procedure and proves
that it controls FDR at a prescribed level. Next, Section
4 derives an upper bound of the FPR expectation for the
g-BH procedure under the tailed generalized Gaussian dis-
tribution family. The experimental results are presented at
Section 5. We discuss the related works in Appendix A. Be-
sides, the omited proofs and in main context are presented
in Appendices B.

2. Preliminaries
2.1. Background

We donote by X C R? the feature space and ) =
{1,2,3,..., L} the label space with the joint distribution
Pxxy, and X has marginal distribution P;,,. Let (x,y)
be the feature-label pair, where instance x € X" and label
y €Y. Let f(0;x) : X — RIYl be a neural network, which
is parameterized by 6 and outputs a logit vector used to pre-
dict the label of an input sample. For simplicity, we denote
000, z,y) = £(fo(x),y) where £(-) is a loss function. We
attain a perform-well multi-class classifier by minimizing
the following risk:

R(f) = E(m,y)N'PXxy [£ (97 €z, y)]

In practice, we generally use cross-entropy loss with the
softmax activation function:

efy(‘);x)

U0, z,y) = —logp(y|z) = —log Wa
where p(y|z) is the softmax probability and f;(6, ) denotes
the j-th element of f(6;,x) corresponding to the ground-
truth label j.

During the prediction phase, we usually assume that the test
data are drawn from the same distribution P;,, as the training
data. Nevertheless, practical situations may introduce inputs
from unfamiliar distributions, with label space potentially
lacking any intersection with ). These inputs are referred
to as OOD data and should not be predicted. The goal of
OOD detection is to identify the OOD examples in testing
set. Existing literature for OOD detection mainly devotes to
obtaining a powerful score function and directly applies the
e-DR in (1) to determine whether a input is ID or OOD.
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2.2. A Perspective of hypothesis testing for OOD
Detection

Different from existing OOD detection methods which di-
rectly apply e-DR in Eq. (1), we aim to design a new
decision rule with rigorous theoretical guarantee and su-
perior empirical performance. Firstly, we provide a new
insight for the OOD detection problem from a hypoth-
esis testing perspective. Specifically, for a testing set
Ttest = [Xfest Xlhest  X'est} OOD detection task
can be formulated as the following hypothesis testing prob-
lem:

. test
Hy: X{°%" ~ Dy,

. test
Hy.: X5°%" ~ Dy,

Hl;l : XfESt e Din
Hg;l : X;eSt [ead Dzn
2

. test . test
Hn;O : Xn ~ Dzn Hn;l : Xn e Dzn

where H;.o and H;.; are called null hypothesis and alterna-
tive hypothesis, respectively. If H;.q is rejected, we declare
that X!¢* is OOD.

Whether we reject null hypothesis H;,q or not depends on
the significant concepts: p-value, defined as follows.

Definition 2.1 (p-value (Casella & Berger, 2002)). Given
asample X 3. A statistic p(X) is called p-value correspond-
ing to the null hypothesis Hy, if 0 < p()?) < 1, and for
every 0 <t <1,

Plp(X) < t|Ho) < t 3)

Usually, a small p-value means strong evidence against the
null hypothesis.

Another critical concept is false discovery rate (FDR), which
can be considered as the generalization of the probability of
type-I error. Denote by R the set of indices for the rejected
hypotheses. Let My and N be the set of indices for the
true null hypotheses and false null hypothesis, respectively.
Denote ny = |N| the number of true null hypotheses. The
hypotheses in Eq. (2) rejected by the detection algorithms
are called discoveries. The FDR is the expected proportion
of erroneous discoveries among all discoveries. Its rigorous
definition is as follows.

Definition 2.2 (FDR (Benjamini & Hochberg, 1995)).
False discovery proportion (FDP) is the ratio of the number
of false discoveries to that of all claimed discoveries:

|'R, NNy |
max{[R], 1}
The FDR is the expectation of FDP, namely FDR =

E(FDP) where the expectation is taken over the true proba-
bility distribution.

FDP =

3A sample means a sequence of examples.

Denote by R¢ the complement of set R. Using the con-
fusion matrix notations ¢, the FDP can be also expressed

as FDP = %, which is the “dual” concept of the
Precision, where
Procisi TP |R¢ NNy
recision = = .
TP+ FP max{|R¢,1}
2.3. BH Procedure

We first introduce the classical BH procedure, which is
one of the most popular and heavily studied algorithms for
problem (2) (Benjamini & Hochberg, 1995; Benjamini &
Yekutieli, 2001; Blanchard & Roquain, 2008; Basu et al.,
2018).

Definition 2.3 (BH Procedure (Benjamini & Hochberg,
1995)). Given the p-values py,p2, - - - ,p, corresponding
to the null hypotheses Hi,o, Ha,0, - , Hp;0, and let p(;) be
the ¢-th order statistics from the smallest to the largest. For
a pre-specified level a € (0, 1), define

ipy = max{i € [n] : py) < Eoz}. 4)
Then, the null hypothesis H;),q is rejected if ¢ < i

In statistics, « is usually specified as 0.05.Similar to the
type-I error in single hypothesis testing, a testing algorithm
for problem (2) should make as many discoveries as possible
while maintaining the FDR at a prescribed level. We present
some known theoretical results of the BH procedure under
the dependence between p-values below.

Theorem 2.4. (Benjamini & Yekutieli, 2001) Given the de-
pendent p-values p1,pa, . .., Pn, the BH procedure applied
at level o € (0, 1) controls the FDR at level aC,,:

FDRBH § thn. (5)

where C,, = 1 + % + % 4+ 4+ % Particularly, there
exists a joint distribution of dependent p-values for which

FDRpy = min{aC,, 1}.

Note that C,, is monotonically increasing and converges to
oo as n — oo. In many applications, the number of ex-
amples in the test set 75! is large, then aC,, > 1 when
C, > 1, implying that FDRpy = 1 > a. Hence, the
BH procedure can not control FDR at level « for arbitrarily
dependent p-values. Then, many researches (Benjamini &
Hochberg, 1995; Benjamini & Yekutieli, 2001; Blanchard
& Roquain, 2008) have established various conditions on
p-values to control FDR for BH procedure. Besides, Clarke
& Hall (2009) investigated the difficulties caused by depen-
dence of p-values for FDR control.

“Based on the notations of R, Ny and N7, we have the
following relations: TP = |R° N No|, FN = |R N No|,
FP=|R°NNi|and TN = |[RNN1|.
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3. Generalized BH Procedure

In this section, we modify the BH procedure and then pro-
pose a novel generalized BH (g-BH) procedure as the deci-
sion rule for the OOD detection problem. We first denote
f+(0) = lim, 04 f(z), and define two function classes:

Fi={f(@): £1(0) =0, f'(z) > 0, / ﬁdx <1
Fo={f(x): f+(0) =0, f'(x) > 1},

for z € (0, 1). The g-BH procedure is defined as follows:

Definition 3.1 (g-BH Procedure). Given the p-values
P1,P2, - ,Pn corresponding to the null hypotheses
Hi,0,H20," -+, Hyy0, let pg;) be the i-th order statistics
from the smallest to the largest. For a pre-specified level

€ (0, 1), define
iy pr =max{i € ] f(p) < ~a},  (6)

where f(-) € F1 U F,. Then, the null hypothesis H ;). is
rejected if ¢ < iy pp.

Eq. (6) indicates that the g-BH procedure rejects the null
hypothesis H; o if f(pi) < 74, _py and |R| =1i;_pp.

We first investigate the theoretical properties of the g-BH
procedure about FDR control. It is well known that if p-
values p1, po, ..., p, are mutually independent or PRDS,
the BH procedure can control FDR at level “2 cv. Factually,
the g-BH procedure also enjoys this theoretical results. We
begin with the following definitions.

Definition 3.2 (Increasing Set). A subset D C R" is said
to be increasing if for all x € D, x < y implies y € D,
where the comparison of x and y is component-wise.

Definition 3.3 (PRDS(Benjamini & Yekutieli, 2001)). A
family of random variables { X7, X5,..., X, } is said to
be PRDS on a subset Iy C {1,2,...,n} if for all i €
Iy, the function P((Xy, Xs,...,X,) € D|X; = x) is an
increasing function in z for any increasing subset D.

According to the definition of PRDS, we obtain two useful
propositions.

Proposition 3.4. Suppose that the p-values p1,pa, ..., Pn
are PRDS on Ny and denote p; := f(p;) for all i €
{1,2,...,n} where f(-) is strictly increasing or decreasing.
Then {p3,p5,...,pL} is PRDS on Ng as well.
Proposition 3.5. If the p-values p1,ps, ..., pn are PRDS
on the set Ny, then for any i € Ny, the function

P((plap%"'apn) € D | Di S Sﬂ)

is increasing in x for any increasing set D.

Proposition 3.4 indicates that PRDS is invariant for mono-
tonic transformation. Proposition 3.5 gives another form
of PRDS in some degree. Then, the first core theorem is
presented as follows:

Theorem 3.6. Given the p-values py,pa,...,pn corre-
sponding to various null hypotheses H1.o, Ha.0,- -+ , Hpyo
and level o € (0, 1).

(1) For f(-) € F1 U Fo, if p1,D2, ..., Pn are mutually
independent, then the g-BH procedure satisfies

n
FDRypy < —a<a.
n

(2) For f(-) € Fa, if p1,D2, - - -, Dn are PRDS on N, then
the g-BH procedure satisfies

n
FDR,py < —a <a.
n

The proof of Theorem 3 is presented in Appendix B.1. The-
orem 3.6 indicates that the g-BH procedure controls FDR at
a prescribed level for at least one function class. Therefore,
we can choose appropriate function in F; or F> for different
OOD detection task according to the condition of p-values.
Note that if we choose f(z) = x € F», the g-BH proce-
dure degenerates to the classical BH procedure. Hence, our
proposed method is called the generalized BH procedure.

4. FPR Control of g-BH Procedure

False positive rate (FPR) is a significant evaluation criterion
for OOD detection. Using the notations R and N7, the
FPR can be expressed as Although FDR control has been
widely studied, relatively little is known about the theoreti-
cal properties of FPR. For example, for a pre-specified FDR
control level, what is the worst expectation of FPR attain-
able with finite samples? In this section, we investigate the
nonasymptotic behavior of FPR for the g-BH procedure.
Our analytical framework is similar to that of Donoho & Jin
(2004); Neuvial & Roquain (2012).

4.1. Analytical Framework

Many theoretical studies (Benjamini & Hochberg, 1995;
Benjamini & Yekutieli, 2001; Storey, 2002; Blanchard &
Roquain, 2008) assume that p-values are available, implying
that the null distribution of test statistic is known. In this
case, p-values can be expressed as p; = ¥(7;), where U(-)
is the survival function of test statistic and 7 is the observa-
tion of test statistic corresponding to H;. For mathematical
convenience, we impose that 11,75, ..., T, are indepen-
dent continuous random variables. Reasonably, working
with p-values p1, pa, . .., py is equivalent to working with
observations 71,15, ..., T,.
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In this section, we describe the distribution of the observa-
tion 7; in terms of the tailed generalized Gaussian model,
which is a variant of the generalized Gaussian model.

Definition 4.1 (Tailed Generalized Gaussian Distribution
Family). A random variable X is said to follow the tailed
generalized Gaussian distribution family with the location
w1 and the degree A > 1, denoted by X ~ G(u, M), if
its cumulative distribution function F(-) and the survival
function ¥(-) satisfy F'(0) = ¥(0) = 1, and for constants
C; > C, > 0, we have

i, there exists the positive real number X; such that

—lz—pl? —lo—pl*
x X

- < F(x - < -
C (z=n) C.
forx — p < —X|.

ii, there exists the positive real number X,, such that

—lz—pl? —le—p*
x X

- < _ < -
c < Uz —p) < c.

forx — p > X,

It is easy to verify that Gaussian distribution satisfies these
conditions. Note that ¥(0) = % implies that C; > 2 and
Cy < 2. Since ¥(+) is a decreasing function, U (z — pu) >
F(z — p) forz < p.

Our inspiration for considering the tail generalized Gaussian
distribution comes from the previous works (Donoho & Jin,
2004; Ingster & Suslina, 2012) on global testing. In terms
of the notation G'(1, A), we assume that the observation 7}
is distributed as

_ G(0,)\) ifi e Ny
Ti { ifi € N7, @

where > 0 is allowed to vary with the number of hy-
potheses n. Eq. (7) shows that the non-null hypothesis is
distinguished frome null hypothesis by a positive mean shift
. In Donoho & Jin (2004), p is set to /27 log(n). In this

section, 11 is parameterized as 1 = (Arlog n)l//\ where
r > 0.

In Donoho & Jin (2004), we find that if r < p, where

-3 y<p<]
p(ﬁ)_{a—my’ S gt ®)

then the sum of probability of type-I error and type-II error
for likelihood ratio test is at least 1 in asymptotic regime
(non-null hypothesis can not be detected reliably), while
if » > p, the sum of type-I error and type-II tends to O

(non-null hypothesis can be detected reliably). Therefore,
this paper considers the pair (r, 8), where § < r < Tpax
for some positive constant 7, < 1.

Following the past works (Donoho & Jin, 2004; 2006; Jin
& Ke, 2016), we focus on so-called sparse regime in which
the number of non-null hypotheses |V | is relatively smaller
than that of the null hypotheses |[Ny|. Thus, we set |N7| =
ni =n'"% < 2, suggesting that § > 1282

logn*

Recall the g-BH procedure, the set of indices of rejected

hypotheses R can be expressed as:
R={i€n]:i<i(p1,pa,...

s Pn)}s

where
‘ , i
i*(p1,p2,-.,pn) =max{i € [n] : v -p‘(si) > ;}

For any i € [n], denote by T(; the i-th order statistic of
T1,T5,...,T, from the largest to the smallest. Following
Barber & Candes (2015), in terms of the survival function
U(T;) = p;, i*(p1,D2, - - ., Pn) can be presented as

(11, Ts, ..., T,) = max{i € [n] : f(U(T(;))) > %}

# < ia}
FU(Tw) ~n

Further, we have R = {i € [n] : T; > T*}, where

=max{i € [n] :

T* = min{Te < i € [n], f(¥(Tg)) < %a}. ©)

Obviously, T™* is a data-dependent threshold. For simplicity,
we denote by FDR(T™*) the FDR of g-BH procedure.

4.2. Upper Bound of Expectations of FPR for g-BH
Procedure

In this section, we derive an upper bound of the FPR ex-
pectation for g-BH procedure based on the settings and
assumptions in Section 4.1. First, we define some critical
notations as follows:

IOg éka
in (k) : = 8+ — 2=
and ((ka) = l?fg%. Besides, we define ng, :=
(4 )7mex—7 and

Nmin 1= Min {n eN:n > [36log(Cyn?)] e } .

For simplicity, we denote d(z,y) : = |z/* — yl/’\’A and
w will be used to simplify the upper bound of ¥ (n(wa)) in
the proof of Theorem 4.2.

Then, we show the upper bound of the expectation of FPR
for g-BH procedure.
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Theorem 4.2. Given the p-values py = V(T1),py =
U(Ty),...,pn = V(T,,) satisfing the condition (7). For
Tmin(Wa) < 7 < Tmaz, 1> max{Nya, Mmin } , then the
FPR expectation for the g-BH procedure satisfies

1—X

2(71%‘9)(%) A

E[FPRypn] < ——— (B (@)

The proof of Theorem 4.2 is presented in Section B.2. Note
that » > (3 and ((a) — 0 as n — oo, then we have
n=hB+c(@)r) < p=dr(B:1)/2 5 0 as n — oo. There-
fore, Theorem 4.2 indicates that the FPR expectation for the
g-BH procedure tends to zero as n — oo. Based on this
conclusion, we obtain the following corollary.

Corollary 4.3. Under the conditions in Theorem 4.2, the
FPR of g-BH procedure satisfies

FPRy_gg — 0 in probability

The proof of Corollary 4.3 is presented in Appendix B.3
Corollary 4.3 shows that large-scale test set is beneficial for
reducing the FPR of g-BH procedure under the conditions
in Theorem 4.2.

In many literature (Benjamini & Hochberg, 1995; Benjamini
& Yekutieli, 2001; Blanchard & Roquain, 2008), the p-
values corresponding to various null hypotheses are assumed
to be accessible. However, in practice, often we have little
information about potential marginal distribution P;,, of ID
data and thus we cannot obtain the precise p-values. Instead,
we just compute the empirical p-values. Specifically, given a
calibrated set 7°% = { X7, X5 ... Xca} consisting of
ID data, the empirical p-value corresponding to the testing
example X!°** is defined as

~ Hielml:s(x5) < s(XPN} +1
N m+1

where §(-) is a certain score function. Yu et al. (2023)
demonstrate that the empirical p-values based on neural net-
works are PRDS. Then, the practical g-BH procedure with
the empirical p-values is presented in Algorithm 1, called
g-BH. Obviously, Algorithm 1 does not rely on any extra
information of OOD data and enables to directly utilities
the existing score functions.

pi = p(X;)

)

In a nutshell, our method has two compelling strengths.
First, Algorithm 1 is distribution-free and all score-based
methods can be plugged into our proposed algorithm. Be-
sides, many theoretical results provide rigorous statistical
guarantee for Algorithm 1. We examine the performance of
Algorithm 1 in Section 5.

5. Experiment

In this section, we conduct extensive experiments to demon-
strate the superiority of the g-BH procedure over traditional

Algorithm 1 g-BH

1: Input: Training set 7, calibrated set
Teal = Xl Xgel [ Xcall  testing  set
T test {Xtest xlest  Xltestl ' prescribed

level « € (0, 1).
2: Train the score function §(x) on 7.
3: Calculate the p-values corresponding to X ¢st:

_ i e m] = (X5 < 3G} + r

;= X_test

4: Compute iy _py = max{i € [n] : f(pu)) < La}.
5: Output: Declare that X(t;“ isOOD if i <4 py, and
the rests are ID.

threshold-based decision rule from two perspectives: practi-
cal perspective (focusing on TPR, FPR and F1-score) and
classical perspective (focusing on FPR95, AUROC and
AUPR). The experimental results show that our method
enables to improve the OOD detection performance of the
existing methods.

5.1. Experimental Settings

We mainly follow the experimental settings in Yang et al.
(2022); Zhang et al. (2023b), and our codes are based on
Zhang et al. (2023b). We next introduce some necessary
settings in our experiments.

Baselines. We choose eight popular OOD detection meth-
ods as our baselines, including MSP (Hendrycks & Gimpel,
2017), KLM (Hendrycks et al., 2022), KNN (Sun et al.,
2022), LogitNorm (Wei et al., 2022), RankFeat (Song et al.,
2022), ASH (Djurisic et al., 2023), Cider (Ming et al., 2023)
and GEN (Liu et al., 2023).

Benchmarks. We use CIFAR-10 (Krizhevsky et al., 2009)
as ID data, and use CIFAR-100, TinyImageNet (Krizhevsky
et al., 2017), SVHN (Netzer et al., 2011), Texture (Kylberg,
2011), Places365 (Zhou et al., 2018) and MNIST (Deng,
2012), as OOD data.

Metrics. For the comparison between e-DR in (1) and
g-BH from practical perspective, we report the following
metrics: (1) ture positive rate ( TPR), (2) false positive rate
(FPR), (3) F1-score. For the comparison between e-DR and
g-BH from classical perspective, we report the following
metrics: (1) the FPR of OOD samples when the TPR of ID
samples is at 95% (FPR95), (2) the area under the receiver
operating characteristic curve (AURQOC), (3) the area under
the Precision-Recall curve (AUPR). In this paper, we regard
ID as positive °.

Models. We train a ResNet-18 (He et al., 2016a) to construct

3In the code of (Zhang et al., 2023b), OOD is set to positive
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Table 1. Experimental results (%) of practical perspective on CIFAR-10 as ID data. We compare the performance between e-DR and
g-BH based on the same trained score function. For each baseline method, we report results after using our framework in the next line.
Due to the space limitations, the results of MNIST are presented in Appendix E. 1 indicates larger values are better and vice versa.

Model CIFAR-100 TinyImageNet SVHN Texture Place365
TPRt FPR| F11 TPRt FPR| FIt TPRtT FPR] FIt+ TPRtT FPR| FI1 TPRT FPR] FI1
ASH 95.16 63.61 7358 9516 60.11 77.01 95.16 6568 49.86 95.16 59.56 819 9516 5571 46.11
ASH + g-BH 9251 SL.51 7971 9296 47.96 8256 93.04 4924 60.19 92.89 53.68 88.11 9237 4498 53.18
" Cider ¢ 9327 868 6439 9327 7416 7551 9327 228 81 9327 703 786 9327 7663 3879
Cider + g-BH 90.58 80.35 6529 9127 6891 7839 9156 1879 86.68 9091 59.69 86.74 9035 69.51 42.77
"~ GEN 955 75778 7542 9557 5291 7916 955 4849 57.08 955 5128 8392 955 5162 481
GEN + g-BH 90.68 31.01 8203 9056 2565 8535 90.18 2149 7543 89.71 2554 89.12 91.05 26.76 66.12
KM 9479 5945 7459 9479 5547~ 781 9479 5488 5372 9479 T 5362 76.02° 9479 542 46.66
KLM + g-BH 9042 3851 78.67 90.74 3376 82.19 9021 31.72 6354 9038 31.34 8675 90.72 32.12 57.81
©  KNN 93.67 5517 7629 93.67 5059 7991 93.67 5275 5497 9367 4598 7725 93.67 4821  49.83
KNN + g-BH 90.26 2832 8533 89.74 21.11 86.28 8847 1426 79.32 89.58 19.55 9028 90.13  16.79 67.86
© " LogitNorm™  ~ 94.83 453 7898 9483 3483 8428 0483 16.68 78.03 0483 27.66 844 9483 2757 6267
LogitNorm + g-BH 9321 3843 8132 9372 2592 8739 9149 10.06 82.66 9328 2249 89.72 9241 1653 71.39
T MSP T 9527 62.83 7387 9527 5925 773 9527 5545 537 9527 5728 8245 9527 58.86 44.87
MSP + g-BH 90.64 35.81 8361 90.72 3405 85.11 91.16 3246 76.79 9201 4044 8324 9124 3756 6226
" RankFeat 9515 7526 6323 9515 7177 7272 9515 7294 4102 9515  69.87 7568 95.15 7429 ~ 3473
RankFeat+g-BH  93.69 7055 6525 9272 6887 7471 9249 6775 4588 9329 6453 7828 9238 69.84 37.77

Table 2. The Experimental results (%) of classical perspective on CIFAR-10 as ID data. We compare the performance between e-DR and
g-BH procedure based on the same score function. For each baseline method, we report results after using our framework in the next line.
Due to the space limitations, we simplify AUROC as AUC and the results of MNIST are presented in Appendix E. 1 indicates larger

values are better and vice versa.

Model CIFAR-100 TinylmageNet SVHN Texture Place365
FPR95) AUCT AUPRT FPR95) AUCtT AUPRT FPR95S| AUCtT AUPRT FPR95| AUCT AUPRf FPR95, AUCT AUPRT
ASH 63.15 7411  68.56 5975 7644 71351 6521 7346  46.14 5927 7145 79.66 5923 79.89 4579
ASH + g-BH 60.12 7458  68.72 5521 7765 7423 57.18 7721  49.12 5358 7158 79.74 50.67 8042 4573
© 7 Cider 5618~ 89.19  90.58 4676 92.04 9401 1914~ 9825 9621 4206 9273 9459 3849 9318 ~ 8527
Cider + g-BH 53.02  89.78  90.68 4384 9269  94.64 1873 9858  96.21 3782 9339 9524 3263 9377 86.04
7 GEN T 5485 8721 8499 T 4995 882 8882 454 ~ 9187 ~ 8231 4806  90.14 9202 4866 8946 6754
GEN + g-BH 4387 8859 8531 3897  89.84  89.16 3678 9292 8298 3348  91.88 9225 4048 8999 6797
KM 6021 7789 7692 5647 8049 7514 5597 8499 6352 5475 8235 8233 5501 1837 36
KLM + g-BH 5096 7856  69.59 4776  81.12 7471 4653 8578 6348 4596 8197  81.64 4554 7786  35.69
KN 5196 8973 90.5 50927~ 91.56 933 495 T 9267 8847 4746 9306 9613 498 9177 ~ 8039
KNN + g-BH 4676 9046  90.75 4192 91.63 9323 4407 9275 8836 3808 9342 9593 4065 9249 80.87
" LogitNorm  ~ ~ "4593 79086 ~ 91.39° ~ 35.62° 9368 9503 1708 9693 ~ 9351 2812 9489 9689 2815 9514 ~ 89.07
LogitNorm+ g-BH 4358 9094  91.37 33.09 9376 9534 1547 9723 9376 26.11 9519  96.85 2595 9534 8947
T MSP 6083  87.19 8585 5739 8887 8927 5322 9146 8337 ~ 5511 89.89 925 5671 8892~ 68.86
MSP + g-BH 4773 8897  86.96 4379 89.87  90.17 3875 9235 8434 4149 9044 9347 4324 9051 70.84
" RankFeat 7841 7798~ 79.01 7556 8094 8425 0486 68.15  57.04 8947 1346 8415 6571 8599 ~ 71.68
RankFeat g-BH 7284 7896  79.85 68.08 8192 8494 8745  69.28 5791 8526 7451  84.87 57771 86.08 7273

the score function. More details of the experimental settings
can be found in Zhang et al. (2023b).

5.2. Comparison between e-DR and g-BH: Practical
Perspective

In this experiment, we apply the e-DR and g-BH to identify
the OOD examples from practical perspective, respectively.
The experimental results on CIFAR-10 as ID data are pre-
sented in Table 1. As the Table 1 shows, the g-BH dramat-
ically improves the FPR and F1-score of OOD detection
in all cases, despite a slight decrease in TPR. For example,
using CIFAR-10 as ID and Place365 as OOD, our method
reduces the FPR from 48.21% to 16.79%, and improves the
Fl-score from 49.83% to 67.86% compared to the e-DR
based on KNN (Sun et al., 2022), a direct improvement of

31.43%and 18.03% at the cost of 3.54% decrease in TPR.
Similarly, using TinyImageNet as OOD data, our method
reduces the FPR from 52.91% to 25.65$, and improves the
Fl-score from 79.16% to 85.35% at the cost of 5.01% de-
crease in TPR based on GEN (Liu et al., 2023).

g-BH procedure is free from the distribution assump-
tions and the type of score function. As can be seen from
Table 1, the g-BH consistently achieves superior perfor-
mance under the different OOD data set and various type
of score functions. For example, using Texture as OOD
data, our method reduces the FPR by 22.19%, 26.43% and
16.87% based on KLM, KNN and MSP, compared with
the e-DR. Simultaneously, corresponding F1-scores are im-
proved by 10.73%, 13.03% and 5.78 %, respectively. This
observation suggests that the g-BH does not depend on the
distributional assumptions of OOD data and the types of
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CIFAR-100

TinylmageNet

MNIST

D D

oo
— Threshold of e-DR
reshold of g-BH

oo
—— Threshold of e-DR
—— Threshold of g-BH

oo
—— Threshold of e-DR
—— Threshold of g-BH

score value
SVHN

~0.5631 ~1.0654 ~0.6741

Place365

~0.5348

~0.4527 ~1.0654 ~0.6893

Figure 1. The comparison of threshold between e-DR and g-BH based on the same trained score function in GEN Liu et al. (2023). ID

data is CIFAR-10.

score function.

Why does the g-BH performs better than e-DR? To ex-
plore the underlying reasons of the superior performance
of g-BH, we compare the thresholds determined by e-DR
and g-BH based on the score function in GEN. The results
are presented in Figure 1. As is shown in Figure 1, the
thresholds of e-DR for different OOD data are fixed because
they rely on the ID validation set and can not be adjusted
for the coming OOD data. Besides, the e-DR prefers to
guarantee the performance in ID data (high TPR) but sacri-
fices the performance in OOD data (high FPR). Thus, the
e-DR can not trade off between TPR and FPR well (low
Fl-score). By contrast, our method enables to adaptively
modify thresholds in response to the various OOD data. fur-
thermore, our method can control FDR. To control FDR, the
g-BH tends to reject more null hypotheses (to classify more
testing example as OOD) while maintaining small false re-
jections of the null hypothesis (to control the number of
falsely classifying the ID as the OOD). Hence, as is shown
in Table 1, our method achieves the smaller FPR and the
larger F1-score than e-DR. The above analysis demonstrates
that our method enables to achieve a better tradeoff between
TPR and FPR.

5.3. Comparison between e-DR and g-BH: Classical
Perspective

In this experiment, we compare the OOD detection perfor-
mance in FPR95, AUROC and AUPR between the e-DR
and g-BH. The experimental results on CIFAR-10 as ID

data are presented in Table 2. From the table, we find that
after adding g-BH to the existing methods, the AUROC
and AUPR achieve a certain degree of improvement or are
comparable with the vanilla methods. What’s even more
exciting, combining the existing methods with g-BH im-
proves the FPRO5 obviously. For example, plugging the
MSP into g-BH and using SVHN as OOD data, the FPR95
is reduced from 53.22% to 38.75% compared with the MSP,
a direct improvement of 14.47 % while maintaining the im-
provements of 0.89% and 0.97% in terms of AUROC and
AUPR, respectively. Averaged over a diverse collection of
OQOD datasets, our method reduces the FPR95 by 13.65 %
compared with the MSP. When using Texture as OOD data,
our method reduces the FPR95 by 14.58% compared with
the GEN. Notably, these improvements consistently exist
for different OOD data and various type of score functions.
Therefore, our proposed method enables to enhance the
OOD detection performance of the existing methods with-
out the dependence on the distribution assumptions of OOD
data and the type of the score functions.

6. Conclusion

In this paper, we systematically investigate the decision rule
for OOD detection, which is overlooked by the existing
literature. Concretely, we formulate the OOD detection
task as the multiple hypothesis testing problem and propose
a novel g-BH procedure to solve it. Theoretically, g-BH
procedure controls FDR at pre-specified level. Besides, we
derive an upper bound of the expectation of FPR under the
tailed generalized Gaussian distribution family. Finally, we
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conduct the extensive experiments to verify the superiority
of g-BH over the traditional score-based decision rule.
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pact. This work mainly provides a solid theoretical support
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A. Related Work

OOD Detection Al safety has become critical in machine learning community (Ma et al., 2022; Chen & Liu, 2023; Shi &
Liu, 2023), in which OOD detection and generalization are two hot topics (Zou & Liu, 2024; 2023). Lots of algorithms
(Hendrycks & Gimpel, 2017; Liu et al., 2020; Huang et al., 2021; Hendrycks et al., 2022; Djurisic et al., 2023; Zhang
et al., 2023a) have been proposed to solve these problem. Existing methods for OOD detection can be roughly divided
into two categories: post-hoc and training-based. Post-hoc methods (Liang et al., 2018; Liu et al., 2020; 2023) directly
obtain confidence from the classifier with some beneficial design to OOD detection. These designs mainly focus on the loss
function (Liu et al., 2020; Huang et al., 2021; Liu et al., 2023), classifier architecture (Lee et al., 2018b; Djurisic et al., 2023),
and some post-hoc processing techniques (Hendrycks & Gimpel, 2017; Liang et al., 2018). The distance-based methods
(Lee et al., 2018a; Hendrycks et al., 2022; Sun et al., 2022), which usually compute distance in the high-dimension space
such as feature space and gradient space to distinguish ID and OOD example, also belongs to this category of methods.
Training-based methods (DeVries & Taylor, 2018; Liang et al., 2018; Wei et al., 2022) are allowed to specifically retrain
new auxiliary networks specifically for OOD detection rather than directly using already trained models. Additionally,
some methods need access to the OOD example to train the new networks (Yang et al., 2021; Ming et al., 2022). All these
researches focus on designing or training a powerful score functions but overlook the systematic investigation of decision
rule. Different from previous literature, this paper aims to design a new decision rule with rigorous theoretical guarantee and
well empirical performance.

FDR Control Similar to control type-I error in single hypothesis testing, how to control FDR is the core problem for
multiple hypothesis testing algorithms. For this purpose, early work (Benjamini & Hochberg, 1995; Benjamini & Yekutieli,
2001; Storey, 2002; Storey et al., 2004) assumes that the p-values corresponding to the hypotheses are mutually independent
or follow certain patterns such as PRDS (Benjamini & Yekutieli, 2001), self-consistent condition and dependency control
condition (Blanchard & Roquain, 2008). Besides, Clarke & Hall (2009) show that the difficulties caused by dependence
of p-values are less serious than in classical cases when the null distributions of testing statistics are relatively light-tailed.
Based on the thought of variable selection, Barber & Candes (2015) use knockoff filter to controls FDR. Recently, Yu et al.
(2023) utilities the BH procedure with empirical p-values to tackle the noisy label detection problem and achieves SOTA
performance.

B. Omited Proof in Main Context
B.1. Proof of Theorem 3.6

Proof. We will prove Theorem 3.6 in two cases.

Case 1: p-values are mutually independent.

Recall the definition of FDP, we have

IRONy| R; B — Ril{ri=j
max{|R|,1} 2 max{|R[,1} 22 J '

i€Np €Ny j=1

where R; = Lig,  is rejected) -

Define |R(p; — 0)] to be the number of rejected hypotheses from g-BH procedure if we changed p; to 0, keeping all
the rest the same. If R; = 1, denote |R| = m where m € [n], then we have Z?:1 Biliri=iy L. According to the
definition of R;, for f(-) € F1 U Fa, R; = 1 means H, g is rejected, and further f(p;) already is below the rejection
threshold. Hence, changing p; to 0 (equivalently, changing f(p;) to 0) does not increase the number of rejected hypotheses

and |R(p; — 0)| = |R| = m. We conclude

n n

Rilyir|=j} Ril{r(p,—0)=5}
g - = E - . (10)
j j

j=1 =1

If R; = 0, Eq. (10) still holds. Let o; be the o-algebra generated by p1,...,p;—1,Pit1,- - -, Pn. Recall the g-BH procedure,
if |R| = j, then rejecting H; ¢ is equivalent to f(p;) < Z=. Since |R(p; = 0)] is o;-measurable and R; is independent of

— n

12
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o;, we have

E(Ril{ir(pi=0)=j}|9i) = E(L{ ) <iny LR mi=0)|=5}|03)

Jjo
= LR (p=0) =} P(f (pi) < ;)
We now consider the situation where f(-) € F;. Recall that the definition of p-value, for any ¢ € (0, 1), we have
P(p; < ¢) < c. Denote by X the random variable uniformly distributed on (0, 1). If ¢ > 1, then P(p; < ¢) = P(X < ¢) = 1.
Otherwise, if 0 < ¢ < 1, we get P(p; < ¢) < ¢ =P(X < ¢). Therefore, we have

P(pi <c¢) <P(X <¢).

* (7w~ =% (700 )

Note that for any non-negative random variable Y, its expectation satisfies

for ¢ > 0. Then, it follows that

E(Y) = /Ooo yf(y)dy = /ODQIP’(Y > y) dy.

Then we obtain

1 (11)

1 1
=Lkl = — - 1d
7] = ) 7 oo
By Markov’s inequality, we have
Ve _p oS 1 L | Jo_Jja
P() < 20 =Pl 2 ) <B| o] 22 < 22 (12)

It is easy to verify that the argument in Eq. (12) is still valid if f(-) € F5. The above analysis demonstrates that

n

R _ Ril{rpi=0)=j} |
ey = LR e

Ly fpoy<ioy LR (pi=0) =5}
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Note that ng = |R| and W are identically distributed for all ¢ € A\ since the null p-values have the same distribution
under the null hypotheses in Eq. (2). Then we have

|Rﬂ./\/'()|

max([RI, 1} EA;OE[E[MXET%J}'@H <o

E(

Case 2: p-values are PRDS.

Since p-values p1, pa, - - - , p, are PRDS, then f(p1), f(p2),- -, f(pn) are still PRDS according to Proposition 3.4. Ac-
cording to the definition of g-BH procedure, we have |R| = iy_pp- Without loss of generality, we assume that iy g > 1.

13
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Using the notation iy, the FDR can be expressed as

(RN [y 1) =20
ma([RL1 (2
wm<%%wﬂ
b Z it _on n
i€Ho “Tn
For simplicity, we denote wy_pgy = i;’nBH a. Obviously, w,_ gy is the function with respect to f(p1), f(p2),- -+, f(Pn)

and Wg—BH < 1.

For a positive number € € (0, 1), we choose a positive integer m such that w,_ gy > €™. Denote s; = ¢™ 177 for
j € [m + 1]. Note that

P(f(pi) < wg—nr) =P (f(pi) < @g—pH,@g—BH € UIL (55, 5541]) -

Then, for i € H, the following chain of inequities hold:

1(f(pi) < wg—BH)]

zm: ]P)(f(pt) S Sj4+1,Wg—BH € (Sj, Sj+1])
Wg—-BH

8j

E <

i P(f(pi) < 5541) - P(@y—pu € (55, sjnllf(pi) < sj1) P(F(pi) < s541)
. P(f(pi) < 8541) 8

J

Sj+1

P(wy—pu € (sj, sj+1]|f(pi) < sj+1) -

NE

J

<.
Il
-

(P(wyg—Br < sj11lf(pi) < sj11) — P(wyg—pa < silf(pi) < s541))

IA
m‘
11

—1

3

I
I

—_

(P(wyg—Bu < sjlf(pi) < sj41) —P(wy_pr < sj11|f(pi) < s542))

j
+ e (Plwg—pr < Sma1|f(Pi) < Smy1) — Plwg—pr < s1|f(pi) < s2))
e Plwy_pr < Smel (i) < Smt1) (by Proposition 3.5)

IA

< e L.
Letting € — 1 and applying the monotone convergence theorem, we have

E []l(f(pggﬁ;ﬂl:—BH)] <1

Then, we have

R NN a L(f(pi) < wg— noo
Bl ™ 5 2 B[ e < B

Wg—BH n

which completes the proof of Theorem 3.6.

B.2. Proof of Theorem 4.2

Before our proofs, we first recall some important notations. Motivated by Donoho & Jin (2004), we define a critical threshold

log —1 —
rmin(ka) 1= B+ %7 (13)

14
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where k£ > 0. Denote ((ka) = l?fg%. In terms of the notation ¢(ka), we have kae = n=(®) and 7y, (k) can be
expressed as

1
log 12C,

Tmin (k) : = B+ ((ka) + Tog

(14)

For analytical simplicity, we denote ny, : = (é) e B (2 > Nk, then we have 8 + ((ka) < rmax. Associated with
T, we define another important threshold:

n(ka) : = (Armin (ka) log n)l/)‘ . (15)

More generally, for a testing procedure g(-), if R corresponding to g can be expressed as:
Ry={ien]:T; >t}

where ¢ is a positive threshold (data-dependent or fixed ), we use the notations FDP(t), FDR(¢) and FPR(t) to denote the
metrics associated with the procedure g. In our proof, the following lemmas are used.

Note that ;1 = (Arlog n)l/)‘. As n — oo, then (ko) — oo and n(ka) — p — —o0 if ¥ > ryin(ka). Therefore, for
sufficiently large n, we have n(ka) > X, and n(ka) — p < —X|.

Lemma B.1. Suppose random variable X follows the binomial distribution B(n, p). For any 0 < v < 1, we have

i. Upper tail bound:

P(X 2 (14 B() < enp (250

ii. Lower tail bound.:

POX < (1-E() < enp (-5,

Lemma B.2. Suppose that the observations Ty, Ts, . .., T, satisfy the condition in Eq. (7). For rmin(ka) < r < rmax and
n > Ny, if threshold t < n(ka), we have E[FPR(t)] < E[FPR(n(ka))]. and
(o) %
E[FPR(n(ka))] < pci A (BHC(e)),
where
1
p =< 12C, %c,, <k<l1

12C k2 k>1.
The proof of Lemma B.2 is presented in Appendix C.3.

Proof of Theorem 4.2. In order complete our proof, we need following argument:

1—"max
P(T* > n(wa)) < exp ( — 5 (16)
We now prove the bound (16). we define the empirical survival function U of survival function ¥ as
. 1 . 1 -
U(t) = (1= —5) - Wo(t) + — - V1 (t), (17)
where ) )

€Ny €N

15
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According to the settings in Section 4.1, we have
- 1
piy =V (Tip) and ¥ (Ti;) = —, (18)

and p(1) < p(2) < -+ < Prn)- Then, the hypothesis H; is rejected by g-BH procedure if T; > T = T{;») (For simplicity,
we use ¢* to represent iy _ g ), where

i* =max {i € [n]: f(¥ (T(y)) < a¥ (Ty) }- (19)

We define A = {T* < n(wa)}. Recall the definition of ru,;, (wa), we have
1
log \P(n(aw)) < —7min (aw) logn + log o <log 3%5

o

namely, ¥ (n(aw)) < 325. Since f(-) in g-BH procedure is increasing, we get

F(¥ () < f(55)

Without loss of generality, we assume that f(x) < 9z for 0 < z < 1. It follows that

S
D {f(\I/(n(aw))) < % nliﬁ}
fG%) 9 S
D) { 3{;’% < g nlﬁ}
> {”13_5 ssl}, (20)

where S1 =3\ 1(T; > n(aw)) ~ B(¥(n(aw) — ), n*~?). Hence, we have

P(A) z]p(sl > "13B>.

Further, we conclude

nl—B nl=>8
P(T* > n(ow)) §1]P’<S1> 3 > IP’(SlS 3 )

n!”#
2

Since 7 > ryin(wa), then we have n(aw) < g, ¥ (n(aw) — p) > 3 and E(S;) > . By Lemma B.1, we obtain

1-8
P (51 <X ) <P (51 < i%)E(Sl)) <exp (- E(l*zl))
nl—,@ nl—Tmax
Sexp(_ G)SGXP(— 36 )’

Therefore, we have established the required claim (16).

Now we derive the upper bound of expectation of FPR for g-BH procedure. Denote E(FPR(- | A)) and E(FPR(- | A%))
the conditional expectations of FPR on A and its complement A¢, respectively. Observe that

C 1 108C, (5 i3>
=_— C, <2 Gaax?) > >1. d <9
360, < 1201( - )’ ( C’S ) = 5L k(ﬁ + C(Wa)zr) =

w

Then, if n > npin, we have

(108¢, )(rma%)¥
cu N R CIRDIES
Cy -

1 nl—Tmax

]

n

&3
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Based on the bound (16) and Lemma B.2, we have
E(FPR(T™)) = IP’(A) -E(FPR(T™)|A) + ]P’(AC) -E(FPR(T™)|A°)
< P(A) - E(FPR(y(wa))|4) + P(A°) < E(FPR(y(wa))) + P(A°)

1—"max
< ]E(FPR(W(WO‘))) + exp ( - 36
PR £

(298¢ (ra=p) % 1~ Tmax
< u . —dx(ﬁ+<(0¢)77') —
= Cu ! e (=g

o 108C1 \( 5 )¥

—* ) Tmax—8
< o) A (B+¢(a)r)
— Cu )
which completes the proof. O

B.3. Proof of Corollary 4.3

Proof. Theorem 4.2 shows
lim E(FPRQ,BH) =0.

n— oo

By Markov’s inequality, for any € > 0, we have
E(FPR,_gH)

P(FPRQ_BH > 6) <
€

— 0

as n — oo, namely
FPRy_gy — 0 in probability.

C. Proof of Propositions and Lemmas
C.1. Proof of Proposition 3.4 and 3.5

Proof. (proof of Proposition 3.4) Without loss of generality, we assume that f(-) is strictly increasing. For any strictly
increasing set D, denote f (D) = {f~!(z) : z € D}. We claim that f~! (D) is increasing set. Given a, b satisfying a < b
and a € f~1(D), we have f(a) € D and f(a) < f(b). Since D is increasing, then f(b) € D and b € f~(D). Hence,
f~Y(D) is increasing. If py, 2, - - . , pn is PRDS on Ny, it follows that

P((p1,05.- - py) € D | pj =) =P((p1,p2,..,pn) € f1(D) | pi = [ (2))

is increasing in . Therefore, {p%,p},...,pk} is PRDS on N. O
Proof. (proof of Proposition 3.5) Denote p = {p1,p2,...,pn}. Forany z, P(p € D|p; < z) = %. For y > «,
we have P( - )P - (z.4]) B
p6 ap1§x+ pE 7pi€x7y
P(peD|pi<y) = :
P(p; <) +P(pi € (z,y])
It suffices to show that
Ppi<a) = Pic(zy)
Denote F; the cumulative distribution function of p;, then
P(peD,p <) :/ P(peD|pi=s)dFi(s)
0
< P(peD|p;=x)dF;(s
| PeePin=ndn )

=PpeD|p=2)P(p; <x)
P(p; <z)

<P(peD|p=x1).

17
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Similarly, we have
Yy

P<pe2>,pie<m,y]>=/ P(peD|pi=s)dFi(s)

T

Z/yIP’(peDlpizx)dFi(S)

(23)
=P(PeD|pi=2z)P(p € (z,y])
]P)(p € D7pl € (l’,y])
>P(peD|p =2,
Ploe @) = PEPIP=
which completes the Proof. O

C.2. The proof of Lemma B.1

Proof. For simplicity, we denote X = Z?:l X where X1, ..., X, areiid. and X; ~ Ber(p) for ¢ € [n]. Besides, let
= E(X)np. The moment-generating function (MGF) of X; is

My, () =E(X) =pe! + 1 —p=1+p(e! —1) <P~ D,

Then, we have
Mx(t) = ] Mx, (8) < e« =D
i=1

For any ¢ > 0,a = (1 + 7)u, by Markov’s inequality, we have

P(X > a) = P(e!X > )

IN
\

sl et“ eta
It follows that
o em(e’=1) et(log(14+7v)—1)
P(X > (1+7)u) < e = O+ nloe(it7)
et —’u
= @ 0<
(1+ 7)#(1+v) < exp 2+ ’y)
2
—Yu
< exp( 3 )s

where we use the fact that (2 + ) log(1 4 ) > 2. The proof of lower tail bound is analogous. Let ¢ = log(1 — ), then
we have

e 1Y e 1Y -2
< =
1— 7)u(1—ny) = e—/w+# exp(

PX < (1-)n) < ¢
which completes teh proof. O

C.3. Proof of Lemma B.2

Proof. Since FPR(-) is increasing, then for any ¢ < n(ka), we have E(FPR(t)) < E(FPR(n(ka))). Hence, our gaol
is to seek upper bound of E(FPR(n(k«))). We first consider E(FPR(n(«))). Recall that FPR at threshold 7(«/) can be
expressed as
Dieny (T < nla) — p)

nl=8

FPR(n(a)) =

To simplify notations, we denote Sy = > ;-\ 1(T; < n(a) — p). Itis easy to verify that

Sy~ B(n'f,1—¥(n(a) - p)

18



A Provable Decision Rule for Out-of-Distribution Detection

and further we have

B(FPR( (@) = & (220 LD )y yya) -

If roin (@) < 7 < Tmax, in terms of the definitions of n(«) and u, we have

(@) = (Mlogn) !/ (/2 — Pl (@)
= (AdA(7, Tmin () log n)l/)‘ )

According to the assumption about ¥(+), we have

CL exp (—dx (7, rmin(@)) logn)

’I’L_d>‘ (ryTmin (a))
C

The definition of 7, (o) implies that 7mi, (@) < 8 + ((«). Now we consider the function g(t) = dx("min(c) + ¢,7) and
its derivative

1—=¥(n(a) = p)

IN

1-x .
—(Pmin(@) +1) * dx(rmin(c) + ¢, T)AT

A—1

1—X
(rmin(@) +¢) > dx(rmin(@) +t,7) 7% t>1r—rmn(Q).

() = 0<t<r—rmm(a),

When ¢ € (0,8 + ((&) — rmin(c)), the simple calculation gives

1-2 A

(rmin(0) +1) > < B85
and
Aol A1 Aol
d)\(rmin(a) +t7’l") A S |T - Tmin(a) - t| A S (Tmax - B) A

It follows that

/ EESN A1 B 1A
< . — =(—2
19" < B (rmax — B) > (Tmax *5) 2
fort € (0, 8 + ((c) — rmin()). According to Lagrange mean value theorem, we conclude
B 1-2
| (Tmin (@), 1) — dxA(B + ((a),7)| < (ﬁ) * rmin(a@) = 8 = ((@)]
— B )¥ log 12C;
Tmax — 6 1Og n '

Therefore, we obtain

1-X jog12C
n= B rrmin(@)) < p=da(mBHC(e) | (feg) X S

_ (120) (=) % A (@),

For o = ka, we impose n > (min{«, ka} Fonax P ), implying 8 4+ max{{(ka), (@)} < Tmax. If "min (k) < 7 < Tmax,
the same reasons above shows

B

12 |log 12C;k| - | log k|
Tmax 75 .

|d (rmin (ka), ) — dx(8 + ((a), )] < ( Togn

)

It follows that

8 )1;\A | log 12C k|- | log k|
Tog n

Tmax — B

=8 ("7 min (k) < n— I (B+C(@) | 4 (

1

( )5 (@)

Tmax — B8

=p
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where
1 1
20k 0<k< 126,
- 1
120,k k>1,
which completes the proof. O

D. Some Known Results

Lemma D.1. (Bernstein’s inequality). Let X1, X, -+ , X,, be independent zero-mean random variables.Suppose | X;| <
M almost surely, then for all positive t,
n ltg
P X;>t] <exp (— - 2 ) . (24)
2 ST E X 1

E. Additional Experimental Results

Table 3. Additional experimental results (%) of practical perspective on CIFAR-10 as ID data and MNIST as OOD data. We compare the
performance between e-DR and g-BH based on the same trained score function. For each baseline method, we report results after using
our framework in the next line. 1 indicates larger values are better and vice versa.

ID CIFAR-10
00D MNIST
Model TPRT FPR| FIt
ASH 95.16 48.59 33.39
ASH + g-BH 93.23 3537 41.34
””” Cider 9327 8899 21.07
Cider + g-BH 91.77 74.06 27.45
””” GEN 955 37.83 39.67
GEN + g-BH 91.01 932 67.23
””” KLM 9479 4658 34.04
KLM + g¢-KNN  90.88 23.68 48.27
””” KNN ~ 93.67 4086 3727
KNN + g-BH 89.43 18.69 58.24
© LogitNorm 9483 2462 822
LogitNorm + g-BH 91.49 19.51 83.49
””” MSP 9524 4041 38.69
MSP + g-BH 90.53 23.98 52.75
~ RankFeat  95.15 95.54 2029

RankFeat + g¢-BH 9149 82.58 26.33
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Table 4. Additional experimental results (%) of classical perspective on CIFAR-10 as ID data and MNIST as OOD data. We compare the
performance between e-DR and g-BH based on the same trained score function. For each baseline method, we report results after using
our framework in the next line. 1 indicates larger values are better and vice versa.

ID CIFAR-10
OOD MNIST
Model FPR95| AUCtT AUPR?
KLM 47.55 85 36.57
KLM + g-KNN 3845  86.02  36.98
] KNN 36.96 9426 8373
KNN + g-BH 31.79  94.88  83.76
"~ LogitNorm  24.83 9491  96.02
LogitNorm + g-BH 15.64 95.58 96.87
T ASH 48.08  83.16  40.64
ASH + g-BH 4282 8448  41.84
I Cider 3832 9399 8356
Cider + g-BH 2937 9495  84.46
T GEN 3549 9283  76.04
GEN + g-BH 2296 9452  77.33
" RankFeat 85.1  75.87 4391
RankFeat + g-BH 8349 7598  43.98
I MSP 4729  90.63 7557
MSP + g-BH 3341 9243 7628
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