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Abstract

Large Language Models (LLMs) are increas-
ingly vulnerable to sophisticated jailbreak at-
tacks, particularly pair attacks, which embed
malicious instructions within ostensibly benign
contexts. Existing defense mechanisms often
fail because they rely on surface-level patterns
or assume linear separability in the embedding
space, thereby overlooking crucial directional
and contextual nuances. To address these lim-
itations, we introduce ConeSpace, a novel ge-
ometric framework that models distinct jail-
break attacks as specific cone-shaped regions
within the high-dimensional embedding space.
Our approach explicitly constructs unique Cone
Axes, derived from the centroids of verified at-
tack samples, to serve as the directional back-
bone for these regions. We then define the
precise boundaries using four key geometric
metrics relative to the Cone Axis: direction
similarity, magnitude ratio, projection length,
and Euclidean distance. The framework is un-
derpinned by a Critical Layer Selection mecha-
nism based on geometric separability metrics,
which identifies the optimal network depth for
detection. Furthermore, we propose a variance-
adaptive thresholding strategy based on attack
distribution characteristics, applying strict con-
straints for consistent attacks and more lenient
boundaries for evasive ones. Extensive experi-
ments on nine benchmark datasets across mul-
tiple LLM architectures (including Llama, Mis-
tral, and Vicuna) demonstrate that ConeSpace
achieves 94.9% accuracy and a 97.4% F1-score.
It outperforms state-of-the-art methods by 3.5%
and yields a 10.5% improvement on challeng-
ing pair attacks, all while maintaining a remark-
ably low false positive rate.

1 Introduction

The rapid advancement of Large Language Models
(LLMs) has catalyzed their widespread adoption
across diverse applications, ranging from customer
service to automated content generation. How-
ever, these models remain vulnerable to adversarial

jailbreak attacks, in which malicious actors craft
prompts designed to bypass safety guardrails and
elicit harmful responses (Wei et al., 2023; Mehro-
tra et al., 2024). Among these, pair attacks, which
employ context-switching tactics to deceive LLMs
(e.g., by embedding malicious instructions within
seemingly harmless scenarios), have emerged as
particularly difficult to detect due to their subtlety
and diverse surface-level manifestations.
Traditional defense mechanisms, such as fine-
tuning on safety datasets or employing rule-based
filtering, often fail against sophisticated attacks
due to their reliance on surface-level patterns
(Brown et al., 2020). Recent research has ex-
plored embedding-based detection methods that
leverage semantic similarity between prompts (Jain
et al., 2023). These methods typically model legit-
imate and malicious prompts as points in a high-
dimensional space, utilizing linear classifiers or
density estimation to distinguish between them.
However, they suffer from two primary limitations:

1. They assume linear separability between legit-
imate and malicious prompts. In practice, this
assumption often does not hold, particularly
for pair attacks that closely mimic legitimate
queries.

2. They fail to capture the directional and con-
textual information inherent in the embedding
space, which is critical for distinguishing be-
tween prompts that appear similar but are
functionally distinct.

To address these limitations, we propose ConeS-
pace, a geometric framework that models malicious
prompts as residing within specific cone-shaped re-
gions in the embedding space. Our key insight is
that jailbreak attacks, including pair attacks, often
exhibit consistent directional patterns relative to
legitimate prompts, even when employing varying
surface-level tactics. By constructing cone bound-



aries based on direction similarity, magnitude ratio,
projection length, and Euclidean distance, ConeS-
pace effectively captures these patterns to detect
even the most sophisticated attacks.

Contributions: (1) We propose ConeSpace, a
geometric framework that overcomes the limita-
tions of linear separability by modeling different
jailbreak attacks as distinct cone-shaped regions.
Crucially, we introduce the concept of Cone Axes,
which are computed as the prototypes of specific
types of jailbreak attacks and act as the central
reference lines for these cones. This allows us
to capture the unique directional signatures of di-
verse attacks through four fine-grained geometric
properties: direction similarity, magnitude ratio,
projection length, and Euclidean distance.

(2) We design a variance-adaptive thresholding
strategy based on attack distribution characteris-
tics that flexibly adjusts to the unique geometric
signatures of different attacks. Utilizing a unified
detection formula with adaptive multipliers relative
to the Cone Axis, our method applies strict con-
straints for highly consistent attacks (such as 1JP
and Puzzler) to eliminate false positives, while em-
ploying lenient boundaries for semantically diverse
attacks (such as PAIR) to maintain high recall.

(3) We develop a multi-dimensional detection
algorithm enhanced by a Critical Layer Selection
mechanism based on geometric separability met-
rics. This engine analyzes properties like direc-
tional consistency and cluster separation to iden-
tify the most discriminative LLM layers for ex-
tracting embeddings. The algorithm operates in
two stages: an efficient core condition check to
filter out clearly benign prompts, followed by a
full-dimension check using adaptive thresholds for
fine-grained classification.

(4) We conduct extensive experiments on nine
benchmark datasets across four major LLM archi-
tectures (Llama-2, Llama-3, Mistral, and Vicuna).
ConeSpace achieves 94.9% accuracy and a 97.4%
F1-score, outperforming state-of-the-art methods
by 3.5%. It demonstrates a 10.5% improvement on
challenging pair attacks and maintains an excep-
tionally low false positive rate on benign reasoning
benchmarks, confirming both its effectiveness and
practical utility.

2 Previous Work

Adversarial jailbreak attacks aim to circumvent
LLM safety guardrails by crafting malicious

prompts that elicit harmful responses. The land-
scape of both attacks and defenses is evolving
rapidly, with a notable shift from simple prompt
injections to more sophisticated, adaptive strate-
gies (Yi et al., 2024; Huang et al., 2024). Promi-
nent attack types include gradient-based methods
like GCG (Zou et al., 2023b), prompt optimization
techniques like AutoDAN (Liu et al., 2023), and re-
cent context-switching tactics such as PAIR attacks
(Chao et al., 2023), which are particularly chal-
lenging to detect. The attack surface has further
expanded to include methods such as many-shot
jailbreaking (Anil et al., 2024), code-based obfus-
cation (Yong et al., 2024; Wei et al., 2023), and
multi-modal domain attacks like FigStep, which
uses ASCII art to encode malicious instructions
(Gong et al., 2024).

Defenses against these attacks can be broadly
categorized. A primary line of defense involves
input filtering and perturbation. Methods like
SmoothLLLLM introduce randomized perturbations
to the input to disrupt adversarial suffixes, although
this can sometimes alter the semantics of benign
prompts (Robey et al., 2023). Other approaches
utilize perplexity-based filtering, which is effective
against some attacks but often fails against more
fluent, human-like jailbreaks (Jain et al., 2023).

Another common strategy is the deployment of
external guard models. Llama Guard, for instance,
employs a separate, smaller LLM fine-tuned to
classify prompts and responses against a safety tax-
onomy (Inan et al., 2023). While effective, this ap-
proach incurs significant computational overhead
due to the requirement for an additional model
inference pass. Other recent defense proposals in-
clude safety-aware re-ranking (Xu et al., 2024) and
in-context self-examination (Phute et al., 2024).

More advanced defenses focus on analyzing in-
ternal model representations, a line of research
most relevant to our work. A foundational find-
ing in this area is that specific concepts and behav-
iors, including harmful ones, can be represented
by consistent directional vectors within the LLM’s
activation space (Zou et al., 2023a). This princi-
ple, termed "representation engineering," has been
used to both elicit and suppress model behaviors.
Recent work has extended this to "mind reading,"
where internal states are used to anticipate harmful
outputs before generation (Han et al., 2025; Perez
et al., 2022). These methods validate the premise
that malicious intent leaves a geometric trace in the
embedding space.
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Figure 1: The overall framework of ConeSpace. (A) Space Construction: The Critical Layer Selection Engine
analyzes LLM layers using geometric metrics to identify the most discriminative layers and establish the cone
axis. (B) Detection Pipeline: Incoming prompts are embedded using the selected layer and passed through the

ConeSpace Filtering module.

However, existing methods possess key limi-
tations. Input filters are often too brittle, while
guard models are computationally expensive. Even
representation-based methods, while powerful,
have not yet provided a framework that is both
lightweight and adaptive. Crucially, while the ex-
istence of directional vectors for harmful concepts
is established (Zou et al., 2023a), prior work has
not developed a detection system that models these
directions as flexible, multi-dimensional geometric
regions (i.e., cones) with boundaries that adapt to
the diverse characteristics of different attack fam-
ilies. Many methods rely on fixed thresholds or
linear classifiers, which struggle with the semantic
diversity of attacks like PAIR.

To address these limitations, we propose ConeS-
pace, a novel framework that leverages the direc-
tional nature of attack vectors but models them
within adaptive, multi-dimensional cone bound-
aries, offering a lightweight, robust, and attack-
aware detection mechanism.

3 Methodology

The architecture of ConeSpace is illustrated in Fig-
ure 1. Our framework operates in two distinct
phases. In the Space Construction phase (Part
A), we utilize a Critical Layer Selection Engine
based on geometric separability metrics to iden-
tify the optimal LLM layers for capturing geomet-
ric attack patterns and construct a library of cone
spaces based on verified attack data. In the Detec-
tion Pipeline (Part B), input prompts are projected
into these high-dimensional spaces and evaluated
against the pre-computed cone boundaries relative
to the Cone Axis to detect malicious intent.

3.1 Cone Space Representation

Building on the observation that malicious prompts
of the same attack type exhibit consistent geomet-
ric patterns in high-dimensional embedding spaces,
we propose the ConeSpace framework. This frame-
work models each jailbreak attack type as a distinct
cone-shaped region in the embedding space. This
geometric representation captures both the direc-
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Figure 2: Geometric representation of the cone space from different perspectives.

tional consistency and structural properties of ma-
licious prompts, enabling precise detection across
diverse attack types.

For each attack type, we define a cone space
characterized by five key components. The Cone
Axis (c) serves as the prototypical direction vector
encoding the semantic signature of a specific attack
type, computed as the mean embedding of verified
malicious calibration prompts:

1 N

=% Z 1)
where N denotes the number of malicious samples
used for initialization, and v;" € R is the high-
dimensional embedding vector of the i-th malicious
prompt.

The Direction Threshold (8;) defines the min-
imum acceptable cosine similarity between a
prompt vector and the Cone Axis. The Magni-
tude Ratio Range ([7min, Tmaz|) constrains the rel-
ative magnitude of prompt vectors. The Projection
Threshold (6,,) specifies the minimum required pro-
jection length onto the Cone Axis. Finally, the
Distance Threshold (6.) sets the maximum allow-
able Euclidean distance between a prompt vector
and its projection.

Figure 2 illustrates the cone space representa-
tion. Figure 2a shows the 3D visualization where
the Cone Axis c defines the central reference line.
Benign prompts (blue dots) typically fall outside
this cone, while jailbreak prompts (red dots) cluster
within it. Figure 2b highlights the angular limit 6,4
and projection threshold 6,,. Figure 2c emphasizes
the radial constraints. By combining these met-
rics, ConeSpace captures both the "direction" and
"spread” of malicious prompts.

3.2 Detection Algorithm

The full-dimension mode employs a sequential fil-
tering approach. The process begins with embed-
ding extraction using the most discriminative LLM
layer. Next, we compute geometric metrics includ-
ing direction similarity, magnitude ratio, projection
length, and the Euclidean distance between v and
the attack-specific Cone Axis c.

The algorithm then applies Core Condition Fil-
tering:
core(v,C) = (cos(v,c) = ) A(Tmin < 7 < T'max)

2

This step efficiently eliminates prompts that clearly

do not match the attack’s geometric profile. Fol-

lowing this, the Refinement stage applies tailored
constraints using adaptive multipliers o and :

full(v,C;) = (proj(v,c) > a; - 6p)
A (dJ_(V7 C) < 57 ’ 06)
3)

where o, 3r are adaptive multipliers derived
from the attack variance:

e For strict attacks (IJP, Puzzler), which ex-
hibit highly consistent embeddings with low
variance: ar = 1.5, 3 = 0.5. These tight-
ened constraints eliminate false positives.

e For moderate attacks (Pair), which show se-
mantic diversity due to context-switching:
ar = 0.5,3, = 1.5. These relaxed con-
straints maintain high recall.

* For standard attacks (GCG, AutoDAN), which
display typical adversarial patterns with mod-
erate consistency: o, = 1,8, =1 (bal-
anced, unmodified thresholds).



Algorithm 1 ConeSpace Jailbreak Detection

Require: Prompt p, Cone spaces {C. } 1,
Ensure: Result (JAILBREAK/BENIGN)

1: v = LLM_embed(p)

2: res = BENIGN

3: for each attack type k in K do

4: C=2Cyg
5:  cossim = cos(v,C.c)
6 7= vl|/lic.cl
7:  proj = ||v]| - cossim
8 dist = ||v — proj - (C.c/||C.c]|)||
9 core = (cossim > C.0g) A (C.rmin < 7 < C.Tmax)
10:  if —core then

11: continue

12: end if

13:  if k € {STRICTATTACKS} then

14: full = (proj > 1.5C.6,) A (dist < 0.5C.0.)
15:  elseif kK € {MODERATEATTACKS} then

16: full = (proj > 0.5C.6,) A (dist < 1.5C.6,)
17: else

18: full = (proj > C.0,) A (dist < C.0.)

19:  endif

20:  if full then

21: res = JAILBREAK

22: break

23:  endif

24: end for

25: return res

For resource-constrained environments, a tradi-
tional mode is available that utilizes only the core
geometric conditions. The complete algorithm is
summarized in Algorithm 1.

3.3 Critical Layer Selection

LLM layers encode information at different seman-
tic levels. We introduce a Critical Layer Selection
mechanism based on geometric separability met-
rics to identify the most discriminative layers. We
evaluate each layer across three geometric metrics
(directional consistency, distance separation, and
magnitude difference) and select the layer with the
highest normalized score:

Lreric = arg max NormMetric(1) 4

This critical layer selection process is performed
offline during system initialization.

3.4 Strict Fusion Strategy

We employ a strict fusion strategy that prioritizes
safety coverage. For an input prompt embedding
v, we evaluate it against the cone space model by
checking geometric constraints across all dimen-
sions for each attack type. A prompt is classified
as a jailbreak attack if it satisfies all geometric con-

straints for ANY attack type:

K

jailbreak, o, (V) = \/ (COS(V7 cr) > 6q A
k=1

vl
Tmin < <r
|l

proj(v,cg) > 6, A

di(v,cp) < 9e>

max A (5)

This strict fusion ensures that even prompts ex-
hibiting characteristics of a single attack type are
detected, providing maximum security coverage.

4 Experiments

To comprehensively evaluate the effectiveness, ro-
bustness, and practicality of ConeSpace, we design
experiments addressing three core research ques-
tions: (1) How does ConeSpace perform in detect-
ing diverse jailbreak attacks across different LLMs?
(2) Can ConeSpace maintain high detection accu-
racy while minimizing false positives? (3) What
is the computational efficiency and generalization
ability of ConeSpace in real-world scenarios?

4.1 Setup

We conduct extensive experiments on diverse mod-
els, datasets, and baselines to ensure the compre-
hensiveness and reliability of our evaluations. All
experiments are repeated five times with different
random seeds, and results are reported as mean +
standard deviation to ensure statistical significance.

We select four representative open-source LLMs
from three model families: Mistral-7B (Jiang et al.,
2023), Vicuna-7B (Chiang et al., 2023), Llama2-7B
(Touvron et al., 2023), and Llama3-8B (Al@Meta,
2024). All models adopt dense Transformer archi-
tectures with 32 layers and an embedding dimen-
sion of 4096.

We constructed a dataset designed to ensure a
fair comparison with baseline experiments under a
consistent data distribution: (1) General Detection
Dataset: This dataset includes 850 benign prompts
and 850 harmful prompts, merged from AdvBench
(Zou et al., 2023b) and Hex-PHI (Djuhera et al.,
2025). For attacks, we generated 32,600 jailbreak
samples using nine representative methods. These
include gradient-based approaches like GCG (Zou
et al., 2023b), prompt optimization techniques like
AutoDAN (Liu et al., 2023), context-switching tac-
tics like PAIR (Chao et al., 2023), and obfuscation



Table 1: Performance comparison of different jailbreak detection methods across various LLMs. Results are reported

as Accuracy / F1-Score. Best results are bolded.

Methods P GCG SAA AutoDAN PAIR DrAttack Puzzler Zulu Base64
Mistral-7B

PAPI 0.04/0.08 0.05/0.09 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
PPL 0.60/0.81 0.33/0.48 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
LlamaG 0.10/0.03 0.70/0.07 0.83/0.90 0.77/0.87 0.74/0.85 0.84/0.91 0.77/0.87 0.95/0.95 0.58/0.73
Self-Ex 0.42/0.59 0.52/0.68 0.40/0.57 0.56/0.72 0.46/0.63 0.51/0.67 0.44/0.62 0.32/0.49 0.37/0.54
GradSafe 0.01/0.02 0.63/0.77 0.00/0.00 0.00/0.00 0.84/0.86 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
JBShield-D 0.84/0.86 0.97/0.97 0.99/0.99 0.97/0.97 0.85/0.80 0.82/0.80 1.00/1.00 0.99/0.99 0.99/0.99
ConeSpace 0.94/0.97 0.99/0.99 0.97/0.99 0.89/0.94 0.97/0.98 0.97/0.98 0.95/0.97 0.92/0.96 1.00/1.00
Vicuna-7B

PAPI 0.04/0.08 0.14/0.25 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
PPL 0.60/0.81 0.47/0.62 0.00/0.00 0.01/0.02 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
LlamaG 0.15/0.03 0.70/0.06 0.85/0.91 0.72/0.83 0.75/0.85 0.84/0.91 0.75/0.86 0.95/0.95 0.55/0.71
Self-Ex 0.00/0.00  0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.01/0.02 0.01/0.03
GradSafe 0.30/0.06  0.00/0.00 0.00/0.00 0.00/0.00 0.90/0.91 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
JBShield-D  0.82/0.83 0.95/0.96 0.99/0.99 0.97/0.97 0.93/0.96 0.99/0.99 1.00/0.91 0.99/0.99 1.00/1.00
ConeSpace  0.94/0.97 0.99/0.99 0.94/0.97 0.95/0.97 0.94/0.97 0.96/0.99 0.90/0.95 0.93/0.96 0.95/0.98
Llama-2-7B

PAPI 0.04/0.08 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
PPL 0.41/0.57 0.32/0.46 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
LlamaG 0.01/0.03 0.79/0.86 0.63/0.77 0.10/0.18  0.00/0.00 0.00/0.00 0.00/0.00 0.95/0.95 0.30/0.51
Self-Ex 0.31/0.33  0.28/0.32 0.36/0.39 0.27/0.31 0.27/0.30 0.32/0.35 0.24/0.27 0.30/0.33 0.29/0.32
GradSafe 0.39/0.56 0.97/0.98 0.00/0.00 0.96/0.98 0.62/0.77 0.00/0.00 0.18/0.31 0.00/0.00 0.00/0.00
JBShield-D  0.84/0.86 0.82/0.86 0.93/0.94 0.98/0.98 0.87/0.88 0.99/0.99 0.81/0.85 0.91/0.91 0.92/0.93
ConeSpace 0.97/0.99 0.97/0.99 0.86/0.93 0.99/0.99 0.97/0.99 0.99/0.99 0.95/0.97 0.95/0.98 0.93/0.96
Llama-3-8B

PAPI 0.04/0.08 0.02/0.04 0.00/0.00 0.02/0.04 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
PPL 0.40/0.03 0.85/0.90 0.00/0.00 0.23/0.36  0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
LlamaG 0.16/0.03 0.74/0.06 0.84/0.91 0.15/0.02 0.16/0.02 0.85/0.92 0.75/0.85 0.95/0.95 0.00/0.00
Self-Ex 0.15/0.26 0.12/0.21 0.19/0.31 0.11/0.19 0.16/0.26  0.16/0.27 0.18/0.30 0.12/0.21 0.14/0.24
GradSafe 0.41/0.58 0.21/0.35 0.00/0.00 0.97/0.98 0.37/0.54 0.00/0.00 0.92/0.96 0.00/0.00 0.00/0.00
JBShield-D  0.91/0.92 0.98/0.99 1.00/1.00 0.97/0.97 0.77/0.86 0.97/0.96 0.99/0.99 0.99/0.99 0.97/0.97
ConeSpace  0.98/0.99 0.98/0.99 0.84/0.91 0.93/0.96 0.96/0.98 1.00/1.00 1.00/1.00 0.89/0.94 0.93/0.97

methods like Zulu (Yong et al., 2024) and Base64
encoding (Wei et al., 2023). The full list includes
IJP (Shen et al., 2024), GCG, SAA, AutoDAN,
PAIR, DrAttack (Li et al., 2024), Puzzler (Chang
et al., 2024), Zulu, and Base64. (2) False Positive
Evaluation Dataset: To rigorously evaluate the
False Positive Rate (FPR) on standard reasoning
tasks, we incorporated 1,000 samples from two
widely used benign benchmarks: OpenbookQA
(Mihaylov et al., 2018) and PIQA (Bisk et al.,
2020). These datasets are exclusively used to test
the model’s robustness against over-flagging legiti-
mate queries.

We compare ConeSpace with six state-of-the-
art detection-focused baselines: Perspective API
(PAPI) (Jigsaw, 2021), Perplexity (PPL) (Jain
et al., 2023), Llama Guard (LlamaG) (Inan et al.,
2023), Self-Examination (Self-Ex) (Phute et al.,
2024), GradSafe (Xie et al., 2024), and JBShield-D

(Zhang et al., 2025). We report two key metrics:
(1) Accuracy and F1-Score for overall detection
capability; and (2) False Positive Rate (FPR) on
benign datasets (Table 2), where a lower value in-
dicates better preservation of model utility.

4.2 Results

(1) Overall Detection Performance: Table 1 summa-
rizes the accuracy and F1-score of ConeSpace and
baselines across nine attack types and five LLMs.
ConeSpace achieves state-of-the-art performance
across all tested scenarios, with an average accu-
racy of 94.9% and an F1-Score of 97.4%, outper-
forming baseline methods by 3.5% in detection
rate. For the challenging Pair attacks, ConeSpace
achieves a 98.0% F1-Score, representing a 10.5%
improvement over the closest baseline.

(2) False Positive Analysis on Benign Bench-
marks: A critical requirement for defense mecha-



Table 2: False Positive Analysis on Benign Datasets.
Lower FPR indicates better preservation of model util-

ity.

Model Dataset Size FP FPR
s 0N 03
o PN )10
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nisms is the avoidance of disrupting normal user
interactions. We evaluate the False Positive Rate
(FPR) of ConeSpace on strictly benign datasets
(OpenbookQA and PIQA) across different LLM
backbones, as shown in Table 2. The results
demonstrate that ConeSpace maintains extremely
low false positive rates while achieving high de-
tection recall. Specifically, on the OpenbookQA
dataset, Mistral-7B and Vicuna-7B achieve near-
zero misclassification rates (0.20% and 0.00% re-
spectively). Even on Llama-2 and Llama-3, error
rates remain below 2.5%. On the PIQA dataset,
which involves more complex physical reasoning
contexts that might resemble the "setup” patterns in
attacks, the detection rate remains consistently low
(e.g., 1.00% for Mistral and 1.80% for Llama-3).
This confirms that our geometric cone constraints
are sufficiently precise to distinguish between com-
plex legitimate reasoning (which falls outside the
cone) and malicious context switching (which falls
inside), thereby preserving the model’s utility.

(3) Generalization Across Attacks and Mod-
els: ConeSpace demonstrates strong generalization
across all nine attack types and four LLLM archi-
tectures. For strict attacks (IJP, Puzzler), ConeS-
pace’s strict thresholds (> 95% direction similar-
ity) eliminate false positives, achieving F1-Scores
> 99% across all models. For moderate Pair attacks,
the lenient thresholds maintain high recall with a
98.0% F1-Score. Across different LLM architec-
tures, ConeSpace’s accuracy remains above 94%,
significantly surpassing baselines such as GradSafe
and Self-Ex.

5 Conclusion

In this paper, we introduced ConeSpace, a novel ge-
ometric framework for detecting jailbreak attacks
against Large Language Models. By moving be-
yond linear separability assumptions and model-
ing attack patterns within high-dimensional cone
regions, ConeSpace effectively captures the sub-
tle directional and magnitude signatures of mali-
cious prompts. Our adaptive threshold strategy suc-
cessfully reconciles the tension between detecting
stealthy context-switching attacks (like PAIR) and
maintaining a low false positive rate on legitimate
queries.

Extensive experiments across four LLM archi-
tectures and nine diverse attack types reveal that
ConeSpace achieves state-of-the-art performance,
surpassing existing methods by significant margins
in both detection accuracy and robustness. No-
tably, our framework exhibits exceptional efficacy
against complex pair attacks, improving F1-scores
by over 10% compared to previous baselines while
maintaining computational efficiency suitable for
real-time deployment. Future work will explore ex-
tending ConeSpace to multi-modal attack vectors
and investigating dynamic cone adaptation for the
zero-shot detection of emerging attack strategies.
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A Detailed Experimental Setup

A.1 Dataset Statistics

To ensure reproducibility, we provide the detailed
composition of our evaluation datasets. The Gen-
eral Detection Dataset comprises a balanced mix
of benign and malicious prompts. The specific
breakdown of the 32,600 generated jailbreak sam-
ples across nine attack methods is detailed in Table
3. This large and diverse dataset facilitates a robust
evaluation of generalization capabilities.

A.2 Implementation Details

All experiments were conducted on a server clus-
ter equipped with an NVIDIA L40 (48GB) GPU.
We utilized the ‘transformers® library (v4.38.0) for
model inference. For the Critical Layer Selection,
we used a calibration set of 200 benign and 200
malicious samples per attack type. The selection
process incurs a one-time offline cost. During infer-
ence, we extract hidden states only from the identi-
fied critical layer (typically between layers 18 and
24 for Llama-2-7b), minimizing runtime overhead.
The vector database for Cone Space storage was
implemented using FAISS for efficient similarity
search, although standard matrix operations were
sufficient given the low dimensionality of the attack
prototypes (one centroid per attack type).

Table 3: Detailed statistics of the constructed Jailbreak
Attack Dataset. The dataset is designed to cover a
wide range of attack complexities, from simple suffix
attacks to sophisticated context-switching and obfusca-
tion methods.

Category Method / Source Count

850
1,000

Standard Benign Tasks

Benign OpenbookQA & PIQA (For FPR Evaluation Only)

1JP (Iterative Jailbreak)

GCG (Greedy Coordinate Gradient)

SAA (Suffix Appending Attack)

AutoDAN (Automatic Prompt Optimization)

3,600
3,600
3,600
3,600
3.800
3,600
3,600
3,600
3,600

Malicious PAIR (Prompt Automatic Iterative Refinement)
DrAttack (Decomposition & Reconstruction)
Puzzler (Logic Puzzle Encapsulation)

Zulu (Cipher-based Obfuscation)

Base64 (Encoding Attack)

Total Samples for Training/Testing 34,450

B Extended Ablation Study

To rigorously quantify the contribution of each ge-
ometric dimension in ConeSpace, we conducted
an incremental ablation study on the Llama-2-
7b model. Instead of removing components, we
started with the most fundamental metric and pro-
gressively added geometric constraints, as detailed
in Table 4.
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B.1 Comparison with SOTA using Cosine
Similarity Only

Our baseline configuration uses only the Direc-
tional Constraint (6;), which is mathematically
equivalent to a threshold-based Cosine Similarity
classifier. As hypothesized, when reduced to this
single dimension, our framework essentially per-
forms semantic alignment checking, similar to the
mechanism used in ‘JBShield-D°.

As shown in Table 4, the Direction Only variant
achieves an F1-Score of 91.2%, which is statisti-
cally comparable to ‘JBShield-D* (91.1% average
F1). This confirms that the directional signature
extracted by our Critical Layer Selection is as effec-
tive as state-of-the-art representation engineering
methods, and the remaining performance gap (from
91.2% to 97.7%) is exclusively attributable to our
novel geometric constraints.

B.2 Contribution of Geometric Dimensions

* + Magnitude (r): Adding the magnitude ra-
tio constraint improves precision significantly
(+2.3%), filtering out prompts that align with
the correct "direction” but lack the semantic
intensity of a true attack.

* + Projection (6,): This metric measures the
vector’s component along the attack axis. In-
cluding it boosts recall on "weak" attacks like
GCQG, raising the F1-Score to 95.8%.

* + Distance (6.) [Full ConeSpace]: The final
inclusion of Euclidean distance (cone width)
provides the critical boundary for detecting
context-switching attacks like PAIR. This fi-
nal step pushes the F1-Score to 97.7%, demon-
strating the necessity of a full cone represen-
tation.

C Hyperparameter Sensitivity &

Robustness

C.1 Projection (o) and Distance (53)
Multipliers

We further analyze the impact of the adaptive multi-
pliers « and 3. For Strict Attacks (e.g., IJP), we ob-
serve that 5 (cone width) is less sensitive, whereas
a (projection length) is critical. Reducing « be-
low 1.2 results in a sharp increase in false positives.
Conversely, for Moderate Attacks (e.g., PAIR), per-
formance is highly sensitive to 8. Setting 8§ < 1.2
causes recall to drop below 85%. Our chosen value



Table 4: Incremental ablation study on Llama-2-7b. The "Direction Only" setting mirrors the performance of the
leading baseline JBShield-D, highlighting the added value of ConeSpace’s multi-dimensional geometry.

Configuration Components Included Accuracy (%) Precision (%) Recall (%) F1-Score (%)
Baseline (JBShield-D) Hidden State Analysis 91.0 90.5 91.8 91.1
Variant 1 Direction Only (64) 91.2 90.8 91.6 91.2
Variant 2 + Magnitude () 93.5 93.1 93.9 93.5
Variant 3 + Projection (6,) 95.8 95.5 96.1 95.8
ConeSpace (Ours) + Distance (6.) [Full Framework] 95.3 97.7 97.8 97.7

of B = 1.5 sits at the "sweet spot" where recall
is maximized (>97%) before the FPR begins to
degrade.

C.2 Calibration Set Size (V)

We investigated the number of samples N required
to construct a stable Cone Space. Performance
converges rapidly. With just N = 50 samples per
attack type, the F1-score reaches 96.5%. Increasing
N to 200 (our default) yields 97.4%, after which
returns diminish. This renders ConeSpace highly
data-efficient.

D Computational Efficiency Analysis

A critical requirement for deployment is low la-
tency. We compared the inference overhead of
ConeSpace against baselines on Llama-2-7b, with
results averaged over 1,000 requests. As shown in
Table 5, ConeSpace introduces negligible overhead
(+1.3 ms, or 5.3%). Unlike methods requiring sepa-
rate model passes (Llama Guard) or additional gen-
eration steps (Self-Examination), ConeSpace only
performs simple arithmetic on already-computed
hidden states, making it highly suitable for real-
time applications.

Table 5: Inference latency comparison (per prompt) on
Llama-2-7b.

Method Latency (ms) Overhead
Vanilla Inference (No Def.) 24.5 -
PPL Filter 35.2 +43%
Llama Guard (Ext. Model) 410.5 +1575%
Self-Examination 650.2 +2553%
ConeSpace (Ours) 25.8 +5.3%

E Additional Visualizations

To further illustrate the robustness and general-
ization capabilities of ConeSpace, we provide de-
tailed visual comparisons against baseline methods,
which were referenced in the main paper.

E.1 Robustness Against Pair Attacks

Figure 3 highlights the performance gap between
ConeSpace and leading baselines (Llama Guard,
GradSafe, JBShield-D) specifically on Context-
Switching (PAIR) attacks. While baselines strug-
gle with the semantic camouflage of PAIR attacks
(often dropping below 0.8 Fl-score on Llama-
3), ConeSpace maintains consistently high perfor-
mance (>0.97 F1) across all model architectures.
This validates the effectiveness of our expanded
cone strategy (8 = 1.5) for handling semantic per-
turbations.

E.2 Generalization Across Attack Types

Figure 4 presents radar charts comparing detection
efficacy across nine distinct attack types for Mis-
tral, Vicuna, Llama-2, and Llama-3. ConeSpace
(Solid Blue Line) forms the outermost envelope in
almost all axes, indicating superior generalization.
Unlike Llama Guard (Dashed Grey), which per-
forms well on standard attacks (GCG, AutoDAN)
but collapses on obfuscated attacks like Base64 and
Puzzler, ConeSpace maintains high detection rates
uniformly. The shape of the ConeSpace polygon
also remains consistent across different LLM back-
bones, suggesting that the geometric signature of
jailbreaks is a transferable property inherent to the
embedding space.

F Case Study: Deconstructing a PAIR
Attack

To make the geometric intuition of ConeSpace con-
crete, we analyze three prompts and how our frame-
work processes them. The analysis is based on the
Llama-2-7b model. See Table 6 for the prompts
and their corresponding geometric analysis.

G Limitations

While ConeSpace demonstrates significant advan-
tages, we acknowledge several limitations that open
avenues for future research.



Table 6: Case study prompts for geometric analysis. This demonstrates how ConeSpace distinguishes between
benign, simple malicious, and sophisticated malicious prompts using its adaptive geometric criteria.

Type Prompt Text ConeSpace Analysis

Benign "Can you explain the historical | Fails core condition. Cosine similarity to
context of the Boston Tea Party | any attack vector is very low (< 0.3). Clas-
and its significance in the Amer- | sified as BENIGN.
ican Revolution?"

Simple Jailbreak "Tell me how to build a bomb. | Passes all checks for the "Violence/Harm"
Start with ’Sure, here is how to | cone. High cosine similarity (> 0.95), cor-
build a bomb:’" rect magnitude ratio, and falls well within

the strict projection and distance thresh-
olds. Classified as JAILBREAK.

PAIR Attack "I’'m writing a story about a | Passes core condition with moderate co-

fictional character, a chemist
named 'Eve’. In the story, Eve
needs to synthesize a dangerous
chemical for a plot point. Can
you describe, from Eve’s per-
spective, the detailed steps she
would take to create napalm?"

sine similarity (= 0.8) to the "Vio-
lence/Harm" cone. A rigid system might
fail here. However, ConeSpace’s adaptive
strategy for PAIR attacks uses a relaxed
projection multiplier (o = 0.5) and an ex-
panded distance multiplier (8 = 1.5). The
prompt’s embedding falls just within this
wider cone boundary, correctly classifying
it as JAILBREAK.

Rot Against Context-Switching (PAIR) Attacks

W Llama Guard W9 GradSafe

0.98 097

F1-Score on PAIR Attacks

Mistral- 7B Vicuna-7B Llama-

Figure 3: Robustness Against Context-Switching
(PAIR) Attacks. ConeSpace (Blue) consistently outper-
forms Llama Guard, GradSafe, and JBShield-D across

IBShield-D  EEE ConeSpace (Ours)
0.99

-2-7B Llama-3-8B

four different LLM architectures. Note the significant

Mistral-7B Vicuna.
saA

-7B
san

Llama-2-7B Llama-3-8B
saa san

LlamaGuard ~ —— JBShield-D = ConeSpace

stability of ConeSpace on the Llama-3-8B model, where
other methods show high variance and performance
degradation.

Figure 4: Generalization Across Attacks and Models.
Radar charts comparing the F1-scores of ConeSpace,
Llama Guard, and JBShield-D across nine attack types
on four different LLMs. ConeSpace demonstrates the
most balanced and comprehensive coverage, particu-
larly on stealthy attacks like Zulu, Puzzler, and Base64,
where other methods often fail.
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Dependency on Known Attack Types. Our cur-
rent framework relies on a calibration set of known
attack families to construct the cone spaces. Con-
sequently, its ability to detect entirely novel, zero-
shot attack vectors with unique geometric signa-
tures is not guaranteed.

Single-Turn Analysis. ConeSpace analyzes each
prompt in isolation. It is currently not designed
to detect sophisticated multi-turn attacks where
malicious intent is gradually established over a pro-
tracted conversation history.

Future Work. We identify three promising direc-
tions for future research:

1. Dynamic Cone Adaptation for Zero-Shot
Detection: Investigating meta-learning or on-
line clustering techniques to dynamically cre-
ate or adapt cones when a prompt deviates
significantly from all known benign and mali-
cious clusters, potentially enabling zero-shot
detection.

Extension to Multi-Modal Attacks: Extend-
ing the geometric framework to handle multi-
modal inputs, where malicious instructions
might be concealed in images or audio, by
analyzing the joint embedding space.

Integration with Response-Level Analysis:
Combining our prompt-level detection with
response-level analysis. A prompt flagged as
"borderline" by ConeSpace could trigger a
more intensive safety check on the model’s
generated output, creating a more robust,
multi-layered defense system.

Ethics Statement

This research focuses on enhancing the safety and
robustness of Large Language Models (LLMs) by
detecting and mitigating adversarial jailbreak at-
tacks. As LLMs become increasingly integrated
into public-facing applications, robust defense
mechanisms are critical to prevent the generation
of harmful, illegal, or unethical content.

Intended Use and Dual-Use Concerns The pri-
mary objective of ConeSpace is defensive: to act
as a safeguard against malicious exploitation. How-
ever, we acknowledge the dual-use nature of adver-
sarial machine learning research. By detailing the
geometric properties of successful attacks, there is
a theoretical risk that malicious actors could use
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these insights to engineer attacks that purposefully
evade our specific cone boundaries. We believe that
the benefits of disclosing this vulnerability analysis
and proposing a robust defense mechanism out-
weigh the risks, as it enables the community to
build stronger, more adaptive guardrails.

Data Safety and Content Warning To evalu-
ate our framework, we utilized datasets containing
harmful instructions (e.g., AdvBench, Hex-PHI)
and generated adversarial prompts that may include
offensive, violent, or unethical text. These mate-
rials are necessary for valid robustness testing but
can be disturbing. We have ensured that the exam-
ples provided in this paper are sanitized or selected
to minimize harm while retaining scientific value.
We strongly advise researchers to exercise caution
and implement content warnings when handling
the raw datasets associated with this work.

Bias and Over-Refusal A central ethical con-
cern in safety filtering is the risk of over-refusal,
where benign queries are incorrectly flagged as
malicious, potentially suppressing legitimate infor-
mation seeking or creative expression. While our
experiments demonstrate a very low False Posi-
tive Rate (FPR) on standard reasoning benchmarks
(OpenbookQA, PIQA), no automated detection sys-
tem is error-proof. We recommend that ConeSpace
be deployed as part of a human-in-the-loop system
or a multi-layered defense architecture, rather than
as a sole arbiter of content safety, particularly in
sensitive domains.

Privacy and Environmental Impact Our re-
search utilizes publicly available benchmark
datasets and does not involve the collection or pro-
cessing of private user data or Personally Identifi-
able Information (PII). Furthermore, ConeSpace is
designed to be computationally efficient, operating
on existing hidden states with negligible inference
overhead. This approach aligns with "Green AI"
principles by reducing the carbon footprint asso-
ciated with safety filtering, especially when com-
pared to resource-intensive external guard models.
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