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a b s t r a c t

An optical information authentication system using binary holography is proposed recently, with high security,
flexibility and reduced cipher-text size. Despite the success, we point out one limitation of this system that it
cannot well verify scaled and rotated versions of correct images and simply regard them as wrong images. In
fact, this limitation generally exists in many other optical authentication systems. In this paper, a preprocessing
method based Fourier transform and log polar transform is employed to allow the optical authentication
systems shift, rotation and scale invariant. Numerical simulation results demonstrate that our proposed scheme
significantly outperforms the existing method.

© 2017 Elsevier B.V. All rights reserved.

1. Introduction

Optical technologies have been extensively investigated for informa-
tion security applications such as information encryption [1–4], infor-
mation authentication [5–11] and information watermarking [12–17].
Compared to commonly used digital information security technologies,
optical technologies have significant advantages of multiple dimensions,
high information capacity and high processing speed.

Secure information authentication (or verification) allows an authen-
tication authority to identify the truth of certain information entity
(e.g. fingerprint, photo, ID card number) and in the meanwhile the
correct entity is maintained secret to the authority. In optical authenti-
cation, the correct reference information (usually in the form of images)
is first processed through a one-directional optical imaging system and
the system output image serves as a secret identifier of input image.
The original image is difficult to recover from the corresponding secret
identifier. But the correlation between secret identifier and one arbitrary
image can verify the similarity between original image and the arbitrary
image. The secret identifier of correct reference image is pre-stored in
the authentication authority side and any given image can be verified
based on the secret identifier.

Both the one-directional optical imaging system and the secret
identifier verification system can be implemented optically. In previous
works, the former can be implemented in various ways such as digital
holography [5], diffractive imaging and phase retrieval [6,7], 3D ran-
dom phase object [8], binary amplitude masks [9], ghost imaging [10]
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and photo counting imaging [11]. The latter is most commonly imple-
mented by nonlinear joint power spectrum based optical correlator [18]
or joint fractional Fourier transform based optical correlator [19,20]. If
the image to be authenticated is very similar to the correct reference
image, a peak signal can be observed in the output of optical correlator
indicating ‘‘succeed in authentication’’ and otherwise noise-like signals
will appear in the output indicating ‘‘fail in authentication’’.

Recently, an optical information authentication scheme based on
binary digital holography is proposed with an advantage of high secu-
rity, flexibility and reduced cipher-text size [5]. However, we notice
that there is one limitation in this system that it is not scale and
rotation invariant. For example, if an input image to be identified
is exactly the same as the correct reference image except that it is
enlarged or shrinked by 10% or rotated by 5 degrees, the abovemen-
tioned verification systems will usually identify such an image as ‘‘fail
in authentication’’. However, in many applications, users expect the
system to give a ‘‘succeed in authentication’’ result even though the
input image is a slightly scaled or rotated version of the correct one.
In other words, the authenticate system shall distinguish a scaled or
rotated version of correct image from a completely wrong image. In
fact, this limitation is rather common in many other existing optical
authentication systems [6–11].

The abovementioned problem can be partially solved by using a log-
polar transform-based wavelet-modified maximum average correlation
height filter [21,22] in the authentication system. However, such a filter
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Fig. 1. Overall structure of the optical information authentication scheme based on binary
digital holography [5] (black boxes) and our proposed additional preprocessing steps in
this paper (red boxes).

will yield a rotation and scale invariant but shift variant correlator result
(the center of scaled/rotated image shall be the same as original image),
which is still not favorable in many applications. The objective of this
paper is to propose an optical authentication scheme that is both shift
and rotation & scale invariant, shown in Table 1.

In pattern recognition research field, the problem of shift, rotation
and scale invariance has been investigated from different perspec-
tives [23–29]. Some representative methods such as Fourier transform
and log polar transform [23,24], self-mapping transform [25], SIFT
feature extraction [26,27], Zernike moments [28] and Gabor feature
space [29] are proposed in the past. These methods can be possibly
combined with conventional optical authentication systems to achieve
shift, rotation and scale invariant optical authentication. Among them,
the Fourier transform and log polar transform [23,24] method is easy
to implement with low complexity and will only impose minor mod-
ification on the existing optical authentication systems. Therefore in
this paper, we propose a rotation, scale plus shift invariant scheme for
the binary digital holography authentication system based on Fourier
transform and log polar transform preprocessing.

2. Optical information authentication scheme based on binary
digital holography

We shall first briefly describe the working principles of the optical
information authentication scheme based on binary digital holography
proposed in previous work [5]. The overall structure of the optical
information authentication scheme based on binary digital holography
is illustrated in Fig. 1. The correct reference image is first encrypted
by a Fresnel domain Double Random Phase Encoding (DRPE) optical
encryption system, shown in Fig. 2. The encrypted hologram is binarized
and the reconstructed image from the binary hologram is employed
as a secret identifier. Whenever an arbitrary image to be verified
and this secret identifier are jointly input to a nonlinear joint power
spectrum optical correlator, the correlator output will indicate whether
the authentication is successful or failed. In Sections 2.1 and 2.2, the
working mechanism of secret identifier generation and optical correlator
verification will be discussed respectively.

Fig. 2. Fresnel domain Double Random Phase Encoding (DRPE) optical encryption
architecture.

2.1. Secret identifier generation

In previous work [5], the secret identifier of a reference image is
acquired by a Fresnel domain Double Random Phase Encoding (DRPE)
optical encryption architecture, shown in Fig. 2.

In this architecture, the Fresnel diffraction field of original reference
image 𝑓 (𝑥, 𝑦) (object image) is encrypted by two random phase masks
𝜑1 (𝑥, 𝑦) and 𝜑2 (𝑥, 𝑦) placed at two different distances 𝑧1 and 𝑧2, shown
in Eq. (1).

ℎ (𝑥, 𝑦) = FrT
{

FrT
[

𝑓 (𝑥, 𝑦) exp
(

𝑗𝜑1 (𝑥, 𝑦)
)

, 𝑧1
]

exp
(

𝑗𝜑2 (𝑥, 𝑦)
)

, 𝑧2
}

(1)

where FrT denotes Fresnel transform.
An encrypted complex Fresnel hologram ℎ (𝑥, 𝑦) is generated as the

output and can be captured by a CCD sensor. Then the captured digital
hologram is quantized to be a binary phase hologram 𝑏 (𝑥, 𝑦), shown in
Eq. (2).

𝑏 (𝑥, 𝑦) =
{

1 0 ≤ 𝑃ℎ𝑎𝑠𝑒 [ℎ (𝑥, 𝑦)] < 𝜋
0 −𝜋 ≤ 𝑃ℎ𝑎𝑠𝑒 [ℎ (𝑥, 𝑦)] < 0

(2)

where Phase [] denotes the phase part of a complex signal.
When the conjugate of the binary phase hologram is input to

the same system of hologram recording (Fig. 2), a holographically
reconstructed image 𝑢 (𝑥, 𝑦) can be obtained, shown in Eq. (3).

𝑢 (𝑥, 𝑦) = |

|

|

FrT
[

FrT
(

𝑏∗ (𝑥, 𝑦) , 𝑧2
)

exp
(

𝑗𝜑2 (𝑥, 𝑦)
)

, 𝑧1
]

|

|

|

(3)

where * denotes complex conjugate operation.
The magnitude of the reconstructed image |𝑢 (𝑥, 𝑦) | from the binary

phase hologram is used as the secret identifier. The secret identifier is
a noise-like image and no original image information can be visually
observed from it. However, the secret identifier contains a small amount
of original image information, which can be used for correlation verifi-
cation.

2.2. Optical correlator verification

The mathematical model of nonlinear joint power spectrum optical
correlator [18] is illustrated in Eq. (4), where 𝑢 (𝑥, 𝑦) and 𝑔0 (𝑥, 𝑦) denote
secret identifier and one arbitrary image to be verified correspondingly,
FT and IFT denote Fourier transform and inverse Fourier transform,
|FT [𝑢 (𝑥, 𝑦)] | and |FT

[

𝑔0 (𝑥, 𝑦)
]

| are the magnitude components of
Fourier transform spectrum, Φ𝐹𝑇 (𝑢) and Φ𝐹𝑇 (𝑔0) are the phase compo-
nents of Fourier transform spectrum and m is a nonlinear correlation
coefficient (it is set to be 0.3 in this paper).

𝐶 = IFT
{(

|FT [𝑢 (𝑥, 𝑦)]| ⋅ ||
|

𝐹𝑇
[

𝑔0 (𝑥, 𝑦)
]

|

|

|

)𝑚
exp

[

𝑗
(

𝛷𝐹𝑇 (𝑢) −𝛷𝐹𝑇 (𝑔0)
)]}

. (4)

In case one input image to be verified, 𝑔0 (𝑥, 𝑦), is highly correlated with the
secret identifier 𝑢 (𝑥, 𝑦), the correlator can yield a correlation peak in the output
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Table 1
Comparison of our proposed scheme with existing schemes.

Methods Shift invariant Rotation and scale invariant

Conventional optical authentication Yes No
Previous scheme [21,22] No Yes
Proposed scheme in this paper Yes Yes
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Fig. 3. (a) Correct reference image ‘‘Pirate’’; (b) Test image ‘‘Pepper’’; (c) Test image ‘‘Lena’’; (d) Test image ‘‘Cameraman’’; (e)–(h) The corresponding optical correlator output results
of previous method [5] when (a)–(d) are employed as the input images to be verified and Fig. 3(a) is employed as the correct reference image.

(shown in Fig. 3(e)) and 𝑔0 (𝑥, 𝑦) is successfully authenticated. Otherwise, the
correlator will yield a noise like output when 𝑔0 (𝑥, 𝑦) has very low correlation
with 𝑢 (𝑥, 𝑦) (shown in Figs. 3(f)–(h)).

2.3. Resistance to shift, scale and rotation distortion

It is assumed that an input image 𝑔 (𝑥, 𝑦) is highly correlated with 𝑢 (𝑥, 𝑦).
A translational shifted version of 𝑔 (𝑥, 𝑦) can be authenticated as well and the
correlation peak position is shifted, shown in Fig. 4(d). This is due to the fact that
the Fourier transform magnitude of a translational shifted image is the same as
that of original image and only the phase part has a difference, shown in Eqs. (5)
and (6), where (𝜀, 𝜂) denotes the Fourier transform space.

|

|

|

FT
[

𝑔
(

𝑥 − 𝑥0, 𝑦 − 𝑦0
)]

|

|

|

= |𝐹𝑇 [𝑔 (𝑥, 𝑦)]| = 𝑀 (𝜀, 𝜂) (5)

𝜙FT[𝑔(𝑥−𝑥0 ,𝑦−𝑦0)] = 𝜙FT[𝑔(𝑥,𝑦)] exp
[

−𝑗2𝜋
(

𝑥0𝜖 + 𝑦0𝜂
)]

. (6)

However, the scaled or rotated version of 𝑔 (𝑥, 𝑦) will have substantially
mismatched Fourier transform magnitudes with 𝑔 (𝑥, 𝑦) and the authentication
will fail, shown in Figs. 4(e) and (f), Eqs. (7) and (8), where θ denotes the
rotation angle; a and b denote the scaling factors.

|FT [𝑔 (𝑥 ⋅ cos 𝜃 + 𝑦 ⋅ sin 𝜃,−𝑥 ⋅ sin 𝜃 + 𝑦 ⋅ cos 𝜃)]|

= 𝑀 (𝜖 ⋅ cos 𝜃 + 𝜂 ⋅ sin 𝜃,−𝜖 ⋅ sin 𝜃 + 𝜂 ⋅ cos 𝜃) ≠ |𝐹𝑇 [𝑔 (𝑥, 𝑦)]| (7)

|𝐹𝑇 [𝑔 (𝑎𝑥, 𝑏𝑦)]| = 1
|𝑎𝑏|

𝑀
( 𝜖
𝑎
,
𝜂
𝑏

)

≠ |𝐹𝑇 [𝑔 (𝑥, 𝑦)]| . (8)

As a consequence, the optical information authentication scheme based on
binary digital holography proposed in previous work [5], can distinguish a
shifted version of correct image from a completely wrong image but cannot
distinguish a scaled or rotated one from a wrong one.
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Fig. 4. (a) A shifted version of the correct reference image in Fig. 3(a); (b) A slightly scaled version of the correct reference image in Fig. 3(a) (image size is reduced to 90% of original);
(c) A slightly rotated version of the correct reference image in Fig. 3(a) (rotated by 5 degrees); (d)–(f) The corresponding optical correlator output results of previous method [5] when
(a)–(c) are employed as the input images to be verified and Fig. 3(a) is employed as the correct reference image.

3. Proposed shift, scale and rotation invariant optical authentica-
tion scheme

In this paper, we propose to employ a simple method to achieve shift,
scale and rotation invariant authentication based on Fourier transform and log
polar transform preprocessing of reference image and input image [23,24],
illustrated in Fig. 1. We employ the preprocessed reference image instead of
original reference image as the input to the binary holographic recording and
reconstruction imaging system for secret identifier generation. We also employ
the preprocessed image as the optical correlator input for verification.

The preprocessing (illustrated in Fig. 5) consists of three steps: (1) The
original image (either correct reference image or an arbitrary image to be
verified) 𝑓 (𝑥, 𝑦) is Fourier transformed and the Fourier transform magnitude
|𝐹 (𝑢, 𝑣)| is preserved; (2) The high frequency part in |𝑓 (𝑢, 𝑣)| is enhanced and
the low frequency part in |𝐹 (𝑢, 𝑣)| is suppressed by a high pass filter [24]; (3)
A log-polar coordinate transform is performed on filtered |𝐹 (𝑢, 𝑣)| and the two
new coordinate axes are log𝑘 (𝑟) axis (k is the base of logarithmic operation and
r is the radial distance of each pixel in filtered |𝐹 (𝑢, 𝑣)| to the spectrum origin)
and θ axis ( θ is the angle between the connected line of each pixel to origin and
horizontal direction).

The rationale of such preprocessing can be explained as follows. As men-
tioned above, optical correlators [18,19] can tolerate translational shift of input
images but not rotation and scaling. The preprocessing shall transform all trans-
lation, rotation and scaling distortions in original images into a translational
shift in pre-processed results (after log polar transform in Step (3)). In the
Fourier spectrum magnitude result |𝐹 (𝑢, 𝑣)| after Step (1), the translational shift
variance in 𝑓 (𝑥, 𝑦) will be eliminated since they will yield the same |𝐹 (𝑢, 𝑣)|,
the rotation variance in 𝑓 (𝑥, 𝑦) will tend to yield a rotated |𝐹 (𝑢, 𝑣)| spectrum
magnitude and the scaling variance in 𝑓 (𝑥, 𝑦) will tend to yield an inversely
scaled |𝐹 (𝑢, 𝑣)| spectrum magnitude. In other words, the Fourier spectrum
magnitude of a shifted, rotated and scaled image becomes a rotated and scaled
Fourier spectrum magnitude of original undistorted image. Then the log-polar
transform in Step (3) can transform a rotated and scaled Fourier spectrum
magnitude into a shifted Fourier spectrum magnitude. The detailed explanation
of log-polar transform operation can be found in Ref. [24]. In this way, the shift,
rotation and scaling variance in the original image 𝑓 (𝑥, 𝑦) is finally transformed
to a shift variance in the Fourier spectrum magnitude.

As a consequence, a correlation peak instead of noise can still appear in
the optical correlator output when the preprocessed image (with translation,
rotation and scaling) is compared with the secret identifier (without translation,
rotation and scaling). It shall be noticed that our proposed preprocessing method Fig. 5. Fourier transform and log polar transform based preprocessing.
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Fig. 6. (a) PTA value versus scaling factor curve (without rotation or shift) for original optical authentication system [5]; (b) PTA value versus rotation angle curve (without scaling or
shift) for original optical authentication system [5].

Fig. 7. (a) PTA value versus scaling factor curve (without rotation or shift) for our proposed optical authentication system; (b) PTA value versus rotation angle curve (without scaling
or shift) for our proposed optical authentication system.

can also be combined with many other optical authentication systems (such
as [6–11]) other than the binary holography one [5].

4. Numerical simulation results

Numerical simulation is conducted to evaluate the performance of our
proposed scheme, in comparison with previous method [5]. In the simulation,
the size of images and phase masks in the Fresnel domain DRPE system is
512 × 512 pixels. The wavelength of illuminating light is 630 nm and the pixel
size is 4.65 μm.

In order to quantitatively measure the strength of correlation in the optical
correlator output, a Peak to Average (PTA) indicator is calculated. PTA refers
to the ratio of maximum peak intensity to the average of all pixel intensities
in the output of optical correlator. A high PTA value corresponds to a single
peak like correlator output and a low PTA value corresponds to a noise like
correlator output. For example, in Figs. 3(e)–(h), the PTA values are 45.38, 5.94,
5.6 and 5.42 respectively. The PAE value in Fig. 3(e) is significantly higher than
the other three cases. Since the PAE value is around 6 when different arbitrary
images are employed as the input images to be verified, we take PAE=6 as a
baseline. When the PAE value is close to the baseline, the input image will be
categorized as incorrect image.

It is assumed that Fig. 3(a) is employed as the correct reference image in
the following simulation. We first evaluate the PAE value in the output of the
original optical authentication system [5], when the input image to be verified
is a shrinked version of Fig. 3(a) by reducing the scaling factor from 1 to 0
(e.g. the size is reduce to 25% when the scaling factor is 0.5), shown in Fig. 6(a)
and when the input image to be verified is a rotated version of Fig. 3(a) with a
rotation angle from 0 to 180 degrees, shown in Fig. 6(b).

It can be observed that the PTA value of a scaled reference image is almost
undistinguishable from an arbitrary image (the baseline) in the authentication
result, except when the scaling factor is very high (e.g. higher than 0.95),
shown in Fig. 6(b). This indicates that the original authentication system [5] can

Fig. 8. PTA value versus horizontal and vertical translational shift curve (when the correct
reference image is scaled to 0.7 times of original and rotated by 45 degrees) for our
proposed optical authentication system.

only tolerate a very small level of scaling. Similarly, the original authentication
system can only tolerate a very small angle of rotation, shown in Fig. 6(b).

In our proposed new optical authentication scheme, when Fig. 3(a) is
employed as the correct reference image and Figs. 3(a)–(d) are employed as
the input images to be verified, the PTA results are 118.68, 8.13, 9.99 and 10
respectively. The baseline can be set as PTA=10.

Similar to Fig. 6, a scaling test and rotation test are conducted and the results
are illustrated in Fig. 7.

It can be observed from Fig. 7(a) that the PTA value of a scaled reference
image is significantly higher than the baseline provided that the image is not
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Fig. 9. (a) An input image to be verified that is identical to the correct reference image; (b) An input image to be verified that is a scaled, rotated plus shifted version of the correct
reference image; (c) An arbitrary input image to be verified; (d)–(f) Output result from our proposed authentication scheme for (a)–(c) when Fig. 3(a) is employed as the correct reference
image.

shrinked to a very small size. In addition, our proposed scheme demonstrates
very strong tolerance to rotation variance, illustrated in Fig. 7(b). The PTA value
at any rotation angle is constantly higher than four times of the baseline. These
results reveal that our proposed scheme can distinguish a severely scaled or
rotated correct image from a completely incorrect image.

Next, the robustness of our proposed scheme is demonstrated through an
arbitrary example when scaling, rotation and shift are simultaneously applied
to a correct input image to be verified. The correct reference image (Fig. 3(a))
is first scaled to 0.7 times of original size and then rotated by 45 degrees. Then
it is shifted in both horizontal and vertical directions at a distance of various
numbers of pixels, shown in Fig. 8.

The results indicate that our proposed scheme is robust to shift variance
when the original image is already scaled and shifted. An example of scaled,
rotated plus shifted reference image (scaled to 0.7 times of original size, rotated
by 45 degrees plus horizontally and vertically shifted by 50 pixels) is shown
in Fig. 9(b). The output of our proposed scheme for Fig. 9(b) is shown in
Fig. 9(e) and it is evident that there is a peak signal in the authentication output
indicating successful authentication. As a comparison, the output results of our
proposed scheme for an input image exactly identical to the correct reference
image (Fig. 9(a)) and an arbitrary incorrect image (Fig. 9(c)) are shown in
Figs. 9(d) and (f) respectively. This example visually demonstrates that our
proposed scheme can effectively distinguish a scaled, rotated and shifted correct
reference image from an arbitrary incorrect image.

5. Conclusion

A binary digital holography system with Double Random Phase Encoding
can be employed for optical information authentication application with high
security, flexibility and reduced cipher-text size [5]. However, the rotation and
scale invariant issue was not sufficiently considered in this scheme as well as in
many other optical authentication systems. In this paper, we employ an image
preprocessing method based on Fourier transform and Log polar transform to
overcome this limitation. With our proposed scheme, the authentication system
can allow substantially shifted, scaled and rotated versions of correct reference
images to be successfully authenticated and distinguish the distorted correct
image from an arbitrary incorrect image. Numerical simulation results demon-
strate that our proposed scheme has good robustness compared to existing
scheme.
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