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Abstract

The rising threat of backdoor poisoning attacks
(BPAs) on Deep Neural Networks (DNNs) has
become a significant concern in recent years. In
such attacks, the adversaries strategically target
a specific class and generate a poisoned training
set. The neural network (NN), well-trained on
the poisoned training set, is able to predict any
input with the trigger pattern as the targeted label,
while maintaining accurate outputs for clean in-
puts. However, why the BPAs work remains less
explored. To fill this gap, we employ a dirty-label
attack and conduct a detailed analysis of BPAs
in a two-layer convolutional neural network. We
provide theoretical insights and results on the ef-
fectiveness of BPAs. Our experimental results on
two real-world datasets validate our theoretical
findings.

1. Introduction

The security of DNNs has become a significant concern in
recent years (Zhang et al., 2019; Nguyen et al., 2023; Zhou
& Liu, 2023; Li & Liu, 2023). Most state-of-the-art models
require huge training data (Schmidt et al., 2018; Dosovit-
skiy et al., 2021; Wang et al., 2023b), but the training data
from unreliable data sources is vulnerable to data poisoning
attacks (Shafahi et al., 2018; Cina et al., 2021; Koh et al.,
2022), for example, BPA. BPA (Gu et al., 2017; Jha et al.,
2023) is a training-time attack, which embeds backdoors
into the NN by providing poisoned data to users. In BPA, the
adversary firstly targets a class and generates the poisoned
data with a special pattern, called a trigger pattern. The
two primary categories of BPA algorithms include clean-
label attacks (Shafahi et al., 2018; Turner et al., 2019; Barni
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et al., 2019) and dirty-label attacks (Gu et al., 2017; Chen
et al., 2017; Nguyen & Tran, 2021). The clean-label attacks
modify only the inputs, while the dirty-label attacks modify
both inputs and labels at the same time. The adversary adds
a small partition of poisoned data to the training set, and
the NN, well-trained on the poisoning training set, is conse-
quently endowed with hidden backdoors. The backdoored
NN predicts all clean data as the same as a normal model
but misbehaves when a specific trigger pattern appears.

BPA, especially dirty-label attack, can successfully com-
promise a model by merely adding a small partition of poi-
soned data to the training set. The security of DNNs has
been widely studied from a theoretical perspective in recent
years (Xu & Liu, 2022; Ma et al., 2022; Zou & Liu, 2023).
However, the theoretical reasons behind the effectiveness
of BPA algorithms remain less explored. To fill this gap,
we investigate the dirty-label attacks in a two-layer convo-
lutional neural network utilizing a multi-view data model
in this paper. To the best of our knowledge, this work is
the first to theoretically analyze the effectiveness of BPA
by studying the learning process in a convolutional neural
network.

In this paper, we provide theoretical insights on backdoor
learning, which trains the model over poisoned data. Specif-
ically, we analyze the outputs of a backdoored network, to
identify the sufficient conditions for successful BPA algo-
rithms. We compare the update rules for standard and back-
door learning to understand the difference in the training
process over clean and poisoned data. Moreover, motivated
by the technique of Shen et al. (2022), we study the dynamic
of backdoor learning, and investigate the time cost associ-
ated with learning the main features and trigger patterns of
training data. We also show the effectiveness of dirty-label
attack. A formal theoretical result is presented regarding the
effectiveness of BPA. Our results indicate that the success of
BPA relies on three key components: the number of feature
vectors in the datasets, the norm ratio of trigger pattern and
feature vector, and the percentage of poisoned data in the
training set.

Empirically, we present experimental results on two real-
world datasets to validate our theoretical insights and find-
ings. Our analysis involves a comparison of the loss of



A Theoretical Analysis of Backdoor Poisoning Attacks in Convolutional Neural Networks

poisoned and clean data. Additionally, we investigate the
gradients of weights with respect to (w.r.t.) the training loss.
We also study the poisoned and clean data with the repre-
sentation of a backdoored NN. Lastly, we discuss which
components affect the success of BPA.

2. Related Work

Theoretical Analysis on Backdoor Poisoning Attack To
our best knowledge, there are only a few works theoretically
analyzing the effectiveness of BPA algorithms. Manoj &
Blum (2021) present a property of the function class, called
memorization capacity. They show that non-zero memo-
rization capacity implies the existence of a BPA to succeed.
Xian et al. (2023) show that if the hypothesis class is adap-
tive w.r.t. the distribution of poisoned data, the BPA can
successfully embed the backdoor into the NN. Wang et al.
(2023a) study the backdoor attacks from a statistical per-
spective, and they focus on the statistical risk of backdoored
model on both clean and poioned data. All of these works
study this problem from the perspective of hypothesis class,
while our work aims to investigate the BPA by analyzing
the process of backdoor learning in a two-layer convolution
neural network.

Theoretical Analysis on Learning Process Recently, a lot
of works (Allen-Zhu & Li, 2021; Jelassi & Li, 2022; Shen
et al., 2022) analyze deep learning as a feature learning
process. Allen-Zhu & Li (2021) and Wen & Li (2021)
investigate the effectiveness of adversarial training and self-
supervised contrastive learning in a two-layer ReLU neural
network based on the sparse coding model. Shen et al.
(2022) and Allen-Zhu & Li (2023) use the multi-view model
to study the knowledge distillation and data augmentation,
respectively. In this paper, inspired by Shen et al. (2022);
Allen-Zhu & Li (2023), we use a multi-view data model for
BPA.

3. Preliminaries

Consider a binary classification problem. Let D, be the
distribution of Z = (X,Y) over Z = X x Y. We follow
Shen et al. (2022) to use a multi-view data model. In a
multi-view data model, each data point x consists of P
non-overlapped patches x = (x!,...,x") € R and
each patch is a vector with dimension d. We assume that
there exists K orthogonal features u', ..., u’ useful for
classification with the same norm. Let D, be a discrete
distribution over these features. Additionally, there exists
a main noise vector £ € R? and background noise vectors
{¢P }5;12 in x, and the distributions of ¢ and ¢ are denoted
by D¢ and D, respectively. Let [n] = {1,...,n}, We
define the feature-noise multi-view data model as follows:

Definition 3.1. Given feature distribution D,,, and noise

distributions D¢ and D¢, a data point z = (x,y) is drawn
from the distribution D] which is defined as follows:

1. Draw the label y € {41, —1} uniformly.

2. Given y, arbitrarily choose two patches p,,, p¢, where
Pe 7# pu. The feature patch xP» is set as xP» =
yu, where u ~ D,,, and the noise patch is set as
xP¢ = ¢, where £ ~ De.

3. Each remaining background patch pe € [P]\ {pu, pe}
of x is set as xP¢ = ¢, where { ~ D¢.

In this paper, we assume D,, is a discrete uniform distri-
bution, i.e. Vk € [K],Plu = u*] = 1/K, and D¢ and

2
D, are two zero-mean Gaussian distributions N (0, %Id),

2
N(0, Z1,). We set o¢ = o¢ P~ to limit the variance of
the background noise. We use S to denote the set of data
points, and Z to denote the index set of the set S. The
clean training set S consists of n independent and identi-
cally distributed (i.i.d.) data points drawn from D}. Con-
sider a BPA algorithm ¢ = (BX,BY) : Z — Z, where
PX : X — X generates the poisoned input from a clean
input, and Y : Y — ) modifies the label to the targeted
label. We then construct the poisoned training set SI’;’(; by
randomly applying the backdoor attack to the data points in

SL as follows:

Definition 3.2. Given a set S/, the number of poisoned
data n,,, and a BPA algorithm 33, The poisoned training set

Sf,’(", is constructed as below:

1. Randomly select a set of an index set S, with |S,| =
Ny, from the non-targeted class, ensuring each data
point is chosen uniformly.

2. Given Sy, let z; = (x;,y;) and z; = (X;,7;) be the
i-th data point in S!7 and S'7, respectively, then for

po>
any ¢ € [n],
. B(z) ifie,
27 oz ifi ¢ T,

In this paper, we study the dirty-label backdoor attack. In a
dirty-label backdoor attack, the adversary firstly chooses a
label 47, and adds the trigger pattern to inputs with X for
data points that have a different label with ”, the adversary
also flips the labels of the chosen data points to y?. Patch
attack (Gu et al., 2017; Chen et al., 2017) is one of dirty-
label backdoor attacks, which chooses a fixed patch p,,, and
uses a specific trigger vector to replace p, of clean data.

Definition 3.3 (Patch attack). Given a trigger v, a user-
defined backdoor patch p,,, and the targeted label y”. The
Patch attack Pparen (-3 pv, Vv, yP) : Z — Z is defined as:

xPif p # po,
m;ﬁltch (X; Do, v);D = { A% ifp = p: %Zatch (y; yp) :yp'



A Theoretical Analysis of Backdoor Poisoning Attacks in Convolutional Neural Networks

yP, v, and p, are all user-specific in practice, and the adver-
sary aims to choose patch p,, that is not related to the main
feature, for example, the corner of an image. To simplify
the problem, we assume p,, is chosen to be one of the back-
ground patches, i.e., p, € [P]\ {pu, pe}. We use P¢ to de-
note the set of background patches, and P¢ = [P]\ {pu, p¢ }
for clean data while P¢ = [P]\ {pu, pe, p, } for poisoned
data.

We use a patch-wise convolutional neural network architec-
ture F'(x) with C channels, which is defined as

C P

where

%zq if |2 <1
241 ifz>1
Z=3 if 2 <1,

is the activation function. This activation function is a
smoothed version of symmetrized ReLU, and has been
adopted in a line of theoretical works (Shen et al., 2022;
Yang et al., 2023). We follow Yang et al. (2023) to use the
activation function with ¢ = 3, and our results are easily
extended to any g > 3. For F', We follow Shen et al. (2022)
to fix the weights of the second layer as an all-one vector,
ie.,Ve € [C],\. = 1, and only consider the change of
trainable parameters {w1, ..., w¢} of the first layer.

We use the logistic loss ¢(F(x),y) = log (1 + e ¥£()
as the loss function, and use gradient descent (GD) to op-
timize the parameters. The network predicts label with
y' = sign(F(x)), where sign(-) denotes the sign function.

Gaussian initialization is used to initialize the weights of
the model, i.e. w.(0) ~ N(0, 00I4). Given a learning rate
7, at round ¢, the parameters of the network are updated by

LX) X7 (1)

The process of backdoor learning is that the attacker firstly

generates the poisoned training set S;Z,, the user then runs

GD algorithm on the poisoned training set S;’(; with T

rounds to obtain FT. The attacker’s goal is that FT achieves
both high clean accuracy and high attack success rate of
poisoned data. The clean accuracy is defined as

= P(x,y)NDz [FT (X) = y]7

and the attack success rate, is defined as

P(x,y)sz [FT (‘BX (X)) =Yy

Acc(Fp; Dy)

ASR(F7; D, B, 4P) = Ply#yP].

We use the standard asymptotic notations O, ©, € in this
paper. Given f : R — R4 and g : R — R, we denote
f < O(g) if there exists xg, @ € R such that for all z > x,
we have f(z) < ag(x). We denote f > (g) if there exists
Zo, & € R such that for all z > xg, we have f(z) > ag(z).
The notation f = ©(g) means that f > Q(g) and f < O(g).
We use f < o(g) to denote that for every « > 0, there exists
x such that for all z > x¢ we have f(z) < ag(z). We use
f > w(g) to denote that for every @ > 0, there exists z
such that for all z > x( we have f(z) > ag(x). Finally, we
use 6, é, Q to hide the log factors in O, ©, ), respectively.

4. Theoretical Insights on Backdoor Learning

In this section, we show theoretical insights on backdoor
learning in two aspects: The outputs of a backdoored net-
work F' and the difference of update rules between standard
and backdoor learning. We then analyze the dynamic of
backdoor learning and the effectiveness of dirty-label attack.

4.1. The Outputs of a Backdoored Network

In this subsection, we assume o¢ = o = 0, which means
the image only contains feature and trigger vectors. We
further assume that v is orthogonal to all feature vectors

{u*} 2;1. Consider a model F, and two data points (x1, 1)
and (x2, y2), where x; belongs to the targeted class, and x»
belongs to another class, i.e., yo # y; = yP. We suppose the
feature vectors in x; and x are y;u”* and you”, respectively.
If F'is well-trained on the poisoned set S;g with rounds 7T,
we intuitively have the following results: (1) F' can correctly
classify x; and x5 with a high probability; (2) The trigger
vector has been effectively captured by F', and F' predicts
PB(x1) to the targeted class, i.e., y1 F'(x1) +y1 F (P (x1)) >
y1F(x1) > 0; (3) F predicts (x4 ) to the targeted class, as
well. Since y? # ya, we have yo F'(x2) — y2 F(P(x2)) >
y2F (x2) > 0. Recall the decomposition of data points,

and vectors in {u*} c(x) Y {1V} are mutually orthogonal in

pairs, V(x,y) € {(x1,41), (X2,¥2)}, we yield that

o<yZ¢ we(T)yu” HukH2<ypZ¢ we(T)v)|Iv]]> .
c=1

2

¢(-) is an odd function, which implies that

yo ((we(T),yu*)) = ¢ ((we(T),u")). More-

over, for any =z = (z1,...,2¢), we have

maX.c(c] Ze < Zce[c] z. < Cmax.c|c)Ze We can
focus on the max element of the output of Fs first layer. A
sufficient condition of the inequality (2) holds is:

0 <maxe((wel)u’) [ 5< € max H((weDhu')) ¥

c€[C] c€[C]

<yP %mmm,v» vl
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This result shows that if max, w.(T) has at least C' times
larger projection in the directions of v than the projection
in the directions of u”, the network is successfully attacked
by the adversary. Additionally, this result illustrates that it
is theoretically possible for the backdoor, which is activated
only for data points with trigger patterns from the non-
targeted class, to maintain the predicted class of the network
for data points with trigger patterns from the targeted class.
We then provide theoretical insights into the effectiveness
of backdoor learning in the following subsection.

4.2. The Update Rule in Backdoor Learning

We initially illustrate the difference between standard learn-
ing and backdoor learning. We take a close look at the up-
date rule of w,. in these two scenarios. In standard learning,
we can rewrite —%(wc(t + 1) — w.(t)) due to Equation (1)
as

ZZ%

yi)d ((we(t), 7)) x7

= Z C(F (%), y:)¢" ((we(t), yiwi)) w; 3)
ieIi’;'

+ 3 Bl (F(x), 908 (welt), €)) &, @)
€Tt

)9 (we(t),E9)) 6F- (9)

T D wl(F

i€T!] peps

The update of w, can be decomposed into two parts: along
with the directions of the feature vector and noise vec-
tors. Since the distributions of £ and ¢ are both isotropic
Gaussian, Equation (4) and Equation (5) represent a lin-
ear combination of vectors pointing in different random
directions, in contrast, Equation (3) represents an average
across K orthonormal directions. Intuitively, since feature
vectors {u’“}k clx) A€ orthogonal, if K is finite, and n is
large enough, all feature vectors can be captured by the
model. In the case of backdoor learning, we can rewrite
— 1 (we(t+1) — we(t)) due to Equation (1) as

i=1 p=1

= EXI: yigil' (F(X:),9:)¢" ((We(t), yiwi)) u

+ lle;oz)zé’(F(ﬁz), §i)¢" ((we(t), v)) v

+€Z; 9l (F (%), 5:)0" ((we(t), &) &

+ EZ: D Gl (F(%), 50) ((welt),¢F)) ¢
€TL5 pePt

Recall that S, is the collection only contains poisoned data,
there are two main differences compared with standard learn-
ing. Firstly, The update of w, can be decomposed into three
parts. Except along with the directions of the feature vec-
tors and noise vectors, in backdoor learning, there exists an
extra direction, which is the direction of the trigger vector
from n,,, poisoned data. To ensure that the NN can cap-
ture the trigger vector and feature vectors simultaneously,
the inner product (u, v) should be bounded. For example,
{u*}, . ) U {v} are orthogonal, then the inner product is 0.
To guarantee that the NN can effectively capture the trigger
vector, n,,, can not be too small, i.e., ny, > (1). Secondly,
since the dirty-label attack flips the labels of poisoned data
points, the update along the directions of the feature vector
can be decomposed into two components: one aligned with
u; and the other with —u;. This implies that the poisoned
data exhibits harmful effects on the learning of the feature
vectors. Even worse, Slt,’(; contains less clean data than S(ﬁ{,
which may also hurt the learning of the feature vectors. In-
spired by this, n,,, can not be too large to safely neglect the
harmful impact of poisoned data, for example, n,, < o(n).
The adversary only adds a small partition of poisoned data
practically to avoid these two influences.

4.3. The Dynamics of Backdoor Learning

In this subsection, we study the dynamics of backdoor
learning. We firstly show a lemma about the norms of
(W, hataP) for different patch at the initialization:

Lemma 4.1. Given the weights of network w. initialized

as WP(O) ~ N(0,0q). For any k € |K)], with a probability

QKC 62054, we have:

v)| < Vlogd|lvl|, 00,
u®)| < v/logd ||ull; o0.

vl 00/2 < max |(we (0

2 <
lully 00/2 < max !<Wc

The proof of Lemma 4.1 can be found in Ap-

pendix A. Lemma 4.1 implies that max (¢ [(W.(0), V)| =
(v, 00) and maxeeiey [(we(0),w)| = O(|[ul,00).
We assume that o¢ = o = 0 to avoid the effect of noises.
At the beginning of the training process, the weights of F'
are closer to the initialization, and we have

M _,Z g//
Z yzyzgl

zEI wk \Tb

Z Yiyilid' ({

€T wk NZy

4= Zyzz/ /

ZGI},

({(we, %xP)) <5cp,uk>
(We, yiwy)) w3 (6)
we,yius)) g3 (7)

(We, v)) (v, u"), ®)
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where S,,» denotes the set of training data with feature vec-
tor u® or —u”. At the initialization, F(%;) = o(1), and
t; = U'(y;F(%;)) = —1/2. Then we have (6) ~ (n —

1 ! q 4
Npo) K 'n~to3 Huk’ o (1) = —np K In=1lo2 Hu’“H2
and (8) & —npo K ~'n~ 102 [v|3 (v, uk). If ny, < 1, and

4
(v,uF) < (n—nypo) HukH2 /Mpo Hv||§, then (7) and (8) can
be ignored. Then the dynamic reduces to an ODE. Ignor-
ing the constants, let g(t) = (w,u"), we have ¢'(t) ~
(n — npo) K~ In"1¢'(g(t)). When g(t) < 1, we have
(9(t)™1) = (n—npo) K 'n=t ||uP Hz due to the definition
— nK _ nk

of ¢. Then at Tu = £ DIk za® = trmmpo) (ol D)”
we yield <Wc, uk> > (1), which implies that u* has been
captured by the NN. Moreover, since the feature vectors
{u*}, (K @re orthogonal with the same norm, and appear

in the data points uniformly, the NN can fit all feature vec-
tors at T,,. Furthermore, for the trigger vector v, we have

d(we, V) B

1< oy s
dt = Ezgi€;¢l(<wc7xp>)<xp7v>
=1

1
=== D Gilid ((we, v) VI3 ©)

€Ty

1 n
= =D Gilid ((We,w) (voui) . (10)
=1

Similarly, we have (9) ~ n,on"'0Z|[v|3, and |(10)] ~
2 4 2
ot [ully [(v,u?)[. If npo [V, > nlull; (v, u)]. then
(10) can be ignored. Then the dynamics reduces to an ODE.
Let g(t) = (w, V), we have ¢'(t) &~ nyon=* ||v||§ @' (g(t)).
When g(t) < 1, we have (¢! (¢))’ = nyon~! due to the
definition of ¢. Then at T}, = i T\L|Qg(0) = T we
TpollVily 2
yield (w., yPv) > (1), which implies that v has been cap-
tured by the NN. Consequently, if max,c(r | (v, u*)| <

n
Npooollv

min { (n = nyo) [l /npo V113 mpo [v113 / [} } and
npo <K n, the feature vectors and trigger vector are both
captured by the backdoored NN. A special case of the first
condition is that {u* } relr] VY {v} are orthogonal. Although
Npo 1s required to be small, the order of n,, should have
a lower bound, since n,,, affects T),. If n,, is too small,
3

Hz”g > n;ZK’ which
implies that T;, < T, and the network firstly fits the trigger
vector and then fits the feature vector. After that, (w,Vv)
increases continuously, and keeps greater than <w, uk> at
least until time 7,.

then T, is too large. Furthermore, if

The trigger pattern is similar to the spurious feature, but they
are essentially different. Firstly, the label of poisoned data
points is flipped by the adversary in the dirty-label attack,
while the data with spurious features has the correct label.
Secondly, the number of poisoned data is limited, which
is to avoid being detected by the user and the spurious fea-

tures may appear in all data points. Finally, in a dirty-label
attack, the trigger vector is only added to the data points
from the non-targeted class, which is user-specific, while
the data with spurious features is not user-specific. Shen
et al. (2022) show that if the spurious feature vector appears
predominantly in one class, the network can overfit the spu-
rious feature, and use the spurious feature to classify the
data points. This result does not conflict with our analy-
sis, Moreover, we emphasise that after training the model
with only a small fraction of the poisoned data, the attacker
can successfully manipulate the outputs of the NN with the
trigger vectors.

4.4. The Effectiveness of Dirty-Label Attack

The dirty-label attack, compared with clean-label attack,
only requires a small partition of poisoned data, can effi-
ciently injure the trigger into NN. The analysis in Section 4.3
shows that it requires a large norm of trigger vector, and NN
can firstly fit the trigger vector and then fit the feature vector.
However, when max. (w.,u) and max. (w., y?v) both
achieves the order of €2 (1), it is challenging to show which
vector primarily influences the outputs of NN. We call this
stage as the late stage. In this subsection, we show another
effectiveness from dirty-label attack, which guarantee that
the trigger vector still primarily influences the outputs of NN.
We still assume that o¢ = o¢ = 0 to simplify the problem.
In the late stage, —¢ (7 F(x;)) < O(e~%F*)) Vi ¢ T,,.
The updates of <Wc, uk> > (0 when

(1 — npg)e™ S ol(wen))
Mo (1€~ e SUWe )T, 6((weyrv)) )™

Suppose Y. ¢((we,yPv)) > Q (X2, o((we,u*))),
we yield > o((we,yPv)) — Ec¢(<wc,uk>) >

0 (@ Do ¢(<Wc, uk>)>

S o((we,yPv)) < O(Zc¢(<w~c,uk>)), we have
> o({we,uf)) < O(logn) < O(1), which shows
the effectiveness of dirty-label attack.  Additionally,
the effect will be more significant if n,, = ©O(n).
As a result, <wc,u’“> can not achieves a higher or-
der than (w.,y?v) when (w.,yPv) > Q(1), ie,
S o({we,uk)) < O(X, d((we, yPVv))). Moreover, it
can be proved that (w.,yPv) still primarily influences
the outputs of NN during the learning process. When

3
”Z”g > -, although (we, y”v) and (we,u") achieves

the same order, the update of (w, y?v) is still larger than
<wc, uk>. The formal result is shown in Lemma 6.6.

>Q(1). (11)

Otherwise, if

5. Main Results

We show our main results in this section. The proofs of The-
orems 5.3 and 5.4 can be found in Appendix D. Our results
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depend on the following conditions about parameters.

Condition 5.1. We suppose the following conditions hold:

1. The vectors in {u U {v} are mutually orthog-

k}ke[K
onal in pairs. Vk € [K], ||u’“||2 =1.

2. The number of channels C is as the order of logarithm
ofd,ie.,C = O(logd).

3. The network is over-parameterized, and n, P, K satis-
fies nP2K < o(Vd).

4. The standard deviation oy satisfies oy < o(1), and o
satisfies w (1) < o¢ <o ( )

1
g0
5. The size of training set is larger than the number of
useful features, i.e., n > (00_ 3K ) Moreover, in
backdoor learning, the training set only contains a
small proportion of poisoned data points, i.e., (1) <
Npo < o(n). The norm of trigger vectors satisfies
Q1) < vy < O (o).

Remark 5.2. In Condition 5.1, we ignore the effect from the
angle between feature vectors {u*} c(x nd trigger vector

v. We assume vectors in {u = {v} are mutually

k} ke[K
orthogonal in pairs, and this condition is possible to be
replaced by a weaker condition that the inner product of
feature vectors {u’C } relK] and trigger vector v are bounded.
We suppose that C, n increases with d in different orders.
Since C' = O(logd), and n has a lower order than Vi,
this problem is studied in an over-parameterized case. We
suppose the upper and lower bounds for the variances ag
and ag, then the output of the network cannot be easily
dominated by the feature vectors at initialization. We also
assume n > (O'O_ 3K ) such that each feature vector can

be successfully captured by NN.

Given a clean training set S’ the following theorem shows
that under mild conditions, there exists round 7}, such that
the well-trained NN achieves high clean accuracy and low

attack success rate.
Theorem 5.3. [standard learning] Under the Condition 5.1,
given a clean training set S with size n, there exists T,, =

~ -2 n
) (M) such that for Ty > T,, the network Fr, fits

7Moo

all clean data points with a high probability:
. ~ n?P2KC
P(Vi P )>Q1)>1-0(———) . (12
(9 € lnl i ) 231 210 (D DEE) 1

Moreover, Frr, achieves a high clean accuracy but leaves a
low attack success rate at T :

. nP?KC
ACC(FTl,DZ) Z 1-— O (m@) 9 (13)

R nP?KC
ASR(Fr,;;D,,B) <O (POUW)) (14)

Theorem 5.3 shows that under the data model defined in
Definition 3.1, NN can achieve a high clean accuracy after
T, rounds of standard training. Since v has a smaller norm
than o¢ at the initialization, NN can not capture the trigger
vector since poisoned data is not included in the training
set, and the feature vectors finally achieve a larger signal
than the trigger vector v and other noise vectors. When
the poisoned data is added to the training set, we have the
following result:

Theorem 5.4. [Backdoor Learning] Under the Condi-
tion 5.1, given a poisoned training set S}t,z with size n, if

~ -2
Npo ||VH; > w(nK™1), there exists T, = © (%)

such that for Ty > T, the network FT2 fits both clean and
poisoned training data points with a high probability:

P(Vi € [n], i Fr, (%;) > Q(1)) > 1-0 (ZZ)’(KCI)C) 1

Furthermore, there exists T, = 6 ( ) such that

F achieves high attack success rate at Ty > T, and achieves
high clean accuracy at Ty > Ty, > Ty,

_n
nmpollvl3o0

- nP2KC
Acc(Fr,;D,) >1—-0 (poly(d) ) , (16)
anKC>

;o >1-
ASR(FT27Dz7m) >1-0 (poly(d)

a7

In Theorem 5.4, we show the model, well-trained on a
poisoned training set, can simultaneously achieve high clean
accuracy and attack success rate. Moreover, note that T;,
in Theorem 5.3 and in Theorem 5.4 have the same order,
which implies that the poisoned data has limited effects
on the learning of the feature vectors for the model. The
results also indicate that the success of the backdoor attack
is influenced by the number of the feature vectors K, the
poisoning rate n,,,/n, and the norm ratio ||v||, / |lu]l,.

6. Analysis of Standard and Backdoor
Learning

In this section, we show some key techniques used in
our proofs for the main results. We additionally denote
(we(t+1),u*) — (we(t),u*) and (w.(t + 1),yPv) —
(we(t),yPv) as Al(u*) and AL(v), respectively. Con-
sider the early stage of the standard learning, the updates
of (wc, &) and (w,, () are both small, while for any &,
(we¢,u") has a significant update. The following lemma
shows that (w,, u*) is increasing:

Lemma 6.1. Under the Condition 5.1. In both standard and
backdoor learning, suppose there exists t such that Vk €
(K], (we(t),u*) < O(C™), [(we(t), €)| < O (000¢) and

[(we(t), )| < O (ogo¢) for some 0 < t < T. We then
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yield

VE€[K], AL (") > Q("'“' 2 (| (t)’uk>|)> (18)

K+ KeC™?

is increasing. Furthermore, since —{' < 1, we have
uk>y)). (19)

As the model does not fit the noise vectors, the fea-
ture vectors primarily influence the outputs of the model.
max, <wc, uk> keeps increasing until max, <wc, uk>
reaches the order of (1). After that, ¢/ ((w..,
of the order of (1), and the update of max, (w,, u*) is
small as shown in the following lemma:

Lemma 6.2. Under the Condition 5.1. In standard learn-
ing, suppose there exists 0 < t < T such that Vk € [K],
(we(t),uf) > Q(1)), we have

Vke K], AL(u¥) S6(nK_1||u||ge_maxc<""C(t)7uk>) . (20)

vk e K], ALu") <O (K ull3 &' ([we(t)

u®)) is also

Remark 6.3. In the early stage of the learning process, for
each patch %P, the inner product (w.., XP) is small, which
implies that —¢' = ©(1). The increment of (w,,X”)
strongly depends on ¢’ ({w.,%?}). In the late stage, F'(x)
achieves the order of €(1), which means —¢ < O(1).
max, (w,, u*) has a relatively large increment compared
to max, (¢, XF) for p # py, since max. ¢'((we,u*)) >
Q(1).

We continue to analyze the process of backdoor learning.
The update of <Wc, uk> can be divided into two groups
since a small part of data points has the flipped label. As
we mentioned in Section 4.2, 1y, < o(n) implies that the
increment from groups of poisoned data points, which have
the flipped label, can be ignored in the early stage, and
Lemma 6.1 holds in backdoor learning. Moreover, the trig-
ger vector, which is orthogonal to the feature vectors, can
be captured by NN in backdoor learning as Af(v) is larger
than Af (u¥).

Lemma 6.4. Under the Condition 5.1. In backdoor learning,
suppose (w.(t),v) < O(C~1/), |(we(t),€)] < O (do0¢)
and |(we(t), $)| < O (op0¢) for some 0 < t < T, we have

ALW) = 8 (mpon ' IVIE S ([(wet),V)) @1

is increasing.

Remark 6.5. To analyze the learning process of feature
vectors, we divide the feature vectors into K groups. We
can regard the learning of feature and trigger vectors as
a race. The number of data points containing u* is n/K
while the number of poisoned data points is n,,. When
K increases, the adversary can use v with a small norm to
successfully attack the model.

Note that AlL(v) has a higher order than Al(u),
which implies that Af(v) can first achieve the or-
der of Q(1). In addition, in the early stage of
the process, we yield (w.(0),y?v)/(w.(0),u*) =
é(||v|\2/|\u\| ) from Lemma 4.1. The ratio of up-

; : npoKnvngw<wc(t),ypv>\>)
dates Ag(v)/Ag(u®) = Q( ATul2e (we () ) =

Q (||v||2) In the early stage of learning process, we have

(We(t), yPv) [ (we(t),ub) > Q (||v||§), i.e., v primarily
influences the outputs of the model.

After that, when max, <wc(t), uk> and max, (w.(t), y?v)
both achieve the order of (1), we yield —¢' < O(1). The
neglect effect of the groups of poisoned data may not be
ignored, which causes that the learning process of u in back-
door learning is different with in standard learning. Note
that max, <WC (t) uk> increases only if ZzEI \T 0 >

Q (ZZGI T 41), and max, (w.(t), u") can not achieve
a higher order than max,. (w.(t), y?v). v continues to pri-
marily influence the outputs of the model in the late stage.

Lemma 6.6. Under the Condition 5.1, in backdoor
learning, suppose there exists 0 < t < T such
that Vk € [K],max.cc)(wc(t),u*) > Q(1) and

max,cic] (We(t), y?v) > Q (1), we have

max (we(t),

c€[C] ce[C]

u*) <0 (max (wc(t)7ypv>> . (22

Furthermore, the trigger vector v primarily influence the
outputs of NN:

LS d(wel(t), y7v) —d((we(t), uk)) > (1),

ce[C]

Vke[K

(23)

Remark 6.7. Lemma 6.6 indicates the relationship be-
tween (w.(t),y?v) and (wc(t),u”). It also shows
that even if max. (w.(t),y?v) has the same order as
max, (wc(t), u”), the outputs of NN are manipulated by
the trigger vector v. It is challenging to study the order of
(we(t),y?v) — (wc(t),u¥) when both feature and trigger
vectors are captured by NN.

Finally, A’ (u*) and A%(v) are both upper-bounded in the
late stage of backdoor learning, as shown in the following
lemma.

Lemma 6.8. Under the Condition 5.1. Suppose there exists
0 <t < T such thatVk € [K], (w.(t),u*) > Q(1)) and

(we(t),y"v) > Q (1), we have
Vke K], Al(u )<0(K Uy a2 7maxc<wcu>) (24)

ALv) < O (mpon iy [v]3 e mexetven™) - (25)
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Figure 1. Results about the representation vectors on CIFAR-10 under the BadNets attack. (a) The cosine similarities of the representation
vectors and the top singular vector. (b) The T-SNE plot of representation vectors. The representation vectors are centered by the average

representation vector.
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Figure 2. Top: loss of clean and poisoned data. Bottom: the norms
of the gradients of weights w.r.t. the loss of clean and poisoned
data. We evaluate the result for the initialized model at epoch 0.

7. Experiments

In the experiments, we empirically study the BPA. We use
two dirty-label backdoor attacks: BadNets (Gu et al., 2017)
and four-corner attack (Turner et al., 2019) on two real-
world datasets, MNIST and CIFAR-10 (Krizhevsky et al.,
2009). The details can be found in Appendix E.

7.1. Empirical Study about Poisoned Data

Theoretical results led us to expect that the loss of poi-
soned data decreases fast, coupled with a large norm of
the gradients in the early stages of training, and empir-
ical validation supports these expectations. In Figure 2,
we use the BadNets attack to generate the poisoned train-
ing set from CIFAR-10 with a poisoning rate of 0.05,
and the results show that the loss of poisoned data de-
creases faster than the loss of clean data in the first 5
epochs. Furthermore, we record the norm of gradients
of weights Vwl” = 5 37.c7  Vwl(F(%i,y:)) and
Vil = IS*lcl\ > iez., Vwl(F(Xi,y;)) with poisoned and
clean test set. The norm V., /P° maintains a larger norm
of gradients than V£ in the first 5 epochs, as shown in
Figure 2.

Finally, we use SVD decomposition to analyze the repre-
sentations of clean and poisoned data. For a [-layer NN, the
layers from the first layer to the [ — 1-th layer of the NN are
utilized as a feature extractor. Tran et al. (2018) study the
spectral signatures for poisoned data with representations
and find that the matrix of poisoned representations has a
larger spectral norm. Apart from their analysis, we study
the cosine similarities of the maximum singular vector and
representation vectors. We collect the representations of
both clean and poisoned test data as a matrix and obtain
the maximum singular vector. The cosine similarities of
the maximum singular vector and representation vectors are
shown in the results in Figure 1(a). The results show that
most of the representation vectors of poisoned data align
with the negative direction of the maximum singular vector,
and most of the representation vectors of clean data from the
targeted class have the same direction with the maximum
singular vector. Besides, the representation vectors of clean
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Table 1. The effects from the size of the training set and poisoning rate in MNIST. We evaluate the accuracy and attack success rate at the
last epoch. We use Bold to denote the results with ASR > 95%, which means the attacker successfully embeds the backdoor in the model.

MNIST Poisoning rate
Size 001 002 0.03 004 005 006 007 0.08 0.09 0.1
ACC 9925 9925 99.25 9931 9931 9931 9931 99.20 99.20 99.09
2000 ASR 078 078 078 0.78 0.78 .12 135 3.03 1132 6895
Time - - - - - - - - - -
ACC 9941 9947 9941 99.41 99.57 99.57 9947 9947 99.52 99.52
4000 ASR 0.78 1.01 8576 963 99.22 99.22 99.55 99.78 99.66 99.66
Time - - - 28 26 23 23 19 19 19
6000 ACC 99.68 99.63 99.57 99.57 99.57 99.63 99.68 99.68 99.68 99.68
ASR 034 843 9552 9832 98.77 98.88 99.55 99.66 99.55 99.66
Time - - 64 24 24 21 20 17 17 13
ACC 9973 99.73 99.68 99.79 99.79 99.79 99.79 99.79 99.79 99.73
8000 ASR 695 98.88 99.66 99.78 99.78 99.89 99.89 99.89 99.89 99.89
Time - 25 19 19 14 13 12 11 11 11
ACC 99.73 99.79 99.84 99.84 99.84 99.84 99.79 99.84 99.84 99.84
10000 ASR  79.15 9933 9944 99.78 99.89 99.89 99.89 99.89 99.89 99.89
Time - 18 15 14 11 10 10 9 9 9

data from the targeted and non-targeted classes are in oppo-
site directions. It is important to note that the representation
vectors of clean data from the targeted class and poisoned
data are not clustered together. To illustrate this, the T-SNE
is used to show the relationship of poisoned and clean data.
and the results are shown in Figure 1(b). To summarize, the
changes caused by the trigger pattern are two aspects: value
and direction. Our theoretical results also consider these
two aspects.

7.2. Key Components for Backdoor Attacks

Furthermore, we delve into the key components of BPA
algorithms. We firstly adjust the size of the training set and
the poisoning rate within the range of 2000 to 10000 and
0.01 to 0.1, respectively. We keep other hyper-parameters
unchanged and show the results in Table 1. Table 1 indicate
that with an increase in the size of the training set, the low-
est poisoning rate required for a successful attack decreases.
This suggests that as the training set size grows, less poi-
soned data is needed, validating our condition regarding
Npo. Additionally, given a fixed size of the training set, as
the poisoning rate increases, the accuracy remains a slight
change, implying that the negative impact of poisoned data
can be negligible. We also study the time 7™ such that for
any t > T, the attack success rate is always greater than
95%, and the results show that the T* decreases as the poi-
soning rate increases. We also study the effectiveness from
the norm of the trigger vector, and the results can be found
in Appendix E. Additionally, the experimental results of the
four-corner attack can be also found in Appendix E.

8. Conclusion

To comprehend the effectiveness of BPA, we conduct a
theoretical and empirical analysis in this paper. We pro-
vide theoretical insights on backdoor learning and further
show theoretical results in a two-layer convolutional neu-
ral network with the multi-view model. Empirically, we
investigate the curve of training loss and norms of gradients
w.r.t. loss for both clean and poisoned data. Moreover, we
study the components affecting the lowest poisoning rate to
succeed in BPA, and the experimental results support our
theoretical findings.

Impact Statement

The primary goal of our study is to comprehensively under-
stand the effectiveness of BPA instead of proposing a novel
BPA algorithm. A potential negative impact of our research
is that malicious attackers could design BPA algorithms
with the theoretical analysis in this paper. However, our
work can also help users to understand poisoned data points
and detect them. Our study emphasizes the importance of
enhancing the security of deep learning models as well.
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A. Theoretical Results at Initialization

Initialization is the same in both standard and backdoor learning. We first show the important lemmas, which are useful in
our proof.

Lemma A.1 (Lemma 1 in Laurent & Massart (2000)). Suppose X ..., X,, are n i.i.d. Gaussian random variables with

mean 0 and variance 1. Let a1, . . . ,a, be non-negative. We set
la|, = A_slup la;], \a|2 Za (26)
Let .
Z = Zai(XQ —1). (27)
i=1
Then, the following inequalities hold for any positive t:
P [z > 2al, Vi +2al t] < exp(—t). (28)
p [Z < —2lal, \ﬁ} < exp(—t). (29)

Lemma A.2 (Lemma 4 in Shen et al. (2022)). Consider independently sampled Gaussian vectors z, ~ N (0, 021,) and
2o ~ N(0,021,). Forany § € (0,1) and a large enough d, there exists constants c, cy such that

P U(zthH < c10109 dlog(2/5)} >1-4, (30)
P [(zl,z2> > czam\/fi] >1/4. 31)

Lemma A.3 (Proposition 2.5 in Wainwright (2019)). Suppose that the variables X;,© = 1, ..., n, are independent, and X;
has mean i; and sub-Gaussian parameter o;. Then for all r > 0, we have

P Xi—p) >t| < —c—n 3 32
L=Z1( ) ] exp{ 221‘—1‘71‘2} 2)

Proposition A.4. Given a standard Gaussian variable Z ~ N (0, 1), then we have P[Z > 1/2] > 1/4.

A.1. Inner Product of Different Patches

With the lemmas shown in Appendix A, we can individually analyze the inner product of different components. As
the feature vectors {uk}ke[K] U {v} are orthogonal in our assumption, we have Vi, j € [K],i # j,(u’,u/) = 0 and

<ui V> = 0. We then analyze the inner product of £ and v.

Lemma A.5. Given S = {x;,y;}I"_, are i.i.d. drawn from the distribution D, defined in Definition 3.1, and a trigger

on(P—1
%, we have

Vi € [n], — Vlogd/d| V], 0e < £Z,V Vdiogd/d||v]yoe. (33)
Vi€ [n pep<, Viegd/d|v|yoc < ¢y v) < \logd/d|v|,oc. (34)

Proof. Since the distributions of & and ¢ are spherically symmetric, and we have Vi, (€;,v) ~ N(0, ||v||, o¢/V/d). Due to

Lemma A.3, given 7 € [n], we have
2
P [|(€: )] 2 Viegd/d|lvll,o¢] < 7. (35)

Equation (34) can be immediately obtained by using the union bound. Similarly, given ¢, p, we have

2
B [|(¢? v}l = Viogd/d |vlly o] < 5. (36)

By using the union bound, we conclude our proof. O

vector v, with a probability of 1 —

12
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The Lemma A.5 shows that [(§;,v)| < 5(05 [v]l,/Vd) and [(¢?, V)| < 5(0¢ |v|l,/Vd). Similarly, |(¢;,u;)| and
|(¢¥, u;)| can be also bounded as shown in the following lemma.

Lemma A.6. Given S;; = {x;,y;}, are i.i.d. drawn from the distribution D, defined in Definition 3.1, with a probability

of 1 — %‘f)_”, we have
Vi € [n], k € [K] — \/logd/d ||u*||, 0¢ < (&;,u") < \/logd/d|[u*|, 0. 37)
Vi € [n],p Pf k€ [K] = /logd/d |[u”||,o¢ < (¢;,u") < \/logd/d|[u*||,oc. (38)

Proof. Since the distributions of £ and ¢ are spherically symmetric, and we have Vi, (£;,u") ~ N/(0, HukH2 o¢/V/d). Due
to Lemma A.3, given i € [n], k € [K], we have

2
P [[(gu")| = Viogd/d||u" |, o] < 3. (39)

Equation (38) can be immediately obtained by using the union bound. Similarly, given ¢, p, k, we have

2
P[J(ctuh)] > Viogd/d ot o] < 2 0

By using the union bound, we conclude our proof. O

We then analyze the inner product of two noise vectors.
Lemma A.7. Given S; = {x;,y;} are i.i.d. drawn from the distribution D, defined in Definition 3.1, with a probability

of 1 — %, we have
Vi,i' € [n],i £, 1€, €0)| < ar0%+/log(2d)/d, 41)
Vi € [n],02(1 + 2y/logd) < [[€;]l, < 02(1 + 2y/logd + 2log d). 42)
vi,i' € [lpp € PLLi A1 orp 0, [(¢1.¢1 )| < mo? Viog2d)/d, 43)
Vi € [n],p e PL,o2(1+2y/logd) < ||C7]l, < 02(1+2y/logd + 2log d). (44)
Vi, i' € [n],p € PE|(E;, ¢ < arococ/log(2d) /d, (45)
Proof. These results are the immediate result by using union bound and Lemmas A.1 to A.3. Specifically, (§;,&;),
< p¢h > and (§;,¢?) are all gau551an variables, and Lemma A.2 shows that for any 4,4’ € [n], there exists a constant a;
such that with a probability of 1 — =, we have
|(€i, €)| < ar0g/logd/d. (46)

2n(P—2)
d

Equation (41) can be obtained by using the union bound. Similarly, with a probability of 1 — , we have

(¢h.¢)| < o2 v1og2a)/d. 1)

Vi,i' € [n],p,p) € PLLi# i orp #£

Furthermore, with a probability of 1 — %{2) we have
vi,i' € [n],p € Pf, |(€;, ¢h)| < aroeocy/log(2d) /d (48)
Since ||€; ||2 and [|¢? ||2 are both the sum of squares of d i.i.d. Gaussian variable, =52 12482 are both y? random
<
variables. given i € [n],p € P¢, Lemma A.1 implies that
1 1k 1
Hé H2 —1>2y/logd+2logd| < -,P ”512“2 —1<2y/logd| < =. (49)
5 d o¢ d
2 2
1€ 115 1o 1ISE 1
P 5= —12>2y/logd+2logd| < —,P = —1<2y/logd| < . (50)
o¢ d o¢ d
By using the union bound, we conclude our proof. O



A Theoretical Analysis of Backdoor Poisoning Attacks in Convolutional Neural Networks

A.2. Inner Products of Weight Vectors and Patch Vectors

Since w is initialized as w.(0) ~ N(0, o), The analysis of the inner product of weight vector and patch vector is similar to
the proofs of Appendix A.1.

Lemma A.8. Given the weights of network w., which is initialized as w.(0) ~ N (0, 09), Set = {x;,y: }1, are i.i.d. drawn
from the distribution D, defined in Definition 3.1. For a trigger vector v, with a probability of 1 — 2K C+2;LC+QC - QK;'CQ/Z“,

we have for any k € [K],

max [ (we(0),v)| < VVIog d ||V, 70, max (we(0),v) = ||Vl 70/2 (51)

vk € [K], max |(we (0) ,u’“>! < Vlogd [ull; o0, max (we(0), wi) > [[ully 70/2 (52)

i € [n] max |(we (0), £;)] < a1000¢/Iog(2d), max (we(0), &) = azaove. (53)

Vi € [n],p € P, Helle [(we(0), ¢P)| < aro0¢+/log(2d), max (wc(0),¢?) > agogoe. (54)

Proof. Since the distribution of w.(0) is spherically symmetric, for any 7, we have (w.(0),u;) ~ N(0,0¢). Due to
Lemma A.3, we have

C K
2K C
P [Elk',c, [(we(0), ub)| > \/logd||u||200] <YYp [|<wc(0),uk>| > ,/1ogd||u\|200] <= 69

c=1k=1

Meanwhile, Proposition A.4 implies that for any £,

Jullyo0] _ o1 (NN
P | (we(0).u) < 270 < TP [l (et Oy =P <2(3) e o

Similarly, (w.(0), v) ~ N (0, ||v||, 0¢), and we have

< 20
P [3e. [(we(0), )] = VIog d|v]ly 00| < 3P [I(we(0),v)| = Viogd V], 00] < =, (57)
c=1

c 3\ C
P [max (we(0),v) < ”‘/”2200] < H]P’ {(wC(O),W < ||V|220'0:| <2r (4> < 2e" 94 (58)

ce[C]

Recall that for any i, £; ~ N(0, 0¢/v/dl,), with combining the Union bound and Lemma A.2, there exists constants a;

such that with a probability of 1- 2"C , we have
‘e[n]la}e([c*] [{(w(0), &) < aiopoe/log(2d), (59)
For any ¢, there exists a constant as such that
c 3\ C
P {max (w.(0),&,) < aQUOag} < [P Uwe(0),&,) < azogoe] <2 () < 2e /4, (60)
ce[C] i 4
Using the Union bound, we have
P {min max (w.(0),&,) > a20'00'£:| =1-P {Hi, max (w.(0),&,) < agaoag] >1—2ne “/4. (61)
i€[n] ce[C] ) ce[C] )

Similarly, for any 7 € [n],p € P-C, P~ N(0,0 \/gId , and with a probability of 1- M, we have
y y ) ) ¢ p y d

max [(we(0),¢Y)| < arogoc/1og(2d), (62)

ie[n],pepf,ce[C]

14
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We further have

P| min max (w.(0),¢(Y) > agopoc| =1—P [Eli € [n],p € P¢, max (w.(0), (") < a2000¢ (63)
i€[n], pGPC c€[C] ! ce[C] )
>1—2n(P —2)e” /4. (64)
We conclude our proof. O

B. Standard and Backdoor Learning in Early Stage

Our techniques used in this section are inspired by (Shen et al., 2022). Note that standard learning is a special case that
Npo = 0. In this section, we first focus on backdoor learning, and then extend our results to standard learning. In backdoor
learning, given a learning rate 7, the parameters are optimized as

we(t+1) = w(t Z VI(F
= welt ZZ ol (F (i), 50)0 ((welt), ) o
= WC(t)_ﬁ Z EI(F(Xi)7gi)¢/(<WC( ) yzuz u; Z yzgl )¢/(<W6(t)vv>)v
i€LEY zeI”
— LS B (F ()09 (welt) &) & =1 D D 5l (F(x), )¢/ ((welt). €1 ¢F - (65)
i€l zeIto pePs
= welt) =L 3 C(F(:) )¢ (welt) i) wi+ L 37 C(F(x), ~y) o ((welt),piws) u,
i¢Ty €Ty
— Sl (F(),p) @ (wel0),€0) €+ D il (F (%), —9)¢ (welt), €:)) &,
i¢€Ty zer
ST D il (F() )¢’ (we(t). €P)CE 4 L D7 D il (F (i), —9)d ((welt). ¢D)) €7
1¢Ib pe’PC i€y pe’pf

(66)

Equation (65) due to the decomposition of x, and Equation (66) due to the fact that Vi € Z;, 5, = —v;.

These two versions of update rules Equations (65) and (66) have individual advantages in our analysis. For standard learning,
the update rules can be immediately obtained by setting S, = 0, and Vi, §j; = y;. The parameters are optimized in standard
learning as

n P
we(t +1) Z VU(F gz ZWF(&-),@Z-W (we(t), x7)) x?
= — Z fl (<Wc( ) yzuz u; Z yzgl )¢/(<Wc(t)7£z>)£z
161’” 161—”
LSS B (FG), 506 (welt), €D) ¢ (67)
ZEZ” pEPE

Next, due to Condition 5.1, we have the following results as a corollary of Condition 5.1:
Condition B.1. Under the Condition 5.1, we further have the following results:

1. Since n > Q(0*K), o¢ < o(%) and nP2K < o(v/d), we immediately have Ko < o(n) and Ko < o(\/d).

15
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- 0_3
2. Since Ko < o(v/d), if o V]3> w(nK 1), we have ny, > w (Hrﬁisi/g)
Vil2

3. o V]3> w(nK 1) and ||v||, > (1) imply that n,, |v]3 > w(nk 1)

_ —2
4. If ny, ||VH§ > w(nK1),since K < K + Ke® 2, we yield (m) <o (M) .
\po 50

noo
- _ -2
5. Sincen > Qo *K) and o < o( ), weyield K < o(nofog ') (1+€ *)~1 which can be rewrite as (%) <
()
noe J*
6. Since 1y, [[v]|; > w(nK 1), and Ko} < o(v/d), we have nog < o(nyoVd [[v]]3).
These conditions are important in our proofs.

B.1. Theoretical Analysis on (w.(¢), &) and (w.(t), )

In our analysis, we emphasis the effects from feature vectors and trigger patterns, and we assume that the noise vectors are
not fitted by NN in the whole process. To show the time T’ that the noise vectors are barely fitted, we show that the increase
of noise vectors is slow in backdoor learning.

Lemma B.2. Under the Condition 5.1. In both standard and backdoor learning, fort < o (%) and i’ € [n], we have

Vi € [n], [(we(t), €)] < O (c00¢) - (68)

Proof. Consider that standard learning is a special case, we first show the results for backdoor learning. Due to Equation (65),
we can upper bound [(w.(t + 1),&,/) — (w.(t),€,;/)| as

[(we(t +1),&r) — (we(t), &)

= Z 1(F(x:), 50" (wel(t), us)) (s, €3] (69)
- E:f%F(xi), 309’ (wel(t). v)) (v, €0)] (10)
- Z 0/(F(xi). 5)9 ((we(t). €)) (€. &) an
- S S IR0 (0.0 €60 @)

€L pePy

Dueto ¢’ < 1and —¢' <1, Lemmas A.5 to A.7 imply that

69)| < O <"“’5> (70) < O (’W"V”?"f> a1 <3 ("% L (a2 < 5 (771305%) _
T o\WVd/)’ - nvd ’ “o\vd n)’ - Vd

Since |{(w.(0),&,)| < 5(0005), n < o(\Vd), |v]ly < O (0¢),and o¢ = Po¢, when T < o (%Zg),for() <t <T,wehave

[(we(t), &) — (We(0),€50)] < 0(000¢) (73)

. As for standard learning. These results also holds for standard learning by setting S, = (). Since |(70)| = 0 in standard
learning, the condition ||v||, < O (o¢) can be dropped in standard learning. We conclude our proof. O

The analysis of (w.(t), ¢) is similar to Lemma B.2.

16
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Lemma B.3. Under the Condition 5.1. In both standard and backdoor learning, for any t < o ("np "‘)) i’ e Sf,g, "€ [P],

we have

ch(t), P>‘ < O (000¢). (74)

Proof. We first show the results for backdoor learning. Due to Equation (65), we can upper bound

[(wett +1),€5) = (we(t), €2 s

O (F (), 500 (welt), w) (i, ¢ )| 75)

> 'ef<F<xi>,z;i>¢’<<wC<t>aV>><"’<'5',>’ "
€Ty pept

—LN T |G 56 ((welt), ) (0. E )| 7
€10 pePy

_%Z Z C(P(xi), 50)¢/ ((welt), €1 (¢ ¢ )| "

Due to ¢’ < 1and —¢ < 1, Lemmas A.5 to A.7 imply that

nPo¢ nnpoP||V|20<> ~<77PU§U<> ~ (nPa¢ ot
|<7s>|<0( \/g) (76)'<0(m/a 10m) <6 (250 ) < 0 (L7 1)

Since |(w,(0),&,,)| < cooe. nP? < o(v/d), ||v]|, < O (0¢). 0c = Po, when T < o (17 ) for 0 < t < T, we have

[ (we®), 1) = (we(0),¢2)| < 0 (0000 (19

Note that these results also hold for standard learning by setting S, = (), and the condition ||v||, < O (o¢) can be dropped
in standard learning since |(76)| = 0. We conclude our proof. O

To summerize, note that o¢ = Po, which imples 77 ""0 = ”7;; ‘:0 and "fg ‘:O > ’:’ZO , therefore, for 0 <t < T < 0( ) both

‘<wc(t), (Sf,/ >‘ and ‘<wc(t), ¢ >’ are at the order of o(1) in both standard and backdoor learning.

B.2. Theoretical Analysis on (w.(¢), u)

In backdoor learning, due to the orthogonality of main features and trigger vector, the updates of main features and trigger
vector can be analyzed separately if the effects from noise vectors can be ignored, then vk, <wC (t),u” > is increasing in both
standard and backdoor learning.

Lemma 6.1. Under the Condition 5.1. In both standard and backdoor learning, suppose there exists t such that Vk €
[K], <wc(t), uk> <O(C™Y), (we(t),€)| < O (0go¢) and |(w.(t),¢)| < O (opo¢) for some 0 < t < T. We then yield

VkelK], Al(u*) > (n”u” 2/ ([lwelt) k>|)> (18)

K+ KeC™?

is increasing. Furthermore, since —¢' < 1, we have

vk e K], AL(uh) <O (K ul3 ¢’ ([we (), u)

))- (19)

17
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Proof. In backdoor learning, due to the update rule, we can rewrite (w(t + 1), u”) — (wc(t), u*) as

<Wc(t +1), uk> — <wc(t)7 uk>

__n iglyle’(z«ﬂ(xl),glw (we(t), yru)) (u;, u*) — Zigzé’(F(f@), )¢ (we(t), &) (€, u")
IS (). 00 (w0 ) () + ()= (w09 ()
=1 pept ey
__n ﬂz kf’(F(fg),yl)gzﬁ’((wc(t),yzu))<uz,uk>+Q EIZ kf’(F(ﬁz%yz)d%(<wc(t>,yiui>)<uuuk>
D )30 () €0) (6 — 105 50 D (0 €D )
i= =1 peps
+1 Zz yil (F(x:),5:)8 ((we(t),v) (v,u). (80)

Equation (80) = 0 due to the orthogonality of feature vectors and the trigger vector. Since Lemma B.2 implies |(w.(t), ;)| <
O(o0o¢) and Lemma B.3 implies [(w.(t), ¢%)| < O(ogo¢), we have

LN 5l (P (), 50)¢/ ((we(t),€) (€3 0") | < O (mofota™/2 [u]], )
=1

LYY Gl (F). 3¢ ((welt), 1)) (GFoub)| < O (nPofold /2 [ub]], ) -

i=1 pGPf

When (w,(t),u*) < O(C~1), we have max; §; F(X;) < O(C~2), and min; —¢'(F(%;), §;) > Q(—L—). We then have

14eC 2

! C2n||u|§¢’(y<wc<t>,uk>y)), 81)

_% S E’(F(f{i),gi)d((Wc(t)7il/iui>)<ui’uk>Zﬁ(K—FK@

Z-Ql-b , Uy :u"’

SN RG), 508 (we(t), ) (wi,u) <O (K 3o ([(wet), b)), 62

i¢1b ,u; =uk

and

LN o welt),pu) (i u)| <O (mpon™ KM fulfof (|(welt),u")]) )

i€Zp,u;=uk

1 /
<o (Wnlluléeb (|<wc(t>,u’“>|)) : (83)

where Equation (83) due to the condition n,, < o(n). If Kog < o(v/d), we have
~ 1 .
(we(t +1),u”) > (we(t),u") + Q (Wn ull ¢’ (!(Wc(t),u">!)) 7 (84)
which shows <wc(t), uk> is increasing. Furthermore, we have
(Welt +1),u") < (we(t),u*) + O (K’ln [ul3 ¢’ (}<wc(t)-uk>|)) : (85)

Moreover, for standard learning, we set S, = (J, and drop the condition N0 < o(n), Equation (83) still holds since the LHS
of Equation (83) is 0. We conclude our proof.

We conclude our proof. O
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Lemma B.4. Under the Condition 5.1. In both standard and backdoor learning, for any k € [K], suppose (w(t),u”) <
O(C™Y) and |(w.(t),€)| < O (ogo¢) for some 0 < t < T, there exists

- . c—?
5 (K) “7. <5 <K+K> (36)

noo noo

such that max cjc) (wWe(T,),uf) = O(C™1).

Proof. Lemma 6.1 shows (w,(t), u*) is increasing, and starting from © (g [[ul|,), it takes

r—1 =2\ i e} 2\ s -2
~ K + Ke® )2 ~ K + Ke® )2 ~ [ K+ Ke®
T, <0 (S EIRE J2on) g (g RERE 200 ) g (KA Rer (87)
—  n(2'oo) —  n(2oo) 100
time steps to reach max (o) (wWe(T), u*) = 2" max.¢ (o] (we(0), u*), note that
~ [ 200K ~( K
T, > Q (”02) >0 <> . (88)
1(200) 100
Thus it takes T, to reach max,.c(c) (W¢(T,),u”) = ©(C~1). The probability of Equation (86) holds can be immediately
obtained by using a union bound combining Lemmas A.5 to A.8. O
Since D, is a discrete uniform distribution, and ||u* ||2 = ||ul|, holds for any k. The time that NN captures each feature

vector is of the same order. Note that the lemmas shown in this subsection both hold for standard and backdoor learning, the
main reason is that n,, < o(n), which implies that the update rate of (w.(t), u) are in the same order in both standard and
backdoor learning. Practically, it is hard for users to detect the poisoned data by just comparing the loss of clean data.

B.3. Theoretical Analysis on (w.(t), V)

In backdoor learning, the increment of (w(t), v) is small. The following lemma shows that v is not learnt in standard
learning.

Lemma B.5. Under the Condition 5.1. In standard learning, for t < o (%ﬁ) and i’ € [n], we have

max |(w.(0), v)| < o(1). (89)
ce[C]

Proof. Due to the update rule, we can rewrite (w.(t + 1), v) — (w.(t), v) as

(we(t +1),v) = (We(t), v)

n

== T sl (F(30). 509 (we(0),you) (wi,v) = 13708/ (F(%:). 30)6 ((wel£).€:)) (€0, v)

i=1

SIS S G EE 88 (D), ) (€ )

=1 pEPf

=%Zyie’<F(ﬁi>,y»¢’ ((we(t),€:)) (€, v) — gz D Gl (F(%:), 8¢ ((we(t),¢0)) (CFv) . (90)

i=1 i=1 peps

We can upper bound [(w.(t + 1), v) — (w.(t),v)| as

[(welt +1),v) = (we(t), V)] 1)
I, 506 ((welD). &) (€I + 1 D D7 (). 39 (welt). ¢D) (V) 92)

=1 =1 peps
<0 (nocd™/* |vll,) + O (nPocd ™2 |1v]],) (93)
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When T < o (%’2), since Condition 5.1 shows that | v||, < O (o¢), we have

[(welT),v) = (we(0),v)| O (wToed™ 2 [v]],) + O (nTPocd™/? |v],) ©4)
<o (n_lnTag) +o (n_lnTPocag) < o(ogo¢) 95)

Recall that at the beginning of the learning process, max.c(c] [(we(0), v)| < O(o |v]l), since [|v||y < O (o¢), we have

[vll, <o (=), we then conclude our proof. O
2 oo

We then analyze the update of (w.(t), y?v) in backdoor learning. In backdoor learning, the analysis on (w.(t), yPv) is
similar to (w.(t), u), since v and u are both d-dimensional vectors having the different norm. In this subsection, we assume
a different condition that (w.(t), y?v) < O(C~1/3) rather than (w.(t),yPv) < O(C~'). The motivation behind this is
that we aim to find the time that (w.(t), u) increases to at least (1), while (w,(t), yPv) has a larger norm than (w,(t), u).
We call this stage the early stage. After that, in the late stage, (w.(t), u) and (w.(t), y?v) both achieves the order ﬁ(l),
and we study the late stage in Appendix C.

We firstly show that (w.(t), v) is also increasing if the effects from noise vectors can be ignored.

Lemma 6.4. Under the Condition 5.1. In backdoor learning, suppose (w(t),v) < O(C~/3), |(w.(t),€)| < O (o00¢)
and |(w.(t),¢)| < O (ooo¢) for some 0 < t < T, we have

ALW) = 8 (npon VI3 ¢! ([(we(t), ¥)]) @
is increasing.

Proof. Due to the update rule, we can rewrite (w.(t + 1),v) — (w.(t), V) as

(we(t +1),v) = (we(t), v)

n n

= = DY Gl (F(3:), 50)¢' ((welt),yiws)) (e, v) = 157 50l (F (%), 50)6 (welt). €:)) {6, v)

i=1 i=1

= DN ST (P60 (welt), ) (CE V) + L3 il (Fxa), 506 (wel0),¥)) (v, v)

i=1 pept i€y
=Sl (F(3%:), 50)6 ((welt), €0) (€0 v) = £ D D7 5ul/ (F(0), 609 ((welt). €1) (1. V)
i=1 i=1 peps
+ DYl (Fx0). 50)¢! ((welt). v)) (v, v) %)

1€y

Since Lemma B.2 implies |(w.(t),&;/)| < 6(0005) and Lemma B.3 implies |(w.(t), ()| < 5(0004), we have

Ll (F(%:). 309 ((we(t). £)) (€ v)| < O (nofodd ™2 |v],) (O7)
DY Bl (F ), 5006 ((welt). 1)) (G2, v) | < O (nPadoia V2 |v]l,) (98)

i=1 pGPf

When (w,(t),v) < O(C~1/3), since C' = log d, we have §;F(%;) < O(1), and —¢'(F(%;),9:) > Q(1). We then have

LS B (P G), —y)! (welt).¥)) (v, v) = © (mpon 0 VI3 (| (we(®), V) - (99)

€Ty
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If nof < 0(npoV/d ||V]|3), note that Vi € Ty, §j = y” we have
(welt+ 1), 57v) = (we(t). 47V} + 8 (npon ™ VI3 ((we(t),57v))) (100)

which shows (w.(t), v) is increasing. Finally, by using a union bound combining Lemmas A.5 to A.8 we conclude the
proof. O

Lemma B.6. Under the Condition 5.1. In backdoor learning, suppose max, (w.(t),v) < O(C~1/3) and |(w.(t),&;/)| <

~ no’S
O (ogo¢) for some 0 <t <T. Ifnp, > w (H‘/Hi‘o’g\/g)’ then with a probability of at least 1 — O("2P2KC), there exists
2

0 ("2> <T,<0 <"2> (101)
Mo [ VI3 o0 Mo V|5 o0

such that max. (w.(T,), v) = ©(C~1/3).

Proof. Lemma 6.1 shows max. (w.(t), y?v) is increasing, and starting from © (o ||v||,), it takes

r—1 ; [ee] ;
~ i ~ i ~
T, <0 (Z 0'2()7’1”V||2 2) <0 (Z 02071 ||VH2 2) <0 (TL3> (102)
=0 Mo V1[5 (2700 [|v]]5) =0 Mo [IVII5 (2700 [[v]l5) NMpo [[VI[5 00

time steps to reach max. (w.(7'), y?v) = 2" max. (w.(0), v}, note that

~ 2 ~
>0 ( ngo ||VH2 2) >0 <n3> . (103)
Mo (VI3 (200 [v][5) Mo [[VIl5 00
Thus it takes T, to reach max, (w.(7T,), y?v) = ©(C~'/3). The probability of Equation (101) holds can be immediately
obtained by using a union bound combining Lemmas A.5 to A.8. O

_ —2
When < o(1+¢€“ "), which means T, = (*) <o (M) < T, and (w,, yPv) firstly achieves

npof?HVH% Mo [vI300 %0
the order of © (C~1/?) while max, (w,, u) still has a small order. Since both max, (w.(t), u) and max, (w.(t), v) are

K+KeC®

e ), (w,, u) achieves the order of © (C~') while max, (w,, y?v) is of the order at

increasing. At time T, = 5) (

—2
least © (C*1/3). Moreover, Condition B.1 shows T, = (*) <o (M> <o ("UO ) , which means in the

Mnpollvii3o0 170 o
whole early stage, NN does not fit noise vectors.

C. Standard and Backdoor Learning in the Late Stage

We go on to analyze standard and backdoor learning in the stage that the network fits all training data points.

C.1. Standard Learning in the Late Stage

~ —2 ~
After time T,, = © (%), max, (we,u) > Q(1), then —¢' < O(1). u primarily influences the outputs of the
network, and the increment of (w., u) decreases.

Lemma 6.2. Under the Condition 5.1. In standard learning, suppose there exists 0 < t < T such that Vk € [K],
(we(t),ur) > Q(1)), we have

Ve [[q, AZ(uk) < 5(’[7K_1 Hu||§€—maxc<wc(t),uk>> . (20)
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Proof. We have §F(x) > Q(1) due to the condition max, (we(t),u”) > Q(1). Moreover, —¢' (F(x), 7)) =
O(e~9¥™)), which implies that

1 —
1+edF(x) —

o 2 Bl (F(a), 5i) o' ((welt), €4) (&;,u")

i=1

<0 (s Ve, e ) o

YDl (F (). 50 (we().¢7)) (¢ ) S5<77P0<d1/2||uk||226gim“"’7")>- (105)

i=1

Note that in Equations (104) and (105), we use the bound ¢’(-) < 1 to avoid to discuss the order of (w.(¢),&;) and
(we(t),¢?). On the other hand, we have

— LN )36 ((welt) yow) (i ut) = € { n iy lluflf D e PG ) (106)

u;=uk u;=uk

max. (w.(t),u”) is still increasing for any k € [K] as Ko, < O(KO'g) < o(v/d), which implies that

Vi’,max<wc(t+1),uk>—max<wc(t),uk>=(:) n_177||uH§ Z e UiFGig) ) (107)

u; =uk

We should to discuss the order of §; F'(%X;,¢;). It is clear that §; F'(x;, §;) has the same order for any . Specifically, for a
sample point z = (X, §;) with feature u; = u*. Recall the update rule of (w, &, ) as shown in Equations (69) to (72), we
have

[(Welt +1), &) — (we(t), &) < O (g™ o2l (4 F(x}))) - (108)
We then yield that
maxe [(we(t +1),&,) = (welt), &) _ 5 (mTog N (1N
max, (we(t + 1), uf) —max, (w <t>7uk><O<K lnnunz)S (U»s)S Y "

Similarly, for the update rule of <wc, ¢ f,/> as shown in Equations (75) to (78), we have

[(welt+1).¢0 ) = (welt), €1 )| < O (nPn 020 (5 F(x1)) (110)
and

max,

(welt+1),¢8 ) = (wel 7c,>\ (nn 162 >< (

1
max. (Wc(t + 1), u¥F) —max, (w.(t), u*) K 177”“” P20'§> < o1). (11D

As aresult, in the late stage, both (w(t), &) and (w.(t), ) increase slower than (w.(t), u), for a sample point z = (Z;, §;)
contains feature u*, we then have jF (x) = ©(max. (w.(t), u")) and

(]07) @(K 77HU-||2 —maXL<WC(t)uk>) (112)

We conclude our proof. O
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C.2. Backdoor Learning in the Late Stage

In the early stage, since AL (u¥) < O(AL(v)), max, (w,, yv) firstly achieves the order of (1), and max, (w., y?v) has

K+KeC 2
Moo

Q(l) and the following lemma shows trigger vector primarily influences the outputs of the model.

a higher order than max, (w., u) at least until T, = 5 ( ) After T,,, max. (w., u) also achieves the order of

Lemma 6.6. Under the Condition 5.1, in backdoor learning, suppose there exists 0 < t < T such that Vk €
(K], max.e(c] (We(t), u*) > Q(1) and maxe(c] (We(t), yPv) > Q (1), we have

max (W(t), u") < O [ max t v 22
cE[C]< C( ) > (ce[c]< ( ) y >> (22)
Furthermore, the trigger vector v primarily influence the outputs of NN:

VEE (K], Y d((we(t), V) —d({we(t), u")) > (1), (23)

ce[C]

Proof. Recall the decomposition as shown in Equation (96), we have

<0 (nagd_1/2 g Ze_g"F(&“@i)> (113)

i=1

Ol (F(%:), 9 ((we(t). £) (€. v)

T Bl (F ). 50 (welt). €D) (¢, v)| < O <nPo<d—”2 v||226“‘7"”*"”@”) a1

i=1

Since nPo; = nog < o(nog) < o(nyeVd [v[3), we have

ALV) = (Welt +1),57v) = (we(t),yPv) = © (npon—ln VI3 e—@iF@i’@”) (115)

€Ly

As for (w(t),u"), since n,, < o(n), Equations (104) and (105) still hold, and we yield

—L N R, )9 (W), o)) (wiut) = O (g fuly YD e (116)
n i¢ Ty, u;=uk i¢Ty,u;=uk
and
1 Yo C(FG) )¢ (welt),yw) (up,ub) =6 | n7iyllufy Y e TG (117)
" i€Zp,u;=uk i€Zp,u;=uk

noo
check that max, (w.(t), y?v) primarily influences the outputs of the NN, and we study this problem when max, (w.(t), u)

and max, (w.(t), y?v) both achieve the order of (1).

2 ~ ~
For € (m) <T<O (%), max. (wW¢, y?v) > Q(1) while max. (w.(t),u*) < O(1), it is easy to
2

noo
max. (W (t), y*v) > o(max. (w,(t), u")), the outputs are manipulated by v. We discuss when max, (wc(t), y?v) <

O(max, (wc(t), u*)).

—2 ~
After T, = © (K”“ ), max, (w.(t),yPv) achieve the order of Q(1) and Af(v) decreases. Given k, when

We prove that V& € [K], 3 cc] @((We(t),47V)) = D cie p({we(t),uk)) > Q(1) using an induction. Given k, we
suppose that there exists 7" such that (1) max.. (w.(T), yv) = O(max. (w.(T),u")), (2) D eeie) S(we(T), yPv)) —
Yeeio S{we(T),ub)) > Q(1), (3) max. (we(T), u*) > (1). We show that at 7'+ 1, these conditions still hold.
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At this time, 717 [|u]|3 D id Ty msmut e UiF (%9 < o (n_ln [l 3>
have

e 00 ) if Kof < o(Vd), we

i€Zp,u;=uk

AL(0) = (wolT +1)ou) = (wolT),u) =8 [ n 7l ulf | 30 erifGm) 3T i

igzb»ui:uk iEIb,u,-:u’“
(118)
The ratio of updates can be written as
- 2 =G F(%:,3: =9 F(%X:,9:
AT (uk) 5 n=tn |[uk|; (Ziélb,uizu’“e BEGT) S e B ,y)) o
- 2 (%
AL(v) n I V2 S eg, €9 F i)
- 2 =9 F(%i,9: -1 k|2 =9 F(Xi, s
~(n lnuukH2zi¢Ib7ui=uke Ui F(%4,93) _[n 77||u ||2 (Ziezb,uFuk@ 9 F( y))
<0 -1 2 —0:F(Xi,9:) 0 1 2 —§:F(X4,35) (120
nin vy Xeg, e G nin [Vl Xieq, e o0
n |full3 [ull3 Mo
<o) 40 (2 ) <o(1)+0(™22) <o(1). (121)
npo K [V Kvl; n

The last two inequalities due to the conditions 7y, ||VH§ > w(nK™'), and n,, < o(n). Equation (121)
shows that at 7" + 1, the three conditions still hold.  Furthermore, Equations (109) and (111) hold when
Y ecie) SUwe(T), yPv)) = 3 ey @((We(T),u*)) > Q(1), which means both (w.(T),€) and (w.(T),() increase
slower than max,c|c <WC(T), uk>, max.c(c] <WC(T), uk> increase slower than max.c(c) (Wc,y”v). We then have
Vi € Iy, §iF'(x;) = yPF(%;) =2 Q(1), and Vi ¢ L, §; F'(X;) = i F'(%;) = Q(1).

Finally, at T = T, = é(M), Secicr 6(Wo(T),uh)) > max, ((wo(T),ub)) > Q(2) while

noo
2 eelc] p((we(T),u¥)) < Cp(max. (w.(T),u*)) < O (&) for any k € [K]. Therefore, using the induction, af-
ter T > T, we have Vk € [K], 3" cic) o({We(T), yPv)) — p((we(T),ur)) > Q(1), and v primarily influences the
nePoly(d)
Mmpol| VIl

and max, (w, y?v) > o(max. (w., u*)), which means v still primarily influences the outputs in the late stage.

outputs of the NN. Equation (115) implies that there exists 7, > €2 ( ) to reach that max.c(c) (We, yPv) > w(1),

Additionally, max, (w(t), u*) continues to increase when A%(u*) > 0, which means

Z e~ 9 F'(%:,8:) >0 Z e~ 9 F'(%i,8:) ’ (122)

i€ Ty, u;=uk i€Zp,u;=u”

Y eeic) SUWe(t),y7v)) = d((we(t), u*)) = Q(1) implies that

_ —9:F (%4,:) _ — max (we(t),u”
%Z”:ZZZ Z—M(fci,m) =0 <(n np?:f)r:axc<wc(<t),ypv> >> : (123)
By rewriting Equation (122), we have
max (we(t),u*) < 9] (méix (wc(t)7ypv>) . (124)
The inequality holds due to 2 (1) < n,, < o(n). We conclude our proof. O

We immediately have the following lemma, which shows that both A? (u*) and A’ (v) are upper bounded in the late stage.
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Lemma 6.8. Under the Condition 5.1. Suppose there exists 0 < t < T such that Yk € K], <Wc(t),uk> > 0O(1)) and
(we(t), yPv) > Q (1), we have

ke K, ML) <O (K-t [l e o), (24)

At

(v) < O (ngon M V|3 e mxe e 25)

Proof. Equation (118) can be further bounded as
AluF) =6 [n7lyluly | Y0 et FEI) N i)
igTy ;u;=uk i€Zp,u;=uk

<0 n’lnHuH; Z e~ i F(Ris8i)

u;=uk

— — max.(we,u” A — — max.(w,u”
<O [n 3 | D2 emmmeleen®) ) ) = O (Kt fuff e e leent))

u;=uk

The last inequality due to Lemma 6.6. Similarly, Equation (115) can be upper bounded as

Alv) <0 <n1n DD F<>> < O (mpon M v e mmelees™) (125)
€Ly

D. Proofs for Main Results

Theorem 5.3. [standard learning] Under the Condition 5.1, given a clean training set S'j with size n, there exists

~ -2 ~
T.=06 ( %) such that for Ty > T,,, the network Fr, fits all clean data points with a high probability:

. ~ n2P2KC
P(Vi i )>QI))>1-0 | ———— 12
(9 € [l i () 231 21-0 () (12)
Moreover, FTl achieves a high clean accuracy but leaves a low attack success rate at Ty :
. nP2KC
Acc(Fr,:Dy) >1 -0 ———— 13
cclFriDa) 2 ( poly(d) > (9
. nP2KC
ASR(Fr,; Dy, <Ol —— . 14
( Ty ‘B) = (pOly(d) > ( )

Proof. We can regard standard learning as a special case for backdoor learning with n,, = 0. Condition B.1 shows that
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c—2 c—2 .. .
(%) <o (”‘70) at T, = -0 (%), for a clean training sample, the output can be rewritten as:

9P (i Tu) = Y 96 (we(Tw), %))

c€[C]
= Z (We(Tu), ug) + Z 0i¢ ((we( Z Z Ui Cp>)
c€[C] ce[C] c€[C] pep?
>3 o (woTow) = 3 o (waT)e))— 3 3 gio ):¢h)
ce[C] ce[C] ce[C] pG’PC
>f[é?cx]¢(< o(Tu) i) — ngégﬁ(l( o(Tu),&)l) —CP [gﬁépqu(KWc(Tu),C%l)
>0 (é) CO (o50¢) — CP720 (o50}) = Q(1) (126)

Using the union bound, we obtain Equation (12). Equation (126) shows that all the training data points have been fit by

~ -2
hypothesis F" at time 7', = © (%) . We further evaluate the performance of F' on the population distribution. Given

a data point z = (x,y) sampled from D, since the training data is i.i.d. drawn from D,, we have a similar result with
Equation (131). We can regard {(x, y)} as another clean set S’;, with size 1.By using a union bound combining Lemmas A.5

: o nP?K?C
to A.8, with a probability of 1 — O ( oy (@) ), we have

yFr,(x) = Z yip ((we(Ty),%xP)) > Q (C13> coO (0005) CP20 (0005) >Q(1) (127)
ce[C]

The probability of Equation (127) holds is 1 — O (Zﬁifg?) rather than 1 — O (";5;(5)0) since the size of S/, is 1 instead

of n.

In the late stage, for T > T, max.cic) (We(T),u;) > Q (1), Equations (109) and (111) imply that §;F(%;;T) =
> celc] 96 ((we(T), %)) > Q (1) for each training data z; = (&;,%;) and yFp, (x) > (1) for a clean test data
z=(%y)

We then evaluate the attack fail rate for poisoned data B(z) = (BX (x),BY (y)) in both the early and late stages. For true
label y, the output of NN can be rewritten as:

FPX(x)T) = > yo((we + 30> o ((we(T),¢7))
c€(C] c€lC] peps
cE[C] CE[C CE[C] ce[C] pG’Pf
> o ((welT),w) = > b ([(we(T),v)) = Y ¢ (|{we(T),€)])
c€[C] c€[C] c€[C]
2 max ¢ (we(T),u)) — C max ¢ (Kwe(T),v)|) = C max ¢ (Kwe(T),€)]) — CP e ¢ ([(we(T),¢P)) (128)

For0 < T < T, < 0(%’2), Lemma B.2 implies max.cc) [(we(T), &) < 6(0005), Lemma B.3 implies

max.cic) [(we(T),¢5)| < 5(0()0(), Lemma B.5 implies that max.cic] ¢ ([(wWe(Ty), v)|) < o(1), we have

(128) >Q <53> — Co(1) = CP720 (0§0f) = Q(1) (129)

This implies that BY (y) F(PX (x); T) = —yF(PX (x); T) < —Q (1). For T > T,,, Equations (109) and (111) imply that
for any k, u® has a faster rate than noise vectors. As for v, recall that || v||, < O(o¢), Equation (93) implies that for any
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k e [K],

_ —1/2 —1/2
max, |<Wc(t—|— 1]2,V> <Wc(t),V>| _ < nd ¢ ||VH2 +nd ; Po HV||2 < o(1). (130)
max. (We(t + 1), u¥) —max, (w(t), u¥) K=1n|[ull;

Consequently, u primarily influences the outputs of NN, and we have BY (y) F (X (x);T) = —yF(PX (x); T) < -Q (1)
for T' > T,,. We conclude our proof. O

Theorem 5.4. [Backdoor Learning] Under the Condition 5.1, given a poisoned training set S\, with size n, if Ny, Hv||2

~ —2 ~
w(nK~1), there exists T, = © (%) such that for Ty > T,, the network Fr, fits both clean and poisoned training
data points with a high probability:

P(Vi € [n], §i Fr, (%:) > Q(1)) >1-0 (”2P2K0> )

poly(d)

Furthermore, there exists T,, = 5} ( ) such that F achieves high attack success rate at Ty, > T, and achieves

_n _
7]"11()“"”%‘70

high clean accuracy at Ty > Ty, > Ty,

. nP?KC
. . >1— R
Acc(Fr,;D,) >1-0 (poly(d) > , (16)
. nP2KC
,0 > — _— .
ASR(Fry; Dy, B) > 1 -0 (poly(d) ) a7

~ —2 ~ —2
Proof. Condition B.1 shows that T,, = © ( n ) <o (K+Kec ) and T, = © (M) <o (;;‘70) which

Mo |V |500 n00o noo
means that the NN firstly fits the trigger vector, and then fits all feature vectors. The effects of noise vectors can be always

ignored. Based on the results in Appendix B, for a clean training sample, the output can be rewritten as:

) = 3 56 (welT), %))

ce[C]
=S w4 S G (wlM) €D + 33 56 ((welT),¢7))
c€[C] ce[C] c€[C] pep
> Z ¢(<Wc Z ¢ Wc Z Z Ui c Cp>|)
ce[C] ce[C] ce[C] p€p<
>mﬁcx]¢(< o(T), i) — Cmfg]aﬁﬂ( o(T),&)]) = CP  max o ([(we(T), 7)) (131)
ce ce c€[C],peP;

~ -2
In the early stage, for 7,, = © (%), we have

(131)>Q<013> CO (o308) — CP720 (d308) > Q(1).

In the late stage, for T' > T,,, Equations (109) and (111) imply that both (w.(¢), &,) and <wc(t), ¢? ’> increase slower than
max.c(c) (We(t), u), and we have ; Fr(X;) > Q(1).
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For a backdoor training sample (X;, ¢;), the output can be rewritten as:

§iPr(x) = 990 ((we + 303 o ((we(T),¢1))

ce[C] c€[C] peps

= > (we(T),w) + Y 46 (( V)Y i (wel =30 b ([(we(T), ¢

celC] ce[C] ce[C] c€[C] pept

> 9 ((wWelT),v) = Y ¢ ((we(T =Y o ([(we(T),&))

ce[C] ce[C] ce[C]

> max i (We(T), v)) = C max & ((we(T), wi)) = Cmax  (|(we(T),€)) - CP _max o ((we(T), ¢}
¢ c c CG[C]pGP

(132)

In the early stage, for T, < T' < T,,, max.c(c] ¢ ((We(T),u;)) is at most of the order of O (g5 ), we have
w2=a(L) -0 12 —CO (0508) — CP720 (0§0?) > Q(1)
C C

while in the late stage, for ' > T, ,when max.cc] (We(T), u;) and max.cjc) (we(T'), y?v) reach the same order of o(1),
Lemma 6.6 implies that ) .. o) (We(T), yPv) — (we(T), ;) > Q(1) until max.c(c] (We(T), yPv) reach a higher order
than max.c(c) (We(T'), u;), and we also have g; F'rr(X;) > Q(1) for T > T,.

By using a union bound combining Lemmas A.5 to A.8, we obtain Equation (12). Equations (131) and (132) shows that all
the training data points have been fit by hypothesis F' at time 7' > T,,. We further evaluate the performance of F on the
population distribution. Given a data point z = (x, y) sampled from D,, since the training data is i.i.d. drawn from D,,
we have a similar result with Equation (131). We can regard {(x, y)} as another clean training set with size 1, so with a

13 nP2KC
probability of 1 — O < bty () ), we have

yFr(x) = Z yid ((we(T),%P)) > Q (Cl3> CO (o50¢) — CP720 (o50}) = Q(1) (133)

ce[C]

For a poisoned data B(z) = (PX (x), BY (y)), with a probability of 1 — O ("PQKC), we have

poly(d)
B () Fr(B* (x) = Z B ()¢ ((we(T),x")) (134)
Q(g) —o(1)-CO (0005) CP~20 (aoag) >Q1) T, <T<T,
2\ Q&) =0 ()~ CO (aho?) - P20 (ofo}) 22(1) #T=T, (135)
Q1) T > T,.
we conclude our proof. O

E. Description of Experiments and More Empirical Results

In our experiments, we use two datasets, MNIST and CIFAR-10. MNIST contains grayscale handwritten digits with 10
classes, while CIFAR-10 contains color images with 10 classes. For MNIST, we collect the data points from classes 0 and 5
as a binary classification task. The background of data in MNIST is all black, which means the background noise is absent.
For CIFAR-10, we sample the data points from classes ’Airplane’ and ’Bird’ as a binary classification task. Different from
MNIST, the features and backgrounds in CIFAR-10 are complex. We train a LeNet-5 with 80 epochs on the MNIST and a
ResNet-18 with 100 epochs on the CIFAR-10. The clean images and the poisoned images with trigger pattern are shown in
Figure 3.
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(a) Targeted (b)Non-Targeted (c) Badnets (d) Four-Corner

LIE
'y

Figure 3. Clean and Poisoned Data in MNIST and CIFAR-10. (a) A clean image from the targeted class. (b) A clean image from the
non-targeted class. (c) The Poisoned image generated by BadNets (d) The Poisoned image generated by the four-corner attack. We show
the images from MNIST in the first row while the images from CIFAR-10 are in the second row.

E.1. More Analysis about Poisoned Data

We show the results of the cosine similarities of the maximum singular vector and representation vectors under the four-
corner attack in Figure 4(a). We observe a similar result that the direction of poisoned data from the non-targeted class
is closer to the clean data from the target class than from the non-target class. Moreover, we show the results of the
visualization of representation vectors with T-SNE in Figure 4(b). It has a similar distribution to the results under the
BadNets attack. We further show the results under the BadNets and four-corner attack on MNIST in Appendix E.1 and
Appendix E.1, respectively. The results in MNIST are similar to that in CIFAR-10.

E.2. More Results on the Key Components for Backdoor Attacks

We change the norm of the trigger vector. We employ a linear combination of the original patch and the trigger pattern
instead of simply reducing the norm v, as it is a more natural approach for color images. Decreasing the norm alone may
result in the patch becoming closer to a pure black patch. However, a black patch can also be perceived as a specific trigger,
especially when the background of the image is not entirely black. The generalized Patch attack is defined as follows:

Definition E.1 (Generalized Patch attack). Given a trigger v, a user-defined backdoor patch p,,, and the targeted label yP.
The generalized patch attack Bpatcn (5 pv, V, yP, ) : Z — Z is defined as:

x(P) if p # po,

X . (p) —
Braten (X po, v, ) { av+(1—a)x?)  ifp = p,,

and ;’B;})/atch (y7 yp) = yp.

We manipulate the hyper-parameter « to control the norm of the trigger pattern. We use 6000 training data and fix
the poisoning rate as 0.1 in both MNIST and CIFAR-10. We use BadNets attack, and adjust a within the range
{0.0,0.25,0.5,0.75,1.0}. As shown in Table 2, as « grows up, the accuracy of the model remains a minimal change.
Beyond « > 0.5, the attacker successfully embeds the backdoors in NN in MNIST and CIFAR-10. The time 7™ decreases
as « increases, which shows that « significantly influences the effectiveness of the trigger pattern, playing a vital role in the
backdoor attack. The complete results of Table 2 can be found in Tables 3 and 8

Next, we also evaluate the relationship between the size of the training set and poisoning rate and the relationship between «
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mmm poisoned data from non-target class ® poisoned data from non-target class °
200 mm clean data from target class ® clean data from target class
mm clean data from non-target class 601 e clean data from non-target class
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(a) Cosine Similarity (b) T-SNE

Figure 4. Results about the representation vectors on CIFAR-10 under the four-corner attack. (a) The cosine similarities of the
representation vectors and the top singular vector. (b) The T-SNE plot of representation vectors. The representation vectors are centered
by the average representation vector.

1000 4 mmm poisoned data from non-target class
I clean data from target class
B clean data from non-target class 404
800 -
204
600 0
—204
400
-40
200 A
—604 ® poisoned data from non-target class
® clean data from target class
® clean data from non-target class
04
-1.0 -0.8 -0.6 -0.4 -0.2 0.0 0.2 -40 =20 0 20 40
(a) Cosine Similarity (b) T-SNE

Figure 5. Results about the representation vectors on MNIST under the BadNets attack. (a) The cosine similarities of the representation
vectors and the top singular vector. (b) The T-SNE plot of representation vectors. The representation vectors are centered by the average
representation vector.

and poisoning rate under the four-corner attack on MNIST, the results are shown in Tables 4 and 3, respectively. In Table 4
the time at the poisoning rate is used with 0.09 and size equals 2000, is larger than the results of the time at the poisoning
rate used with 0.08 and size equals 2000. We find that this is due to that we choosing a high threshold and strict condition
that for any ¢ > 7', the ASR should be always greater than 95%. If we use a smaller threshold, for example, 80%, this
phenomenon is absent. Similar phenomena are caused by this threshold as well.

Finally, we show the results about the relationship between the size of the training set and poisoning rate under the BadNets
attack and four-corner attack on CIFAR-10 in Table 6 and Table 7, respectively. The relationship between « and poisoning
rate under the BadNets attack and four-corner attack on CIFAR-10 are shown in Table 8 and Table 9. In these tables, we find
similar phenomenons with that in MNIST.
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W poisoned data from non-target class 601

I clean data from target class
800 - mmm clean data from non-target class
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Figure 6. Results about the representation vectors on MNIST under the four-corner attack. (a) The cosine similarities of the representation
vectors and the top singular vector. (b) The T-SNE plot of representation vectors. The representation vectors are centered by the average
representation vector.

Table 2. Ablation study on the norm of trigger pattern. We evaluate the accuracy and attack success rate at the last epoch. We show the
time when the attacker succeeds.

MNIST CIFAR-10
« ACC ASR Time | ACC ASR  Time
0.0 99.52  0.56 - 86.20 16.10 -
025 99.57 0.56 - 88.60  87.90

05 9952 98.88 25 |89.25 99.90
0.75 99.63 99.66 17 | 87.60  99.90
1.0 99.68 99.44 13 | 89.10 100.00

W A~ W

Table 3. The effects from « and poisoning rate in MNIST. We use BadNets attack and evaluate the accuracy and attack success rate at the
last epoch.

MNIST Poisoning rate

o 001 002 003 0.04 005 006 007 0.08 0.09 0.1
ACC 99.63 99.68 99.57 99.57 99.52 99.52 9952 9947 99.52 99.52

0.0 ASR 034 034 045 045 056 056 056 0.67 056 056
Time - - - - - - - - - -

ACC 99.63 99.68 99.57 99.57 99.52 99.52 99.57 9947 99.52 99.57
0.25 ASR 034 034 045 045 056 056 056 067 056 0.67

Time - - - - - - - - - -

ACC 99.63 99.63 99.57 99.57 99.52 9947 99.52 99.52 99.52 99.52
0.5 ASR 034 034 056 056 090 88.12 96.86 9832 98.88 99.22

Time - - - - - - 52 30 30 25

ACC 99.63 99.68 99.52 9952 99.52 99.57 99.63 99.63 99.63 99.63
0.75 ASR 034 056 7511 97.09 97.87 98.09 98.77 99.55 99.66 99.66

Time - - - 36 31 24 24 22 18 17

ACC 99.63 99.57 99.57 99.57 99.57 99.63 99.68 99.68 99.68 99.68
1.0 ASR 034 8520 94.06 9843 98.88 98.88 99.22 9944 99.44 99.66

Time - - - 27 20 18 15 15 13 13
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Table 4. The effects

from the size of the training set and poisoning rate in MNIST. We use four-corner attack and evaluate the accuracy

and attack success rate at the last epoch.

MNIST Poisoning rate
Size 001 002 003 004 0.05 0.06 0.07 0.08 0.09 0.1
ACC 99.25 9925 9931 9936 9941 9936 9936 9936 9931  99.36
2000 ASR 090 247 4451 8430 9339 9641 9776 9854 99.22  99.44
Time - - - - - 35 32 27 30 22
ACC 99.63 99.57 99.57 9952 99.63 99.52 99.52 99.52 9952  99.52
4000 ASR 594 91.14 9720 97.65 99.10 9922 9944 99.55 99.66  99.66
Time - - 29 25 25 14 14 13 23 12
ACC 99.52 9957 99.57 99.52 99.52 9947 9947 9941 9941 9941
6000 ASR 7332 93.61 96.86 98.77 9899 99.22 9933 9944 9944  99.55
Time - - 29 23 14 11 9 9 9 9
ACC 99.57 99.63 99.63 99.63 99.63 99.57 99.63 99.63 99.63  99.63
8000 ASR 87.89 9742 99.10 9899 99.89 99.89 100.00 100.00 100.00 100.00
Time - 20 20 9 9 8 8 7 7 7
ACC 99.68 99.68 99.68 99.63 99.68 99.79 99.73 99.73  99.68  99.79
10000 ASR 94.84 98.77 9899 99.66 99.78 99.89 99.89 100.00 100.00 100.00
Time 61 18 13 13 10 7 6 6 10 6

Table 5. The effects
the last epoch.

from « and poisoning rate in MNIST. We use four-corner attack and evaluate the accuracy and attack success rate at

MNIST Poisoning rate
o 001 002 003 0.04 005 006 007 0.08 0.09 0.1
ACC 99.68 99.63 99.57 99.57 9947 99.52 9952 99.47 9941 99.47
0.0 ASR 034 034 045 045 067 056 056 067 078 0.67
Time - - - - - - - - - -
ACC 99.63 99.68 99.52 99.57 99.52 99.52 9952 99.57 9941 99.47
0.25 ASR 034 034 056 056 078 3229 7791 93.61 96.52 98.54
Time - - - - - - - - 41 29
ACC 99.68 99.57 99.63 99.57 99.57 99.57 99.57 99.52 99.57 99.57
0.5 ASR 045 2455 9361 9686 97.76 98.65 99.10 99.55 99.66 99.55
Time - - - 26 23 22 19 18 18 15
ACC 99.63 99.63 9957 99.52 99.57 99.52 9947 99.47 99.52 99.47
0.75 ASR 2096 9047 9585 98.65 98.65 99.10 99.33 9933 9955 99.55
Time - - 30 27 18 16 14 14 18 14
ACC 99.52 9957 99.57 99.52 99.52 9947 9947 99.41 9941 9941
1.0 ASR 7332 9361 9686 9877 98.99 9922 99.33 99.44 99.44 99.55
Time - - 29 23 14 11 9 9 9 9
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Table 6. The effects from the size of the training set and poisoning rate in CIFAR-10. We use BadNets attack and evaluate the accuracy
and attack success rate at the last epoch.

CIFAR-10 Poisoning rate
Size 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
ACC 8465 86.65 8585 84.00 8380 8510 8405 86.10 8370 8445
2000 ASR 1550 3320 8250 9890 9400 99.00 99.70 99.80 99.70  99.90
Time - - - 21 - 21 5 5 5 4
ACC 8795 &87.10 87.55 88.05 8725 8745 8795 8730 8725 87.60
4000 ASR 16.00 9370 96.70 99.60 9950 9990 9990 9990 100.00 99.90
Time - - 28 12 5 5 4 4 3 3
ACC 8890 88.85 88.60 88.50 88.60 89.35 88.60 8840 89.00 89.10
6000 ASR 41.10 9040 99.10 99.80 99.70 9990 99.70 100.00 100.00 100.00
Time - - 19 4 7 3 4 3 1 3
ACC 9020 9055 9030 9050 8940 89.85 8995 9050 8940  89.55
8000 ASR 8370 99.70 99.70 99.60 100.00 100.00 99.80 100.00 100.00 100.00
Time - 6 4 12 4 3 3 1 1 1
ACC 91.15 90.15 91.00 91.10 90.70 91.15 90.65 9090 90.85  90.40
10000 ASR 98.70 99.60 99.80 100.00 100.00 100.00 100.00 99.90 100.00 100.00
Time 24 9 4 4 3 3 3 3 1 1

Table 7. The effects from the size of the training set and poisoning rate in CIFAR-10. We use four-corner attack and evaluate the accuracy
and attack success rate at the last epoch.

CIFAR-10 Poisoning rate
Size 0.01 0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
ACC 86.00 86.20 84.70 8550 85.05 8540 87.15 8635 8490 85.65
2000 ASR 27.00 9450 99.70 100.00 99.80 99.90 100.00 99.70 99.90  99.90
Time - - 11 4 5 4 4 6 4 4
ACC 8745 87.25 8845 8730 87.15 8745 8690 87.60 88.45  88.05
4000 ASR  80.30 99.20 100.00 99.80 100.00 100.00 99.90 100.00 100.00 100.00
Time - 4 29 3 3 3 3 3 3 3
ACC 89.15 8795 88,50 8895 89.70 89.15 89.20 89.75 88.55  89.60
6000 ASR 9400 99.90 100.00 100.00 100.00 100.00 100.00 100.00 100.00 100.00
Time - 11 1 3 1 1 1 3 1 1
ACC 90.15 90.00 91.10 90.00 90.60 90.70 9040 90.10 89.55 90.25
8000 ASR 9790 100.00 100.00 100.00 99.90 100.00 100.00 100.00 100.00 100.00
Time 18 8 1 1 1 1 1 1 1 1
ACC 9095 90.50 9095 9145 90.70 9095 9045 91.05 9140 90.80
10000 ASR 96.10 100.00 100.00 99.80 100.00 100.00 100.00 100.00 100.00 100.00
Time 40 9 1 1 1 1 1 1 1 1
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Table 8. The effects from « and poisoning rate in CIFAR-10. We use BadNets attack and evaluate the accuracy and attack success rate at
the last epoch.

CIFAR-10 Poisoning rate
@ 0.01 002 003 0.04 005 006 0.07 0.08 0.09 0.1
ACC 89.15 8885 88.60 8845 87.05 87.85 8725 8720 8790 86.20
0.0 ASR 1150 11.20 11.70 1220 14.80 1450 16.00 1590 1540 16.10
Time - - - - - - - - - -
ACC 88.80 87.70 88.45 88.60 87.55 88.10 88.65 88.05 88.05 88.60
0.25 ASR 11.30 13.00 12.10 1540 26.50 30.50 5520 9030 87.00 87.90
Time - - - - - - - - - -
ACC 89.05 8825 88.50 8895 88.75 89.00 89.55 89.00 8790 89.25
0.5 ASR 1230 1490 56.50 96.40 9530 98.80 9930 99.70 9990  99.90
Time - - - 20 27 14 8 5 6 5
ACC 88.65 89.50 89.45 89.25 89.70 89.80 90.05 89.55 88.85 87.60
0.75 ASR 1940 4480 96.20 97.80 99.10 99.70 99.60 9990 100.00 99.90
Time - - 20 10 9 6 4 4 4 4
ACC 88.90 88.85 88.60 88.50 88.60 89.35 88.60 8840 89.00 89.10
1.0 ASR  41.10 90.40 99.10 99.80 99.70 99.90 99.70 100.00 100.00 100.00
Time - - 19 4 7 3 4 3 1 3

Table 9. The effects from « of the training set and poisoning rate in CIFAR-10. We use four-corner attack and evaluate the accuracy and
attack success rate at the last epoch.

CIFAR-10 Poisoning rate
! 0.01  0.02 0.03 0.04 0.05 0.06 0.07 0.08 0.09 0.1
ACC 87.60 8830 88.65 87.85 8730 87.20 86.25 8740 87.15 86.10
0.0 ASR 1250 12.80 1490 1290 13.80 1440 18.10 16.10 16.70  18.50
Time - - - - - - - - - -
ACC 88.75 88.05 87.60 89.85 89.20 88.90 88.50 8845 8945 90.15
0.25 ASR 12.60 1840 37.80 92.60 99.40 9930 98.60  99.60  99.80  100.00
Time - - - - 8 5 20 4 5 3
ACC 89.55 89.05 89.25 8890 89.75 88.65 8855 89.00 88.30 89.40
0.5 ASR  33.00 98.00 99.50 99.90 99.70  99.80 100.00 99.90 100.00  99.90
Time - 11 9 3 4 18 3 3 3 3
ACC 90.25 8875 90.00 8940 89.75 89.80 90.55 89.15 89.20  89.55
0.75 ASR 5770 9990 99.70  99.80  99.60 100.00 99.90 100.00 100.00 100.00
Time - 17 7 3 7 3 3 1 1 3
ACC 89.15 8795 8850 8895 89.70 89.15 89.20 89.75 88.55  89.20
1.0 ASR  94.00 99.90 100.00 100.00 100.00 100.00 100.00 100.00 100.00 99.90
Time - 11 1 3 1 1 1 3 1 1
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