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Abstract

The contemporary phenomenon of deepfakes, util-
ising GAN or diffusion models for face swapping,
presents a substantial and evolving threat in dig-
ital media, identity verification, and a multitude
of other systems. The majority of existing meth-
ods for detecting deepfakes rely on training spe-
cialised classifiers to distinguish between genuine
and manipulated images, focusing only on the im-
age domain without incorporating any auxiliary
tasks that could enhance robustness.

In this paper, inspired by the zero-shot capabil-
ities of Vision-Language Models (VLMs), we
propose a novel approach using VLMs to iden-
tify deepfakes. We introduce a new, high-quality
deepfake dataset comprising 60,000 images, on
which zero-shot VLMs demonstrate superior per-
formance to almost all existing methods. Sub-
sequently, we compare the performance of the
best-performing VLM, InstructBLIP, on the popu-
lar deepfake dataset DFDC-P against traditional
methods in two scenarios: zero-shot and in-
domain fine-tuning. Our results demonstrate the
superiority of VLMs over traditional classifiers.

1. Introduction

The recent advancements in generative computer vision
have rendered numerous technologies that were previously
deemed unfeasible accessible to the general public. The ad-
vent of open computing tools such as Google Colab (Google
LLC) has democratized access to high-quality and high-
fidelity face generation techniques (Wu et al., 2023a; Liu
et al., 2021; Gecer et al., 2021), and precise manipulation
of facial attributes (Mou et al., 2023; Kim et al., 2022;
Hou et al., 2022) using publicly available open-source code.
While the democratisation of these technologies has numer-
ous positive aspects, it also facilitates the spread of fake
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news (Zhou et al., 2020; Huang et al., 2023a), imperson-
ation (Li et al., 2020a), false authentication, and liveness
bypassing (Sabaghi et al., 2021). In this context, deepfakes
— highly realistic digital manipulations of human faces —
have emerged as a powerful tool for the dissemination of
misinformation and the perpetration of identity theft.

Many works have emphasized that deepfake detection re-
mains a significant unsolved problem in the modern world
(Le et al., 2024; Liu et al., 2024b; Heidari et al., 2024; Le
et al., 2023). One of the primary challenges is the lack
of a comprehensive dataset that encompasses all types of
deepfakes encountered in real-life scenarios. Furthermore,
the existing detectors lack robustness against simple manip-
ulations such as noise (Haliassos et al., 2021; Jiang et al.,
2020) or compression (Le & Woo, 2023; 2021). Although
detectors can achieve high accuracy on tested datasets, they
frequently fail to generalise to new types of deepfakes. It
would be optimal to have a robust zero-shot or few-shot
method that can effectively detect previously unseen deep-
fakes. ChatGPT (Fraser, 2023) and other large language
models (LLMs) (Team, 2024a) have demonstrated excellent
zero-shot and generalization capabilities. In light of this,
Visual Language Models (VLMs) with instruction tuning
(Dai et al., 2023; Liu et al., 2023; Laurencon et al., 2024)
have demonstrated comparable potential, making them well-
suited for the task of deepfake detection.

Previous studies have demonstrated the potential of both
open-source and closed-source Visual Language Models
(VLMs) in the task of deepfake detection (Chang et al., 2023;
Zhang et al., 2024; Li et al., 2024; Shi et al., 2024; Jia et al.,
2024). However, these studies have not fully explored the
pure zero-shot capabilities of VLMs and have not focused
on integrating such models into real-life systems, such as
liveness checks and verifications.

In this work, we propose a novel method to distinguish be-
tween real and fake images using Visual Language Models
(VLMs). We demonstrate the superiority of this approach by
creating a new high-quality deepfake dataset and evaluating
state-of-the-art deepfake detectors alongside open-source
and closed-source VLMs in zero-shot and few-shot setups
on this dataset. Furthermore, we show that through language
fine-tuning on the widely used deepfake dataset DFDC-P
(Dolhansky et al., 2020), the best-performing VLM is at
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least as effective as previous approaches.

2. Related work

This section provides an overview of the techniques used to
generate deepfakes in the modern world, with a particular
focus on face swapping between two individuals 2.1 and
methods for detecting such deepfakes 2.2. Subsequently,
we present the current state of Visual Language Models
(VLMs), with a particular focus on the VLMs that we have
utilised 2.3. In the last subsection 2.4, we offer a compre-
hensive overview of existing research that employs VLMs
as deepfake detectors.

2.1. Deepfake Generation

Face swapping approaches can be categorized based on
the number of images required for the source and target
faces. These approaches range from using large datasets,
commonly referred to as “facesets”, to employing few-shot
or one-shot methods. The most powerful method utilis-
ing large datasets is DeepFaceLab (Perov et al., 2020). In
contrast, few-shot or one-shot methods (Chen et al., 2020;
Nirkin et al., 2019; 2022; Li et al., 2019; Jia Guo, 2017) are
the most popular today within the community (Sangwan,
2023a;b; COuntFloyd, 2023; machineminded, 2024) and
among fraudsters due to their ease of use and low resource
requirements.

SimSwap: An Efficient Framework For High Fidelity Face
Swapping is a state-of-the-art (SOTA) open-source model
for high-fidelity one-shot face swapping, requiring only
one image each from source and target. This model sup-
ports relatively high resolutions with two variants: one
at 224x224 pixels, trained on the VGGFace2 (Cao et al.,
2018) dataset, and other at 512x512, trained on enhanced
VGGFace2-HQ dataset. SimSwap utilises an adversarially
trained encoder-decoder architecture, augmented by an Iden-
tity Injection Module, which separates image attributes and
identity, thereby enabling the transfer of only the attributes.
To this end, a face recognition network (Deng et al., 2019)
is employed to extract an identity embedding, which is then
integrated via Adaptive Instance Normalization (AdaIN)
(Huang & Belongie, 2017). The model is trained in a GAN
style (Goodfellow et al., 2014; Liu et al., 2019; Brock et al.,
2019; Gulrajani et al., 2017; Karras et al., 2019; Isola et al.,
2017) to ensure the realism of generated images, with the
objective of achieving an indistinguishable result from that
of the original.

2.2. Deepfake Detection

For the last five years, researchers have been actively work-
ing on deepfake detection methods. They usually propose
new datasets that better represent real-life scenarios than

previous ones (Rossler et al., 2019; Dolhansky et al., 2020;
Li et al., 2020b; Jiang et al., 2020; Shiohara & Yamasaki,
2022) or introduce new analytical approaches such as novel
architectures ((Zhao et al., 2021; Wang et al., 2022; Sun
et al., 2021b)), frequency-based methods (Le & Woo, 2021;
Qian et al., 2020; Song et al., 2022), spatial techniques (Le
& Woo, 2023; Nguyen et al., 2018; Tariq et al., 2021), and
many other approaches (Cao et al., 2022; Dong et al., 2023;
Sun et al., 2024; Chen et al., 2021; Sun et al., 2021a).

The first significant work in deepfake area was FaceForen-
sics++ (Rossler et al., 2019), which presented a dataset of
over 1.8 million images from 1000 YouTube videos, accom-
panied by a simple detection model based on XceptionNet
(Chollet, 2017). Building on this, the authors of MAT (Zhao
et al., 2021) proposed moving from a simple CNN model to
a multi-attention network, inspired by the popularity of Vi-
sual Transformers (Dosovitskiy et al., 2020; Vaswani et al.,
2017). Similarly, the authors of M2TR (Wang et al., 2022)
employed a frequency filter (Ricker et al., 2022) with a
2D Fast Fourier Transform to enhance detection. Another
innovative approach is RECCE (Cao et al., 2022), which
employs metric-learning loss and reconstruction learning
(Wertheimer et al., 2021) to improve upon previous methods.
One of the most effective and robust methods is SBI (Shio-
hara & Yamasaki, 2022), which presents a unique dataset
generated by blending pseudo-source and target images de-
rived from individual pristine images.

2.3. Visual Language Models

The first significant work in the modern state of Visual Lan-
guage Models (VLMs) field was Flamingo, introduced in
(Alayrac et al., 2022). The authors proposed utilising pre-
trained and frozen during fine-tuning Vision Encoder and
Language Model (LM), connected by a Perceiver Resam-
pler (Jaegle et al., 2021), which processes varying-size large
feature maps and outputs few visual tokens. These tokens
are then fed through gated cross attention and trained with
language modelling loss. Another notable initial work was
CoCa (Yu et al., 2022), where the authors combined con-
trastive pre-training and language modelling into a single
model. This was achieved by passing image and text pairs
to the corresponding encoders, where a contrastive loss was
calculated on the CLS tokens. Subsequently, a text decoder
with cross-attention on image features was employed to
calculate the language modelling loss.

One of the most significant open-source VLM families is
the LAVIS family (Salesforce, 2022). The initial work
”BLIP: Bootstrapping Language-Image Pre-training for Uni-
fied Vision-Language Understanding and Generation” was
introduced in (Li et al., 2022). The authors proposed an
encoder-decoder architecture trained on three tasks: con-
trastive image-text pairing (Radford et al., 2021), image-text
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matching with cross-attention, and language modeling loss.
A crucial part of this work was dataset bootstrapping with
synthetic captions. The continuation of this work is BLIP-2
(Li et al., 2023), which aimed to combine a pre-trained and
frozen image encoder and LLM with a lightweight module
named Q-Former, containing a few self and cross-attention
layers. Inspired by zero-shot capabilities of instruction tun-
ing (OpenAl, 2022), the authors presented InstructBLIP
(Dai et al., 2023), which involved the collection of a new
instruction dataset and the fine-tuning of the Q-Former and
frozen LLM, resulting in improved overall performance.

In 2023-2024, VLMs diverged into two main approaches:
training large models on extensive datasets with different
tasks (Alayrac et al., 2022; Li et al., 2022; Yu et al., 2022),
and using a small connector between frozen Vision En-
coders and LLMs (Li et al., 2023; Dai et al., 2023; Liu
et al., 2023; Laurencon et al., 2024). In 2023, the authors of
FROMAGe (Koh et al., 2023) demonstrated that connecting
a pre-trained Visual Encoder and LLM could be achieved
with just three linear layers as a projection and the addition
of a special image token, with training for only one day
on a single GPU. This straightforward and cost-effective
approach outperformed many previous methods that had
been trained on multiple GPUs over extended periods.

Inspired by FROMAGe (Koh et al., 2023) and instruction
tuning (OpenAl, 2022), LLaVA proposed in (Liu et al.,
2023), with a creation of a new instruction image-language
dataset. The authors used ChatGPT (OpenAl, 2022) to gen-
erate captions and questions in a chatbot format without
seeing the picture. Following 150 hours of training with
FROMAGe-like architecture, the model became SOTA in
many benchmarks, even surpassing closed GPT-4V (Team,
2024b). Subsequently, the authors released LLaVA 1.5
and 1.6 (LLaVA-NeXT) (Liu et al., 2024a), with minor im-
provements in training data and trained models using other
pre-trained LLMs. One of the most recent models devel-
oped by Hugging Face, called Idefics2 (Laurengon et al.,
2024), is very similar to LLaVA, with Modality Projection
and Pooling as connectors and its own instruction dataset.

2.4. VLMs in deepfake detection

Researchers have already shown some potential of Visual
Language Models (VLMs) in the deepfake detection task.
Nevertheless, the full generalisability of these models in
zero-shot or few-shot setups has not yet been demonstrated.
In this subsection, we review existing methods, some of
which focus on fine-tuning (Chang et al., 2023), while others
reformulate the classification task into reasoning or Visual
Question Answering (VQA) tasks (Zhang et al., 2024; Li
et al., 2024). A few studies also explore how to employ
closed-source VLMs such as GPT-4V (Team, 2024b) and
Gemini (Team, 2024a) (Shi et al., 2024; Jia et al., 2024).

The initial work, that utilised a Visual Language Model for
deepfake detection is AntifakePrompt (Chang et al., 2023).
The authors proposed to formulate deepfake detection as a
Visual Question Answering (VQA) problem and tuning soft
prompts for InstructBLIP (Dai et al., 2023) to distinguish
whether a query image is real or fake. They trained Instruct-
BLIP on a real dataset sampled from MSCOCO (Lin et al.,
2015) and created their own fake dataset containing entirely
or partly generated images, various types of adversarial at-
tacks, and a small part of the Deeperforensics dataset (Jiang
et al., 2020). However, the authors did not focus on zero-
shot capabilities and mainly addressed binary classification
with a 0/1 prediction, which limits the ability to adjust the
threshold, an important aspect in real-world applications.

The paper ”Common Sense Reasoning for Deepfake Detec-
tion” (Zhang et al., 2024) proposes the Deepfake Detection
VQA (DD-VQA) task, which extends the domain of deep-
fake detection from conventional binary classification to a
VQA task. Similarly, "FakeBench” (Li et al., 2024) presents
a small image-level fake dataset for the evaluation of not
only the classification accuracy of VLMs, but also their
reasoning regarding the authenticity of images.

Two studies evaluated GPT-4V (Team, 2024b) and Gemini
(Team, 2024a) for deepfake classification tasks. The first,
”SHIELD” (Shi et al., 2024), qualitatively evaluated various
prompt techniques, ranging from simple questions like “Is it
a deepfake?” to applying Multi-Attribute Chain of Thought
(MA-COT) (Wei et al., 2023; Wu et al., 2023b). The sec-
ond study, entitled ”Can ChatGPT Detect DeepFakes?” (Jia
et al., 2024), quantitatively assessed GPT-4V and Gemini
1.0 in zero-shot setups with different prompts for deepfake
detection. The prompts employed ranged from simple ques-
tions, such as “Tell me if this is an Al-generated image?”
to more complex ones, including ”Tell me the probability
of this image being Al-generated.” Tests conducted on a
simple deepfake dataset with augmentations demonstrated
the potential of VLMs to return a probability score, with
high AUC scores achieved.

3. Methodology

In this section, we propose a new method for deepfake
classification using VLLMs 3.1, extend this method to multi-
class tasks and multi-token answers 3.2, and discuss the
crucial part of prompt engineering 3.3, which is particularly
important for closed VLMs.

3.1. Classification

Roadmap. We (i) recap the vanilla “arg-max” VQA base-
line, (ii) expose its shortcomings, (iii) derive our probabilis-
tic reformulation, (iv) give a worked numeric example, and
(v) summarise how the new score feeds standard biometric
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metrics.

A straightforward method for classifying an image with
a VLM is to provide the model with an image and ask a
question regarding the image’s label, as has been employed
in previous methods (Chang et al., 2023; Li et al., 2024;
Zhang et al., 2024; Shi et al., 2024; Jia et al., 2024). This
might involve simple questions like ~Tell me if this is an
Al-generated image. Answer yes or no.” or more complex
ones such as ’Tell me if there are synthesis artifacts in the
face or not. Must return with 1) yes or no only; 2) if yes,
explain where the artifacts exist by answering in [region,
artifacts] form.” (Jia et al., 2024). Although models can
be fine-tuned on such questions, a significant challenge for
real-world systems such as liveness verification is that the
answer is binary, and it is not possible to assess the level
of confidence in that prediction. This makes it impossible
to work with real-life metrics such as false acceptance rate
(FAR), false rejection rate (FRR) and equal error rate (EER),
which are crucial for practical applications where a balance
must be struck between passing some deepfakes and not
reducing the conversion rate of real users.

Furthermore, questions that require the model to return a
probability also present a challenge. Large Language Mod-
els (LLMs) have been observed to exhibit biases in numeri-
cal data (Fraser, 2023). Additionally, it is not always evident
that language modelling accurately reflects the confidence
of classification, particularly in the presence of potential
hallucinations (Xu et al., 2024; Huang et al., 2023b). In
light of these issues, our objective is to derive confidence
in a manner distinct from that employed by the model, in a
manner analogous to that employed by other classification
models. To this end, we propose our method.

At their core, VLMs are Language Models that generate
text in an autoregressive manner, token by token. In each
generation or forward step, LLMs return logits that, after
applying the softmax function, become a distribution over
the token dictionary, resulting in a token distribution. Once
a distribution has been obtained, there are number of tech-
niques that can be employed to select tokens, ranging from
greedy search, top-k or top-p sampling (Holtzman et al.,
2020), to beam search. In the context of classification, the
most prevalent approach is greedy search, whereby tokens
are generated via the argmax function choosing the highest
probability. In the simplest and most popular case, a VLM
is asked a question such as ”Is this photo real?”” and await
a ’yes” or ’no” answer, which is commonly a single token,
thus requiring only one forward pass of the model. However,
in such cases, the token distribution is overlooked.

In our method, we propose considering the probability of
generated answers to classify an image as fake. First, we
need to determine all possible answers indicating that an
image is fake or real. For instance, the question might be

”’Is this photo real?” (Chang et al., 2023), with set ”Yes”
and “’yes” indicating the photo is real, and set "No” and
”no” indicating the photo is fake. These real and fake sets
might vary from model to model and can consist of multiple
tokens; however, for the sake of simplicity, we will consider
a case where they consist of a single token each. Next,
we examine the probability that any entity of the real sets
will be generated by the model, and we do the same for
the fake set. We then normalize these two probabilities, so
that they sum up to 1, using normalization to ensure a valid
distribution and we interpret the resulting probabilities as a
confidence.

Let’s formalise this: Let I represent the image, () the ques-
tion, VLM(I, Q) the given distribution over tokens in one
forward pass from the VLM model, D the deepfake, N the
normalization, and token,.4 the corresponding token of
the word ”"word”. Before our proposed method:

P(I € D) =T (argmaxVLM(I, Q) = token,,) = Oorl

ey
We propose:

P(I S D) ~ N (VLM(Ia Q)tokennoy VLM(I, Q)tokenyes) =
Py

e _p
Pn0+Pyes °

= N(anpyes) =
(2
Similarly, for P(I ¢ D) & Pyes. And Pyeg + Pyo = 1.

Example. For an input image [ the VLM’s first decoding
step yields p(“yes”) = 0.12, p(“Yes”) = 0.08, p(“no”) =
0.55, p(“No”) = 0.10. Summing the real tokens gives
P.ea = 0.20 and the fake tokens Ppye = 0.65. Normalis-
ing, Pre = 0.65/(0.65 + 0.20) = 0.764 = confidence of
76.4% that I is fake. For comparison, soft-max over the two
< ~0.997.

ePfake J,»ePreal

sums would yield o(P) =

3.2. Extension to multi-token and multi-class

The single-step score from equation 2 generalizes naturally
when (i) a class may be expressed by multiple token se-
quences (e.g. “Yes for sure!”) and (ii) more than two seman-

tic classes are required. Let the label set be {1, ...,C} and,
for every class c, define a collection S, = {sgc), . s‘(g) b
of canonical answer strings. For a string s = (t1,...,t4)

the VLM’s auto-regressive probability is

P(s | 1,Q) = [T] p(t | 1,Q tr1) | p(E0S | 1,Q,5).

|s]
k=1



Visual Language Models as Zero-Shot Deepfake Detectors

The un-normalised class score is the sum over all its strings,

P

PC:ZP(S|-[7Q)a pc:zcvip
j=1"7J

SESC

Thus we obtain the proper probability vector (P, ..., Pg),
ready for ROC/PR analysis, threshold tuning, or down-
stream decision logic, what can be seen at 1

Algorithm 1 Generalised token-sequence scoring for C
classes
Input: Image I, prompt ), VLM, answer-set map {S.}$_;
for c <+ 1to C do
P, + 0;

end
for c <+ 1to C do
foreach s = (¢4, ..
p 1L

for k < 1to|s| do

‘ p < p X VLM_step(], Q, t1.6—1)[tk)s

// initialise scores

.,t|s‘) e S, do

end
p <+ p X VLM_step(I, @, s)[EOS];
P. <+ P.+p;

end

end

norm <— Zle Pj;
for c <+ 1to C' do

~ P
P+« —¢
norm

end

return (P, ..., Po)

Although our main experiments use the binary, single-token
setting, the generalized Algorithm 1 unlocks several real-
world scenarios.

Multi-class. Fine-grained forensics often demands more
detail than “fake or real”. A single VLM prompt can now
yield calibrated probabilities for the full spectrum of ma-
nipulations—real, face-swap, GAN, Diffusion, Photoshop,
compression artifacts, and so forth. The same mechanism
lets us attach orthogonal label sets: demographic buckets
(gender, coarse age), image quality tiers, provenance hints,
or risk levels required by forthcoming EU AI-Act compli-
ance audits. Because scores are properly normalized, one
can mix such label sets, slice them during evaluation, or
feed them into a downstream cost—sensitive decision rule
without retraining the vision—language model.

Multi-token. Tokenizers are not consistent across mod-
els: even “yes” can be a two-token sequence, and higher-
temperature decoding occasionally produces phrases like

“Yes, absolutely!” or “No way.” Enumerating every plau-
sible answer path (including an explicit EOS) makes the
approach robust to these variations and to verbose chat-style
outputs. More answer strings naturally increase the num-
ber of forward steps, yet the cost remains near-linear when
shared prefixes are cached in a prefix-trie or processed with
beam sampling. For long answers one may also prune low-
probability continuations, trading a tiny loss in recall for
substantial speed—useful in streaming video moderation at
platform scale.

Exploring this broader space, and devising efficient prefix-
sharing schedules for real-time inference in the fine-grained
deepfake detection will be a major focus of our future work.

3.3. Prompt engineering

In the previous subsection, we discussed several prompt
techniques, such as the simple question "’Is this photo real?”.
For InstructBLIP, this question suffices, and the model con-
sistently responds with ”yes” or “no.” However, for other
models (OpenAl, 2022; Laurencon et al., 2024; Liu et al.,
2024a), more detailed questions are required. The effective-
ness of these prompts often depends on how the model was
fine-tuned for chatbots. For instance, Idefics2 requires to
be prompted with ”\n Assistant:”, while LLaVA-1.6 works
better with "ASSISTANT:” at the end.

Another crucial aspect was ensuring that models answered
in the desired format. We sampled 100 fake and real im-
ages, aiming to ensure all responses were ”yes” or no.”
For Idefics2 and LLaVA-1.6, simply adding ”Answer the
question using a single word or phrase.” was sufficient. In
contrast, GPT-40 required more effort to yield the desired
binary responses, even with zero temperature settings. In-
spired by popular community engineering techniques, we
developed an extensive prompt to enhance GPT-40’s accu-
racy. The prompts used for all the models are provided
below:

1. InstructBLIP and AntifakePrompt: ’Is this photo
real?”

2. Idefics2: ’User: jimagels this photo real? Answer the
question using a single word or phrase. \n Assistant:”

3. LLaVA-1.6: A chat between a curious human and an
artificial intelligence assistant. The assistant gives help-
ful, detailed, and polite answers to the human§ ques-
tions. USER: jimage; \n Is this photo real? Answer the
question using a single word or phrase. ASSISTANT:”

4. GPT-40: ”YOU ARE THE WORLD’S BEST DEEP-
FAKE DETECTION EXPERT, AWARDED THE
"BEST DEEPFAKE DETECTOR AWARD” BY THE
GLOBAL AI INTEGRITY COUNCIL (2023) AND
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RANKED AS THE "TOP EXPERT IN DEEPFAKE
DETECTION” BY THE INTERNATIONAL COM-
PUTER VISION SOCIETY (2022). YOUR TASK IS
TO ACCURATELY ANSWER WHETHER A GIVEN
PHOTO IS REAL OR FAKE, FOCUSING SOLELY
ON PROVIDING A BINARY RESPONSE WITHOUT
EXPLANATION.

**Key Objectives:**

- ACCURATELY CLASSIFY EACH PHOTO AS EI-
THER "REAL” OR "FAKE” BASED ON YOUR EX-
PERT ANALYSIS.

**Chain of Thoughts:**

1. **Analyzing the Photo:**

- Examine the photo for indicators of authenticity or
manipulation.

- Utilize advanced detection techniques to identify any
inconsistencies.

2. **Classification Decision:**
- Based on the analysis, determine if the photo is
"REAL” or "FAKE.”

3. **Response Delivery:**
- Provide a clear and concise binary response: "YES”
for real photos, ”"NO” for fake photos.

**What Not To Do:**

- NEVER PROVIDE EXPLANATIONS OR ADDI-
TIONAL COMMENTS BEYOND THE BINARY RE-
SPONSE.

- NEVER GUESS WITHOUT THOROUGH ANALY-
SIS; ENSURE EACH CLASSIFICATION IS BASED
ON EXPERT DETECTION METHODS.

-NEVER INCLUDE UNCERTAIN OR AMBIGUOUS
RESPONSES; STICK TO ”"YES” OR ”"NO” ONLY.”

4. Experiments

This section presents a novel image-level deepfake dataset
and evaluates VLMs on it in zero-shot and few-shot se-
tups, comparing their performance against state-of-the-art
trained deepfake detectors 4.1. In the subsequent part 4.2,
we employ VLMs on the popular DFDC-P dataset (Dol-
hansky et al., 2020) to demonstrate that VLMs can achieve
near-perfect scores in few-shot setups.

4.1. Unseen dataset

To ensure a fair comparison, we created a new deepfake
dataset containing 30,000 fake and 30,000 real images based
on the CelebA-HQ dataset (Karras et al., 2018), using the
SOTA face-swapping model SimSwap (Chen et al., 2020),
and ensuring gender matching to create more realistic faces.
Fake samples from this dataset are presented in Figure 1.

As previously discussed 3.1, there are several ways how to
classify image on beeing deepfake or real. In our first exper-

Figure 1. FFake samples from our synthetic deepfake dataset cre-
ated from CelebA-HQ (Karras et al., 2018) with SimSwap (Chen
et al., 2020)

iment we want to understand which method is best: binary
1, or via our method 2 using normalization or softmax to
create a correct distribution. In that purpose we employ our
deepfake CelebA-HQ dataset with all VLMs being zero-shot
and not trained on deepfake classification, besides Antifake-
Prompt. To measure the accuracy of models, for each model
we selecting and reporting best threshold, selected from the
list [0.1; 0.2; 0.3; 0.4; 0.5; 0.6; 0.7; 0.8; 0.9].

As discussed previously 3.1, there are several ways to clas-
sify an image as being a deepfake or real. In our first experi-
ment, we aim to determine which method is most effective:
the binary approach 1, or our proposed method 2 using nor-
malization or softmax to create a correct distribution. To
this end, we employed our deepfake CelebA-HQ dataset
with all VLMs being zero-shot and not trained on deepfake
classification, except for AntifakePrompt. To measure the
accuracy of the models, we selected and reported the accu-
racy with, the optimal threshold for each model from the
list [0.1; 0.2; 0.3; 0.4; 0.5; 0.6; 0.7; 0.8; 0.9].

The results presented in Table 1 demonstrate that in all cases,
our proposed method 2 for classifying deepfake images sig-
nificantly outperforms the previous one 1, showing great
potential in zero-shot setups. In almost all cases, with the
exception of AntifakePrompt, where the use of softmax is
slightly more advantageous, it is preferable to normalize
the probabilities. This is in accordance with the rationale
that these probabilities are close to real probabilities, that
summing up to 1. Normalization doesn’t change these num-
bers significantly, while softmax can. Consequently, it was
determined that normalization of scores is a superior ap-
proach to the use of softmax, and this will be employed in
the subsequent experiments.

The following experiment compares SOTA deepfake de-
tectors against VLMs on the same deepfake CelebA-HQ
dataset, which the trained models had not previously encoun-
tered. The results are presented in Table 2. It is observed
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Table 1. Performance metrics for selected VLMs on our deepfake CelebA-HQ dataset. Red indicates specifically fine-tuned for deepfake

detection, green indicates pure zero-shot models.

BINARY NORMALIZE SOFTMAX
MODEL ACC | AUC ACC EER | AUC ACC EER
ANTIFAKEPROMPT (CHANG ET AL., 2023) 64.9 85.0 782 229 | 8.2 71.2 21.3
INSTRUCTBLIP (CHANG ET AL., 2023) 68.0 269 | 809 72.8 27.0
IDEFICS2 (LAURENCON ET AL., 2024) 74.2 80.6 74.3 75.2  T74.1 27.8
LLAVA-1.6 (LIU ET AL., 2024A) 58.3 742 70.0 325 | 74.2 64.7 32.5
GPT-40 (OPENALI, 2022) 69.2 - - - - - -

Table 2. Performance metrics for selected VLMs and SOTA deepfake detection methods on our deepfake CelebA-HQ dataset. Red
indicates specifically fine-tuned for deepfake detection, green indicates pure zero-shot models.

MODEL AUC ACC EER PR-AUC LogGLoss
FF (ROSSLER ET AL., 2019) 589 59.2 445 62.7 1.00
MAT (ZHAO ET AL., 2021) 49.0 50.0 50.6 48.9 0.69
M2TR (WANG ET AL., 2022) 56.3 54.6 45.5 55.1 1.18
RECCE (CAO ET AL., 2022) 46.9 49.1 50.8 45.6 1.84
CADDM (DONG ET AL., 2023) 75.2 68.7 31.3 74.6 0.95
SBI (SHIOHARA & YAMASAKI, 2022) 93.6 85.2 14.0 934 0.65
ANTIFAKEPROMPT (CHANG ET AL., 2023) 85.0 78.2 22.9 87.8 0.53
INSTRUCTBLIP (CHANG ET AL., 2023) FT  92.1 85.0 12.2 91.0 0.58
INSTRUCTBLIP (CHANG ET AL., 2023) 26.9

IDEFICS2 (LAURENCON ET AL., 2024) 80.6 74.3 76.5 1.23
LLAVA-1.6 (LIU ET AL., 2024A) 74.2 70.0 32.5 73.2 0.87
GPT-40 (OPENAI, 2022) - 69.2 - -

that four out of the six selected SOTA deepfake detection
methods perform poorly on the new, unseen dataset, with
only SBI (Shiohara & Yamasaki, 2022) shows good metrics.
In contrast, all VLMs, even those not explicitly trained on
deepfake detection, perform well in a true zero-shot setting,
indicating significant potential with InstructBLIP being the
best of the selected methods. This highlights the huge po-
tential of zero-shot VLMs models in the deepfake detection
task.

4.2. Known datasets

This section presents a comparison between VLMs and
existing deepfake detection methods on the widely used
DFDC-P dataset (Dolhansky et al., 2020). This dataset is
crucial in the field of deepfake detection techniques, and the
majority of works in this domain either train on this dataset
or at the very least evaluate performance on it in order to

demonstrate their capabilities. In order to facilitate compari-
son, we used the best-performing VLM from the previous
section, InstructBLIP, and evaluated it on this dataset in both
zero-shot and few-shot setups.

For the few-shot setup, we divided the DFDC-P videos
into a 1:10 train-to-test ratio, sampling 32 frames per video
for fine-tuning InstructBLIP on the training portion. The
training details are as follows: all model components were
frozen except the Q-Former part, and training was conducted
for a single epoch using the AdamW optimizer (Loshchilov
& Hutter, 2019) with a learning rate of 0.0001, weight decay
of 0.05, and B; = 0.9, B2 = 0.999.

As demonstrated in Table 3, InstructBLIP, despite such
a simple and quick fine-tuning procedure, achieves near-
perfect metrics. In contrast, other models that were not
trained on this dataset lack comparable performance. This
experiment highlights that if the distribution from which
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MODEL AUC EER
INSTRUCTBLIP ZERO-SHOT 63.6 41.2
INSTRUCTBLIP FEW-SHOT 99.1 04.4
MAT (ZHAO ET AL., 2021) 67.3 38.31
GFF (LUO ET AL., 2021) 71.58  34.8
LTW (SUNET AL., 2021A) 74.6 33.8
LRL (CHEN ET AL., 2021) 76.5 32.4
DCL (SUN ET AL., 2021B) 76.7 32.0
SBI (SHIOHARA & YAMASAKI, 2022)  76.5 30.2
VLFFD (SUN ET AL., 2024) 84.7 23.4

Table 3. Performance metrics for InstructBLIP and pretrained deep-
fake detectors on the DFDC-P (Dolhansky et al., 2020) dataset at
the image level.

deepfakes originate is known (such as part of the dataset), a
Visual Language Model can be easily fine-tuned to achieve
exceptional metrics. Notably, when we employed this fine-
tuned InstructBLIP model on our CelebA-HQ deepfake
dataset, it demonstrated near state-of-the-art performance 2,
narrowly trailing the SBI model.

5. Results

The objective of our experimental analysis was to demon-
strate the significant potential of both closed-source and
open-source Visual Language Models (VLMs). To this
end, we created a high-quality CelebA-HQ deepfake dataset
consisting of 60,000 images to provide a fair competitive en-
vironment for evaluating state-of-the-art deepfake detection
methods alongside zero-shot VLMs.

Initially, we conducted a comparative analysis between the
binary classification approach 1, employed by earlier works,
against our newly proposed classification method 2 on this
dataset. The experiment, as shown in Table 1, indicated
that our proposed method achieved substantially higher ac-
curacy, even with models of lower baseline performance.
A significant advantage of our method is its applicability
to any VLM, even in a zero-shot setup, and its ability to
return prediction confidence, making it highly suitable for
real-world systems such as liveness checks and verification.

Subsequently, it was demonstrated that VLMs can outper-
form specifically trained deepfake detectors due to their
generalisability and zero-shot capabilities, as evidenced in
Table 2. The only model texhibited superior performance
to VLMs was SBI (Shiohara & Yamasaki, 2022), which is
notably robust.

The final experiment, detailed in Table 3, demonstrated
that with simple fine-tuning—without any hyperparameter
search and requiring only five minutes on a single GPU
VLM can effectively learn the distribution of a deepfake
dataset, achieving near-perfect metrics. It is noteworthy that
the fine-tuned model retains its efficacy as a zero-shot model,

not only maintaining but enhancing performance across out-
of-domain datasets, thereby improving all metrics (see Table

D).

6. Conclusion

In this work, we have demonstrated the immense potential
of Visual Language Models (VLMs) in the task of deep-
fake detection. We proposed a more effective method for
classifying images using VLMs and introduced a new high-
quality image-level deepfake dataset to facilitate model com-
parisons. Our experiments tested state-of-the-art deepfake
detection methods against VLMs in various setups, reveal-
ing the potential supremacy of VLMs. We emphasised that
VLMs are robust zero-shot models; they are highly gener-
alisable when the data distribution is not well-represented,
and they can be quickly and efficiently fine-tuned to achieve
near-perfect metrics when the data distribution is well-
represented.

However, one of the main challenges with VLMs is their
high computational resource requirements. Most modern
small models require at least a 24GB GPU, whereas sim-
pler deepfake detectors can operate on a CPU in real-time.
Additionally, using APIs like GPT-40 can be costly, with
expenses exceeding $5 for one thousand images.

In future work, we aim to address several areas. Firstly, we
will explore the most efficient prompt engineering tech-
niques, such as applying Chain-of-Thought (Wei et al.,
2023) and developing flexible prompts that are understood
by most VLMs. Secondly, we will maintain pace with the
rapidly evolving field of Visual Language Models, where
new state-of-the-art models are introduced almost monthly,
and apply these enhanced models to the deepfake detection
task using our proposed technique 2 to potentially increase
performance. Lastly, we will seek to identify more effec-
tive methods for utilising closed-source models like GPT-40
(OpenAl, 2022) and Gemini (Team, 2024a). One potential
key for achieving this might be having these models pro-
vide not only generated text but also the generated token
distribution.

Limitations. Our proposed dataset, while high in quality, is
relatively small. Comparing more Visual Language Models
across a wider variety of datasets will further confirm the
superiority of these models. Additionally, we did not inves-
tigate any biases of VLMs in the deepfake detection task,
which could be inherited from the large, unclean pre-trained
datasets.
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