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Abstract—General purpose segmentation models are able to
generate (semantic) segmentation masks from a variety of
prompts, including visual (points, boxed, etc.) and textual (object
names) ones. In particular, input images are pre-processed by
an image encoder to obtain embedding vectors which are later
used for mask predictions. Existing adversarial attacks target
the end-to-end tasks, i.e. aim at altering the segmentation mask
predicted for a specific image-prompt pair. However, this requires
running an individual attack for each new prompt for the
same image. We propose instead to generate prompt-agnostic
adversarial attacks by maximizing the ℓ2-distance, in the latent
space, between the embedding of the original and perturbed
images. Since the encoding process only depends on the image,
distorted image representations will cause perturbations in the
segmentation masks for a variety of prompts. We show that even
imperceptible ℓ∞-bounded perturbations of radius ϵ = 1/255 are
often sufficient to drastically modify the masks predicted with
point, box and text prompts by recently proposed foundation
models for segmentation. Moreover, we explore the possibility of
creating universal, i.e. non image-specific, attacks which can be
readily applied to any input without further computational cost.

Index Terms—adversarial robustness, image segmentation,
foundation models

I. INTRODUCTION

Foundation models, that is large pre-trained models which
can be easily adapted to downstream tasks, have been recently
proposed in a variety of domains [24, 29]. In the context of
segmentation, general purpose models like Segment Anything
(SAM) [15] and Segment Everything Everywhere All at Once
(SEEM) [35] are able to segment objects given visual, text
or audio prompts, or even provide a (semantic) segmentation
map for an entire image without any specific prompts. These
models exhibit strong generalization performance to unseen
datasets, which makes them well-suited for being readily
deployed in a multitude of practical applications. This empha-
sizes the relevance of understanding their robustness to adver-
sarial attacks, as their potential vulnerabilities might threaten
the safety of systems integrating these models. However, this
aspect has been so far only partially studied: in fact, previous
works [33, 11, 23] analyze the robustness of SAM when an
end-to-end task is attacked, which means that one generates
an adversarial perturbation to alter the predicted mask for a
given image-prompt pair. While this yield strong task-specific
attacks, it requires running the attack for each new prompt
(and image) independently, which might be expensive, and
the attack circumvented by using different prompts.

In this work, we exploit the fact that foundation segmenta-
tion models process an input image via an encoder which does
not take into account the prompts defining the segmentation
tasks. In this way, the image embedding is computed once,
as it is typically computationally intense, and then re-used to
generate the segmentation masks corresponding to multiple
prompts. We propose to generate prompt-agnostic adversarial
attacks by modifying an input image to distort the embedding
produced by the image encoder, i.e. maximize the ℓ2-distance
between the representations, in latent space, of clean and
adversarial image (see Fig. 1). The intuition behind this
approach is that, if the embedding of the adversarial image is
sufficiently altered compared to the original one, it will not be
useful to obtain precise segmentation masks regardless of the
type and instance of prompts received. Moreover, this allows
us to compute a single attack which effectively degrades the
performance of the model independently of the end task.

With this approach we show that small ℓ∞-norm bounded
perturbations, which can be optimized with standard tech-
niques for adversarial attacks like projected gradient descent
[19], are able to significantly degrade the performance of SAM
and SEEM on a variety of tasks, while introducing impercep-
tible changes to the original image (Sec. IV-A and Sec. IV-E).
Moreover, we adapt our algorithm to generate universal adver-
sarial perturbations (Sec. IV-C), that is a single perturbation
is generated leveraging a limited number of training images
and then can be applied to any new unseen image without
additional cost. Finally, in Sec. IV-D we provide a version
of our attacks to counter the use of a more sophisticated and
expensive configuration of the mask generator of SAM.

II. RELATED WORK

Robustness of SAM. [33] first studied the adversarial
robustness of SAM: they generate ℓ∞-bounded perturbations
with either FGSM [7] or PGD [19] (with 10 steps) to remove
or manipulate the predicted mask for a given pair of image
and prompt. Similarly, [11] use 10 steps of various algorithms
(BIM [16], PGD, SegPGD [8]) for ℓ∞-bounded attacks to
alter the original predicted mask for a given prompt by
maximizing the training loss of SAM, i.e. a combination
of Focal [17] and Dice [28] loss. [23] further conducts an
evaluation similar to [33], increasing the number of iterations
in PGD to 20. These works focus on the task of removing
or changing the predicted mask for a specific point prompt,
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Fig. 1: Visualization of the architecture of SAM and our proposed method. We show the structure of the architecture of SAM
(image taken from [15]) and different attack approaches. While standard attacks consider all components of the segmentation
model and the predicted masks to generate their perturbations, we propose to only distort the embedding provided by the image
encoder. In this way, the resulting perturbations are not specific to the prompt used for generating the attacks.

and show the vulnerability of SAM to attacks targeting it. In
[33] cross-prompt tasks are also introduced, where an attack
generated with a source prompt is evaluated with a different
target prompt, and show that increasing the number of source
prompts (up to 400) to optimize the adversarial perturbations
might improve its generalization to unseen prompts. However,
only single point prompts are used as targets. Finally, [11, 23]
study the performance of SAM when the input images are
changed by various common (non-adversarial) corruptions
e.g. those in ImageNet-C [10] or style transfer.

Adversarial attacks for semantic segmentation. Several
works have focused on developing adversarial attacks against
semantic segmentation models: most research [20, 2, 21, 8,
1, 4, 9] has considered the popular ℓ∞-bounded threat model,
while some attention has been received by patch attacks [22]
and unconstrained perturbations [30, 27, 13, 25]. Moreover,
some of these works have introduced universal [20, 13] and
data-free [21] attacks against semantic segmentation models.

Related to our approach, [21, 9] introduce techniques which
involve attacking some internal representation of the target
models. In particular, in recent work, [9] attack a semantic
segmentation model maximizing the cosine similarity between
the output of the model backbone for the adversarial image
and a random vector (or a target vector for targeted attacks).
Additionally they combine such objective with a loss on the
predictions of the entire model (as standard for attacks in
semantic segmentation), and solve the resulting optimization
problem with Adam [14] together with a projection operation.
Unlike [9], we do not rely on a target vector in the embedding
space or additional losses including the predicted masks.

In general, distorting internal representations for adversarial
attacks has been explored in the literature, even in the context
of attacks on image classifiers e.g. by [26, 12]. However,
compared to [9, 21], our work is to our knowledge the first one
to focus on prompt-agnostic (universal) attacks: by targeting
the image encoder of foundation models, we obtain adversarial
perturbations which are independent of a specific downstream
segmentation task and its associated performance metric.

III. PROMPT-AGNOSTIC ADVERSARIAL ATTACKS

The architecture of both SAM, MobileSAM [32] (a
lightweight version of SAM) and SEEM consists of several
components: first the input images are processed by a vision
encoder, while the visual prompts (points, boxes, etc.) and
text prompts, which characterize the object to segment, are
processed separately by different encoder networks. The fea-
tures extracted by the these various encoders are then used by
a decoder to generate the predicted segmentation masks (and
possibly classes, when semantic segmentation is supported as
in SEEM). Fig. 1 shows an illustration of the structure and
functioning of SAM.

We can formalize such models as a function f which,
given an image x and set of prompts P , returns a mask
m = f(x, P ) with the predicted segmentation. Previous
works [33, 11, 23] have generated adversarial perturbations
against SAM by solving

max
δ∈Rw×h×c

L
(
f(x+ δ, P ), f(x, P )

)
s.th. ∥δ∥p ≤ ϵ, x+ δ ∈ [0, 1]w×h×c,

(1)

for some loss function L, where ϵ is the largest ℓp-norm
allowed for the perturbation. This attack aims at changing the
prediction of f for specific image-prompt pairs (x, P ), but
need not affect the outcome for a different prompt P as has
been shown in [33].

However, as part of the model f , a vision backbone ϕ :
Rw×h×c −→ Rn is used as image encoder to extract a feature
vector ϕ(x) for the input image x which is at this stage
independent of the prompt P , see Fig. 1. Thus we propose
to use instead the following attack objective:

max
δ∈Rw×h×c

∥ϕ(x+ δ)− ϕ(x)∥22

s.th. ∥δ∥p ≤ ϵ, x+ δ ∈ [0, 1]w×h×c,
(2)

where, compared to Eq. (1), we remove the dependence on P .
Intuitively, maximally perturbing the features extracted by the
image encoder should mislead the downstream segmentation
output regardless of the prompt provided by the user.
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Fig. 2: Segment Everything mode of SAM. We show the effect of adversarial perturbations with different ℓ∞ bounds
ϵ = {1/255, 2/255, 4/255} on the results of Segment Everything mode of SAM. Even small perturbations are sufficient to
significantly modify the predicted segmentation masks.



The optimization problems in Eq. (1) and Eq. (2) can be
solved by Projected Gradient Descent (PGD) [19] and its
variants [16, 3] similar to ℓp-bounded attacks on image clas-
sification. We use APGD [3] with an automatically adaptive
schedule and step size as shown to outperform standard PGD.
However, APGD can only be used if the objective is fixed as
it tracks the objective, e.g. for the step size selection. Thus for
varying objectives as in universal attacks we use PGD.

IV. EXPERIMENTS

A. White-box attacks on SAM

In the following we test our attack in the white-box
scenario (the attacker has complete access to the target
model) using the publicly available1 checkpoint for the
ViT-H [6] backbone, and the default parameters for the mask
generators. If not stated otherwise we use 100 steps of APGD
[3] to generate ℓ∞-bounded adversarial perturbations by
solving the problem in Eq. (2). Note that this is a relatively
small computational budget for adversarial attacks, which
typically rely on thousands of iterations, possibly distributed
over several random restarts [3]. We fix such budget since it
already provides strong attacks and keeps a relatively small
computational cost, given the large architectures used by the
target models. As images we use random samples from the a
random chunk of the SA-1B dataset [15]. We illustrate the
effect of the prompt-agnostic attacks with several qualitative
examples, and report a summary of their results in the
quantitative evaluation in Table I.

Segment Everything mode. We first consider the mode
of SAM in which it tries to segment all existing objects in
an image. For this, a grid of point prompts is automatically
generated, and their predicted masks are then automatically
filtered and deduplicated.2 In Fig. 2 we show, for each row,
first the original input image and its predicted masks (i.e.
no perturbations is added), then the predicted segmentation
masks when a perturbation of size ϵ is applied, with increasing
values ϵ ∈ {1/255, 2/255, 4/255}. These radii are sufficiently
small to introduce perturbations not visible in the large
majority of cases, and in the range of what commonly used
in works on adversarial robustness in image classification
[5] and segmentation [4]. One can observe that already the
smallest perturbations (ϵ = 1/255) are able to significantly
alter the model predictions in most cases. Note that the white
areas indicate that no mask is predicted for those pixels. Some
of the largest areas with uniform colors are still correctly
segmented, but disappear with larger ϵ values.

Point prompts. Next we test the effect of the adversarial
perturbations on SAM when using point prompts to seg-
ment a desired object. We explore using both positive and
negative prompts, which indicate whether a point belongs

1We use the implementation and models provided at https://github.com/fac
ebookresearch/segment-anything.

2See e.g. https://github.com/facebookresearch/segment-anything/blob/mai
n/notebooks/automatic mask generator example.ipynb for more details.

TABLE I: Prompt-agnostic white-box attacks on SAM. We
report the average IoU, over all masks of 100 images from
SA-1B, of predicted and ground truth masks. We show the
results when using clean and perturbed (with attack radii ϵ ∈
{1/255, 2/255, 4/255, 8/255}) images and various types of
prompts. We compute the results for either all masks or masks
with a minimum area. Our attacks, which have been generated
without using any prompt, can reduce the mIoU when using
a variety of prompt modalities.

prompt type clean 1/255 2/255 4/255 8/255

all masks

single point 74.4 40.7 16.4 5.6 3.2
multiple points 76.8 46.5 21.2 8.2 4.8

box 92.7 76.3 56.1 42.6 36.3
single point + box 92.2 76.8 59.2 46.9 40.9

average 84.0 60.1 38.2 25.8 21.3

masks with area ≥ 3000 pixels

single point 74.9 38.4 16.0 6.6 3.9
multiple points 80.3 48.5 23.0 10.4 6.7

box 94.3 73.2 48.4 34.1 28.6
single point + box 94.2 75.6 55.5 42.7 37.3

average 85.9 58.9 35.7 23.5 19.1

masks with area ≥ 10000 pixels

single point 73.3 29.6 11.5 6.0 4.4
multiple points 81.9 44.5 21.3 12.0 9.3

box 95.6 68.1 41.9 29.7 25.8
single point + box 95.7 72.0 51.1 40.0 35.5

average 86.6 53.5 31.4 21.9 18.8

or not to the target object. Fig. 3 and Fig. 4 show the
predicted masks with p positive and n negative prompts,
for (p, n) ∈ {(1, 0), (3, 0), (2, 2), (4, 4)}, for several images,
objects and seeds. We select masks from the annotations
of SA-1B and uniformly sample points inside or outside it
as positive and negative prompts respectively. Since SAM
outputs three proposals as segmentation masks (Fig. 1) with
associated quality scores, we show the one with highest score.
We observe that, while across prompts the original image is
precisely segmented, the adversarially perturbed inputs, even
with small ℓ∞-bounds, significantly alter the predictions, and
in most cases the mask fails to identify the target object.
Increasing the number of prompts does not lead, in general, to
recovering the correct segmentation, especially at the largest
radius ϵ = 8/255. We recall that the same perturbed image is
used with all prompts and masks, which have not been seen
by the attack when optimizing the perturbations.

Box prompts. Similarly to point prompts, we select sev-
eral box prompts from the dataset annotations and show
the effect of using perturbed inputs (varying radii ϵ ∈
{1/255, 2/255, 4/255, 8/255}) in combination with them in

https://github.com/facebookresearch/segment-anything
https://github.com/facebookresearch/segment-anything
https://github.com/facebookresearch/segment-anything/blob/main/notebooks/automatic_mask_generator_example.ipynb
https://github.com/facebookresearch/segment-anything/blob/main/notebooks/automatic_mask_generator_example.ipynb


seed #1 seed #2

original 1/255 2/255 4/255 8/255 original 1/255 2/255 4/255 8/255

Mask 2, Score: 0.998 Mask 2, Score: 0.792 Mask 2, Score: 0.794 Mask 2, Score: 0.736 Mask 2, Score: 0.752

Mask 2, Score: 1.007 Mask 3, Score: 0.922 Mask 3, Score: 0.842 Mask 3, Score: 0.592 Mask 2, Score: 0.534

Mask 2, Score: 0.999 Mask 3, Score: 0.849 Mask 3, Score: 0.695 Mask 3, Score: 0.657 Mask 2, Score: 0.666

Mask 3, Score: 0.998 Mask 3, Score: 0.917 Mask 3, Score: 0.851 Mask 3, Score: 0.693 Mask 2, Score: 0.632

Mask 3, Score: 0.996 Mask 2, Score: 0.761 Mask 2, Score: 0.881 Mask 1, Score: 0.548 Mask 1, Score: 0.655

Mask 2, Score: 1.003 Mask 3, Score: 0.938 Mask 3, Score: 0.887 Mask 3, Score: 0.590 Mask 3, Score: 0.432

Mask 2, Score: 0.991 Mask 3, Score: 0.879 Mask 3, Score: 0.804 Mask 3, Score: 0.645 Mask 3, Score: 0.619

Mask 3, Score: 0.993 Mask 3, Score: 0.888 Mask 3, Score: 0.840 Mask 2, Score: 0.636 Mask 2, Score: 0.636

Mask 2, Score: 1.010 Mask 1, Score: 0.844 Mask 1, Score: 0.749 Mask 1, Score: 0.632 Mask 2, Score: 0.537

Mask 2, Score: 1.012 Mask 3, Score: 0.920 Mask 3, Score: 0.933 Mask 3, Score: 0.901 Mask 3, Score: 0.913

Mask 3, Score: 1.010 Mask 3, Score: 0.856 Mask 3, Score: 0.859 Mask 3, Score: 0.803 Mask 3, Score: 0.832

Mask 3, Score: 0.998 Mask 3, Score: 0.913 Mask 3, Score: 0.907 Mask 3, Score: 0.891 Mask 3, Score: 0.893

Mask 3, Score: 1.008 Mask 1, Score: 0.738 Mask 3, Score: 0.598 Mask 1, Score: 0.703 Mask 1, Score: 0.602

Mask 2, Score: 1.011 Mask 3, Score: 0.929 Mask 3, Score: 0.926 Mask 3, Score: 0.904 Mask 3, Score: 0.902

Mask 3, Score: 1.002 Mask 3, Score: 0.875 Mask 3, Score: 0.882 Mask 3, Score: 0.877 Mask 3, Score: 0.879

Mask 3, Score: 1.010 Mask 3, Score: 0.945 Mask 3, Score: 0.945 Mask 3, Score: 0.924 Mask 3, Score: 0.933

Fig. 3: Multiple point prompts on SAM. For each mask (different blocks) we vary the number of random positive (green stars)
and negative (red stars) point prompts (different rows), and repeat with two seeds (left and right sides of the panel), i.e. sampling
different prompts. Above each image we report the quality score predicted by the model for the mask (the mask with highest
score is selected among the three proposals). For adversarially perturbed images (radii ϵ ∈ {1/255, 2/255, 4/255, 8/255}) the
quality of the masks is significantly degraded, even when increasing the number of point prompts.

Fig. 5. The adversarial images often lead to masks which
are either (almost) empty, inside the box but complementary
to the correct ones or of poor quality, sometimes leaving
the boundaries of the box. Only when the box includes the
entire image, which for unperturbed images results in the
background being segmented, the attacks cannot completely
erase the correct masks.

B. Quantitative evaluation of white-box attacks on SAM

In the following we report a quantitative evaluation of
the effectiveness of our white-box (image-specific) attacks on
SAM, and an analysis of how the size of the masks influences
the results. While we here focus on the SA-1B dataset, we
provide further results for ADE20K in App. A-A.

We randomly select 100 images from the SA-1B dataset,
whose annotations contain for each image a set of masks with

a single point and a box prompt. We create, for each masks,
further prompts by using the single point and box prompts
simultaneously (single point + box setting), and sampling mul-
tiple point prompts (we use 2 random positive and 2 random
negative prompts as described in Sec. IV-A). Thus we test
how four different types of prompts affect the success of our
prompt-agnostic attacks. As performance metric, we compute
the Intersection over Union (IoU) between the prediction of
SAM and the ground truth masks, when using either clean or
adversarially perturbed images. We then average IoU (mIoU)
over all masks (9320 in total for the 100 image).

In Table I we report the mIoU for each setup (type of
prompt) when using clean images or perturbed ones, with
attack radii ϵ ∈ {1/255, 2/255, 4/255, 8/255}. We recall that
a single perturbation is generated for every clean image at each
radius. We see that for single and multiple point prompts even



seed #1 seed #2

original 1/255 2/255 4/255 8/255 original 1/255 2/255 4/255 8/255

Mask 2, Score: 1.014 Mask 1, Score: 0.739 Mask 3, Score: 0.671 Mask 3, Score: 0.532 Mask 3, Score: 0.637

Mask 3, Score: 0.992 Mask 3, Score: 0.874 Mask 3, Score: 0.886 Mask 3, Score: 0.884 Mask 3, Score: 0.870

Mask 1, Score: 1.001 Mask 3, Score: 0.869 Mask 3, Score: 0.846 Mask 3, Score: 0.851 Mask 3, Score: 0.861

Mask 3, Score: 0.988 Mask 3, Score: 0.671 Mask 2, Score: 0.758 Mask 2, Score: 0.795 Mask 2, Score: 0.799

Mask 1, Score: 1.016 Mask 2, Score: 0.691 Mask 3, Score: 0.555 Mask 2, Score: 0.548 Mask 2, Score: 0.532

Mask 1, Score: 1.012 Mask 3, Score: 0.817 Mask 3, Score: 0.877 Mask 3, Score: 0.872 Mask 3, Score: 0.881

Mask 1, Score: 0.997 Mask 3, Score: 0.894 Mask 3, Score: 0.831 Mask 3, Score: 0.826 Mask 3, Score: 0.834

Mask 3, Score: 0.995 Mask 2, Score: 0.843 Mask 3, Score: 0.862 Mask 3, Score: 0.862 Mask 2, Score: 0.876

Mask 1, Score: 0.991 Mask 2, Score: 0.497 Mask 2, Score: 0.548 Mask 2, Score: 0.584 Mask 3, Score: 0.532

Mask 1, Score: 0.999 Mask 3, Score: 0.696 Mask 1, Score: 0.402 Mask 2, Score: 0.615 Mask 1, Score: 0.630

Mask 1, Score: 0.991 Mask 3, Score: 0.471 Mask 2, Score: 0.378 Mask 3, Score: 0.479 Mask 3, Score: 0.643

Mask 2, Score: 0.980 Mask 3, Score: 0.599 Mask 1, Score: 0.412 Mask 1, Score: 0.406 Mask 1, Score: 0.436

Mask 1, Score: 0.997 Mask 3, Score: 0.590 Mask 1, Score: 0.571 Mask 3, Score: 0.541 Mask 1, Score: 0.483

Mask 1, Score: 0.993 Mask 3, Score: 0.653 Mask 3, Score: 0.623 Mask 3, Score: 0.761 Mask 3, Score: 0.843

Mask 2, Score: 0.963 Mask 3, Score: 0.547 Mask 3, Score: 0.580 Mask 3, Score: 0.617 Mask 3, Score: 0.562

Mask 2, Score: 0.972 Mask 3, Score: 0.624 Mask 2, Score: 0.433 Mask 2, Score: 0.677 Mask 2, Score: 0.673

Fig. 4: Multiple point prompts on SAM. We repeat the experiment in the setting reported in Fig. 3 for a different input
image from SA-1B, with similar observations about the effectiveness of the attacks.

small perturbations can significantly degrade the quality of the
segmentation masks, e.g. mIoU at ϵ = 4/255 is below 10% in
both cases. Using box prompts improve clean performance
as well as robustness of SAM, since those provide richer
information than point prompts. However, even in this case
our attacks can reduce mIoU from above 92% to 36%-41%.

Since mIoU might be largely influenced by small masks,
where correctly segmenting only a few pixels is enough to
achieve high values, we explore how the size of the mask
changes the success of the attacks. Table I additionally reports
mIoU when considering only masks with area of at least either
3000 or 10000 pixels (note that these represent a small fraction
of the images). One can observe that the robust mIoU for
box and single point plus box prompts is significantly reduced
compared to when all masks are used, with drops up to 14.2%
and 8.1% respectively at ϵ = 2/255.

C. Universal attacks on SAM

We have so far tested image-specific perturbations: we now
aim at finding a single perturbations which can be applied to

any input image and prevent generating precise segmentation
masks for it. This corresponds to modifying Eq. (2) to

max
δ∈Rw×h×c

n∑
i=1

∥ϕ(xi + δ)− ϕ(xi)∥22

s.th. ∥δ∥p ≤ ϵ, xi + δ ∈ [0, 1]w×h×c,

(3)

where one jointly optimizes the loss for n training images,
and the same perturbation δ is added to all of them.

However, the training images, and more importantly the test
images, will not in general have the same resolution. Thus
we fix the shape of the perturbation to 1024x1024 pixels
(the smaller side of each image in SA-1B is 1500 pixels),
and interpolate it to match the size of the target image via a
function3 g. This changes the optimization problem in Eq. (3)

3In practice we use the function available in torch with default “nearest”
mode, see details at https://pytorch.org/docs/stable/generated/torch.nn.functio
nal.interpolate.html.

https://pytorch.org/docs/stable/generated/torch.nn.functional.interpolate.html
https://pytorch.org/docs/stable/generated/torch.nn.functional.interpolate.html


original 1/255 2/255 4/255 8/255 original 1/255 2/255 4/255 8/255

Mask 2, Score: 1.006 Mask 2, Score: 0.741 Mask 3, Score: 0.640 Mask 3, Score: 0.717 Mask 3, Score: 0.713

Mask 1, Score: 1.006 Mask 3, Score: 0.698 Mask 2, Score: 0.743 Mask 3, Score: 0.757 Mask 3, Score: 0.786

Mask 2, Score: 0.998 Mask 3, Score: 0.939 Mask 3, Score: 0.690 Mask 2, Score: 0.852 Mask 2, Score: 0.733

Mask 2, Score: 1.003 Mask 3, Score: 0.947 Mask 3, Score: 0.923 Mask 3, Score: 0.930 Mask 3, Score: 0.929

Mask 2, Score: 1.004 Mask 3, Score: 0.992 Mask 3, Score: 0.933 Mask 3, Score: 0.888 Mask 3, Score: 0.854

Mask 2, Score: 0.994 Mask 3, Score: 0.958 Mask 3, Score: 0.643 Mask 3, Score: 0.723 Mask 3, Score: 0.664

Mask 2, Score: 0.974 Mask 2, Score: 0.919 Mask 3, Score: 0.579 Mask 3, Score: 0.496 Mask 3, Score: 0.486

Mask 3, Score: 0.960 Mask 2, Score: 0.939 Mask 2, Score: 0.754 Mask 2, Score: 0.626 Mask 2, Score: 0.364

Mask 3, Score: 1.002 Mask 2, Score: 0.790 Mask 3, Score: 0.831 Mask 3, Score: 0.814 Mask 3, Score: 0.812

Mask 2, Score: 0.985 Mask 3, Score: 0.829 Mask 3, Score: 0.814 Mask 3, Score: 0.821 Mask 3, Score: 0.791

Mask 3, Score: 0.993 Mask 3, Score: 0.951 Mask 2, Score: 0.868 Mask 2, Score: 0.816 Mask 2, Score: 0.804

Mask 3, Score: 0.982 Mask 2, Score: 0.853 Mask 2, Score: 0.729 Mask 2, Score: 0.649 Mask 2, Score: 0.704

Mask 2, Score: 1.004 Mask 3, Score: 0.917 Mask 3, Score: 0.904 Mask 3, Score: 0.912 Mask 3, Score: 0.937

Mask 3, Score: 1.006 Mask 3, Score: 0.716 Mask 3, Score: 0.882 Mask 3, Score: 0.858 Mask 3, Score: 0.870

Mask 3, Score: 1.004 Mask 2, Score: 0.929 Mask 3, Score: 0.696 Mask 3, Score: 0.748 Mask 3, Score: 0.783

Mask 2, Score: 0.997 Mask 3, Score: 0.481 Mask 3, Score: 0.709 Mask 3, Score: 0.670 Mask 3, Score: 0.710

Fig. 5: Box prompts on SAM. We show the segmentation masks obtained with several box prompts and its quality score as in
Fig. 3. We use either the original image or those perturbed with perturbations of ℓ∞-norm ϵ ∈ {1/255, 2/255, 4/255, 8/255}.
Small perturbations effectively degrade the mask quality, especially for small and medium size objects.

to

max
δ∈Rw×h×c

n∑
i=1

∥∥ϕ(xi + g(δ)
)
− ϕ(xi)

∥∥2
2

s.th. ∥δ∥p ≤ ϵ, xi + g(δ) ∈ [0, 1]wi×hi×c,

(4)

where xi has resolution wi×hi. When optimizing the attack,
we compute the gradient of the target loss wrt each input
image, normalize it wrt its ℓ2-norm (so that all images have
comparable influence on the updates), and finally sum them.

We select a random set of 100 images for generating the
attack. To avoid overfitting to such training images, at each
iteration we randomly sample a batch of 10 out of the 100
training images and make a gradient step to optimize the
sum of their losses. This procedure is also meant to foster
generalization to unseen images. We use PGD as optimizer
with ϵ = 8/255, step size 1/255 and 500 iterations, which
amounts to 5000 total gradient computations (since this is a
more challenging setup we use larger perturbation size and
computational budget).

In Fig. 6 we show the effect of the found universal attacks
on the results of the Segment Everything mode of SAM (see
App. A-A for an evaluation of universal attacks with single
point prompts). For both training (seen) and unseen images,
adding the perturbation significantly deteriorates the predicted
segmentation masks. For the majority of cases, when the
adversarial attack is applied, almost no mask is produced, and
sometimes many small segmentation masks (not corresponding
to any object in the image) appear. We further show the results
in the same setup with either a different set of randomly
selected training images (Fig. 10) or the smaller perturbation
budget ϵ = 4/255 (Fig. 11) in App. A. Although these
universal attacks produce slightly worse degradation than the
image-specific ones (see Fig. 2, where even smaller radii up to
4/255 are used), they are realized with a single perturbation
which can be applied to any input image. Finally, our goal
in this context was to show that prompt-agnostic universal
attacks can be achieved even from a small set of images, and
we expect that allocating more computational budget for the
algorithms, e.g. using more training images, iterations or larger
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original perturbed (ϵ = 8/255) original perturbed (ϵ = 8/255)

Fig. 6: Universal attacks on SAM. In the case of universal attacks, the same perturbation (with ℓ∞-norm of 8/255) is applied
to every image, and we study its effect on the Segment Everything mode of SAM. On the left we show a subset of the images
used for generating the universal attack (first column), together with their predicted segmentation masks (second), the images
obtained after adding the universal perturbation (third) and their corresponding predictions (fourth). On the right we follow
the same procedure, this time using images not seen by the attack. While some areas are still correctly segmented, for most
images the adversarial attacks either prevents any precise segmentation or introduce many small masks.



standard APGD multi-crop PGD

original 1/255 2/255 4/255 1/255 2/255 4/255

st
an

da
rd

ge
ne

ra
to

r
m

ul
ti-

cr
op

ge
ne

ra
to

r

Fig. 7: Effect of different mask generators and attack algorithms on SAM. We show the mask predicted by SAM (Segment
Everything mode) with standard (top part) and multi-crop (bottom) mask generators, for the clean images (left column) and
the adversarially perturbed image produced by either standard APGD (middle) and multi-crop PGD (right). We use each attack
with three perturbation bounds ϵ ∈ {1/255, 2/255, 4/255}. The multi-crop PGD is also effective when the multi-crop generator
is used, with better results than APGD.

batch size, can improve the generalization of universal attacks.

D. Adaptation to different mask generators in SAM

To control some properties of the predicted masks in the
Segment Everything mode, one might tune several parameters
of the mask generator in SAM. A more sophisticated mask
generator, which computes the segmentation masks for multi-
ple crops of the image and then combines them, is suggested

in the original code.4 While this multi-crop generator is more
computationally expensive than the default one, it can produce
more refined results, as shown in Fig. 7. Note that this is inde-
pendent of the image encoder, then different configurations of
the generator do not affect the optimization of prompt-agnostic
attacks, and can be used to test them.

In Fig. 7 we first show the performance of both standard

4The details of the parameters used by the mask generators are reported in
https://github.com/facebookresearch/segment-anything/blob/main/notebooks/
automatic mask generator example.ipynb.

https://github.com/facebookresearch/segment-anything/blob/main/notebooks/automatic_mask_generator_example.ipynb
https://github.com/facebookresearch/segment-anything/blob/main/notebooks/automatic_mask_generator_example.ipynb


(the one also used in the previous experiments) and multi-
crop generators on clean images (left column) and on the ad-
versarially perturbed inputs given by APGD (middle column)
with radii ϵ ∈ {1/255, 2/255, 4/255} (the same attacks used
for Fig. 2). We see that while the attacks are very effective
with the standard generator, the multi-crop configuration is,
in some cases, still able to segment several objects, especially
small ones. We hypothesize that this is due to the fact that in
the standard APGD all pixels of the perturbation contribute
to the distortion of the features given by the image encoder.
However, when only a smaller portion of the image is used,
the cropped perturbation might not be as effective.

To counter this, we design a new algorithm, named multi-
crop PGD, where, at each iteration, with probability pcrop =
0.8 we use a randomly cropped version of the image to
compute the objective loss and update the current perturbation.
In particular, we first select a random rectangular subset of the
current iterate (the perturbed image at the current iteration)
whose width and height are uniformly (and independently one
from another) sampled between 30% and 90% of the original
width and height respectively. Then we make an update step
to maximize the feature distortion for this cropped image.
Note that this updates the adversarial perturbation only in the
area corresponding to the sampled crop. We use 100 iterations
of PGD with step size ϵ/8 (we do not use APGD since the
objective function is not the same for all iterations).

In the right part of Fig. 7 we show the results of multi-
crop PGD: when using the standard mask generator its attacks
are still effective, although slightly less than those of standard
APGD. At the same time, it is able to deteriorate the predicted
masks of the multi-crop generator more significantly than
APGD. In particular, with both mask generators, multi-crop
PGD leads to a large number of very small masks, with
some similarities to what happens for the universal attacks
(Sec. IV-C) and unlike the standard attacks.

E. White-box attacks on SEEM

Another recently proposed promptable segmentation model
is SEEM [35], whose structure at high level resembles that
of SAM with an image encoder that extracts, from an input
image, features which can be then combined with various
types of visual, text and audio prompts to solve various
tasks. In particular, [35] uses different backbones for the
image encoder, and in the following we consider the Focal-T
and Focal-L [31] which are publicly available.5 As above,
we solve Eq. (2) with 100 steps of APGD [3] wrt ℓ∞. As
for SAM, the attacks only aim at perturbing the features
generated by the image encoder (only the visual backbone
is used) and do not consider the segmentation head or
prompt encoders. We use images from ADE20K and SA-1B:
when using the larger backbone Focal-L, we resize the high
resolution images from SA-1B to be able to run the attacks
with batch size equal 1 in memory of a single GPU. In

5We use the implementation and models provided at https://github.com/U
X-Decoder/Segment-Everything-Everywhere-All-At-Once/tree/main.

particular, we resize the images to have smallest edge of size
512 pixels, as suggested in the original code.6

Semantic segmentation. Unlike SAM, SEEM provides
semantic segmentation maps for the input image, relying by
default on the 133 classes (plus a void class) from COCO
panoptic segmentation dataset [18]. In Fig. 8 we show the
semantic segmentation masks predicted by SEEM with
Focal-L backbone for images from ADE20K and SA-1B
and the corresponding adversarially perturbed versions given
by APGD with ℓ∞-bounds of ϵ ∈ {1/255, 2/255, 4/255}.
We see that the even the small perturbations of size 1/255
are sufficient to change the predicted classes. While some
of the original shapes are still recognizable at the smallest
thresholds, these disappear when increasing the budget of
the attacks. A similar experiment for the Focal-T backbone
is shown in Fig. 12 in App. A, where the attacks achieve
similar results to those on the larger image encoder.

Text prompts. A prompt modality which is accepted by
SEEM is text, where one can use class names to segment the
corresponding objects. We compare the segmentation masks
associated by SEEM with Focal-L backbone to different
prompts for both clean (from ADE20K) and adversarial in-
puts in Fig. 9. While the model is able to precisely find
the objects from the prompts for clean images, even small
perturbations with ϵ = 1/255 are sufficient to notably degrade
its performance for all prompts, independently from the size
of the target object. We highlight that the same adversarially
perturbed image is used with all prompts.

V. CONCLUSION

Discussion. We have shown that it is possible to generate
adversarial attacks on foundation models for segmentation in
a prompt-agnostic fashion, at low computational cost. In fact,
we demonstrated how attacking a single component of their
complex architecture may suffice to significantly degrade
their performance. This shows the vulnerability of these
models, and potentially of the systems integrating them, to
imperceptible perturbations. The existence of universal attacks
might be particularly interesting, and possibly beneficial.
In fact, we envision that such perturbations, especially if
they could be found in a black-box setup (we provide an
initial study in this direction in App. A-D, analyzing the
transferability of universal attacks generated on SAM to
SEEM), might be used to prevent the automatic processing
of publicly shared images for segmentation tasks (and thus
subsequent downstream tasks) by foundation models, resulting
in more privacy. Further analyses of these aspects would
allow the community to better understand the functioning
of foundation models for segmentation and lead to a safer
deployment of those in real world applications.

6See https://github.com/UX-Decoder/Segment-Everything-Everywher
e-All-At-Once/blob/main/demo code/tasks/interactive.py. We use bilinear
interpolation to preserve the elements of the images in [0, 1].

https://github.com/UX-Decoder/Segment-Everything-Everywhere-All-At-Once/tree/main
https://github.com/UX-Decoder/Segment-Everything-Everywhere-All-At-Once/tree/main
https://github.com/UX-Decoder/Segment-Everything-Everywhere-All-At-Once/blob/main/demo_code/tasks/interactive.py
https://github.com/UX-Decoder/Segment-Everything-Everywhere-All-At-Once/blob/main/demo_code/tasks/interactive.py
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Fig. 8: Semantic segmentation with SEEM (Focal-L). For random images from the ADE20K (left) and SA-1B (right)
dataset, we show the predicted semantic segmentation maps (each color corresponds to a predicted class) for the original input
and the adversarially perturbed, with increasing radii, ones. Small perturbations are sufficient to drastically change the semantic
segmentation maps predicted by SEEM.
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Fig. 9: Text prompts on SEEM (Focal-L). We show the predicted segmentation masks given several text prompts for both
clean and adversarially perturbed (perturbation size ϵ ∈ {1/255, 2/255, 4/255}) images from ADE20K. While the original
masks can precisely identify the objects for each class, small perturbations significantly alter the predicted masks.

Limitations. While our main goal was to demonstrate the
feasibility of prompt-agnostic attacks, and their effectiveness
in a variety of segmentation tasks, we limited our empirical
evaluation to 1) the most popular models (SAM and SEEM),
and a subset of all modalities they allow for, 2) the white-box
scenario, which might not be practical in some applications,
3) exploring only a few aspects of the attacks. For example,
we did not test all possible types of prompts, as well as tuning
relevant components of the attacks e.g. the loss used by
APGD (targeted attacks might even be possible by designing
specific objective functions).

Future work. Since our approach is simple but effective
and we use a small computational budget for our experiments,
we foresee that it can be an important starting point for
future research to develop more sophisticated attacks, possi-
bly in the black-box scenario. Furthermore, one could aim
at a single universal perturbation optimized to work across
different segmentation models, including those not used when
creating the attacks. Finally, it will be an interesting (and
challenging) direction to explore how to make foundation
models for segmentation adversarially robust without losing
their flexibility and generalization properties.
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APPENDIX A
ADDITIONAL RESULTS

A. Evaluation on ADE20K masks with single point prompts

In the following, we provide a quantitative evaluation of
the performance degradation of SAM due to our attacks on
the ADE20K dataset.

Experimental setup. First, we create a set of ground
truth masks and corresponding prompts from the ADE20K
dataset [34], since it contains precise annotations and its
images are typically evaluated at relatively low resolution
(512x512), which allows us to scale the evaluation to a
larger number of images and masks. Given an image from
the validation set, for each class present in the ground truth
semantic segmentation map (except for the background) we
select the largest connected component belonging to such
class. For each of these masks, after filtering out those with
area smaller than 900 pixels, we compute its pixel with largest
ℓ2-distance to its border, following [15]. In this way we collect
100 images and 589 pairs of masks and point prompts.

Then, we can use SAM to predict segmentation masks from
each of the point prompts found in the step described above
and either the original image or its adversarially perturbed
counterparts. Comparing the predicted masks with the ground
truth ones derived from ADE20K allows us to measure the
performance of both SAM on the unperturbed image and the
effectiveness of the attacks. In practice, for each mask-prompt
pair we compute Intersection over Union of the predicted
(the one with highest quality score among the three provided
by SAM) and correct masks, and report its average over all
masks and images (mIoU) in Table II.

Results. First, we run our prompt-agnostic image-specific
attack with radii ϵ ∈ {1/255, 2/255, 4/255, 8/255}, optimized
with 100 iterations APGD, on the 100 images used to create
the evaluation set. Second, we generate universal perturbations
as described in Sec. IV-C, with 100 iterations of PGD (instead
of the 500 iterations used in Sec. IV-C to reduce computational
cost), for the same radii as image-specific attacks. In this
case, as training images, we select 100 samples from ADE20K
which do not overlap with those used for evaluation (which
means the universal attacks are tested on unseen images),
and the universal perturbation has resolution 512x512 as the
images of ADE20K.

In Table II we see that, for image-specific attacks, even
perturbations of size 1/255 are able to significantly reduce
mIoU from 59.86% to 16.71%. Increasing the attack budget
to 8/255 further degrades the performance of SAM to 7.33%.
Conversely, for universal attacks one needs to use the larger
radii for effective attacks: notably, at ϵ = 8/255, the mIou
for adversarial images is 11.24%, not far from what attained
with standard attacks (we recall that the universal perturbations
are computed only once and then applied to unseen images
without additional cost).

TABLE II: Single point prompt evaluation on SAM. We
study the performance of SAM when predicting masks de-
rived from ADE20K with single point prompts (we measure
average IoU over images and masks). We report the effect of
using either image-specific or universal (trained on images of
ADE20K not used for computing mIoU) attacks of various
sizes. Both types of adversarially perturbed images lead to
significant performance drops.

attack clean 1/255 2/255 4/255 8/255

image-specific 59.86 16.71 11.63 9.42 7.33
universal 58.98 45.09 20.08 11.24

B. Universal attacks on SAM

In Fig. 10 we report the results of universal attacks gen-
erated as described in Sec. IV-C but using a different set of
randomly sampled training images. We see that even in this
case we obtain similar results to those shown in Fig. 6 above,
with the universal attacks being able to generalize to unseen
images.

Moreover, we repeat the experiment shown in Fig. 6 except
for the bound on the ℓ∞-norm of the universal perturbation,
which is reduced to 4/255 (instead of 8/255). Fig. 11 shows
that even with the smaller budget universal perturbations are
able to noticeably reduce the quality of the predicted masks of
the Segment Everything mode of SAM, although to a lower
degree than with the standard radius 8/255.

C. White-box attacks on SEEM

In Fig. 12 we show the effect of our attacks (with radii
ϵ ∈ {1/255, 2/255, 4/255}) on the semantic segmentation
masks provided by SEEM with the smaller Focal-T backbone,
similarly to what done for the Focal-L backbone in Fig. 8.
Note that unlike what done for the larger backbone, the images
from SA-1B are in this case used at the original resolution.
As observed above, the performance of SEEM in semantic
segmentation is significantly reduced on the perturbed images.

D. Transferring universal attacks from SAM to SEEM

We further test the transferability of our universal attacks
generated on SAM for SA-1B images (Sec. IV-C) to other
models, i.e. SEEM with different backbones. In Fig. 13 we
show the semantic segmentation predicted by SEEM on the
images perturbed with the universal attack of size ϵ = 8/255
presented in Fig. 6. We observe that the predicted maps are
stable for most input images, especially for the larger Focal-L
backbone, but adding the universal perturbations can anyway
lead to some mild quality degradation. Transfer attacks across
models are known to work better as the architecture of source
and target models become more similar. In this case, SAM
and SEEM encoders have quite different features, then it is not
surprising to observe the limited success of transfer attacks.
We leave to future work designing specific techniques (or
adapting some from the rich literature on transfer attacks for
image classifiers) to improve these results.
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Fig. 10: Universal attacks on SAM. We repeat the experiment shown in Fig. 6 for a different set of training images.
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Fig. 11: Universal attacks on SAM with smaller radius. We repeat the experiment shown in Fig. 6 with bound of 4/255
instead of 8/255 on the ℓ∞-norm of the universal perturbation.
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Fig. 12: Semantic segmentation with SEEM (Focal-T). For random images from the ADE20K (left) and SA-1B (right)
dataset, we show the predicted segmentation masks (each color corresponds to a predicted class) for the original input and
with adversarial perturbations of increasing strength. Small perturbations are sufficient to drastically change the semantic
segmentation maps predicted by SEEM with Focal-T backbone.
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Fig. 13: Semantic segmentation by SEEM when transferring universal attacks from SAM. We test how well the universal
attacks generated on SAM with ϵ = 8/255, shown in Fig. 6, transfer to SEEM. For both Focal-T (left) and Focal-L (right)
backbones, we show the predicted segmentation masks (each color corresponds to a predicted class) for the clean and perturbed
images. While the predictions are mostly stable, especially for the larger Focal-L, the transferred universal perturbation introduce
some mild degradation in the output of SEEM.


